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TEST REPORT

Application No.: SZCR2304001147AT

Applicant: Baicells Technologies Co., Ltd.

Address of Applicant: 9-10F,1st Bldg., No.81Beiging Road, Haidian District, Beijing, China
Manufacturer: Baicells Technologies Co., Ltd.

Address of Manufacturer: 9-10F 1st Bldg., No.81Beiging Road, Haidian District, Beijing, China
Equipment Under Test (EUT):

EUT Name: LTE Base Station
Model No.: mBS31010

Trade Mark: Baicells

FCC ID: 2AG32MBS31010
Standard(s) : CBRSA-TS-9001-V1.2.1

WINNF-TS-0122-vV1.0.2

FCC 47 CFR Part 96
KDB 940660 D01 V03

Date of Receipt: 2023-04-23

Date of Test: 2023-05-05 to 2023-05-16
Date of Issue: 2023-05-19

Test Result: Pass*

* In the configuration tested, the EUT complied with the standards specified above.
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Keny Xu
EMC Laboratory Manager
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Test Summary for CBSD under control of Domain Proxy

Item Standard Test Case ID Result
Domain Proxy Multi-Step registration WINNVFl'-I;)SéOlZZ' WINNF.FT.D.REG.2 Pass
Domain Proxy Single-Step registration WINNF-TS-0122-
for CBSD with CPI signed data V1.0.2 WINNF.FT.D.REG.6 Pass
Domain Proxy Missing Required WINNF-TS-0122-
parameters (responseCode 102) V1.0.2 WINNF.FT.D.REG.9 Pass
Domain Proxy Pending registration WINNF-TS-0122-
(responseCode 200) V1.0.2 WINNF.FT.D.REG.11 Pass
Domain Proxy Invalid parameters WINNF-TS-0122-
(responseCode 103) V1.0.2 WINNF.FT.D.REG.13 Pass
Domain Proxy Blacklisted CBSD WINNF-TS-0122-
(responseCode 101) V1.0.2 WINNF.FT.D.REG.15 Pass
Domain Proxy Unsupported SAS WINNF-TS-0122-
protocol version responseCode 100) V1.0.2 WINNF.FT.D.REG.17 Pass
Domain Proxy Group Error WINNF-TS-0122-
(responseCode 201) V102 WINNF.FT.D.REG.19 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.C.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINN\/FiBSé(nzz' WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) e
Domain Proxy Heartbeat Success WINNF-TS-0122-
Case (first Heartbeat Response) V1.0.2 WINNF.FT.D.HBT.2 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNF-TS-0122- WINNF.FT.C.HBT.5 Pass

V1.0.2
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNF-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.2

Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass
Domain Proxy Heartbeat
responseCode=500 WINN\ZTOSC'JOHZ' WINNF.FT.D.HBT.8 Pass
(TEMINATED_GRANT) o
Heartbeat Response Absent (First WINNF-TS-0122- WINNE.ET.C.HBT.9 Pass

Heartbeat)

V1.0.2
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Test Summary for CBSD under control of Domain Proxy

Item Standard Test Case ID Result
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Domain Proxy Registration Response WINNF-TS-0122- WINNE.ET.D.MES.2 Pass
contains measReportConfig V1.0.2 R '
Grant Response contains WINNF-TS-0122-
measReportConfig V1.0.2 WINNF.FT.C.MES.3 Pass
Domqln Proxy Heartbeat Response WINNF-TS-0122- WINNE.ET.D.MES.5 Pass
contains measReportConfig V1.0.2
Domain Proxy Successful WINNF-TS-0122-
Relinquishment V1.0.2 WINNF.FT.D.RLQ.2 Pass
Doma!n Prqu Successful WINNF-TS-0122- WINNE.ET.D.DRG.2 Pass
Deregistration V1.0.2
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WlNNVFiBS;)lzz' WINNF.FT.C.SCS.2 Pass
TLS failure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2 T '
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure when certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2 R '
UUT RF Transmit Power Measurement WINN\/FiBSé(nzz' WINNF.PT.C.HBT.1 Pass
SAS Version: 1.0.0.3

Test Summary for Standalone CBSD

Item Standard Test Case ID Result
Multi-Step registration WINNVF;BS;HZZ' WINNF.FT.C.REG.1 Pass
Single-Step registration for CBSD with WINNF-TS-0122-
CPI signed data V1.0.2 WINNF.FT.C.REG.5 Pass
Missing Required parameters WINNF-TS-0122-
(responseCode 102) V1.0.2 WINNF.FT.C.REG.8 Pass
Pending registration (responseCode WINNF-TS-0122-
200) V1.0.2 WINNF.FT.C.REG.10 Pass
Invalid parameter (responseCode 103) WINN\/Fi-BSéOlZZ' WINNF.FT.C.REG.12 Pass
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Test Summary for Standalone CBSD
Item Standard Test Case ID Result

Blacklisted CBSD (responseCode 101) W'NNV':l'TOSéOHZ' WINNF.FT.C.REG.14 Pass
Unsupported SAS protocol version WINNF-TS-0122-
(responseCode 100) V1.0.2 WINNF.FT.C.REG.16 Pass
Group Error (responseCode 201) WINNVFl'BSéOHZ' WINNF.FT.C.REG.18 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.D.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINNVFiBS;)lZZ' WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) e
Heartbeat Success Case (first WINNF-TS-0122-
Heartbeat Response) V1.0.2 WINNF.FT.C.HBT.1 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=500 WINNF-TS-0122-
(TERMINATED_GRANT) V1.0.2 WINNF.FT.C.HBT.4 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass

V1.0.2
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass

V1.0.2
Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V1.02 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Successful Relinquishment WINNVF;BS;HZZ' WINNF.FT.C.RLQ.1 Pass
Successful Deregistration WINNVF;BS;HZZ' WINNF.FT.C.DRG.1 Pass
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINNVFiTOS;JlZZ' WINNF.FT.C.SCS.2 Pass
TLS_ fallure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2
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Test Summary for Standalone CBSD
Iltem Standard Test Case ID Result

TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure when certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2 R '
UUT RF Transmit Power Measurement WINNVFiBS;nZZ- WINNF.PT.C.HBT Pass
SAS Version: 1.0.0.3

The UUT is a BTS-CBSD which can operate under under control of Domain Proxy or operate as
standalone CBSD. According to the specifications of the manufacturer, it must comply with the
requirements of the following standards:

CBRSA-TS-9001-V1.2.1

CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.2

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)

KDB 940660 D01 Part 96 CBRS Eqgpt v03

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company's sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

o Worksop, W10, iddleSecion, Siece & echnology Par, Nanshan i, Shenchen,Guangdong, Chira 518057 t (86-755) 26012053  f (86-755) 26710504  www.sgsgroup.com.cn
HE - K FIFELURBBEESRN-1081 S B 54 :518057  t (86-755)26012053  f (86-755)26710594  sgs.china@sgs.com

I
Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/0 Aug01,2022 Report No.: SZCR230400114701

Page: 7 of 84

3 Contents

Page

L0 oY= - T T 1
=257 U 0 o N 3
L0 01 = 0 1 7
LT o L= o= I [N {0 4> AT o 10
4.1 7= = 1 S o) = R 10
4.2 Description of CBSD/DP SUPPOIt FEATUIES........uuuiiiiiiiiiii s 11
4.3 Summary of TESERESUIS ......cooiiii 12
4.4 MeaSUIrEMENT UNCEITAINTY .......uuuiiiiiiiiiiiiiiiiii s 12
4.5 DeSCription Of SUPPOIT UNIES .....uuuiiiiiiiiiiiiiii e 13
4.6 1= S e o 11T 13
4.7 IS 0 =T 1475 13
0 LU 1 o =T 03 RPN 14
Test Method and ENVIFONMENT ....uueiieieeeeeeeeeeeeeeeeeeeeensenesnsnnsnnnnnnnnnnnnnnnnsnnnnnnsnnnnnnnnnsnnssnnnnnnnnnnnnnnnsnsnsnnnnn 15
6.1 CBSD/DP Conformance and PerformancCe ..........cooooiiiiiiiiiiiii 15
6.2 CBSD TeSE PrOCEAUIE... ..o 15
6.3 =TS = 01V o] T g1 o PP PPPPPPRS 16
6.4 =53 S = | o P 16
=S 5= - 18
7.1 (01230 B 2= To 153 4 = LT TN o o =T 18
711 WINNF.FT.D.REG.2. ..o, 18
7.1.2  WINNF.FT.D.REG.B...ccoo i 19
7.1.3  WINNF.FT.D.REG.O. .o, 20
7.1.4  WINNF.FT.D.REG.11. ..o 20
7.1.5 WINNF.FT.D.REG.13... .o 21
7.1.6  WINNF.FT.D.REG.15.. .o 21
T.1.7  WINNF.FT.D.REG. 17 ... 22
7.1.8  WINNF.FT.D.REG.19. ..o 22
7.2 CBSD SPECLIUM GIANE PrOCESS. ... .uiiieiiiiiiiiiie e e ettt e e ettt s e e e e e e et e e e e e e e eentaa e e e eeeeeennnnns 23
721 WINNFFT.C.GRA L. 23
T7.2.2  WINNF. FT.C.GRA 2., 23
7.3 CBSD HEAIMBEAL PIOCESS ... .ciiiiiiiiiiie ettt e e e ettt e e e e e e e ee bt e e e e e e eenenanns 24
7.3 1 WINNF T D HBT .2 o 24
7.3.2  WINNF T C HBT . B 27
7.3.3 WINNF FT. C HBT. D o, 28
T7.3.4  WINNF.FT.CHBT.B oo 29

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company's sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted

(,: 3 RIS L 3 :.<; to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
?‘i& Inspection & Testing Services & sample(s) are retained for 30 days only. R : .
e ) Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,

or email: CN.Doccheck@sgs.com

14| No. Workshop,N-10, idd Sction, Scince & TechnologyPark, Nanshan Distct,Sherzhen,Guangdong, Chira 518057t (86-755) 26012053  f (86-755) 26710594  www.sgsgroup.com.cn
FE - & FIFELRNEEFRN-10H1 S E #%:518057  t (86-755)26012053  f (86-755)26710594  sgs.china@sgs.com

Member of the SGS Group (SGS SA)

\% o/,




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/0 Aug01,2022 Report No.: SZCR230400114701
Page: 8 of 84
7.3.5 WINNF FT.CHBT.7 oo 30
7.3.6  WINNF.FT.D.HBT.8 ..o, 31
7.3.7 WINNF. FT.CHBT.O o 33
7.3.8  WINNF.FT.CHBT.L0 .o, 34
7.4 CBSD MeaSUIEMENTE REPOIT.......uuieiiieeeiiieiit ettt e et e e e e e e e e e e e e e ennnneaas 35
7.4.1 WINNF.FT.D.IMES.2. ..o 35
7.4.2 WINNF.FT.CIMES.3 ..o, 37
7.4.3 WINNF.FT.D.IMES. ... 38
7.5 CBSD RelinquISNMENE PrOCESS ......cooiiiiiiiiiiii 40
751 WINNF.FT.D.RLQ.2 .o 40
7.6 CBSD Deregistration PrOCESS ........coooiiiiiiiiii e 41
7.6.1 WINNF.FT.D.DRG.2 ..o 41
7.7 CBSD Security Validation ...........coooiiiiiiiii 42
T.7.1  WINNF FT.C.SCS. L. 42
T.7.2 WINNFFT.C.SCS.2. i 42
T.7.3 WINNF FT.C.SCS. 3 i 43
T7.7.4 WINNF.FT.C.SCS.4 . 43
775 WINNF FT.C.SCS. 5. i 44
7.8 CBSD RF POWEN MEASUIEIMENT ......uiieeieieiiiiie ettt e ettt e e e e e et e e e e e e e e e enn e e e eeeeennnnnns 45
7.8. 1  WINNF.PT.CHBT.L .o 45
Test Data Log For CBSD Under Control 0f DOMaiN PrOXY ...cccieeeeeeeeessssssssesesmesssssssssesssnmssssssssssssennes 48
8.1 AT L N e I O ST O2  PPPPPTNS 48
8.2 AT L N e I O O PPN 49
8.3 AT L N e O S O2S T PPPPPPPPPTNS 50
8.4 AT L LN e I O O 0 PPN 51
8.5 AT L N e O S O2 1. JPPPPPNS 52
Test Data FOr StandaloONe CBSD ....uueieieeeeeeeeemeeeereeeeereenneennennnnnnnnnnnnnnnnnsnnsnnssnsssnnssssssssssnnnsssssnsnsnnssnnnnnn 53
9.1 (01230 B 2= To 153 4 = LT TN o o =T 53
9.1.1  WINNF.FT.CLREG. L. ..o 53
9.1.2  WINNF.FT.CLREG.5. .o 54
9.1.3  WINNF.FT.CLREG.8.....cc oo 55
9.1.4  WINNF.FT.CLREG.10.....cc it 56
9.1.5 WINNF.FT.CLREG.12. ... 57
9.1.6  WINNF.FT.CLREG.14.....cc oo 58
9.1.7  WINNF.FT.CLREG.16.....cci i 59
9.1.8  WINNF.FT.CLREG.18.....cco i 60
9.2 CBSD SPECIrUM Grant PrOCESS. .. ..cuuuiiiiii i eeeeie e et e et e e et e e e e et e e e eat e e e et e e e eaaaeeeatanaeeeanaaaees 61
9.2.1  WINNF.FT.C.GRA L. 61
9.2.2  WINNF. FT.C.GRA 2. e 61
9.3 CBSD HEAIMBEAL PIOCESS ... .ciiiiiiiiiiie ettt ettt e e e e e ettt e e e e e e e eetaa e e e e e eeennnanns 62
9.3.1  WINNF. FT.CHBT. L oo 62
9.3.2  WINNF. T C HBT . 3 64
9.3.3  WINNF. FT.CHBT . 65
9.3.4  WINNF. FT.C HBT. D o, 66
9.3.5  WINNF.FT.CHBT.B oo 67

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’'s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

14| No. Workshop,N-10, idd Sction, Scince & TechnologyPark, Nanshan Distct,Sherzhen,Guangdong, Chira 518057t (86-755) 26012053  f (86-755) 26710594  www.sgsgroup.com.cn
FE - RITELRNEETRN-101S B #54:518057  t (86-766)26012083 f (86-756) 26710504 sgs.china@sgs.com

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/0 Aug01,2022 Report No.: SZCR230400114701
Page: 9 of 84

0.3.6  WINNF . T C HBT .7 ittt e e e e e ettt e e e e e e e e bttt e e e aeeeaseannnteeeeaaaens 68
0.3.7  WINNF . FT .G HBT . oottt e e e e e e ettt e e e e e e e e ba et e e e e e e e e e nnnbteeeeaaaens 69
0.3.8  WINNF.FT.C.HBT.L0 .ttt e e e e e e ettt e e e e e e e e b bae e e e e e e e e aannnnaneeeaaaens 70
9.4 CBSD RelinquiShMENt PrOCESS .......cooiiiiiiiiii 71
9.4.1  WINNF.FT.C.RLQ.L . ittt ettt ettt e e e e e e ettt e e e e e e e e nbbaeeeeaaeeeasaannnaneeeaaaens 71
9.5 CBSD Deregistration PrOCESS ........coooiiiiiiiiii e 72
9.5.1  WINNF.FT.C.DRG.L .oiiiiiiiiiiiieee ettt ettt e e e e e e ettt e e e e e e e s b ba et e e e e e e e e e nnnbeeeeaaaens 72
9.6 CBSD Security Validation ... 73
0.6.1  WINNF.FT.C.SCS. Lottt e e e e e e e ettt e e e e e e e s nnbbaeeeeaeeeeaesannnreeeeaaaens 73
0.6.2  WINNF.FT.C.SCS.2 ittt ettt ettt e e e e e e ettt et e e e e e e s e nbbaeeeeaaeeeasaannbaneeeeaaens 73
0.6.3  WINNF. T .C.SC .3 ittt e e e ettt e e e e e e e ettt ee e e e e e e s e nbbaeeeeeaeeeaeaannbtneeeaaaens 74
0.6.4  WINNF.FT.C.SCS .4 ..ottt ettt e e e e e e et e e e e e e e s a s staeeeeeeeeeanannnnnnneeeaeens 74
9.6.5  WINNF.FT.C.SCS .5 i 75
9.7 CBSD RF POWEN MEASUIEIMENT ......uiiieiiieeiiiie ettt ettt e e et et e e e e e e e e e e e e e e e ennnnans 76
.71 WINNF P T CHBT .ceeeiiiee ettt e ettt e e e e e e e e st e e e e e e e e sanstaaeaeeeeeeseaannnnneeeeaeens 76
10 Test Data Log For Standalone CBSD.....ccccissssss s 79
101 WINNFFT.C.SCS. 1 ciiiiiiiie ettt ettt e e e e ettt e e e e e e ettt e e e e e e e s s nntaaeeeeaeeeesaannrteeeeeaeens 79
10.2  WINNF.FT.C.SCS.2 .ottt e e e e et e e e e e st e e e e e e e reeeeees 80
10.3  WINNF. T C.SCS.3 oottt e e e e e e et e e e e e e s e e e e e e e e s eeeeeens 81
10.4  WINNRF.FT.C.SCS.4 ..ottt e e et e e e e e e e e e e e e s e e e e eeeas 82
105  WINNR.FET.C.SCS.5 .ottt ettt e e e et e e e e e s e e e e e e e e s e eeeeeens 83
5 = T o o T = o ] PN 84
11.1  EUT Constructional Details (EUT PROTOS).......cuuiiiiiiiiiiieiiiiee e 84

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company's sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such

v IR A

ko .
9 i ices &5 sample(s) are retained for 30 days only.
‘@nspectlon&TestlngSerwces %5 Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
3 2 or email: CN.Doccheck@sgs.com

'S D
Fi5ACo 10| Nt Workshop, -0, Middle Section, Sience & Technology Park, Nanshan Distic, Shenzhen, Guangdong, China 518057  t (86-755) 26012053  f (86-755) 26710594 ~ www.sgsgroup.com.cn
FE & FTEUENERPREN-1081SE #4%:518057 t (86-755)26012053 f (86-755)26710594 sgs.china@sgs.com

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev.A/0 Aug01,2022

General Information
Details of E.U.T.

Report No.: SZCR230400114701
Page: 10 of 84

Power supply:

Model: GRT-POE120-540220A
Input: 100-240V~2.0A Max 50/60Hz
Output: 54.0V, 2.2A

Sample Type: Fixed device
CBSD Class: B

Transmitter Frequency Band: LTE Band 48
Transmitter Frequency Range: 3550~3700MHz
Hardware Version: Ver.BO1

Software Version:

BaiBLQ_3.0.22.3 439

Test sample: SN1: 120300010220B6B0002
SN2: 1202000240194DP0036

Antenna Gain: 12.5dBi

Supported Catrrier: Max 2

MIMO supported

2*2 MIMO / Single carrier

Antenna Type:

Built-in Omni Antenna

Note: The UUT is a BTS-CBSD which

can operate under under control of Domain Proxy or operate

as standalone CBSD. Domain Proxy information show as below:
Model No. of Domain Proxy: LICA-1513A
Software Version of Domain Proxy: BaiOMC_8.3.7

or email: CN.Doccheck@sgs.com
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Test Summary for CBSD under control of Domain Proxy

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
c2 Mandatory for UUT which supports single-step registration with no CPI- N
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports Y
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT Y
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Test Summary for Standalone CBSD
Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
c2 Mandatory for UUT which supports single-step registration with no CPI- N
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results

Test Summary for CBSD under control of Domain Proxy

Classes Test Case Items Pass ltems Pass Rate (%)
FT (CBSD, DP/CBSD) 28 28 100
PT (CBSD, DP/CBSD) 1 1 100
Total 29 29 100

Test Summary for Standalone CBSD

Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 25 25 100
PT (CBSD, DP/CBSD) 1 1 100
Total 26 26 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various
traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Item Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power + 0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%
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4.5 Description of Support Units

Description Manufacturer Model No. Serial No.
CPE SMAWAVE USB Dongle /

EPC Lanner Electronics Inc. LICA-1513A LR202002004052
Router TP-LINK TL-R860+ 1175379002425

4.6 Test Location
All tests were performed at:
SGS-CSTC Standards Technical Services Co., Ltd., Shenzhen Branch

No. 1 Workshop, M-10, Middle Section, Science & Technology Park, Nanshan District, Shenzhen,
Guangdong, China. 518057.

Tel: +86 755 2601 2053 Fax: +86 755 2671 0594
No tests were sub-contracted.

4.7 Test Facility

The test facility is recognized, certified, or accredited by the following organizations:

* A2LA (Certificate No. 3816.01)

SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch is accredited by the
American Association for Laboratory Accreditation (A2LA). Certificate No. 3816.01

* FCC (Designation Number: CN1336

SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch has been recognized as an
accredited testing laboratory. Designation Number: CN1336
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date | Cal Due Date
Laptop REF.
S 930XCJ / /
(With SAS Test hamess) amstng No.SEA1900
Spectrum Analyzer Keysight N9020A SEMO004-21 | 2023-03-20 | 2024-03-19
Shield Room SAEMC MSR433 SEMO001-11 | 2021-03-13 | 2024-03-12
Coaxial Cable SGS N/A SEMO031-01 | 2022-07-11 | 2023-07-10
Attenuator Weinschel WA41 SEMO021-09 N/A N/A
Associates
Splitter MACOM 2090-6214-00 N/A N/A N/A
- Shanghai
Humidity/ Temperature | ;000 ological 731-28 SEM002-03 | 2022-09-27 | 2023-09-26
Indicator
Industry Factory

t (86-755) 26012053
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6 Test Method and Environment

6.1 CBSD/DP Conformance and Performance

Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
WINNF-IN-0156_WInnForum_SAS_ Test Harness CBSD UUT_Tutorial_
vl 001

6.2 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the DP interface and
RF components. The highest level is set to test configuration.

b. UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

d. Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.
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6.3 Test Environment

Test Harness Version: V1.0.0.3

Operating System: Microsoft Windows 10
TLS Version: 1.2

Python Version: 2.7.13

Environmental Conditions: 25deg. C, 65%RH
Input Power: 120Vac, 60Hz

6.4 Test Setup

1) DP is deployed on the network management, and the registration of DP to SAS is to register with
SAS according to the granularity of CBSD ID;

2) The DP and the network element communicate messages according to the cell granularity, and
each CBSDID corresponds to a cell of an RRU which belongs to a base station.

SAS Test
Harness

SAS-DP
interface

(" Unit Under Test \

CBSD1 CBSD2

CBSD RF
interface

RF Test
Equipment

DP/CBSD as UUT, BTS-CBSD communication with Domain Proxy
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SAS Test
Harness

SAS-CBSD
mterface

CBSD Unit-
Under-Test

CBSD RF
interface

RF Test

Equipment

CBSD as UUT, BTS-CBSD communication with SAS
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7.1 CBSD Registration Process

711

WINNF.FT.D.REG.2

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT is in the Unregistered state

DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS Test
Harness:

® The required userld, fccld and chsdSerialNumber registration parameters

shall be sent for each CBSD and conform to proper format and acceptable
ranges. | O

Any REG-conditional or optional registration parameters that may be Pass Fail
included in the message shall be verified that they conform to proper format
and are within acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:

cbsdld = Ci - -

measReportConfig shall not be included

responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response

(responseCode=0) to further request messages from the UUT. -- --

Monitor the RF output of the UUT from start of test until 60 seconds

after Step 3 is complete. This is the end of the test. Verify: u uj
® UUT shall not transmit RF Pass Fail
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7.1.2 WINNF.FT.D.REG.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT is in the Unregistered state
® All of the required and REG-Conditional parameters shall be configured and
CPI signature provided

DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS Test
Harness:

® The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData m n
registration parameters shall be sent from the CBSD and conform to proper | pass | Fail
format and acceptable ranges.

® Any optional registration parameters that may be included in the message
shall be verified that they conform to proper format and are within acceptable
ranges.

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:

3 - cbsdld = Ci - -

- measReportConfig shall not be included

- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=0) to further request messages from the UUT. - ="

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u u
® UUT shall not transmit RF Pass | Fail
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7.1.3 WINNF.FT.D.REG.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness N -
® UUT is in the Unregistered state
2 The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B B
- SAS response does not include a cbsdld.
- responseCode = 102 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u O
® UUT shall not transmit RF Pass | Fail
7.1.4 WINNF.FT.D.REG.11
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 - -
SAS Test Harness
® UUT is in the Unregistered state
2 The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B B
- SAS response does not include a chsdld.
- responseCode = 200 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 | response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u O
® UUT shall not transmit RF Pass | Fail
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Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a chsdld.

- responseCode = 0 for CBSD1

- responseCode = 103 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail

7.1.6

WINNF.FT.D.REG.15

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a chsdld.

- responseCode = 0 for CBSD1

- responseCode = 101 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail
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Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a chsdld.

- responseCode = 100 for CBSD1 and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass

Fail

7.1.8

WINNF.FT.D.REG.19

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a chsdld.

- responseCode = 0 for CBSD1

- responseCode = 201 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass

Fail
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7.2 CBSD Spectrum Grant Process

7.21 WINNF.FT.C.GRA1
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. - -
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u m}
® UUT shall not transmit RF Pass | Fail
7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with chsdld = C
2 | UUT sends valid Grant Request. - -
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u uj
® UUT shall not transmit RF Pass | Fail
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7.3 CBSD HeartBeat Process

7.3.1 WINNF.FT.D.HBT.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® DP has two CBSD registered successfully with SAS Test Harness, with - -
cbsdld = Ci, i={1,2}
DP sends a message:

2 ® |f message is type Spectrum Inquiry Request, go to step 3, or -- --

® If message is type Grant Request, go to step 5
DP sends a Spectrum Inquiry Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Spectrum Inquiry Request message is formatted correctly for each CBSD,

3 | including for CBSDi, i={1,2}: u u)
® cbsdid = Ci Pass Fail
® List of frequencyRange objects sent by DP are within the CBRS frequency

range
If a separate Spectrum Inquiry Request message was sent for each CBSD, the SAS
Test Harness shall respond to each Spectrum Inquiry Request message with a
separate Spectrum Inquiry Response message.
If a single Spectrum Inquiry Request message was sent containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Spectrum Inquiry
4 Response message containing a 2-object array. B B

Verify parameters for each CBSD within the Spectrum Inquiry Response message
are as follows, for CBSDi, i={1,2}:

® cbsdld = Ci

® availableChannel is an array of availableChannel objects

® responseCode =0
DP sends a Grant Request message for each CBSD. This may occur in a separate
message per CBSD, or together in a single message with array of 2.
Verify Grant Request message is formatted correctly for each CBSD, including for
CBSDi, i={1,2}:

5 ® chsdld=C u D,

® maxEIRP is at or below the limit appropriate for CBSD category as defined | Pass | Falil
by Part 96
® operationFrequencyRange, Fi, sent by UUT is a valid range within the CBRS
band
If a separate Grant Request message was sent for each CBSD, the SAS Test
Harness shall respond to each Grant Request message with a separate Grant
Response message.
6 If a single Grant Request message was sent containing a 2-object array (one per - -
CBSD), the SAS Test Harness shall respond with a single Grant Response message
containing a 2-object array.

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,

indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’'s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.{ Workshop,H-10, idde Sectio, Science  TechnologyPark Nanshan Disict,Shenzhen,Guangdong, China 518057 (86-755) 26012053  f (86-755) 26710594  www.sgsgroup.com.cn
HE - F - FYFELURNEERRN-1051S B 4% :518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com

I
Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/0 Aug01,2022 Report No.: SZCR230400114701
Page: 250f 84

Verify parameters for each CBSD within the Grant Response message are as
follows, for CBSDi, i={1,2}:

® cbsdld = Ci

® grantld = Gi = a valid grant ID

® grantExpireTime = UTC time greater than duration of the test

® responseCode =0
Ensure DP sends first Heartbeat Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message is formatted correctly for each CBSD, including,

;| for CBSDii={1,2): u m)
® cbsdld = Ci, i={1,2} Pass | Falil
® grantld = Gi, i={1,2}
® operationState = “GRANTED”

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

8 Verify parameters for each CBSD within the Heartbeat Response message are as - -

follows, for CBSDi:

® cbsdld = Ci

® grantld = Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
For further Heartbeat Request messages sent from DP after completion of step 8,
validate message is sent within latest specified heartbeatinterval for CBSDi:

® cbsdld = Ci

® grantld = Gi

® operationState = “AUTHORIZED”

9 | O
and SAS Test Harness responds with a Heartbeat Response message including the | Pass Fail
following parameters, for CBSDi

® cbsdld = Ci

® grantld = Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Monitor the RF output of the UUT from start of test until RF
transmission commences. Verify:

10 ® UUT does not transmit at any time prior to completion of the first heartbeat u D,

response Pass Fail
® UUT transmits after step 8 is complete, and its transmission is limited to
within the bandwidth range Fi.
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7.3.2 WINNF.FT.C.HBT.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
O valid grantld = G

1 ) -- -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
5 latest Heartbeat Response, and formatted correctly, including: ] O
® cbsdld=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdld=C
3 ® grantld=G - -

® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: [ | O
S ® UUT shall stop transmission within (T + 60 seconds) of completion of step 3 | Pass Fail
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WINNF.FT.C.HBT.5

Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C

O valid grantld = G - -

O grantis for frequency range F, power P

O grantExpireTime = UTC time greater than duration of the test

® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
® cbsdld=C

® grantld=G Pass Fail

® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:

® cbsdld=C

® grantld=G

® transmitExpireTime = T = current UTC time

® responseCode = 501 (SUSPENDED GRANT)

After completion of step 3, SAS Test Harness shall not allow any further grants to the

UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail

formatted with parameters:
® chdsld=C
® grantld=G

Monitor the RF output of the UUT. Verify:
@® UUT does not transmit at any time
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7.3.4 WINNF.FT.C.HBT.6

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
O valid grantld = G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including:

® cbsdld=C

® grantld=G

® operationState = “AUTHORIZED”

Pass

Fail

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdld=C

® grantld=G

® transmitExpireTime = T = current UTC time

® responseCode = 501 (SUSPENDED GRANT)

After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3

Pass

Fail
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7.3.5 WINNF.FT.C.HBT.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
O valid grantld = G

1 ) — _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: [} O
® cbsdild=C Pass | Fall
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdld=C
3 ® grantld=G - h

® transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
5 O cbsdld=C
O grantld=G
Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3

Pass Fail
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7.3.6 WINNF.FT.D.HBT.8

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® DP has two CBSD registered successfully with SAS Test Harness
® Each CBSD {1,2} has a valid single grant as follows
O valid cbsdld = Ci, i={1,2}
O valid grantld = Gi, i={1,2}
O grantis for frequency range Fi, power Pi
O grantExpireTime = UTC time greater than duration of the test

® Both CBSD are in AUTHORIZED state and transmitting within their granted
bandwidth on RF interface

DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of size 2.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly for each CBSD, including, for CBSDi i={1,2}:

® cbsdld =Ci, i={1,2}

® grantld =Gi, i ={1,2}

® operationState = “AUTHORIZED”

Pass

Fail

If separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.
Parameters for each CBSD within the Heartbeat Response message should be as
follows, for CBSDi:

® cbsdld = Ci

® grantld = Gi

® For CBSD1:

O transmitExpireTime = current UTC time + 200 seconds

O responseCode =0

® For CBSD2:
O transmitExpireTime = T = current UTC time
O responseCode = 500 (TERMINATED GRANT)

After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.

If CBSD sends further Heartbeat Request messages for CBSD1, SAS Test Harness
shall respond with a Heartbeat Response message with parameters:

cbsdld = C1

grantld = G1

transmitExpireTime = current UTC time + 200 seconds

responseCode =0

Heartbeat Request message is within heartbeatinterval of previous
Heartbeat Request message

sting

il F 52

Services £
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Monitor the RF output of CBSD2. Verify: .
5 ® (CBSD?2 shall stop transmission within bandwidth F2 within (T + 60 seconds) Pass
of completion of step 3

Fail
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7.3.7 WINNF.FT.C.HBT.9

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld = G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: [} O
® cbsdild=C Pass | Fall
® grantld=G
® operationState = “GRANTED”

3 After completion of step 2, SAS Test Harness does not respond to any further B B
® messages from UUT to simulate loss of network connection

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: u U

4 ® At any time during the test, UUT shall not transmit on RF interface Pass | Fail
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7.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
O valid grantld = G

1 ) — _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: [} O
® cbsdild=C Pass | Fall
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdld=C
3 ® grantld=G - h

® transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 ® UUT shall stop all transmission on RF interface within (transmitExpireTime +

60 seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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7.4 CBSD Measurement Report
7.41  WINNF.FT.D.MES.2

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® DP has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

DP sends a Registration Request message for each of two CBSD. This may occur in
a separate Request message per CBSD, or together in a single Request message
with array of 2.

Verify Registration Request message contains all required parameters properly

5 | formatted for CBSD, i={1,2}, and specifically: u m)
® userld is present and correct Pass | Fail
® fccld is present and correct

® chsdSerialNumber is present and correct

® measCapability = “RECEIVED _POWER_WITHOUT_GRANT”

If a separate Registration Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Registration Request message with a
separate Registration Response message.

If a single Registration Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single
3 Registration Response message containing a 2-object array. - -

Parameters for each CBSD within the Registration Response message should be as
follows, for CBSDi:

® cbsdld = Ci

® measReportConfig= “RECEIVED_POWER_WITHOUT_GRANT”

® responseCode =0

UUT sends a message:
4 ® |f message is type Spectrum Inquiry Request, go to step 5, or -- --
® If message is type Grant Request, go to step 7

UUT sends message type Spectrum Inquiry Request. This may occur in a separate
message per CBSD, or together in a single message with array of 2. Verify Spectrum
Inquiry Request message contains all required parameters properly formatted for [} O
CBSDi, i={1,2}, and specifically: Pass Fail
® cbsdld = Ci
® measReport is present, and is a properly formatted rcvdPowerMeasReport.

If a separate Spectrum Inquiry Request message was sent for each CBSD by the
DP, the SAS Test Harness shall respond to each Spectrum Inquiry Request
message with a separate Spectrum Inquiry Response message.

If a single Spectrum Inquiry Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
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Spectrum Inquiry Response message containing a 2-object array.

Parameters for each CBSD within the Spectrum Inquiry Response message should
be as follows:

® cbsdid = Ci

® availableChannel is an array of availableChannel objects

® responseCode =0

UUT sends message type Grant Request message. This may occur in a separate
message per CBSD, or together in a single message with array of 2.

7 Verify the Grant Request message contains all required parameters properly [} O
formatted for CBSDi, i= {1,2}, and specifically: Pass Fail
® cbsdld = Ci

® measReport is present, and is a properly formatted rcvdPowerMeasReport.
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WINNF.FT.C.MES.3

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
® UUT has successfully registered with SAS Test Harness, with cbsdld=C and
measCapability = “RECEIVED POWER WITH GRANT”

UUT sends a Grant Request message.
Verify Grant Request message contains all required parameters properly formatted,
and specifically:

® cbsdld=C

® operationParam is present and format is valid

Pass

Fail

SAS Test Harness sends a Grant Response message, with the following parameters:

cbsdld=C

grantld = G = valid grant ID

grantExpireTime = UTC time in the future

heartbeatinterval = 60 seconds

measReportConfig= “RECEIVED_POWER _WITH_GRANT”
operationParam is set to valid operating parameters
channelType = “GAA”

responseCode = 0

UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically:

® cbsdld=C

® grantld=G

® operationState = “GRANTED”

Pass

Fail

If Heartbeat Request message (step 4) contains measReport object, then:
® verify measReport is properly formatted as object rcvdPowerMeasReport
® end test, with PASS result

else, if Heartbeat Request message (step 4) does not contain measReport object,
then:
® If number of Heartbeat Requests sent by UUT after Step 3 is = 5, then stop
test with result of FAIL

Pass

Fail

SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:

® cbsdld=C

® grantld=G

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0

Go to Step 4, above
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7.4.3 WINNF.FT.D.MES.5
# Test Execution Steps Results
Ensure the following conditions are met for test entry:

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2} and measCapability =

1 “RECEIVED_POWER WITH_GRANT” - -
® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within

the bounds of their grants.
® Grants have heartbeatInterval =60 seconds
Verify DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message contains all required parameters properly

o | formatted for each CBSD, specifically, for CBSDi: u D,
® cbsdld = Ci Pass Fail
® grantld = Gi
® operationState = “AUTHORIZED”

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat

3 Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message containing all
required parameters properly formatted, and specifically:

® cbsdld = Ci

® grantld = Gi

® measReportConfig= “RECEIVED_POWER_WITH_GRANT”

® responseCode =0
Verify DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message contains all required parameters properly
formatted for each CBSD, and specifically, for CBSDi, i = {1,2}:

4 ® cbsdid = Ci o U
® grantld = Gi Pass | Fall
® operationState = “AUTHORIZED”
® Check whether measReport is present, and if present, ensure it is a properly

formatted rcvdPowerMeasReport object, and record its reception for each
CBSDi, i ={1,2}.
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If Heartbeat Request message (step 4) contains measReport object, then:
® Verify measReport is properly formatted as object rcvdPowerMeasReport
® record which CBSD have successfully sent a measReport object

If all CBSDi, i = {1,2} have successfully sent a measReport object, then Pass
® end test, with PASS result

else, if the number of Heartbeat Requests sent per CBSD is 5 or more, then stop test

with result of FAIL

Fail

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.
6 Parameters for each CBSD within the Heartbeat Response message containing all -
required parameters properly formatted, and specifically:
® cbsdld = Ci
® grantld =Gi
® responseCode =0

Go to Step 4, above.
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7.5 CBSD Relinquishment Process

7.5.1 WINNF.FT.D.RLQ.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
1 ® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD - -
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
Verify DP sends a Relinquishment Request message for each CBSD. This may
occur in a separate message per CBSD, or together in a single message with array
of 2.
2 | Verify Relinquishment Request message contains all required parameters properly u D,
formatted for each CBSD, specifically, for CBSDi: Pass | Fail
® cbsdld = Ci
® grantld = Gi
If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
3 Response message containing a 2-object array. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld = Ci
® grantld = Gi
® responseCode =0
After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
5 ® UUT shall stop RF transmission at any time between triggering the u D,
relinquishments and UUT sending the relinquishment requests for each Pass Fail
CBSD.
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7.6 CBSD Deregistration Process
7.6.1 WINNF.FT.D.DRG.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® Each UUT has successfully registered with SAS Test Harness
® Each UUT is in the authorized state
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
1 cbsdid=Ci, i={1,2} - -
® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
2 UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0 - -
Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2. - 0
3 | Verify Deregistration Request message contains all required parameters properly :
formatted for each CBSD, specifically, for CBSDi: Pass | Fail
® cbsdld =Ci
If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
4 array (one per CBSD), the SAS Test Harness shall respond with a single Response _ _
message containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:
® cbsdld = Ci
® responseCode =0
5 After completion of step 4, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the [ | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.71 WINNF.FT.C.SCS.1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using n 0
1 configured certificate. _
®  Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
® Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - 0
2 ® TLS RSA WITH_AES 128 GCM_SHA256 i
® TLS_RSA_WITH_AES 256_GCM_SHA384 Pass | Fai
® TLS ECDHE _ECDSA WITH_AES 128 GCM_SHA256
® TLS ECDHE _ECDSA WITH_AES 256 GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS p Fail
Test Harness sends a Registration Response with responseCode = 0 and ass al
cbsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [} O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.7.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fai
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.7.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Eail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
7.7.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fal
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’'s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such

a FHE o L
%, Inspection & Testing Services &5 sample(s) are retained for 30 days only. A ; "
”3, P 9 & Attention: To check the authenticity of testing /inspection report & certificate, please contact us attelephone: (86-755) 8307 1443,
> or email: CN.Doccheck@sgs.com

No.{ Workshop,H-10, idde Sectio, Science  TechnologyPark Nanshan Disict,Shenzhen,Guangdong, China 518057 (86-755) 26012053  f (86-755) 26710594  www.sgsgroup.com.cn
HE - F - FYFELURNEERRN-1051S B 4% :518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com

I
Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/0 Aug01,2022 Report No.: SZCR230400114701
Page: 44 of 84

7.7.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
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7.8 CBSD RF Power Measurement

7.8.1 WINNF.PT.C.HBTA1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID =C
®  UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdid=C
2 O grantld=G -- --
® SAS Test Harness responds with Heartbeat Response, including: o chsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
® Note: it may be required for the vendor to provide a method or configuration Pass Falil
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power

measurement method.

Ant Loss A _—
Freq, Conducted ntenna My | EIRP PSD Limit :
(MH2) PSD Gain (dB) Gain (dBm/MH2) dBm/MH Verdict
(dBm/MHz) (dBi) (dB) (dBm/MHz)
3560 17.416 12.5 4.0 3.01 36.926 37 Pass
3560 2.122 12.5 4.0 3.01 21.632 22 Pass
3560 -5.202 12.5 4.0 3.01 14.308 15 Pass
Note:
1. Array Gain=10log(n), n is the antenna number, for this test the n=2
2. EIRP PSD= Conducted PSD+ Antenna Gain+ Array Gain
3. Loss includes cable loss and loss of attenuator
Target Power: 37Bm/MHz
— Keysight Spectrum Anslyze: - Swept SA o] s
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Target Power: 22dBm/MHz
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8 Test Data Log For CBSD Under Control of Domain Proxy

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

a

LA 3

XHE ARE ABY RHG REQ A %He @0 THw ID RHE

Bie TRXTQesEiiL=aeaarn

<

Tine Source Destination FProtocol Length Info

269 54.863498 192.168.24.103 192.168.24.151 TiSvl.2 100 Application Data

275 54.903639 192.168.24.103 192.168.24.151 TLSvi.2 809 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data
280 54.926361 192.168.24.151 192.168.24.103 TLSvi.2 239 Client Hello

281 54.926437 192.168.24.103 192.168.24.151 Tisvi.2 191 Server Hello, Change Cipher Spec, Encrypted Handshake Message

283 54.927457 192.168.24.151 192.168.24.103 TLSv1.2 60 Change Cipher Spec

284 54.927457 192.168.24.151 192.168.24.103 Tisvi.2 99 Encrypted Handshake Message

286 54.927984 192.168.24.151 192.168.24.103 TLsvi.2 582 Application Data

287 54.929662 192.168.24.103 192.168.24.151 TLSv1.2 100 Application Data

289 54.9760460 192.168.24.103 192.168.24.151 TLSvl.2 546 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data

Frame 281: 191 bytes on wire (1528 bits), 191 bytes captured (1528 bits) on interface \Device\NPF_{EESB7DC8-3536-49C1-A3E1-3FOBFBIEACAE), id @
Ethernet II, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:a4), Dst: Lannerfl_87:88:98 (00:99:0b:87:88:98)

Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.151
Transmission Control Protocol, Src Port: 5680, Dst Port: 59469, Seq: 1, Ack: 186, Len: 137
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (0x0303)

Length: 81

~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 77
Version: TLS 1.2 (0x0303)

Random: 1 26¢591cclaed]:

Session ID Length: 32

Session ID: aa3dd11afbl 130663

Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (9x009c)
Compression Method: null (0)
Extensions Length: 5
Extension: renegotiation_info (len=1)
[3A3S Fullstring: 771,156,65281)
[JA3S: ccd5709d4a9027ec272e98b9924c367]
v TLSV1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (9x0303)
Length: 1
Change Cipher Spec Message
e T1Su1 2 Racord Lavar: Mandchaka Protacal: Encruntad Handchaka Maccasa

>

@ 7 Cipher Suite (tls. handshake. ciphersuite), 2 byte(s)

S48: 747 - BEF: 26 (3.50) RH: Defsult
— e
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8.2 WINNF.FT.C.SCS.2

-t H - 8 x
XD HHAD ABY ARG REO ARQ i!idEJ wEw EHw TAOD MM
Aamse CRE Qew=E $ L aaaiff
[(Thetn W )+
[ Tine Source Destination Protorol Length Info -
743 80.281056 192.168.24.151 192.168.24.103 WTTP/JS..  GAHTTP/1.1 200 , JavaScript Object Notation (application/json)
752 88.973553 192.168.24.183 192.168.24.151 HTTP 674 POST /msgCenter/getMsgCenteriatestliews . action HTTP/1.1
755 80.998869 192.168.24.151 192.168.24.103 HTTP/JS.. GO HTTP/1.1 200 , JavaScript Object Notation (application/json)
757 81.106145 192.168.24.183 192.168.24.151 HTTP 715 POST /msgPush/getMsg.action HTTP/1.1 (application/x-www-form-urlencoded)
759 81.132384 192.168.24.151 192.168.24.103 WITP/)S.. GO HTTP/1.1 208 , JavaScript Object Notation (application/json)
- 73482.326364 192.168.24.151 192.168.24.103 WiTP 221[GET Jerlserver.crl HTTP/1.1
It 786 82.358426 192.168.24.183 192.168.24.151 HTTP 1132 HTTP/1.1 208 0K
809 84.233064 192.168.24.103 192.168.24.151 HTTP 661 POST /cell/SAS/getState. action?serialNumber=1. arrierType-adevi HTTP/1.1
#12 84_489988 192_168.24.151 192_168.24.183 HTTP/IS.. 68 HTTP/1.1 208 , JavaScript Object Notation (application/json)
R3IA @A IROAIN 107 1A% 94 183 107 1A@ 94 181 MTTE FAS DOKT [meobuch faatilareMca artinn MTTD/ 1 N
< >

> Frame 784: 221 bytes on wire (1768 bits), 221 bytes captured (1768 bits) on interface \Device\WPF_{EES87DC8-3536-40C1-A3E1-3FORFBIEOCAE), id ©
> Ethernet I1, Src: Lannerfl B7:88:98 (80:90:b:87:88:98), Dst: 2c:16:db:a6:24:a4 (2c:16:db:ab:24:a4)

> Internet Protocol Version 4, Src: 192.168.24.151, Dst: 192.168.24.103

> Transmission Control Protacol, Src Port: 43924, Dst Port: 89, Seg: 1, Ack: 1, Len: 167

Host: 192.168.24.163\r\n

Connection: Keep-Alive\rin

User-Agent: Apache-HttpClient/d.5.6 (Java/1.8.0-internal)\rin
Accept-Encoding: gzip,deflate\rin

Arin

[HTTP request 1/1]
in f H

O 7 Hypertert Transfer Protecsl: Frotecal A4: 1023 - BEF: 184 (Q5.o0w
=
s - 8 x
XD WO ABY RHQ REO AHB) %HO SE0 THW 120 BHH
dREe TRT Qew=EFil=aqal
LIE B ).
Ko. Tine Source Destination Protocol Length Info
336 43.482907 192.168.24.151 192.168.24.103 TLSV1.2 207 Client Hello
| 337.43.483081 192.168.24.163 192.168.24.151 TUSv1.2  3245%Server Hello, Certificate, Certificate Request, Server Hello Done
343 43.722513 192.168.24.151 192.168.24.103 TLsvi.2 61 Alert (Level: Fatal, Description: Certificate Revoked)

» Frame 337: 3245 bytes on wire (25060 bits), 3245 bytes captured (25060 bits) on interface \Device\NPF_{EES87DC8-3536-49C1-A3E1-3FOBFBIEOCAE}, id O -
» Ethernet II, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:24), Dst: LannerEl _87:88:98 (00:99:0b:87:88:98)
» Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.151
» Transmission Control Protocol, Src Port: 5089, Dst Port: 38032, Seq: 1, Ack: 154, Len: 3191
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TUS 1.2 (8x9303)

Length: 81

~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 77

Version: TLS 1.2 (x8303)

Random: ¢ 18784

Session I Length: 32

Session ID: 7of11

Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
Compression Method: null (6)
Extensions Length: 5
Extension: renegotiation_info (len=1)
[3A35 Fullstring: 771,156,65281]
[IA3S: ccd5709d420027ec272098b992436§7]
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)

Length: 3049
v Handshake Protocol: Certificate
Handchaka Tuna: Cantificata (111 ¥
[ 1
O 7 cipher Suite (tls. handshake. ciphersuite), 2 byte(s) #4: 2392 - BEF: 3 (0.1%) B : Default
—
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[k = o x
XHE ARE ABY RHG REQ Afi@ wHe @0 THw IO RHE
imze TR QewE=EFETEqaq
s ] .
o, Tine Source Destination Protocol Length Info |
| 71 16.303197 192.168.24.151 192.168.24.103 TLSV1.2 207 Client Hello |
72 16.303279 192.168.24.103 192.168.24.151 TiSvi.2  3110Server Hello, Certificate, Certificate Request, Server Hello Done
75 16.310892 192.168.24.151 192.168.24.103 TLSvi.2 61 Alert (Level: Fatal, Description: Certificate Expired)
1< 5|
Frame 72: 3110 bytes on wire (24880 bits), 3110 bytes captured (24880 bits) on interface \Device\NPF_(EESB7D(8-3536-49C1-A3E1-3FOBFBIEGCAE}, id 0 ~

Ethernet II, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:a4), Dst: LannerEl 87:88:98 (00:90:0b:87:88:98)
Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.151
Transmission Control Protocol, Src Port: 5080, Dst Port: 39347, Seq: 1, Ack: 154, Len: 3056
~ Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)
Version: TLS 1.2 (€x0303)
Length: 81

~ Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 77

Version: TLS 1.2 (0x0303)

Randow: abd123623adbe7b1d907b67fd2ff38e710e5¢421ad424682156ec0F 226567059
Session ID Length: 32

Session ID: a683

Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

Compression Method: null (6)

Extensions Length: 5

Extension: renegotiation_info (len=1)

[3A35 Fullstring: 771,156,65281)

[IA3S: ccd5709d4a9027ec272e98b9924c36€7]

v TLSv1.2 Record Layer: HMandshake Protocol: Certificate

Content Type: Handshake (22)
Version: TLS 1.2 (9x0303)
Length: 2014

v Handshake Protocol: Certificate

Mandchaka Tuna: Cartificata (11

[
@ 7 Cipher Suite (tls. handshake. ciphersuite), 2 byte(s)

#4: 170 - B87%: 3 (8%
—

on req or acc
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8.4 WINNF.FT.C.SCS.4

M TR LA 3 - 8 x
XHE RRE R#Q@ REQ AR %o 4E0 THw I0 6w
dmZEe RE Qumw=E=jF s Qa]eir
LIBH B0 -]+
[Ke. Tine Source Destination Protocol Length Info |
| 101 11.686061 192.168.24.151 192.168.24.103 TLSV1.2 207 Client Hello |
102 11.686179 192.168.24.103 192.168.24.151 TiSvi.2  3112fServer Hello, Certificate, Certificate Request, Server Hello Done
106 11.703197 192.168.24.151 192.168.24.103 TLSvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
s >
|5 Frame 102: 3112 bytes on wire (24896 bits), 3112 bytes captured (24896 bits) on interface \Device\NPF_{EESS7DC8-3536-49C1-A3E1-3FOBFBIEOCAE}, id O ~

Ethernet 11, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:a4), Dst: LannerEl 87:88:98 (60:90:0b:87:88:98)
Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.151
Transmission Control Protocol, Src Port: 5000, Dst Port: 39629, Seq: 1, Ack: 154, Len: 3058
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (x0303)

Length: 81

~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

-

Length: 77
Version: TLS 1.2 (0x0303)
Random: 1adfd0311177dc 18afe11ad008b

Session ID Length: 32
Session ID: c554cdB478f82d74201ef02ffeef6283bba55ba07451f55487322aca2e80923
Cipher Suite: TLS_RSA WITH_AES_128_GCM_SHA256 (0x0dc)
Compression Method: null (0)
Extensions Length:
Extension: renegotiation_info (len=1)
[3A3 Fullstring: 771,156,65281)
[A3S: ccd570944a9027ec27298b9924C36F7]
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
Length: 2916
v Handshake Protocol: Certificate
Mandchaka Tuna: Cantificata (111

O 7 Cipher Suite (tls. handshake. cihersuite), 2 byte(s) 54: 205 - é-_ﬂi: s (1.9%)
o [EEHER Lk 3 - a8 x
XfE WEE ABY RWBG REO ARE RHE eE0 EHe IAD ®BH
Amgs TRE QewEFLl S aqAal
LIDE B )«
[ Tine Source Destination Protorol Length Info
101 11.686061 192.168.24.151 192.168.24.103 TLSv1.2 207 Client Hello
182 11.686179 192.168.24.183 192.168.24.151 TLSv1.2 3112 Server Hello, Certificate, Certificate Request, Server Hello Done
| 106 11.703197 192.168.24.151 192.168.24.103 TLsvi.2 61 Alert (Level: Fatal, Description: Unknown CA)

» Frame 166: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{EES87DC8-3536-49C1-AJEL-3FOBFBIEGCAE), id @
Ethernet 11, Src: LannerEl 87:8 (00:00:6b:87:88:98), Dst: 2c:16:db:ab:24:a4 (2c:16:db:ab:24:a4)
Internet Protocal Version 4, Src: 192.168.24.151, Dst: 192.168.24.103

» Transmission Control Protocol, Src Port: 39629, Dst Port: 5000, Seq: 154, Ack: 3059, Len: 7

Transport Layer Security

~ TLSvl.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)

Content Type: Alert (21)
version: TLS 1.2 (@xe303)
Length: 2
~ Alert Message
Level: Fatal (2)
Description: Unknown CA (48)

<

i |
O 7 BIAR 3: clive capture in progress) 58 48z - B 3 (0. o8} (3-8 Drl.
s cc—
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M TR LA 3 - 8 x
*HO REEO ABY RHQ REO AHE %HO &0 THWw I80 BHE
AR Zo TRTQAemwEFEIEQQAlr
LIBH [x] .
e Tine Source Destination Frotocol Length Info |
| 416 52.677927 192.168.24.151 192.168.24.103 TLSV1.2 267 Client Hello |
417 52.078150 192.168.24.103 192.168.24.151 Tisvi.2  3103[Server Hello, Certificate, Certificate Request, Server Hello Done
425 52.091070 192.168.24.151 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error)
& 5|
|5 Frame 417: 3103 bytes on wire (24824 bits), 3103 bytes captured (24824 bits) on interface \Device\NPF_{EESS7DC8-3536-49C1-A3E1-3FOBFBIEOCAE}, id O ~

Ethernet II, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:a4), Dst: Lannerfl_87:88:98 (00:99:0b:87:88:98)

Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.151

Transmission Control Protocol, Src Port: 5600, Dst Port: 39817, Seq: 1, Ack: 154, Len: 3849

v Transport Layer Security
v TLSV1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (x0303)
Length: 81
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 77

Version: TLS 1.2 (0x0303)

Random: 1 7c8ab
Session ID Length: 32

Session ID:

Cipher Suite: TLS_RSA WITH_AES_128_GCM_SHA256 (0x09c)
Compression Method: null (0)
Extensions Length: 5
Extension: renegotiation_info (len=1)
[3A3 Fullstring: 771,156,65281)
[A3S: ccd570944a9027ec27298b9924C36F7]
v TLSv1.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)

Version: TLS 1.2 (@x0303)

Length: 2907

v Handshake Protocol: Certificate

Mandchaka Tuna: Cantificata (111

[
O ¥ cipher Suite (tls. handshake. ciphersuite), 2 byte(z)

#4: s88_- E87%: S (0.9
—
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9 Test Data For Standalone CBSD
9.1 CBSD Registration Process

9.1.1 WINNF.FT.C.REG.1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness
® UUT is in the Unregistered state
CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:
® The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges. - 0
2 ® Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.
Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.
SAS Test Harness sends a CBSD Registration Response as follows:
3 cbsdld=C - -
measReportConfig shall not be included
responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response B B
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D.
] Pass Fail
®  UUT shall not transmit RF

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at https://www.sgs.com/en/Terms-and-Conditions. Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’'s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.{ Workshop,H-10, idde Sectio, Science  TechnologyPark Nanshan Disict,Shenzhen,Guangdong, China 518057 (86-755) 26012053  f (86-755) 26710594  www.sgsgroup.com.cn
HE - F - FYFELURNEERRN-1051S B 4% :518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com

I
Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/0 Aug01,2022 Report No.: SZCR230400114701
Page: 54 of 84

9.1.2 WINNF.FT.C.REG.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

UUT is in the Unregistered state

All of the required and REG-Conditional parameters shall be configured and CPI
signature provided

CBSD sends Registration request to the SAS Test Harness:

® The required userld, fccld and cbsdSerialNumber and REG-Conditional

cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m n
2 parameters shall be sent from the CBSD and conform to proper format and
acceptable ranges.

Pass Fail

® Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=C

- measReportConfig shall not be included.

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O

) Pass Fail
() UUT shall not transmit RF
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9.1.3 WINNF.FT.C.REG.8
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 102
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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9.1.4 WINNF.FT.C.REG.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 200
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=200) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: .
Pass Fail
®  UUT shall not transmit RF
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9.1.5 WINNF.FT.C.REG.12
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 103
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=103) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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9.1.6 WINNF.FT.C.REG.14
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 101
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=101) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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9.1.7 WINNF.FT.C.REG.16
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 100
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=100) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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9.1.8 WINNF.FT.C.REG.18
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld N N
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: n O
5 .
. Pass Fail
®  UUT shall not transmit RF
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9.2 CBSD Spectrum Grant Process
9.2.1 WINNF.FT.C.GRA.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has registered successfully with SAS Test Harness, with cbsdid = C

T li R .
2 | UUT sends valid Grant Request Pass Fail

SAS Test Harness sends a Grant Response message, including

® cbsdid=C
- responseCode = 400

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u |

) Pass Fail
®  UUT shall not transmit RF
9.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. u D.
Pass Fail

SAS Test Harness sends a Grant Response message, including
3 - cbsdid=C - -
- responseCode = 401

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=401) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0

] Pass Fail
() UUT shall not transmit RF
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9.3 CBSD HeartBeat Process

9.3.1 WINNF.FT.C.HBT 1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | @ UUT has registered successfully with SAS Test Harness, with cbsdld = C - -
UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® |f message is type Grant Request, go to step 5
UUT sends Spectrum Inquiry Request. Validate:
3 ® cbsdid=C [ | O
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 | ® cbsdld=C _ _
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® chsdid=C
® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
5 .
Part 96 Pass | Fall
®  operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® chsdid=C
6 | ® 9grantld=G = avalid grant ID N _
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
® cbsdd=C u O
7 Pass | Fail
® grantld=G
® operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® chsdid=C B B
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
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For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatInterval, and:

® cbsdid=C

® grantld=G

®  operationState = “AUTHORIZED”

® UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.

9 | and SAS Test Harness responds with a Heartbeat Response message including the P. FD'I
following parameters: ass al
® cbsdid=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:

10 ® UUT does not transmit at any time prior to completion of the first heartbeat | O

response Pass Fail

Spectrum Plot
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9.3.2 WINNF.FT.C.HBT.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G B B
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
5 latest Heartbeat Response, and formatted correctly, including: B B
® cbsdid=C
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® chsdid=C _ _
® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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9.3.3 WINNF.FT.C.HBT.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® chsdid=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O

5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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9.3.4 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

2| ® cbsdld=C ol I
® grantld=G ass Fail
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® chsdid=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® ?responseCode = 501 (SUSPENDED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs: [} O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail

latest specified heartbeatInterval, and is correctly formatted with parameters:
® chsdlid=C

® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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9.3.5 WINNF.FT.C.HBT.6
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdld=C B B

grantld =G
transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatInterval, and is correctly formatted with parameters:
® chsdlid=C
® grantld=G
® operationState = “GRANTED”
| O
5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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9.3.6 WINNF.FT.C.HBT.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbhsdld=C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdld=C B B

grantld =G

transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
O cbsdid=C .
S O grantid=G Pass | Fail
Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3
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9.3.7 WINNF.FT.C.HBT.9

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbhsdld=C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail

® grantld=G
® operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further
3|l e messages from UUT to simulate loss of network connection

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [} O

4 | At any time during the test, UUT shall not transmit on RF interface i
Pass Fail
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9.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbhsdld=C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdld=C B B

grantld =G

transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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9.4 CBSD Relinquishment Process
WINNF.FT.C.RLQ.1

9.4.1

#

Test Execution Steps Results

Ensure the following conditions are met for test entry:

UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

UUT has successfully registered with SAS Test Harness, with cbsdld=C

UUT has received a valid grant with grantld = G =" ="
UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all

required parameters properly formatted, and specifically: | O

cbsdld=C Pass Fail
grantld =G

SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:

cbsdld=C -- -
grantld =G
responseCode = 0

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT -- --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify: | O

UUT shall stop RF transmission at any time between triggering the Pass Fail
relinquishment and UUT sending the relinquishment request
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9.5 CBSD Deregistration Process
9.5.1 WINNF.FT.C.DRG.1

# Test SEé(;(;Uthh Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT sends a Relinquishment request and receives Relinquishment response with B B
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. P:ss FEiI
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4 |® chsdid=C - -
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive _ _
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass | Fall
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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9.6 CBSD Security Validation
9.6.1 WINNF.FT.C.SCS.1

# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using n 0
1 configured certificate. _
® Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
® Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
® Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - 0
2 ® TLS RSA WITH_AES 128 GCM_SHA256 i
® TLS_RSA_WITH_AES 256_GCM_SHA384 Pass | Falil
® TLS ECDHE _ECDSA WITH_AES 128 GCM_SHA256
® TLS ECDHE _ECDSA WITH_AES 256 GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS :
Test Harness sends a Registration Response with responseCode = 0 and Pass Fail
cbsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [} O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
9.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures P. FD'I
ass ai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Falil

SAS Test Harness.

. . . | O
3 | ® UUT may retry for the security procedure which shall fail. .
y ety urty p ure whi I Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Fail
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9.6.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Eail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
9.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fal
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
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9.6.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
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9.7 CBSD RF Power Measurement

9.7.1  WINNF.PT.CHBT
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID=C
®  UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdid=C
2 O grantld=G -- --
® SAS Test Harness responds with Heartbeat Response, including: o chsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
® Note: it may be required for the vendor to provide a method or configuration Pass Falil
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.
Ant Loss A _—
Freq | Conducted | Aferna Y| EIRP PSD Limit .
(MH2) PSD Gain (dB) Gain (dBm/MH2) dBm/MH Verdict
(dBm/MHz) (dBi) (dB) (dBm/MHz)

3560 16.765 12.5 4.0 3.01 36.275 37 Pass

3560 2.185 12.5 4.0 3.01 21.695 22 Pass

3560 -5.238 12.5 4.0 3.01 14.272 15 Pass

Note:

4. Array Gain=10log(n), n is the antenna number, for this test the n=2

5. EIRP PSD= Conducted PSD+ Antenna Gain+ Array Gain

6. Loss includes cable loss and loss of attenuator
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Target Power: 22 dBm/MHz
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10 Test Data Log For Standalone CBSD

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

10.1 WINNF.FT.C.SCS.1

79 of 84

M L8R LR 3 B = @ X
XHO KAE RBYW NFQG MRO HHQ HHO wBEO THW LY
s TRT QesEFLII E Qi
W [tls B -+
Fo. Tine Source Destimation Protocol Length Info A

38 10.283380 192.168.24.5 192.168.24.103 TLSV1.2 571 Client Hello

3910.283471 192.168.24.103 192.168.24.5 TUSvi.2  3108[Server Hello, Certificate, Certificate Request, Server Hello Done

4310.437192 192.168.24.5 192.168.24.103 P 1514 34037 + 5008 [ACK] Seq=518 Ack=3055 Win=23552 Len=1460 [TCP segment of a reassembled POU]

4410.437192 192.168.24.5 192.168.24.103 TLSV.2 1514 Certificate [TCP segment of a reassembled PDU]

45 10.437192 192.168.24.5 192.168.24.103 TLSv1.2 584 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

47 10.445802 192.168.24.103 192.168.24.5 TLSVI.2 105 Change Cipher Spec, Encrypted Hondsheke Message

49 10.447503 192.168.24.5 192.168.24.103 TLSV1.2 248 Application Data

50 10443188 192.168.24.103 192.168.24.5 TLSvi.2 108 Application Data

5110.449691 192.168.24.5 192.168.24.103 Tcp 1514 34037 + 5000 [ACK] Seq=4162 Ack=3160 Win=23552 Len=1460 [TCP segment of a reassembled POU]

57 14 AAaRaY 197 168 94 S 197 168 24 143 TS ) 1RA Bnnliratinn Nata e
< >

_{€Es870C 1 AE}, id 0 ~

Frame 39: 3108 bytes on wire (24864 bits), 3108 bytes captured (24864 bits) on interface
Ethernet II, Src: 2c:16:db: 104 (2¢:16:db:a6:24:a4), Dst: Baicells 1d:98:b8 (48:bf;:74:1d:98:b8)
Internet Protocol Versis s 1 192.168.24.103, Dst: 192.168.24.5
Transmission Control Protocol, Src Port: 500, Dst Port: 34037, Sea: 1, Ack: 518, Len: 3054
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
Length: 86
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (0x0303)
Random: 1cebf51972b
Session ID Length: 32
Session ID: 4bd9511b170278768512 dc22c116de169
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
Compression Method: null (9)
Extensions Length: 10
Extension: renegotiation_info (len=1)
Extension: heartbeat (lens1)
[JA3S Fullstring: 771,157,65281-15)
[JA35: 6437b1b3306d6e9f875650d8eb74b4f |
v TLSV1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 2907
v Mandchaka Drotocal: Cartificata

mE: n-f.

© 7 Cipher Suite (tls. handshake. ciphersuite), 2 byte(s) A4: 177 - E8%: 5 (53230
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== - & x
X WRED BV KRG REO SFA ®iG 480 EHw IA0 RO
dEZe  TRE QewsEFilEaaall
([(Thtte 3.
Ho. Tiee Seurce Destination Protocel Length Infe
3611 317.809123 192.168.24.103 192.168.24.1 HTTP 246 GET /igd.xml HTTP/1.1
3618 317.811442 192.168.24.1 192.168.24.103 HTTP/XML 358 HTTP/1.1 200 OK
- 17165 1419.758798  192.168.24.5 192.168.24.103 HTTR 169 GET /crlserver.crl HTTR/1.0
S 171711418.778577  192.168.24.103 192.168.24.5 HrTR 1132[HTTP/1.1 200 OK
< >
» Frame 17171: 1132 bytes on wire (9056 bits), 1132 bytes captured (9956 bits) on interface \Device\NPF_{EES87DC8-3536-49C1-AJE1-3FOBFBIEOCAE), id @
» Ethernet II, Src: 2c:16:dbiab:24:a4 (2c:16:db:a6:24:a8), Dst: Baicells 1d:98:b8 (48:bf:74:1d:98:b8)
> Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.5
> Transmission Control Protocol, Src Port: 88, Dst Port: 36527, Seq: 326, Ack: 116, Len: 1878
> [2 Reassenbled TCP Segments (1403 bytes): #17167(325), #17171(1678}]
Content-Type: application/octet-stream\rin
Content-Length: 1078\rin
Accept-Ranges: bytes\rin
Server: HFS 2.3m\r\n
Set-Cookie: HFS_SID_=0.369340714765713; path=/; HttpOnly\rin
ETag: 4BATBRACOIAERES]IFCICC27FBOAAERR\F\n
Last-Modified: Wed, 21 Sep 2022 11:06:12 GMT\r\n
Content-Disposition: attachment; filename="crlserver.crl;\r\n
Arin
[HTTP response 1/1]
[Time since request: ©.919779000 seconds]
[Bequest in frame: 17165]
[Request URI: http://192.168.24.103/crlserver.crl]
File Data: 1078 bytes
> Data (1878 bytes)
Frane U16 pytes) | Neasseanien iur 14us oytes)
@ ¥ Hypertext Transfer Protocol: Fratocol $i48: 15476 - BRT: 4 {0.08) BB : Def
A ER 3 = - o X
RO RWEO QBY BHGQ WEO S@ %te @0 EHw IAO 290
AR 9  DRE Qews=EFeEQqaal
Lion Wi -+
No. Tine Source Destination Protocol Length Info A
103 14.962775 192.168.24.5 192.168.24.103 TLSVI.2 571 Client Hello
104 14.962910 192.168.24.103 192.168.24.5 TLSvi.2  3250[Server Hello, Certificate, Certificate Request, Server Hello Done
108 14.976998 192.168.24.5 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
115 16.179837 192.168.24.5 192.168.24.103 TLSV1.2 571 Client Hello
116 16.179943 192.168.24.103 192.168.24.5 TLSV1.2 3250 Server Hello, Certificate, Certificate Request, Server Hello Done
120 16.208062 192.168.24.5 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
127 17.352042 192.168.24.5 192.168.24.103 TLSvi.2 571 Client Hello -
128 17.353085 192.168.24.103 192.168.24.5 TLsvi.2 3250 Server Hello, Certificate, Certificate Request, Server Hello Done
132 17.366971 192.168.24.5 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked) -
< >
Frame 104: 3250 bytes on wire (26000 bits), 3250 bytes captured (26000 bits) on interface \Device\NPF_(EESS87DC8-3536-49(1-A3E1-3FOBFBIEQCAE), id @ A
Ethernet II, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:a4), Dst: Baicells 1d:08:b8 (48:bf:74:1d:98:b8)
» Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.5
Transmission Control Protocol, Src Port: 5000, Dst Port: 35694, Seq: 1, Ack: 518, Len: 3196
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x0303)
Length: 86
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (8x0303)
> Random: ebld8d 112 786790d7758a75d
Session ID Length: 32
Session ID: dcol £
Cipher Suite: TLS_RSA WITH_AES_256_GCM_SHA384 (9x009d)
Compression Method: null (@)
Extensions Length: 10
> Extension: renegotiation_info (len=1)
» Extension: heartbeat (len=1)
[JA3S Fullstring: 771,157,65281-15]
[JA3S: 6d37fb1b3306d6e9787565008eb74baf ]
¥ TLSV1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (8x0303)
Length: 3049
_Handchake Pratncal: Ca
© 7 vireshark_LAKR SIRTV41. peapns 5148: 136 - E8T: 30 221 - SEM: 0 (0.0 B Deil
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F-E°F CH B - =] %3
MO RERE RBY KEQ BRO AHE % E0 TRw I0 BHE
A4MEe FRT QewsEFsl =S aaal
(A]els [x] +
¥o. Tixe Source Destination Frotocol Length Info ~
17008 1415.206679  192.168.24.5 192.168.24.103 TLSv1.2 61Alert (Level: Fatal, Description: Certificate Expired)
17108 1416.347217  192.168.24.5 192.168.24.103 TLsvi.2 571 Client Hello
“ 17109 1416.347383  192.168.24.103 192.168.24.5 TLsvi.2
|| 17113 1416.373945  192.168.24.5 192.168.24.103 TLSvi.2 61 Alert (Level: Fatal, Description: Certificate Expired)
17126 1417.515605  192.168.24.5 192.168.24.103 TLSvi.2 571 Client Hello
17127 1417515715 192.168.24.103 192.168.24.5 TLSV1.2 3115 Server Hello, Certificate, Certificate Request, Server Hello Done
17131 1417.581328  192.168.24.5 192.168.24.103 Tisvi.2 61 Alert (Level: Fatal, Description: Certificate Expired)
17144 1418.681983  192.168.24.5 192.168.24.103 TLSvVi.2 571 Client Hello
17145 1418.682000  192.168.24.103 192.168.24.5 T2 35 Server bello, Certificate, Certificate Request, Server. Hello Done
17140 1418 TA0AAA 107 148 24 & 107 148 24 103 TIGu1 2 A1 Alart floual: Fatal Necrrintinn: i§irate Fvnirad\ o
< >
Frame 17100: 3115 bytes on wire (24920 bits), 3115 bytes captured (24920 bits) on interface \Device\NPF_(EESS7DC8-3536-49C1-A3E1-3FOBFBIEGCAE}, id 0 ~

Ethernet II, Src: 2c:16:db:a6:24:a4 (2c:16.

Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.5

ib:a6:24:a4), Dst: Baicells_1d:98:b8 (48:bf:74:1d:98:b8)

Transmission Control Protocol, Src Port: 5000, Dst Port: 35388, Seq: 1, Ack: 518, Len: 3061

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x0303)
Length: 86
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 82
Version: TLS 1.2 (8x0303)

> Random: 8c396207ed3c4: 2dbS#
Session ID Length: 32
Session ID:

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x809d)
Compression Method: null (@)
Extensions Length: 10
Extension: renegotiation_info (len=1)
Extension: heartbeat (len=1)
[JA3S Fullstring: 771,157,65281-15]
[JA35: 6d37fb1b3306d6e9F87565008eb74b4f ]
v TLSV1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (8x0303)
Length: 2914
s Handchake Protocal: Cactificate

© 7 Transport Layer Sscurity: Protocol

54: 19827 - BER: 4617 (2438 B8 Def
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10.4 WINNF.FT.C.SCS.4
A s 3 B - =] %3

MO RERE RBY KEQ BRO AHE % E0 TRw I0 BHE

AMZe TRU QewsEFEIEQaQ
LIDE B -+
Yo Tise Source Destination Protocol Length Info ~
17098 1415.206679  192.168.24.5 192.168.24.103 Tisvi.2 61 Alert (Level: Fatal, Description: Certificate Expired)
17108 1416.347217  192.168.24.5 192.168.24.103 TLSvi.2 571 Client Hello

“ 17109 1416.347383  192.168.24.103 192.168.24.5 TLSvi.2  3115[Server He! , Certificate Request, Serve: |
|| 17113 1416.373945  192.168.24.5 192.168.24.103 TLSvi.2 61 Alert (Level: m-l, Description: Certificate Expired)

17126 1417.515605  192.168.24.5 192.168.24.103 TLSvi.2 571 Client Hello

17127 1417515715 192.168.24.103 192.168.24.5 TLSV1.2 3115 Server Hello, Certificate, Certificate Request, Server Hello Done

17131 1417.581328  192.168.24.5 192.168.24.103 Tisvi.2 61 Alert (Level: Fatal, Description: Certificate Expired)

17144 1418.681983  192.168.24.5 192.168.24.103 TLSvVi.2 571 Client Hello

17145 1418.682000  192.168.24.103 192.168.24.5 T2 35 Server bello, Certificate, Certificate Request, Server. Hello Done

17140 1418 TO0R0A 107 148 24 & 107 148 24 103 TIGu1 2 A1 Blart flaual: Fatal MNecrrintinn: Fartificats Fvnirad\ o
< >

Frame 17100: 3115 bytes on wire (24920 bits), 3115 bytes captured (24920 bits) on interface \Device\NPF_(EESS7DC8-3536-49C1-A3E1-3FOBFBIEGCAE}, id 0 ~

Ethernet I1, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:a4), Dst: Baicells_1d:98:b8 (48:bf:74:1d:98:b8)
Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.5
Transmission Control Protocol, Src Port: 5000, Dst Port: 35388, Seq: 1, Ack: 518, Len: 3061
Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x0303)

Length: 86

v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

<

Length: 82
Version: TLS 1.2 (8x0303)

> Random: 8c396207ed3c4: 2dbS#
Session ID Length: 32
Session ID:

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x809d)
Compression Method: null (@)
Extensions Length: 10

» Extension: renegotiation_info (len=1)
Extension: heartbeat (len=1)
[JA3S Fullstring: 771,157,65281-15]
[JA35: 6d37fb1b3306d6e9F87565008eb74b4f ]

v TLSV1.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)

Version: TLS 1.2 (8x0303)

Length: 2914

s Handchake Protocal: Cactificate

© ¥ Transport Layer Security: Protocol 54: 19827 - BER: 4617 (2438 B8 Def
ks [ - o x
XHD WRE NEY BRHG WEQ ﬁmm amm WEY EHM IAD =HH
Am A& 1 e e F
LIGE BES -]+
Ho. Tina Sourca Destination Protocel Langth Info -~

42 20.539500 192.168.24.5 192.168.24.183 Tisvi.2 571 Client Hello

43 20.539868 192.168.24.103 192.168.24.5 TLSV1.2 3117 Server Hello, Certificote, Certificote Request, Server Hello Done

47 28.542436 192.168.24.5 192.168.24.163 TLSv1.2 61/Alert (Level: - _

54 21.683357 192.168.24.5 192.168.24.103 TLsvl.2 571 Client Hello

55 21683431 192.168.24.183 192.168.24.5 TLSv1.2 3117 Server Hello, Certificate, Certificate Request, Server Hello Done

59 21.685595 192.168.24.5 192.168.24.103 TLSV1.2 61 Alert (Level: Fatal, Description: Unknown CA)

66 22.825680 192.168.24.5 192.168.24.103 TLSvl.2 571 Client Hello

67 22.825873 192.168.24.103 192.168.24.5 TLSv1.2 3117 Server Hello, Certificate, Certificate Request, Server Hello Done

71 22828083 192.168.24.5 192.168.24.183 Tisvi.2 61 Alert (Level: Fatal, Description: Unknown CA)

719 93 AnATS 193 158 94 101 197 168 94 5 TS 3 &71 Client Helln i
< >

Frame 47: 61 bytes on wire (488 bits), 61 bytes ceptured (488 bits) on interface \Dewice\NPF_{EESB7DCB-3536-49C1-A3EL-3FOBFBIEGCAE}, id &
Ethernet IT, Src: Baicells 1d:98:b8 (48:bf:74:1d:98:b8), Dst: 2c:16:dbiab:24:a8 (2:16:db:a6:24:a8)
Internet Protocol Version 4, Src: 192.168.24.5, Dst: 192.168.24.103
Transmission Control Protocal, Src Port: 35851, Dst Port: 5080, Seq: 518, Ack: 3064, Len: 7
Transport Layer Security
¥ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (8x0383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Unknown CA (48}

Cvwvy

O 7 Alert aessage

el (tls.alert_neszage. leval), 1 byte(z) H4: 143 - BBT: 32 (224w - BEF: 0 0.0w W Det
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10.5 WINNF.FT.C.SCS.5

A ST LR 3 = = A x
XHO SAE REY KO AFRO AHE SO @6V W IAD BHE
e XC QuwEFiTEqaar
LiEe B )+
Ho. Tine Source Destination Protocol Length Info (o]
3345 281.919109 192.168.24.5 192,168.24.103 Tisvl.2 571 Client Hello
3346 281.919181 192.168.24.103 192.168.24.5 TLSv1.2 3108 Server Hello, Certificate, Certificate Request, Server Hello Done
3350 281.944720 192.168.24.5 192.168.24.103 TLSvl.2 61 Alert (Level: Fatal, Description: Decrypt Error)
3357 283.084576 192.168.24.5 192.168.24.103 Tisvi.2 571 Client Hello
3358 283.084723 192.168.24.103 192.168.24.5 TLSv1.2 3108 Server Hello, Certificate, Certificate Request, Server Hello Done
3362 283.110263 192.168.24.5 192.168.24.103 Tisvi.2 61 Alert (Level: Fatal, Description: Decrypt Error)
3369 284.251054 192.168.24.5 192.168.24.103 TLSv1.2 571 Client Hello
3370 284.251130 192.168.24.103 192.168.24.5 TiSv1.2 3108 Server Hello, Certificate, Certificate Request, Server Hello Done
3374 284.276689 192.168.24.5 192.168.24.103 TLsvl.2 61 Alert (Level: Fatal, Description: Decrypt Error)
< >
Frame 3334: 3108 bytes on wire (24864 bits), 3188 bytes captured (24864 bits) on interface \Device\NPF_{EES87DC8-3536-49C1-A3E1-3F9BFBIEOCAE), id @ ~

Ethernet II, Src: 2c:16:db:a6:24:a4 (2c:16:db:a6:24:a4), Dst: Baicells 1d:98:b8 (48:bf:74:1d:98:b8)
Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.5
Transmission Control Protocol, Src Port: 5000, Dst Port: 41075, Seq: 1, Ack: 518, Len: 3054
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 86
v Handshake Protocol: Server kello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (0x6303)
Random: 39df7577fc0alaabed8032ed587b9c6952¢ Fb81fc3cB864670FF4755553b703cf
Session 10 Length: 32
Session ID: f F5¢37c895b1 2
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x809d)
Compression Method: null (8)
Extensions Length: 10
Extension: renegotiation_info (len=1)
Extension: heartbeat (len=1)
[JA3S Fullstring: 771,157,65281-15]
[JA35: 6d37fb1b3306d6e9F87565008eb74baf]
v TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)
Length: 2907

v _Handshake Protocal: Cactificate

© 7 Type of handshake message (15, handshake. type), 1 byte(s) 548: 3330 - E8R: 785 (21.7%) E®: Dot
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11 Photographs

11.1 EUT Constructional Details (EUT Photos)
Please Refer to external and internal photos for details.

- End of the Report -
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