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Register *x
14 Fingerprint Finger Vein Palm regisiration Face Re*
Fingerprint Scanner Remote Registration
192.168.163.129 A

Duress Fingerprint
Remote Enroll Fingerprint

Press finger first time

Select the finger you want to register and press your finger on the fingerprint sensor of the device
three times. If the fingerprint is successfully registered, the device will prompt "Enrolled successfully".
If you want to register a duress fingerprint, you can click Duress Fingerprint before registering the
fingerprint.
Duress fingerprint: In any case, a duress alarm is generated when a fingerprint matches a
duress fingerprint.
Click OK to save the user.
Click Access > Device > Control > Synchronize All Data to Devices to synchronize all the data to
the device including the new users.

Note: For other specific operations, please refer the ZKBio CVAccess User Manual.
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Connect to ZKBio Time Software

Change the device type as T&A PUSH, then the device can be connected to ZKBio Time, please refer to 9.4
Device Type Setting.

Set the Communication Address

Press M/OK and enter COMM. > Ethernet to set the IP address and gateway of the device.
(Note: The IP address should be able to communicate with the ZKBio Time server)

Press M/OK and enter COMM. > Cloud Server Setting to set the server address and server port.
Server address: Set the IP address as of ZKBio Time server.

Server port: Set the server port as of ZKBio Time server.

Or you can choose to enable Domain Name and set the server address.

Ethernet Cloud Server Settings
IP Address Server hviode
192168163129 ADMS

Subnet Mask Enable Domain Mame

255.255.255.0 &
Gateway Server Address

192.168.165.1 http:fitime xmzkteco.c...
(Bl Enable Proxy Server

8858858

Add Device on the Software

After setting on the device, the device will be automatically added to the software. Open the ZKBio Time
software then select [Device Module] > [Device] > [Device], click the device in the list, change the Device
Name and Area.

Note: The devices added automatically must be assigned to custom areas to communicate with the
software.
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22.3 Add Personnel on the Software and Online Fingerprint

Registration

1. click Personnel > Employee > Add:

Add

Profile

EmployesID* 10024

Employment Type -~

Superior  Department Manager ~

Private Information  Device Access Settings

Local Name Show.

Contact Tel

Hired Date  2024-12-03

Workflow Role - -

Attendance Settings ~ App Settings  Payroll Settings  Custom Attribute

- Birthday
Mobile

Address

Leave Group

@
ST | Cancel

2. Fillin all the required fields and click [Confirm] to register a new user.
3. Click Device > Device, select the device and click Device Menu > Enroll Remotely.
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€ Data -
D log -
a v
) v
nfigurations ¥

4. Enter

Device
& Bool

Add

kmarks~ Y Filter ~

Delete New Area

Device Name

Serial Number

DNS THINHVIETNAM 2145223660019

ecto

292027032005
AEH2203860041
BOCK214160167
HDP1251000336
HVB7252400001
JPY3252600081

Clear Pending Command

@
DataClean Data Transfer

7 7 9 m A =

Area Device IP Real IP Devic  Reboot ware Version Push Version Push Protocol State  Last Activity UserQty. + FP QY
THINHVIETNAM  192.166.1.192  113.22.93.139 Speei _Read Information 180-NFSOVA-Ver3.49  Ver 2.0.335-20220623 2.4.1 o  2025-08-07 12:02:10 160 3
High School  192.168.100222 - - ® ° - - -
Business Office  250.137.218 250137218 - Duplicate Punch Period - 240 v 2025-08-07 16:57:18 - -
Business Office  46.100.166.162 - - CamreSEn) -
Business Office 1921685057 - - REgiauchinuay -
Business Office 203943240 - - Daylight Saving Time . -
THINHVIETNAM 192168163129 58.252.13.241 F34 1 Funch Sate Cange Setting ooy npogpic ver2. 1.5 Ver 3.1.25-20250616 241 ©  2025-08-07 16:58:39 0 0

the Employee ID and select the finger you want to register and press your finger on the

fingerprint sensor of the device three times. If the fingerprint is successfully registered, the device
will prompt "Enrolled successfully".

Enroll Remotely

Biometric Type™

Employee ID*

Finger®

Device

Fingerprint

Fore Finger

5. Select the device in the list, click Data Transfer > Sync Data to the Device to synchronize all the
data to the device including the new users.

Remote Enroll Fingerprint

Press finger first time

® Q=
& Device -

0
<

D Log -
0 Mo r -
9 e -

Device

& Bookmarks ~

Add

Delete.

Device Name

Y Filter ~

New Area
Serial Number
2145233560250
500672350015

NQN5234800001

Clear Pending Command

Area
Not Authorized
Not Authorized
Test

Not Authorized

Data Clean Data Transfer Device Menu
Device IP Upload User Data

123.16.242.1(_Upload Transaction  (5) 16:59:20
171.103.233.¢ 16:59:08
192.168.163.129 o 2025-07-01 17:01:16
124.43.28.193 ' 2025-07-01 16:59:53

User Qty. FP Qty. Face Qty. Palm Qty. Transaction Qty. cmd
- 0 © w
B 0 |
2 1 0 0 1 0 Cw
- 0 [EQT|

Note: For other specific operations, please refer the ZKBio Time User Manual.

Page |123

Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



F34 Lite User Manual

Connect to ZKBio Time Cloud Software

Change the device type as T&A PUSH, then the device can be connected to ZKBio Time Cloud, please refer
to 9.4 Device Type Setting.

23.1 Set the Communication Address

Press M/OK and enter COMM. > Ethernet to set the IP address and gateway of the device.
(Note: The IP address should be able to communicate with the ZKBio Time Cloud)

Press M/OK and enter COMM. > Cloud Server Setting to enable Domain Name and enter the
correct domain name.

Ethernet Cloud Server Settings
IF Address Server hode
192.168.163.124 ADRS

Subnet hask Enable Domain Mame

255.255.255.0 [ @)
Gateway Server Address

1921681631 https./izkte...
OMS Enable Proxy Server

88883

23.2 Add Device on the Software

After setting on the device, the device will be automatically added to the software. Open ZKBio Time

-

/

Cloud software, click Device > Device > Edit icon to enter the Device Edit interface. Change the

Device Name and Area, then it can communicate with the software.

({)ZKBio Time Cloud Company Employee ‘liI‘GPS Attendance Access Reports  System  Apps W @& ZKTECOTESTDEMO
= Device
L0 Device ~ Y ﬂ ¢ = @ x F & mo C
@ [J  Serial Number  DeviceName  Area Device IP Status  Last Activity UserCount  FPCount  FaceCount Palm Count Transaction.. CommandC.. Devic.. Enabl.  Action
Device Command

[ TCED244300011  Auto add Not Autho 112.48.22.. ®  202507-24 095312 0 PUSH  No V|

B Message v _
® _

[0 JPv3252600081  Auto add Not Autho 121.12.14 ®  2025-08-07 1821:07 0 PUSH  No "'.
&= Data v
O Log v

£ Configuration v
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(HZKBio Time Cloud

L0 Device
Device

Device Command
B Message

&= Data

© Log

£ Configuration

Company Employee

Device GPS

Device / Edit

Attendance

Access

Reports

System  Apps

Device Name *

F34 Lite

Area*

R&D Building

Device Type™

PUSH

Transfer Mode ™

Real Time

Connection Request Interval *

10

Enable Access Control

No

Serial Number

JPY3252600081

Timezone *

e Etc/GMT+8

Device IP

e 121.12.144.226

Registration Device *

e Yes

Attendance Device *

seconds Yes

‘W # ZKTECOTESTDEMO

23.3 Add Personnel on the Software and Online Fingerprint

Registration

Click Employee > Employee > Add icon to enter the Employee Add interface.

{)ZKBio Time Cloud

a5 Employee

Resign

38 Approval Workflow

Company|

Employee
Y
O  Employee ID First Name
[ a
a o OriyomilBRAHIM

GPS Attendance

Department

Department

Department

Access  Reports

Position

Position

Position

System  Apps

Email Area Fingerprint
1_zktecotestdem...  Factory
10_zktecotestde...  Factory Ver 102

Fill in all the required fields and click Save to register a new user.

(ZKBio Time Cloud

2% Employee

Employee
Resign

38 Approval Workflow

Click Device > Device >

Company Employee Device GPS
Employee / Add
Profile Profile
Account Settings
Personal Information Employee ID*
Device Settings
Attendance Setting First Name *

Document Setting

Mobile App Setti
obile App Settings Mobile

WhatsApp Settings

Department *

Position *

Outdoor Management

Disable

Account Settings

W Enable Self-Service Login

Personal Information

Birth Date

Motorcycle License

»

7/

Yes and click Save.
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Attendance  Access

Reports

System  Apps

Email

Last Name

Date of Joining

Area*®

Location

Employment Type

 Enable Mobile App Access.

Local Name

Contact Tel

Face Palm

Ver 7:1 -

Aadhaar No.

Office Tel

Discard

W g ZKTECOTESTDEMO

VL Face

& m D C

Action

/a8

[ 0]

W g ZKTECOTESTDEMO

Photo

| Discard |

Edit icon to enter the Device Edit interface, set the Registration Device as
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Device / Edit ‘ Discard |

Device Name * Serial Number*

F34 Lite JPY3252600081

Area* Timezone®

R&D Building - Etc/GMT+8 -
Device Type* Device IP

PUSH - 121.12.144.226

Transfer Mode * Registration Device *

Real Time - Yes e
Connection Request Interval * TEndante Devee

10 seconds Yes v

Enable Access Control *

No -

b
Select the device in the list, click C icon > Enroll Remotely.

{)ZKBio Time Cloud Company Employee Device GPS Attendance Access Reports  System  Apps W g ZKTECOTESTDEMO

= Device

= @

8 Device -~ Y 80 - « xxm@c
Device B Serial Number Device Name  Area Device IP Status  Last Activity User Count  FP Count Face Count  Palm Count Transaction Reboot . Enabl.. Action
Device Command Read Information

[0 TCED244300011  Auto add Not Autho 112.48.22.... ® 2025-07-24 09:53:12 . No V|

B Message v ) Enroll Remotely ®

JPY3252600081  F34Lite R&D Build 121.12.14... Q@  2025-08-0719:2009 1 0 0 o 0 Dupligsimpmmsisgeriod No V|
= Data v
Capture Setting
® Log v Upgrade Firmware
£ Configuration v Daylight Saving Time

Enter the Employee ID and select the finger you want to register and press your finger on the
fingerprint sensor of the device three times. If the fingerprint is successfully registered, the device will
display "Enrolled successfully".

Enroll Remotely

Biometric Type *

Fingerprint i Remote Enroll Fingerprint
Employee ID* Press finger first time

1

Finger *

(Right Hand)Fore Finger v

K
Select the device in the list, click ‘& icon > Sync Data to Device to synchronize all the data into the

device including the new users.
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{ZKBio Time Cloud Company Employee Device GPS  Attendance Access Reports System Apps W @ ZKTECOTESTDEMO
= Device
+
oo N @O - B sowmo o
Device B Serial Number Device Name  Area Device IP Status  Last Activity User Count  FP Count Face Count Pa Upload user data from device  [C.. Devic.. Enabl. Action
Device Command Upload transaction from device
[ TCED244300011  Auto add NotAutho 1124822.. (D 2025-07-24 095312 - PUSH  No V|
B Message " @ Sync data to device |(3)
= oo . JPY3252600081  F34Lite R&D Build 121.12.14... @  2025-0807192500 1 0 0 0 1 PUSH  No V|
Q© Log v
£ Configuration v

Sync data to device

Employee [J Photo
Fingerprint [ race
[J Palm [ Finger Vein

I Confirm | Discard |

Note: For other specific operations, please refer the ZKBio Time Cloud User Manual.
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Connecting to Wireless Doorbell

*

_ Note: This function needs to be used with the wireless doorbell.

24.1 Connect the Wireless Doorbell

First, power on the wireless doorbell. Then, press and hold the music button n for 1.5 seconds until

the indicator flashes to indicate it's in pairing mode. After that, press the doorbell button ®on the

device, if the wireless doorbell rings and the indicator flashes, it means the pairing was successful.

Volume Button Music Button

After a successful pairing, press the doorbell button ®on the device will ring the wireless

doorbell.
Note:

1)  Each device only supports one wireless doorbell.
2) Wireless doorbell needs to be purchased by the customers themselves.

24.2 Unbinding the Wireless Doorbell

Power off the wireless doorbell first, then re-installing the batteries while pressing and holding the music

button n until the indicator is on, indicating that the unbinding is successful.
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Appendix 1

Privacy Policy

Notice:

To help you better use the products and services of ZKTeco and its affiliates, hereinafter referred as "we",

"our", or "us", the smart service provider, we consistently collect your personal information. Since we

understand the importance of your personal information, we took your privacy sincerely and we have

formulated this privacy policy to protect your personal information. We have listed the privacy policies

below to precisely understand the data and privacy protection measures related to our smart products

and services.

Before using our products and services, please read carefully and understand all the rules and

provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its terms,

you must stop using our products and services.

I

.

Collected Information

To ensure the normal product operation and help the service improvement, we will collect the

information voluntarily provided by you or provided as authorized by you during registration and use

or generated as a result of your use of services.

1.

1.

User Registration Information: At your first registration, the feature template (Fingerprint
template/Face template/Palm template) will be saved on the device according to the device
type you have selected to verify the unique similarity between you and the User ID you have
registered. You can optionally enter your Name and Code. The above information is necessary for
you to use our products. If you do not provide such information, you cannot use some features of
the product regularly.

Product information: According to the product model and your granted permission when you
install and use our services, the related information of the product on which our services are used
will be collected when the product is connected to the software, including the Product Model,
Firmware Version Number, Product Serial Number, and Product Capacity Information. When you
connect your product to the software, please carefully read the privacy policy for the
specific software.

Product Security and Management

When you use our products for the first time, you shall set the Administrator privilege before
performing specific operations. Otherwise, you will be frequently reminded to set the
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Il.

Administrator privilege when you enter the main menu interface. If you still do not set the
Administrator privilege after receiving the system prompt, you should be aware of the
possible security risk (for example, the data may be manually modified).

2. All the functions of displaying the biometric information are disabled in our products by default.
You can choose Menu > System Settings to set whether to display the biometric information. If
you enable these functions, we assume that you are aware of the personal privacy security risks
specified in the privacy policy.

3. Only your user ID is displayed by default. You can set whether to display other user verification
information (such as Name, Department, Photo, etc.) under the Administrator privilege. If you
choose to display such information, we assume that you are aware of the potential security
risks (for example, your photo will be displayed on the device interface).

4., The camera function is disabled in our products by default. If you want to enable this function to
take pictures of yourself for attendance recording or take pictures of strangers for access control,
the product will enable the prompt tone of the camera. Once you enable this function, we
assume that you are aware of the potential security risks.

5. All the data collected by our products is encrypted using the AES 256 algorithm. All the data
uploaded by the Administrator to our products are automatically encrypted using the AES 256
algorithm and stored securely. If the Administrator downloads data from our products, we
assume that you need to process the data and you have known the potential security risk. In such
a case, you shall take the responsibility for storing the data. You shall know that some data
cannot be downloaded for sake of data security.

6. All the personal information in our products can be queried, modified, or deleted. If you no
longer use our products, please clear your personal data.

How we handle personal information of minors

Our products, website and services are mainly designed for adults. Without consent of parents or
guardians, minors shall not create their own account. If you are a minor, it is recommended that you
ask your parents or guardian to read this Policy carefully, and only use our services or information
provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors collected with their parents' or guardians'
consent if and to the extent that such use or disclosure is permitted by law or we have obtained their
parents' or guardians' explicit consent, and such use or disclosure is for the purpose of protecting

minors.

Upon noticing that we have collected personal information of minors without the prior consent from
verifiable parents, we will delete such information as soon as possible.

| 130 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



F34 Lite User Manual

Iv.

Others

You can visit https://www.zkteco.com/cn/index/Index/privacy_protection.html to learn more about

how we collect, use, and securely store your personal information. To keep pace with the rapid
development of technology, adjustment of business operations, and to cope with customer needs, we
will constantly deliberate and optimize our privacy protection measures and policies. Welcome to visit
our official website at any time to learn our latest privacy policy.
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Eco-friendly Operation

O,

The product's "eco-friendly operational period" refers to the time during which this
product will not discharge any toxic or hazardous substances when used in accordance
with the prerequisites in this manual.

The eco-friendly operational period specified for this product does not include batteries
or other components that are easily worn down and must be periodically replaced. The
battery's eco-friendly operational period is 5 years.

Hazardous or Toxic substances and their quantities

Hazardous/Toxic Substance/Element

omponent i Hexavalent Polybrominated Polybrominated
Name Lead | Mercury | Cadmium ) . :
(Pb) (Hg) (Cd) Chromium Biphenyls Diphenyl Ethers
’ (Cr6+) (PBB) (PBDE)
Chlp X (@] o) o o o
Resistor
Chip
. X @) @) o o o
Capacitor
chip X © o o o o
Inductor
Diode X o o o 5 5
ESD
X (@) (@) o o o
component
Buzzer X o o o o .
Adapter X o o o 5 5
Screws o o o % 5 .

This table is prepared in accordance with the provisions of SJ/T 11364.

o indicates that the total amount of toxic content in all the homogeneous materials is below the limit as
specified in GB/T 26572.

X indicates that the total amount of toxic content in all the homogeneous materials exceeds the limit as
specified in GB/T 26572.

Note: 80% of this product’s components are manufactured using non-toxic and eco-friendly materials. The
components which contain toxins or harmful elements are included due to the current economic or
technical limitations which prevent their replacement with non-toxic materials or elements.
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Attachment 1

"Hereby, ZKTECO CO.,LTD declares that this Product is in compliance with the essential requirements and other

relevant provisions of  Directive 2014/53/EU.

This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired operation.

Warning: Changes or modifications to this unit not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against

harmful interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

® Consult the dealer or an experienced radio/TV technician for help.

"This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.

This equipment should be installed and operated with a minimum distance of 20 cm between the radiator and
your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter."



ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

Phone :486 769-82109991

Fax :+86 755 - 89602394

www.zkteco.com
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