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16.4 DHCP and DNS configuration of thick AP

The AP itself can act as a DHCP service provider for the connected clients and configuration for the same is

executed from this screen. A basic overview of the screen to enable thick AP as DHCP server is given below:

2 by DHCP and DNS

DHCP and DNS

Server Settings

IPv4 Address

1Pv4 Gateway

Start ip address

End ip address

preE Sener

Enable v
92.168 56 111
.

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls

68.221.221
Leasetime | 12h
xpiry Ume of (eased addresses, minimum is 2 minutes ( 2z ).

Figure 53: Basic overview of the screen to enable thick AP as DHCP server

Follow the steps given below to enable thick AP as DHCP server:

Table 43: List of actions to enable thick AP as DHCP server

Callout | Name Description

L. Network Click on “Network” dropdown

2. DHCP and DNS Click on “DHCP and DNS” option

3 DHCP Server Enable the thick AP as DHCP server and enter the following
parameters

4. IPv4 Address Enter the address in [Pv4 format for the DHCP server

5. IPv4 Netmask Select the netmask from the dropdown list

6. IPv4 Gateway Enter the address in [Pv4 format for the DHCP gateway

7 Use Custom DNS Servers Ente'r the IP address for DNS server. Click on add icon and
multiple DNS servers
Enter a start I[P address. The DHCP server assigns the new

8. Start IP Address IP addresses to the clients from the defined stargt IP address
Enter an end IP address. The DHCP server assigns the IP

9 End IP Address addresses to the clients till the defined end IP afdress
Enter a value to set a limit on the lease time. New addresses

10. Lease Time will be assigned to the associated clients once the previous
lease has expired as per the specified lease time

Click “Save & Apply” to enable thick AP as DHCP server or click “Reset” to configure the same again.
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16.4.1 Static/Active lease settings

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required
for non-dynamic interface configurations where only hosts with a corresponding lease are served. A basic overview
of'the screen to configure a static lease is given below:

Active DHCP Leases

Hostname IPvd Address MAC Address Leasetime remaining 9

Thare are 0o active leases.

Active DHCPVB Leases

, ‘ 10
2 b’ DHCP and DNS
S Static Leases
et A o o sk e s Sy, T MAC Ao et o h 144 Aeboas spciie v s e 10 v o he osnore 13 st 1 SR maree o e souestg bk
E— [ I =1—38
3 Logout
7
EEmEE
4 — S |
[ [, 6
Figure 54: Basic overview of the screen to configure a static lease
Follow the steps given below to configure a static lease:
Table 44: List of actions to configure a static lease
Callout | Name Description
1. Network Click on “Network” dropdown
2. DHCP and DNS Click on “DHCP and DNS” option
3 Add Click on “Add” option to add a new static lease. The user
’ can add multiple static leases
4. Host Name Provide a unique name to the static lease for identification
Click on the dropdown and selecta MAC-address from the
5. MAC-Address . P .
list. The selected MAC-address identifies the host
Click on the dropdown and select an IPv4-address from the
6. IPv4 Address list. The selected IPv4-address is assigned tothe hostasa
fixed address
7. IPv6-Suffix Enter the IPv6-suffix for the host
Click “Save & Apply” to save the static lease or click “Reset” to configure the same again.
Click on the “Delete” option to remove the respective static
8. Delete
lease
9. Active DHCP Leases Displays all active IPv4 leases in a listed form
10. | Active DHCPv6 Leases Displays all active IPv6 leases in a listed form
81
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16.5 Static Routes

User can configure static routes and redirect packets to the destination network. A static route is a pre-determined

pathway that a packet must travel to reach a specific host or network.

A basic overview of the static route configuration screen for thick AP is given below:

4 5 6 7 8 9

Routes

Routes specify over which interfact | and gateway a certain host or net| ork can be reached.

Static IPv4 Routes

Interface  Target IPv4-Netmask IPva-Gateway Metric MTU

Host-IP or Network

— I|’J’h?—,\ Tl I I,-ﬂn,m )55 0

if target is a network

x) Delete
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Sonfiguration

JHCP and DNS

Static Routes

LI 1) Add I

Static IPv6 Routes

Interface Target IPv6-Gateway Metric MTU

IPv6-Address or Network (CIDR)

an v Inu‘ 96e:c26£5238: 14ce I ) Delete

I 1e80::96e:c26f52384c9 I I 8 I
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Figure 55: Basic overview of the static route configuration screen for thick AP

Follow the steps given below for static route configuration of thick AP:

Table 45: List of actions for static route configuration of thick AP

Callout | Name Description
1. Network Click on “Network” dropdown
2. Static Route Click on “Static Route” option
Static IPv4 Routes
3 Add Click on “Add” option to add a new static route in [Pv4
' format
4. Interface Select. the phys.icalnetwork interface th.rough which this
route is accessible from the dropdown list (WAN or LAN)
5 Tareet Enter the IP address of the destination host or network in
' & IPv4 format to which the route leads.
Enter the IPv4 netmask for the destination host or network.
6. IPv4-Netmask .
By default subnet mask is setto 255.255.255.255
Enter the IP address of the gateway in IPv4 format through
which the destination host ornetwork can be reached. If the
7. IPv4-Gateway L .
current AP is being used to connect network with the
Internet, then your gateway IP is the AP's IP address. If you

11
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Callout

Name

Description

have anotherrouter handling your network's Internet
connection, enter the IP address of that router instead

Metric

Enter a value that defines the priority of the route. If
multiple routes to the same destination exist, the route with
the lowest metric is chosen

0.

MTU

Enter the MTU size, by default it is setto 1500.

Click “Save & Apply” to save the static IPv4 route configuration or click “Reset” to configure the same again.

Static IPv6 Routes

10.

Add

Click on “Add” option to add a new static route in IPv6
format

1.

Interface

Select the physicalnetwork interface through which this
route is accessible from the dropdown list (WAN or LAN)

12.

Target

Enter the IP address of the destination host or network in
IPv6 format to which the route leads.

13.

IPv6-Gateway

Enter the IP address of the gateway in [Pv6 format through
which the destination host ornetwork can be reached. If the
current AP is being used to connect network with the
Internet, then your gateway IP is the AP's IP address.If you
have anotherrouter handling your network's Internet
connection, enter the IP address of that router instead

14.

Metric

Enter a value that defines the priority of the route. If
multiple routes to the same destination exist, the route with
the lowest metric is chosen

15.

MTU

Enter the MTU size, by default it is setto 1500.

Click “Save & Apply” to save the static IPv6 route configuration or click “Reset” to configure the same again.
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17 Wi-Fi Schedule

This screen is provided with options to create, edit, or delete a Wi-Fi schedule. A basic overview of the screen is

given below:

® Logout

Wifi Schedule

Defines a schedule when to tumn on and off wifi

Global Settings
Enable Wifi Schedule
Activate wifi
Disable wifi gracefully

Disabled wifi forced

Activate wifi

Disable wifi gracefully

Disabled wifi forced

Schedule events

Delete
BUSINESSHOURS
Enable
Day(s) of Week @ Monday
¥ Tuesday
¥ Wednesday
) Thursday
¥ Friday
Saturday
Sunday
Start WiFi | 00.00 v
Stop WiFi | 00:00
Force disabling wifi even if
stalions associated
Delete
WEEKEND
Enable
Day(s) of Week Maonday
Tuesday
Wednesday
Thursday
Friday 5
¥ Saturday
¥ Sunday
Start WiFi | 00:00
Stop WiFi | 00-00 v
Force disabling wifi even if
stations associated
1 Add :

S

Figure 56: Basic overview of the Wi-Fi schedule screen
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Follow the steps given below to create, edit, or delete a Wi-Fi schedule:

Table 46: List of actions to create, edit, or delete a Wi-Fi schedule

Callout | Name Description
L. Wi-Fi Schedule Click on “Wi-Fi Schedule” dropdown
2. Schedule Click on “Schedule” option
3. Global Settings Configure the Global settings for a schedule. Refer image

above for parameters

Schedule Enable and set the schedule in business hours for selected

4. Event/Business global settings. If saved, the global settings are applied at set
Hours schedule
Schedule Enable and set the schedule in weekend hours for selected

5. Event/Weekend global settings. If saved, the global settings are applied at set
Hours schedule

6. Add Click on “Add” option to create a new schedule
View Scheduled

7. Jobs Click on the option to view the scheduled jobs

Click “Save & Apply” to save the static Wi-Fi schedule or click “Reset”to configure the same again.
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18 Diagnostics

Following are the diagnostic features provided in thick AP GUI.

18.1

Routes

This screen is provided to view the active routes on the system. A basic overview of the screen to view the active
routes is given below:

Routes

The following rules are currently active on this system.

ARP
IPvd-Address

192.168.1.10

MAC-Address Interface

54:bf64:16:2¢:23 br-lan

Active IPv4-Routes

Network

Target
192.168.1.0/24

2240.0.013

IPvd-Gateway

Metric

Table

main

main

Active IPv6-Routes
Network
lan
lan

lan

Target
00:/8
fi00:/8

ff00::/8

Source

Metric

256

256

256

Table

local

local

local

IPv6 Neighbours

IPv6-Address

MAC-Address

Interface

© 2018 HFCL. All rights reserved.

Figure 57: Basic overview of the screen to view the active routes

Follow the steps given below to view the active routes on the system:

Table 47: List of actions to view the active routes on the system

Callout | Name Description

1. Diagnostics Click on “Diagnostics” dropdown

2. Routes Click on “Routes” option
Displays the MAC addresses ofall reachable IPs. The Address
Resolution Protocol (ARP) is a communication protocolused for

3. ARP discovering the link layer address, such as a MAC address
associated with a given internet layer address, typically an [Pv4
address.

4. Active IPv4 Routes Displays all the IPv4 routes which are active at present

5. Active IPv6 Routes Displays all the IPv6 routes which are active at present
Displays neighboring IPv6 devices of NDP enabled devices. The

6. IPv6 Neighbors Neighbor Discovew l?rotocol (NDP) is a protom?l in the Internet
protocol suite used with IPv6. It operates at the link layer of the
Internet model, and is responsible for gathering various information
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Callout | Name Description

to determine the link-layer address of a neighbor on the same

network (local link), verify the reachability of a neighbor, and track
neighboring devices

18.2  System Log

This screen is provided to view the AP logs if the user faces any issue or wants to view the back-end logs. Only new
logs are shown in this screen. However, old logs are stored in the database but will notbe shown in this screen.

A basic overview of the System Log screen is given below:

System Log
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Figure 58: Basic overview of the System Log screen

Follow the steps given below to view the systemlog of AP:

Table 48: List of actions to view the system log

Callout | Name Description

1. Diagnostics Click on “Diagnostics” dropdown

Click on “SystemLog” option. Logs relevant to the AP application
software are displayed here for monitoring purpose

2. System Log
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18.3 Kernel Log

Boot logs, driver logs, Wi-Fi and firmware related logs are listed in this screen. Kernel log will be accumulated from

bootup time till shutdown time ofthe respective AP.

A basic overview of the Kernel Log screen is given below:

[
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[

Kernel Log

56 453554]
56.45790
56 464

0 rx_ok=1tx_ok=1
0 nc_ok=1 be_ok=1

56.925703] FWLOG: [56709] WAL channel change freq=2467, mode=1 flags=0 x ok=1 tx ok=1

Figure 59: Basic overview of the Kernel Log screen

Follow the steps given below to view the Kernel log of the AP:

Table 49: List of actions to view the kernel log

Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. Kerel Log Click on “Kernel Log” option
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18.5 Real-time Graphs

The real time load/traffic graph shows the CPU load oflast 3 min and the graph is refreshed at every 3 sec interval.
In addition to the displayed graph the usercan find the inbound and outbound traffic ofthe associated SSIDs, bridge
interface, and Ethernet interfaces along with average and the peak traffic values. A basic overview of the Real-time
graphs traffic screenis given below:

Traffic

Realtime Traffic | 3

I"FCL‘O" HFCLION br-lan ] ethd | eIMI

| (3 minute window, 3 second interval)

. - 5
Average:  93.87 kbit's Peak:  515.45 kbit's
(11.73 kBis) (64.43 kBis)
e A
© 2018 HFCL. Al rights reserved.
Figure 60: Basic overview of the Real-time graphs/ traffic
Follow the steps given below to view thereal-time traffic graphs ofthe AP:
Table 50: List of actions to view real-time traffic graphs
Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. Real-time graphs Click on “Real-time graphs” option
Select any of'the interface to check the inbound and outbound
3. Real-time Traffic traffic across it. The graphs are available to show the traffic across
SSIDs, Bridge Interface, and Ethernet Interface (eth-0 and eth-1)
Displays the inbound traffic at the selected interface in color coded
4, Inbound
format
Displays the outbound traffic at the selected interface in color
5. Outbound
coded format
89
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18.6  Diagnostic Tools
As part of diagnostics, the user can perform the following activities:

1. The user can check if the link connection is established or not with “Ping” option
2. The user cantrace the route of the established link with “Traceroute” option

18.6.1 Check the network connection/status

This utility is used to test connectivity between the respective AP and anotherdevice on the network. A basic
overview of the Diagnostic Tools screen to check the connection status is given below:

Diagnostics

Network Utilities 4

dev.openwt org

ShwOrk y 192.168.35.35
1 = {7 3 Pig Pvd | @ Traceroute
o SRR ‘ [IPvd
[Pvs ]

Install iputils-traceroute6 for IPv6 traceroute

2 S, | sfics Tools

© 2018 HFCL. All rights reserved.
Figure 61: Basic overview of the diagnostics tool screen to check the connection status
Follow the steps given below to check the connection status:

Table 51: List of actions to check the connection status

Callout | Name Description

L. Diagnostics Click on “Diagnostics” dropdown

2 Diagnostics Tools Click on “Diagnostics Tools” option

3. Address type Select the IP address type from the dropdown list (IPv4, IPv6)

4 P Address Enter the IP addre.ss of the device with which the user wants to
check the connection status

5 Ping Click on “Ping” option to check the connection status. It will check
the network connection/status with entered IP address
Check the response on the feedback window to know the

6. Feedback window connection status. The status is shown in terms of transmitted
packets and received packets with packet data loss

90
CONFIDENTIAL



2x2 Indoor & Outdoor Access Points Revision: A0-00

InANite POSSIItes

18.6.2 Check the route of the established network connection

This utility will display all the routers present between the destination IP address and this AP. Up to 30 “hops”
(intermediate routers) between the AP and the destination can be monitored.

A basic overview of the Diagnostic Tools screen to check the route of established connection is given below:

Diagnostics

Network Utilities 4

»
: 5
1Pv4 Install iputils-tracerouteb for IPv6 traceroute

72.217.167.196), 30 hops max, 38 byte packets

Kemel Log

© 2018 HFCL. All rights reserved.

Figure 62: Basic overview of the diagnostics tool screen to check the route of established connection
Follow the steps given below to check the route of established connection:

Table 52: List of actions to check the route of established connection

Callout | Name Description
I. Diagnostics Click on “Diagnostics” dropdown
2. Diagnostics Tool Click on “Diagnostics Tool” option
3. Address type Select the IP address type from the dropdown list (IPv4, IPv6)
Enter the IP address or the domain name ofthe destination with
4. IP Address . .
which the userwants to check the connection route
Click on “Traceroute” option to check the connection route. It
5. Traceroute traces the network path/route to the entered IP address or domain
name
. Check the response on the feedback window to know the
6. Feedback window i P W v
connection route.
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18.7 Connected Clients

The list of connected clients along with the relevant information in respective information columns is populated in
this screen. A basic overview of the screen to show connected clients is given below:

/AUTO REFRE 5H ON
Associated Stations

S.No. MAC-Address SSID IPvd-Address RSSI RX Rate TX Rate

1 o 98:09:CF:94:CD:63 aabb ? 51 dBm 0.0 Mbit's 0.0 Mbit's

2 A F863:3F.B4.20.0A aabb 192.168.35.128 -51 dBm 0.0 Mbit's 0.0 Mbit's 3
3 | BC:A8:A6:F1:TA:BE aabb ? 56 dBm 0.0 Mbit's 0.0 Mbit's

4 o BC:ABAGF1:7ABE cedd ? -56 dBm 0.0 Mbit's 0.0 Mbit's

5 " BC:AB:AG:F1:TABE HFCLION ? -56 dBm 0.0 Mbit's 0.0 Mbit's

© 2018 HFCL. All rights reserved.

Connected Clients list

Figure 63: Basic overview of the screen to show connected clients
Follow the steps given below to view connected clients:

Table 53: List of actions to view connected clients

Callout | Name Description
L. Diagnostics Click on “Diagnostics” dropdown
2. Connected Clients Click on “Connected Clients” option
Displays all connected clients a listed form. Refer the above image
3. Client List for more information on relevant information with respectto
connected clients
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19 Switch AP Mode

A basic overview of the screen to switch mode from thick AP to thin AP is given below:

e

Please wait: Changing mode.

© 2018 HFCL. All rights reserved.

2 ., 1 AP MODE

& Logout

Figure 64: Basic overview of the screen to switch mode from thick AP to thin AP
Follow the steps given below to switch mode from thick AP to thin AP:

Table 54: List of actions to switch mode from thick AP to thin AP

Callout | Name Description
L. Switch AP Mode Click on “Switch AP Mode” dropdown
2. Thin AP Mode Click on “Thin AP Mode” option

The screen displays the message as “Please wait changing mode”

20 Logout

Click on the logout option to terminate the user session.
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21 Installation Setup

10 Indoor AP can be mounted onto the wall or ceiling, whereas the outdoor AP can be wall-mounted or pole mounted.
Perform the steps discussed in below sections for the appropriate installation of indoor and outdoor APs:

21.1 Mounting of Dual Band 2x2:2 Indoor Access Pomnt (Wall and Ceiling)

1. Refer the image below for attaching parts required for wall/ceiling mounting of AP:

Attaching screws Foundation Bolts

2x2 Indoor AP Attaching Bracket Wall

Figure 65: Attaching parts for wall/ceiling mounting of indoor AP
2. Place the attaching bracket on to the wall or ceiling and mark the holes to drill. Drill holes of appropriate
size.
3. Insert the foundation bolts in the drilled holes of wall/ceiling.
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4. Use the supplied screws and mount the attaching bracket on to the wall or ceiling as shown below:

Attaching Bracket

Attaching screws

Figure 66: Attaching bracket on to the wall or ceiling for indoor AP
Note: Make sure that the attaching bracket is tightly installed before mounting the access point on the wall or
ceiling.

5. Refer the image below for wall mounted attaching bracket:

Wall/Ceiling Mounted Attaching Bracket

Mounting slots for 2x2 Indoor AP

Figure 67: Wall/ceiling mounted attaching bracket
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6. Align the mounting slots of indoor AP and attaching bracket as shown below:

Slide the AP in mounting slots
of mounting bracket

Mounting slots

Figure 68: Alignment of mounting bracket with indoor AP
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7. Refer the image below for backside view of wall/ceiling mounted AP:

Align the AP
with the
mounting slots

Back side view of the
Slide the AP
down and

mounted AP and bracket

fix it in position
Figure 69: Backside view of attaching bracket with indoor AP

8. The wall or ceiling mounted AP is shown below:

Figure 70: Wall/ceiling mounted indoor AP

9. Slightly pushand slide the access point out from the mounting slots of attaching bracket to unmount the
AP.
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21.2 Mounting of Dual Band 2x2:2 Outdoor Access Point (Pole and Wall)

2x2 outdoor AP has four holes on its back side for the attachment of mounting bracket, as shown in “Figure 7: Back
view ofthe outdoor AP” of this document. The mounting bracket is designed in such a way that the AP can be mounted

on the wall as well as on the pole with the help ofits attaching parts. It provides the freedom of movement to the AP
even after the mounting.

1. The mounting bracket is fixed onto the mounting holes of 2x2 outdoor AP as shown in the figure below:

Mounting
bracket

Attaching
screws

Figure 71: Mounting bracket attachment with the 2x2 outdoor AP
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2. Final alignment of the mounting bracket with 2x2 outdoor AP is as shown below:

Figure 72: Mounting bracket alignment with the 2x2 outdoor AP

The mounting instructions of 2x2 outdoor AP is detailed in further sections below.
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21.2.1 2x2 outdoor AP mounting to the Pole
Follow the steps given below and mount the device onto the pole:

1. Align the bracket mounted AP with pole holder and U-bolt as shown below:

2x2 Outdoor AP

Pole

Attaching

nuts
U- Bolt
Pole holder

Attaching nuts

Figure 73: Overview of the 2x2 outdoor AP with pole and mounting bracket attaching parts
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