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1 About this Document

1.1 Purpose

This document helps you to understand IO products and provides information to familiarize you with the product
features. It also guides you through the installation process and the entire software user set.

1.2 Intended Audience

The intended audiences for this document are:

Network Administrators

System Administrators

Product managers

System Integration and Verification team at HFCL Limited.

BwN

1.3 Document Conventions

The different conventions used in this document are explained in the following table:

Convention ‘ Description

0 Note Note provides information about important features or instructions. This
appears with a background.
| Caution This alerts you to potential damage to a program, device, or system. This
appears with a background.
This alerts you to potential injury or fatality. It may also alert you to potential
M Warning electrical hazards. This appears with a background.
Courier new font File and directory names are represented in Courier New font.
Any option that needs to be selected or typed in the user interface is
Bold font .
represented using bold font.
<home_directory> Command variables, the values of which you must supply.
A command that you must enter in a Command Line Interface (CLI) exactly as
cd$HOME . . .
written. This appears with a background.

1
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1.4 Terms and Abbreviations
The different terms and abbreviations used in this document are explained in the following table:

Terms and Abbreviations

AP Access Point

BLE Bluetooth Low Energy

CLI Command-Line Interface

COSs Class Of Service

CPU Central Processing Unit

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DSCP Differentiated Services Code Point
EMS Element Management System

Gl Guard Interval

GPS Global Positioning System

GUI Graphic User Interface

HAL Hardware Abstraction Layer

HTTP Hypertext Transfer Protocol

IEEE Institute Of Electrical And Electronics Engineers
IP Internet Protocol

IPV4 Internet Protocol Version 4

IPV6 Internet Protocol Version 6

KBPS Kilobits Per Second

L2TP Layer 2 Tunneling Protocol

L2VPN Layer 2 Virtual Private Network
LAN Local Area Network

LED Light-Emitting Diode

12
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LMAC Lower Media Access Control
MAC Media Access Control

MBPS Megabits Per Second

MCS Modulation And Coding Scheme
MIMO Multiple-Input And Multiple-Output
MPEG Moving Picture Experts Group
MTU Maximum Transmission Unit

NTP Network Time Protocol

OSD On Screen Display

P2MP Point-To-Multipoint

P2pP Point-To-Point

PCP Priority Code Point

POE Power Over Ethernet

PTZ Pan, Tilt, Zoom

QAM Quadrature Amplitude Modulation
QOS Quality Of Service

RFID Radio Frequency Identification

RJ Registered Jack

RSSI Elative Received Signal Strength
RX Received

SNMP Simple Network Management Protocol
SNR Signal-To-Noise Ratio

SSH Secure Shell

STA Station

TDMA Time-Division Multiple Access

TX Transmission

U-BOOT Universal Boot-Loader

UBR Unlicensed Band Radio

CONFIDENTIAL
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uiD User Id

uTpP Unshielded Twisted Pair

VAP Virtual Access Point

VGA Video Graphic Adapter

VLAN Virtual Local Area Network

WAN Wide Area Network

WDS Wireless Distribution System

WIDS Wireless Intrusion Detection System
WLC Wireless Lan Controller

WPA Wi-Fi Protected Access

CONFIDENTIAL
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2 Product Overview

Thank you for choosing the 10 Access Point (AP). IO Access Points are oriented to next generation high-speed
wireless access. The Access Point Configuration is controlled through GUI.

Following are the variants of IO product family:

1. Dual Band 2x2:2 Indoor Access Point (ion4xi).
2. Dual Band 2x2:2 Outdoor Access Point (iondx/ion4dxe).

3  Federal Communication Commission Certified

These equipment are tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
in a residential installation.

These equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If these equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

To assure continued compliance, any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment. (Example - use only
shielded interface cables when connecting to computer or peripheral devices).

FCC Radiation Exposure Statement:

These equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.
These equipment should be installed and operated with a minimum distance of 20 centimeters between the
radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
The antennas used for this transmitter must be installed to provide a separation distance of at least 20 cm
from all persons and must not be co-located or operating in conjunction with any other antenna or
transmitter.

These devices complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. These devices may not cause harmful interference
2. These devices must accept any interference received, including interference that may cause undesired
operation.

15
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3.1 Dual Band 2x2:2 Indoor Access Point

Technical specifications of this variant are given below:

Infinite Possibilities

Dual Band Indoor Access Point with integrated 2.4
and 5 GHz radio, capable of delivering

Description throughput up to 1.78 Gbps, with 2x2:2 Multi-
User MIMO and 802.11axcompliance

Peak Throughput

(aggregate) Upto 1.78 Gbps

Wi-Fi Standard 802.11 a/b/g/n/ac/ac\Wave 2/ax
Support

Dualconcurrent 2.4 GHzand 5 GHz
No. of Radios (with extended 5 GHz channel support,
country-specific restrictions apply)
MU-MIMO 2x2:2

24GHz-upto30dBmand

Max Transmit Power 5GHz-upto30dBm
(will depend on country specific guidelines)

Integrated Omni-directional antennas
4dBifor both 2.4 GHzand 5 GHz
User Support

802.11i, BO2.1x / EAP, Hidden, WIPS, WEP, WPA-PSK,
WPAERterprise, WPA2-PSK, WPA2-EAP, WPAZ-PSK-
Mixed, WPA2-Enterprise, WPA3-Personal and WPA3-
Enterprise, WPA3-SAE, WPA3-SuiteB, MAC, Radius
based, EAP Type (EAP-TLS, EAPTTLS/ MSCHAPv2,
PEAPVO/EAP- MSCHAPV2, EAP-5IM), Protected
Management Frames

WAN Protocols Static IPv4/IPv6, DHCP client v4/v6

Figure 1: Dual Band 2x2:2 Indoor Access Point - Specifications & Highlights-1

Wireless Security
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Infinlte Possibilities f:lnl
FEATURES INDOOR 2x2 AP (ion4&xi)
Mesh Su rt Self-creating, Self-healing EasyMesh
Maximum number 16
of SSID (per radio)
BLE Support No
1X10/100/1000BASE-T Ethernet
Ethernet support/ 1X 2500 Base X Optical Ethernet SFP
Ports/Interface DC Powerjack
USB3.0port
Rogue AP Detection Yes
and Prevention
Receiver Sensitivity -97 dBm or better
|EEE 802.3at PoE/PoE+
Power Supply or + 12V DC Power Adaptor
Power Consumption (Max) 20W
Wireless QOS5 WIOMIRGE: 115)
Band Steering
Support for Dynamic Yes
RF Optimization
Geo-Location N/A
M Standalone (viaGUI) or through on-premise
anagement based solution or cloud-based
Two-piece enclosure with ABS top
Enclosure Type e hoktbert Body
Dimensions
Weight 0.60kg
Operating Temperature 0°Cto55°C
Certifications FCC Class B, CE, Passpoint 2.0, EasyMesh
Figure 2: Dual Band 2x2:2 Indoor Access Point - Specifications & Highlights-2
17
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3.2 Dual Band 2x2:2 Outdoor Access Point (ion4x/ion4xe)

The Dual Band 2x2:2 outdoor Access Point has two factory fitted variants: one with integrated antennas (ion4x)
and the other with connectors for external antennas (ion4xe). Technical specifications are given below:

I

OUTDOOR 2x2 AP (ion4x/ion4xe)

Dual Band Outdoor Access Point with integrated
24 and 5 GHz radio, capable of delivering
throughput up to 1.78 Gbps, with 2x2:2 Multi-
User MIMO and 802.11axcompliance

Upto1.78Gbps

80211 a/b/g/nfac/acWave 2/ax

Dual concurrent 2.4 GHz and 5 GHz
(with extended 5 GHz channel support,
country-specific restrictions apply)

2x2:2

2.4 GHz-upto30dBm and
5GHz-upto 30dBm
(willdepend on country specific guidelines)

Integrated directional antennas
with 120" beamwidth/Option for external
antennas

14dBion 2.4 GHzand 14 dBion 5 GHz
(Integrated variant)
As per physical antenna gain (External variant)

1024

20,40,80 MHz

Upto 1024 0AM

B02.11i, 802.1x / EAP, Hidden, WIPS, WEP, WPA-
PSK, WPAEnterprise, WPA2-PSK, WPAZ-EAF,
WPAZ-PSK-Mixed, WPAZ-Enterprise, WPA3-
Personal, WPA3-Enterprise, WPA3-SAE, WPA3-
SuiteB, MAC, Radius based, EAP-SIM, EAP-TLS,
EAPTTLS, EAP, Protected Management Frames

Wireless Security

WAN Protocols StaticIPv4/IPv6, DHCP client v4/v6

Figure 3: Dual Band 2x2:2 Outdoor Access Point - Specifications & Highlights-1
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Infinite Possibilities

FEATURES OUTDOOR 2x2 AP (ion4x/ion4xe)
Mesh Support Self-creating, Self-healing EasyMesh

Maximum number 16
of S5ID (per radio)
BLE Support No

Ethernet support/ 1 X10/100/1000BASE-T Ethernet
Ports/Interface 1 X 2500 Base X Optical Ethernet SFP

Rogue AP Detection Yes
and Prevention

Power Supply |EEE 802.3at PoE/PoE+

Power Consumption (Max) 17W
Wireless QOS WMM (802.11¢)

Band Steering
Support for Dynamic Yes

RF Optimization

Geo-Location N/A

¥ T — Standalone (via GUI)or through on-premise
9 based solution or cloud-based

Two-piece enclosure with UV protected ABS
+ PCtop body and aluminium bottom body

Enclosure 178 X 178 X 73mm

Dimensions

Weight 1.20kg (forlntegratedantennav.ariantland
1.20 kg (for External antenna variant)

Operating Temperature -15°Cto60°C

Certifications FCCClass A, CE, Passpoint 2.0, P 67, EasyMesh

Figure 4: Dual Band 2x2:2 Outdoor Access Point - Specifications & Highlights-2

Enclosure Type
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4 Hardware Setup

4.1 System Requirements

Before installing the access point, make sure that your system includes the following:

1. 10/100/1000 Mbps local area network device such as a hub or switch.

2. The Category 5 UTP straight-through Ethernet cable with RJ-45 connector included in the package,
or one like it.

3. We can power up the device through PoE adaptor which should be 803at/af compliant. A 100-240 V,
50-60 Hz AC power source.

4. A web browser to configure the devices.

At least 802.11b/g-compliant devices.

20
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4.2 Packaging Content — For ion4xi/ion4x/iondxe variants of this product
Your box contains the following items:

1. User can choose any of the Access Point model mentioned below:
a. Dual Band 2x2:2 Indoor Access Point (ion4xi).
b. Dual Band 2x2:2 Outdoor Access Point (iondx/ion4dxe).
2. Mounting bracket kit.
3. Quick Start Guide with cabling and access point setup instructions. If any parts are incorrect, missing,

or damaged, contact HFCL Limited customer care support.

21
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Getting to Know the 10 Access Point

5.1 Dual Band 2x2:2 Indoor Access Point

Back / Side View

A basic overview of the back/side view of the indoor AP is given below:
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Figure 5: Side view of the indoor AP

Information displayed in the above figure is detailed in the table below:

Table 1: List of information displayed in side view of the indoor AP

Callout | Name Description
Connects fiber cable with the maximum data transfer
1. SFP Port -
rate capability of 2.5 Gbps
2. DC Jack Power up the Access Point with a DC adaptor

This LED glows in Green color to notify the user that

3. Power LED device is powered ON

Used for powering up the device via PoE adaptor. The

4. LAN + PoE Port .
same port carries the data

CONFIDENTIAL
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Callout | Name Description
5. Vent Transfers the heat in the ambient
6. Mounting Slot ThIS helps.ln the attachment of r.rTountlng bracket and
indoor AP in case of wall and ceiling mounting

512  Top/ Side View

A basic overview of the top/side view of the indoor AP is given below:

1

Figure 6: Top Side view of the indoor AP
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Information displayed in the above figure is detailed in the table below:

Table 2: List of information displayed in top side view of the indoor AP

Callout

Name

Description

Status LED

This LED glows in Green color to notify the user that the
2.4GHz radio is active

This LED glows in Blue color to notify the user that the
5GHz radio is active

This LED glows in Cyan color to notify the user that both
2.4GHz & 5GHz radio are active

Kensington Lock

This slot is provided for the Kensington Lock

CONFIDENTIAL
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5.2 Dual Band 2x2:2 Outdoor Access Point

521 Front / Side View

A basic overview of the front/side view of the outdoor AP is given below:

4 3 2 1

Figure 7: Front/side view of the outdoor AP (ion4x)

Information displayed in the above figure is detailed in the table below:

Table 3: List of information displayed in front/side view of the outdoor AP

Callout | Name Description
1 SEP Port Connects fiber cable with the maximum data transfer
) rate capability of 2.5 Gbps
Power LED This LED glows in Green color to notify the user that

device is powered ON

This LED glows in Blue color when 2.4 GHz wireless

2. 2.4 GHz LED .
network interface comes up

This LED glows in Blue color when 5 GHz wireless

5 GHz LED .
network interface comes up
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Callout | Name Description
3 LAN + PoE Port Used for powc?rmg up the device via PoE adaptor. The
same port carries the data
4. Kensington Lock This slot is provided for the Kensington Lock
5.3 Back View

Back side overview of the outdoor AP is given below:

4 5

Figure 8: Back view of the outdoor AP (jon4xe)

Information displayed in the above figure is detailed in the table below:

Table 4: List of information displayed in back view of the outdoor AP

Callout | Name Description
1. Humidity controller cap Cap to control the humidity
’ Screws for Mounting This helps in the attachment of mounting bracket and
’ bracket outdoor AP in case of pole and wall mounting
3 Thermal Plate (Heat It helps in heat transfer from the board environment to
) Transfer) Ambient.
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Callout | Name Description
Total 2 n-type antenna connectors or 2 SMA connectors
4 External antenna are available for ion4xe variant of 2x2:2 outdoor AP.
) connectors These connectors are not available in iondx variant, as
the variant has integrated antennas
5. Kensington Lock This slot is provided for the Kensington Lock
6. Grounding point The outdoor AP is grounded at this point

Note: The Reset button of outdoor AP is located below the humidity controller cap. Turn the humidity
controller cap in counter clock wise direction and remove it from the access point. Use an appropriate pointed
object to press the button. It serves two functions:

1.
2.

Restart: Press and release the Reset button quickly.

Restore to Factory Default Settings: Press and hold the Reset button for more than five seconds.

CONFIDENTIAL
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6 Initial Setup

Observe the following safety precautions and avoid damage to the access point:

Do not power the device during installation.
Do not subject the device to high temperatures.
Keep away from high voltage cables.

Disconnect the device before cleaning it.

Do not wash the device with liquid.

1
2

3

4

5. Do not wipe the device with a damp cloth.

6

7. Do not open the enclosure when the AP is working.
8

Fasten the device tightly.

28
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6.1 Dual Band 2x2:2 Indoor Access Point

Power up the device using PoE Adaptor or DC Adaptor as shown below:

(PoE Adaptor)

Figure 9: Power up the device using PoE adaptor

(DC Adaptor)

L

| = e

Figure 10: Power up the device using DC adaptor
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6.1.1  Connect to the Indoor Access Point
Follow the steps mentioned below and connect to the indoor AP through GUI:

1. Configure a computer with a 1-domain static IP address e.g. 192.168.1.10 and a subnet mask of
255.255.255.0.

2. For help configuring a static IP address on your computer, check the instructions or online help that
came with that computer.\
Connect the Ethernet cable to the computer.

4. Connect the other end of the Ethernet cable to the PoE adaptor (Data/In port). Use the unused port
(P+D/Out) of PoE adaptor and connect it to the LAN + PoE port of the device.

—-|

(PoE Adaptor)

(Cat-5) §
(Laptop/Computer)

Figure 11: Connect to the network

Device will be powered On.
6. Open a web browser and enter the “AP static IP address” (192.168.1.1) in the address bar.

A login screen will appear.

30
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6.2 Dual Band 2x2:2 Outdoor Access Point

Power up the device using PoE Adaptor as shown below:

(PoE Adaptor)

0 <
‘ D ! |
i |
- N
b 4 | A .
I — e ————"]

ﬂ—“—?a_
o

Figure 12: Power up the device using PoE adaptor
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6.2.1  Connect to the Outdoor Access Point
Follow the steps mentioned below and connect to the outdoor AP through GUI:

1. Configure a computer with a 1-domain static IP address e.g. 192.168.1.1 and a subnet mask of
255.255.255.0.

2. For help configuring a static IP address on your computer, check the instructions or online help that
came with that computer.\
Connect the Ethernet cable to the computer.

4. Connect the other end of the Ethernet cable to the PoE adaptor (Data/In port). Use the unused port
(P+D/Out) of PoE adaptor and connect it to the LAN + PoE port of the device.

(PoE Adaptor)

(Cat-5)

.

-

(Laptop/Computer)

Figure 13: Connect to the network

5. Device will be powered On.
6. Open a web browser and enter the “AP static IP address” (192.168.1.1) in the address bar.

7. Alogin screen will appear.
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7 Connect to the Thick Access Point and Log In

You can connect to the access point’s web management interface to view or change its LAN and wireless
access settings. Refer the procedure mention in “Connect to the Indoor Access Point” and “Connect to the

Outdoor Access Point” section and connect to a thick mode access point.

7.1 Login through GUI

This is the 15t screen of AP GUI. It provides access to the users with valid login credentials only. The login

credentials will determine the access rights of the user.

A basic overview of the same is shown below:

/(192 16811 %] Q9 | i

fondxi Access Point

Figure 14: Basic overview of login screen

Follow the steps given below to login through GUI:

Table 5: List of actions to login through GU/

Callout | Name Description
Open a web browser and enter the “IP address of the
1. Web browser AP” in the address bar. 192.168.1.1 is the default IP
address
2. User name Enter the valid “User ID”
3. Password Enter the valid “Password”

Click on “Login”, a successful/authenticated login will take the user to Status Overview screen.
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8  Status overview screen

The screen provides the status overview of:

System summary

System feature

1.
2.
3. Software
4.

Hardware

8.1 System summary

A basic layout of the system summary is given below:

Status l

w

i 4
] i 6
_ ; 8
h 525 i 10
i 12
: 14
Memory
A 2810 M 3ER.055 ME (58| I
- |
I 17
Figure 15: Basic layout of the system summary screen
Follow the steps given below to view the system summary:
Table 6: List of information djsplayed in the system summary
Callout | Name Description
1. Status Click on the “Status” dropdown
2. Overview Click on “Overview” option
3. System summary Click on “System summary” option
4. Hostname Plspla}'/s the Hostngme ?SS,I,gned to the respective AP
in the “System Configuration” screen
34
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Callout | Name Description
Displays the model number of the product. The same is
5. Model configured with the factory settings of the device and
reflects in this section on system boot up
6. Product Name Displays the name of the product
7 Current Mode Dlsple.tys the current acting mode of the AP (Thick mode
or Thin mode)
8. Current Partition Displays the current partition in use (Primary or
Secondary)
. Displays the date and time details according to the time
9. Local Time . ,, . -
zone allocated in the “System Configuration” screen
. Displays the time duration since the respective AP board
10. System uptime . . .
is up and successfully running without any shutdown
1. CPU Load Average 5 min Displays the average load on the device
12. On Board Temperature Displays the board temperature
13. Longitude Displays the longitude coordinates of the Access Point
14. Latitude Displays the latitude coordinates of the Access Point
15. Memory Dlgplays the used and free CPU memory of the Access
Point
16. IPv4 Address Displays the allocated IPv4 address
17. IPv6 Address Displays the allocated IPv6 address
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8.2 System software
A basic layout of the system software is given below:
=
Status | 3
] =
C 4

& Logout

Figure 16: Basic layout of the system software screen

Follow the steps given below to view the system software information:

Table 7: List of information displayed in the system software screen

Callout | Name Description

1. Status Click on the “Status” dropdown

2. Overview Click on “Overview” option

3. Software Click on “Software” option
Displays the current firmware version of the respective

4. Current Firmware Version AP. The operating system is based on openwrt project
model

5 Alternate Firmware Version z:psplays the alternate firmware version of the respective
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8.3 System hardware
A basic layout of the system hardware is given below:
B
Status 3
i 4
012 \n?n 3 ; 6

&) Logout

Figure 17: Basic layout of the system hardware screen

Follow the steps given below to view the system hardware information:

Table 8: List of information djsplayed in the system hardware screen

Callout | Name Description

1. Status Click on the “Status” dropdown

2. Overview Click on “Overview” option

3. Hardware Click on “Hardware” option
Displ th t hard i f th ti

4 Hardware Version isplays the current hardware version of the respective
AP

5. Device Type Displays the device type (Indoor or Outdoor)
Displays the serial number of the respective AP. The

6. Serial Number same is configured with the factory settings of the
device and reflects in this section on system boot up
Displays the MAC address assigned to the product. The

7. MAC-Address same is configured with the factory settings of the
device and reflects in this section on system boot up
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8.4 System Wireless
A basic layout of the system wireless is given below:
==

Status | 3

SRTET S i Al I iramEs SUmmary |

Radio 5 GHz 802.11a/n/ac/ax {Wi-Fil)

i 2

Zh 5k 3B
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Moge Channel Bitrate. s3I0 Encryption

Mt 0 00000 e ey

Masiie f 40y 00 b

Mssin 010000 M bl

Figure 18: Basic layout of the system wireless screen

Follow the steps given below to view the system wireless summary:

Table 9: List of information displayed in the system wireless screen

Callout | Name

Description

1. Status Click on the “Status” dropdown
2. Overview Click on “Overview” option
3. Wireless Summary Click on “Wireless Summary” option

4. SSID at 5 GHz

Displays all SSIDs radiating at 5 GHz radio along with
some basic information in the respective information
columns

5. SSID at 2.4 GHz

Displays all SSIDs radiating at 2.4 GHz radio along with
some basic information in the respective information
columns
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9  System maintenance screen

The maintenance activities of the respective access point are executed from this screen. The list of options

available for the user is given below:

System general and log settings
Admin password configuration
Backup/Flash Firmware

Reboot

Factory Reset

N

9.1 System general settings

The user can configure the basic aspects of the respective access point, like its hostname and the timezone.

A basic overview of the screen is given below:

i )
System
Syslem Pu{lu:(:es 3
4
8
it sy
Figure 19: Basic overview of the system general settings screen for thick AP
Follow the steps given below and configure the system general settings for the thick AP:
Table 10: List of actions to configure the system general settings for thick AP
Callout | Name Description
1. System Click on “System” dropdown
2. System Settings Click on “System Settings” option
3. General Settings Click on “General Settings” option
Displays the local date and time of the region. The user
4. Local Time can click on “Sync with browser” option to sync the date
and time
Enter the “Hostname”. The same will be reflected in the
5. Host Name .
system summary of status overview screen
39
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Callout

Name

Description

Time Zone

Select the respective “Timezone” from the dropdown list.

It represents the region of the globe that observes a
uniform standard time for legal, commercial, and social
purposes. The date and time of the respective timezone
will be reflected in the system summary of status
overview screen.

Time sync/ NTP

Click on the check box and enable or disable the NTP
client

NTP Server candidates

Click on the + icon and add multiple servers

Click on “Save & Apply” to save the system admin password configuration or click “Reset” to configure the

same again.
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9.3 Set Password for thick AP

This screen provides the user with options to change the default password for respective thick access point.
The default username is “root” and the default admin password is “root”.

A basic overview of the screen is given below:

Login Password

Changss Mg AATHNEY01or passeord H0r AIESEIngG Ihe Sevice

I

Figure 20: Basic overview of the system admin password configuration screen for thick AP

Follow the steps given below and configure the system admin password for the thick AP:

Table 11: List of actions to configure the password for thick AP

Callout | Name Description
1. System Click on “System” dropdown
2. Set AP Password Click on “Set AP Password” option
3. Current Password Enter the existing password
4. New Password Enter a new valid password
5. Confirm Password Enter the password again for confirmation

Click on “Save & Apply” to save the system admin password configuration or click “Reset” to configure the
same again.
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9.4 Backup/Flash Firmware

Downloading the configuration files at an external drive location and updating the configuration files from an
external file is a common feature. It helps the user to keep a backup of different configuration files and even
makes it easier to apply the same in multiple devices. The device supports dual firmware.

9.41  Generate Backup

Download the existing configuration of the device in a file with this option. The user can use this backup file
and apply the same configuration again from “Upload configuration or backup” screen. This avoids
configuration of each and every parameter again and again, if a similar configuration is already available in the
backup files.

A basic overview of the Backup/Flash Firmware screen to generate the backup is given below:

Backup operations

3
Figure 21: Basic overview of the backup/flash firmware screen to generate backup
Follow the steps given below to generate a backup of current device’s configuration and files:
Table 12: List of actions to generate a backup of current device’s configuration and files
Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Backup/Upgrade Firmware | Click on “Backup/Upgrade Firmware” option
Click on “Generate archive” option to download the
3. Download backup backup. The user can select the location in his computer
to extract and save the configuration and system files.
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9.4.2  Upload configuration or backup

Use an existing valid configuration file or device backup file and change the device parameters respectively
from this screen. The user can apply similar configuration to multiple devices or can apply different type of

configurations to various set of devices with minimal of the effort.

A basic overview of the Backup/Flash Firmware screen to upload data and configuration from an external file

is given below:

Backup operations

Backup ! Restore

4
Figure 22: Basic overview of the backup/flash firmware screen to upload configuration
Follow the steps given below to upload data and configuration from an external file:
Table 13: List of actions to upload configuration from an external file
Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Backup/Upgrade Firmware | Click on “Backup/Upgrade Firmware” option
Click on “Chose File” option and select the file in your
3. Browse/Restore backup computer to restore the backup file or any other valid
configuration file
4 Restore backup CI|ck. on Qpload archive opt|9n to apply the
configurations from selected file
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9.43  Upgrade firmware

The firmware is stored in the flash memory and can be updated with new versions to include new features or
to modify the existing one. This AP has two partitions. The firmware version is always uploaded in the
alternate partition to keep the current firmware image restored which is located in the current partition of
access point. When we upgrade new firmware, the existing firmware will become backup firmware. If any
issues found in new firmware, the backup firmware will be booted.

Save the software file in system drive of your laptop or system. Refer the image below:

Eeml Home  srar vew -]

© t + ThisPC 5 MewWelume (D) » Officisl 5 HFCL + Prejects » WIFl 5 LBR » §as 3 Sofwars image |8 | Soarch Sabwsre image =
Prijept St £ % Hame Date modilisd e
rd ' HFCLTOMA 200512 0B-01-2018 0232 2Fite 2321245
%F HFCL
ESNL Microwsve tercdor o
Arnit document ‘

Project Bata .

Figure 23: Software file in the system drive

In the above figure, the software file is saved in the “D” drive.

A basic overview of the Backup/Flash Firmware screen to upgrade the firmware from an external file is given
below:

Backup operations

Backup / Restore

Upgrade new firmw;

N T | Chouse Fik | re s I I a =uun||-- g | 5
4
Figure 24: Basic overview of the backup/flash firmware screen to upgrade the firmware
Follow the steps given below to upgrade the firmware from an external file:
Table 14: List of actions to upgrade the firmware from an external file
Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Backup/Upgrade Firmware | Click on “Backup/Upgrade Firmware” option
3 Selection box/Keep Click on “Selection box” to retain the existing device
settings configuration (or) deselect the “Selection box” to discard
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Callout | Name

Description

the same while updating the firmware of the device with
a new version.

4. Browse/Image

Click on “Browse” option. A popup window will appear on
the screen. Go to the respective folder of software file
and select the sysupgrade-compatible image to replace
the running firmware. Refer image below.

Testing * A
issue register
Jio
Software image
Testing 2.0.10.12
7 OneDrive
[ This PC
) 3D Objects
[ Desktop

| Documents

& Downloads

e - 4 « WIFl » » Jio » Scftwareimage v @ Search Software image -]

‘ Organize » MNew folder
|

| HFCL_TDMA_2.010.12 08-01-2019 02:32 12 File

D Music ¥ <

=+ [ @

Date modified Type

A

File name: [HFCL_TDMA_2.0.10.12 | |AllFiles v

Click on open, once the compatible images is selected.

5. Upgrade Image

Click on “Upgrade image” to upload a sysupgrade-
compatible imagec a1

It will show a new page, which will have checksum, file size and other information. Click on Proceed after

checking software version.
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9.5 Reboot

Reboot restarts the device with existing configuration. We can change the firmware when the device is
rebooted with different partitions. Based on the selected partition, the corresponding firmware will be loaded
into the device as working firmware

A basic overview of the Reboot screen is given below:

System

Stalus

Fartitiona Biahes Famvaare Version At

Figure 25: Basic overview of the reboot screen

Follow the steps given below and reboot the AP:

Table 15: List of actions to reboot the AP

Callout | Name Description
1. System Click on “System” dropdown in navigation tollbar
2. Reboot Click on “Reboot” option

Click on “Reboot to Current partition” option. Device will
3. Reboot to Current partition | boot from current partition, and the firmware version
present in the current partition will be in use

Or

Click on “Reboot to alternate partition” option. Device will
boot from alternate partition, and the firmware version
Reboot to Alternate present in the alternate partition will be in use. The
partition firmware upgrade always happen on alternate partition.
Use this option and reboot to the latest uploaded
firmware version
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9.6 Factory Reset

The device has factory assigned settings and configurations on deployment. The user can set the device to
the same from this screen. The device will be configured back to factory settings and the existing settings
and configurations will be discarded. It is recommended to take backup before setting the device to factory

reset.

A basic overview of the Factory Reset screen is given below:

System
Factory Resat
3
Figure 26: Basic overview of the factory reset screen
Follow the steps given below and factory reset the access point:
Table 16: List of actions to factory reset the access point
Callout | Name Description
1. System Click on “System” dropdown in navigation toolbar
2. Factory Reset Click on “Factory Reset” option
Click on “Perform Factory Reset” option to factory reset
3. Perform Factory Reset . y P y
the respective access point
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9.7 System log settings

If user wants to see the back-end logs or if user faces any issue, logs relevant to the AP’s application
software are populated in the “Diagnostic/System Log” screen for monitoring purpose. The same can be
uploaded to an external server and the configuration for the same is performed in this screen. Event
messages or corresponding messages will be sent to the logging server based on the configured log level.0

A basic overview of the screen is given below:

Syslog

3

S Cr—Y 4
|—0I 5
6

S BADY

Figure 27: Basic overview of the system general settings screen for thick AP

Follow the steps given below and configure the system general settings for the thick AP:

Table 17: List of actions to configure the system general settings for thick AP

Callout | Name Description
1. System Click on “System” dropdown
2. Syslog Click on “Syslog” option

Allocate the size for the log file. Once the file size has reached

3. Log Buffer Size to its limit a new log file will be generated

Enter the “External system log server” address. The system logs
External system log

4. server are uploaded to the external server on regular interval if the
external server is specified with this option
External system log M "
5. Enter the “External system log server port” number
server port
Select the “Log output level” from the dropdown list
(Debug/Info/Notice/Warning/Error/Critical/Alert/Emergency).
6. Log output level Categorization of the system logs is specified in the backend.

The selection of “Log output level” determines the type of logs
to be displayed in system log screen. The “Debug” option shows
all of the system logs. E.qg.: If “Debug” is selected, all logs from
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Callout | Name Description

debug to emergency will be logged and if “Notice” is selected,
logs from Notice to Emergency will be logged

Click on “Save & Apply” to save the system admin password configuration or click “Reset” to configure the
same again.
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10 Network interfaces of thick AP

A basic overview of the network interface screen for thick AP is given below:

==
3
Interfaces
Interface Overview I
% E= 5
Ethemet Port Status
E;I . - B
6
Figure 28: Basic overview of the interface configuration screen for thick AP
Follow the steps given below to view/edit the interface configuration of thick AP:
Table 18: List of actions to view/edit the network configuration of thick AP
Callout | Name Description
1. Network Click on “Network” dropdown
2. Interfaces Click on “Interfaces” option
Displays the type of network interface available in the
Network/Interface . . .
3. . / device. The above figure shows the LAN interface
overview .
overview
4 Status Displays the status of the LAN interface with the respect
) to the parameters shown in above figure
5 Edit Click on “Edit” option to configure the LAN-interface
’ settings
6. Ethernet Port Status Displays the port status of the respective device
The user can click on “edit” option to further modify the following configurations:
1. General setup
50
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10.1 General Network interface setup configuration for thick AP

The default IP address of the access point is set to 192.168.1.1. The user can change the current static IP
address of the device from this screen. DHCP client (DHCP client or DHCPV6 client) option is to get the
dynamic IP address from reachable DHCP server in the network. Once the protocol is set to DHCPv4 client or
DHCPv6 client, the device will automatically get the IP address (IPv4 or IPv6) from the DHCP server.

Click on the “Edit” option in interface screen as shown in “Figure 28: Basic overview of the interface
configuration screen for thick AP”. A basic overview of the network interface setup configuration screen to
switch network protocol is given below:

Network Interfaces - LAN

thes papa you can configurs the network interfaces

Commeon Configuration |

|

Static address

T

Figure 29: Basic overview of the network interface setup configuration screen to switch protocol for thick AP
Follow the steps given below to switch network protocol:

Table 19: List of actions to switch network protocol for thick AP

Callout | Name Description

1. General Setup Click on “General Setup” option

Select the protocol desired protocol from the dropdown

2 Protocol list (Static address/DHCPv4 client/DHCPv6 client)

3. Really switch protocol Click on “Switch protocol” to confirm the protocol switch
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10.1.1 Static IP configuration for thick AP

The default IP address of the access point is set to 192.168.1.1. User can change the default IP address with
an unused IP address. Refer “Figure 29: Basic overview of the network interface setup configuration screen to
switch protocol for thick AP” and set the protocol to static address.

Refer the figure below to provide the static address parameters:

Netw:

Common Configuration Static address
HCPY4: clien!
Protecol ! 7 L OI_‘—*
| Both IPv41PvE
|Pv4 Ackiress i 10 1681 12 ﬁ:
4 Pt Netmask* | ; ol
Pod Gatiway [ 192 168.32 1 o:
6 ars i BB J |
(]

Py Ackdrass * | 200109438 6308 1484 502 357 € a:
8 PyE Frefix Lenglh ' 54 gl
Py Gatawny l 2001:0:9638:6ab8 1664 501 35T Bl

Figure 30: Basic overview of static address parameters for general network interface setup for thick AP

Follow the steps given below to provide static address parameters for thick AP:

Table 20: List of actions to provide static address parameters for thick AP

Callout | Name Description
The protocol is set to “’Static address”. Enter the
1. Protocol .
following parameters for the same
Set the static address protocol to IPv4/IPv6/Both IPv4 &
2. Protocol Selection IPv6. Below parameters are shown with respect to IPv4 &
IPv6 protocol selection
Enter the “IPv4 address”. This is a unique address of the
3. IPv4 address Host/Device €g9.192.168.100.10
4 IPv4 netmask Enter the “IPv4 netmask”. This specifies the number of
’ bits for network part and host part €.9.255.255.255.0
Enter the “IPv4 gateway”. Gateway address is given to
> IPv4 gateway reach other network device e.9.192.168.100.254
Enter the “DNS server”. Click on add icon to add multiple
6. Use custom DNS servers DNS servers. DNS server is to resolve the transition of
domain name to IP and IP to domain name
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Callout | Name Description

Enter the “IPv6 address”. Unique address of the

/- IPv6 address Host/Device e.9.2001:11::100

Specify the prefix length for IPv6 address. Specifies the
number of bits that belong to network part. The prefix-

) length specifies a range of devices
8. IPv6 prefix length )
e.g. IPv6 prefix length = 64 means range of IP addresses

between 2001:0DB8:ABCD:0012:0000:0000:0000:0000
and 2001:0DB8:ABCD:0012:FFFF:FFFF:FFFF:FFFF.

Enter the “IPv6 gateway”. Gateway address is given to

O IPv6 gateway reach other network device e.9.2001:11::1

Click “Save & Apply” to save the general network setup configuration or click “Reset” to configure the same
again.
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10.1.2 DHCPv4 client configuration for thick AP

If the protocol is set to DHCPv4 client, the device will automatically get the IPv4 address from the DHCP
server. Refer “Figure 29: Basic overview of the network interface setup configuration screen to switch
protocol for thick AP” and set the protocol to DHCPv4 client.

Refer the figure below and switch the protocol to DHCPv4 client for thick AP:

Network Interfaces - LAN

Common Configuration

GClick on Swikch pratecol f
changs IF moda

.0,4—-‘ i

Protocaol -0

Dual Stack Jisable Sl ]

DHCPv4 client

‘ Disable

eI

Figure 31: Basic overview of network interface screen to set the protocol to DHCPv4 for thick AP

Follow the steps given below to set the protocol to DHCPv4 for thick AP:

Table 21: List of actions to set the protocol to DHCPv4 for thick AP

Callout | Name Description
1 Protocol Set the protocol from the dropdown list (Static
’ address/DHCPv4 client/DHCPv6 client) to DHCPv4

2. Really switch protocol Click on “Switch protocol” to confirm the protocol switch
Once the protocol switch is confirmed, the user can
enable/disable the dual stack option. If enabled, The

3. Dual Stack . . .
device will be allocated with both IPv4 and IPv6 address
through the DHCP server

Click “Save & Apply” to save the general network setup configuration or click “Reset” to configure the same

again.
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10.1.3 DHCPv6 client configuration for thick AP

If the protocol is set to DHCPvG6 client, the device will automatically get the IPv6 address from the DHCP
server. Refer “Figure 29: Basic overview of the network interface setup configuration screen to switch
protocol for thick AP” and set the protocol to DHCPv6 client.

Refer the figure below and switch the protocol to DHCPv6 client for thick AP:

Network Interfaces - LAN 1

anfigues thie rabwork mierieces

Common Configuration

DHCPvE chent |

S

Figure 32: Basic overview of network interface screen to set the protocol to DHCPV6 for thick AP
Follow the steps given below to set the protocol to DHCPv6 for thick AP:

Table 22: List of actions to set the protocol to DHCPVE for thick AP

Callout | Name Description
1 Protocol Set the protocol from the dropdown list (Static
’ address/DHCPv4 client/DHCPv6 client) to DHCPv6
2. Really switch protocol Click on “Switch protocol” to confirm the protocol switch

Click “Save” to save the general network setup configuration or click “Reset” to configure the same again.
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10.2 Network/Wireless/Radio and SSID configuration of thick AP

The wireless configuration screen of thick AP GUI enables the user to view and configure radio and SSID
parameters. Multiple SSID can be added separately for 2.4 and 5 GHz radio. Radio configuration remains
same for all SSIDs operating at the respective 2.4 and 5 GHz radio. All clients associated with respective SSID
are also listed in a tabular form in this screen along with some basic information.

A basic overview of the wireless configuration screen for thick AP is given below:

Wireless Overview
= Radio § GHz B0Z.11amfiactax (wifill) E]
= Channel: 14740 7110 GH | Bitrate: 170¢ dbits

58I Hi . st
& BSSID 0700 A meryptlon: Wit PSK (SCHP) - = _
e Radio 2.4 GHz 802 11bigin/ax [wifid ) | Adi) S5I0 | e— 8
== Chanval: 11 (2452 GHej | Bilrate: 573 Mbit's
o g KR w] Femve

9
7
Figure 33: Basic overview of the wireless configuration screen for thick AP
Follow the steps given below to view the wireless configuration of thick AP:
Table 23: List of actions to view the wireless configuration of thick AP
Callout | Name Description
1. Network Click on “Network” dropdown
2. Wireless Click on “Wireless” option
. Displays the overview of 5 GHz radio along with the list
3. > GHz overview of associated SSIDs as shown in the above figure
4 Add SSID/Radio Click on the “Add” option to configure a new SSID or to
’ Configuration update the radio configuration parameters at 5 GHz
5 Edit SSID Click on. Edit optlon'to m9d|fy the parameters of
respective SSID configuration at 5 GHz
6. Remove SSID Click on “Remove” option to delete the respective SSID
at 5 GHz
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Callout | Name Description

7 2.4 GHz overview Dlsplays.the overview of 2.4 G!—|z radio anng with the list
of associated SSIDs as shown in the above figure

8 Add SSID/Radio Click on the “Add” option to configure a new SSID or to

’ Configuration update the radio configuration parameters at 2.4 GHz

9 Edit SSID Click on. Edit optlon.to m9d|fy the parameters of
respective SSID configuration at 2.4 GHz

10. Remove SSID Click on “Remove” option to delete the respective SSID
at 2.4 GHz

10.2.1 5 GHz radio configuration

This screen provides the user with options to configure the 5 GHz radio parameters such as channel
bandwidth, respective channel or the channel selection process, and the power for the radio signal

transmission. Refer the “Figure 33: Basic overview of the wireless configuration screen for thick AP” and click
on Add SSID/Radio Configuration option (4) to configure 5 GHz radio parameters.

A basic overview of the 5 GHz radio configuration screen is given below:

Wireless Network

Radio Configuration | |rru||_-|p 2
0!<—T
0 _ 3
o S
: 1 6
Figure 34: Basic overview of the 5 GHz radio configuration screen
Follow the steps given below and for 5 GHz radio configuration of thick AP:
Table 24: List of actions for 5 GHz radio configuration of thick AP
Callout | Name Description
1. General Setup Click on “General Setup” option
2. Radio Status Enable or disable the 5 GHz radio with this option
Enter the “Tx Power” value. The wireless radio signal will
be transmitted with the specified Tx power value. The
3. Tx Power (dBm) user can set the Tx power value from the range of 6 dBm
to 30 dBm
Select the radio operating mode from the dropdown list
4 Mode (802 11a/ac/a+n/ax). Channel width and channel list
’ varies with respect to the selected mode (802
11a/ac/a+n/ax)
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Callout | Name Description

Select the “Channel Width” from the dropdown list
(20 MHz/40 MHz/80 MHz)

5. Channel Width

Select the “Channel” from the dropdown list. The device
will choose the channel by itself, if “auto” channel is

6. Channel selected. Channels available in the dropdown list are:
36/40/44/48/52/56/60/64/149/153/157/161/165/169/

173

Click “Save & Apply” to save the 5 GHz radio configuration of thick AP or click “Reset” to configure the same
again.
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10.2.2 2.4 GHz radio configuration

This screen provides the user with options to configure the 2.4 GHz radio parameters such as channel
bandwidth, respective channel or the channel selection process, and the power for the radio signal
transmission. Refer the “Figure 33: Basic overview of the wireless configuration screen for thick AP” and click
on Add SSID/Radio Configuration option (8) to configure 2.4 GHz radio parameters.

A basic overview of the 2.4 GHz radio configuration screen is given below:

Wireless Network

Radio Configuration 'EI 2
1 — al Sat Amvanced Sethngs ’
Tramsmi I 0: 3
9,
o o
o]
| 6

Figure 35: Basic overview of the 2.4 GHz radio configuration screen

Follow the steps given below and for 2.4 GHz radio configuration of thick AP:

Table 25: List of actions for 2.4 GHz radio configuration of thick AP

Callout | Name Description
1. General Setup Click on “General Setup” option
2. Radio Status Enable or disable the 2.4 GHz radio with this option

Enter the “Tx Power” value. The wireless radio signal will
be transmitted with the specified Tx power value. The
user can set the Tx power value from the range of 6 dBm
to 30 dBm

3. Tx Power (dBm)

Select the radio operating mode from the dropdown list
4. Mode (802 11b/ng/axg). Channel width and channel list varies
with respect to the selected mode (802 11b/ng/axg)

Select the “Channel Width” from the dropdown list

5. Channel Width
(20 MHz/40 MHz)
Select the “Channel” from the dropdown list. The device
will choose the channel by itself, if “auto” channel is

6. Channel

selected. For 20 MHz channel width, available channels
are: 1/2/3/4/5/6/7/8/9/10/11/12/13

Click “Save & Apply” to save the 2.4 GHz radio configuration of thick AP or click “Reset” to configure the same
again.
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10.2.3  Advanced radio configuration (2.4 GHz and 5 GHz)

This screen provides the user with options to configure the advanced radio parameters (2.4 GHz and 5 GHz)
such as country code and Tx/Rx chain mask. Refer the “Figure 33: Basic overview of the wireless
configuration screen for thick AP” and click on Add SSID/Radio Configuration option (8) for 2.4 GHz or Add
SSID/Radio Configuration option (4) for 5 GHz to configure advanced radio parameters.

A basic overview of the advanced radio parameters (2.4 GHz and 5 GHz) configuration screen is given below:

Wireless Network

1
Radio Configuration l
|
]
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Figure 36: Basic overview of the advanced radio parameters (2.4 GHz and 5 GHz) configuration screen

Follow the steps given below for advanced radio parameters (2.4 GHz and 5 GHz) configuration of thick AP:

Table 26: List of actions for advanced radio parameters (2.4 GHz and 5 GHz) configuration of thick AP

Callout | Name Description

1. Advanced Settings Click on “Advanced Settings” option

2. MU-MIMO Enable/Disable the MU-MIMO feature of the radio

3 TWT Ena.ble/D|sabIe the target wake time feature from the
radio

4. UL OFDMA Enable/Disable the UL OFDMA feature of the radio

5. DL OFDMA Enable/Disable the DL OFDMA feature of the radio

6. BSS Color Allocate a BSS color code from the dropdown list

7. Tx/Rx Antenna Chain mask | Select the chain mask from the dropdown list (1x1/2x2)
Select the country code from the dropdown list.

8. Country Code Channels are listed in accordance to the selected
country

9. Max Client Allowed Status Enable/Disable the max client restriction with this option

10. Max Client Allowed Define t.he number of clients allowed to connect with the
respective radio
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Click “Save & Apply” to save the advanced radio parameters (2.4 GHz and 5 GHz) configuration of thick AP or
click “Reset” to configure the same again.
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10.2.4  SSID configuration

Refer the “Figure 33: Basic overview of the wireless configuration screen for thick AP” and click on Add
SSID/Radio Configuration option (8) for 2.4 GHz or Add SSID/Radio Configuration option (4) for 5 GHz to
configure new SSIDs. Click on Edit option (9) for 2.4 GHz or Edit option (5) for 5 GHz to edit existing SSIDs.
This screen provides the user with options to configure the SSID operating at both 2.4 and 5 GHz radio. The
SSID configuration parameters are further categorized as follows:

BN

10241

General setup
Wireless Security
MAC Filter
Advanced Settings

SSID/General setup (2.4 GHz and 5 GHz)

Refer the “Figure 33: Basic overview of the wireless configuration screen for thick AP” and click on Add
SSID/Radio Configuration option (4) to configure 5 GHz radio parameters or click on Add SSID/Radio
Configuration option (8) to configure 2.4 GHz radio parameters. A basic overview of the screen to configure

general SSID parameters is given below:

S51D Configuration E 2
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Figure 37: Basic overview of the screen to configure general SSID parameters
Follow the steps given below and configure the general SSID parameters:
Table 27: List of actions to configure the general SSID parameters
Callout | Name Description
1. General Setup Click on “General Setup” option
Enable or disable the VAP with this option. Once
2. VAP Status disabled, the SSID will not be available in the search
anymore.
3. SSID Enter a unique name for the SSID
By default the SSID mode is set to “Access Point”. This
4. Mode type of SSID is used by the clients to connect with the
respective access point
5. Network Select the network interface from the dropdown list
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Callout | Name Description
Enable/Disable SSID broadcast with this option. Once
6. Hide SSID disabled, the SSID will not be available in the search

anymore. The user can still associate with the SSID if
valid authenticated credentials are provided

Click “Save & Apply” to save the general SSID configuration of thick AP or click “Reset” to configure the same

again.
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10.2.4.2

SSID/Wireless security (2.4 GHz and 5 GHz)

By default the wireless security is set to “No Encryption”, and few of the other options provided to change the
encryption accordingly are as follows:

1.
2.

No Encryption: Any device can connect to the network. Not recommended.

WPA-PSK(Wi-Fi Protected Access): WPA is part of the wireless security standard (802.11i)
standardized by the Wi-Fi Alliance and was intended as an intermediate measure to take the place
of WEP while the 802.11 standard was being prepared. It supports TKIP/AES encryption. The personal
authentication is the pre-shared key (PSK) that is an alphanumeric passphrase shared with the
wireless peer.

WPA2-PSK: WPA2 is the implementation of security standard specified in the final 802.11i standard.
It supports AES encryption and this option uses pre-shared key (PSK) based authentication.
WPA-PSK/WPA2-PSK Mixed mode: Allows both WPA and WPAZ2 clients to connect simultaneously
using PSK authentication.

WPA2-EAP: Allows you to use WPA2 with RADIUS server authentication.

WPA3-Enterprise: Enterprise, governments, and financial institutions have greater security with
WPA3-Enterprise. WPA3-Enterprise also offers an optional mode using 192-bit minimum-strength

security protocols and cryptographic tools to better protect sensitive data.

10.2.42.1 Key based Wireless security Encryption

A basic overview of the screen to configure wireless security parameters of SSID is given below:

1

551D Configuration | - — 2

Figure 38: Basic overview of the screen to configure wireless security parameters of SSID

Follow the steps given below and configure the wireless security parameters of SSID:

Table 28: List of actions to configure the wireless security parameters of SSID

Callout | Name Description

1. Wireless Security Click on “Wireless Security” option

Select the encryption protocol from the dropdown list
(No Encryption/WPA-PSK/WPA2-PSK/ WPA-PSK /WPA2-
PSK_Mixed_Mode/WPA3 Personal/WPA3 Personal Mixed
J/OWE (Opportunistic Wireless Encrypt)). No passphrase
is needed in case of “Open” and “OWE (Opportunistic
Wireless Encrypt)”type network authentication protocol

2. Encryption
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Callout | Name Description

3. Key Enter a unique password for the SSID

Click “Save & Apply” to save the wireless security configuration of SSID or click “Reset” to configure the same
again.
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10.2.4.2.2  RADIUS based Wireless security Encryption

A basic overview of the screen to configure wireless security parameters of SSID is given below:

1 S5ID Configuration | Fio Encrvoios 2
o |
3 AL A r [
4 RAL s slion-Port l
Authant ot [ .. 5
S— : 6
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Figure 39: Basic overview of the screen to configure wireless security parameters of SSID (RADIUS)

Follow the steps given below and configure the wireless security parameters of SSID:

Table 29: List of actions to configure the wireless security parameters of SSID (RADIUS)

Callout | Name Description

1. Wireless Security Click on “Wireless Security” option

Select the encryption protocol from the dropdown list
2. Encryption (WPA2-EAP/WPA3 Enterprise/WPA3 Enterprise
Transition/WPA3 SuiteB)

3 RADIUS Authentication Enter a valid IP address of the RADIUS Authentication
’ Server Server
4 RADIUS Authentication Enter a valid port of the RADIUS Authentication Server
’ Port
5 RADIUS Authentication Enter a valid key for the authentication at RADIUS server
’ Secret
6. RADIUS Accounting Server | Enter a valid IP address of the RADIUS Accounting Server
7. RADIUS Accounting Port Enter a valid port of the RADIUS Accounting Server
8 RADIUS Accounting Secret Enter a valid key for the authentication at RADIUS

accounting server

Click “Save & Apply” to save the wireless security configuration of SSID or click “Reset” to configure the same
again.
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10.2.4.3  SSID/MAC filter (2.4 GHz and 5 GHz)

The user can add multiple MAC addresses with allow and deny policy and the same is mapped with

respective SSID. A basic overview of the screen to configure the MAC filter for SSID configuration is given
below:

1 SSID Configuration ] ‘ = 2

Savm K Aty

Figure 40: Basic overview of the screen to configure the MAC filter for SSID configuration

Follow the steps given below and configure the MAC filter for SSID configuration:

Table 30: List of actions to configure the MAC filter for SSID configuration

Callout | Name Description

1. MAC-Filter Click on “MAC-Filter” option

Click on the dropdown and disable or set the allow/deny

2. MAC address filter policy for the MAC filter

Click on the dropdown and select the MAC address from
the list or click on “Custom” to add the MAC address
manually. Click on the “+” icon to add multiple MAC
addresses

3. MAC List

Click “Save & Apply” to save the MAC filter configuration or click “Reset” to configure the same again.

67
CONFIDENTIAL



Wi-Fi 6 2x2:2 User Manual Rev: AO-00

10.2.4.4 SSID/Advanced settings (2.4 GHz and 5 GHz)

A basic overview of the screen to configure the advanced parameters of SSID configuration is given below:
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Figure 41: Basic overview of the screen to configure the advanced parameters of SSID configuration
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Follow the steps given below and configure the advanced parameters of SSID configuration:

Table 31: List of actions to configure the advanced parameters of SSID configuration

Callout | Name Description
1. Advanced Settings Click on “Advanced Settings” option
Click on the check box and enable or disable the client
2. Client Isolation isolation feature. If the feature is enabled, it prevents
client to client communication
3 802.11 r Fast Transition Enabl_e/D|s_ab.Ie the L2 roaming to allow/restrict client
roaming within the same SSID
4 Mobilitv 1D Allocate a mobility ID from within the range of 0000 to
’ y FFFF. Maximum allowed length of the ID is restricted to 4
5. RTS Status Enable/Disable the RTS
Set the RTS/CTS Threshold value. The supported range
6. RTS Threshold is between 256 to 2346
7. CTS Protection Mode Enable/Disable the CTS
8. DTIM Interval SpeC|fy. the t|m§ to.W?ke up the clients from sleep mode
to receive traffic within the range of 1ms to 255ms
Specify the time interval at which the beacon packets
9. Beacon Interval are to be transmitted within the range of 100ms to
300ms
Enable/Disable the Wi-Fi Multimedia option. It will control
10. Wi-Fi Multimedia the upstream traffic flow from client to AP and
downstream traffic flowing from AP to client device
. - Assign the number of clients to be connected with the
n. Max Client Limit respective SSID within the range of 1 to 64
12. \é\g;: Multimedia Power Enable/Disable the Wi-Fi Multimedia Power Save option
13. VLAN Status Enable/Disable the VLAN. By default VLAN ID will be set
to1
14. VLAN ID Set the VLAN ID within the range of 1 to 4094
. Enable/Disable the option 82. It will add client VLAN ID to
1 Option 82 the option 82 field in case of IPv4
16 Ootion 18 Enable/Disable the option 18. It will add client VLAN ID to
’ P the option 18 field in case of IPv6
. Enable/Disable the rate limit. The rate limit can be set
17. Rate Limit .
based on per VAP or client
18. Upload Limit (Mbps) Set the upload limit if rate limit is enabled
19. Download Limit (Mbps) Set the download limit if rate limit is enabled
20. ATF Enable Enable/Disable the ATF feature
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Callout | Name Description
2. AT Scheduling (S)f:['st?jc?-:-li:;ecgiil;l;rﬁr:;"elther Fair Time Scheduling
22. Air Time % Set the air time between 10 to 100
23. TX STBC Enable/Disable the Tx space time block coding
24. RXSTBC Enable/Disable the Rx space time block coding
25. Number of Spatial Streams | Set the number of spatial streams between 1 to 2
26. NAS ID Allocate a NAS ID. It.is a combination of alphanumeric
characters with maximum of 32 characters

Click “Save & Apply” to save the advanced parameters of SSID configuration or click “Reset” to configure the

same again.
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10.3 Network/EasyMesh configuration of thick AP

A wireless mesh network serves as a network of radio nodes organized in a mesh topology. All APs
participating in mesh topology does not need to have a wired connection for backhaul connectivity and only
one root AP serves that purpose.

Mesh configuration require access points to operate in two operating modes as follows:

1. Controller AP: Controller AP have wired connections, for example, Ethernet backhaul to a wired
network and to cNMS.

2. Agent AP: Repeats wireless signals to extend range without being connected with cable to Access
Point, or with clients.

Mesh configuration allows access points to connect with each other in mesh topology. An access point
(Controller AP) is connected to the wired network with the use of wireless connections over the 802.11 radio
backhaul and other agent access points act as repeaters in mesh topology. In case of a mesh node failure,
the surrounding nodes automatically re-connect and resume service without downtime. Nodes identify the
best next hop and connect with it automatically.

A basic overview of the mesh configuration screen for thick AP is given below:

Easy Mesh Configuration

3
4
EXEE
9
Figure 42: Basic overview of the mesh configuration screen for thick AP
Follow the steps given below to view the mesh configuration of thick AP:
Table 32: List of actions to view the mesh configuration of thick AP
Callout | Name Description
1. Network Click on “Network” dropdown
2. Easy Mesh Configuration Click on “Mesh Configuration” option
3 Mesh Mode Enab.le or disable 'Fhe EasyMesh mode. If enabled,
provide the following parameters
4. AP Mode Select the contributing mode of the acce§s point in the
EasyMesh topology from the drop down list (Controller
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Callout

Name

Description

AP/Agent AP). If the AP mode is set to “Controller AP”,
make sure that the AP is connected to the wired
network. Agent AP automatically connects to the
controller AP if they are of the same vendor

WPS

Click on this option to connect with an AP which belong
to any other vendor. Make sure the “WPS” option is also
enabled in the vendor AP and the AP supports EasyMesh
configuration. This action lasts for only few seconds.
Click on the “WPS” option again if the connection has not
established within few seconds.

Click “Save & Apply” to save the advanced parameters of SSID configuration or click “Reset” to configure the

same again.
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10.4 DHCP server configuration of thick AP

The AP itself can act as a DHCP service provider for the connected clients and configuration for the same is
executed from this screen. A basic overview of the screen to enable thick AP as DHCP server (IPv4) is given

below:
prE)
DHCP Configuration
3
4
v he 6
8
10
i e 11
Figure 43: Basic overview of the screen to enable thick AP as DHCP server (IPv4)
Follow the steps given below to enable thick AP as DHCP server (IPv4):
Table 33: List of actions to enable thick AP as DHCP server (IPv4)
Callout | Name Description
1. Network Click on “Network” dropdown
2. DHCP Server Configuration | Click on “DHCP Server Configuration” option
3 DHCP Server Enablg the thick AP as DHCP server and enter the
following parameters
4 Protocol Selection Set the protocol to IPv4 and provide the following
parameters
5. IPv4 Address Enter the address in IPv4 format for the DHCP server
6. IPv4 Netmask Select the netmask from the dropdown list
7. IPv4 Gateway Enter the address in IPv4 format for the DHCP gateway
8 Use Custom DNS Servers Enter the. IP address for DNS server. Click on add icon
and multiple DNS servers
Enter a start IP address. The DHCP server assigns the
9. Start IP Address new IP addresses to the clients from the defined start IP
address
Enter an end IP address. The DHCP server assigns the IP
10. End [P Address addresses to the clients till the defined end IP address
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Callout | Name Description

Enter a value to set a limit on the lease time. New
addresses will be assigned to the associated clients
once the previous lease has expired as per the specified
lease time

11. Lease Time

Click “Save & Apply” to enable thick AP as DHCP server or click “Reset” to configure the same again.

A basic overview of the screen to enable thick AP as DHCP server (IPv6) is given below:

==
DHCP Configuration
I I[:'u-! 3
fe=rmws, 6
N ET 8
| 10
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Figure 44: Basic overview of the screen to enable thick AP as DHCP server (IPv6)
Follow the steps given below to enable thick AP as DHCP server (IPv6):
Table 34: List of actions to enable thick AP as DHCP server (IPv6)
Callout | Name Description
1. Network Click on “Network” dropdown
2. DHCP Server Configuration | Click on “DHCP Server Configuration” option
3 DHCP Server Enablg the thick AP as DHCP server and enter the
following parameters
4 Protocol Selection Set the protocol to IPv6 and provide the following
parameters
Select the mode from the dropdown list
> DHCPvE Mode (Stateless/Stateless+Stateful/Stateful)
6. IPv6 Address Enter the address in IPv6 format for the DHCP server
Specify the prefix length for IPv6 address. Specifies the
7. IPv6 Prefix Length number of bits that belong to network part. The prefix-
length specifies a range of devices
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Callout

Name

Description

e.g. IPv6 prefix length = 64 means range of IP addresses
between 2001:0DB8:ABCD:0012:0000:0000:0000:0000
and 2001:0DB8:ABCD:0012:FFFF:FFFF:FFFF:FFFF.

IPv6 Gateway

Enter the “IPv6 gateway”. Gateway address is given to
reach other network device e.9.2001:11::1

Use Custom DNS Servers

Enter the IP address for DNS server. Click on add icon
and multiple DNS servers

10.

Lease Time

Enter a value to set a limit on the lease time. New
addresses will be assigned to the associated clients
once the previous lease has expired as per the specified
lease time

Click “Save & Apply” to enable thick AP as DHCP server or click “Reset” to configure the same again.
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10.5 Static Routes

User can configure static routes and redirect packets to the destination network. A static route is a pre-
determined pathway that a packet must travel to reach a specific host or network.

A basic overview of the static route configuration screen for thick AP is given below:

4 = 6 % 8 )

Routes

Roules speciy aver which interfac: | and gateway 2 certain host or net| ark can be reached
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Static IPv4 Routes
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Figure 45: Basic overview of the static route configuration screen for thick AP
Follow the steps given below for static route configuration of thick AP:
Table 35: List of actions for static route configuration of thick AP
Callout | Name Description
1. Network Click on “Network” dropdown
2. Static Routes Click on “Static Routes” option
Static IPv4 Routes
Click on “Add” option to add a new static route in IPv4
3. Add
format
Select the physical network interface through which this
4. Interface . ) .
route is accessible from the dropdown list
5 Target Enter the IP address of the destination host or network in
’ 9 IPv4 format to which the route leads
Enter the IPv4 netmask for the destination host or
6. IPv4-Netmask network. By default subnet mask is set to
255.255.255.255
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Callout

Name

Description

IPv4-Gateway

Enter the IP address of the gateway in IPv4 format
through which the destination host or network can be
reached. If the current AP is being used to connect
network with the Internet, then your gateway IP is the
AP's IP address. If you have another router handling your
network's Internet connection, enter the IP address of
that router instead

Metric

Enter a value that defines the priority of the route. If
multiple routes to the same destination exist, the route
with the lowest metric is chosen

MTU

Enter the MTU size, by default it is set to 1500.

Click “Save & Apply” to save the static IPv4 route configuration or click “Reset” to configure the same again.

Static IPv6 Routes

10.

Add

Click on “Add” option to add a new static route in IPv6
format

1.

Interface

Select the physical network interface through which this
route is accessible from the dropdown list

12.

Target

Enter the IP address of the destination host or network in
IPv6 format to which the route leads

13.

IPv6-Gateway

Enter the IP address of the gateway in IPv6 format
through which the destination host or network can be
reached. If the current AP is being used to connect
network with the Internet, then your gateway IP is the
AP's IP address. If you have another router handling your
network's Internet connection, enter the IP address of
that router instead

14.

Metric

Enter a value that defines the priority of the route. If
multiple routes to the same destination exist, the route
with the lowest metric is chosen

15.

MTU

Enter the MTU size, by default it is set to 1500.

Click “Save & Apply” to save the static IPv6 route configuration or click “Reset” to configure the same again.
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11 Wi-Fi Schedule

This screen is provided with options to create, edit, or delete a Wi-Fi schedule. A basic overview of the
screen is given below:

Wi-Fi Schedule
3
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Schedule events
i 1
= = 4
JEER S Wy
Figure 46: Basic overview of the Wi-Fi schedule screen
Follow the steps given below to view Wi-Fi schedule screen:
Table 36: List of actions to view Wi-Fi schedule screen
Callout | Name Description
1. Wi-Fi Schedule Click on “Wi-Fi Schedule” dropdown
2. Schedule Click on “Schedule” option
3. Status Displays the current Wi-Fi status as Enabled or Disabled
Enter a unique name and click on “Add” option to create a new
4. Add Schedule schedule event. Configure the schedule event as discussed in
the section below
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A basic overview of the schedule parameters are given below:

Schadule events
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Figure 47: Basic overview of the Wi-Fi schedule screen
Follow the steps given below to create, edit, or delete a Wi-Fi schedule:
Table 37: List of actions to create, edit, or delete a Wi-Fi schedule
Callout | Name Description
Click on the check box to enable the newly created schedule
1. Enable event event. If kept deselected the event will not be listed in the
scheduled jobs
2. Event days Select the days for the event
3 Stoo Wi-Fi Assign the time from the dropdown list to stop the Wi-Fi. The
’ P stop Wi-Fi time must be after the start Wi-Fi
4. Start Wi-Fi Assign the time from the dropdown list to start the Wi-Fi
5 Add Schedule Enter a unique name and click on “Add” option to create an
another new schedule event
6. Delete Event Click on.the Delete. option of the respective schedule to
remove it from the list
Click “Save & Apply” to save the Wi-Fi schedule or click “Reset” to configure the same again. All enabled
events are listed in the Scheduled Jobs screen.
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12 View Schedule Job

All Wi-Fi schedules are listed in this screen. A basic overview of the schedule job screen is given below:

Schedule Jobs |

a0

N 0 L Ay, Tismantiny VeSansil g Frdy

Figure 48: Basic overview of the view schedule job screen

Follow the steps given below to view schedule job screen:

Table 38: List of actions to view schedule job screen

Callout | Name Description
1. Wi-Fi Schedule Click on “Wi-Fi Schedule” dropdown
2. View Schedule Job Click on “View Schedule Job” option
3. Schedule Jobs Displays all the enabled Wi-Fi schedules in a listed form
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13 Statistics
13.1 Real-time Graphs/Load

The real time load graph shows the CPU load of last 3 min and the graph is refreshed at every 3 sec interval.
In addition to the displayed graph the user can find the average and the peak CPU load values of the
respective AP. A basic overview of the Real-time load graphs screen is given below:
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Figure 49: Basic overview of the Real-time graphs/ load
Follow the steps given below to view the real-time load graphs of the AP:
Table 39: List of actions to view real-time load graphs
Callout | Name Description
1. Statistics Click on “Statistics” dropdown
2. Real-time graphs Click on “Real-time graphs” option
3. Real-time Load Click on the load option to view the load statistics
4. 1 Minute Load Displays the color coded load in last 1 minute
5. 5 Minute Load Displays the color coded load in last 5 minute
6. 15 Minute Load Displays the color coded load in last 15 minute
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13.2 Real-time Graphs/Traffic

The real time load/traffic graph shows the CPU load of last 3 min and the graph is refreshed at every 3 sec
interval. In addition to the displayed graph the user can find the inbound and outbound traffic of the
associated SSIDs, bridge interface, and Ethernet interfaces along with average and the peak traffic values. A
basic overview of the Real-time graphs traffic screen is given below:
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Figure 50: Basic overview of the Real-time graphs/ traffic
Follow the steps given below to view the real-time traffic graphs of the AP:
Table 40: List of actions to view real-time traffic graphs
Callout | Name Description
1. Statistics Click on “Statistics” dropdown
2. Real-time graphs Click on “Real-time graphs” option
3. Real-time Traffic Click on the traffic option to view the traffic statistics
Select any of the interface to check the inbound and outbound
4 Real-time Traffic traffic across it. The graphs are available to show the traffic
’ across SSIDs, Bridge Interface, and Ethernet Interface (eth-0
and eth-1)
Displays the inbound traffic at the selected interface in color
5. Inbound
coded format
6 Outbound Displays the outbound traffic at the selected interface in color
coded format
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14 Diagnostics

Following are the diagnostic features provided in thick AP GUI.

14.1 Routes

This screen is provided to view the active routes on the system. A basic overview of the screen to view the
active routes is given below:

Routes
ARP ‘
o 1T 3
Active |Pv4-Routes ‘
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- = 5
Figure 51: Basic overview of the screen to view the active routes
Follow the steps given below to view the active routes on the system:
Table 41: List of actions to view the active routes on the system
Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. Routes Click on “Routes” option
Displays the MAC addresses of all reachable IPs. The Address
Resolution Protocol (ARP) is a communication protocol used for
3. ARP discovering the link layer address, such as a MAC address
associated with a given internet layer address, typically an IPv4
address.
4. Active IPv4 Routes Displays all the IPv4 routes which are active at present
5. Active IPv6 Routes Displays all the IPv6 routes which are active at present
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14.2 System Log

This screen is provided to view the AP logs if the user faces any issue or wants to view the back-end logs.
Only new logs are shown in this screen. However, old logs are stored in the database but will not be shown in

this screen.

A basic overview of the System Log screen is given below:

System Log

Figure 52: Basic overview of the System Log screen

Follow the steps given below to view the system log of AP:

Table 42: List of actions to view the system log

Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. System Log Click on “System Log” option.
3 Logs Logs rel.eve!nt to the AP application software are displayed here
for monitoring purpose
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14.3 Kernel Log

Boot logs, driver logs, Wi-Fi and firmware related logs are listed in this screen. Kernel log will be accumulated
from boot up time till shut down time of the respective AP.

A basic overview of the Kernel Log screen is given below:

Kernel Log

Figure 53: Basic overview of the Kernel Log screen

Follow the steps given below to view the Kernel log of the AP:

Table 43: List of actions to view the kernel log

Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. Kernel Log Click on “Kernel Log” option
Boot logs, driver logs, Wi-Fi and firmware related logs are
3. Logs . -
displayed here for monitoring purpose
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14.5 Diagnostic Tools
As part of diagnostics, the user can perform the following activities:

1. The user can check if the link connection is established or not with “Ping” option
2. The user can trace the route of the established link with “Traceroute” option

1451 Check the network connection/status

This utility is used to test connectivity between the respective AP and another device on the network. A basic
overview of the Diagnostic Tools screen to check the connection status is given below:

Diagnostics
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Figure 54: Basic overview of the diagnostics tool screen to check the connection status
Follow the steps given below to check the connection status:
Table 44: List of actions to check the connection status
Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. Tools Click on “Tools” option
3. Address type Select the IP address type from the dropdown list (IPv4, IPv6)
Enter the IP address of the device with which the user wants to
4. IP Address .
check the connection status
5 Pin Click on “Ping” option to check the connection status. It will
’ 9 check the network connection/status with entered IP address
Check the response on the feedback window to know the
6. Feedback window connection status. The status is shown in terms of transmitted
packets and received packets with packet data loss
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14.5.2 Check the route of the established network connection

This utility will display all the routers present between the destination IP address and this AP. Up to 30 “hops”
(intermediate routers) between the AP and the destination can be monitored.

A basic overview of the Diagnostic Tools screen to check the route of established connection is given below:
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Figure 55: Basic overview of the diagnostics tool screen to check the route of established connection
Follow the steps given below to check the route of established connection:

Table 45: List of actions to check the route of established connection

Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. Tools Click on “Tools” option

Enter the IP address or the domain name of the destination with

3. IP Address . .
which the user wants to check the connection route

Click on “Traceroute” option to check the connection route. It
4. Traceroute traces the network path/route to the entered IP address or
domain name

Check the response on the feedback window to know the

5. Feedback window .
connection route.
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14.6 Associated Stations

The list of connected clients along with the relevant information in respective information columns is
populated in this screen. A basic overview of the screen to show connected clients is given below:

Figure 56: Basic overview of the screen to show connected clients

Follow the steps given below to view connected clients:

Table 46: List of actions to view connected clients

Callout | Name Description
1. Diagnostics Click on “Diagnostics” dropdown
2. Associated Stations | Click on “Associated Stations” option

Displays all connected clients a listed form. Refer the above
3. Client List image for more information on relevant information with respect
to connected clients
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15 Logout

Click on the logout option to terminate the user session.
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16 Installation Setup

10 Indoor AP can be mounted onto the wall or ceiling, whereas the outdoor AP can be wall-mounted or pole
mounted. Perform the steps discussed in below sections for the appropriate installation of indoor and outdoor
APs:

16.1 Mounting of Dual Band 2x2:2 Indoor Access Point (Wall and Ceiling)

1. Refer the image below for attaching parts required for wall/ceiling mounting of AP:

Attaching screws Foundation Bolts

o, o i e

p— L e = PR I -'—'———,-\_J_
: e

2x2 Indoor AP Attaching Bracket Wall

Figure 57: Attaching parts for wall/celling mounting of indoor AP

2. Place the attaching bracket on to the wall or ceiling and mark the holes to drill. Drill holes of
appropriate size.
3. Insert the foundation bolts in the drilled holes of wall/ceiling.
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Figure 58: Attaching bracket on to the wall or ceiling for indoor AP

Note: Make sure that the attaching bracket is tightly installed before mounting the access point on the wall or
ceiling.
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5. Refer the image below for wall mounted attaching bracket:

Wall/Ceiling Mounted Attaching Bracket

Mounting slots for 2x2 Indoor AP

Figure 59: Wall/ceiling mounted attaching bracket

6. Align the mounting slots of indoor AP and attaching bracket as shown below:

Slide the AP in mounting slots
of mounting bracket

Mounting

I
1
I
1
|
1
|
]
| slots
I
I
<

~ " Ceiling/Wall

Figure 60: Alignment of mounting bracket with indoor AP
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7. Refer the image below for backside view of wall/ceiling mounted AP:

Align the AP
with the -
mounting slots

WAL 1

Back side view of the
mounted AP and bracket

“Slide the AP
down and
fix it in position

Figure 61: Backside view of attaching bracket with indoor AP

8. The wall or ceiling mounted AP is shown below:

Figure 62: Wall/ceiling mounted indoor AP

9. Slightly push and slide the access point out from the mounting slots of attaching bracket to unmount
the AP.
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16.2 Mounting of Dual Band 2x2:2 Outdoor Access Point (Pole and Wall)

2x2 outdoor AP has four holes on its back side for the attachment of mounting bracket, as shown in “Figure 8:
Back view of the outdoor AP” of this document. The mounting bracket is designed in such a way that the AP
can be mounted on the wall as well as on the pole with the help of its attaching parts. It provides the freedom

of movement to the AP even after the mounting.

The mounting bracket is fixed onto the mounting holes of 2x2 outdoor AP as shown in the figure

1.
below:
? I ? Attaching
! | ? I screws
L
<@l '
Mounting YAl :
bracket ! | !
|
S
U__. I I
I ]
| X

Figure 63: Mounting bracket attachment with the 2x2 outdoor AP
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2. Final alignment of the mounting bracket with 2x2 outdoor AP is as shown below:
Figure 64: Mounting bracket alignment with the 2x2 outdoor AP
The mounting instructions of 2x2 outdoor AP is detailed in further sections below.
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16.2.1  2x2 outdoor AP mounting to the Pole

Follow the steps given below and mount the device onto the pole:

1. Align the bracket mounted AP with pole holder and U-bolt as shown below:

2x2 Qutdoor AP

Pole
) A
= /&
f/’
U- Bolt | ] } Attaching
nuts

Pole holder

Attaching nuts

Figure 65: Overview of the 2x2 outdoor AP with pole and mounting bracket attaching parts

2. Pass the U-bolt through the cuts of pole holder and mounting bracket. Tighten it in place with
attaching nuts.
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Freedom of rotation
along vertical axis 2x2 Outdoor AP

Freedom of rotation

along horizontal axis

Figure 66: Final alignment of 2x2 outdoor AP and mounting bracket

3. As shown above, the 2x2 outdoor AP has the freedom of movement along the vertical and horizontal
axis.
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4. The final alignment of 2x2 outdoor AP in a pole mounting is shown in the figure below:

ul

!

“

Figure 67: Basic overview of pole mounted 2x2 outdoor AP
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16.2.2  2x2 outdoor AP mounting to the Wall

To mount the device onto the wall, foundation bolts and attaching bolts are needed along with the wall mounting
bracket. Refer the image given below:

Wall

Wall
mounting bracket

Foundation

Attaching Bolts

Bolts

Figure 68: Items needed for wall mounting of the device

Follow the steps given below and mount the device onto the wall:

1. Take the reference from the printed sheet provided along with the wall mounting bracket and mark
the position of the holes on the wall.

Use the drill machine to drill 2 holes with a 6mm drill tool on respective marked positions.

Push the foundation bolts into the holes with a hammer.

Align the drilled holes with the holes of wall mounting bracket.

Insert the attaching bolts through the holes of mounting bracket into the wall.

Wall mounting bracket is fixed to the wall.

N o o orw N

Mount the device on to the wall mounting bracket as discussed in pole mounting process.
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Figure 69: Basic overview of wall mounted 2x2 outdoor AP
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16.3 Grounding of AP

The AP should be properly grounded upon installment. The 10’s 2x2 outdoor AP has a grounding position at
the back side of the device as shown below:

Figure 70: Grounding point of 2x2 outdoor AP

A grounding strap can be made from the ring lug terminal of M4 size and a medium length copper wire of
suggested gauge AWG-6 (4.1 mm).

Insert the grounding wire and flush it till the end of the terminal. Use the crimp tool and reshape or compress
the terminal. Use an M4x10 machine screw and attach the crimped lug with AP.
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17 Use Cases

A. Indoor Access Point

Wireless = Wired = 24GHz L GHz - '__' 3 — Indoor AP

Figure 71: Use Case Diagram of Indoor AP

B. Outdoor Access Point

POE Switch

Wireless
LAN Controller

Tri-Radio AP —

=
-
Username
I

(«24GHz (ft 5GHz

Figure 72: Use Case Diagram of Outdoor AP
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