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1. System Overview

1.1. System Introduction

H432AH-A System is a 903.5~926.5MHz Wi-Fi HaLow AP(referred to as ‘HaLow AP’) which supports
Wi-Fi network’s standard known as 802.11ah. This technology operates at Sub-1 GHz spectrum
(Especially 903.5~926.5MHz in US), and offers long range communication more than the legacy Wi-Fi
operating at 2.4 GHz. Wi-Fi HaLow’s main characteristics and advantages are as follows:

® Low Power Consumption: It is designed to consume Low Power, so it is the best for loT devices

such as sensors that must be operated for a long time.

® \Wide Area and Long Reach: Wi-Fi HaLow can reach 1.5Km comparing to 10 times of the leegacy
Wi-Fi Technology. As Low frequency radio signal used in Wi-Fi HaLow passes walls and obstacles
more than High frequency radio signal, it is ideal for loT applications connecting long distance,

insides of building and rural area.

® High Connection Density: Wi-Fi HaLow can support 1,024 devices on network. It offers high

connect density which is advantageous to loT applications with multiple connected devices.

® Private Network Extension: The built-in NAPT feature allows personal Wi-Fi HaLow 900MHz
wireless network devices to expand and communicate with devices connected to personal 2.4GHz

networks, or to route to external authorized networks.
® Security and Reliability: Like other Wi-Fi standards, Wi-Fi HaLow supports the latest and most

powerful Wi-Fi security feature, the WPA2/WPAS3 protocol, to protect devices connected to the

network. It also provides reliable data transfer in environments with a lot of interference.
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1.2. Network Diagram

Internet

EMS Server

' Smart phone
HalLow AP

© wrzien

€© virzck

VE-Fi
Hal.ow 903.5~926 5MHz -

d

Halow Serial
Converter el
V-Fi
| Halow 903.5~926.5MHz
_ 9
HalLow Ethernet
sLegend Converter Camets
Wired{Ethemet or Serial Cablel Connection
------ Vi-Fi 2. 4GHe
------ Vii-Fi Halow 903.5~926.5MHz
Number Description
1 Connect to Internet network.
2 Connect to the EMS Server.
3 You can connect Smartphone which uses 2.4GHz.
4 Connect HaLow AP and Station with 900MHz.
5 Connect HaLow Station and loT device with serial communication cable.
6 Connect HaLow AP and Station with 900MHz.
7 Connect HalLow Station and Network device with Ethernet cable.
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1.3. Contents check before installation.
1.3.1. Main Product Body

Device Model Name Quantity
HalLow AP H432AH-A 1
1.3.2. Accessories
Name Specification Quantity
Power Supply Adapter DC5V/2A 1
User Guide Quick Install Manual 1
LAN cable CAT.5e RJ-45 Cable 1
5/ 59 c
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1.4. Parts and Functions

1.4.1. Top Front

o ©
No. LED Function Remarks
1 SYS It means system on.
2 2.4GHz It blinks when transmitting data using 2.4GHz.
3 HalLow It means HalLow on.
(903.5~926.5MHz) | It blinks when transmitting data using HaLow.
It means wired connection with computer or device.
4 LAN If LAN cable is connected, it lights on and blinks
when
transmitting data.
LED that indicates a wired connection to the Internet
or L2/L3 switch.
S WAN It turns on when the LAN cable is connected, and
blinks when data is being transmitted.
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1.4.2. Rear I/O Port

o © L2 ] o o
No. Name Function Remarks
1 Antenna 2.4GHz Antenna for 802.11n
2 DC5V/2A Supply power with adapter
Connect internet or L2/L3 switch.
3 WAN(PoE) Supply power with PoE injector or PoE switch.
4 LAN Connect computer or ethernet device.
5 Antenna 900MHz Antenna for 802.11ah

1.4.3. Side I/O Button

No. Name Function Remarks
Reboot if pressed within 5 seconds.
1 Reset If pressed for more than 5 seconds, it will be factory
reset.

AP(WDS) Mode: Press less than 3 seconds.
Client(WDS) Mode: Press for more than 3 seconds.
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2. HaLow AP’s installation and settings

Use the following steps to install 11ah APs and 11ah Stations and set up software for
communication between terminals.

2.1. HaLow AP’s hardware Installation

Install equipment for communication of station equipment with 11ah AP of H432AH-A model.

2.1.1. Power supply to HaLow AP

X Warning

1. By design, this system prioritizes power supply through a power supply adapter. Therefore,

when PoE and a power supply adapter are used at the same time, the power supply adapter

is selected first.

2. If you disconnect the DC power jack of a product that is operating with the power supply

adapter connected, the system goes down and then the system reboots via PoE.

3. It is recommended that only one power source be used for stable system power supply.

® Power supply by power adaptor
® Connect the power supply adapter included in the product accessory to the power terminal
of the HaLow AP.

L] g -
No. Description
1 Connect the jack of the power supply adapter to the power terminal of
the HalLow AP.
2 Connect the power supply adapter to the outlet.
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®  Power supply by PoE

Connect the UTP cable to a PoE port, such as a PoE injector or PoE switch, to the WAN port on
the HaLow AP.

POE LAN

No. Description
Connect the UTP cable to the WAN (PoE) port of the HaLow AP.
2 Connect the UTP cable to a PoE port, such as a PoE injector or PoE switch.
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2.1.2. Connection HaLow AP to HaLow Serial Converter

This is the configuration diagram of the connection between HaLow AP and HalLow Serial
Converter and loT equipment.

® Network Connection Diagram

Internet
HalLow AP
I
|
|
|
|
K
|
: Wi-Fi
: HalLow 903.5~926.5MHz -
s Legend Halow Serial loT

Converter
— 'WWired (Ethernet or Serial Cable} Connection

______ Vii-Fi HaLow 903.5~926.5MHz

B Network connection of HaLow communication equipment

No. Description

1 Connect to the top Internet network.

Connect the HaLow AP and HalLow Serial Converter.

Connect various loT devices that support serial communication.
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2.1.3. Connecting HaLow AP to HaLow Ethernet Converter

This is the connection diagram between the HaLow AP and the HaLow Ethernet converter and
Ethernet equipment.

® Network Connection Diagram

Internet
HaLow AP
|
I
|
|
L2 ]
| VE-Fi
| Halow 903.5~926.5MHz
e
s Legend HalLow Ethernet CCTV
Converter
——— Wired {Ethernet or Serial Cablel Conmection
_______ Wi-Fi HaLow 903.5~926.5MHz
B Network connection of HaLow devices
No. Description
1 Connect to the Internet network.
2 Connect the HaLow AP to the HaLow Ethernet converter

Connect a variety of network equipment that supports Ethernet

communication.
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2.2. HaLow AP’s Software Configuration

2.2.1. Configuration by AP’s WEB Interface
1  Connect to the AP's Web Server.
1.1 Input ‘http://192.168.1.1’(1) on the address bar.

¥ (=) OpenWrt - LuCl X +

— > C (9| http://192.168.1.1/ | @

1.2 Click on the ‘Login’(1).

1.2.1 Username: root
1.2.2 Password: blank

Authorization Required

Usemame | ool

Password
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2 Set Wi-Fi settings for wired and WiFi 2.4GHz/900MHz bands for various AP operations.
2.1 Network connection status

. This is the first screen displayed when you start the web browser and complete.

L Qpanitr - Lucl LA - ] E |

| + O AT2EW  18216E11 egi-bin/lucy B & O

No password set!
There i ni passevord e on thes outer Pleass configere 3 ool passsond In profect the weh mteriace.
G e passwird configuraton

|
Status
System
Hostrama: Dipemilird
Wl 11 Facho 11ah Fouter |
Fechatechre MieciaTok MTTE21 ver:1 poocd
Target Platiorm o TET
Feirirseaiis Yeron Dperibird 100004 pD-SedibedeS /L) opemart-23.05 brench gi-21 25 S3605-tofd8ch
Keme Yersom LRERE
Locsl Temo POT4-06-20 115051
Lipserne Sh bk X
Load Average 0.0, 003, LoD
| Memory
ol Frailisble A2 MR 117 T M (5%
llsed 61,30 MR/ 11779 M (S7%)
[t 677 WRE 7 397.70 668 (15
’ mrmm————
Storage
Disk gpace 50,00 Kifl £ 6.4 M2 (5%)
k-3
Temp space 100,00 KB/ 53 B MR jors)
| Port status
|
fan
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2.2  Set administrator password.
. This is the first screen displayed when you start the web browser and complete user
authentication.
2.2.1 Access: Click ‘Administration’ (2) in the ‘System’ (1) menu.

b OpenWrt - LuCl ® +

192.168.1.1 fegi-bin/flucy/admin/system/fadmin

v Logon

Administraton
There is no password set on this router.

Router Password  55H Access S8H

Router Password

Changes the adminstrator password for

2.2.2 Modify password: Enter a new password in Password (1), enter the same password in
Confirmation (2), and click the ‘Save’ (3) button.

Rouser Mymomr Ao THeyn  HTTPE Aoes

Router Password

Thumwges Him schrantialer parooestd byt ey e devis

| Tl [T : | o

W Mioamid ikl Stomg

o EX

No. Name Description Option values
Password New Password
1 Confirmation New Password confirm
2 Save Save your settings.
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2.3  Wired LAN network setting

. Set the operating environment of the Wired LAN. This setting sets the internal IP address,
subnet mask, DHCP server range, DHCP server lease time, and so on.

2.3.1 Acesss: Click ‘Network(1) — Interfaces(2) on web page.

" OpenWrt - LuC x +

Hl RAD!O Status - System

2.3.2 In‘Interfaces’ (1), click the Edit (3) button for ‘lan’ (2).

sfaces  Dewices | Global network options:

Interfaces | @)
Protocod: Static address

Dipbime: Oh 33m 183
lan BOAC: 20-CO60-CA-00-1E

aE () R 05 ME {214 Piis) PResstart Sop [hedele '
brtan TX: 233 MB (4371 Piis)

IPwd; 1921681104

B IPve: fdofGat 42201160
e MAC 200080 CAD
. (L
™ Restart Sop
— RX:0B {0 Pz m
TX:08 [0 M)
i G 20000 A0
. v Restart 3 Dtz |
;m RX:0B {0 Pts.) & m aza ],
TX:08 0Pz
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2.3.3 General Settings: Set the default values for the following settings.

Interfaces = lan

General Setings  Advemced Seffings  Frewall Setings  DHCP Sarver

Status 22 Dewice: br-lan
Uptame: 06 38m 435
MAC: 20-C0-6D-CAD01E
RX:1.23 M (0278 Pits.) (1]
TX-3.19 MB (5520 Pkis )
Pz 19216810724
1Pve: b ABaT 422 1/60
Protocol  Static address (2]
Dewce &% brlan (3]
Bnng up onbood W o
Puladdress 18216811 e
Pod mctmach 2552552550 e
P4 gabeweay (7]
Pvd broadcast | 162 1681 255
o
-
No. Name Description Option values
1 Status LAN status
DHCP client, DHCPvV6 client,
2 Protocol Protocol Unmanaged, PPP, PPPOE,
Static address
Default: Static address
3 Device terminal interface Default: br-lan
4 Bring up on boot Bring up at boot Default: check
5 IPv4 address IPv4 address Default: 192.168.1.1
6 IPv4 netmask IPv4 Subnet mask Default: 255.255.255.0
7 IPv4 AP IPv4 Gateway Default: None
8 IPv4 broadcast IPv4 broadcast Default: 192.168.1.255
9 Save Save your settings.

16 / 59

©



HaLow AP User Manual m RADIO

2.3.4 DHCP Server: Set DHCP server address range, lease time, etc.

Interfaces » lan

General Seftings ~ Advanced Settings  Faewall Seftings  DHCP Server

General Setup  Advanced Setings [Pvi Setings  IPw RA Setfings

(] @

) Desabla DHCP for this interface

Starl 100 9
@ Lowest beased address as offset from the notwork address.
Limt 150 e
@ Maximum number of lsised addrsses
Leasa hims 12h o

(4] Expary time of leased addresses, minimum s 2 mintes { 2m )

Dismiss |
No. Name Description Option values

1 Ignore interface Ignore Interface Default: no check

2 Start Start DHCP server lease address Default: 100

3 Limit End DHCP server lease address Default: 150

4 Lease time Lease time (minimum: 2minutes) Default: 12h

5 Save Save your settings.
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2.4  Wired WAN Network Setting

. Set the operating environment of the wired WAN. This setting checks the Internet
connection status, sets the Internet connection method, and DNS address settings.

2.4.1 Connection: Click ‘Interfaces’ (2) in the ‘Network’ (1) menu.

o OpenWit - LuCl X | =
192.1 %t.'l_."'{gi-blr-;:ll.l cifadmin/statusfoverview

bl i

Status
System

Hostname

Model

2.4.2 In‘Interfaces’(1), click the Edit(3) button for ‘wan’(2).

rieriace Dintes  Global metwork opbons

fiiooces] @

Protecod: Static addess
Db (b X3 1
fan MAG: 200060 CA-00:E
22 I @) R 1.0 ME (5214 Py ) Restat | Sep m Delete |
e -tz TX:.2.33 M8 (4311 Pids )

WPwd 152 168 0.124
Pt b fea T 42201160

— Protecod: [HCP chent a
AL BB CAD- 1F - : =
= a RE:0B joPiss) cxcncs = :
- a0 i Pt )
Profocol BHCPYE dieni
— AL 20 C0GDCAD0F Rackart " m _———
= RX-0 840 Pt | - = —
TX:0 8 i Phis. )
LS W ir
Save & Apply | ' i
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2.4.3 General Settings: Set the basic option values for the setting items below.

Interfaces » wan

Gerszrdd Setings

Advanced Setings  Firewall Sefings ~ DHCP Server

Stahs 2 Dewice: wan
MAC: 20: 0060 CADO-NF o
RX: 0B o Pats)
TX: 0B {0 Pits)
Prolocd  DHCP chent 10
Denace 1= wan ] | e

Bringuponbool v

Hoestrame bn Send wihen requesting Send the hostrame of this dewce - °
DHCP
e [l
No. Name Description Option values

1 Status WAN Status information -
DHCP client, DHCPv6
client, Unmanaged,

2 Protocol Protocol PPP, PPPOE, Static
address
Default Values: DHCP
client

3 Device Device interface -

4 Bring up on boot Bring up on boot Default: Checked

5 Hostname to send when | Hostname to send when Default: Send

requesting DHCP requesting DHCP )
6 Save Save your settings.
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25

2.4GHz Wireless network

Set 2.4GHz wireless operating environment settings. This setting sets the SSID,
frequency bandwidth, frequency channel, and encryption method to allow access to

2.4GHz Wi-Fi communication terminals.

2.5.1 Access: Click ‘Wireless’ (2) in the ‘Network’ (1) menu.

b W Openwrt - LuCl X +

1921 63.“6‘{ gi-bi n/haci/

Status -

System ~ Network - Logout

There is no password sot on this router. Please

Status
Syslem

2.5.2 Interface modification: In the ‘Wireless Overview’ (1) menu, click the Edit (3) button on
the ‘radio0’ (2) interface.

[ ] @

e ek MTTSO0E 802 1 Thgdn
saa o
0 Eeac Chanmel: | (2412 G} | Bitrates T Mbit's s m
3 SR (periiict | Miode: Masie " E _—
s RS 301 (060 065 | Ecrppbion: Hors =T it I [ P—

©
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2.5.3 Set basic option values in General Setup of the Device Configuration menu.

Wireless Network: Master "OpeniWrt” (phy0-ap0)

Device Configuration
General Setup  Advanced Settngs
Stalus Mode: Master | S5 Openiiirt
- ditm BSSID: 20-C0-60-CA-00: 20
Encryplion: Ko
Channed: 1 (2412 GH) o
Tx-Power: 20 dBm
Signal 0 6Bm | Modse: 0 8m
Bitrade: 0.0 Mb's | Country; 00
Wireloss network = enablied Disable | .
Mods [ichannal hlth
Cperang frequency N wil 1412 ~ | 20MHz «

(6 ] | Aliow legacy B02.11h rates

@ Legacy or badly behavng devices may require legacy 80211 rates to mberoperate. Airtime
efficiency may be sgrficantly reduced where these are used, It is recommended to nolt allow
802,11 rabes where possble

Manrmum branemat power dhirvier distault w . Current power: 20 dBm °
& Cpecihes e masmem rarsmat power the vareless radio may wse. Depending on regulatary
requirements and wirsbass sage, the actual transmit power may be reduced by the driver
No. Name Description Option values
1 Status _2.4GHz Wi-Fi Status )
information
> Wireless network is 2.4GHz Wi-Fi SSID Disable, Enable
enabled enable or disable Default Values: Enable
- Legacy, N
3 Mode Wi-Fi Mode Default Values: N
. Auto, 1~13
4 Channel Display Channels Default Values: Auto
. . . 20MHz, 40MHz
5 Width Display width Default Values: 20MHz
Allow legacy 802.11b Default Values:
6 rates Allow legacy 802.11b rates Unchecked
Driver default,
0dBm(1mW) ~
7 Max TX power Max TX power 20dBm(100mW)
Default Values: driver
default

©
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2.5.4 Set basic option values in General Setup of the Interface Configuration menu.

Interface Configuration

Gereral Setup  Wireless Secunty  MAC-Filter  Advanced Sottings = WLAN roamang

Operating Modes AP
ESSID | DpeniWrt
Metwork  lan: 8

[7] Choose the nefworkis) you want to attach to this wireless interface or bl ouf the custom

fiedd 10 define & new network

Hide ESSID

& Whers the ESSID is hidden, clients may fail to roam and airtime efficiency may be

mgnificandly reducad
WMM Mode v a
& Where Wi-Fi Multimadsa (WMM) Mode (oS is desabled, chents may be imited to
B02.11a/802.11g rales
Do
No. Name Description Option values
Access Point, Client, Ad-
Hoc, 802.11s, Pseudo Ad-
. : Hoc(ahdemo), Monitor,
1 Mode Display Operating Mode Access Point(WDS),
Client(WDS)
Default Values: Access Point
2 ESSID ESSID confiruation -
3 Network Display interface Default Values: lan
4 Hide ESSID ESSID hide Default Values: unchecked
5 WMM Mode \év"F' Multimedia Default Values: checked
ower savings
6 Save Save your settings.

22 / 59
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2.5.5 Set Encryption Option Values in Interface Configuration's Wireless Security.

Interface Configuration

Gemeral Setup  Wwredess Security

MAC-Fiter Advanced Settings  WLAN roameng

Encryption WPA-PEIWRA-PSK Mied Mode (m

Protiction

Cipher Forc CCMP [AES) v °
7 S — ©
B02. 1 Tw Management Frame Disabled - e

Enabila key reinstallation (MRACK)

BO2. 11w E.g. mowdwifi meary hawve problems

UL AL tes key remstallation attacks on the dient sde by desabling retransmissson of
BAPOL-Key frames that are used fo mstall keys. This workanound might cause inferoparality
issues and reduced robustness of key negolsatbon espacially m emaronments with heawy
trafhic oad
o
No. Name Description Option values
WPA2-PSK, WPA3-SAE,
WPA2-PSK/WPA3-SAE Mixed
1 Encrvoption Display encryption Mode, WPA-PSK/WPA2-PSK
yp mode Mixed Mode, WPA-PSK, OWE,
No Encryption
Default Values: No Encryption
Auto, Force CCMP(AES), Force
. . . TKIP, Force TKIP and
2 Cipher Display Security CCMP(AES)
Default Values: auto
3 Key Encryphonl No Default Values
Configuration
802.11w . . .
4 802.11w Management Management Frame Disabled, Optional, Required
Frame Protection 9 Default Values: Disabled
Protection
Enable key Activate Key
5 reinstallation(KRACK) | Reinstallation Attack | Default Values: unchecked
countermeasures Prevention
6 Save Save your settings.
23 / 59
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2.6  Wi-Fi HaLow(903.5~926.5MHz) Network Configuration

. Configure the operating environment for HaLow. This setting involves configuring the
SSID, frequency channel, and encryption method that allow access to Halow
communication terminals.

2.6.1 Connection: Click 'Wireless' (2) from the 'Network' (1) menu.

There iz no password et on this router. Plaase

Status
System

2.6.2 Modify Interface: Click the Edit (3) button for the 'radio1' (2) interface in the 'Wireless
Overview' (1) menu.

)
i ol

ModiaTok MTTE0TE 802.11bgn =
Chanmad | (@ 412 GH) | Bitrater 7 Mist's b m

SR Operiiid | Mode: basies
— ik ianbeis
- SRR 20 OO Gl CA 00 54 | Becryplion: Hors m

—_— Newracom BO27 Tah =
§ ndn hanmad 36 (32 5 Wi | Bitrntes * Wb’y P m
. SR Cpentiiet - Halbow | Mode- Masie ﬂ
™
= BESI0: 8257101 0078 | Encryption: Nose Dt |
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2.6.3 Device Configuration Menu's General Setup: Set the default option values.

Wirsless Network: Master "OpenWrt-Halow™ {wiand)
Device Configuration
Urisheid St Mﬁﬂm
Status Modle: Mastor | SSI: OperiiVrt-Halow
. Bm BSSI: 8257 10F D2 E6
Encryption: None
Channel: 36 {008 500 Giz) o
Tu-Power: 23 ditm
Signal: 01 B | Modse: 0 fim
Bitrate: 0.0 Mbit's | Country: US
'Wireleas network is enabled |_[-Irs._.'.:_] a
Charned
© |oeosimqensy  Chawel 35 - 08 SMH - Iz -
o Mammum transmet power drrver dofault w  « Current power: 23 dBm
a Specifies the maomumn arsmit power the wersless: racho may use. Dependsng on regulatory
requirements and weeless usage, the actual transmit poweer may be reduced by the drver
No. Name Description Option values
1 Status ?OOM Hz. Wi-Fi status )
information
> Wireless network is Use of 900MHz Wi-Fi Disable, Enable
enabled SSID Default: Enable
Channel 36 ~ 116
3 Operation frequency | Displays channel Default: Channel 36 —
908.5MHz — 1MHz
. . . - Driver default, 0dBm ~
Maximum transmit Maximum transmission
4 23dBm

power

power

Default: driver default

25/ 59
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2.6.4 Interface Configuration's General Setup:

General Sohap

Interface Configuration
Wiruless Security  MAC-Filler

Advanced Seffings  WLAN raming

|D|:mwum

AP (WD)

i |

|£SSID Openiet-Halow

|H.er.-m

lan: g7

rle

WMM Mode

0 Chouse e oitworkls) you want b ttach o this witeless sterface or fill oul the custom
field to define a new nebwork.

= e

© Whore the ESSE & hidden, chents may ful o fmam and artins efscency may be
sgnifacantly reduced

G Where Wi-F Muoltimedia (WML Mode 0of s deabled, clients may be bmited i

B02 112302 11g rates.
=

No. Name

Description Option values

1 Operating Modes

AP, Client AP, Ad-Hoc,
802.11s, Pseudo Ad-
Hoc(ahdemo), Monitor,
AP(WDS), Client AP(WDS)
Default: AP(WDS)

Display operation modes

2 ESSID Set ESSID -
3 Network Displays interface Default: lan
4 Hide ESSID Hide ESSID Default: unchecked
5 | WMM Mode Wi-Fi Multimedia power Default: checked
saving
6 Save Save your settings.
26 / 59
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2.6.5 Set encryption option values in Wireless Security of Interface Configuration.Set
encryption option values in Wireless Security of Interface Configuration.

Interface Configurafion

Geneval Sefup  Wireless Secunity  MAC-Fiter  Advanced Settings  WLAN roaming

Encryphion WPA-PSICWPAZ -PSK Mited Mode (m o

Cipher Forca CCMP (RES) b 0

by | sessiuensn | (3]

BOZ. 11w Managament Frame Dhisabled w o.
Protection
802 11w, E.g. mwhwifi may have problems

Enable key reinstafiation (KRACK) | o
COEeIMEasUres
ates key remnstallation attacks on the chent mide by disabling retransmission of

EAPOL-Key frames that are used to install ks, This workaround might catess interoperabty
tssues and reduced robusiness of key negobiabon especally m emaronments with haavy

trafiic load

Dares
No. Name Description Option values

WPA2-PSK, WPA3-SAE,
WPA2-PSK/WPA3-SAE Mixed
Display encryption Mode, WPA-PSK/WPA2-PSK
method Mixed Mode, WPA-PSK, OWE,
No Encryption

Default: No Encryption

Auto, Force CCMP(AES), Force
TKIP, Force TKIP and

1 Encryption

2 Cipher Display security CCMP(AES)

Default: auto

3 Key Set password Default: none
802.11w

802.11w Management Disabled, Optional, Required

4 Frame Protection managfament frame Default: Disabled
protection
Enable key égﬂxtaet(rameasures
5 reinstallation(KRACK) against ke Default: unchecked
countermeasures g. .y
reinstallation attacks
6 Save Save your settings.
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2.6.6 Interface Configuration's Wireless Security:

Halow
e agess cOr R nEw Ly Pei s
Configuration
Conerl Gelif Wierhrs Searily
Iru.wur. TR A - | a
ey semsnane - | e
0o O
o o
No. Name Description Option values
Displayv encrvotion No Encryption, WPA2-PSK(AES),
1| Encryption play encryp WPA3-OWE, WPA3-SAE
method ) .
Default: No Encryption
2 Key Set password Default: blank
3 Save & Apply Save and apply the settings
4 Save Save your settings
5 Reset Restore settings to default
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2.2.2. Setting HaLow AP to Bridge Mode
. This sets the HaLow AP from the default NAT mode to Bridge mode.
1  Deactivate Services(disable the NAT feature.)

1.1 Access: Click 'Startup' (2) from the 'System' (1) menu.

w 4 OpenWwrt - LuCl x +

Metwork - Logout

There is no password set on this router,

Status

System

Hostname

1.2  Deactivate services(disable NAT features): Deactivate the following services in the 'Startup’
menu's 'Initscripts’'.

B dnsmasq (IPv4 DHCP server daemon)
B firewall (firewall)
B odhcpd (IPv6 DHCP)

1% o | dnsmasg | Disbled | Start Restat Shop |

1% dmphear Erabl Star] fiestart || Swep

18 o | Firewall Db | Start Resstart Stop |

18 wpad Eemb Start i Peztart _i: Sop |
20 nistwtk Erablest Start || Restart . o |
25 packel slesnng Ermbled .\'._-_:| ||!

30 radns el Sari : Heiart : . Sop

35 o | odhcpd | Dnsalried Han || Festat Shof
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2  HalLow Settings

2.1 Access: Click 'Wireless' (2) from the 'Network' (1) menu.

+

No password set!

There is no password et on this router. Please conl

Status
System

2.2  Modify interface: Click the Edit (3) button next to the 'radio1' (2) interface in the 'Wireless
Overview' (1) menu.

°
g Moalla Tok MT7803E 802 11bgn e m
Chawmd 1 (7 413 GHr) | Bt 7 MEsU'y
SEU: Ciperdint | Made: Baster -
o R 0ol CADD S | Encrplion: Mons Ponliy m ey
= Newracom Baz1 1a ke ﬂ Akl
- Channal 34 0085 V21 | Bitrade: 7 Mbdy
SSH Uporihie ok | looke: Waster E =
e BESID: 51 57 AT {1376 | Enerppiive: Hers = [E ey

30 / 59 @«



HaLow AP User Manual m RADIO

23

Interface Configuration(Network Service Settings): Set in the Following Order

2.31

232

233

234

2.3.5

Navigate to the 'Interface Configuration' Menu: Access the menu to configure various
settings of your network interface.

Select 'General Setup': Choose this option to specify general settings for the network
interface.

Select 'Operating Modes': Choose 'Client AP(WDS)' from the list of operating modes.
This mode allows the Access Point (AP) to operate in Wireless Distribution System
mode, enabling it to act as both an access point and a wireless bridge.

Enter 'OpenWrt-Halow' in the ESSID Field: Set the ESSID (Extended Service Set
Identifier) to 'OpenWrt-Halow'. This is the network name that will be broadcasted and
visible to other devices.

Click the 'Save' Button: Save the settings to ensure that all the changes made are
applied and preserved.

| Interface Configuration | @)

Wirehess Secunty  Adwanced Settings  WLAM maming

| (Operatrg Modes Client AP (WDIS) b a
| ESSID | OpeniWet-Halow | (4]
BSSI0

Nebwork lan: g8 v

8 Choose the network(s) you want 1o attach to this wireless interface or B cut the custom Sald
to desfime 3 new network

L5
Désmess |
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3  WAN Settings

3.1 Access: Click 'Interfaces' (2) from the 'Network' (1) menu.

+

| Interfaces Dewices (Global network options

g Interfaces

3.2 Modify interface: Click the Edit (2) button on the 'wan' (1) interface in the 'Interfaces' menu.

= ienlre. ©
3 = ) HE 62 i
s frimst |
= (1] R DE 0 Phis b - . I
- T2 0B 40 P )
e Prolocol: [HCP chenl
LU

MAC: 200060 CA 0062 =
i I 00 (0 Pts ) i | Wi L 2|
- T o P )

3.3 Protocol settings: Set the Protocol to 'Unmanaged' (3) in the 'General Settings' (2) of
'Interfaces >> wan' (1) and then click the Save (4) button.

| Intertaces - wan | @

Firewall Sefiogs  DHCP Server

a Stams i Dovice: wan
MAC: 20-COsD-CAD0:62
RX:0B {0 Pits)
TX:08 [ Ptz )
o Protocol Unimanaged w
Really swatch prolocol? | Swlich peoboco
(e o wan

Biring i o boot w

e [
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3.4 Interface modification: In the same way, change the settings of the ‘wan6’ (1) interface by
clicking the ‘Edit’ (2) button.

Protocol: THCF chenl
MG M- COE0 LA

REORID Pis) ot S m.ﬂ’.'f |

TCOE 0P )

-
o oo o
- MRAC: HDOG0HCA D =

- R0 B 40 P ) — =
TE0E 0 Pids )

3.5 Protocol settings: In ‘General Settings’ (2) of ‘Interfaces >>wan6’ (1), set ‘Protocol’ to
‘Unmanaged’ (3) and click the ‘Save’ (4) button.

[me]o
[[ el Stings | Foewl Setings  DHCP Serve

o Status = Dewice: wan
MAC: 20-C0-60. CA-00:62
RXC08 0 Pas)
TX- 00 0 Piiz)
o Protocol lirmanaged w

Feally swilch protocol? St perotocol
Dewice 31" wan ]

Brnguponbool v
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4

LAN Settings

4.1

Access: Click 'Interfaces' (2) from the 'Network' (1) menu.

Interfaces  Dewices  Global network opbons

Interfaces

Hl RAD'O Status ~

There is no password 52t on this router. Please

! OpenWrt - LuCl x =

& A =228 1921 6&7.1,-’:giaI::ir‘;"luc:.-“adn'lln,-"r"Eh'f'Dr!-c,.fnc—'t'c.-n:rk

4.2

Modify interface: Click the 'Edit' (2) button on the 'lan’ (1) interface in the 'Interfaces' menu.

Profocel: Sabc addeess

Diptime; 1h 7m 45
fam MUAE: 20:00-E0-CAD0 R 9
o e RIT 2 55 ME: {15358 Pda ) fest | Siop AT ]
br4m T 10,806 NS (180728 Phis.)

Pk 101881154
P bl ot 4267 10
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4.3 Protocol settings: Set the protocol in the General Settings (2) of the 'lan' (1) interface to
either 'Static address' (default) or 'DHCP client'.

[ ] ©

Mnms-aﬂms Firewall Seftings  DHCP Server

2] Stahs £ Dewice:br-lan
Uptime: 1h 10m 505
BAC: 20-CO-60:CA D061
RX: 293 MB (20826 Pits )
TX: 12.50 ME (21175 Pits )
Ped: 192 16811724
[Pyt IS6-bo4- 42671760

eIPmuml Static address P

Dewce | @ brdan
Bring up on boot
Pyl address 19216811
IPvd potmask. | 255.255.255.0
1Pt gatewary

Ik broadcast 1921681 255

oeres

4.3.1 Set Protocol to 'Static address’ (1): Set the IPv4 address to '"192.168.1.100' (2), the
IPv4 netmask to '255.255.255.0' (3), and the IPv4 broadcast to '192.168.1.255' (4).

.l I Prptioamd T EvE -l

D FEN ]

g up oo bt
' I [ TS ST VD LEA 1 T |
o I e i 6 S AT |
el gutwavay
° Iﬂwmm 2 bl 1 7 I
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4.4

4.3.2 Set Protocol to 'DHCP client' (1): Operate as a DHCP client.

. | Protncol (P dient I\--l'|

Really wiich protocol? | Swich potecal |

Dege 9 Bi-Ban

By i o fasll

e

manual.)

When setting the protocol to 'DHCP client', you must factory reset the HaLow AP to
enable web server access. (Factory reset method: Refer to the 'Reset button to restore
factory settings' feature in section '3. System Maintenance' of the HaLow AP user

Configure DHCP Server: In the 'General Setup' (2) of the 'DHCP Server' (1), check the

'Ignore interface' (3) option.

Interfaces = lan o
General Sefings  Advanced Sefings FMS-EH'IW
| Gonorsi Sot | Advarmnd Setings P Setings 6 A Settings
. o
W Disable [HCF for s mforiace

Saant 100

@ Lovwent leaned addroas as offsat from the notwork sddros

Ll 150
0 Manmum number of leased addresses

Lo bema F.}

@ Expiry fime of lsased addresses, minimum is 2 mimstes { 22
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4.5

Set IPv6 Settings: Follow these steps:

aRwb=~

Navigate to the 'DHCP Server' menu.

Select 'IPv6 Settings'.

Set the 'RA-Service' option to 'disabled'.

Set the 'DHCPv6-Service' option to 'disabled'.
Click the 'Save' button to save the changes.

Interfaces = [an

General Settings  Advanced Sethngs  Firewall Settings

ot Mot (B2

Designated master

) Set this miertace as master for RA and DHCPYE relaang as well as NDP promymg.

©| v

desabled .

& Contfigures the operation mode of the AA sanvce on this inerlace

DHCPv- Sernce

desabled L)

NOP-Prexy

IPv6i Prefix Lifetime

Follow Fd Liletme

0 Conhgures the operation mode of the DHCPv sennce on this msrace

drsabled -
) Configures the operation mode ol the NDP presy senace on thes interface

12h ol
0 Prefered katime for a prefc

ﬁﬂm legsetins i usedas imit and preferred Betime of the Pve prefi.

E.._,:
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5  Apply Settings: Click the 'Save & Apply' (1) button to apply the settings.

ntevlaces Divnces Global network optons

Interfaces
e Profocol 5150 e -
. Resstart | Dl
& IJE'“? Ll lebeiface b 10 pendeg chamges Sop m!_ fames
e et s | =

e Inbrface bus 1 gendng changes % ﬂl (iriate
wan
= Tedimincs Purd 1 pesindeng chaniges s oy ml Dok
wan

| Al nov inieatacs

o I -

6  Final Application: Click the 'Apply and keep settings' (1) button to complete all settings.

Connectivity change

The network access to this device could be interrupted by changing settings of the "lan" interface.

If the IP address used to access LuCl changes, a manual reconnect to the new IPis required within 90 seconds to
confirm the settings, otherwise modifications will be reverted. 0

BN vt | v
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2.2.3. Setting HaLow AP from Bridge Mode back to NAT Mode

This section describes the procedure to switch a HaLow Access Point (AP) from Bridge mode to
Network Address Translation (NAT) mode.

1 Activate Services

1.1

Access: Click 'Startup' (2) in the 'System' (1) menu.

1.2

There is no password set on this router.

Status
System

Hostnams

CpenWrt - Lugl x +

c A =2 E& 192.168.1.1 /cgi-bin/luci/admin/status/overview

“1 RAD[D Slatus - Metwork - Logout

Activate services: In the 'Startup' menu's 'Initscripts’, activate the following services:

B dnsmasq (IPv4 DHCP server daemon)
B firewall (firewall)
B odhcpd (IPv6 DHCP)

20

25

30

35

(1) | dnsmasq | Enabled ][ Start ][ Restart || stp |
dropbear | Enabled | Start ][ Restart || stp |
e | firewall | Enabled l Stat | Restart || Stop y
et EaEACIE
- Eaa3a e
packet_steering | Enabled H Start || Restart || Stop |
radius (| Enabled | start [ Restart [ swp |
(3] | odhcpd [ Enabled | start ][ Restart | stop |
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2  HalLow Settings

2.1 Access: Click 'Wireless' (2) in the 'Network' (1) menu.

) OpenWrt - LuCl

C A F228 192.168.1.1/cgi-bin/luci/

“l RADIO Status ~+  System ~

No password set!
There is no password set on this router. Please

Status
System

2.2  Modify interface: Click the 'Edit' (3) button next to the 'radio1' (2) interface in the 'Wireless
Overview' (1) menu.

Wireless Overview 0

MediaTek MT7603E 802.11bgn
& radio0 Restar Ac
S Channel: 1 (2.412 GHz) | Bitrate: ? Mbit/s - m‘ )

—&m SSID: OpenWrt | Mode: Master Disable m‘m
BSSID: 20:C0:6D:CA-00:54 | Encryption: None =

& radol Newracom 80211ah ) Restart m‘ Add
Channel: 36 (908.5 MHz) | Bitrate: ? Mbit/s

SSID: OpenWrt-Halow | Mode: Master m? = = =
BSSID: 88:57:10:F1:02:78 | Encryption: None sable lemove
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2.3 Interface Configuration: Set in the Following Order

1. Navigate to the 'Interface Configuration' Menu: Access the menu to configure various
settings of your network interface.

2. Select 'General Setup': Choose this option to specify general settings for the network
interface.

3. Select 'Operating Modes': Choose 'AP(WDS)' from the list of operating modes. This
mode allows the Access Point (AP) to operate in Wireless Distribution System mode,
enabling it to act as both an access point and a wireless bridge.

4. Enter 'OpenWrt-Halow' in the ESSID Field: Set the ESSID (Extended Service Set
Identifier) to 'OpenWrt-Halow'. This is the network name that will be broadcasted and
visible to other devices.

5. Click the 'Save' Button: Save the settings to ensure that all the changes made are
applied and preserved.

[ Interface Configuration | @

Wireless Security MAC-Filter ~ Advanced Settings  WLAN roaming

e Operating Modes AP (WDS) v e
ESSID | OpenWrt-Halow (4]
Network lan: g .

© Choose the network(s) you want to attach to this wireless interface or fill out the custom
field to define a new network.

Hide ESSID
© Where the ESSID is hidden, clients may fail to roam and airtime efficiency may be
significantly reduced.
WMM Mode v

© Where Wi-Fi Multimedia (WMM) Mode QoS is disabled, clients may be limited to
802.11a/802.11g rates.

= -
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3  WAN Settings

3.1 Access: Click 'Interfaces' (2) in the 'Network' (1) menu.

v () OpenWrt - LuCl X +

€ C A F2 2% 192.168.1.1/cgi-bin/luci/admin/network/network

No password set! Wi
There is no password set on this router. Please ] web interface.

Interfaces  Devices  Global network options

Interfaces

3.2 Modify interface: Click the 'Edit' (2) button for the 'wan' (1) interface in the 'Interfaces' menu.

wan PM%m cDHcg El';ent e
» 20:C0:6D:CA:00:62 a
L2 (1] RX:0B (0 Pkis) Restart | Stop Delete |
TX:0B (0 Pkts.)
— MAG 20002 o
;"I’:n RX:0B (0 Pkis.) Restart Stop m' Delete |
TX:0B (0 Pkts.)
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Protocol settings: Set the protocol to 'DHCP client' (3) in the 'General Settings'(2) of
'Interfaces >> wan' (1) and then click the 'Save' (4) button.

°
AdvanoedSetﬁnos Firewall Settings  DHCP Server

e Status 3% Device: wan
MAC: 20-C0:6D-CA:00:62
RX: 0B (0 Pkts)
TX:0B (0 Pkts)

3.3

o |ontoa)| DHCP client

Device  3** wan

Bringup onboot v

to send when Send the hostname of this device -

DHCP
Dismiss

Modify Interface: Change the 'wan6' (1) Interface Settings Using the Same Method.

34
( wan ) Protocol: DHCP client
| MAC: 20:C0:6D:CA:00:62 —
mf’.n RX-0B (0 Pkis) Restart Stop m Delete
TX:0B (0 Pkis)
Protocol: DHCPV6 client e
MAC: 20:C0:6D:CA:00:62
TX:0B (0 PKis.)
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3.5 Protocol Settings: Configure the 'wan6' (1) Interface as a 'DHCPVG6 client.

1. Navigate to 'Interfaces >> wan6' (1): Access the settings specific to the 'wan6' interface,
which is typically used for handling IPv6 WAN (Wide Area Network) traffic.

2.  Goto 'General Settings' (2): Enter the General Settings section of the 'wan6' interface.

3. Set 'Protocol' to 'DHCPV6 client' (3): Select 'DHCPV6 client' from the protocol options. This
setting will configure the interface to automatically receive IPv6 address and other
configuration details from a DHCPv6 server.

4. Click the 'Save' Button (4): Save the changes to apply the new protocol settings. This
ensures that the 'wan6' interface will operate as a DHCPV6 client, dynamically receiving its
IPv6 configuration.

0
s

Firowadl Seftngs DR Server

o Sishirg 3™ Dewice: wam
AL 20 COrsl CA-i2
AR08 i Piis )
TX-0 B0 Pis )
e | Protocel | DelCPwe chent -
Dewce 5 wan
Bregeponbost  w
Reguest IPet-address: Iry W
Fisguet IPE-peft of leng® Auloenatc

o
Iim'lrsal
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4 LAN Settings

4.1  Access: Click 'Interfaces' (2) in the 'Network' (1) menu.

LuCl X +

OpenWrt -

\ C A F2 2F  192.168.1.1/cgi-bin/luci/admin/network/network

No password set!

There is no password sel on this router. Please , web interface.

Interfaces  Dewices  Global network ophons

Interfaces

4.2 Modify Interface: Click the 'Edit' (2) button for the 'lan' (1) interface in the 'Interfaces' menu.

o Protocol: Static address

Uptime: 1h 2m 45s
lan MAC: 20:C0:6D:CA:00:61 e :
B raw) RX:2.59 MB (18368 Pkts) Restart | Stop I 778 Delete |
br-lan TX:10.86 MB (18728 Pkts) :

1Pv4:192.168.1.1/24
IPv6: fd86:bc4:4267::1/60

45 / 59 @*



HaLow AP User Manual

m RADIO

4.3 Protocol Settings: In the 'General Settings' (2) of 'Interfaces >> lan' (1), set the Protocol (3)

to 'Static address'.

[ ] @

9 Stahs

mmmm Firewall Setfings  EICF Server

& Device: be-lan
Uipime: 1h 10m 50s
MAC: 20-Co-60-CAD0:61
RX:2.93 MB (20826 Phis)
TX: 12,50 MB (21175 Pids )
Ped: 192 16811724
Pi: Tt be4: 4267 1/60

© | Prolocol  Static address v
Device @2 br-lan
Brirg up on boal
Pl acdriss 192.168.1.1
P4 netmask 295.255.2550
Frvd gateway
IPy4 Evoadcast 192.168.1.255

e I

4.4  Configure DHCP Server: In the 'General Setup' (2) of the 'DHCP Server' (1), uncheck the
'Ignore interface’ (3) option.

Intertaces = lay o

General Seftings  Advanced Setings  Finewrall Sotimgs

1 Lorweest bnased nddress 2 affsed from e network, address

Liemsk 150

© Maximum nuember of lsased addresaas

Lz terne F. ]

ﬂ[-:-lﬂmenﬂem-: drreRses, manemim 5 2 meiles (2= )
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4.5 Set IPv6 Settings: Configure the settings in the following order:

1. Navigate to the 'DHCP Server' Menu: Access this menu to manage DHCP server
settings, including IPv6 configurations.

2. Select 'IPv6 Settings': Choose this option to configure the IPv6-specific settings of your
DHCP server.

3. Set'RA-Service' to 'server mode': Configure the Router Advertisement (RA) service to
operate in 'server mode'. This setting allows the DHCP server to send IPv6 router
advertisements, helping IPv6 clients on the network configure themselves
automatically.

4. Set'DHCPv6-Service' to 'server mode': Enable the DHCP server to assign IPv6
addresses to clients automatically. Setting this to 'server mode' ensures that IPv6
addresses, and other related network configuration parameters are dynamically
distributed to clients.

5. Click the 'Save' Button: Save the changes to apply your IPv6 settings. This step is
crucial to ensure that the configurations take effect and that the network operates
smoothly with IPv6 addressing and service advertisement.

Interfaces = fan o
General Setfings  Advanced Setings meaIS!ﬂms
General Setup  Advanced Settings PG A Settings

Deessigrated mastes e
10 Sot thus intertace 25 mastor for AA and DHCPYE retaying as well as NDP proyng

10 Configures the aperation mode of the 4 service on this interface

(4] [ DHCPVG-Sorvice  servor mode |
9 Configures the operation mode of the DHCPG service on Eis interface

@ Spocilies a Fxed kst of PvG DHS server addresses 1o announcs via DHCPG. If ket unspecified, the divice wil

anmodince el a2 [PvE DNS senver unlesa the Local IPvG DNS server ophon is disabiled
Local Pvéi DNG sorver o

8 Aonounce this dewce as [IPv6 DS server

0 Spocifies a fced kst of DNS search domans fo announce vaa DHCPE. If left unspecified, the local disnce DNS
search domain will be announced

HDP-Proxy | disabied
0 Configes the eperation mods of the NOP proxy service on this inferface

WPt Prefix Lifetime 12h
1D Preferred Betime for a profix

Follow [P Lifetime
D DHCPYY lemsetime is used as limil and preferred Fetime of the P prefic

-
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5  Apply Settings: Click the 'Save & Apply' (1) button to implement the changes you have made.

Ioterfaces  Doaces  Giobal netwerk opbions:

Interfaces
. Prodocol: Siate address —
L= Inferface Bas 14 pesdhng changes Pinkuit ot ﬂl sl

bran

. P Saiiond —
f-'. Infiesface bars 1 pending changes e e “l_li?wl-? |
wan

B i —

Frztut Sep Iairias

ﬁ Infierfaca Bas 1 pendiyg changes = ml |

| Bl e i

e Famgni

6  Final Application: Click the 'Apply and keep settings' (1) button to finalize all configurations.

Connectivity change

The network access to this device could be interrupted by changing settings of the "lan" interface.

If the IP address used to access LuCl changes, a manual reconnect to the new IP is required within 90 seconds to
confirm the settings, otherwise modifications will be reverted. o

BN v st | i
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3. System maintenance

3.1. Firmware update
Describes the procedure for updating the firmware that runs the H432AH-A System.

1. Visit our homepage (http://h1-radio.com/).
2. Download the H432AH-A model firmware of the HaLow AP to your PC.
3. Use a web browser to access the Web server firmware update page for the H432AH-A
model.
B Updating the firmware

Describes the procedure for updating the firmware.
A. Click ‘System(1) — Backup / Flash Firmware(2)’ on the WEB screen.

~ 4 OpenWrt - LuC x +

i & A F2 88 192.168.1.1/cgi-bin/luci/admin/system/flash

I'“. RADIO Status - Network - Logout

Flash operations

Actions = Configuration

Backup

Click “Generate archive” to do

o N ©
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B. Click the 'Flash image.' (1) button of Flash new firmware image in Actions of Flash
operations.

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware.

Image Hash image... 0

C. Uploading file. pop-up window will appear. In the pop-up window, click the ‘Browse.’” button
(1) to select the firmware update file downloaded to your PC (2) and click the ‘Open’ button

(3).

Uploading file...
Please select the file to upload.

Browse... 0 Cancel

® 27
“— v A « H1R.. » 03. HaLow_AP_FI_FW_v0.0.0.3_20240... v 0 03. HaLow_AP_FI_F

_FW_VO o
v N EG &~ (m] @

BJ ubuntu-18.04.6 Maxtech_230522 A o= -

X

& L pC e I@ openwrt-o.OAO.3-ramips-mt7621-h1radio_11ah-squashfs-sysupgrade|
P 3D 7iA || Release_Note

4 tezc
B sy
B &4

N S 53

=] AP

E
ne

O|E(N): v| SE Oy v

o[T=] =

D. Back in the Uploading file... When you return to the pop-up window, the 'Firmware file
name, size' (1) will be displayed. Click the 'Upload' button (2).

Uploading file...

Name: openwrt-0.0.0.3-ramips-mt7621-h1radio_11ah-squashfs-sysupgrade.bin o
Size: 8.94 MiB

Browse... Cancel |
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E. The progress bar moves to upload the file.

Uploading file...
100.00%

F. Click the 'Continue' button (1) to proceed with the firmware update.

Flash image?

The flash image was uploaded. Below is the checksum and file size isted, compare them with the origanal file fo
ensure data integrity.
Click "Continue” below fo start the flash procadure.

Size: 5.94 MB
MD5: 960286308847 2e405bb997 77 7 Bafbade
SHA256: 55dcad0De3f240193 7967 TiobdcacSbeBeibldine 41 5204 Fae6 25928057 e2fg

~ Keep settings and retain the current configuration

Skip from backup files that are equal to those in from

= - |

Indlude in backup a fist of current mstalled packages at /etc/backup/installed packages. txt o
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3.2. Reset to the factory defaut settings.
3.2.1. Using push buttons

1. Press and hold the Reset button on the side of the product for 5 seconds, release it as shown
in the image below.

2.  The front LEDs will turn off and the system will reboot.

3.2.2. Resetting from the WEB Ul
1. Click ‘System(1) — Backup / Flash Firmware(2)’ on the WEB screen.

Cpenwrt - LuCl x +

Flash operations

Actions  Configuration

Backup
Click *Generate archive™ to do Eonfiguration files

el Backup / Flash Rrmware (2 ]
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2. Click the 'Perform reset' (1) button under Reset to defaults in Restore.

Restore

T resstore conhgurnbon Hes, you can upload a preveously generated backup aichnee here To resel the frmwate o s inrbal stabe, dech “Perform reset”
[ondy posmble with smuxshfs imagesh

1

Restone backup Lipieusd srchees
A0 Custom files {oertficatos, soripts) may remam on te system To prevend this, perform a factory-reset Srst

3. Click the ‘OK’ (1) button in the pop-up window, and the system will reboot.

r
192.168.1.1 LY &: \

Dc you really want to erase all settings?

a NO |
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3.3. How to Use the WPS button Function
3.3.1. Using push button

B The WPS button is located on the side of the product as shown in the image below.

3.3.2. WPS Function Description

1. There is no WPS LED.
2. There is no WPS stop function. After starting WPS, wait 2 minutes and then restart it.

3. Enable WPS on only one wireless network at a time, if possible. (Running multiple
WPS processes simultaneously may cause issues.)

4. Only WPS PBC (Push Button Configuration) mode is supported.
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3.3.3. How to Use the WPS Function

1. How to turn on the WPS function: Wireless password setup

A.  Inthe 'Network' (1) menu, click on 'Wireless' (2).

) OpenWrt - LuCl X +

C A F2 28  192.168.1.1/cgi-bin/luci/admin/network/wireless

H1 RADIO  Suus- System-

No password set!
There is no password set on this router. Please config

Wireless Overview

MediaTek MT760

¥ radio0

B. In the 'Wireless Overview' menu, click the 'Edit' button for either '2.4GHz' (1)or
'900MHZz' (2).

Wireless Overview

MediaTek MT7603E 802.11bgn e
dio0 Scan \dd
% rad Channel: 1 (2.412 GHz) | Bitrate:? Mbit/s flstar -‘ M|

SSID: OpenWrt | Mode: Master
&n BSSID: 20:C0:6D:CA00:A2 | Encryption: None Disable =

Newracom 80211ah (-
# radiol Scan Add
— Channel: 37 (922.5 MHz) | Bitrate: 6 Mbit/s flsiar -‘ ‘

SSID: OpenWrt-Halow | Mode: Master
-79.dB Edit "
a L BSSID:BC:102F-AD:F7:53 | Encryption: None Dmble ~ =N

55 / 59 @



HaLow AP User Manual m RADIO

C. Inthe'Interface Configuration' menu, go to the 'Wireless Security' (1) tab, set 'Encryption’
to 'WPA-PSK/WPA2-PSK' and configure the 'Key' (2). Then, check the 'Enable WPS
pushbutton...' (3) option, and click the 'Save' (4) button to save the settings.

Interface Configuration 1
General Setup MAC-Filter ~ Advanced Settings ~ WLAN roaming

el Encryption | WPA-PSK/WPA2-PSK Mixed Mode (m vl

Cipher auto i
9| Key |esecesse |
802.11w Management Frame Disabled v
Protection

@ Note: Some wireless drivers do not fully support 802.11w. E.g. mwiwifi may have problems

Enable key reinstallation (KRACK)

countermeasures : : e . :
© Complicates key reinstallation attacks on the client side by disabling retransmission of EAPOL-Key frames that are used to install keys.
This workaround might cause interoperability issues and reduced rob! of key lly in environments with heavy

traffic load.

Enable WPS pushbutton, requires v e
WPA(2)-PSK/WPA3-SAE

Dlsmlss

D. Click the 'Save & Apply' (1) button to complete the configuration.

Associated Stations

Network MAC address Host Signal / Noise RX Rate / TX Rate

No information available

‘==m-

2. How the WPS button works

Pr(Ele;t'?'ir:ne Mode Description
Less than AP(WDS) Mode St_arts all APs with AP (WDS) mode for the
3seconds wireless network.
1. Starts all Clients with Client (WDS) mode for
More than Client(WDS) the wireless network.
3seconds Mode 2. Settings are saved after successful WPS
connection.
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3.4. System specifications

ltem Description
IEEE802.11ah or IEEE802.11n
Standard 903.5~926.5MHz/2.4GHz can be used at the same

time

Encryption Settings

AES (WPA2-Personal, WPA3-Personal)

Networking Management Utils

wpa_supplicant, hostapd

Frequency Band

903.5 ~ 926.5MHz, 1T1R Antenna

Channel Band Width | 1/2/4AMHz
Data Rate Max. 15Mbps
Halow TX Power 23dBm@MCS10, 13dBm@MCS7
Wi-Fi RX Sensitivity -106dBm@MCS10, -87dBm@MCS7
Modulation OFDM (BPSK, QPSK, 16QAM, 64QAM)
Antenna External (2.5dBi, Omni directional)

Frequency Band

2,412 ~ 2,483.5MHz, 20/40MHz, 2T * 2R

TX Power 17dBm@11n
I -65dBm@300Mbps, -65dBm@54Mbps,
2 AGHz RX Sensitivity -87dBm@11Mbps
Modulation DSSS, OFDM(BPSK, QPSK, 16QAM, 64QAM)
Internal (4.09 dBi, Omni directional),
Antenna

External (5.17 dBi, Omni directional)

WAN 1-port 10/100/1000Base-T (with IEEE802.3af PoE)
LAN 1-port 10/100/1000Base-T
Buttons 1* Reset, 1* WPS

Operating Environment

Temperature: -20 ~ 50°C
Humidity: 10~90% (non-condensing)

LED SYS, 2.4GHz, HaLow, LAN, WAN
Weight 1799

Size 154.5(W) x 112.5(D) x 23(H)mm
Power DC 5V/2A
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3.5. Terminology

900MHz Wi-Fi
(HaLow) AP

A HalLow Access Point (AP) is a device that enables both HaLow

communication and legacy Wi-FI(2.4GHz) communication within a network. It

serves as a central hub that connects wireless devices together and provides
them with access to the network and the internet.

900MHz Wi-Fi

(HaLow)
Stations(STAs)

A HalLow Station refers to a device that connects to a Wi-Fi HaLow network as
a client. In other words, it's a device that uses Wi-Fi HaLow technology to
communicate with a HaLow Access Point (AP) or with other HaLow-enabled
devices. Some common types of HaLow stations are HaLow serial converters
and HaLow Ethernet converters.

AES

Abbreviation for Advanced Encryption Standard.

It is a "next-generation standard encryption method" adopted for information
processing within the U.S. government. It is satisfied with the standards of the
regulations (cryptography strength, processing speed, etc.), and the
specifications are also published, so it is used in a wide range of fields. It is
adopted as one of the IEEE802.11i encryption methods.

ESSID

Abbreviation for Extended Service Set Identifier. It is often called SSID.

The wireless LAN access point that constitutes the wireless LAN and the
identifier attached to the wireless terminal. It is used to group wireless LAN. You
can't communicate unless the same ESSID is set on the wireless LAN access
point and the wireless terminal. BSS (Basic Service Set), one group centered
on wireless LAN access points, is the smallest unit of wireless LAN
infrastructure communication by 802.11, but multiple ESS (Extended Service
Set) with multiple bundles of BSS is defined, taking into account roaming when
straddling the wireless LAN access point of

IEEE802.11n

Using radio waves in the 2.4 GHz band / 5 GHz band standardized by EEE, the
physical layer of wireless LAN with a transfer speed of up to 600 Mbp (s 40 MHz
channel bonding, at 4 streams).

IEEE802.11ah

The IEEE 802.11ah standard, also known as Wi-Fi HalLow, is part of the IEEE
802.11 set of WLAN standards. It's distinct for operating in frequency bands
below 1 GHz (specifically in the 900 MHz band in the U.S.), unlike most Wi-Fi
standards that operate in the 2.4 GHz and 5 GHz bands. This standard was
designed to address the needs of modern loT (Internet of Things) applications,
offering unique advantages for devices that require long-range connectivity and
low power consumption. Here are some key features and benefits of 802.11ah
(Wi-Fi HaLow)

PSK

Abbreviation for Pre-Shared Key.

A shared (secret) key used to generate an encryption key in the TKIP encryption
protocol. It is called a "pre-shared key" because it is not used to encrypt directly,
but to generate an encryption key. PSK may represent an authentication method
that uses a pre-shared key.

WPA

Abbreviation for Wi-Fi Protected Access.

A new security standard standardized by the Wi-Fi Alliance. The security
strength is stronger than the WEP method.

In the WPA specification, the encryption protocol "AES" is not required, so even
if you support WPA, you may not support AES.

WPA-PSK

Represents a method that does not use an external server for authentication
with WPA.

WPA2-Personal

It is also called WPA2-PSK. Table of methods that do not use an external server
for authentication with WPA2

WPAS3-Personal

WPAS3-Personal is a security standard designed to enhance the security of
wireless networks. It's an evolution of WPA2, aiming to provide stronger
protections against offline dictionary attacks and ensure forward secrecy. Here
are some key features and improvements WPA3-Personal brings to wireless
network security

Access Point
(AP) Mode

Access Point (AP) mode is a configuration setting available in Wi-Fi networking
devices, including routers and dedicated access points, that allows the device
to act as a central transmitter and receiver of wireless radio signals. In AP mode,

the device creates a wireless local area network (WLAN) that enables mulﬁp‘le
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wireless clients (like smartphones, laptops, tablets, and smart home devices) to
connect to a wired network. This mode is fundamental for setting up Wi-Fi
networks in homes, offices, and public spaces.

Repeater Mode

Repeater or extender mode is a configuration used in wireless networking to
expand the coverage area of a Wi-Fi network. This mode allows a Wi-Fi device,
such as a range extender or a router configured as a repeater, to pick up the
signal from an existing wireless network and retransmit it, effectively extending
the network's reach to areas where the signal was previously weak or non-
existent.

Wi-Fi
Stations(STAs)

The term "stations" (STAs) refers to any devices that connect to a Wi-Fi network
and are not acting as an access point (AP). Stations can include a wide range
of devices such as smartphones, laptops, tablets, smart TVs, IoT devices, and
essentially any wireless client that uses Wi-Fi to connect to a network

Hl FCC Statement

FCC Part 15.19
Statements

This device complies with part 15 of the FCC Rules.

Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

FCC Part 15.105
Statements (Class B)

This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to part 15 of the FCC Rules.

These limits are designed to provide reasonable protection against harmful interference in a

residential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed

and used in accordance with the instructions, may cause harmful interference to radio

communications.

However, there is no guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be

determined by turning the equipment off and on, the user is encouraged to try to correct the

interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Part 15.21
Statement

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment.

This device must not be co-located or operating in conjunction with any other antenna or
transmitter.
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