TM2256 Series
Industrial 4G CPE With Wifi6

User Manual



TM2928A Indunetrial A C.PF \Nith \N/ifiR




TM2928A Indunetrial A C.PF \Nith \N/ifiR

catalog

WARNING ..ottt bbbkt ek bt ek e b e h e b e e et b e e e et e b e e et ehe et e e bt et e nhe et e e an et e nae e 6
(@7 aT= T o) L= i (o o | R 8
R = (=T o =T (= o= o = o T T | o o R 8

1.2 Login CONfIQUIrAtioN PAGE......coiuiiiiiiieie ettt e e e e st e e s et e e e e rntae e e e snnreeeeennrneeeanns 12

(O g =T o) L= g N[ VYo QST 1] o R 14
2.1 Change the 10gin PAgE AddrESS.........cuiiiiiiiiiiiiiiee e st ee e ere e e see e e e ste e e e enaree e e essneeeessnreeeeanns 14

WA T 1V oo =T o TSSO P TSP 16

2.3 WAN SEHING...ceiueetiiueeiirieerie sttt ettt st et sae et st e e e b e et e s b e e e e she e e e sae e e e saeeseeaeenbeeaeesneeaeesreeneas 20
2.3.1 DHECP @AArESS ... ueeiiieiiieiee ittt ettt et e s s bt e e s e bt e e e s e ne e e e s snre e e e s neeeeeanreeeeaans 20

2.3.2 PPPOE ...ttt sttt s st e et b e ea e e b et e Rt et eeaeeeesre e e saeenes 20

2.3.3 SHALIC AUAIMESS .ttt e et e e e s ar e e e s e e e e e eneeeeeean 21

2.3.4 As lan (convert WAN port t0 LAN POIL) ......uviiiiiiii et e e 21

2.4 DHECP SEHNG ... ueeuterueetirieeiterite st ettt et st e ettt et et e bt et e s be e e e sheeeesaeeeesae e s e eat e b e eaeesaeeaeesreeaeas 22

2.5 WIFT ACCESS POINT ...ttt ettt sb et e s e e ann e e eneees 23

2.6 WIF] ClENE(BIAGE) ..ttt ettt b ettt sb et b e sbe e sne e 25

B AT | I =T 0 1= = (=] SRR 28
2.7.1 Change the 10Cal IP @ddress .........coiiiiiiiiiiiiiiiie ettt e e e e e e nnraeees 28

2.7.2 Connect to the Main WIreleSS AP .......cocuiii i 28

2.7.3 DISADIE DHCP ...ttt b et b e ea et en e e 29

2.8 TIME REDOOL ...ttt et e et e e e e st e e e e be e e e e e nteee s eabeeeeeaneeeanean 30

P2 BT AT = 1 (] To7= | 30




TM2928A Indunetrial A C.PF \Nith \N/ifiR

B2 I = o o ] T SRR 32
Chapter 3 Firewall and APPIICATION c..uuiiee ettt e e e e s ere e e e st e e e esnae e e e e snnreeesenseeeeennnees 34
3.1 Firewall 0N @nd Off........oo i 34

BL2 DIMIZ.... ettt ettt e et E e a e e R ea e e e R e et e eRe e eeeRe e R e eRe e R e eae e Re et e sReeneeneenres 34

3.3 PrOt FOMWAITS. ..cci ettt e s e s e s eme e e sne e e sne e s emeeesneeena 36

3.4 BIACK/WWNITE LiSt... ..ottt b et 38
341 WITE LIS ...ttt b bt 38

342 BIACK LSt ... i 41

BB FIP ClENt .., 43
S Tt I O o 1= o i (o TN o o 1= SRS 44

3.5.2 Add TCP ProXy ProtOCOI ........uueeiieiieieeiciciite e e e s ece e e e e e s s e sceee e e e e e e s e s sassee e e e e e e e e esannneeenes 47

3.5.3 Add STCP Proxy RUIES ........cuueiiiiiieii ettt e e e e ee e e e e e s e s ee e e e e e e e e e s nnreeees 49

3.5.4 Add UDP Proxy RUIES ..ot ettt e e e s e snee e e e e e e e e ee e e e e e e e e e nnneeees 55

3.5.5 Add HTTP ProXy RUIES ...ttt ettt et e e e e e e e s e e e e e e e e e aeees 57

CRAPLEN 4 VPIN SEIVICE wuiiiiiiii ittt ettt e e e e e e e e e e e e e e e e e e e aaasereeeeeeeeeasansssaeeeeaeeeeanssraneeeeneean 60
4.1 PPTP VPN ittt sttt s h et s he et s ae et e s ae e e e e ae e b e eae e be e aeenbeeatesbe et e saeeaeesaeeneas 60

4.2 L2TP VPN Lttt sttt s h et s h e e s ae e e e s ae e e e s ae e b e eat e b e e aeesb e e ateebe et e she et e sneeneas 61

4.3 GRE VPN ...ttt ettt s h et s h et s ae e et s ae e e e s ae e b e ea e e b e e ae e e b e et e ehe et e naeeaeesneeneas 61

O @ o =Y AV o N TSP PR 63

(07 g F= T (=T RIS 311 (= o 1SR 64
S I = (= o 0= T TP PR TPPTOTRTOPRR 64

I IR T Lo U =T TSI~ 1 ] o PRSP 65




TM2928A Indunetrial A C.PF \Nith \N/ifiR

TR N1V Fo T 1 A = 111 o o SR 65
5.4 Update FIMMWArE ..o 66
RS = T (o] 1 VA ==Y PR 67
5.6 REDOOL.......eeieieiie e s e e s nne e 67

o A o = T = o T o U PR 68




TM2928A Indunetrial A C.PF \Nith \N/ifiR

WARNING

“Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment”

“This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference

received, including interference that may cause undesired operation.”

Radiation Exposure Statement:
1. This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment.
This equipment should be installed and operated with minimum distance 20cm between the radiator
& your body.

2. The device has been evaluated to meet general RF exposure requirement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful

interference in a residential installation. This equipment generates uses and can radiate radio frequency

energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular

installation. If this equipment does cause harmful interference to radio or television reception, which can
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be determined by turning the equipment off and on, the user is encouraged to try to correct the

interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected.

- Consult the dealer or an experienced radio/TV technician for help.
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Chapter 1 login

1.1 Prepare before logging in

After completing the hardware installation, you will need to ensure that the management computer
has an Ethernet card installed before logging into the router's web setup page. Please set the
management PC to "Obtain an IP address automatically" and "Obtain DNS server address automatically”
(the default configuration of the computer system), and the device will automatically assign an IP address
to the management PC.

Set the IP address of the management PC (for example: 192.168.2.59) and the IP address of the
device's LAN port in the same network segment(The initial IP address of the LAN port of the device is:

192.168.2.1, and the subnet mask is 255.255.255.0) The method is as follows.

Take win10 as an example, the operation is as follows:
Step 1: Right-click the network logo in the lower right corner of the desktop (as shown in the figure), and

choose to Open Network & Internet settings.
o Right-CIiCk the Sma" - Troubleshoot problems Open Network &
computer icon = B Internet settings
Open Network & Internet settings

Step 2: First click on "Ethernet", then click on "Network and Sharing Center".
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= | x>
Ethernet
Ethernet

PlEg 122
Connected

Related settings
Change adapter options

1X Ethernet

Change advanced sharing options

e Tl - ® Network and Sharing Center

Windows Firewall

Have a question?
Get help
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Step 3: Click Enternet with the mouse, click Properties in the pop-up box (Ethernet status), select Internet

Protocol version 4 (TCP/IPv4) in the pop-up box (Ethernet properties), and click Properties

o x
4 55 5 Control Panel > All Control Panel ltems » Network and Sharing Center

v|& | Search Control Panel @
File Edit View Tools

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing M 122

Access type:
seftings

Private network Connections:

[ X Ethernet

Media streaming options

Change your networking settings

i Setup a new connection or network
=

Set up 3 broadband, dial-up, or VPN connection; or set up a rauter or access point.

@ Troubleshoot p 1 - . [ Ethernet Properties X
Diagnoseand re ) Networking
General
Connect using:
Connection [ Realtek PCle GbE Family Controller £2
IPv4 Connectivity: Internet
908 Commectity: o etk sccess
Media State: Enabled This connection uses the following tems:
Duration: 04:06:31 IAJ_ Microsoft FOE TR i
Speed: 100.0 Mbps 3 YMware Bridge Protocol
Detals. I Microscht FEATE HATEN A
Activity P iR Rt E D
Sent Received
e, e s
Bytes: 128,431,924 384,042,668 Description
FERHERIE I Inemet thile EHhi 2REAR 10
s BT EREEE RS DA(E -
Gouie | Daapese
[2X Properties
Close oK Cancel
Seealso
Infrared

Step 4: There are three setting methods

method 1 method 2 method 3

Internet HHKARZ 4 (TCP/IPv4) Properties X Internet HHUERDS 4 (TCP/IPv4) Properties X Internet MR 4 (TCP/IPv4) Properties X
General  Alternate Configuration General General

You can get IP settings assigned automatically if your network supports You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. for the appropriate IP settings.

You can get IP settings assigned automatically if your network supports
this capability. Gtherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an P address automatically

() Obtain an IP address automatically () Obtain an I address automatically
(D) Use the following IP address:

(®) Use the following IP address: (®) Use the following IP address:
- ] 1P address: IP address: 192 188 . 2 .58
- ] Default gatenay: Defauit gatemay: - - ]

a Obtain DNS server address automatically

®5hian

() Use the following DNS server addresses:

Obtain DNS server address automatically
(®) Use the following DNS server addresses: (®) Use the following DS server addresses:

| Breferred DNS server: 114,114 . 114 . 114 Ereferred DNS server: ]
] alternate DNS server: ]

|

Alternate DNS server:

Valjdate settings upon exit ol [ validate settings upon exit Advanced... [ validate settings upan exit Adyanced...

conce ot conce

method 1: It can be used to configure the device and access the external network. It is recommended to
use it (Note: If there are multiple routes with different network segments in the current

environment, the IP obtained by the computer may not be able to connect to the device. In this
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case, method 2 can be used);

method 2: It can be used to configure the device and access the external network. The IP address is set
to the device IP (the device defaults to 192.168.2.1) and the same network segment IP:
192.168.2.X (X is any number between 2 and 254, such as 192.168.2.2) , the default gateway
is set to device IP: 192.168.2.1, DNS can be set to 8.8.8.8 and other general DNS;

method 1: Only connect the device for configuration use, the computer cannot access the external

network through the device network, and the IP address is set as in method 2;
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Step 5: Click OK with the mouse, and then click Close to save the changes in Steps 3 and 4;

Internet MM RRZR 4 (TCP/IPv4) Properties * ,‘: Ethernet Properties *
General  Alternate Configuration Networking
You can get IP settings assigned automatically if your network supports Connect using:
this capability. Otherwise, you need to ask your network administrator ? Reatek PCle GbE Family Controller 2

for the appropriate IP settings.

(®) Obtain an IP address automatically

O Use the fallowing TP add This connection uses the follawing items:
se the following IP address:

£ Microsoft RIS PR ~
I:I ’IEVMware Bridge Protocol
I:I T Microsoft FRES AT FFATTEML A Z
IFNpcap Packet Driver (NPCAP)
] 008 FIEmIAAER
4 (TCP/IPvd)
(®) Dbtain DNS server address automatically! [0 4 Microsoft edi i BaS45 05 2 22 i v

< >

(D Use the following DNS server addresses:

I:I Install.... Uningtall Properties
] oo

FERIFER R Intemet 3 o EH R ERNARIT 101
thid. AHZTRAREEEERE Dl -

Validate settings upon exit Advanced. ..

Cancel Cancel

1.2 Login configuration page

Open IE or other browsers, enter 192.168.2.1 in the address bar, after the connection is established,
in the pop-up login interface, log in as the system administrator (admin), that is, enter the password in the

login interface (the default password is set to admin).

& C A Notsecure | 192.168.2.1/cgi-bin/luci o ® w O @ ‘(Update )

4GWI-FI R

Industrial Router

Language:  English v

Authorization Required

Password

The default login password is admin. If the user needs to protect the configuration interface to avoid
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being modified by others, he can modify the login password, click "System" - "Modify Password" in turn,

then fill in the password to be modified, and then "SAVE & APPLY", please refer to Chapter 5.3 for details.
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Chapter 2 Network Setting

2.1 Change the login page address

The default address of the router is 192.168.2.1. You can modify the static IP address in the
navigation bar "Network Setting" - "LAN Setting". After modification, the new IP address will be used to log
in to the page.

A.IP Address: Modify the ip address of the device (default is 192.168.2.1).

B.Netmask: It is generally 255.255.255.0, which can be modified as needed.

C.IPv4 gateway. DNS server, Override MTU: No special cases do not need to be set.

D.After the configuration is complete, click "SAVE & APPLY" to make it take effect. After it takes

effect, you need to use a new IP address to access the configuration page of the device.

A Routing Status Network Configuration
@ Network Setting 1\ Network Setting

4G Modem
Status Uptime: 0h 26m 6s

MAC-Address: 1C'50:74:50-003F
: . RX: 595 50 KB (5231 Pkts )
ARSI 2} LAN Setting Brlan 11 27 Mo (4136 Pits)

IPv4:192.168.2.1/24

WAN Setting .

DHCP Setting

WIFI Access IP Address = 192.168.2.2

Point (2% change ip address

WIFI Client Netmask =~ 255.255.255.0 v

Time Reboot IPv4 gateway

Watchcat

~ . DNS server iﬂ
Diagnosis

™ Routing Setting Override MTU 1500

. DDNS/FRP

= VPN Service SAVE & APPLY e
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& CcC A Notsecure||192‘168.2.Zlcg\'—binﬂuci ® % O @ ( Update :
4GWI-FIR

Industrial Router

Language:  English v
Authorization Required

Password
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2.2 4G Modem

By default, the router uses the SIM card 2/3/4G to access the Internet. You can see the information of
the SIM card in the "Routing Status" - "Status" in the navigation bar. You can check the network is 2/3/4G

and the signal of the mobile phone card in the upper right corner.

4GWI-FI R
Industrial Router 4G il
A Routing Status Cellular Status
Status SIM CARD SIM READY
AR coPs UNICOM
tog Cellular Network LTE
@ Network SHiti Frequency Band 3
[ Routing Setting CEREG a1
A DDNS/FRP Signal Quality 28
= VPN Service Card Slot SIM1
K System IMEI 862138050326664
IMSI 460012238632850

[ Logout

If you use an ordinary mobile phone data card, you don't need to care about the location of the APN

setting, it can be empty by default. If you use an APN card, you need to set the APN in "Network Setting" -

"4G Modem" - "General Settings".
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A Routing Status Mobile Network

@ Network Setti:

4G Modem

Advanced Settings Physical Settings
WAN Setting

Status = MAC-Address: 00:00:00:00:00:00
LAN Setting i 5 RX: 4.95 KB (24 Pkts.)

ush0 . o

DHCP Setting TX: 6.10 KB (32 Pkts)
WIFI Access Enable
Point
WIF] Client APN
Time Reboot Usemame
Watchcat
. Password K : X enter configuration
Routing Setting Auth Type  none v
DDNS/FRP PIN Code

VPN Service
System Abnormal Restart

Network exception handling: check the network connection in a loop for 5 seconds. If the Ping IP address is not successful, After the network exceeds the abnormal number, restart and
search the registered network again.

Logout
Enable
PFing IP address  114114.114.114

Operatingmode  Set airplane mode b

Abnormal number 10 ~
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"Network Setting" - "4G Modem" - "Advanced Settings" can bind 2/3/4G. If 4G (LTE) Only is selected
for the service type, it means that only the 4G network is used. If there is no 4G network nearby, there will
be no network automatically. The default is 2/3/4G, the frequency band with good signal is given priority,
and 4G is given priority under the same signal. Locking the frequency band is automatic, and you can also
lock the frequency band according to your own needs. If the locked frequency band is unsuccessful, it

means that the module does not support this frequency band temporarily. After setting, click "SAVE &

APPLY".

A Routing Status Mobile Network

® Network Setting Network Setting

4G Modem
4G Modem Settings 9 Advanced Settings
WAN Setting

Force Dial (]

LAN Setting
DHCP Setting PType  IPVAVE .
WIFI Access
Point Server Type | Automatically v
. Automatically
AIE CEt 3G (WCDMA) Only
- 4G (LTE) Only
Time Reboot :
Abnormal Restart 56 (NR) Only [+ X select the Server Type to be set
Watcheat 3/4G (WCDMA/LTE)
Network exception handling: checl  4/56 (LTE/NR) he Ping IP address is not successful, After the network exceeds the abnormal
Diagnosis number, restart and search thereql  3/4/5G6(WCDMA/LTE/NR5G)
[ Routing Setting Enable

# DDNS/FRP Ping IP address 114114114114

= VPN Service
Operating mode  Set airplane mode h

% System
Abnormal number 10 v

B Logout

SAVE & APPLY %5

"Network Setting" - "5G Modem" - "Physical Settings" can modify the default SIM card. If only one
card is inserted, it will be used by default, and there is no need to modify the configuration here. Metric
(default: 30) generally does not need to be modified. The smaller the value, the higher the priority of using
the network (networks include: wifi client, WAN port, 4G network, etc.). MTU (default: 1400), the

maximum transmission unit, generally do not need to be modified, affecting the network speed.
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A Routing Status Mobile Network
@ Network Setting I Network Setting
4G Modem = .
4G MOdem Settings Advanced Settings |Phys|ca\5emnqs | e Phy5|ca| Settlngs
WAN Setting
T Default SIM Card  SIM1 v | [+ X select Default SIM Card

DHCP Setting Metric 20
WIFI Access
Point Override MTU 1500
WIFI Client
Time Reboot
Abnormal Restart
Watchcat -
Network exception handling: check the network connection in a loop for 5 seconds. If the Ping IP address is not successful, After the network exceeds the abnormal
Diagnosis number, restart and search the registered network again
Routing Setting Enable
DDNS/FRP Ping IP address  114.114.114.114
VPN Service .
Operatingmode  Set airplane mode ~
System
Abnormal number 10 v

Logout

SAVE & APPLY T5)[ save s |

Abnormal Restart: It is to deal with network exceptions, ping the set ip address (114.114.114.114)
every 5s, and still can't ping after the abnormal number of pings, it will be set according to the selection
(Reboot on internet connection lost, Set airplane mode) (default), Switch SIM card). Network diagnostics
can be set in "General Settings", "Advanced Settings", and "Physical Settings". You can also not enable
network diagnostics, just leave it unchecked.

Abnormal Restart

Network exception handling: check the network connection in a loop for 5 seconds. If the Ping IP address is not successful, After the network exceeds the abnormal
number, restart and search the registered network again.

Enable
Ping IP address = 114.114.114.114
Operatingmode  Set airplane mode v

Abnormal number 10 v

note:
> Ordinary 4G mobile phone card can access the Internet without worrying about APN settings.
> If an APN dedicated network card is used, be sure to fill in the APN address, username and

password.
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» Different operators have different specifications of APN dedicated network cards. Please consult

the local operator for the APN address, user name and password.

2.3 WAN Setting

2.3.1 DHCP address

Navigation bar "Network Setting" - "WAN Setting", the default protocol of WAN port is dynamic
address (ie DHCP client), the upper-level device needs to be able to assign ip to the wan port,Without

special cases, the value of MTU does not need to be changed (default: 1500).

A Routing Status Network Configuration

@ NetworkSetting 1 § Network Setting

4G Modem
Status Uptime: 1h 35m 35s

WAN Setting 2 L WAN Setting 151 MAC-Address: 1C:59:74:50:00:3E
RX: 180.74 MB (2204028 Pkts.)
TX:1.17 GB (13812912 Pkts)
IPv4:192.168.2.173/24

LAN Setting ethd

DHCP Setting

WIFI Access Protocol = DHCP address v | e select DHCP address
Paint

WIFI Client Override MTU 1500

Time Reboot

Watchcat
Diagnosis SAVE & APPLY o

2.3.2 PPPoE

If the wan port needs to dial up to access the Internet, you need to select PPPoE, fill in the user name
and password according to the actual situation, no special circumstances, the value of MTU does not

need to be changed (default value: 1500).
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A Routing Status Network Configuration

@ Network Setting 1 | Network Setting
4G Modem
X Status Uptime: 1h 38m 255
WAN Setting WAN Setting 5 MAC-Address: 1C:50:74:5000.3E
: o PX: 18254 ME (2227220 Pkis)
LAy #0117 6B (12835934 Pkts)
e 1Pvd: 192.168.2.173/24
WIF1 Access Protocol PPPoE ~
Point
WIFI Client Usemame [:X select PPPoE and enter Username and
Time Reboo N M password

Watchcat

) ) Override MTU 1500
Diagnosis

™ Routing Setting

r# DDNS/FRP o
2.3.3 Static address

You can also choose to manually set the IP address for the wan port. You need to set the same IP
address as the upper-level network segment, subnet mask, and gateway to fill in the IP address of the
upper-level device. DNS can be the same as the gateway.Generally, there are common DNS such as

8.8.8.8. There is no special case, and the value of MTU does not need to be changed (default value:

1500).

A Routing Status Network Configuration

@ Network Setting Network Setting
4G Modem
Status Uptime: 0h Om 22s
WAN Setting WAN Setting (2] MAC-Address: 1C:59:74:50:00°3E

RX:198.12 MB (2421064 Pkts.)
TX:1.19GB (14111794 Pkts.)
DHCP Setting IPv4: 192.168.20.111/24

LAN Setting eth0

WIFI Access Protocol Static address v
Point

WIFI Client IP Address | 192.168.20.111

Time Reboot I . . . .
Netmask 255255 2550 v (2T select static address and wirte configuration
Watchcat

) ) Gateway 192.168.20.1
Diagnosis

™ Routing Setting DNS ' 192168201 a

(% DDNS/FRP Override MTU 1500

= VPN Service

® System SAVE & APPLY o

2.3.4 As lan (convert WAN port to LAN port)

If you want to convert the WAN port into a LAN port, change the protocol of "WAN Setting" to "As lan",
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click "SAVE & APPLY", you can convert the wan port to a lan port(In the case of associated LAN, please
be careful not to connect the WAN port and LAN port to the switch or the same computer), no special

circumstances, the value of MTU does not need to be changed (default value: 1500).

A Routing Status Network Configuration

@ Network Setting 1 ¢ Network Setting

4G Modem

Status Uptime: Oh 6m 27s
WAN Setting 2 LWAN Setting 1s] MAC-Address: 1C:59:74:50:00:3E
_ RX: 198.29 MB (2421726 Pkts.)
et e 1y 119 6B (12111804 Pits )

DHCP Setting IPv4:192.168.20.111/24

WIF] Access Protocol  As lan e |9 select AS lan
Paint

Override MTU |~ 1500

WIFI Client

Time Reboot

Waichcat
Diagnosis SAVE & APPLY o

2.4 DHCP Setting

DHCP adopts the client/server communication mode, the client submits a configuration application
to the server, and the server returns the corresponding configuration information such as the IP address
assigned to the client, so as to realize the dynamic configuration of the IP address and other information.

DHCP client configuration (enabled by default), select "Network Setting" - "DHCP Settings", "SAVE &
APPLY".
A.lgnore interface: Checking this will turn off the DHCP server.
B.Start: The starting address of the allocated dhcp server, such as 100, means that the allocation
starts from 192.168.2.100.
C. Limit: Maximum number of leased addresses.

D.Leasetime: Expiry time of leased addresses.
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A Routing Status DHCP Server Settings

@ Network Setting Network Setting i

4G Modem
Ignore interface (]
'WAN Setting

LAN Setting

DHCP Setting DHCP Setting

WIFI Access
Point

Start 100

Limit 150

WIF] Client (=X configure DHCP

Time Reboot
Leasetime 12h
Watchcat

Diagnosis

Routing Setting
Static Leases

DDNS/FRP Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where only

hosts with a corresponding lease are served
Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the Hostname is assigned
as symbelic name to the requesting host.

VPN Service

®' System
B

Hostname MAC-Address IPv4-Address IPv6-Suffix (hex)
Logout

This section contains no values yet

SAVE & APPLY I+

2.5 WIFI Access Point

WIFI AP supports WIFI dual-band 2.4G+5.8G, WIFI is enabled by default, wifi name:
Router_2G-XXXX, Router_5G-XXXX (to avoid the same name of wifi between different devices, the
"XXXX" part will be different), password : tm123456(Password needs to be 8 characters or more).

Navigation bar "Network Setting" - "WIFI Access Point", you can change the basic configuration of WIFI.
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A Routing Status Wireless Network

@ Network Setting 1 Network Setting

4G Modem
Basic Configuration Advanced Configuration

WAN Setting

ED Unchecking will turn off WiFi2.4G,which is enabled by default

DHCP Setting WiFiName Router_2G-003E

WIFI Access .
Point WIFI Access Point Security  Encryption

WIFI Client 3 H=H

= WiFiKey  ssuseres click to show WiFi password
Time Reboot
Waichcat

Diagnosis [:X Modify basic configuration information
Configure WiFi 5.86

™ Routing Setting

r# DDNS/FRP Advanced Configuration

= VPN Service (62 Unchecking will turn off WiFi5.8G,which is enabled by default

X' System WiFiName Router_5G-003E

E3 Logout Security Encryption hd

WIFi Key  ssasasans

SAVE & APPLY &)

Navigation bar "Network Setting" - "WIFI Access Point" - "Advanced Configuration", under normal
circumstances do not need to modify.

Hide ESSID: If checked, this WiFi will not be searched on mobile phones, computers and other
devices.

Channel: If you know the channel of other wifi nearby, you can set this device to a different channel to
improve wifi speed and signal.

Width: WiFi speed HT80 (5.8G exclusive) > HT40 > HT20, WiFi stability HT20 > HT40 > HT80 (5.8G
exclusive), affected by distance and partitions (such as walls), use large bandwidth at close range,use a
small bandwidth for long distances.

Transmit Power: The higher the power, the better the wifi performance.
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A Routing Status Wireless Network
@ Network Setting Network Setting
4G Mod . .
< Basic Configuration [:X Advanced Configuration
WAN Setting
) Hide ESSID [
LAN Setting
DHCP Setting Channel  auto hd

WIFI Access
Point

WIFI Access Point Width  HT40 v

WIFI Client Transmit Power  High v

Time Reboot

Waichcat

Diagnosis (X change configure
Configure WiFi 5.86

™ Routing Setting

% DDNS/FRP Basic Configuration e

= VPN Service Hide ESSID ()

X' System Channel 64 (5320MHz) v

B> Logout width  HTBD v

Transmit Power High v

SAVE & APPLY e
2.6 WIFI Client(Bridge)

The WIFI Client is not enabled by default, you need to check to enable it in the navigation bar

"Network Setting" - "WIFI Client".

A Routing Status General Setup

@ Network setting 1 [ Network Setting
Status = MAC-Address: 00:00:00:00:00:00
4G Modem ~ RX:0.00 B (0 Pkts))
WAN Setting " TX:0.00B (0 Pkts.)
LAN Setting [5X check Enable
DHCP Setting
WiFi Interface  2.4G Client ~

WIFI Access

Point

WIFI Client WIFI Client

Then select the client wifi interface: 2.4G Client, 5.8G Client, search the corresponding WIFI list,
select WIFI in the SSID list, change the security option according to whether there is a password, None
(no password),Encryption(Encryption mixed mode Mixed WPA/WPA2-PSK), WDS is not checked by

default.
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General Setup

Status 1 MAC-Address: 00:00:00:00:00:00
“" RX:0.00 B (0 Pkts.)
" TX:0.00 B (0 Pkts.)

Enable

WiFiInterface| 2 .4G Client

<

| (4 X select client interface
Scan (5 X click scan

35ID __TEST_AP ~
__TEST_AP
Security
WDS

I

General Setup

Status » MAC-Address: 00:00:00:00:00:00
“~ RX:0.00 B (0 Pkts.)
" TX:0.00 B (0 Pkts)

Enable
WiFi Interface  2.4G Client e

Scan [ele]

S5ID WIFIG-2G

.
Security  Encryption v | [7X security choose None or Encryption

| Key

| [} if you choose Encryption,you need to enter a
password
wDs [

o

Advanced Settings

Protocol = DHCP address e

SAVE & APPLY o

After successfully connecting to WIFI, the WIFI status will be displayed.

Status Uptime: Oh Om 31s
- MAC-Address: 06:03:7F12:F2:1F
i RX: 7.65 KB (63 Pkts.)
TX: 1.72 KB (9 Pkts.)
IPv4: 192.168.100.153/24

Client "WIFI6-2G"

Note: The wireless interface 2.4G client search requires WIFI wireless AP WiFi-2.4G is in the activated

state, the wireless interface 5.8G client search requires WIFI wireless AP WiFi-5.8G is in the activated
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state,Otherwise, the search result will not be displayed (after saving the page configuration of WIFI

wireless AP and WIFI wireless client, WiFi-5.8G starts slowly, please wait for a while).

WIFI wireless client advanced settings protocol selection:

A.DHCP address (default): The WiFi client automatically obtains the IP address assigned by the

superior route.

B.Static address: The WiFi client uses the user-configured IP address, subnet mask, gateway, and

DNS.

C.Bridge Lan: Use the LAN port configuration IP address, subnet mask, gateway, DNS, Lan port

configuration reference WIFI wireless client advanced settings static address (relay mode select

this item).

Advanced Settings

Protocol  Static address hd o Select Static address

IP Address 192168100117
[2F Set the IP on the same network segment as
Netmask 2552652550 v the upper-level router
Gateway = 102168.100.1 [2X Set as the upper-level routing IP
DNS | 192 1681001 il Generic DNS or upper-level routing IP, can
(42 be multiple

SAVE & APPLY 5]

Status Uptime: Oh 0m 11s
- MAC-Address: 06:03:7F12:F2:1F
_ ) RX: 330.00 B (2 Pkts.)
Client "WIFI6-26" v 996,00 B (2 Pkts)
|1Pv4: 192 168 100 117/24]
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2.7 WIFI| repeater

This section describes how to extend the wireless signal length by means of relays. In this
configuration mode, the computer terminal connected to the TM2256 is in the same IP address segment

as the main wireless network.

2.7.1 Change the local IP address

It is necessary to modify the local IP address of TM2256 to be in the same network segment as the
main wireless AP. For example, the IP address of the main wireless AP to be connected is 192.168.100.1,
then modify the IP address of TM2256 to 192.168.100.100. It should be noted that the LAN port gateway
is empty by default. After using the relay mode setting, if you need to connect to the Internet through the
WAN port in the future, you need to delete the gateway information in the LAN settings to avoid the

situation of being unable to access the Internet.

A Routing Status Network Configuration

@ Network Setting 1 | Network Setting

4G Modem
Status Uptime: 0h 3m 14s

gp MAC-Address: 1C:59:74:50:00:3F
- . RX: 204.50 KB (2185 Pkts))

LAN Setting 2 | LAN Setting brolen . 1 09 MB (2479 Pts )

IPv4: 192.168.2.1/24

WAN Setting

DHCP Setting

WIF] Ag Addr 000
i P Address | 192166100100 (=X enter the IP of the same network segment
WIFI Client Netmask = 255.255.255.0 A =) the L] dewce

Time Reboot

IPv4 gateway  192.168.100.1 [:X master wireless device |P

Watcheat
BEDEET DNS server | 192168.100.1 @l KL generic DNS server address or primary
wireless device IP
™ Routing Setting

Override MTU | 1500

fé DDNS/FRP

= VPN Service SAVE & APPLY o

2.7.2 Connect to the main wireless AP

In the navigation bar "Network Setting" - "WIFI Client", check to enable the WIFI wireless client, and

configure the connection to the main wireless AP. For example, the SSID of the main wireless AP to be
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connected here is WIFI16-2.4G, and the password is tm123456,Search and select the SSID as shown in

the figure below, fill in the password, select “Bridge Lan” from “Protocol”, and click “SAVE & APPLY”.

M Routing Status General Setup

@ Network Setting

Network Setting

+ MAC-Address: 00:00:00:00:00:00
~ RX:0.00 B (0 Pkts.)

WAN Setting TX: 0.00 B (0 Pkts )

4G Modem Status

LAN Setting Enable (X select Enable WIFI client

DHCP Setting N

Wiri nterface | 2.4 Chant M LR select 2.4G/5.8G according to the frequency
ki of the main wireless AP
oI

Scan e .
T WIEI Client - (X click on SCAN
Time Reboot 881D | WiRie-26 MK click the arrow to find the SSID of the main
Watcheat Security | Encryption v wireless AP in the drop down list
ZRTEE . — 7 X fill in the password according to the main
[ Routing Setting wireless AP

wos (O
% DDNS/FRP

iy

E VPN Service
K System Advanced Settings

B> Logout

Protocol  Bridge Lan v |° choose Brldge Lan

SAVE & APPLY goJ swves |

It should be noted that in this mode, the main wireless AP no longer assigns an IP address to this
TM2256. Therefore, the obtained IP address will not be updated in "Status", and you can confirm whether

the connection is successful through the icon color and MAC address. The picture below is successful.

Status Uptime: Oh Om Os
- MAC-Address: 06:03:7F12:F2:1F
Client "WIFI6-26" RX: 3.69 KB (25 Pkts))
TX: 3.57 KB (34 Pkts.)

2.7.3 Disable DHCP

Disable the DHCP server function of the TM2256. In this way, the TM2256 no longer assigns IP
addresses to the connected devices, and all devices connected to the local area network are assigned IP

addresses by the main wireless to realize communication on the same network segment.
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A Routing Status DHCP Server Settings

@ Network Setting Network Setting i

4G Modem . H

[: X select Ignore interface
WAN Setting

DHCP

LAN Setting
DHCP Setting DHCP Setting
WIFI Access - =
Point Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where

only hosts with a corresponding lease are served
Use the Add Button to add a new lease entry. The MAC-Address indentifies the host, the IPv4-Address specifies to the fixed address to use and the Hostname is
assigned as symbolic name to the requesting host.

WIFI Client
Time Reboot
Watchcat Hostname MAC-Address 1Pv4-Address 1Bv6-Suffix (hex)
Diagnosis

This section contains no values yet
Routing Setting

DDNS/FRP

E VPN Service
SAVE & APPLY X4

2.8 Time Reboot

Navigation bar "Network Setting" - "Time Reboot", users can check to enable and set the time to
restart every day, pay attention to check whether the device time is correct, modify the correct time:

"System" - "Date Time", see chapter 5.1 for details .
M Routing Status Time Reboot

@ Network Setting | 1 | Network Setting

4G Modem
[: X select Enable
WAN Setting

LAN Setting

T hour 06 v
yettne .
3 [+X select time

WIFI Access minute 00 h

Point

WIFI Client

ipaiatent Time Reboot SAVE & APPLY 5]

2.9 Watchcat

In the navigation bar "Network Setting" - "Watchcat", the network self-check function is disabled by
default, and the network self-check allows setting periodic restarts or restarts when the network is

abnormal.

If you need to activate this function, click Add, enter the configuration and click "SAVE & APPLY".
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A Routing Status Watchcat

@ Network Setting 1 Network Settlng qguring a periodic reboot when the Internet connection has been lost for a certain period of time.

4G Modem This section contains no values yet

'WAN Setting B

(X click to add
LAN Setting
DHCP Setting

SAVE & APPLY
WIFI Access

Point

WIFI Client

Time Reboot

Watcheat Watchcat

A.Forced reboot delay: When rebooting the system the watchcat will trigger a soft reboot, Entering a non
zero value here, will trigger a delayed hard reboot if the soft reboot fails. Enter a number of seconds to
enable, use 0 to disable

B.Period: In periodic mode, it defines the reboot period. In internet mode, it defines the longest period of
time without internet access before a reboot is engaged.Default unit is seconds, you can use the suffix
'm' for minutes, 'h' for hours or 'd' for days

C.Ping host: Host address to ping

1.Reboot on internet connection lost

DELETE

Operatingmode  Reboot on internet connection lost A

Forced reboot delay 30
Period Bm

Pinghost 88838

2.Periodic reboot
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DELETE

Operating mode | Periodic reboot "l

Forced reboot delay 30

Period = 5m

After adding and configuring, click "SAVE & APPLY" to take effect. To delete the configuration, just

click the "DELETE" button in the upper right corner, and then "SAVE & APPLY".

2.10 Diagnosis

Through network diagnosis, you can determine whether the router and the connected device can
communicate with each other, whether the device can access the Internet, and whether the device is
successfully connected to the VPN. It can also be used to test other aspects, and you can test it according
to your own needs.

Navigation bar "Network Setting" - "Diagnosis".

Baidu, seriallink, 8.8.8.8: It is generally used to test whether the device can access the Internet. If it
can ping, it means the device can access the Internet. If it cannot ping, it means that the device cannot

access the Internet.

f Routing Status Diagnostics

@ Network Setting 1

Network Setting (=X select 8.8.8.8

4G Modem
| 8.888 v 88388 -|a click PING

'WAN Setting

LAN Setting

DHCP Setting Collecting data

PING 8.8.8.8 (8.8.8
64 bytes from 8.8.8

64 bytes from 8.8.8

WIFI Client 64 bytes from 8.8.8
.8

.8

56 data bytes
: seq=0 ttl=115 time=15.172 ms

WIFI Access Ay

.8

.8: seq=1 ttl-115 time=16.925 ms
.8

.8

.8

Point

: seq=2 ttl=115 time=14.534 ms
: seq=3 ttl=115 time=14.958 ms e Waiting for reSultS
: seq=4 ttl=115 time=13.974 ms

. . I | - 8.8.8.8 ping statistics ---
Diagnosis 2 DIagnOSIS packets transmitted, 5 packets received, @% packet loss

64 bytes from 8.8

Time Reboot _
64 bytes from 8.8

Watchecat

round-trip minfavg/max = 13.974/15.112/16.925 ms

™ Routing Setting
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Custom input box: generally used to test whether the connected device can be pinged.

A Routing Status Diagnostics

@ Network Setting 1 | Network Setting
4G Modem
WAN Setting

LAN Setting

Collecting data...

DHCP Setting

WIFI Access

Point 64 bytes from 192.168.2.59: seq=0 ttl=64 time=1.884 ms

64 bytes from 192.168.2.59: seq=1 ttl=64 time=0.713 ms
WIFI Client 64 bytes from 192.168.2.58: seq=2 ttl=64 time=1.115 ms
5 64 bytes from 192.168.2.59: seq=3 ttl-64 time=0.876 ms
Time Rebaoot i

64 bytes from 192.168.2.59: seq=4 ttl-64 time=1.265 ms
Watchcat

i I - 192.168.2.59 ping statistics ---

Diagnosis 2 DlagnDSIS packets transmitted, 5 packets received, @% packet loss

PING 192.168.2.59

(192.168.2.59):

56 data bytes

round-trip min/avg/max = ©.713/1.018/1.265 ms

™ Routing Setting

(s X enter the IP of the Connected device
(4% click PING

(5 X waiting for results
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Chapter 3 Firewall and Application

3.1 Firewall on and off

The firewall is enabled by default. When doing DMZ and Port Forwards, you need to disable the
firewall. Steps to disable the firewall, go to the navigation bar "Routing Setting" - "Firewall", select disable

the firewall, and then click "SAVE & APPLY".

A Routing Status Firewall
@ Network Setting

™ Routing Setting | (1 Routing Setting Firewall  Disable v |e select Disable

Static Routes

Port Forwards SAVE & APPLY

DMZ

Black/White List SAVE & APPLY Z4]

Firewall 2 | Firewall

3.2 DMZ

The DMZ function can map the WAN port address to a certain host on the LAN side; all packets to

the WAN address will be forwarded to the specified LAN side host to achieve bidirectional communication.

In fact, it is to completely expose a host in the intranet to the Internet and open all ports, which is

equivalent to all port mapping. It is equivalent to using the public IP directly.

First, you need to disable the firewall, click "Routing Setting" - "DMZ" in the navigation bar, click

Enable, set the IP address assigned by the lan port to the connected device, and forward all the ports of

the connected device, It can be accessed directly through the IP address of the wan port.

Enable: Tick Enable.

Internal IP address: The ip address of the local device or the ip assigned to the connected device

through dhcp.
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DMZ actually forwards all ports of the device. After the configuration is complete, click "SAVE &

APPLY" to make it take effect.

A Routing Status DMZ

@ Network Setting The DMZ host feature allows one local host to be exposed to the Internet for a special-purpose service

£ Routing Setting Routing Setting
Static Routes 9 Check to enable
192.168.2.1 v |0 Select or enter the IP address to forward to
DMZ

Black/White List
e SAVE & APPLY e

Port Forwards

Internal IP address
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Check the IP of the wan port, you can directly access the connected device through the IP of the wan

port. If you can't access it, the possible reason is that the firewall of the connected device is opened, and

you need to turn off the firewall of the connected device.

A Routing Status Network Configuration

@ NetworkSetting 1 | Network Setting

4G Modem

Status Uptime: Oh 11m 41s
WAN Setting 2 [ WAN Settlng J| MAC-Address: 1C.50.74.50.00 3¢
RX: 208.42 MB (2520038 Pkts )

LAN Setting 0 1y 119 6B (14112997 Pkts)

DHCP Setting 1Pva{T52 168 20 132] 24

WIFI Access Protocol  DHCP address h
Point

WIFI Client Override MTU 1500

Time Reboot
Watchcat
o
Diagnosis
You can access the connected device directly through the IP of the wan port.(Note: The computer

needs to be in the same local area network as the IP of the wan port before it can be accessed)

3.3 Prot Forwards

Compared with the DMZ, port forwarding is a more refined control, which can forward the data
packets sent to a certain port to a certain host on the LAN side, and can realize the transfer of different
ports to different hosts.

First you need to disable the firewall.

Navigation bar "Routing Setting" - "Port Forwards" setting menu, enter the "Port Forwards" interface
to configure.

A.Name: Specify the name of this rule, which can be a meaningful name.

B.Protocol: Specifies the protocol to be forwarded, which can be TCP, UDP, or TCP/UDP.

C.Internal IP address: Select the IP address that needs to be forwarded to the external network.

D.Internall port: The port to be forwarded by the connected device or the machine.
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E.External port: Add this external port through the wan port ip to access the connected device.

D.After configuration, click the "ADD" button to add a forwarding rule. Click the "SAVE & APPLY"

button to make the rule take effect.

Routing Status Port Forwards

Network Setting Completely forward the communication sent to a port of the external network to a designated port of an address of the internal network.

Routing Setting Routing Setting
Static Routes Protocol External Forward to internal Enable Sort
Port Forwards Port Forwards
This section contains no values yet
DMZ
Black/White List New port forward
Firewall
Name HTTP
DDNS/FRP
= VPN Service Protocol TCP ~

System Internal IP address 192.168.2.1 v e Fill in the por‘t forwarding
Logout configuration

Internal port 80

External port 500

Click ADD 4]

After the addition is successful, a port forwarding rule will be added. Click "SAVE & APPLY" to make

the rule take effect. Multiple rules can be added.
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Port Forwards

Completely forward the communication sent to a port of the external network to a designated port of an address of the internal network

Port Forwards

Name Protocol External Forward to internal Enable Sort
HTTP IPv4-tcp port 500 IP 792.768.2.1, port 80
New port forward
Name New port forward
Protocol TCP+UDP hd
Internal IP address v
Internal port

External port

SAVE & APPLY e

View the wan port ip, and access the internal port of the connected device or the local device through

the wan port ip and external port number.

A Routing Status Network Configuration

@ Network Setting 1 Network Setting

4G Modem
Status Uptime: 0h 11m 41s

WAN Setting WAN Setting (5 MAC-Address: 1C:59:74:50:00:3E
RX: 208.42 MB (2520038 Pkts.)
TX:1.19 GB (14112997 Pkts))

DHCP Setting IPv4]192.168.20.132]24

WIFI Access Protocol  DHCP address v
Point

LAN Setting ethD

Access the internal port of the connected device through 192.168.20.132:500.(Note: The computer

needs to be in the same local area network as the IP of the wan port before it can be accessed)

3.4 Black/White List

3.4.1 White List

Restrict all non-whitelisted hosts from accessing the external network through the local device. For

example, all devices cannot access the Internet, and only a certain computer can be allowed, then this
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computer can be added to the whitelist.

A.Name: Customize the name.

B.Protocol: All protocols are selected by default, choose according to your needs.

C.Match ICMP type: All types are selected by default, choose according to your needs.

D.Local IP address: The IP address of the device added to the whitelist, the IP address change
caused by man-made or other reasons, will change the device that can access the Internet.

E.Local MAC address: The MAC address of the device added to the whitelist will not be invalid even
if the device IP address is changed.

F.Destination IP address: If not selected, it means all networks. You can also enter an IP address,
such as the public network server IP.

G.Action: Whitelist mode select ACCEPT.

Lo i S Black & White List
0 Network Setting By filtering IP addresses and MAC addresses, black and white lists can help manage the network connection status of access devices

£ Routing Setting 1 | Routing Setting

Static Routes e check Enable
Port Forward | | . -
bl Mode  White List b o select White List

DMZ

Black/White List 2 Black/White List

Firewall
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New list
Mame 259
Protocol s
. o (5 X Customize the name, choose
CMP type v
one of the local IP address and
Local IP address 192.168.2.59 (40:8d:5c:Ta:faf the IOCﬂI MAC address; here the
target address is the server's
Local MAC address v public network address, and the
action is ACCEPT
Destination IP address ng UEPE . ~
Action ACCEPT b

i o> R[]

After clicking Add, a rule will be automatically refreshed in the page list, click "SAVE & APPLY".

Name List

Name Protocol Local Destination Action Enable Sort

259 P 192.168.2.59 prraratdl Accept forward . .

DELETE
(=]
ENEYg - B

After adding the whitelist, you can only access the public network address of the server, but cannot

access the Internet. At the same time, other computers can neither access the public network address nor

the Internet.

If the target address is empty, it means that the devices in the whitelist can access all networks, but
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other devices cannot. If you want to disable the blacklist and whitelist functions, you just need to uncheck

the “SAVE & APPLY” option.

3.4.2 Black List

Restrict the host in the blacklist from accessing the external network through the local device. For

example, if a computer is prohibited from accessing the Internet, the computer can be added to the

blacklist.
A.Name: Customize the name.
B.Protocol: All protocols are selected by default, choose according to your needs.
C.Match ICMP type: All types are selected by default, choose according to your needs.
D.Local IP address: The IP address of the device added to the blacklist, the IP address change
caused by man-made or other reasons, will change the device that refuses to access the Internet.
E.Local MAC address:The MAC address of the device added to the blacklist will not be invalid even if
the device IP address is changed.
F.Destination IP address:If not selected, it means all networks. You can also enter an IP address,
such as the public network server IP.

G.Action: Blacklist mode select REJECT.
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Routing Status Black & White List

Network Setting By filtering IP addresses and MAC addresses, black and white lists can help manage the network connection status of access devices

Reuting Setting Routing Setting

Static Routes [: X Check to enable
i | Mode  BlackList v | [+ X Select Black List
DMZ

ErEi Black/White List

Firewall
DDNS/FRP Name List
VPN Service Name Protocol Local Destination Action Enable Sort
System . . .
his section contains no values yet
Logout
New list
Mame 259
Protocol All v

[sX Customize the name, choose one
Maich ICMP type - Al v of the local IP address and the
local MAC address, here the
target address is the server's

Local MAG address v public network address, and the
action is REJECT

Local IP address 192.168 2 59 (40-8d-5¢:7a-f3-f7) v

Destination IP address - . L] v

Action REJECT v

e so0 Y

After clicking Add, a rule will be automatically refreshed in the page list, click "SAVE & APPLY".

Name List

Name Protocol Local Destination Action Enable Sort

259 All IP 7192 168.2.59 IP 783717 "ma " Refuse forward - - DELETE

(=]
save & appLy Bl sveern ]

After adding the blacklist, you cannot access the public address of the server, only the Internet, and

other devices are not restricted.
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1du. com

: of data:

If the destination address is empty, it means that the devices in the blacklist cannot access all
external networks. If you want to disable the blacklist and whitelist function, just uncheck the enabled

option, "SAVE & APPLY".

3.5 Frp Client

Frp is to provide http or https services in multiple external network environments by using machines
behind the intranet or firewall. For http, https services support domain name-based virtual hosts, and
support custom domain name binding, so that multiple domain names share one port 80; Use the
machine behind the intranet or firewall to provide tcp and udp services to the external network
environment, such as accessing the host in the company's intranet environment through ssh at home.

The main functions of frp: the external network accesses the internal network machine through ssh;
the external network accesses the port forwarded by the internal network machine through frp through the
public network address plus the port number; custom binding domain name accesses the internal network
web service.

The premise of configuring intranet penetration is to ensure that the router can access the Internet. If

the router cannot access the Internet, the intranet penetration cannot be performed. Navigation bar
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"Device Management" - "Diagnosis"; and disable the firewall, navigation bar "Routing Setting" - "Firewall".
If you can ping 8.8.8.8, it means that the device can access the Internet. For details, see Chapter 2.9.

Disable the firewall. After choosing to disable the firewall, click "SAVE & APPLY".

3.5.1 Connect to Frps

Preparation before configuration:

(1)One public network server.

(2)One router (a router that supports frp, that is, 1 intranet server).

(3)One domain name is bound to the public network server.

The frp client configuration is as follows:

(1)The client needs to add the configuration of the server first to connect to the server, the navigation
bar "DDNS/FRP" - "Frp Client", select "Servers", There is an empty server by default, you can directly click

to modify it, or you can directly delete it and add one yourself.

M Routing Status
Settings Rules 9 Server

@ Network Setting

Frpc - Frps Servers
[ Routing Setting J B

f# DDNS/FRP U DDNS/FRP lias Server Addr Server Port TCP Mux Sort

Dynamic DNS
) None ? ? False . -
Fip Client Frp Client
= VPN Service e EDIT

' System

SAVE & APPLY
E Logon [ ]
A Routing Status

Settings Rules e Servers

& Network Setting

Frpc - Frps Servers
™ Routing Setting 3 =

1
(o DAL DDNS/FRP Server Addr Server Port TCP Mux Sort

Dynamic DNS
? ? False . EDIT DELETE
2

Frp Client Frp Client
= VPN Service | ADD | [:X ADD

K System

SAVE & APPLY
S ==
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(2)After clicking "ADD" or "EDIT", a page for editing the frps server will pop up, configure it according

to the settings of the server, and click "SAVE & APPLY" after the configuration is complete.

A.Alias: To customize the name of a server, you can define a meaningful name.

B.Server addr: The address of the server (usually the public IP address).

C.Server port: The port set by the server.

D.Token: The password set by the server.

E.TCP mux : View and view are consistent with the server side. If the server side TCP mux is true,

you need to choose here, if not, you don't need to choose.

F.Click "SAVE & APPLY" after the setting is complete.

Settings Rules servers

Frpc - Edit Frps Server

alias | frpe

Server addr | " By pulle

Serverport = 5443 (s X Configure the port, token, and TCP mux according to the

Token  ssssesess

2]

TCP mux

SAVE & APPLY o
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(3)After the addition is successful, there will be an additional frp server, click "SAVE & APPLY" to

start the server.

Settings Rules Servers

Frpc - Frps Servers

Alias Server Addr Server Port TCP Mux Sort

frpc 1€ i 5443 True - EDIT DELETE

(4)Next, go to the "Settings" page of "Frp Client", start the frpc client, and configure as shown below.
After the configuration is complete, click "SAVE & APPLY". After the configuration is complete, "Running"
will appear on the "Common Settings" page,prove that the frp client has been started.

A.Enable: Tick Enabled.

B.Server: The server alias you just customized.

C.Run daemon as user: Generally choose the default, you can modify it according to your needs.

D:Enable logging: Tick as required.

E:After the configuration is complete, click "SAVE & APPLY".

M

Frpc - Common Settings

Frp is a fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet.

Running

General Options Advanced Options

(X Check to Enable
Server  fipc KX Select the server you just added

Run daemon as user  -- default - b

Enable logging [}

SAVE & APPLY @

Displaying that the service is running indicates that the frp client has been successfully started.
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Settings Rules Servers

Frpc - Common Settings

Frp is a fast reverse proxy to help you expose a local server behind a NAT or firewall to the internet.

(5)Next, go to the "Rules" page of "Frp Client", click "ADD", there is a rule by default, if you don't need

this rule, you can delete this rule, keep it if you need it, and add a new rule directly.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

]} ssh TCP 127.001 22 6000 - EDIT DELETE

(6)After adding, an "Edit Proxy Rule" page will pop up, there will be different protocol types, and the

functions implemented by different protocol types are different.

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled )

Proxy Name

Type | TCP v

Local IP | UDP
HTTP

HTTPS
Local port sTCP

Remote port
Use encryption [_]

Use compression [_]

3.5.2 Add TCP proxy protocol

The TCP protocol supports ssh connection, and also supports forwarding the page port (usually port
80)Through the public network, the remote port can access the page of the local device.

On the "Edit Proxy Rule" page, configure according to the requirements as shown in the figure below.




TM2258 Industrial 4G CPF With

After the configuration is completed, click "SAVE & APPLY", and you will return to the "Proxy Rules" page,

and there will be an additional rule on the page,click "SAVE & APPLY" again to make the rule take effect.

Finally, you can access the local port opened by the local device through the public network ip: port

number (format: 106.107.108.109:5555, where 106.107.108.109 is the public network address). You can

add multiple tcp rules, just make sure that the remote ports are not the same. If the remote ports are the

same as the previous ones, the latest ones will overwrite the previous ones, and the previous rules will not

take effect.

A.Disabled: If checked, it means to disable this rule.

B.Proxy Name: Customize a proxy name. The proxy name cannot be repeated, otherwise it will not

take effect due to name conflict.

C.Type: Select the TCP protocol.

D:Local IP: Fill in the ip of the local machine or the ip allocated by the lan port of the local machine for

the connected device. (The ip address of the device that needs to be accessed through the

public network).

E.Local port: The selected device needs to be forwarded to the port of the public network.

F.Remote port: Add this remote port to the public network address to access the local port opened by

the corresponding local device. This port number should not be the same as other rules, and do

not use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

Multiple rules can be added, as long as the remote port numbers do not conflict.

After the configuration is complete, click "SAVE & APPLY".
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Settings Rules servers

Frpc - Edit Proxy Rule

Disabled

Proxy Name = HTTP

Type  TCP v

Local IP | 127.0.01 L1 X Configure the forwarding rules, here is to forward the 80
port of this device, that is, the webpage, and you can
access it through the server's public network IP plus the
Remote port 5555 port number.

Local port = 80

Use encryption ]

Use compression [

SAVE & APPLY ¥2)

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

]} ssh TCP 127.0.0.1 22 6000 . EDIT | DELETE
]} HTTP TCP 127.0.0.1 80 5555 EDIT | DELETE

SAVE & APPLY e

Access the local port of the local device through the public network ip and port number, and
106.107.108.109:5555 to access 192.168.2.1 (default port 80).

Multiple tcp rules can be added. It is necessary to ensure that the remote port number and proxy alias
are not repeated with those previously set. If they are repeated, the rule may not take effect even if it

exists.

3.5.3 Add STCP Proxy Rules

(1)STCP needs to configure the client and the access terminal, of which 192.168.2.111 (the device

connected to the lan port) is used as the client, and the PC is used as the access terminal. The access
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terminal can access the client by binding the local IP and port.

A.Disabled: Checking here will disable this rule.

B.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will

not take effect due to conflict.

C.Type: Select the STCP protocol.

D.Local IP: The IP address assigned by the local device or the lan port to the connected device.

E.Local port: The device needs to open a port to the public network.

F.SK: Set a password, the access terminal needs to enter the SK set here when accessing the

device.

G.Use encryption,Use compression: Configure as needed.

H.Role,Server name,Bind addr,Bind port:These four as clients do not need to be set.

Settings Rules servers

Frpc - Edit Proxy Rule

Disabled (O]
Proxy Name | stcp
Type STCP -
Local IP 192.168.2.111
Local port 80 (1 X Here 192.168.2.111:80 refers to forwarding the login web
Use encryption [ page of a routing device in the same network, and there
is no need to fill in the blank
Use compression [_J
Role
Server name
SK v P
Bind addr
Bind port

SAVE & APPLY 9

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.
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Frpc - Proxy Rules
Disabled Name Type Local IP Local Port Remote Port Sort
] ssh TCP 127.0.0.1 22 6000 .
]} stcp STCP 192.168.2.111 80 Not set

SAVE & APPLY L3]

If the PC wants to access the connected device of the router as the access end, it needs to be a

client of frp, and it is also the stcp protocol, but it needs to set the visitor role and bind the local address

and port. The frp file for Windows can be downloaded from the company's official website. After

downloading, open the frpc.ini configuration file for configuration.

Mame Date modified Type
systemd 4/12/2022 221 PM File folder

[ frpc.exe 022 2255PM  Application

>B frpc.ini 22 :25 AM Configuration s
>B frpc_fullini 3/23/2022 930 PM  Configuration s
[] frps.exe 3/23/2022 9:27TPM  Application

>B frps.ini 3/23/2022 930 PM  Configuration s
>B frps_full.ini 3/23/2022 30 PM  Configuration s
[ LicEnSE 3/23/2022 %30 PM  File

wj frpc.ini - Notepad
File Edit Format Yiew Help
[common]

#Server public address

server addr = 178" “@ &

#server port

server_port = 5443

#The server provides the token for authentication
token = slk100200

#Prevent exiting after a connection failure

login fail exit = false

#Connect to the server through the TCP protocol
protocol = tcp

#consistent with the server

tcp mux = true

pool count =0

tls_enable = false

heartbeat_interval = 30

heartbeat timeout = 90

[stcp_abc]

#select stcp protocol

type = stcp

#in the role of visitor

|role = visitor |
#Agent name for client
lserver_name = stcp |
#Consistent with the client's SK
sk = 123456

Size

10,807 KB
TKB

11 KB
13,814 KB
TKB

6 KB

12 KB

It can be consistent with the configuration of the public network

server

#Bind the local address and port for accessing the client

bind_addr = 127.0.0.1
bind port = 6005

Visitor role needs to be set as visitor

To be consistent with the proxy name of the client to be accessed

Generally set to the local IP address (127.0.0.1), the port number should be unused

Use the shortcut key "win+R" to quickly open the cmd command window.
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Run >

= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: cmd e
0] 4 Cancel Browse...
2 [ = | EAfrp0410 =
Home Share View (2]
] cut '-; New item = v Open - HH setectall
W Copy path 1 | Easy access ~ Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename  New Properties -
access Pasteshortcut g~ 1o folder - @ History I Invert selection
Clipboard Organize New Open Select
« « || evpoao | v]o | sercnfposo
Name Date modified Type Size
# Quickaccess Use the cd command to enter the
systemd File folder ; ;
1 ThisPC 5 frpcece Apglication ware  directory where frpc.exe is located
o WPSRIE & frocini Configuration sett... 1 KB
JiangSong (192.168.16.222 (slk 1] frpc_fullini Configuration sett... 1KB
| shore (192.168.16.200 (sk-Ser, ) frPs-exe Application 13,814 KB
5] frps.ni Configuration sett... 1 KB
L software (192.168.16.200 (slk-« 1 P oriiguretien ==
5] frps fullini Configuration sett... 6 KB
‘i Local Disk (C:
i Local Disk (C) 7 LICENSE File 12 KB

Bt ma

First enter "E:" to enter the disk where frpc.exe is located, then use "cd+file path" to enter the folder

where frpc.exe is located, and use the command "frpc.exe -c frpc.ini" to run the client.

BN C:\Windows\system32\cmd.exe - frpc.exe -c frpe.ini

er udp port [0]

(2)If there are two routers, and one router needs to remotely access the other router or the connected
device of the other router, one is the stcp access terminal, and the other is the stcp client.

The configuration is as follows:

@ Configure the client (first router,IP:192.168.2.1)

A.Disabled: Checking here will disable this rule.

B.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will
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not take effect due to conflict.

C.Type: Select the STCP protocol.

D.Local IP: The IP address assigned by the local device or the lan port to the connected device.

E.Local port: The device needs to open a port to the public network.

F.SK: Set a password, the access terminal needs to enter the SK set here when accessing the

device.

G.Use encryption,Use compression: Configure as needed.

H.Role,Server name,Bind addr,Bind port:These four as clients do not need to be set.

Settings Rules servers

Frpc - Edit Proxy Rule

Disabled (O]
Proxy Name | stcp
Type STCP ~

Local IP 1921682111

Local port | 80 (1 X Here 192.168.2.111:80 refers to forwarding the login web
page of a routing device in the same network, and there

Use encryption ]

is no need to fill in the blank

Use compression [_J

Role

Server name

SK | ssases

]

Bind addr

Bind port

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.
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Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

] ssh TCP 127.0.0.1 22 6000 - EDIT | DELETE
]} step STCP 192.168.2.111 80 Not set EDIT | DELETE

SAVE & APPLY L:]

®@ Configuring the Access Side (Second Router,IP:192.168.2.2)

A.You need to connect to the frp server first. For details, please refer to chapter 2.5.1

B.Disabled: If checked here, this rule will be disabled.

C.Proxy Name: Customize a proxy name, which cannot be the same as other rules, otherwise it will
not take effect due to conflict.

D.Type: Select the STCP protocol.

E.Local IP,Local port: These two access terminals can be left blank.

F.SK:Set a password, the access terminal needs to enter the SK set here when accessing the
device.

Use encryption,Use compression: Configure as needed.

G.Role: The access terminal needs to fill in the visitor.

H.Server name: The stcp proxy name set by the first router client.

I.Bind addr,Bind port: The client can be accessed by binding the address and port. The address and

port are the local machine or the connected device of the local machine.
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Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled (O]
Proxy Name  stcp_visitor
Type STCP v
Local IP
Local port
Use encryption ) o
Use compression [_J
Role  visitor
Server name  stcp

SK | ssases

]

Bind addr  192.168.2.2

Bind port | 6006

save & arvLy I

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

(] step_visitor STCP ? ? Not set . EDIT DELETE

SAVE & APPLY e

3.5.4 Add UDP Proxy Rules

The UDP protocol is used to transmit a large amount of data. The port of the connected device needs
to support the udp protocol. If the port that supports the udp protocol is opened to the public network, data
transmission can be performed through the public network and the remote port number. Multiple udp
protocol rules can be configured.

A.Disabled: Checking here means to disable this rule.

B.Proxy Name: Customize a proxy name. The proxy name cannot be repeated, otherwise the rule will

not take effect due to conflict.
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C. Type: Select the UDP protocol.

D.Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the

connected device (the ip address of the device that needs to be accessed through the public

network).

E.Local port: The device needs to be forwarded to the port of the public network, which must be the

port using the UDP protocol.

F.Remote port: Add this remote port to the public network address to access the local port opened by
the corresponding local device. This port number should not be the same as other rules, and do
not use the occupied port, otherwise this rule will not take effect.

G.Use encryption, Use compression: Check these two as needed.

H.Multiple rules can be added, the remote port and proxy name should not conflict, and click "SAVE

& APPLY" after the configuration is complete.

Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled ]
Proxy Name  udp

Type UDP

Local IP 192.168.2.233
Local port 4001 11 X Select UDP and fill in the configuration

Remote port 6007

Use encryption [

Use compression )

SAVE & APPLY e

After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.
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Settings Rules servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

]} udp UpP 192168 2 233 4001 6007 . DELETE

SAVE & APPLY %=

Through the UDP protocol, use the public network address and remote port number to access the

device forwarded to the public network (111.111.111.111:6007 accesses 192.168.2.233:4001).

LCEPUDP Net Assis
~Seftings D“t“l"gl Hethssist V4.3 26

(1) Protocol
UDP 20220502 11:54:32 053 ]# SEND ASCIT TO 1o TIE00T> ”
-

short eiremit

[2022-05—09 11:54:32. 032]# RECY ASCIT FROM 1. i T EDOT
(3) Local host port short ciremit
@ Close | [2o0e2—050% 11:54:37 &76]% SEFD ASCIT TO 1F N <

short cirvemit

Recv Options |
« m " HEX i |[2022-05-09 11:54:32, 712]# RECY ASCIT FROM 1C L :B00T
[v Log display mode < short cireuit
¥ Auto linefesd
[~ Recv save to file...

fntoScrell Clear

i [2022-05-09 11:54:33, 253]# SEFD ASCII TO 1. (B00T>

shert eireuit

rSend Options
(~ ASCI (" HEX [2022-05-09 11:54:33. 3221 RECY ASCIT FROM 1. . ___ .. -6007>
[ Use escape chars short ciremit
v AT CMD auto CR+LI y

FSAend”ﬁmﬁle___ DataSend | Remote: 10 . 26007 -] +C1m| & Clear 4 Clear

: hort ciremit
[~ Period s
1 e Send
Shortcut Historw

1€ Readv! [ 1snar [ Rxasse [ TX2410 Reset | ,

3.5.5 Add HTTP Proxy Rules

For http and https services, domain name-based virtual hosts are supported, and custom domain
name binding is supported, so that multiple domain names can share a port 80 and access intranet web
pages through the custom domain name. Multiple http rules can be configured, which can be accessed

directly through a custom domain name. After the configuration is complete, you can access the
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corresponding web page through the custom domain name plus the http penetration port (ie

vhost_http_port) provided by the server.

A.Disabled: Checking here means to disable this rule.

B.Proxy Name: Customize an agent name. The agent name cannot be repeated, otherwise the rule

will not take effect due to conflict.

C.Type: Select the HTTP protocol.

D.Local IP: Fill in the ip of the machine or the ip assigned by the lan port of the machine for the

connected device (the ip address of the device that needs to be accessed through the public

network).

E.Local port: The device needs to be forwarded to the port of the public network, and this port must

be the port number of the internal page.

F.Use encryption,Use compression,HTTP user,HTTP password: These four are selected as needed.

G.Subdomain: Write it if you have it, or leave it out if you don't have it.

H.Custom domains: xxx. The domain name bound to the public network, xxx is defined by itself, but

the latter must be the domain name bound to the public network.
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Settings Rules Servers

Frpc - Edit Proxy Rule

Disabled )
Proxy Name  http
Type HTTP ~
LocalIP 1921682111
Local port 80
Use encryption
Use compression o
HTTP user
HTTP password
Subdomain

Custom domains  openwrt.frp.“aaasans i

SAVE & APPLY e
After generating a new rule, you need to click "SAVE & APPLY" to make the rule take effect.

Settings Rules Servers

Frpc - Proxy Rules

Disabled Name Type Local IP Local Port Remote Port Sort

]} hitp HTTP 192.168.2.111 80 Not set . DELETE

SAVE & APPLY )

The browser can log in to openwrt.frp.****.***:5080 to enter the client routing management page.
Among them, openwrt is a custom part, and you need to add a record on the domain name application
website to resolve the subdomain name;frp.****.*** is the value of subdomain_host of the frpc server; port
5080 is the intranet penetration port provided by the server, and the value of vhost_http_port;

You can configure multiple http rules in this way, and the custom domain name does not need to be

the same.
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Chapter 4 VPN Service

4.1 PPTP VPN

Navigation bar "VPN Service" - "PPTP VPN", select Enable, fill in the server address, fill in the user
name and password according to the server settings, click "SAVE & APPLY".

A.Enable: To use PPTP VPN, you need to check it, and you can just uncheck it when you don't use it.

B.Server Address: The server IP address, usually the public IP.

C.Username,Password: Fill in the username and password set by the server.

M Routing Status PPTP Client

& Network Setting Configurable PPTP access to VPN

™ Routing Setting

L2

Status a RX: 0.00 B (0 Pkts.)
pptp-pptp TX: 0.00 B (0 Pkts))

[:X Check to enable

7% DDNS/FRP

= vensevice 1 VPN Service

PPTP VPN 2 PPTP VPN Server Address 10§ w w sl
E4 A Usemame  slk
GRE VPN
> = Enter configuration
¥ System Metric = 3

B Logout

SAVE & APPLY o

After the connection is successful, the address assigned by the server will appear in the status bar. If

pptp is not used, uncheck it and click "SAVE & APPLY".

PPTP Client

Configurable PPTP access to VPN.

Status Uptime: Oh Om 18s
B  RX:22.80 KB (100 Pkts))
pptp-pptp TX: 39.71 KB (200 Pkts.)
IPv4: 192.168.0.234/32

Enable
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4.2 L2TP VPN

Navigation bar "VPN Service" - "L2TP VPN", select Enable, fill in the user name and password
according to the server settings, click "SAVE & APPLY".

A.Enable: To use L2TP VPN, you need to check it, and you can just uncheck it when you don't use it.

B.Server Address: The server IP address, usually the public IP.

C.Username,Password: Enter the username and password set by the server.

A Routing Status L2TP Client
@ Network Setting Configurable L2TP access to VPN

B Routing Setting Status T RX:0.008 (0 Pkts)

I2tp-12tp TX: 0.00 B (0 Pkts.)

— - . (s} Check to enable
E VPN Service 1 VPN Service

PPTP VPN Server Address

L2TP VPN 21 L2TP VPN Usemname

GREVPN
OpenVPN Password | sesmeeees [+ X Enter configuration

¥ System Metric 9

7% DDNS/FRP

]

B Logout

SAVE & APPLY e

After the connection is successful, the address assigned by the server will appear in the status bar. If

I2tp is not used, uncheck it and click "SAVE & APPLY".

L2TP Client

Configurable L2TP access to VPN

Status Uptime: Oh Om 1s
B  RX 54008 (3 Pkis)
I2tp-12tp TX: 54.00 B (3 Pkts.)
IPv4: 192.168.10.10/32

Enable

4.3 GRE VPN

Navigation bar "VPN Service" - "GRE VPN", select Enable, select gretap or gre according to the

protocol of the opposite end (keep the protocol at both ends the same). The local IPv4 address and
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remote IPv4 address are filled in according to the local wan port (public network) address and the peer
wan port (public network) address, and the local tunnel address and the peer tunnel address are in the

same network segment.

A Routing Status GRE VPN

@ Network Setting Configurable GRE access to VPN

™ Routing Setting Interface information

rh Status MAC-Address: 00:00:00:00:00:00
PONS/ERE "~ RX:0.00 B (0 Pkts.)

9'%°9'€ 1 0.00 B (0 Pkts)

= VPNSevice 1 /PN Service
PRTP VPN (22 Check to enable

L2TP VPN Protocol  gretap “

GRE VPN 2 GRE VPN ill i
S Local IPva address  106.15.120.21 12X Select the protocol, fill in the local and peer
pen
addresses
Remote IPv4 address  106.15.110.31

System

Logout

Tunnel information
Local tunnel address  11.11.11.21 [5X Fill in the address of the same network
a segment as the peer
Netmask 2552552550

SAVE & APPLY 6]

Refresh status information after "SAVE & APPLY".

GRE VPN

Configurable GRE access to VPN.

Interface information

Status Uptime: 0h Om 4s

MAC-Address: BEE3:F4:9B:7C:D5
RX: 0.00 B (0 Pkts.)

TX: 0.00 B (0 Pkts.)
IPv4:11.11.11.21/24

gre-gre
Enable

Then add routing table rules, you can successfully access the peer Lan port device.

A Routing Status Static Routes

@ Network Setting Static Routes specify over which interface and gateway a certain host or network can be reached

£ Routing Setting Routing Setting
S—— | Target 1Pv4-Netmask 1Pv4-Gateway Metric MTU
S ] Static Routes

Port Forwards Host-|P or Network if target is a network
DMZ
This section contains no values yet

Black/White List

Firewall o click ADD
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Static Routes
Static Routes specify over which interface and gateway a certain host or network can be reached.
Static IPv4 Routes
Interface Target I1Pv4-Netmask IPv4-Gateway Metric MTU
Host-1P or Network if target is a network
| gre_static V| | 192.168.2.0 | | 255.255.255.0 | | 11110131 | 0 1500
105, Interface (11X Target is the 2R Peer lan port =K peer tunnel IP
I selection remote LAN subnet mask v
gre static port
Static IPv6 Routes
1Pv6-Gateway Metric MTU

Interface

4.4 OpenVPN

Target

IPv6-Address or Network (CIDR)

This section contains no values yet

SAVE & APPLY

(4]

Navigation bar "Virtual Private Network" - "OpenVPN", click "SAVE & APPLY" after all configurations

are consistent with the server, the three certificates are provided by the server.

A Routing Status

@ Network Setting

B Routing Setting

f# DDNS/FRP

= VPN Service 1
PPTP VPN
L2TP VPN
GRE VPN
OpenVPN 2

QpenVPN

K System

[ Logout

VPN Service

OpenVPN Settings

[:X General Setting

General Settings Advanced Settings

] MAC-Address: 00:00:00:00:00:00
"~ RX:0.00 B (0 Pkts )
TX: 0.00 B (0 Pkis.)

Status

[+X Check to Enable
dev  tun ~
proto  udp v
port 1194
[-X input configuration
remote 18 . . II m

a

a Choose File | cacrt

cert

Choose File | slk.crt

key

Choose File | slk.key

(X Select or drag in the corresponding file

The advanced settings page is modified according to the server. If relink is checked, it means that
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openvpn can automatically reconnect. If you need to automatically reconnect, you can check it. If you

don’t need it, leave it unchecked. After all configurations are completed, click “SAVE & APPLY”.

OpenVPN Settings

General Settings 0 Advanced Settings

relink

verb 3 v

auth  SHA512

cipher  AES-256-CBC

compress = no v

Change the corresponding configuration according to the

configuration file of the server

remote_cert_tls  server ~

nobind

client

client_to_client [J]

SAVE & APPLY o

After the connection is successful, the status bar will refresh the address. If openvpn is not used,

uncheck it and click "SAVE & APPLY".

Chapter 5 System

5.1 Date Time

Time synchronization is enabled by default. If necessary, you can change the NTP server to
synchronize the time of the server.

Navigation bar "System" - "Date Time", click "SAVE & APPLY" after setting.
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A Routing Status NTP time server

@ Network Setting After the wireless gateway is powered off, the date and time settings are not saved. Enable the Sync from network function to keep the date and time current

™ Routing Setting Synchronize browser time

) TR Local Time 2022-05-1010:31 41 sync with browser

= VPN Service Timezone  Asia/Shanghai v

% system 1 System

;::t?::ge Enable NTP client
Update Firmware 1.cn poolntp.org

Modify Password NTP server

Factory Reset

Reboot

B Logout SAVE & APPLY 4]

5.2 Language Setting

Change the language displayed on the page according to your own needs, you can choose English

or Chinese, change it in the navigation bar "System" - "Language Setting", or change the language in the

login interface.

A Routing Status Language Setting

@ Network Setting
Language Setting

™ Routing Setting
Language | English e
(# DDNS/FRP auto - Modify language
E VPN Service == (Chinese)
X System 1 System
Date Time SAVE & APPLY o

Language N
Setling = Lal’lguage Settlng

Authorization Required English

A3 (Chinese)

Password

5.3 Modify Password

The default password for login is admin. If the user needs to protect the configuration interface to

avoid being modified by others, he can modify the login password, click "System" - "Modify Password" in
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turn, then fill in the password to be modified, and then SAVE & APPLY, as follows.

Routing Status Router Password

Network Setting Changes the administrator password for accessing the device

Routing Setting password -
= =
DDNS/FRP (3% Enter new password twice
Confirmation 2
= VPN Service

% system 1 System

Date Time
Language SAVE 8 APPLY g4}

Setting

Modify Password 2 I Med Ify Password

5.4 Update Firmware

Routing Status Update Firmware
Network Setting
Flash new firmware image

Routing Setting Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires an OpenWrt

compatible firmware image)
DDNS/FRP

_ [:X Keep the configuration default checked, it is recommended to uncheck

= VPN Service
[ueosre | click UPDATE

¥ System System Image.l Choose File | slk-r680-fv1_v1.0-wifiimg

Select or drag in a file 4]

Date Time

Language
Setting

Modify Password

Update Firmware 2

Update Firmware

Navigation bar "System" - "Update Firmware", select the file and click "UPDATE", the MD5 check
code page will appear after uploading, click "PROCEED" to upgrade, the upgrade will take a certain
time,it takes about 1~2 minutes, after the upgrade is complete, log in again through "192.168.2.1".

When upgrading the firmware, you need to uncheck the "Keep settings" option.

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed” below to start the flash procedure.
Checksum: 71ef5129cd3e@8f7a177bed47e83c13b7

Size: 32.48 MB
Note: Configuration files will be erased.

CANCEL

PROCEED Js]
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5.5 Factory Reset

Factory reset is generally when the device fails to enter the device page, or there are many function
settings, and you want to reset it,you can restore the factory default settings, the navigation bar "System" -

"Factory Reset", click "Execute reset", you can restore the device to the factory default.

Routing Status Factory Reset

Network Setting Hesmnefauns- (5} click PERFORM RESET

Routing Setting
DDNS/FRP
VPN Service

System
Date Time

Language
Setting

Medify Password

Update Firmware

Factory Reset 20 Facto ry Reset

Reboot

5.6 Reboot

Immediately restart, the device can be restarted through the page, the navigation bar "System" -

"Reboot", click "Execute restart" to restart the device.

Routing Status Device Reboot

Network Setting i (5% click PERFORM REBOOT

Routing Setting
DDNS/FRP

VPN Service

System | 1 System

Date Time

Language
Setting

Modify Password
Update Firmware
Factory Reset

Reboot
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5.7 page log out

M Routing Status

@ Network Setting

[ Routing Setting

# DDNS/FRP
= VPN Service

¥ System

E Logout Click "Logout" to exit to the login interface.




