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I. Hardware description
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Tip: The low-frequency antenna can also be installed in the four
symmetrical positions of the top, bottom, left and right, and
can be selected according to your preference. In the
recommended way, the two antennas have the least mutual

influence.

2.1C high frequency card placement location:



The IC card is recommended to be placed on the back of the device,
and the position aligned with the device is the most stable.



You can also place the card as shown above, usually no problem, and be
careful to stay away from metal objects and metal tables.

Some keychains or small cards with poor signal are easy to interrupt when
reading and writing. In this case, you can use the method shown in the
figure below to read the card. Put the low-frequency antenna under the

high-frequency antenna to solve the problem.




3.ID. Low frequency card placement location:
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Just stick the card to the circular antenna

Some ID cards have poor signal, so you can install the circular antenna
on the left side, and the sensitivity of reading cards will be improved

4. Other parameters:

(When installed on the right side of the low frequency antenna)

# LF antenna: 29.84 V@ 125.00 kHz
# LF antenna:32.31V @ 134.00 kHz

HF antenna: 28.43V @ 13.56 MHz
(when installed on the left side of
the low-frequency antenna)

# LF antenna: 43.86 V@ 125.00

kHz # LF antenna:24.48 V @ 134.00

kHz # HF antenna: 25.13 V@ 13.56
MHz

Working voltage: 3.5-5.5V



Working current:50-130mA

Length and width: 54mm*86.6mm

Size and thickness: 6.2mm (thinnest) 9.8mm (with screws) 15.8

(with low frequency antenna). Firmware version at factory:

2.0.0



Drive installation

The following is an example of the installation process for W7 64. The
installation may vary slightly from system to system. Please refer to the
folder below

. L AWindows XP Windows 7&#3E=)
I, BWindows 8 Windows 102353
L W7 e4TEti) RERAT IS CESSER T ot

. & | proxmark3.inf

Guidance for vpciaaur.

1. Connect PM3 to the computer, right-click on unknown device in the Device
Manager and click Properties
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2. Click Update Driver
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3. Click below



4. Click below
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6. Select the drive directory and select the drive file

). CEC (new serial interface) E o I’ g EB'
_ﬁmﬁi e {

s 2013/3/7 19:08 H

g & #3-bin-2.0.0
k- ose 4 Vindows Drivers
,[.‘ (rigw

] terfora
Seridl interfece
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8. Click below to complete the driver installation

@ Windows 22 ) | ®]
f& Windows 77

> TREUMIRMEFRN)
\ EEEMEBNAL | FERENEFENRFRM,

Reg=EnERRE SR

" &, RitxBFEsmdclEe
aSRentBYaanEs.

If all is well, a virtual serial port will appear as shown in the following figure:

« 151 &0 (COM #1 LPT)
|
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COMS5 can be any number, and the driver installation is complete.

Reasons for unsuccessful drive installation and solutions:
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1. The driver signature authentication is not
turned off. Turn off the driver signature
authentication. 2WINDOWS may be a reduced

GHOST version.

3. Virtual machines and other
methods are used to connect
devices. 4. The system lacks

dependent files.

5. Change your computer, or try a different USB port.

AMindows KPP Windows TSR
BMWindows & Windows 10=38m
IL | (W7 s FiiEtt]) SIMERSE Rl | DR T
& | prownerk]ied

If you encounter the above prO Lzl LIS MOC IVIIVYY LI I UL UV TS,

PM3 compatible system: XP/W7/W7 64/W8/W10/LINUX/Android (knowledge
required)

Three. Quick test basic functions

First, view the serial port in the resource manager:
4 Y3 &0 (COM 1 LPT)
- Eroamed3 (COM20)

L@ Proxmark Tool.exe

double click =
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COM PORT BUEY

——

Open and select the corresponuing serai port
If the bottom is blank, the connection is normal.

dERRGR: invalid serial port

If displaye Indicates that the connection is not

normal.
Try to reinsert the USB, select another serial port first, then plug in the USB,

ding dong sound, and then select the correct serial port.

Note that if the serial port cannot be opened several times in a row, you
need to close the "Proxmark3.exe" process in task manager

1. Antenna voltage test:
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PM\Hardware\Tune BN EMSAES -

2-ms *
B L7 Lo Fromns) || (st ) ——
@) L¥ (Low Frequency) — "
% DATA ol LAF R R(E
- Mardeare Maasure antenna tuning
Detect Reader E
» FPGA D£E E || this commsnd can be issued to verify that the an
&= u:n sveep to complete and the cutput values to be pr
~Send Comaands in this region:
" Reset ICD L
Read Flash Bemory # LY antenna § 33.37 V @ 125.00Kha
Reset FM3 # LF antenna 8 22.29 VG 134.00Khs
.n:v;.ld antenns # L7 ocprimal § 33.57 V@  125.00Khz
RS ¢ BT antenna § 14.27 V@  13.58Mms
Tune  emmm— m;nﬁm& Qpad the marminn An antanna Pmildine far mare de
Yersien «| Mo o ’

e [ o |

proxmark3> hw tune
Measuring antenna chazsacteristics, please wait.........

§ 17 antemma: 36.99 V @ 125.00 xEx (EERFEETF 125KV

$ 17 antenna: 25.0L V @ 134.00 xEx
$ LY optimal: 41.39 V 8 127.66€ kxHz

$ B antenna: 24.21 V 8  13.56 MRz ol 2E7E13.56MaYELE

Displaying LF tuning graph. Divisor 29 L2 134khs, 55 is 125khs.
proxmark3>

-

Ready! =

When testing the resonant voltage of the antenna, do not place cards or metals
around the antenna, otherwise the measurement result will be low.

2. Read high frequency card test:

[|Bxpand Tree¥ies oM PORT  COMIZ  « COMRUASD TO SEND

=R PMI\HF (High Frequency)\ISO 14443A\14443A READER
e e
= IS014443A ” I
14443 LIST / |
| 14443A RZADER \
14443 SEND RAY COMBANDS :
144435 COLLECT VID=

144430 STWULATE ATEEESF, BXTHERAZEY

~ 14443a SHOCP i
144438 TaGs BRERAPISNS.
+- Infineon
#® Imnowvision/Breadcon
= WAP/PHILIFS

= MIFARE (Driganals/Cleses/Chinese)
= Claxxic Tags

prexmark3> hf 14a reader 'F' g'&'l r’—f{’,B’JUlD@

ATQR : 00 04 ‘-______.—"
OID : 51 33 3@ ad s
SAX ; 00 (3} dp— *%ﬁﬁé'

TYPE : NXP MIFARE CLASSIC 1k | Plus Zk SL1

propriecary non 13014443-4 card found, RATS not supported

I T msEm D R
"o E AR R R W UIDF

Ready!

Try placing different cards such as "M1 S50" and "M1UID" on the antenna to
test the cards.
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3. Read low frequency card test:
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[7] Bxpand Tree¥ies oM JORT  COMIZ COMUSD TO SEND

o me || PMIALF (Low Frequency \NSEARCH LF

- HP (High Frequency) [
2-IF ﬂ.wd‘!nq:auy] Dreas butren te search & 125kH: unkaown tag; if |

SEARCH P ’—_——-—f— . then check the read sasples againss EM{10x, RID I
i¢ pffline it will check inside the graphbuffer
|

- BZAD 125kHz/ 1348z 1D || 7 Check to use graphbuffer insted of « real tag
COSFIGURATION OF DEVICE

SW00P " Check te search twﬁam u‘? (x};és%:g:é.;}
SIMVLATE LF TAG E !5& e El
STMLE LF SIBIARCTIONL — WP ST, LEDEXEAZ
SIWTATE 1F FsX ﬂmm‘lt
SIWMTATE LF FSX Exasple:

B TaGs
Xelp <]

e [ocam |

DEZ 3.5B : 000.52821
DEZ 3.5C : 019.852821
DEZ 14/1IX2 T 003633604054542

DZZ 15/1%3 - 000485279670126 BYFFE, R LR

DEZ 20/2X : osxoooouxzoau‘-uawxu/
)

Othas : 52821 015_01292005
Pastern Paxton : 1445465173
Paztezn 1 1 DxSAAIDC - 4891612
Pastern Sebury : 52871 19 1293005 (hex: TZ55 13 13cEss) -FEFHTEPERETEHE
[ valid 24410x ID Founa!

o= BN EMFRDDE
| Ru

You can try to put different cards such as "HID" and "T5577" on the antenna to
test the card type.

This instruction reads the ID card sensitivity is not good, some cards can not be read,
you need to use another instruction to read, as shown in the figure below:

") Expand TreeVier  COM FOKT OMT COMMSD T0 SESD
@ X OGgh Froquency) ~ || PMI\LF (Low Frequency)\TAGS\EMAX\EM4 10xwatch
= LF (Low Frequency) = iChesk 80 nsa Lz
|| SEARCK L¥ - = =
INVESTIGATE LF [ scan poz Tacs |
SEND RAN CORFIAND ey

| CONFIGURATION OF DEVICE

- STMULATE LF BIDIRECTTONAL
- SIMULAYE LF¥ ASE
| - SIMULATE LF FSE
- SIMULATE L¥ PSK
= ThGs

~ A¥ID

= BMx
P 10xresd
M 10xdened

d
M10zerite =
TS0 s d
«| ] |
Log CLEAR
DEZ 20/2% : 02020000010915051207
}
Ocher © $3219_152_100146%1
Pacvern Paxton : 1152151871
Pattern 1 : Ox€4ABE7 - €537607
Pattern Sebusy : 53219 24 1628033 (hex: CFE3 18 138CFE3)

proxmark3>

Readyl
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After reading it, turn the page up. As shown in the figure below, the red box is the
ID card number:

15



Log | CLEAR

Checking for known tags:
EM410x pattern found:

=y TAC ID - 440088cfe3 |
Unique TAC ID : 220018£3c7
Poasible de-acramble patterns
HoneyWell Identiaey {

10014651
0010014631
00152.53215
068.5321%

Note: Some T5577 cards cannot be read before they are not initialized. We
need to write an ID once, and then we can read them. Some cards have

an ID number by default.

Card basics

Common cards include:

type frequen| characteristic
cy
Mifare S50 (M1 for short) high The most common card, each card has a

frequen unique UID number, can store and modify
cy data (student card, meal card, bus card,
access card)

Mifare UltraLight (short for | high Low cost card, factory solidified
MO) frequen| yIp, can store modified data (subway
cy card, bus card)

MifareUID (Chinese magiccard) high A variant of the Ml card that can
(short for UID card) frequen| podify the UID is called the Chinese

cy magic card abroad and can be used to
fully clone the data of the M1 S50

EM4XX (ID card) LF Commonly used solidified ID card, factory
solidified ID, can only read but not write
(low cost access card, community access
card, parking lot access card)

T5577 (referred to as a LF It can be used to clone ID cards. The
modifiable ID card) factory is empty card, and there are
sectors that can also store data. Some
sectors can be set with passwords.
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HID ProxII (short for HID) LF Low frequency cards commonly used in the
United States can be erased and written,
but are not compatible with other cards

M1 S50 Introduction of the card.

M1 S50 is the most commonly used card in China, which is commonly known as IC
card.

Developed by NXP (NXP) under Philips, there is also a compatible card in China,

but the card information cannot be determined. The card information is as follows:

D T e N
proxmark3> hf 14z reader
ATQA : 00 04
UID : b2 a€ de 1d
SAK : 08 (2]
TYPE : NXP MIFARE CLASSIC 1k | Plus 2k SL1
proprietary non iso0l4443-4 card found, RATS not supported
Answers to chinese magic backdoor commands: NO
proxmark3>

16



When you see TYPE: NXP MIFARE CLASSIC 1k | Plus 2k SL1,

it means this is an M1S50 card.

The card is like a small U disk, inherently encrypted. The password cannot be
canceled.

The factory will set the password to the default password that everyone knows,
FFFFFFFFFFFF. It is convenient to use.

St
%

R #dE 2
BCSSFCOF160804000138E31F63B2971D ‘

00000000000000000000000000000000 | =
00000000000000000000000000000000
FFFFFFFFFFFFFFOTSOGOFFFFFFFFFFFF
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
FFFFFFFFFFFFFFOTS0COFFFFFFFFFFFF
00000000000000000000000000000000
00000000000000000000000000000000
10 00000000000000000000000000000000
11 FFFFFFFFFFFFFFOTSO6OFFFFFFFFFFFF
12 00000000000000000000000000000000
13 00000000000000000000000000000000
14  00000000000000000000000000000000
1S _ FPFFFFFFFFFFFFOTSO69FFFFFFFFFFFF

m »

O o, e N =0

-

AW W WWMNMNNN= = - - 00O0O0
o

As shown above, this is a data structure of a card. There are 16 sectors in total,
and each sector consists of 4 blocks. The first three blocks are used to store data,
and the last block is used to store the password. Just like an encrypted small U disk,

each sector has two passwords to manage together.

Screenshot of single sector data:

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

You can see that there are four rows in this sector, and each row is a block,
and the first three blocks are for storing data.

17



The fourth block stores the passwords. The two yellow circles represent Password
A and Password B, respectively. The four bytes in the middle are control words
used to manage password permissions, similar to the password settings options
in a safe, which are used to set up functions for Password A and Password B. By
default, if not modified, all data can be read and written using Password A.

Password A cannot be read out, but Password B can be used with Password A

17



The password was read out.

Although the password is stored there, the password may not be readable,
which is determined by the control word. See the detailed comparison table

Settings Table in the [Card Information] folder.

Except for the first sector, which is slightly different, the other 15 sectors are

exactly the same. The following figure shows the structure of the first sector:

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 0000 00 0000000000000000
IETELE T 1T LE

The red circle is the card UID number, which is a unique and unchangeable ID
sequence for each card. It can be read without a password. The rest of the data in
block 0 of the first sector is built-in by the manufacturer, including the

manufacturer and card information. It cannot be modified. It can only be read.

M1UID Introduction of the card

M1UID Card is a variant card specially designed for M1S50 Card by Chinese
people. It works exactly like M1S50 Card, except it has an additional feature: the
data in Block 0 can be modified at will. Therefore, the UID number and

manufacturer information can also be changed at will, which is why it is called a

UID card.

18



|proxmark3> hf l4a reader

ATQA : 00 04

UID : a2 £7 90 76

SAK : 08 [2]

TYPE : NXP MIFARE CLASSIC 1k | Plus 2k SL1

proprietary non 1is0l4443-4 card found, RATS not supported
Answers to chinese magic backdoor commands:
proxmark3> I

As shown in the figure, "YES" indicates that it is a UID card. However,
some UID cards with poor compatibility will show NO. The cards with poor
compatibility can be written by both kinds of software, but when reading data,
the Chinese GUI cannot read it, while the English GUI can read the incomplete

data of the last block.

The advantage of this modification is that you can perfectly copy the M1 S50
card and make the UID number exactly the same. Read this way

18



If the card is jammed, there is no problem if the UID number is verified.

The data of the card modification 0 sector 0 block is entered into the
factory mode by instructions, and any data on the whole card can be edited
directly. The card can be read and written without a password, and it is not
afraid of writing the card wrong. Even if the 0 block or the sector control word
is written incorrectly, it can be repaired at any time without affecting

subsequent use. Therefore, it is widely used and deeply loved by people.

However, the disadvantage is that the new card reading system can detect
UID cards by detecting the response of the card to special instructions, so it can
refuse the access of UID cards to achieve the function of shielding copy cards.

However, after all, it is still a minority.

M1FUID Introduction of CUID card

The FUID card is an optimized version of the UID card made by Chinese people.
As mentioned above, the UID card is detected and thus blocked. The FUID card is a
non-backdoor, modifiable UID card. Its Oth sector, Oth block data can only be
modified once in its lifetime. Apart from this, it is identical to the M1 standard card,

making it difficult to detect and block.

The CUID card is an optimized version of the FUID card. As mentioned above,
since it can only write to block O once, if written incorrectly or reused, it becomes
very difficult. Therefore, the CUID card allows for repeated modifications to block O.
However, unlike the UID card, it has no backdoor and can be written to block 0

using regular password verification methods. Other sectors are identical to those

19



on a standard M1 card. The downside is that there is still a possibility of detection.
Additionally, if the verification bit of the UID number is accidentally written
incorrectly, leading to an inability to read the card, the card cannot be repaired and

must be scrapped.

Note that PM3 can write the above two cards, but the official English
software can only manually write the card one by one, while our Chinese GUI

software can directly write the data file into the card, which is convenient for use.

ID, HID, card introduction

The ID card is our common name. The full name of the internal chip is called
EM4100 or EM41XX, which is a low-frequency card. Each card has a unique ID
number when it leaves the factory and cannot be rewritten. The HIDProxcard

card is similar.

T5577 Introduction of the card

19



T5577 A card is a low-frequency card that can be written with data and
encrypted. The most special thing is that writing an ID number can turn it
into an ID card, writing an HID number can turn it into an HID card, and

writing a Indala card number can turn it into a Indala card.

Lets first write 5577 into ID: 11 11111111, at this time 5577 has been
transformed into an ID card, and then use the read 5577 full card data

instruction to see the full card data:

proxmark3> 1f t5Exx detect
Modularion : ASK
Bit Rate ~
Inverted
Offset S |
Bleoeck0
proxmark3>
fproxmark3> 1f 5 dump

0x00148040 00000000000101001000000001000000
OxFFS8Cé318 11111111100011000110001100011000

8o

RE/ 64

(0]
(1]

0xCe318Ce0
0x00000000
0x00000000
0x00000000
0x00000000
Dx00000000

11000110001100011000110001100000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000

(2]
(31
(4]
(81l

£

(71

o2 qssiai-r e o rg
As shown in the figure above, after writing the ID, the first three blocks of
the card will be automatically calculated by PM3 and written to achieve the

transformation effect.

Do not look at the Os and 1s at the back; only look at the data in front.
5577 consists of 8 blocks, each capable of storing only 8 digits. The Oth block is
used to set the card type and modulation method, determining whether it is
an ID card or a HID card. Any arbitrary modification will result in the card being
unreadable. The 7th and final block, when unencrypted, is the data area; after

encryption, its data becomes the password.
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Note: Sometimes the 5577 card does not respond after writing the ID,
and the ID number cannot be read back on the PM3. This indicates that the
card reader has a firewall, which is specially designed to prevent ID
duplication. In this case, the 5577 card must be encrypted before passing

through the firewall.

ID card: 0 block write: 00148040 no )
HID card: 0 block write:

password
00107060 no
00148050
Encryption password
00107070
encryption

20



Encryption steps for ID card:
Write ID number-> read 57 full card data (see
password) -> write 0 block data-> read full card

data again (verification) -> complete

The method to read the unencrypted 5577 full card data with PM3:

[ Expand Tree¥ien COW PORT CONT COVMAKD TO SEXD
m + || PM3\LF (Low Frequency \TAGS\T5S
- HF igh Frequency) il
= 1F (Lov Frequency) Password:
SEASCH LY
~ INVESTIGATE LP —
SEND RAY COMMAND | oome \

KEAD 125kHe/134kHe 1D

- COMTIGRATION OF BEVICE y[] 5 & 1][] %

SINVLATE LF TAG

SINVLATE L¥ BIDIRECTIONAL \Jﬂ iﬁ
SINVLATE L¥ ASX ;I
SINVLATE L¥ PSX

- ST L Y d NEREE
- s 1Y

i~ FLEXPASS
- D
(+ ISDALA
4 1eProx Mantech)
@ TI (Texas Instrenents)
[+ HITAG
- VERICMIF DEVODULATE
= TS8XX
TSSXX READ BLOCK
TSSXX WRITE BLOCK
TSSXX KEAD TRACE

EH IR A

|EEe

1 _PCETORY
oe [ cua )
proxmarks>

Proxmark3> 1f t55xx de

E‘::“;:::“ e — i A E

averted : Ne
ffaet 0
lock0 : 0x00148040

broxmark3> 3+ [I:H B{Jﬁﬁ
broxmark3> 1f t55xx dump Q— 1*

Px00148040 00000000000101001000000002000000 [0]
DxFFECC529 11121111100011001100010100101001 (1)
DxdASZ94A4 010010200202100201001010010100100 [2)
Px56565656 01010110010101100102021002010210 (3]
Px00000000 00000000000000000000000000000000 (4]
Dx00000000 00000000000000000000000000000000 (5]
20000000 00000000000000000000000000000000 [6)

px02000000_| o aaiaaesasansnannananann.Il E ﬁg
DXOXEAY >
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Note that if encryption 5577 is not detected, or all blocks read are

identical data.
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Remove encryption write 5577 card:

| | Expand TreeView  COM FORT OONT « COMMAND TO SEND

= FM3 » || PM3\LF (Low Frequency)\TAGs\T55XX'
4+ HF (Migh Frequency)

= LF (Low Frequency) Block
.| SEARCH LF ’% 0:{91

- INVESTIGATE LF

~.SEND RAY COMMAND Data to Weoite:

.- READ 125kHz/134kHz ID 00148040 Ex

- CONFIGURATION ON DEVICE

. SNOOP Passwozrd:

- SIMULATE L¥ TAG 00000000

- SINVLATE LF BFIDIRECTIONAL !!

. SIMULATE LF ASK ¥RITE B
SINVLATE LF FSK

_ SINVLATE L¥ FSK _
= | s
" nzinss IS .
Eu WAt
# TI (Texas Instruments)

L h—-

VERICHIP DENODULATE

= T‘S‘SXX
TSSKX READ BLOCK

TR <——
TSSKX READ TRACE '
TSSXX READ TNFORMATION
TSSXX DETECT
TSSXX CONFIG
TSSXX DUME
TSSXK SPECIAL
TSSXX Help
PARADOX 1

PERTOR

proxmark3> 1f ©55xx wr 0 00142040 00000000
Writing to block: 0 data : O0x00148040
pwd : 0x00000000

s RRMEN, TEEHETRI
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The following table from RADIOWAR clearly shows the support for cards by PM3

AGan i
1 Lol wE
RANE AHEFE MUED SESH BN Ew
MIFARE CLASSIC v 7 v 7 v RS
MIFARE v v " v v v x ¥
CLASSIC{Chinese
Magic CaraUID)
MIFARE Unrasight v ¥ x . x v x x
HID v 7 * » x v ¢
HID iCans v ¢ v v " v v ¢
180144430 v x v * v v v
is0144430 " 4 x J * x ¢ ¢
18015633 v v " v ¥ v v v
fn e 4
sz ‘ ‘ xox kL ox v o e
rEaf—HEERF0
SAIXAK v ¢ « « % v ERATE, BENERE
AROMSFATHEN
Logic v v * x * v Yoox RNSERERNMUIDR
ABENM, HL- RSN
epa g y = * 2 S o LR L )
RABAFDF IR AR
omd10x v ’ * * * » Y axmeonsgan
50 v 4 x v ¢y ¢ .-
ki 3 2 RADI ¥8¢ WAR
n v 4 * * ® x x x »
HragMitag2 v 7 » < " v x
indala v * x v
TS5xx v v v
FlaxPass v v x x * * x x
VeriChip v 7 x " « x
PCFTEx v v x x x x x x
Kantech ioProx v v * x * x x x

This table is only for reference. Most cards are rarely seen in China, so they have not
been tested.

Card security test (can it be copied)

Overall process
Read the card to determine whether it is an ID card or an IC card.

Note that the shape of the card is independent of the model, and
the same chip can be packaged into completely different shapes:
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TYFPE | ML 530
TREQ : 13.56M
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ID card: read the ID number of the card — replace it with a T5577
card — write the ID number into the card — complete

IC card: decrypt the vulnerability-> read all the data of the card->
replace with UID card-> write the data into the card-> complete

IC card idea:

1. Obtain the key to any sector (any of the following is
acceptable)

A PRNG vulnerability allows an attacker to obtain the
key to a sector

b. The key is obtained by scanning the default
password

c. The sniffing card reader and the card interact with
each other to obtain the key

d. Capture the key after simulating the card swiping on
M1 card (pick reading card machine, poor compatibility)

2. Use the MFOC vulnerability to find all the
sector keys with known sector keys. 3. Read the
card data with the cracked keys and import it

into the computer

4. Put the empty UID card and write the data in the
computer into the card

1. Try to obtain any key from one of the 16 sectors of the card

24



There are four ways, and any one of them can proceed to the next step if the
key is obtained.

A) (Only the card is required) Access to the 0 sector key is obtained
unconditionally through the PRNG vulnerability attack.

i. Send the instruction hf mf mifare, or click on the instruction tree in
DARKSIDE ATTACK
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Expand TreeVies CO¥ FORT OMS - COMMARD TO STSO

- 13 - || PMaHE g Frequency)
- HF (High Frequency)
- TS0144434 Nt from previcus dar
! 164434 LIST
144434 READIER
164435 SEND FAR OORBANTIS
164435 COLLECT UTDs (
144434 STMULATE
164435 SNOF
164434 TAGx
+- Infiness
+ Ianovi zion/Bresdcon
SXP/PHILIPS
RIFARE (Driganal s/Clones/Chinese)
; Classic Tags
Resd Block
Prite Block
Read Sector
Hacks

Test Elock Ke
DARKSIDE ATTALE

NESTED ATTACK

START DAMSSIDE ATTACK

SCRIFT - Autematic Bifare Crack
Duap Wifare Classic

Bestore Mifare Classia

| Sna fE

After clicking to start the attack, the card cannot be attached to the middle
of the antenna, it needs to move to the edge until ABD flashes, indicating
that the card can be cracked, keep the position unchanged, and wait.

pl:2c465 p2:2924 p3:a key:2980113670af
Pl:33746 p2:3£c3 p3:b key:06beleddess3
key_count:12

proxmazrk3>

After completion, the result shown in the figure will be displayed. The key of
sector 0 is in the red box.

If the card does not support, or does not put the card, after ten seconds,
the card will crash, and you can reconnect PM3. You can practice with

the free M1 S50 first.

ii. matters need attention:
Not all cards can be cracked, sometimes you have to take a chance.

The UID card does not support cracking, nor does it need cracking. The data
can be read directly without a password.

iii. principle:
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WIFARE Classic SR Crypto-1EARNIENI2 | HRANSSRBORUTES
RIS RO 58 [ LFSR ) @, BT
RREA S F MY G EM W T R A Keystream, (27 ERRSEAY

VRS EENEHE TS,

If you are interested in understanding the cracking mechanism, you can refer to the
paper "The-MIFARE-Hack-1.PDF", which is very detailed.

b) Use the default password commonly used by the card manufacturer to test
the card and scan the sector to see if there is a default key.
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i. Send instruction: hf mf chk *? , Or click on the Test Block Keys in the
instruction tree

L 5] + || PM3\HF (High Frequency)\ISO 1444
3 HF Oligh Prequency)
S IS014449 Blicck Nunmber:
144434 LIST r -
144434 READER
144434 SEND RAY COWMANDS Key to Use:
144434 COLLECT WIDs ? -
144434 SINULATE s
144434 SW0OP ¥oy =o Test (leave blank 3¢
- 144454 TAds
@ Infineon
¥ Innovi st eay/Broadeon Write down dicticnazy file o
- MXP/PHILITS
~ MIFARE ©riginals/Clonex/Chiness)
5 Classic Tags » ”e.-
Saad Block Du=p keys to duspkeys.bin
Yrite Block
L ;‘“‘:‘S'“"' ‘ 2 .hun.m and wait!
(TesT s |
DAKISIDE ATTACK
MESTED ATTACK
SCRIFT ~ Automatic Wifare Crack
Dunp Bifare Classic
Bestore Wifare Classic
SnifE
i=-SINULATOR
Sisulate
Clear Simulater
Get Memory Block
Set Nemory Bleck el | n

Place the card first and scan the default password

No key specified, trying defzault keys

chk default key[ 0] ffffffffffff

chk default key[ 1] 000000000000

chk default key[ 2] a0zalaZa3za4as

chk default key[ 3] bOblbZb3b4bs

chk default key( 4] aabbccddeeff

chk default key[ 5] 4d3a%59¢c351dd

chk default key( €] lad82c7ed45%a

chk default key[ 7) d3£7d3£7d3£7

chk default key[ 8] 714cS5cB886e97

chk default key[ 9] 587ee5£9350f

chk default key[l0] a0478cc39091

chk default key(ll] 533cbéc723£f6

chk default key(1l2] 8£d0ad£f256e9

~-gsector: block: 3, key type:A, key count:13
ound valid key: [fff£££f£f££££f]

—--sector: block: 7, key t e:A, key count:13

Eound valid key:[ffffffffffffli

--sector: 2, block: 11, key type:A, key count:13
Found valid key: [f£££££££ffff]

As shown in the figure, the top 12 common default passwords recorded in
the dictionary will be used to verify the card in turn. If the red box shows
"Found validkey: [ffffffffffff]" it means that the corresponding key has been
found, and the key content is "ffffffffffff", and the square above is the sector

number corresponding to the key.
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If the card does not have a default key, there will be no such prompt.

ii. matters need attention:

Sometimes the default key scan may have a small BUG, so be sure to verify
the results before trusting them.
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ili. principle
12 sets of default keys for cards manufactured worldwide are stored and
tested in sequence. The default value for domestic cards is generally

"fEFFFFFFFFe".

¢) (On-site) Place the antenna between the card and the card reader to sniff the
communication data and solve a sector key.

i. Send the command: hf mf sniff, or click Sniff or SNOOP in the
command tree

The password obtained by sniffing cannot be specified. Only when the
card reader accesses which sector of the card can it obtain which password.
When other passwords cannot be obtained, only the data of these sectors

need to be copied for use, without copying the whole card data.

ey + || PMIE (igh Frequenc
— MF ( % Fraquasncy) et
b START SIFFISG |
144434 1357
144434 READER

144434 SEND BAN COMMANDS
144434 COLLECT WIDx
144434 SINULATE
144434 SROOP
- 144404 TaGs
¥ Infioeon
+-Innovision/Brosdcon
NXP/PKILIFS
MIFARE (Origimals/Clones/Chinese)
=+ Classie Tags
Read Block
¥rite Block
Read Sector
Hacks
Test Block Keys
DARESIIE ATTACK
NESTED ATTACK
SCRIPT = Autesat:ic Mifare Crack
Tuap Pifare Classic
Bestore Mifare Classic
SINULATOR
Sisulate
Clear Sinulater

m
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After clicking to start sniffing, the PM3 high-frequency card reading
area is sandwiched between the card and the card reader, and then
the card is swiped. The three cannot be too close to each other, and

there should be no metal shielding on both sides.
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PM3 I 1

AL

In general, you can first place the PM3 very close to the card reader,
keeping the positions of PM3 and the card reader unchanged. Then,
repeatedly swipe the card above PM3 to obtain the most stable data.
However, this will bring the card reader very close to the card. If the card
reader cannot detect the card, gradually increase the distance between PM3
and the card reader until you can swipe the card normally, which will yield the
best results. Adjust according to the actual situation during sniffing.
received trace len: 135 packages: 1
tag select uid atqga:0x0004 sak:0x08
RDR(0) : 6021 7e 4b hal
TAG (1) —— tag Chalenge

RDR(2) [4e c& 84 03][d2 ad s1 &0] “==—reader chalenge response
TAG{a)I!I!EIHHI!I F—_ tagresponse

RDR(4):c2 12 47 a4
TAG(5):dl d9 Oa 56 e4 ef 4e el £6 76 ca bb 98 a2 a€é 72 46 da
RDR (&) -4£f 0d 44 4¢

As shown above, after swiping the card once, take it away and wait for a few
seconds, and the computer will return the sniffed data.

Pay attention to the data starting with 60 or 61.60 means access using A
password, 61 means access using B password. The instructions starting with
RDR are issued by the card reader, and the instructions starting with TAG are
issued by the card.
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The red circle indicates that the card reader has accessed block 21.21 is
hexadecimal, which converts to decimal 33. The first box "b2a6de1d" is

the card UID

The second box "f80eee3c" is the tag challenge (card challenge number)

The third box "4ec88403" is reader challenge (Reader
Challenge number) the fourth box "d2dd5180" is
readerrespones (Reader Response number) and the fifth

box "2bb17b5e" is tagrespones (Card Response number)

Add "craptolgui.exe" to the software in turn. (In the "Tools" folder)
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" craptolgui 1.01 - www.dexl... L‘_:’_"L'E-"_;Iﬁ

craptolgui, based on craptol vi1.1

uid B2RAEDE1D crack key ’
tag challenge F20Z=Z=3C | dear

reader challenge 403 ‘ exit

reader response D2DDS180

tagresponse 2B2173SE

build 20090611

Click crakkey to calculate the key. The conclusion is that the card reader uses

A to access the 33rd block and the password used is FFFFFFFFFFFF

ii. matters need attention

When sniffing, the antenna must be between the card and the reader. If
the order is wrong, the complete data will not be obtained.

The card reader must be the machine that reads the card on a regular basis,
not necessarily the card issuing machine. If you cannot get the key, it may be
that the card reader does not use the password to access the card sector, or

it may be that the signal of the card reader is poor.

If you are not allowed to bring a computer on site, you need to flash
the firmware to version 816 if you want to sniff offline.

The command used below is SNOOP instead of Sniff. After sending the
command, turn on the power switch, unplug the USB, and bring the card
close to the card reader several times until the A light turns off. Plug it back
into the computer and use hf 14a list to view the data. It may reset first, but

the data is still there. Wait a few seconds for the computer to beep, then
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resend the hf 14a list to view the data. Never turn off the PM3 power switch,
as this will result in data loss. The following figure compares the differences

between the two commands.
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848 firmware down

2.X.0 firmware down

(old) (new)
SNOOP Sniff SNOOP Sniff
instruct instruct instruct instruct
The Sniff card Only
e reader decrypt is
function sniffing not di {p
d isplayed
car have And the
reader and card is The key to
the card intact the M1 card
complete Interact data
the with data
interactio
n data
Pre— Pre—empted
di ) PMSp q Its real-
empted 1n 1in an time on the
use PM3 and not used computer
used have '
hf 1list 14a It shows
hf 14a list look the
00K over| decryption
look over
Key data
length Very not fairly infinite
short have long
Incomplete, The data is The data is
data not
) . easy to lose complete, complete,
integrity have
packets, clear and clear and
pick up annotated annotated
machines clearly clearly
Offline support not nonsuppor nonsupport
records have t
Supports Supports Only the M1
Record d not d J
object any car have any car car
for for decryptio
14443A 14443A n data is
extracted

Judging by the length and shape of the data.
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Note that SNOOP does not automatically pick out the data segments. It requires
manual identification of valid data segments, usually similar ones



As shown in the figure above, 93 70 means that the card with UID b2 a6
deld is selected, and there are often valid data behind it. After the card
reader selects the card, it is ready to access the card.

ili. principle

The M1 uses the crapto1 algorithm when the card reader and the card
interact with data and passwords.

Even with the same card and the same password, the sniffed interaction data is
random, but as long as you have the four sets of random arrays mentioned

above, as well as the UID, you can reverse the key.

D) (On-site is required) Simulate the antenna into an M1 card, induce the card

reader to read the card, capture the data, and solve a sector key.

i. Send the instruction: hf mf sim x, or click on the instruction tree for S
IMULATOR
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m : » || PMIHF (High Froguency\ISO 144434\ 144434 TAC
= ¥ (M:gh Frequency) i

B SUTITEN Ll
144438 LIST
144434 READER
14443 SEND BAY COMBANDS
44434 OOULECT UIRs 7] Enable syecific WID (eptiomal) [enter OB wal
144434 SINULATZ
144434 SROOF ¥rite here she specific UID [F or 314 FEX
~ L4440 TaGs
1 Infinmon
@) Insovision/Bresdeca 0000 ] e ——————
= W/ HAOLIFS
o-BIFARE (s ginals/Clanes/Chinese)
= Clazsic Tags [7] Enable sxit after ~a- blacks resd (spticaal)
Fasd Mock
Yrite 3leck ¥rite "o~ valus bese:
Fead Sectar
= Hacks
Test Bleck Keys
DAZESTOE ATTACK
MESTED ATTACK
SCETFY - Astematic Wifare Crack [ Intaractive (sptionad)
Dump Mifare Classie
Restere Wifare Clazxic
Snife {
- smrume .
5F2 A |@Fear atimnat
e ’—. Clur Surd-tor
15 T et Yemary Mok {
Set Yemory Elock
SCRIET - Coawert dumpdate bin to el
SCRIPT =~ Comwvert duspdats eml to  hital
SCKIPT - Coawert dompdata eal to bin
Load [ eal)
Save Ts File Conl)
Fill Siaclator Semory
Frint Kays
=t 1X Chinexe Caogeable VID Cards
Yrite ¥ID
Fasd Block
Yrite Block
Fasd Sectar
Load Daap

Save Daap =
Bonboma L PRI P V.

| STNATE |

| o rryan

You do not need to fill in the UID that needs to be simulated on the right.
PM3 will automatically select a default UID, as shown in the figure below

proxmark3¥ hf mf sim X
uid:N/A, numreads:0, £lags:8 (0x0B)
proxmark3>

proxmark3> $dbg 4B UID: =a6B487£3

Then approach the card reader and swipe your card. After that, press the
button to exit and the data will be returned automatically. For example:

‘mEkey32 m€8487£3 010203204 91641les4 ObTbdcdd 94195bb6 bT7deéd8b

The password can be solved by using the plug-in.

First, open the following batch file and replace the data in it with your own
data.

pm3-bin-2.0.0 » win32 (client+GUI) » mfkey

(55 TFARMREmfkey32.bat 2015/6/7 17:52 Windows Bt 1K

| BB Emicey32 bat - TBE
P WME) \IO) TE/Y) RERH)
mfkey32. exe e68487f3 01020304 7Taedadd TO5T74acd c2685aeb 307e6516

| pause.
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After the replacement is completed, double click to open the batch processing
and get the results:
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r —— == —

CAWindows\system32\cmd.exe P

GUI>\nfkey>mfkey32.exe e68487f3 810820384 77aedad4 78574ac4d c2685aesS
IFARE Classzic key recovery — hased 32 bits of keystreanm

Recover key from two 32-bit reader authentication answers only?

Recovering key fFor:
uid: eb6B487fF3
nt: B1A20A304
{nr _B>: 77ac4a44
{ar_8>: 78574ac4
{nr_12>: c2685ae5
{ar_1>: 387e6516

LFSR succeszors of the tay challenge:
nt': 28f8ed56
nt'’: 3c2bcdad

Neystream used to generate {ar) and {at):
ks2: 5Bafa?92

Found Key: [aBalaZaladaS]

ii. matters need attention

Note that this function is not 100%, and some card readers are not compatible,

and the correct return cannot be obtained.
ili. principle

summary

387e6516

2. Obtain the key of all sectors through the known key

Use the instruction, [hf mf nested 10 A ffffffffffff d] one password more than

the other

This exploits the nested authentication vulnerability by using a known key for

any sector to obtain keys for all sectors, making this vulnerability highly

successful. In the example, it represents the A key ff.... for sector 0, where you

can see that a "d" is added to the end. Without the "d," the key file will not be

output; with the "d," the key is saved to file dumpkeys.BIN.

When using nested, be sure to choose the right card capacity. 1-4K.
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Dlged Trafies 0@ T 0080 o

COMLD T) 58D

W Db Praquency)
o IEOLASOA
244 L3
164400 e

T TG
v Iafiaeas
(3 Taaawi st /S ndem
& Wor/raaLrs
£ ErAR Ovipnadu/ Do
o Classie Tage
st Bleck
Frate Bleck
sl Sectar
o Ml
Test Xlask Koy
SANLIIIE ATTAC
SCRDIT - Mt
By Nt OO
Raxture Bitws
St
(4 STRATI
¥ 1E Chiance Caageadle
@ Maadige / Ml ~
[ P—— ’

s g B AR

o - e— HRAE XA L HRE S

Fey to Teat
A

Yoy Valoe |(found uitk "DARKSIOE ATTACK® sz wich “Test Blsck Eage’)

Targe: Ricck Nesber «maﬁw_ﬁﬁlg

Targes Hay teptizasl - leave blask if unknows) ©

Selest whase to copy Meys loptiosal ~ lesve Blank if none)

o EEd, RRBIERE
= ST

L [_u_ﬂ—_}

The following is a screenshot of the successful attack:

nested. ..

proxmark3> hf mf nested 1 0 k SFFSFFEFFFET
Tenting known keys. Sectar counte=ld

Time in nested: §.010 (inf sec pe: key)

Izaracions coune: O

-
iy @

s RESRERSE R

proxmark3>

1000 greeseserees | L | geegsresesee | 1 |
10011 EEEEEEEEEEEE | 1 | EESEEEEEEEEE | L | §~EQIEEE
10021 greeseseeese | 1 | geresereeree | L |
|003| EEEEEESEELEE | L | EELEELELEEEE | 1 |
1004 greeseseeese | 1 | gersresereer | 1 | ﬁu%%o, '{‘ti
|005) £EELEEEELEEE | L | EELEELEEEfEE | 1 |
10061 freseeseeees | 1 | gereseeseses | 1 | %E%ﬂ
1007) ffeeeeseeces | L | gefeeeseeese | 1 )
10081 ffrfseseesse | 1 | gffssrssesss | 1 |
1008 geeeegeeseer | 1 | greseeseeree | 1 |
(0101 FEEEEEEEEEEE | 1 | EEEEEEEEEEEE | 1 )
1011} geeeeeeeeeee | 1 | gregereeeeee | 1 |
10131 EEEEEEEEEEEE | A | EEEEEEEEEEEE | 1 |
1013) freeeeeeeesr | 1 ggregeseeees | L
|014) EEEEEEISEEEE | L | EEEEELELEELE | L |
1015] <greegeeeeeee | 1 | geegeeeeeeee | 1 0
== | !
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3. Read the card data to the computer

3 Proxmark Client By £l Gaucho De La Livida Palude

Epud Tresfiee M OKT CMT . CImEAYY TO S23)
L4443 COLLECT ULde o | PNOHF (Magh Frequency/\ISO 1444 3AN 144434 TA
14463 SDILATE
L4448 SS0r ¥emory Size UMD}
L4443R Thin 1w
AR (TP
4 lrasvizien/3rosdcen IhiAA SunEhacR seed & DIRGXIYS. BIN file w
RI/THILITS NG KIFARE
MPME (v panal o/Clenes/Chasexe)
Cleaic Tags
Lead Block
Yrite Black

Tesd Seater

Hacks
Test Mack Feys
IWGSIDE ATTACE
FESTED ATTACK

Seu £
+ SINTLATOR
1X Chirass Coagesdle UID Curds
Yeite UI
Yead Elock
Write Block
Lead Secter
Lowd Iemy
Swve by
Rextare Cerrapted Sector(3lockd

Use the above instructions. The card data file read is saved in the root
directory, dumpdata.bin

4. Read the card data in the computer and write it into the UID card
First, we need to convert the dumpdata.bin file to xxxxx.eml format, which
can be opened and viewed in notepad before being retrieved and written

to the UID card by PM3.
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As shown in the figure below, retrieve the eml file and write it to the UID card.
The cloning is complete.

Ulpad Tiaier  cp 0w DA TD XD

- m

W R fapoo) | - 1
T g =
2 i e [EE=] mmsemmemo s

s TGS

MR Oy gl a/ S e Ehinene )
# Claaric Teg
01X Cineze Caguakls 1D Curds -
fie D

Kantars Corruphed TartarOilech
4 Mradigh | Merdight Ramae Chasag
Bebag Rt

Rifwe Naly
Ll

Hocomacks bt =2 closd 11239046 Ta
Tile 2z¢ found 3z locked

prossasii> 1
. -

If the card cannot be read after writing, or the
data is corrupted, you can use the following

methods to reliably write:

03 Prommark Clent By 86

[ Bpod Tralier 0w roEr 0 o (MSA0 0 SZ

- nn.:: ::& “ | PMHE Glgh Frnauency VSO T464IAN 14641A TAGS\NX
Trite Mok Trom Tmalatcs Memoxy:
Rand Sector
= Hecks
Test Nlook Fays Dusp File Name:
IMESSTEE ATTACK 1122336

- BESTEE ATTACK

SCXITT = Mtosstic Wifwe Cracd o [A0D TR .
ey R4 L1
%i% ;}\} T‘; | :;;n Bifare Clasnio
a::‘;:—d“«
| Gat Bemcey Mleck
S ;.ml 'm"wn“ dempdata bar
e Lowd [ eal)

Save Te File (sal)

Fill Simalater Wamery
| Friat Keyx
3K Chinece Cangesdle U3 Curds
Yrite VID

RESF  pns
—

Faed Sector
JLosd b

Tave Tomgp
Eaxtare Correpted Sectur(Block
i Miralight / Wiralsght Chinwse Chaasg
Daboag Bode

Rifore Haly
KTAGD -
<) ‘ . ] ]
Lo CEm ]
nrsvsasrkle 3¢ mf slaad V1123044
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5. Check the data
and complete the
operation of cloning 6.

Low-frequency card:

1. Read ID, HID, INDALA and other cards:
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First of all, EM4X is the chip of the ID card, which belongs to the low frequency
card and should be placed on a circular antenna for reading.

After reading the card, the following data will be displayed: "Valid EM410X | D Found!"
indicates that the ID card number has been read.

proxmark3> 1f search
$dbg Sampling config

sdes q] diviser: 55
3dbs (bl bps :
e 4] decimatice

$dbs (a]l averaging

40000 seen sawples at 2 bd
% Bl ad as a7 ad a0

from duvice mamazy

like & tag

1234567250 i
ID : 4BicCaledd
-gerasble pattezas

prosazks>

Just write down the number behind EM TAG ID in the figure above.

If it is an HID card, it will display [HID]. If it is an INDALA, it will display [INDALA].

2. Write different types of T5577 cards

to clone the card: Clone into ID card:
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] Beparad TraaVios (@ NOXT OS

= m
W0 g Praganany)
Kok Ilnh;,w-n)

o fritferd
- BMexafei to¥ar O thPowar e
L Help

PMILF (Low Freguency ATAGS\ENA:\ENA | Gewrtte:
CID 150 hew eharersers) |

menw | 4=— JEABWENFS

?_b}:l-lu. Tag Type: 4
1 - e — Jil
Axve:

564

AHEEAFRHE, 2EAJLK,
RS AR

peommarnis

prosmackds $dbd Svazted writing THAxT tep ...

proemackds fdbd Clock rate: €4

proxmarkis pdot Tag TiiaT wizh

1
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Clone as HID card:

Ul Bgand treVier (oM MET CONT . ClumANE 10 SE5U

| PMINLF (Low Fraquency )\ TAGS\ISIDAMID CLO®

Law Prequeacy) ‘ EID Prox Cerd II ID (up to 28 bitsl:
-SEANCH LF 12455789

;mug-um l"n-du-Ntmw=m<
JEAD 125K/ 134K IO w b7

HBAFS

=
#

B 100 evd
D410 dencrd
B410azin
BMI0awarch
10w syeal
| B4 10xwrs te
IS0 end
DeesBeadlecd
Bdxcsalleador 93 1A asward
By ta¥ord
Dhces¥ri LeWor i P asawerd
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VII. Software Introduction:
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The following is a preliminary translation and description of the software interface to
help understand the meaning of the software instruction tree.

How to Avoid the Trouble of Rebooting Software Multiple Times: The PM3
often crashes when running certain commands, requiring a reconnection of the
USB. The software usually needs to be restarted as well. If you disconnect the
USB and select another serial port number, then plug in the PM3, after the beep
sound, switch the serial port back to the correct number. This way, you can

avoid the hassle of restarting the software each time.
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VIII. Notes:

1. Hardware matters:

PM3 is developed by foreign hackers in their spare time, so it does not
consider much about usability and humanization. Therefore, it often crashes, some
instructions do not have clear success or failure responses, and some details are not

well handled.
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Therefore, when the device is running an attack command, if the card does not
support it or is not inserted, it will directly crash. After a crash, the device needs to be
unplugged and reinserted at any time to force the computers serial port connection
to function normally. During decryption and operation, use the four LEDs on the
device, labeled ABCD, as indicators of progress. If the LEDs are flashing, it means the
process is ongoing. If they are completely off or always on, it indicates a failed attack.
Wait until all LEDs are off to confirm that the operation has stopped, then simply

reinsert the device.

2. Software Matters:

A) Computer software

The software can use the CMD command line, the English GUI with blue

icons, or our Chinese GUI.

o Official Chinese GUI of
Official CMD Fnglish this store
command line (PM3
GUI (
command
(Proxmark Proxmark3 EA
console. bat) —
Tool. exe) SY GUI. exe)

principl
e

Call Proxmark3. exe

Call Proxmark3. exe

Call Proxmark3. exe

Drug not have not have It will
traffick misidentify the
ing virus
Read/write and Read and write, Read and write only
Read and . . . . .
write UID compatible with compatible with compatible UID
cards UID cards UID cards cards that can be
displaying “NO” displaying “NO” read and written
read- Read and write, Read and write, Read and write,
write you need to you need to automatically
FUTD/CUTD write blocks write blocks write the
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individually individually whole card

by hand by hand after loading
the file
It is difficult to use Generally easy to use, It is easy to use. After
Baseof usd  {he Prglich see Finglish extracting the

function, smll

instructions, but thel  Wind text operation,
functions are added

operation is easy comprehensive functiong
compatibility
. e Windows Good Sometimes the screen ope
The High compatibility|sho
d olatf platfor opens and n
keychain and cross—platformrt
for m flashes back,
card Tai compati but two hits
dumps  the +ho bility will fix it
data u
Without an Without an automatic re|, Added an automatic [mke
automatic re— reading mechanism, it is rereader card |
reading easy to interrupt and that can also
mechanism, it is not smooth. read smoothly
easy to

interrupt and
become unsmooth.
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b) Device firmware

Firmware is arranged from old to new:
r486—756—816—848—852—1.0.0—2.0.0—2.5.0 Before the old

firmware input hw version you can directly see the version number.

After 1.0.0, only the date is returned, and the version number is determined by
the date.

2.0.0: #db#bootrom: /-suspect 2015-04-
0215:12:04#db# os: /-suspect 2015-04-

0215:12:11

#db# HF FPGA image built on 2015/03/09 at08:41:42
2.5.0: bootrom: /-suspect 2015-11-1910:08:02
os: /-suspect 2015-11-19 10:08:09

LF FPGA image built for 2s30vq100 on 2015/03/06 at07:38:04

HF FPGA imagebuilt for 2s30vq100 on 2015/11/ 2at 9:8: 8

It is recommended to use 2.0.0 firmware. The latest 2.5.0 firmware has been tested.
One secret can easily produce ERROR. Some new features in the new firmware are not
available, but it is often necessary to patch the wall by breaking the east wall, which

will affect the old features.

IX. Introduction to the Directive
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[hw tune] Antenna tuning voltage test

The command is used to test the antennas resonant voltage. When testing,
the antenna should be upright, with no metal or cards around it, to obtain accurate
voltage readings. Sometimes the voltage may be slightly lower than the nominal
value. The antennas voltage has no impact on any operation or function; in fact,
high frequencies above 5V and low frequencies above 10V can still be used

normally.

Its just that the higher the voltage, the farther away the card is.
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[hf 14areader] Types of card reading

As a card reader, read the high frequency card ID, test the type of high
frequency card, put the card first, and then execute the command.

[hf mf c hkO A ffffffffffff] Check the password

For the M1 card, check if the A password in sector O is ff....

[hf mf c hk*1 ?  T] Check the default password

For the M1 card, check whether there is a default password for all sectors,
that is, automatically use the default password in the dictionary to verify 16

sectors.

(For most cards, the password is modified for the used sector, and the
password is factory default for the unused sector. The default password may
vary from manufacturer to manufacturer, and PM3 has more than ten

common default passwords.)

[hf mfmifare] PRNG attack

This is a test of the PRNG vulnerability, which can directly calculate the
password for the first sector through the vulnerability, also known as a hack. Not all

cards support this vulnerability. Sometimes it will prompt "Cant select card" in
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English, which is a BUG warning, please ignore it. If ABCD keeps flashing during

operation, it indicates that it can be cracked, just wait for the result.

For unsupported cards, no matter how the card position is adjusted, the LED

will not change, and finally PM3 will reset and drop the line.

(PRNG, vulnerability introduction:

http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%

92%84%€9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9

e %90%e7%9c%8bmifare-classick%e5%ae%89%e5%85%a8.html )
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http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%9a%84%e9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9e%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html
http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%9a%84%e9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9e%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html
http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%9a%84%e9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9e%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html
http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%9a%84%e9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9e%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html

[hf mf nested 10 A ffffffff ffffd] One password is more than one password
This exploits a nested authentication vulnerability by using the known key of any
sector to obtain the keys of all sectors, making this vulnerability highly
successful. In the example, it represents the A key ff.... for sector 0, where you
can see that a "d" is added to the end. Without the "d," the key file will not be

output; with the "d," the key is saved to file dumpkeys.BIN.

When using nested, be sure to choose the right card capacity. 1-4K.

[hf mf dump] Read the card data and save it in dumpdata.BIN

This command reads out all the data from all the sectors of the card and
saves it in a binary file dumpdata.BIN, provided that all the keys are obtained.
Then you can use "Ultrakdit" to open the file and cross-reference it with

other data. The UltraEdit installation package is in the "utilities" section.

[hf mf c load e dumpdata.eml] Clone data to UID card

Write the dumpdata to the UID card. Follow it with the data file name
"dumpdata.eml!”. The dumpdata.bin generated earlier cannot be directly

imported; it needs to be converted into eml before importing. The card
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data in eml format must contain a complete 64-line set of data. After

conversion, confirm the integrity of the dumpdata file.

(The conversion format can be converted using the built-in script)

After cloning is complete, we can use the same way to dump the UID card
again, and compare the data. Or we can read some sectors separately for

comparison.

[hf mf csetuid1234bcdf] Modify the UID of the
UID card Modify the UID of the UID card to

1234bcdf. UID is four bytes.
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[hf mf eclr] Clear the cache

Be sure to clear the cache before using a cardless reader.

[hf mf sim x] Cardless listening card reader

The antenna of PM3 is simulated into a card, which induces the card
reader to read the card, and captures the verification key issued by the
card reader. It cannot be operated offline, and the button is pressed and

exited after listening.

[hf 14a snoop] The card reader has
obtained a 2.0.0 firmware for online

monitoring:

Click SNOOP or enter the command directly to enter listening mode. Place
the antenna and card close to the card reader; the card reader will operate
on the card. The four LEDs will change, indicating that listening is complete.
Press the button to exit. The four LEDs will turn off. Then send the

command hf list 14a to view the listening results.
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If you find the data structure group as shown in the figure above, you are
done. If you do not have the data structure group as shown in the figure
above, there may be the following reasons: 1. The card reader only reads

the UID of the card without performing the password verification operation.

2. Some card readers have poor signals and cannot record signals.
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3. The card and PM3 antenna should be a certain distance away, not too
far or too close, about one centimeter. The data corresponding to
the input into the gadget can be calculated to calculate the

password.

[If em4x em410xwatch] Read the low frequency card ID

This command is used to read the ID of the low-frequency card. The low-
frequency antenna is required. The command is executed first and the card is
placed. While recording the ID, it is important to record the value of clock

rate, which is usually 64.

(Knowledge: em4x is the chip model of most fixed ID low-frequency cards.
Generally, a string of numbers printed on the card is a fixed ID card, which

has a unique ID number solidified at the factory and cannot be modified.)

[If em4x em410xwrite 12345bcd ef164] Write the ID to the T5577 card
Write the ID number into the T5577 card. The length is 10 hex. In the
example, 12345bcdef is the ID, followed by "1" which is the T55X7 card type,

and 64 is the clockrate.
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All the above instructions can be found in the instruction tree on the left
side of the upper computer software. On the right, the mouse moves to
the corresponding box, and there are English prompts and instructions

for use, which will not be listed one by one.

Problem collection:

http://wiki.radiowar.org/%E9%97 %AE%EI %A2%98 %E6%B1%87 %E9%9B%86#.

E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E

6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8

D.E5.88.B0.E6.96.87.E4.BB.B6

Instruction set reference:
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http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6
http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6
http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6
http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6

http://wiki.radiowar.org/Proxmark3%E5%91%BD%E4%BB%A4%E5%B8%AE%E

5%8A%A9

Use case reference:

http://wiki.radiowar.org/Proxmark3%E4%BD%BF%E7 %94%A8%E6%A1%88%

E 4%BE%8B

Ten. Firmware upgrade and replacement

Refer to the document "Firmware Burn-in Guide V1.0.pdf"

Compile the firmware
Compile the firmware to produce elf, s19 and other files required for burning.
This is not a necessary operation. If you want to compile the latest firmware

by yourself, refer to the "data of Yimeng Technology" or wiki for the process.

The data provides compiled firmware that can be burned directly.
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FCC Warnning:

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection againstharmful interference in a residential installation. This equipment generates,
uses and can radiateradio frequency energy and, if not installed and used in accordance with
the instructions, maycause harmful interference to radio communications. However, there
is no guarantee thatinterference will not occur in a particular installation. If this
equipment does cause harmfulinterference to radio or television reception, which can be
determined by turning the equipmentoff and on, the user is encouraged to try to correct the
interference by one or more of thefollowing measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/TV technician for help.

Caution: Any changes or modifications to this device not explicitly approved by manufacturer

could void your authority to operate this equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:
(1)This device may not cause harmful interference, and (2) this device must accept any

interference received, including interference that may cause undesired operation.

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with minimum
distance 20cm between the radiator and your body.





