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FCC Warning

This device has been tested and found to comply with limits for a Class A digital device, pursuant to Part 2 and 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the user’s manual, may cause interference in which case user will be required to correct

the interference at his own expense.
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Product Specifications

Software

Application Software

Cerio Cen0OS 5.0 Software Core

Standards & Hardware Specifications

Network Standards Conformance

IEEE 802.11 p/n/a/ac/ax compliant

IEEE 802.11d/h/i/j/k/r/u/v and w

IEEE 802.3 / IEEE 802.3u

IEEE 802.3af/at Power Over Ethernet compliant

IEEE 802.11Q VLAN

IEEE 802.11r/k Fast Roaming

IEEE 802.11e WMM

IEEE 802.1x RADIUS

IEEE 802.3az EEE

ETH1 : RJ45 10/100/1000M Ethernet Port x 1

ETH2 : RJ45 10/100/1000/2500M Ethernet Port x1

(Both supports Power over Ethernet 802.3af/at POE in)
Reset to the factory default (Need to remove the
waterproof protection screw plug)

LED Indicators

PWR (Power) x1
ETH1: 1Gb (PoE In-1) x1
ETH2: 2.5Gb (PoE In-2) x1
2.4GHz Signal x1
5GHz-1 Signal x1
5GHz-2 Signal x1

Wireless Specifications

Data Transfer Rate

IEEE802.11b:1/2/5.5/ 11Mbps (auto sensing)
IEEE801.11q : 6/ 9/ 12/ 18/ 24/ 36/ 48/ 54Mbps
IEEE802.11n : 400Mbps (@ 40MHz 64QAM)
IEEE802.11ac : 867Mbps (@ 80MHz 256QAM)
I[EEE802.11ax : 574Mbps(@ 40MHz 1024QAM)
IEEE802.11ax : 1200Mbps(@ 80MHz 1024QAM)
[EEE802.11ax : 2400Mbps(@ 160MHz 1024QAM)
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RF Spatial Streaming

2.4Ghz:

SU-MIMO (2ss), DL MU-MIMO (2ss, 2 users), UL
MU-MIMO (STA mode only, 2ss), DL-OFDMA (8 users),
UL-OFDMA (4 users)

5Ghz-1:

SU-MIMO (2ss), DL MU-MIMO (2ss, 2 users), UL
MU-MIMO (STA mode only, 2ss), DL-OFDMA (8 users),
UL-OFDMA (4 users)

5Ghz-2:

DL MU-MIMO for HE160 and VHT160 (2ss, 2 users), UL
MU-MIMO for HE160(2ss, 2 users), DL/UL MU-OFDMA
(37 users)

Frequency Range

IEEE802.11nbg/ax :

Supports 2.412 ~ 2.462 GHz

IEEE802.11a/an/ac/ax :

Supports  5.150 - 5.250 GHz

Channel Spacing

IEEE802.11b/g/n/ax : 20/40MHz
IEEEB02.11a/an/ac/ax: 20/40/80MHz

Media Access Protocol

OFDMA on top CSMA / CA , Spatial Reuse / BSS Color
Modulation Method

IEEE802.11b : DSSS (DBPK,DQPSK,CCK)
IEEE802.11a/g/n : OFDM(64-QAM,16-QAM,QPSK,BPSK)
IEEE802.11ac : OFDM (256-QAM, 64,-QAM, 16-QAM,
QPSK,BPSK)

IEEE802.11ax : OFDMA (1024-QAM, 256-QAM, 64,-QAM,
16-QAM, QPSK,BPSK)

Operating Channels

2.4GHz:1-11

5GHz : 36-48

Transmit Power Variation

2.4GHz: Max:24+1dBm

5GHz-1: Max:24 +£1dBm

5GHz-2: Max:24 +1dBm

Receiver Sensitivity

2.4GHz: Max:-94 dBm

5GHz-1: Max:-93 dBm

5GHz-2: Max:-93 dBm
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Environmental & Mechanical Characteristics
Operating Temperature

-25°C~65°C

Storage Temperature

-40 °C ~ 85°C

Operating Humidity

10% - 95% Non-Condensing

Storage Humidity
10% - 95% Non-Condensing
Antenna

2.4GHz : 2 N-Type Connectors for 5dBi Antenna
5GHz-1: 2 N-Type Connectors for 7dBi Antenna
5GHz-2 : 2 N-Type Connectors for 7dBi Antenna
Vent

Automatically adjustable Vent design

Form Factor

Desktop/Wall/Pole mounting installation ;
Supports Adjustable Wall Mounting Installed
Supports Fixed Wall Mounting Installed
Supports Adjustable Pole Mounting Installed
SUS304 M6 U-bolt / Diameter: 34mm~@54mm
SUS304 O-type Hose Clamps/Diameter: @30mm-~@90mm
ESD

Conductive: 6KV

Air: 8KV

V1.6a

Surge Protection
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Line to Line: 2KV

Line to Ground: 6KV

(The main unit provides a grounding port)
Power Consumption

25Watt (Max )

Power Requirement

PoE in : 52~56Vdc, 0.6A max.

Dimensions (W xDx H)

241 x 201 x 84mm

Housing Materials

IP68 Rating / Die-Cast aluminum with Plastic Enclosure
Unit Weight

2.25Kkg

Production Location

W

Certifications

FCC, NCC, BSMI, ROHS Compliant

Package Contents
Package Contents

Main Unit x1
PoE Power supply Kit x1
SUS304 Uniaxial Adjustable Bracket (OW-PKUR)  x1
SUS304 Fixed Mounting Bracket (OW-PKZR) x1
Quick Installation Guide(Chinese/English) X2
Warranty Card x1

R, +(886)2-8911-6160

m service@cerio.com.tw



Content

OO = 1 1o SRR 2
e (0 To (0o ] o L= ) o= L o] SRR 3
1-1. B T =T o L L[] PP PPERRRR 10
1-2. o 0T Y= o I o= Vo SRS 12

2. Operating Mode INtrOAUCTION ..........uuiiiiiiee e e e e e e e e e e e s s et eeaaeeesssantsbaeeeaeeeaananes 13
2-1. Access Point Mode (Default MOAE) .........ooi i 13
2-2. Client Bridge + REPEALEr IMOUE. ... ...eiiiee e ettt e e e e e e e e e e e s eanreaees 14
2-3. WISP + RePEALEN AP IMIOUE ...ttt e e e e e e e e e e e e e e e e ennneees 16
2-4. ROUTEI MOGE ...ttt 16
2-5. CAP mode (Centralizes ACCESS POINT) ..ot e e 17

K I Vo1 (=] 0 ¢ 0o ) 110 10 = [ ) o [ PR RSSR 18
3-1. MaNAGEMENT ... .. 18
3-2. CONFIGUIE TIME SEIVE .. eeiii i e ittt s et et e e e e e et e e e e s s et e e e e e e e e s seatbbaeeeaeeeesesanreeees 20
3-3. SNV ettt ft bttt n bbb b e e e e 22
3-4. CONFIGUIE TIME POLICY .veeiieieei it e e e e e e e e e e s e saarnnes 24

4. ACCESS POINTIMOME ...ttt e et e e et e e e bt e e e e s b e e e e nb e e e e annne e e e s annnneeenan 25
4-1. Change SELUP MOUE .......eiiii e e e e e e e e r e e e e e e s s et a e e e e eeeesesnanreaees 25
4-2. VAN SO U e 25
AL ATV 0 T Q1= (1 U 27

NetWOrk PUII-0OWN MENU .....cooiiiiiiiiiiiiiiii e 28

4-2-1 DHCP SEIVET ...ttt s e s s s s s s s s s s s s sssnnnnsnnnnnnnnnnne 29
4-2-2 BaANAWIATN CONTIOL ...t nnnnnnne 30
4-2-3 Radio 0(2.4G)/Radiol(5G)/Radio2(5G) Access Point SEtUP........coevvvviiiiiiieeiieeeieee e, 31
4-2-4 Y O o 1 ] RSP 36

viea @ www.cerio.com.tw Q. +(886)2-8911-6160 I service@cerio.com.tw



4-2-5 802.11r FASt ROAMING SETUP ... 37

4-3. AUTNENTICATION ...ttt 39
4-3-1. LCTE o] TP TUPURTRRPIN 43
4-3-2. LOCEI USEI ...ttt ettt ettt e e e e e et e e e e e e e e e e 43
4-3-3. [0 7N U1 1 O 44
#Sample for GOOgle QAULNZ2.0 SELUD ...vvuue et e e e e e e e e et e e e e e e e e e aa e eees 44
#Sample for Facebook OAULNZ.0 SETUP.......coii i 47
4-3-4. POPS/IMAR SEIVET ...ttt ettt ettt e e e e e e et e e e e e e r e e e e e s 50
4-3-5. CUSTOMIZE. ..o 51
4-3-6. =TT 10 o [ 53
4-3-7. Walled GardeN ........cooiiiii 53
4-3-8. o YT L=T0 =T Lo T 54
4-3-9. BUIK IMAC AGUIESS ...ttt nnnnnnne 54
4-3-10.  PrOTIIE .ot e e 55

4-4, RADIUS SEIVET ...ttt ettt e e e e 55

4-5, N LYoot 1U ] o ST LU o F PP 56

4-6. WIreleSsS CONFIGUIALION. ......oeiei it e ettt e e e e s et e e e e e e e e et eeeaaeeeeannnenees 56
4-6-1. R (o [T N O L) I = T (ol =1 (1 ] o P 56
4-6-2. Radio 1 (5G-1) / Radio 2 (5G-2)BaSIC SETUP ......uvvrrrrnnnriiiiiiiiiiiiiiiiitiniieieessineseeeeseeseenennneennnnnees 59
4-6-3. FAN AV T Tot=To IST=1 (1] o 61
4-6-4. T LY B T= (U o OO 63
4-6-5. LT 1S T T=3 o 65
4-6-6. WWDS SEALUS ...ttt e et e ettt oo e et bt e e et ta e e et e eb e e e e eba e e e eeba e eeeeans 68

T &1 11T o =1 T [o = 1Y, Lo Lo [PPSR 69

5-1. ChaNQe SETUP IMIOUE......eeeeeeee ettt ettt e e e e e et e e e e e e e e e et beeeeeeeeeeeannnnees 69

viea @ www.cerio.com.tw Q. +(886)2-8911-6160 I service@cerio.com.tw



5-2. CONTIGUIE LAN SEETUP -ttt ee et ettt ettt e e ettt e e e e e e ettt e e e e e e e e e sanneebeeeeeaeeeeeannnenneas 69
5-3. CONFIGUIE DHCP SEEUP. . eeieeeeei ittt e et e st e e e e e e et e e e e e e e s s et b e e e eaeesesesanrneees 71
5-4. WIrelESS GENEIAI SETUP ... eeiiie e ittt ettt e e e e st e e e e e e e et eeeaeeeesannnnees 73
5-4-1. R (o [T N O L) I = T (o =1 (1 ] o P 73
5-4-2. Radio 1 (5G-1) / Radio 2 (5G-2) BASIC SETUP ......vvvurruuniiiiiiiiiiiiiiiiiiiiniisniiesineeee e 76
5-4-3. FAN AV Lo Tot=To IST=1 (1] o 78
5-4-4. T LY B T= (U o PP 80
5-4-5. K] = LA L0 T TS T=] AU o T 83
5-4-6. SEAION POITHE SETUP. ... 84
5-4-7. e 0TS =T N = U o 85
5-4-8. IMIAC FIIEEE SEEUD ..ttt nsnnnnnne 89
5-4-9. o072 T gl = TS A (o = U 1 T 90

T T S 1V o To L= USSR 93
6-1. Change SELUP MOUE .......eieiiee e e e e e e e e r e e e e e e s s st b e e e e e e e e e easanrnaees 93
6-2. CONTIGUIE WAN SEEUD .. .eeiieeeee ittt e ettt e e e e e e et e e e e e e e e ettt e e e e aeeeeeannnenees 93
6-3. CONFIGUIE LAN SEEUP ..vvveeiee e ettt e e e e e e e e et e e e e e e e s s et a e e e e eeeesasanrnaees 97
6-4. CONTIGUIE DHCP SEEUP. «.ceeeeeeeeieiitiee ittt e ettt e e ettt e e e e e e et e e e e e e e e eannataeeeeaaeeeeeannneneeas 97
6-5. T T Lot o T=T = LY (N o U PRRRR 100
6-5-1. e (o [ [o O R L I = T ol 1= 1 | o T 100
6-5-2. Radio 1 (5G-1) / Radio 2 (5G-2) BASIC SETUP ...uuieeeeieeeiiiie i et e e e eeaaaaans 102
6-5-3. FNa AV 1g Tot=To IRST=1 L | o 105
6-5-4. LYY = (o P 107
6-5-5. R3] = L0 ST L o 109
6-5-6. R - LU0 gl oo {1 L=T =] AU o P 110
6-5-7. REPEALET AP SEEUP ...eeieeeei e et ettt et e e e e e s 111

viea @ www.cerio.com.tw Q. +(886)2-8911-6160 I service@cerio.com.tw



6-5-8. IMIAC FIIEEE SEEUD ...ttt nnnnnnne 116

6-5-9. o072 T = T (o = T 41T 117

A {01V (=] o 1Y/ [ Lo =P P TP EPPUPPPPPO 119
7-1. ChanQe SELUP IMIOUE......eeiie et e e e e e e e e e e e s s et e e e e e e s s e e sabaaeeeeas 119
7-2. CONTIGUIE WAN SEEUD ..eeeiieeeee ettt ettt e e e e e et e e e e e e e e e st e e e e e e e e e e anenenneeeens 120
7-3. BT A = 1 o 124
VL] 0T 0] 4 QR = (1 125

NetWOrK PUI-HOWN MENU ......cuiiiiiiiiiiiie et 127

7-3-1 B [0 ST V<) PP 127
7-3-2 BandWidth CONTIOL ..........ooiiiiiii e 129
7-3-3 Radio 0(2.4G)/Radio1(5G)/Radio2(5G) ACCESS POINT SETUP.......uvvvrrrrrrrriiiiiriiiiiiiiiiineiiineneninens 130
7-3-4 O =T PP 135
7-3-5 802.11r FASt ROAMING SETUP ... 136

7-4. WIreless CONFIGUIALION. ..........coii ittt e e e e e e e e e st e e e e e e e s e eaneees 139
7-4-1. RAAIO 0 (2.4G) BASIC SETUP. ....uuuutiiiiiiiiiiietiiii it 139
7-4-2. Radio 1 (5G-1) / Radio 2 (5G-2)BaSIC SELUP ....uuieeeeieeeiiiiie e e e ee e e e e e e e e e e eeaanaanns 141
7-4-3. FNa AV 1g Tot=To IRST=1 L | o 144
7-4-4. WWIMIM SBEUD ettt ettt e e e e e et et e bbb e e e e et e e e et e 146

8. Advanced Setup (Available in WISP mode and ROULEr MOUE) ........cooiuriiiiiiiiiieeiiiiee e 148
8-1. DML 148
8-2. T PR 149
8-3. IMIAC FIIEET <.ttt e ettt e e e et e e s s bt e e e sttt e e e e st b e e e e nnbbeeeeans 151
8-4. VITEUBL SEIVET ...ttt e e et e e n e e e s e e e e e 152
8-5. ACCESS CONTIOL ...ttt 153

LS R O N e 1Y/ T o = SR 155

viea @ www.cerio.com.tw Q. +(886)2-8911-6160 I service@cerio.com.tw



9-1. ChaNQe SETUP IMIOUE......eei ettt et e e e e et e e e e e e e e e et e e e e e e e e e e annaneeeeeas 155

9-2. VAN SBTUD et 155
9-3. AP CONTIOL ...ttt e e ekt e e et e e et e e e e e e e e e e e e 157
9-3-1. SCAN DBVICE ...ttt e e ettt e e e e e e e e 157
9-3-2. 2 1o IS o R 159
9-3-3. N T L o P 160
9-3-4. Ol o TN T LU o IR 160
9-3-5. YN e U o 161
9-3-6. Authentication Profile (Profile)..........oooo i 162
9-3-7. SEALUS ..o 163

L0, UBIIIEY .ot e et e et s e e ee s e e e e ee et ee e e ee et e et ee e er et rer s enens 164
10-1. o (0 1 LT =] 1 o SRRSO 164
10-2. YR (=10 AT 00 ] - U SRS 164
10-3. NETWOIK ULIHITY .. e e e e e s e e e e e e s s s stbaraeraaaeeeaans 166
10-4. REDOOT ... 167
TL. STALUS ...ttt e e e e e e e e e e e 168
11-1. OVBIVIBW ...ttt e et e ettt e e et e oo a et e e ekt e e e e bt e e e e e e e e e e e e annne s 168
11-2. WITEIESS CHIEINT. ...ttt ettt 169
11-3. ONIINE USEIS ...ttt ettt et e et e e e et e e et e e et e e e e e e e e e as 170
11-4. FAN U1 d =Y o] aTor= 1 o o o o U PERPR 170
11-5. )T 1] 4 1o o TR 171
Appendix. WEB GUI Valid CharaClers...........ccuiiiiiiie ettt e e s e et e e e e e e e s sttt a e e e e e e s s e nnnnaaaeeeaeens 172

viea @ www.cerio.com.tw Q. +(886)2-8911-6160 I service@cerio.com.tw



1-1. Device Preparations
Setup Preparation of AP
Please PC link to Device used cat5/6 Ethernet cable.

The following setup uses a Windows PC, user OS may vary.

Step 1: Please click on the computer icon in the bottom right window, and click “Open Network and

Internet settings”

Troubleshoot problems

Open Network & Internet settings

Step 2: After click left side "Ethernet" function, click on the right side “Change adapter options”

again.
Settings - m} X
@ Home Ethernet
Find a setting ‘ Ethernet
Network & Internet Ethernet 2
Not connected
& Status
5G_DT
7 Wi Connected
& Ethernet Related settings
& Dial-up Change adapter options

Change advanced sharing options
% VPN

Network and Sharing Center

3= Airplane mode
Windows Firewall

€ Mobile hotspot

Step 3: In “Change adapter options” Page. Please find Ethernet (Local LAN) and Click the right

button on the mouse and Click “Properties”
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&' Metwork Connections
A U8 e All Control Panel lterns » Network Connections

File Edit View Advanced Tools

Organize = Disable this network device Diagnose this connection  »
A.- A A
B " — '_' _—
% ol G | o
Wi-Fi 2 Ethemet1 ® Disable
Status
Diagnose

$ Bridge Connections

Create Shortcut

@ Delete

% Rename

@ Properties

Step 4: In Properties page to setting IP address, please find “Internet Protocol Version 4

(TCP/IPv4)” and double click or click “OK” button.
Step 5 : Select “Use the following IP address”, and fix in IP Address : 192.168.2.#

ex. The # is any number by 1 to 253
Subnet mask : 255.255.255.0

And Click "OK" to complete the fixed computer IP setting
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1-2. Login Web Page
Launch as web browser to access the web management interface of system by entering the default IP
Address, http://192.168.2.254, in the URL field, and then press Enter.

@ 0D OW-500-6N00 Ll -

Sign in to access this site

Authonzation required by http.//192.168.2.254
Your connection to this site i1s not secure

Username root

Password | |

»  Default login Usermane is root and Passwordis default

B Over I8 Information
Mode Access Pairt Mad =
System Mame OW-500-5M00
: 0 48 0
System Time 2025027 02:02.02
System Uptime 034056
B02 1lax o
Firmware Version Pme-CPEPOG0XX-CERIC VD02 Band Made
Firmware Date 20250203 11:05:34 Channel 5
5735 Mhis
ETH1 MAC Address Beddea T 38 Rate 2
ETH2Z MAC Address Beddea fHif 35
Wifi0 MAC Address Be dd sa i 3a
Band Mode 802 1ax =
Wifi1 MAC Address BeddeaftHIb
Channel 35
Wifi2 MAC Address Boddea A 3c
Rate 1201.0 Mbfs
Gateway 192.168.2 1
DME1 1592.168.2.1
S Band Mode BO2 Max i
Port Link Channel
ETH1 ETHZ
Rate 24015 Mbls

V1.6a @ www.cerio.com.tw \ +(886) 2-8911-6160 ’x‘ service@cerio.com.tw




V1.6a

2. Operating Mode Introduction

2-1. Access Point Mode (Default Mode)

Please click on System ->Mode Setup and choose Access Point Mode

B System Mode

Mode Access Point Mode v

Save & Reboot Cancel

» Itcan be deployed as a traditional fixed wireless Access Point

» Itallow wireless clients or Stations ( STA ) to access

»  Supports DHCP Service, allowing for automated assigning of IP addresses to clients connecting to
the network

»  WDS Setup includes AES (Advanced Encryption Standard) Authentication

»  This enables the wireless interconnection of Access Point in a IEEE802.11 network and accepts
wireless

»  Support Captive Portal authentication.

~— I\ Tri-Band Access Point Mode 4 — ~
M) 346 WiFi
) = ) 5G Wi-Fi
M) SGWifF |
waN . |
Router [0 : PoE Switch 4 ) 2.4G Wi-Fi |
| - ) 5G Wi-Fi
) 4G e2 Tri-Band Wireless AP 1)  5G Wi-Fi ‘
Jual 5G Wiresless AP support 802.11ax ) ] 2.4G Wi-Fi
Support Wi-Fi Fast Roaming N ”} 5G Wi-Fi |
i AAA .'|'I':i|-:-_-".':'r ation Wi-Fi AP fuction —_—— J}) SG W“[’| |
\ Access Point Mode (AP) 2
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— . CAP Mode (AP Management) \

M) 5 a6 wi

- ) 5G Wi-Fi
| XDSL | - 1)) 5G Wi-Fj
WAN LAN . 3
| Router | I Switch | JT}] éé%\'\f;
—_— : : - I-Fl
1. Cerio APs Centralized management ”) 5G W’i_F;'

support N pes 1) )

2. Support group management . ,” 2.4G Wi
Ll C i-Ei
3. Support APs put map setup CAP mode U} gg ﬁ: FI_
4, Status monitor of the APs Access Point Mode (AP) -Fi
o J

-

Application of WDS function in Access Point mode

WDS can be used for long-distance point-to-point wireless connections, as well as applications for long-distance
point-to-multipoint wireless connections. You can enable the WDS function under the Access Point (AP Mode),
which is an application of AP + WDS, which means that the device can also use the services of the Access Ponit
(AP station), it can be used for long distance with another AP through WDS.

— I Access Point mode with 5G Enable WDS + WDS function

m /’ Pure WDS Bridge to Bridge ‘ -\'
L o Access Point mode '
r— TN [ o N)
Router | PoE Switch - LL]
) ‘:--_- Radiol WDS Bridge ||5G Radio2 WDS Bridge
-
WDS Point to Multi-Point | &, P
ir N ncton }.l) L Wi-Fi
2. Paint-t adio to 5G radio in 1nit bt ,// —
r
ne int {(\Whi-Fi Il \f A 1
" Ny ~ A

2-2. Client Bridge + Repeater Mode
Please click on System ->Mode Setup and choose Client Bridge Mode
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§8 System Mode

Mode ClientBridge Mode “

Save & Reboot Cancel

» Itcan be used as a Client Bridge + Repeater AP to receive wireless signals over last mile applications,
helping WISPs deliver wireless broadband Internet service to new residential and business
customers.

» Inthis mode, the AP is enabled with DHCP Server functions. The wired clients of the AP are in the
same subnet from Main Base Station and it accepts wireless connections from client devices. You
can disabled the repeater extending AP function, which will enable the “AP Client ” function

~— B Client Bridge Mode Enable Repeater Function‘ — -

=R ¢ &
[ xpsL | 0
! : \\\ € '\%-ad\at
AT o»
WAN 4ot 1) AW \L:wﬂe“c_ P
B . a4 A i
e T m———— | = - Tt {
Router — | Switch | J'” = 1) Y “
S | 5G (Ra,
- wer 1)) - ma"""'—‘lJ{ ( 5G wireless AP signa
RE Peater :
Access Point Mode (AP) Wi-Fi ap ) )
) . )
When the Repeater AP uses a 5G band (Radio) as the Client - { |f {
Bridge When bridging the upper AP, the Repeater AP will only = J"‘""S 2.4G Repeatar @
be able to use the other two bands{Radio) As an extended base — Wi Fj Ap
station SSID of the Repeater AP for wireless access Epiril 3 rl' i 2.4G wireless AP signal

Note: If Client Bridge used 5GHz connection to AP station then Repeater AP only use 2.4GHz.

— . Client Bridge Mode 4

\ [T =
W) 2.4G Wi-Fi Client Bridge Mode P

[ Router AL switch | N 5G Wi-Fi .
| el P ) ((r

sgwi-Fi (0 __ =
.
Access Point Mode (AP) Client Bridge Modi A-45 )
Tri-band (Radio0 / 1/2) AP support will allow {” -
| more Client Bridge users to connect to the application ) ) - j‘-ﬁ:
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2-3. WISP + Repeater AP Mode
Please click on System ->Mode Setup and choose WISP Mode

= 3
&= System Mode

Mode WISP Mode v

Save & Reboot Cancel

» Itcan be used as an WISP (Wireless Internet Service Provide) to receive wireless signals over last mile
application, helping WISPs deliver wireless broadband Internet service to residents and business
customers.

»  Inthe WISP (CPE) mode, the CenOS 5.0 AP is a gateway enabled with NAT and DHCP Server functions.
The wired clients connected to APs are in different subnet from those connected to Main Base
Station, and, in WISP (CPE) mode, it does not accept wireless association from wireless clients.

— I WISP Mode + Enable Repeater Function W
//"
xDSL / WIiFi Supper ource ‘U) 2.4G(Radio0) Or | | The other two radios can be used as a
5G (Radiol) WiFi (.(f Repeater to enable the AP SSID for
}) ) Client users to access the WiFi network.
Choosing to use one of the radios as the source of the upper WiFi F WeECE /{/
signal for WiFi connection After WISP passes routing NAT, DHCP is | {({
responsible for assigned IP to the Repeater AP client users use. —
LAN 1 .

If the WISP is connected to the upper device using the 2.4G band, 2 1“ or 5G (Radio2)
the Repeater AP function can anly use other two 5G Radios. if WISP . ,.»/ a
is using 5G Radio,When connected to an upper device, the LAN 2 ' 5

. Repeater AP function can only be used in other Radios. R4S port can be CDnnEEted to wired devices

2-4. Router mode

Please click on System -> Mode Setup and choose Router Mode

= System Mode

Mode Router Mode <

Save & Reboot Cancel

»  Router AP with 802.1Q tag VLAN, can use multi-ESSID with VLAN Tag
»  Router AP mode support Bandwidth management / virtual server / DMZ / Firewall / Basic DoS
» defense.
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— . Router + AP Mode N - N

2 A B
Y 2.4G \mh\\\ a
["xpsL ! )) 5G Wi-Fi 1. Support Multi-VLAN with 802.1Q tag
s P 2. Multi-VLAM can enable Multi-ESSID function
- ]) 5G Wi-Fi 2. Multi-VLAN can enal Aulti-ESSID functio
| mt 3. Support Bandwidth management by each VLAN
{  Switch /:r/ 4. Built-in DMZ and virtual s
 owwr i 5. Support Basic firewall / DoS defense
a 6. Filter function can use time policy.
Router Mode -
‘_l"
\_.-"""
=4

2-5. CAP mode (Centralizes Access Point)

Please click on System ->Mode Setup and choose CAP Mode

B= System Mode

Mode CAP Mode b d

Save & Reboot Cancel

»  Control Management of Cen0S5.0 APs
» AP Management support 802.1Q VLAN infrastructure
»  Centralized setting Access Point function and firmware upgrade.
»  APs Group management for concept.
~— I CAP Mode (AP Management) W —— —
N5 a6 wi
- ) 5G Wi-Fi
[ xSt | - 1) 5G Wi-Fj
| v .. , ) J———
b ] | covinet 2.4G Wi
2 | ] o ) 5G Wi-Fi
1, Cerio APs Centralized management “) 5G W'-fi

support N pcs 1) )

2. Support group management ) U) 2.4G Wi
-e -_ =1
3. Support APs put map setup CAP mode U} ;g :""1}": [_I.
4, Status monitor of the APs Access Point Mode (AP) -Fi
L ]
e -~

V1.6a @ www.cerio.com.tw g +(886) 2-8911-6160 'E service@cerio.com.tw



3. System Configuration

3-1. Management

Please click on System ->Management and choose System Language.

= System Language

g
<

Language Englist

pe—_—
= System Information

System Name OW-500-6N00
Description aXtrama High Power WiFi& Tri-Radio AX4200 Outd
Location

»  System Language Administrator can select system language for English and Traditional Chinese

»  System Information Administrator can set the system name / Description and Location.

R.oot Password

New Root Password

Check Root Password

LED Control

LED OFF “ Enable ® Disable

»  Root Password Administrator can change system login password.

> LED Control Administrator can select enable or disable of the LED flashes.

¥ Ping Watchdog

Ping Watchdog Pt
Interval 60 fi

Delay 100 0

Times of faults 3 times

»  Ping Watchdog Ping Watchdog helps administrator to automatically reboot the system when its
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not working properly.
® Interval Pinginterval of time.
® Delay After system start, the set time value starts execution Ping watchdog.

® Times of faults After the error exceeds the set value, system will auto reboot.

— P LT
i= Login Methods

HTTP 80 Port
HTTPS L) 443 Port
Telnet 23 Port
SSH e Port
Host Key Footprint ssh-rsa AAAABINZzaC1ycZEAAAADAQABAAABAQC | SeA0ZDJiuY/

»  Login Methods Administrator can set system login protocol of the http/https/telnet and SSH.

»  Access WAN Administrator can enable and disable login access from WAN Public IP address
( This feature only works when the mode is switched to Router mode or WISP mode with NAT

attributes) .

Remote Server L

Port 514 Port

Log data

(&4 \

SysféJ Log
Server

Access Point

»  System Log Setup Administrator can be backup system log or authentication log to remote server.
Please enter IP address and port of remote syslog server.
® Remote Server: Set the IP address of the remote system Log server

® Port: Set the port number of the remote system Log server.By the default , the
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built-in log center of theCerio AP Controller’ corresponds to port 514.

If you use the built-in log server function of Cerio's AP Controller product, please use the

default 514 remote server port for the designated connection. The built-in log server of
@ the AP management controller provided by Cerio Company provides a complete log
LR format and all complete format information for its wireless AP devices of Cerio Company.
It is recommended to use it in conjunction with it to fully understand all aspects of AP

usage in the environment. Status information is left behind.

i= Auto Reboot

Type Disable w
Daily
Week

Maonth

»  Auto Reboot The functions can Auto-reboot the system by Date/time management.
® Daily : Setting time to system reboot.
®  Weekly : Setting frequency (ex. Weekly) and time of system reboot.

® Monthly : Setting Every month, fixed date and time to system reboot.

Click “Save” button to save your changes. And click “Reboot” button to activate your changes

3-2. Configure Time Server
Please click on System ->Time Server and choose System Time.

i= System Tume

Local Time 2023/06/08 16:06:28
Mode O NTP Server ® Manual
58 User Setup
Date(Y/M/D) 2023 v 6 v 8 v
Time(H:M:S) 16 v 8 v 6 v (GMT+8:00)
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I8 NTP Server

Default NTP Server

time_stdtime. gov.tw

NTP Server time stdtime.gov.tw
Time Zone (GMT+08:00) Beijing, Hong Kong, Singapore, Taipei v
Daylight Saving Time - Enable ® Disable

»  System time
® Mode Administrator can select NTP Server or Manual.
»  NTP Server: System can auto update the system time. Administrator needs setting as NTP Server.
® Default NTP Server Administrator can select NTP Server.
® NTP Server Administrator can setting as NTP Server. For example, select the time server of
Default NTP Server ceria com tw v
Time Zone
Daylight Saving Time :Hw
—— 0 000 X
""cerio.com.tw" on the Internet as the basis for NTP time calibration as follows.
® Time Zone Administrator can select a desired time zone from the drop-down list.
® Daylight Saving Time Enable or disable Daylight saving.
» Manual Administrator must to set the system time.
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Administrator can select manual or via a NTP server to modify system time for the
right local time.
This product supports hardware battery memory time keep design, When
"Manual Update" time is selected and the time can be stored in the hardware
memory, if the time cannot be stored and always becomes invalid and returns to
the default time, the hardware battery must be replaced.
Administrator can select manual or via a NTP server to modify system time for the

right local time. If select update the system time for the NTP Server, system must

set gateway and DNS server, the system can be connected internet.

Click “Save” button to save your changes. And click “Reboot” button to activate your changes

3-3. SNMP

SNMP is an application-layer protocol that provides a message format for communication between
SNMP managers and agents. By enabling SNMP function, the administrator can obtain the system
information remotely.

Please click on System -> SNMP and follow the below setting.

5= SNMP vie
Active © Enable ® Disable

RO Community

RW Community

»  SNMP V2c Function
v/ Active Administrator can select Enable or Disable the service.
v" RO Community Set a community string to authorize read-only access.

v RW Community Set a community string to authorize read/write access.
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ES SNMP v3
Active ) Enable @ pisable
RO Username
RO Password
RW Username

RW Password

>  SNMP V3 Function
v" Active Administrator can select Enable or Disable the service.

RO Username Set a community string to authorize read-only access.

v

v RO Password Set a password to authorize read-only access.

v" RW Username Set a community string to authorize read/write access.
v

RW Password Set a password to authorize read/write access.

£= SNMP Trap
Active ) Enable @ Disable
Community
IP1
P2
IP 3

IP 4

» SNMP Trap Events such as cold start interface up & down, and association & disassociation will
report to an assigned server.
v' Active Administrator can select Enable or Disable the service.
v Community Setacommunity string required by the remote host computer that will receive
trap messages or notices send by the system.

v' IP1 4 Enterthe IP addresses of the remote hosts to receive trap messages.
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3-4. Configure Time Policy

£S5 Policy List

W Comment Mode Edit

1 Policy 1 On Schedule m
2 Policy 2 On Schedule m
3 Policy 3 On Schedule m
4 Policy 4 On Schedule m
5 Policy 5 On Schedule m

»  Please click Edit button to setting Time Policy rules

= Tume Policy Rules

Comment Palicy 1

Maode ® On Schedule O Out Of Schedule

»  Comment: Enter the description of Time Policy rule.

>  Mode: Administrator can select On schedule or Out of schedule to execution the rules.

EE Policy List Create New Policy

# Sun Mon Tue Wed Thu Fri Sat Time Action

EE Time Policy Rules

Day of Week il o Tue Wed
Thu Fri sat
Start Time 0 & o £
End Time 23 ~ % ’

»  Administrator can set time for week / start time and end time.

Click “Save” button to save your changes. And click “Reboot” button to activate your changes
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4. Access Point mode

When AP mode is chosen, the system can be configured as an Access Point. This section provides
detailed explanation for users to configure in the AP mode with help of illustrations. In the AP mode,
functions listed in the table below are also available from the Web-based GUI interface.

4-1. Change Setup mode

I8 System Mode

Mode Access Point Mode i

a CAP Mode
CliemBridge Mode
WISP Mode
Router Mode

1. Please note that the LAN IP addresses in each mode are different from each other and
will not continue. For the first time after switching modes, always perform access
@ management on the LAN default IP address of 192.168.2.254

Motice

2. Cerio’s dual-band wireless base station supports 16 VLANs and 48 SSIDs ( Each VLAN
supports 2.4Ghz SSID x1 and 5Ghz-1 band SSID x1 and 5Ghz-2 band SSID x1)

4-2. VLAN Setup

= System Mode

Mode Access Point Mode M,

Save & Reboot Cancel

Here are the instructions to setup the local IP Address / Netmask / Gateway / DNS and management
Access Point 2.4G or 5G-1 Radio or 5G-2 Radio on/off. Administrators can change settings such as LAN
Spanning Tree and Tag VLAN functions.

V1.6a @ www.cerio.com.tw g +(886) 2-8911-6160 'E service@cerio.com.tw



I8 VLAN Lust

VLAN
® Mode Flag IP Address Netmask Radio 0 Radio 1 Radio 2 Action
0 [ Native ETH1 ] Native ETH2 1921682254  255255.255.0 (56.0.1 ] =
(R Or' I Evii.101 | ETiiz 01 | - - E=D EEE Iﬁg:lll
> € CEEDEED E=x] |ﬂ=!ﬂ|||
o | (24630 m
= Gateway

Default Gateway 192.168.2.1
= DNS

DNS1 192.168.2.1

DNS2 8.8.838

» VLAN Mode Display on/off for the VLAN network.

» Flag Display master VLAN and VLAN Tag No. information. When displayed G EEROE0A
it means that the current main wired connection is this virtual network as the main login system.

» IP Address Display IP Address for VLAN Network

» NetMask Display IP netmask.

» Radio0 Display radio 2.4G SSID name.

»  Action : Click the m button to enter the LAN setting page. Click the
drop-down arrow to display the wireless setting function list.

» Radiol Display radio 5G-1 SSID name.

»  Action : Click the m button to enter the LAN setting page. Click the
drop-down arrow to display the wireless setting function list.

» Radio2 Display radio 5G-2 SSID name.

»  Action : Click the m button to enter the LAN setting page. Click the
drop-down arrow to display the wireless setting function list.

» Default Gateway Set the gateway IP address.
» DNS Set the IP address for DNS resolution.
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Network Setup
Administrator can click “ m “ putton to set VLAN network functions.

£2 VLAN Setup
VLAN Mode  © Enable O Disable
i 1P Setup
IPMode @ Enable O Disable
IP Address 192.168.101.89
Netmask 255.255.255.0

> VLAN Mode Administrator can select Enable or disable for the VLAN Network.
» IP Mode Administrator can select enable or disable function for VLAN IP.

>  IP Address/ NetMask Administrator can set IP address and netmask for the VLAN.

@ At least one VLAN will always be enabled by default

MNohce
3= Management
Access Pointo @ Enable O Disable
Access Point1 @ Enable O Disable
Access Point2 @ Enable O Disable
802.1d Spanning Tree ) Enable @ Disable
Control Port @ Enable O Disable
Management

»  Access Point0  Administrator can Enable or Disable 2.4G Radio.

»  Access Point 1 Administrator can Enable or Disable 5G-1 Radio.

»  Access Point 2  Administrator can Enable or Disable 5G-2 Radio.

» 802.1d Spanning Tree : The spanning tree network protocol provides a loop free topology for a
bridged LAN between LAN interface and 8 WDS interfaces from wds0 to wds7. The Spanning
Tree Protocol, which is also referred to as STP, is defined in the IEEE Standard 802.1d
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xDSL

‘ Packet flow

) wiki (0 mf

o AP Station

* LOOP ‘ 5 WDS Bridge
XN\ 8

'/- — -

” Packet 1 ' i ((

Enable Spanning Tree function Packet flow, ., i]) Wi-Fi ( .
to Anti-blocking packet loop v

AP Station
»  Control Port Administrator can select one of the VLAN as managed AP.

»  VLAN Tag Setup: Set the VLAN used tags.
ETH1 VLAN Tag Setup

$ZETHI VLAN Tag Setup

VLAN TAG O 1409

»  Network port VLAN Tag Setup: Follow standard 802.1Q specification, the function can be
turned off or enabled. You can define the tag to the ETH1 physical network port , which can be

set from 1 to 4096.

ETH2 VLAN Tag Setup

ES ETH2 VLAN Tag Setup

VLAN TAG | 1-4096

»  Network port VLAN Tag Setup: Follow standard 802.1Q specification, the function can be
turned off or enabled. You can define the tag to the ETH2 physical network port , which can be

set from 1 to 4096

If ETHO is configured to use VLAN Tag, then entering the management interface

@ requires a VLAN with the same tag to enter the management settings. Domains other
Neotice

than this VLAN will be completely blocked.

Click “Save” button to save your changes. And click “Reboot” button to activate your changes

Network Pull-down menu
Administrator can set DHCP Server and 2.4/5G security for the access point and set 802.11r fast roaming.

Please click m pull-down button.

V1.6a @ www.cerio.com.tw \ +(886) 2-8911-6160 ’x service@cerio.com.tw



4-2-1 DHCP Server

Administrator can select enable / disable the function

== DHCP Service

Mode @ Enable O Disable
= DHCP Setup
Start IP 192.168.2.10
End IP 192.168.2.100

Netmask 255.255.255.0
Gateway 192.168.2 254
DNS1IP 192.168.2.254
DNS2 IP
WINS IP

Domain

Lease Time 86400

Start IP: Set Start IP address for DHCP Service.

End IP: Set End IP address for DHCP Service.

Netmask: Set IP Netmask, the default is 255.255.255.0
Gateway: Set Gateway IP address for DHCP Service.
DNS(1-2) IP : Set DNS IP address for DHCP Service.

WINS IP: Enter IP address of the Windows Internet Name Service (WINS) server; this is

optional.

Domain: Enter the domain name for this network.

® |ease Time: The IP addresses given out by the DHCP server will only be valid for the duration
specified by the lease time. Increasing the time ensure client operation without interruptions,
but could introduce potential conflicts. Lowering the lease time will avoid potential address
conflicts, but might cause more interruptions to the client while it will acquire new IP

addresses from the DHCP server. Default is 86400 seconds
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EE DHCP Client List

# IP Address MAC Address Hostname Expired Action

»  DHCP Client List

Administrator can view IP address used status of client users on each DHCP Server.

Comment

IP Address
MAC Address m

»  Static Lease IP Setup Administrator can set be delivered fixed IP address to the users.
® Comment: Enter rule description.

® |P Address: Enter access point IP.
® MAC Address: Enter Client MAC Address of PC network.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

4-2-2 Bandwidth Control
Administrators can set bandwidth limit the max/min bandwidth of the Wi-Fi users, Bandwidth

control can set IP/MASK , IP Range, Port(Service), SIP, RTP/RTSP and WEB.

EE Bandwidth Control

Mode @ Enable ) Disable
Airtime Fairness * Enable ® Disable
£B Total Bandwidth Control
Mode  Enable ® Disable
Upload 10240 Kbps
Download 10240 Kbps
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»  Bandwidth Control / Total Bandwidth Control
® Mode: Administratior can Enable or Disable the function.
® Airtime Fairness: TX/RX traffic balancing, if device use point-to-point (WDS or AP mode +
Client Bridge) then recommended to enable it.

® Total Bandwidth Control: Administrator can set total bandwidth used limit in VLAN

E= QoS RuleList
# ETEh Rule Mode Valuei Value2 Upload({Kbps) Download(Kbps) 4.
1 ANY v 1024 1024
2 g ANY v 1024 1024
3 ] ANY v 1024 1024

» QoS Rule List: Administrator can set bandwidth limit by IP/MASK, IP Range, Port(Service), SIP,
RTP/RTSP, WEB protocol , each VLAN can set 10 bandwidth management rule.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

4-2-3  Radio 0(2.4G)/Radiol(5G)/Radio2(5G) Access Point Setup
Administrator can Enable or Disable radio 0/1/2 (2.4/5G/5G) Wi-Fi. If radio 0/1/2 (2.4/5G/5G) are

enabled, administrators can set the SSID and security for the 2.4/5G access point.

EE Secunty

Access Point ® Enable _ Disable
ESSID 2.4G_or_SG
SSID Visibility ~© Enable O Disable
Client Isolation - Enable @ Disable
Connection Limit - Enable @ Disable
User Limit 128
Security Type WEP v

»  Access Point: Administrator can Enable or Disable the radio 0/1/2 (2.4G/5G/5G).
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ESSID: Administrator can set Wi-Fi SSID name
SSID Visibility: Administrator can select Enable or Disable the Visibility.

Client Isolation: Enable or Disable the client isolation function.

Y V V V

Connection Limit: Administrator can select Enable or Disable WiFi connection Limit.

Supports 128 users to access at the same time.

»  Security Type: Select the desired security type from the drop-down list; the options are
Open System, WPA-PSK/WPA2-Personal, WPA/WPA2-Enterprise, WPA3 and 802.1x

Security Type WEP b
Open System

WPA/WPAZ2 Personal
WPA/WPAZ2 Enterprise
WPA3

802.1x

Notes: The WEP encryption mode is currently known to be not the most secure wireless
o encryption method, and will not be able to support 802.11ac/ax. It is not recommended

that you continue to use this WEP encryption mode. It is recommended that you use a rate
LU that meets 802.11ac/ax Correspondingly supported encryption modes above WPA / WPA2
to increase your wireless network security.

® OpenSystem Data is not unencrypted during transmission when this option is selected.( be

not recommended for use)

EE WEP Settings

WEP Auth Method Open system &
WEP Length 64 bits <

WEP Key | oo
Key Index 2 <

® \WEP
v" WEP Auth Method Administrator can choose the WEP Open system open authentication
method or the WEP Shared password authentication method.
v" WEP Length Administrator can choose to use 64bits, 128bits, and 152bits encryption key

lengths, but must make sure that the wireless network card used by your wireless client also
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supports the corresponding wireless key length.

v WEP Key There are four groups of optional settings the 16-bit (HEX) key value.

v' KeylIndex Administrator can pre-set 4 WEP Key for your WEP and "save".when the future
wireless client wants to connect, can be choose which group of wireless keys and establish a

connection through WEP encryption.

Note: If you choose to use WEP encryption mode, please enter the corresponding WEP key
value according to the following requirements.

64bits:
10 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
5 groups of ASCII characters (0~9, A~Z and a~z can be used)

@ 128bits:

Motice

26 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
13 groups of ASCII characters (0~9, A~Z and a~z can be used)

152bits:
32 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
16 groups of ASCII characters (0~9, A~Z and a~z can be used)

I8 PassPhrase Sctiings

WPA Mode Auto (WPA or WPAZ2) v
Cipher Type Auto "
Group Key Update Interval 600 Seconds
PassPhrase
wps  C Enable @® Disable

WPS Push Button

® \WPA/ WPA2-Personal
v' WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including

one that depends on the encryption key. A set of reverse rounds are applied to
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transform ciphertext back into the original plaintext using the same encryption key.
€ TKIPis short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a
hashing algorithm and, by adding an integrity-checking feature, ensures that the keys

haven't been tampered with.

Note: When setting WEP or TKIP encryption, the data rate will not exceed 54 Mbps. The
IEEE 802.11n protocol prohibits the use of high throughput with WEP or TKIP as unicast
o keys. If you use these encryption methods (such as WEP, WPA-TKIP, WPA2-TKIP), your data

rate will be reduced to 54 Mbps, or if it is used for commercial purposes, such as
applications where the end user cannot connect to the wireless at a higher speed than 54
Mbps.

MNolice

v' Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v' Pass Phrase: Enter the ESSID pass phrase.

v" WPS Push Button: Administrator can used WPS function to link WiFi client. If enabled,

administrator can click the WPS Push Button.

£= RADIUS Server Settings

WPA Mode Auto (WPA or WPA2) b
Cipher Type Auto v
Group Key Update Interval 600 Seconds
Radius Server
Radius Port 1812 Port

Radius Secret

® \WPA/ WPA2-Enterprise
v' WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
v' TKIP is short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been

tampered with.
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Note: When setting WEP or TKIP encryption, the data rate will not exceed 54 Mbps. The
IEEE 802.11n protocol prohibits the use of high throughput with WEP or TKIP as unicast
@ keys. If you use these encryption methods (such as WEP, WPA-TKIP, WPA2-TKIP), your data

Nereo BES will be reduced to 54 Mbps, or if it is used for commercial purposes, such as

applications where the end user cannot connect to the wireless at a higher speed than 54
Mbps.

v" Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v" Radius Server Enter the IP address of the Authentication RADIUS server.

v" Radius Port: The port number used by Authentication RADIUS server. Use the default 1812
or enter port number specified.

v" Radius Secret: The secret key for system to communicate with Authentication RADIUS server.

Support 1 to 64 characters.

I8 WPA3 Settings

WPA Mode Auto (WPA2 or WPA3) v
SAEPWE  © Enable O Disable
SAEMFP @ Enable O Disable
PassPhrase @~ ==

® \WPA3:

The 802.11ax peer-to-peer entity authentication mode is different from the Pre-Shared Key .

v' SAE Password When the administrator sets this virtual wireless network SSID to use WPA3
calculation, the SAE connection password must be at least 8 characters.

v’ SAEPWE Optionally enable the SAE PWE (Password Element) function, before exchanging
SAE authentication messages, both parties will generate a private element PWE (Password
Element) and two private values (rand and mask) for advanced authentication exchange.

v' SAE MFP The SAE password authentication mechanism adds a more secure anti-theft,
anti-spy, and anti-skimming password Management Frame Protection (MFP).

If the AP enabled this mode, please ensure that both the AP and the client running in this

mode need Management Frame Protection (MFP) support.
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Motice

The WPA3 is latest and most secure protocol currently available for Wi-Fi devices. It is
applicable to all access devices that support Wi-Fi 6 (802.11ax). If the wireless access

card does not support WPA3 calculation mode, that you adjust the use to WPA2 / AES
calculus mode recommended.

E= RADIUS Server Settingy

[ ]
v

4-2-4

£2 MAC Rules

Key Size ® 64 Bits ) 128 Bits
Radius Server
Radius Port 1812 Port

Radius Secret

802.1x
Key Size Enter the IP address of the Authentication RADIUS server.
Radius Server Enter the IP address of the Authentication RADIUS server.
Radius Port: The port number used by Authentication RADIUS server. Use the default 1812
or enter port number specified.
Radius Secret: The secret key for system to communicate with Authentication RADIUS server.

Support 1 to 64 characters.

MAC Filter

Rule Disable v

Disable
Only Deny List MAC
Only Allow List MAC

Only Deny List MAC  Administrator can add wireless users MAC address in MAC list. The
access point will deny connection in MAC address list.
Only Allow List MAC  Administrator can add wireless users MAC address in MAC list. The

access point will allow connection in MAC address list.
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ES Add MAC Address

MAC Address m

88 MAC Address List

# MAC Address Action # MAC Address Action

»  MAC Address: Set managed MAC address of the client.
»  MAC Address List: Display managed MAC address list.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

4-2-5  802.11r Fast Roaming Setup

Yy (YR (((aM ((Ca M
CeriA__sAP ‘ ‘ A

Cerios AP Cerio’s AP Cerio’s AP
- A SR L
- - . - -
- - - -
C ~

The Tri band Access Point supports 802.11r/802.11k function for 2.4G (Rado 0)and 5G (Rado 1)and (Rado
2). 802.11r, which is the IEEE standard for fast roaming, introduces a new concept of roaming where the

initial handshake with the new AP is done even before the client roams to the target AP.

o If this feature is enabled when using 802.11r fast roaming, the wireless user

equipment must support 802.11k functionality to work properly

MNoftice

ES §02.111/802.11k Fast Roaming

FastRoaming © Enable O Disable
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EE Fast Boaming Settings

Mobility Domain aibz

RO Key Lifetime 10000
Reassoc deadline 1000
RO/NAS Identifier ap.example.com
R1 ldentifier 000102030405
R1 Push ~ Enable ® Disable

»  Mobility Domain: MDID is used to indicate a group of APs (within an ESS, i.e., sharing the same

SSID) between which a STA can use Fast BSS Transition.

This setting must be 2-octet of hex string codes. For example, enter 8c4d

» RO Key Lifetime: Default lifetime of the PMK-RO in minutes, the default is 10000, administrator
can setting 1~65535.

»  Reassoc deadline: Reassociation deadline in time units (TUs / 1.024 ms; range 1000~65535). The
default is 1000.

»  RO/NAS Identifier: PMK-RO Key Holder identifier. When using IEEE 802.11r, nas_identifier must be
set and must be between 1 and 48 octets long.

»  R1ldentifier: PMK-R1 Key Holder identifier 6-octet identifier as a hex string.

»  R1Push: Administrator can select Enable or disable. If enable the function will automatically sent

the R1 Key.

I8 R0 Key holders
MAC Address Destination MAG Address

NAS Identifier (1-48 octels)
128-bit Key 128-bit key as hex string m

» RO Key holders : To enable roaming between multiple AP devices, AP1 must key in the MAC
Address of AP2, and AP2 must key in the MAC Address of AP1. The NAS Identifier and 128-bit Key

should be identical in both AP settings. This will enable device roaming between the two Access
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Points.
® MAC Address: Administrators must enter the MAC Address of another side AP.
®  NAS Identifier: Enter 1~48 octets of network domain name.
® 128-bit Key: Enter Shared Key of 128 bit.

&= R1 Key Holders
MAC Address Destination MAC Address

R1 Identifier R1 Identifier
128-bit Key 128-bit key as hex siring m

»  R1Key holders : Enter a unified set of R1 Key Holder identification certification.
® MAC Address: Enter the main roaming device MAC address
® R1 Identifier: Enter Shared identifier.

®  128-bit Key: Enter Shared Key of 128 bit.
Click “Save” button to save your changes. Then click Reboot button to activate your changes.

4-3. Authentication
This function is for Web Authentication in Access Point mode, the function is for Web Authentication. It
supports authentication for local users / RADIUS Server / OAuth2.0 and Guest. The system supports in N
VLANs with web authentication.

Please click on System -> Authentication

EE VLAN List

# VLAN Mode Authentication Action
@ =
'@ @
@ e
@ @

o When enable web authentication function, please does make the Access Point can be

connected to gateway. Please refer to VLAN Setup. If the gateway IP address is set

Sl <1101 address then web login page can't display
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» # Display VLANs number.
» VLAN Mode Displays VLAN on/off status. (Please refer to 4.2 VLAN Setup)

»  Authentication Displays VLAN# whether enable or disable web authentication.

I8 Authentication

Authentication ® Enable ' Disable
§E Authentication Setup
Multiple Login O 3 User(s)
Login Timeout 10 Minutes
Redirect URL http:ffwww.google.com
Legin URL domaing.login
Authentication Log Enable @© Disable
O Enable ® Disable

Session Log

»  Multiple Login  Administrator can set one account to multiple users simultaneously login and
the users can set limit.( 0 = not limited)

»  Login Timeout After account login for some time no traffic, system will automatic timeout for
account. Administrator can enter a time (Minutes).

»  Redirect URL After the success of the login, system will redirect to URL. Administrator can enter

web site URL.

» Login URL Administrator can set URL for login page. Set the URL that automatically triggers the
login page. When you start the web page and want to log in, directly enter the default login
page URL http://domain0.login, and you can quickly jump to the complete login authentication

login page http://domain0.login/login/index.cgi. , if you want to use https://domain0.login,

please be sure to confirm whether HTTPS login is enabled and open for use in the "Management
Interface Login Settings". Please refer to 3.1 Management - “Login Methods” Settings, or as

shown below.
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http://domain0.login/
http://domain0.login/login/index.cgi
https://domain0.login/

= Login Methods

HTTP 80 Port

HTTPS 443 Port
Telnet 23 POl
SSH L) |22 Port
v | @ SiteTitle x [
« > & https:.//domain0.loginflogin/index.cgi

Please sign in
Radius User v

JSer Name

Réameambér o

»  Authentication Log: Account authentication log will copy to the Cerio Controller device ‘s syslog
server. ( For this part of the “AP controller’s log server function, please refer to the detailed
description of "Authentication Log™ in the relevant "' AP controller " series product manual of
Cerio Company).

»  Session Log If network have Syslog server. Administrator can to system=»management setting
IP address for syslog server and enable the function. Account session log will copy to the Cerio
Controller device ‘s syslog server. ( For this part of the “AP controller’s log server function,
please refer to the detailed description of "Session Log" in the relevant "' AP controller " series

product manual of Cerio Company).

o After enabling it, you must go to System Settings > System Management to set

"System Logging Settings" to specify the IP address and port number of the SysLog
Mofice

server in the environment, so that session log messages can be sent to the Server.
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£= Local User Setup
- Enable ® Disable

Local User

Display Name Local User

» Local User Administrator can enable authentication for local user. Create user account can to
reference “ Local User” setup.

o After activating the local account, be sure to go to the "Local Account" function menu

to create an authenticated user account..

Motice

RADIUS Authentication support remote RADIUS Server. Administrator can enter security

information for remote RADIUS Server.

Radius @ Enable  Disable
Display Mame Radius Uiser
Primary Server IP 192.168.2.1
Secondary Server IP Options
Authentication Port 1812 Porl
Accounting Service 1813 Port
Authentication Type O PapP ® CHAP
Secret Key Must

Radius This authentication service can be set to "enable" or "disable"
Disaplay Name Dsiaplay the Radius name

Primary Server IP  Set the IP address of the remote RADIUS server.

YV V V V

Secondary Server IP  Set the secondary RADIUS server IP address. (Set according to

environmental requirements).

Authentication port  Set the communication port number used by the RADIUS server.

»  Accounting service If the remote RADIUS server has the function of enabling accounting
services (such as statistics traffic, etc.), you can set the accounting service port of the remote
RADIUS server here.

»  Authentication type You can choose the authentication type of PAP or CHAP.

»  SecretKey: Enter the key to connect to the remote RADIUS server.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.
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4-3-1.  Guest
Administrator can enable or disable guest authentication. If enabled, the administrator can set guest

Count Limit / login time and type and flow control.

ES Ou

Service @ Enable Disable
Login Type ® One Time ) Multiple Time
Count Limit 1o
Login Time 10 Minutes
QoS ! Enable '® Disable
Upload 512 Kbps
Download 512 Kbps

Service Administrator can select enable or disable this function.
Login Type :
v One Time: Login to start counting until the end of time.
v" Multiple Times: logout time will stop counting until the next re-login to time start counting.
Count Limit: Administrator can set guest limit.
Login Time: Within a certain timeframe with no traffic, the system will auto logout.
QoS: Administrator can restrict the traffic of guest. Traffic management can set users upload
and download traffic.
4-3-2.  Local User

Administrator can create local user account for web login and up to 10 users.

User Name Local User

Password 4-32 chars) m

-
1]
=
It

# Name Action

® User Name  Administrator can create users account.

® Password Setaccount password.
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4-3-3.  OAuth 2.0

»  The OAuth2.0 function supports Facebook and Google by default. Users can add additional
OAuth2.0 servers through Ul settings.

5= OAuth 2.0 Provider List

# Active Provider Action

Ed Google

» # Display items.
» Active Display on/off status for the authentication.
»  Provider Display authentication server. The system default use authentication server for Google

and Facebook.

#Sample for Google OAuth2.0 setup

Please complete the application on the Google website to receive an account ID and password, follow the
steps below.

Step.1 Please go to the Google Developers Console page and create a project

(Reference https://developers.google.com/identity/protocols/OAuth?2)

New Project

Project name

| CERIO-AAP-login

Your project ID will be cerio-aap-login

Create Cancel

Step.2 Click Credentials to create OAuth client ID in the APl manager page.

API APl Manager

-
L

| O Credentials
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https://developers.google.com/identity/protocols/OAuth2

] Ari ney ‘

OAuth client ID

Service account key

Haln ms chanas

Step.3 Select web application in the “Application Type” section and set “Restrictions” URL.

Create client 1D

Application type

| Web application |
Androld Learn maore
Chrome App Learn more
i0S Learn more
PiayStation 4
Other

Cancel

NHame

i Web client 1

Restrictions
Authorized JavaScript origins

Authorized redirect URls

annot contam URL fragments ¢ - . - i b [ & rleireae

Step.4  Set Authorized JavaScript origins and Authorized redirect URLs (important)
Administrator must set login URL in the device function. After complete set of login URL go to the
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“Restrictions” function in web page. Follow the steps below to set login URLs
> Setup login URL in the device. Please Click system=>» Authentication and enable the function.
> The “Authentication Setup” page to set Login URL

i Authentication Setup

Multiple Login O s Useris)
Login Timeout 0 Minutes
Redireot URL hittp:/ferwewe. google.com
Login URL domaini logm.com
Sessonlog ) Enable ® Disable

After complete set of login URL go to the “Restrictions” function in web page. Copy and paste the
login URL from the system display into the “Restriction” page on the Google Developer website.
> Google Authorized JavaScript origins URL is http://domain0.login.com (same as Login URL)
»  Google Authorized redirect URLsis  http://domain0.login.com/login/callback.cgi

Authorized JavaScript origins

http://domain0.login.com

Authorized redirect URIs

http://domain0.login.com/login/callback.cgi

Step.5 After completing the “Restrictions” setup, click the create button. An OAuth Client page will
pop-up with your “client ID” and “client secret”. Administrators must copy and paste their client ID and
secret into the OAuth 2.0 Setup page in our software Ul.

OAuth client

a

V1.6a @ www.cerio.com.tw k +(886) 2-8911-6160 m service@cerio.com.tw



1w OAuth 2.0 Setup

Cilent ID [ ——————————————————— .

Client Seoret L [P

Save and reboot the AP system, complete the setup.

#Sample for Facebook OAuth2.0 setup

Please complete the application on the Facebook website to receive an account ID and password, follow the
steps below.
Step.1 Please to Facebook developer’s page and add a New App

My hppa .

Add a New App

Requests
Developer Settings
Company Settings
Log Out

Step.2 Select WWW function
Add a New App

O00O0®

Faoehook Camvas Webshe

basic setup

Step.3  Administrator must set www for your information.
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Create a New App 1D

Display Name
|

Namespaoe

Cantact Emall

Category
Choose a Category

By proossding, you agree to Ne Faoebook Plathorm Paolioles Cancel

Step.4 Please click “Setting” and add Platform

APP ID: 760953614046169 ~* View Analytios

Dashboard
AAP_TEST
Thiz app is in development mode and can only be used b
APIUIersion ? App ID
V256 et |
App Seoret

Step.5 Select Platform for “Website”
Select Platform

i © &« =

Facebook Canvas Website 10 Androld

.- "1 @ 2L

Windows App Page Tab Xbox PlayStation

Step.6 Enter URL is http://domain0.login.com/login/callback.cgi
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Site URL

http://domain0.login.com/login/index.cgi?cgi=CALLBACK

Administrator must set login URL in the device function. After complete set of login URL go to the
“Facebook Site URL” function in web page. Follow the steps below to set login URLs

> Setup login URL in the device. Please Click system=>» Authentication and enable the function.
> The “Authentication Setup” page to set Login URL

i\ Authentication Setup

Muttiple Login s User(s)
Login Timeout 10 Minutes
Redireot URL http:f /s google com
Login URL domaind.login.com
Sessionlog Enmable (® Disable

After complete set of login URL go to the “Facebook Site URL” function in web page. Copy and paste
the login URL from the system display into the “Site URL” page on the Facebook website.

Step.7 Click Advanced function to enable the “Native or desktop app?” and “Is App Secret embedded in
the client? “

Settings

Basio

Advanoed

Alerts

Basic Advanced

Native or desktop app? = Is App Seoret embedded In the ollent?
Enable if your app is a native or desktop apj This restricis the app secret usage to methods

allowed by a client token [?

Step.8 After completing the “Facebook Site URL” setup. Administrators must copy and paste their App ID
and App secret into the OAuth 2.0 Setup page in our software Ul.
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AAP_TEST

APl Version App 1D
V26 L]
App Seoret
e rset
=
cientin [N

Cllent Seoret TR R R S

Notice

4-3-4.

POP3/IMAP Server

Client ID and Client Secret setup by third parties such as Facebook and Google are
subject to change. The instructions above follow the 2016 setup procedure. Any future

changes to the Facebook/Google process may lead to our instructions becoming invalid.

The purpose of this integrated function is to allow clients to link a POP3 server for receiving emails

from a remote server.

E= POP3/IMAP Server
Service
£= POP3/TMAP Settings
Display Name
Mode
Host
Port

Connect Type

V1.6a @ WWW.Cerio.com.tw

® Enable

POP3/IMAF User

® POP3

25

MNone

A, +(886)2-8911-6160

 Disable

) IMAP

Port

service@cerio.com.tw



B POPI/INAP Server Test

EMAIL

Password m

e  Service: Administrator can choose Enable or Disable the PoP3 authentication.

e Display Name Set the “Display Name” based on the appropriate POP3 user or client.

e  Host : Define the desired Host server name.

e  Port: Input the proper port number for the corresponding server.

e  Connect Type : Select the Connect type with options of “STARTTLS”, “SSL/TTL”, or “None”.
e POP3 Server Test : Use this tool to test if the POP3 server is operating correctly with your

selected email

4-3-5.  Customize
This function is to customize the user Login Page. This supports Multiple Language and allows
comprehensive customization through HTML editing.

#= Page Semp = Preview
Template © Enable ) Disable

Multiple Language O Enable ® Disable P‘ease Slg n in
— Radius User v
= Page Color Setop

Style Default o Apply Waer Neena
N Password
Body Background #EEEEEE

L IRemember me

Content #FFFFFF
Background

Font Color #333333 | i
Content Width 50 pX
AD Font Color #FFFFFF “ “
Page Setup

» Template Administrator can select Enable or disable.

® Select enable to active default Login Page
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Please sign in

User Name

Password

[CRemember me

® Select disable to active HTML Source code window for customization

il Custorize HTML Source code

<himl>
<head=
<fitle>Hots pot<fitie>
=script src="ffavascriptsiogin js™ charset="ull-8" type="textjavascripl™>=iscript=
<Mhead>
<body>
<div class="container*></dn-
</body>

=htmil=

Sample: See sample login page below that is customized by html coding (sample login page html code

templates are available on Cerio website)

Amplify your Wireless Network

Captive Portal Authentication Login Page for CenOS 5.0

Authentication Login

User Name

Password

Remember Password
Login | Guest |

OAuth 2.0 Authentication
Facebook Google

l — I "ﬂ__ - l
| Walled Garden _
Google Yahoo CERIO

The following function uses the enabled Template

»  Multiple Language Administrator can select enable or disable multiple language for login page.
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Administrator must to Language function create new language.

Page Color Setup  Administrator can change the login page color

4-3-6.  Language

Administrator can create other language for login page.

E=E Language List

# Default Language Action

1 * English Edit

\

im Language
Language English
@® Enable O) Disable

Default Language

Click “Create New Language” button go to add or edit language for login page.
»  Language: Set description of language.

»  Default Language: Display default language.

4-3-7.  Walled Garden
This function provides certain free services or advertisement web pages for users to access the websites
listed before login and authentication. User without the network access right can still have a chance to

experience the actual network service free of charge in Walled Garden URL list.

E= Walled Garden
Display Name (4 -32 chars)

IP Address/Domain

Full URL m

#= Walled Garden List
# Name IP Address/Domain Action
1 CERIO www.cerio.com.tw Delete

»  Display Name: Set name of Website.
»  IP Address/Domain: Set IP or Domain of the Open the website.
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> Full URL: Set full website name.

Click “Save” button to save your changes. Then click Reboot button to activate your changes..

4-3-8.  Privilege Address

This function provides local device can access Internet without authentication. If there are some
workstations belonging NGS Access Point that need to access to network without authentication, enter
the IP or MAC address of these workstations in this list.

EE Privilege Address

Device Name (4-32 characters)

IP Address

MAC Address m

I8 Privilepe Address List

# Name IP Address MAC Address Action

1 BOSS iPhone 192.168.2.1 00:11:22;33:44:50

»  Device Name: Enter Device or Users Name.
> |IP Address: Enter used IP Address of Device or Users PC.
>  MAC Address: Enter MAC Address of Device or Users PC.

Click “Save” button to save your changes. Then click Reboot button to activate your changes..

4-3-9. Bulk MAC Address
This function is similar to the privileged list, the difference is that this function only verifies the MAC

address, and the MAC list can only be built in batches by uploading

When this function is turned on, as long as the devices on the MAC list will not need to do web page

verification and can directly use Internet services.

§E MAC Rules

Rule Disable w m

E= Upload MAC Address

Upload MAC Address BIERE (sEREEE
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»  Rules: Administrators can enable or disable this function.
»  Upload MAC Address: Select the location of MAC data file and upload to import into this

function for system judgment.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

4-3-10. Profile
Administrator can backup current authentication configuration and login page for HTML Source code. But

also can recover.

E= VLAN Profile

Download Profile Setting

Upload Profile Setting WERE | sEEFEE

i= VLAN Customize Page
Download Customize Page
Upload Customize Page BERE |spusns

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

4-4. RADIUS Server

= Radius Server

Service - Enable ® Disable
Radius Port 1812
Radius Secret (4-32 chars)

>  Service Administrator can select Enable or disable the function.
> Radius Administrator must to set remote RADIUS Server use Port.

»  Radius Secret Administrator must to set remote RADIUS Server use Key.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.
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4-5. RADIUS Account Setup

= Bndius User
User Name
Password 4-32 chars) m
I8 ExportTmport Users
Export User File
Import From PC BERE | FEEERE m
I8 Radius Li
# Name Action # Name Action
» User Name Create users name for RADIUS account.
» Password Enter password for user name.
»  Export User File Administrator can export account list in RADIUS Server.
»  Import From PC Administrator can import account list to the RADIUS Server.

4-6. Wireless Configuration

4-6-1. Radio 0 (2.4G) Basic Setup

£= General Setup

MAC Address 8c:4d:ea05:1c:6e

Country United States G
Band Mode 802 11ax o
Auto Channel ~ © Enable ® Disable
Channel 5 (2432 Mhz) i
Tx Power Level 8 @
Slot Time m
ACK Timeout 64
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® General Setup
»  MAC Address Display 2.4G WiFi MAC address.
»  Country Administrator can select country: US or EU or Japan or Taiwan.
» Band Mode Administrator can select 2.4G Band for 802.11b 802.11b/g 802.11b/g/n
802.11n. or 802.11ax, The default is 802.11ax

Band Mode 802.11ax A

802.11b
802.11b/g
802.11b/g/n
802.11n

802.11ax

»  Auto Channel Administrator can Enable or Disable the function. If disabled, the WiFi channel will
be fixed to the manually selected channel.

» Channel There are different options for wireless operation modes in regions, which can be used
for Upper or Lower extension.

»  TxPower Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and
ACK Timeout. The input distance is calculated in units (meters).

» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,
the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

Setting ACK Timeout can strengthen the long-distance connection. Changing the value

@ can optimize the setting. If the value is too low, the length transmission will be
Motice
reduced. If the value is too high, there may be disconnection.

® HP Physical Mode
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THRX Stream TR
Channel BandWidth
Extension Channel Upper 5 Lower
Min MCS

Max MCS 1 o
Short Gi % Enable Disable

Aggregation ¥ Enable Disable

Aggregation Frames

Aggregation Size

»  TX/RX Stream The CenOS 5.0 AP support 2TX/2RX streams. Administrator can select 1 or 2 TX/RX.
The default is 2TX/2RX.

»  Channel Bandwidth The "20/40” MHz option is usually best. The other option is available for
special circumstances.

»  Extension Channel Sets channel select to Upper or Lower. The Upper supports 1 to 7 range CH
and Lower supports 5 to 11 range CH.

»  MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication rate
of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

»  MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the Min
MCS value.

»  Short GI Short Guard Interval is “Enabled” by default to increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-frequency
reflections. Select the option that works best for your installation.

»  Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.

A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the larger
frame by combining smaller frames with the same physical source and destination end points and
traffic class (i.e. QoS) into one large frame with a common MAC header.

»  Aggregation Frames: Set frames size of Aggregation.

»  Aggregation Size: Set aggregation size.
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4-6-2. Radio 1 (5G-1) / Radio 2 (5G-2)Basic Setup

= General Setup
MAC Address 8c:4d:ea05 1c6d
Country United States &
Band Mode 802 11ax v
Auto Channel ~ © Enable @ Disable
Channel 36 (5180 Mhz) v
Tx Power Level 9 v
Slot Time 9
ACK Timeout 64

® General Setup
»  MAC Address: Display 5G-1(Radio 1) / 5G-2(Radio 2) WiFi MAC address.
»  Country: Administrator can select country: US or EU or Japan or Taiwan.
»  Band Mode: Administrator can select 5G Band for 802.11a 802.11a/n 802.11n 802.11ac. or
802.11ax, The default is 802.11ax

Band Mode 802.11ax "

802.11a
802.11a/n
802.11n
802.11ac

802.11ax

»  Auto Channel: Administrator can Enable or Disable the function. If select disabled function the
WiFi channel can be manually fixed.

»  Channel There are different options for wireless operation modes in regions.

»  Tx Power: Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and
ACK Timeout. The input distance is calculated in units (meters).

» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,

V1.6a @ www.cerio.com.tw \ +(886) 2-8911-6160 ’x service@cerio.com.tw



the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

@ Setting ACK Timeout can strengthen the long-distance connection. Changing the value

can optimize the setting. If the value is too low, the length transmission will be

Moftice
reduced. If the value is too high, there may be disconnection.

® HP Physical Mode

i HT Physical Mode
TX/RX Stream 2T2R v
Channel 160 o
BandWidth
Min MCS 1 v
Max MCS 1 ~
shortcl @ Enable O Disable
Aggregation  © Enable O Disable
Aggregation 32
Frames
Aggregation Size 50000

»  TX/RX Stream: Administrator can select 1 or 2 TX/RX. The default is 2TX/2RX.

»  Channel BandWith: The Wireless 5G can choose 20 or 20/40 Mhz or 11ac/ax 80Mhz at 5G-1
(Radio-1) or 11ax 160Mhz at 5G-2 (Radio) as the data transmission speed between the base
station and wireless users.

»  MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication
rate of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

»  MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the
Min MCS value.
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»  Shout GI: Short Guard Interval is “Enabled” by default to increase throughput. However, it can
also increase error rate in some installations, due to increased sensitivity to radio-frequency
reflections. Select the option that works best for your installation.

»  Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.

A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the
larger frame by combining smaller frames with the same physical source and destination end
points and traffic class (i.e. QoS) into one large frame with a common MAC header.

»  Aggregation Frames: Set frames size of Aggregation, the size recommend use default value
is 32.

>  Aggregation Size: Set aggregation size, the size recommends use default value is 500000.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

4-6-3.  Advanced Setup

Beacon Interval 100
DTIM Interval
Fragment Threshold 2348
RTS Threshold 2348
Short Preamble ' Enable O pisable
IGMP Snooping  © Enable O Disable
Greenfield © Enable  Disable
Band Steering L 10 RSS| Limit
RF onloff by Schedule Always &
Location Tracking Log ) 600 Socind

»  Beacon Interval: Beacon Interval is in the range of 40~3500 and set in unit of millisecond. The

default value is 100 msec.
Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called
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“Beacon”. Beacon is broadcast to all the stations, provides the basic information of AP such as
SSID, channel, encryption keys, signal strength, time stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may proceed next
actions if the information from AP matches the requirement. Beacon is sent on a periodic basis,
the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and associated
overhead, but that will likely delay the association and roaming process because stations scanning
for available access points may miss the beacons. You can decrease the beacon interval, which
increases the rate of beacons. This will make the association and roaming process very responsive;
however, the network will incur additional overhead and throughput will go down.

»  DTIM Interval: The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations,
which support power saving mode, when to wake up to receive multicast frame. DTIM is
necessary and critical in wireless environment as a mechanism to fulfill power-saving
synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access
point sends the buffered multicast frames. For instance, if DTIM Interval is set to 3, then the
Wi-Fi clients will expect to receive a multicast frame after receiving three Beacon frame. The
higher DTIM interval will help power saving and possibly decrease wireless throughput in
multicast applications.

»  Fragmentation Threshold: Fragmentation Threshold is one more parameter which is given in all
stations and Access points. Fine tuning Fragmentation Threshold parameter can result in good
throughput but not using it properly can results in low throughput. In simple words it does the
same thing which MTU do in Ethernet. Both are different parameters but the work done is same,
it fragments the data packets.

Fragmentation threshold will be used when we have more data packet size to be transmitted and
we have less fragment threshold value. Let’s say from Ethernet we have to send 1400 byte packet
but the fragmentation threshold is set as 400. In this case when the packet is to be transmitted on
air it will fragment the packet in to 4 small packet 400+400+400+200 and send on air. This
includes MAC header+ frame body and CRC so 400 byte will be in total including headers. This

helps in increasing the throughput. The default is 2346.
»  RTS Threshold: TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due

to hidden wireless clients. RTS in AP will be enabled automatically if the packet size is larger than
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the Threshold value. By default, RTS is disabled in a normal environment supports non-jumbo
frames.

»  Short Preamble: By default, this function is “Enabled”. Disabling will automatically use the Long
128-bit Preamble Synchronization field. The preamble is used to signal "here is a train of data
coming" to the receiver. The short preamble provides 72-bit Synchronization field to improve
WLAN transmission efficiency with less overhead.

»  IGMP Snooping: The process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a map of
which links need which IP multicast streams. Multicasts may be filtered from the links which do
not need them and thus controls which ports receive specific multicast traffic.

»  Greenfield: In wireless WLAN technology, greenfield mode is a feature of major components of
the 802.11n specification. The greenfield mode feature is designed to improve efficiency by
eliminating support for 802.11b/g devices in an all draft-n network. In greenfield mode the
network can be set to ignore all earlier standards.

»  Band Steering(5G Priority) When 2.4GHz and 5GHz networks exist at the same time, the 5GHz
client connection is automatically connected to the 5GHz network as the main connection to
improve performance.

>  RFon/off by schedule: Administrator can apply Time Policy to on or off wireless signal.

> Location Tracking Log: The system can detect the signal strength of the wireless client to
determine the location of the Access Point and send to database.

4-6-4.  WMM Setup

This affects traffic flowing from the access point to the client station.

Configuring QoS options consists of setting parameters on existing queues for different types of wireless

traffic. You can configure different minimum and maximum wait times for the transmission of packets in

each queue based on the requirements of the media being sent. Queues automatically provide minimum
transmission delay for Voice, Video, multimedia, and mission critical applications, and rely on best-effort
parameters for traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for
transmission (lower wait times for channel access), while other applications and traditional IP data which
are less time-sensitive but often more data-intensive are expected to tolerate longer wait times.

Please click on Wireless -> WMM Setup
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EE WMM Setup

wMm @ Enable ) Disable
£E WMM Pannameters of Access Point
No ACK Policy
AC Type CWmin CWmax AIFS TxOp Limit bit

AC BE(0) 4 i 3 0 -

HC_B K"1 ) 4 10 7 ] &

AC VI(2) 3 4 1 3008

AC_VO(3) 2 3 1 1504 ®

» AC Type

Data Transmitted
AP to Clients

AC BK Background Low High throughput. Bulk data that requires maximum

Priority Description

Queue

throughput and is not time-sensitive is sent to this
queue (FTP data, for example).

AC BE Best Effort Medium | Medium throughput and delay. Most traditional IP
data is sent to this queue.

AC_VI Video High Minimum delay. Time-sensitive video data is
automatically sent to this queue.

AC VO Voice High Time-sensitive data like VoIP and streaming media
are automatically sent to this queue.

»  CWmin: Minimum Contention Window. This parameter is input to the algorithm that determines
the initial random backoff wait time ("window") for retry of a transmission. The value specified
here in the Minimum Contention Window is the upper limit (in milliseconds) of a range from
which the initial random backoff wait time is determined.

»  CWmax: Maximum Contention Window. The value specified here in the Maximum Contention
Window is the upper limit (in milliseconds) for the doubling of the random backoff value. This
doubling continues until either the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries will continue until a

maximum number of retries allowed is reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31,
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63, 127, 255, 511, or 1024. The value for "cwmax" must be higher than the value for "cwmin".

» AIFS The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data
frames

»  TxOP Limit: Transmission Opportunity is an interval of time when a WME AP has the right to
initiate transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the
Transmission Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the
right to initiate transmissions on the wireless network.

»  ACM bit: Admission Control Mandatory, ACM only takes effect on AC_VIand AC_VO. When you
do not click Checkbox, it means that the ACM is controlled by the connecting AP. If you click
Checkbox, it means that the Client is in charge

»  No ACK policy bit: Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No
ACK. Click “Checkbox” indicates “No ACK”

When the no acknowledgement (No ACK) policy is used, the recipient does not acknowledge
received packets during wireless packet exchange. This policy is suitable in the environment
where communication quality is fine and interference is weak.

While the No ACK policy helps improve transmission efficiency, it can cause increased packet loss
when communication quality deteriorates. This is because when this policy is used, a sender does
not retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received uncast packet.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

4-6-5.  WDS Setup

When using the AP+WDS function, the wireless base stations at both ends must support the WDS
function at the same time, and the wireless base stations at both ends must set the MAC address of the
other party's wireless interface. In other words, each base station must contain the required MAC
address of each base station to which WDS is connected. At the same time, you must confirm that each
WDS base station must use the same wireless network name, channel and wireless encryption method.

You can choose to enable or disable it.

Please click on Wireless -> WDS Setup
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£= WDS Setup
WDS Setup @ Enable O Disable
Radio0 ESSID default_wds0
Radio1 ESSID default_wds1
Radio2 ESSID default_wds2
Security Type Disable G

PassPhrase

== MAC Address

Radio 0 8c:4d.ea:05:1c:81
Radio 1 8c4dea:05:1c:82
Radio 2 8c:dd-ea:05:1c:83

When the WDS function is enabled, it can be set to use Radio 0 (2.4G) for WDS or Radio 1 (5G-1) for WDS
or Radio 2 (5G-2) for WDS, etc., and a maximum of 24 groups can be set up to bridge to 2.4G + 5G+ 5G. In
WDS The function supports VLAN tag transmission. If there is a tag set in the network domain, WDS can

bring multiple groups of tags to another bridge endpoint.
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Radio 0 Radio 1 Radio 2

VLANE Native  TAG TAG 1D Native  TAG TAG 1D Native  TAG TAG ID
WLAND £ ] o (1] ] € |

VLAN 1 O O | ] | C 101

VLAN 2 L 102 9 102 G 102

VLAMN 3 0 ' 103 @ 103 ) 103

VLAN 4 . 104 104 104

»  WDS Setup: Administrator can select Enable or Disable.

»  Radio ESSID: For connected Radio, please enter the same SSID name for each radio.

»  Security Type: Enable or Disable AES encryption function.

»  PassPhrase: AES encryption custom key can input 0 ~ 9 numbers or A ~ Z uppercase and

lowercase English format, it can support 8 ~ 32 characters key encryption algorithm in each WDS

connecting each other with secure encrypted transmission.

WDS considerations

1. When two wireless APs want to use WDS connection, the channels of the two must be

the same.

2. If the two base AP stations are A and B, the WDS Client Setup of station A needs to set
@ the wireless MAC address of station B, and the WDS Client Setup of station B needs to set

the wireless MAC address of station A.

3. If tags must be used in the architecture, the APs on both sides can select multiple sets of

tags in the virtual network settings.

MNotice

4. WDS encryption setting is by optional use.

»  MAC Address : Enter the MAC address of the other party's host to agree to accept the
connection.

»  WDS Client Setup: Administrator can used Radio 0(2.4G) or Radio 1(5G-1) or Radio 2(5G-2)for
WODS Links. A Single Radio supports up to 8 WDS links

»  VLAN Setup: The WDS aisle support Multi-tag VALN

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.
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4-6-6.  WDS Status
Displays 2.4G (Radio 0) and 5G-1(Radio-1)and 5G-2(Radio-2) radios WDS link status through MAC
and Date (TX/RX)

Please click on Wireless -> WDS status
:= Radio0 Client

MAC Address Rate(RX/TX) RSSI

== Radiol Client

MAC Address Rate(RX/TX) RSSI

= Radio? Client

MAC Address Rate(RX/TX) RSSI

» MAC Address Display connected MAC Address.
» Rate(TX/RX) Display Tx/Rx rate of the point to point.
»  RSSI: Display signal connection value of RSSI.

The RSSI signal quality display of this product is expressed through the signal strength
o measurement method. Therefore, for RSSI, the larger the "positive value", the better the

MHotice

connection quality.
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5. Client Bridge Mode

If the administrator needs to switch to Client Bridge mode, Please click "System"-> " Mode Setup " to change

Client Bridge mode.

5-1. Change Setup Mode

EB System Mode

Made ClientBridge Mode v

CAP Mode

Access Point Mode
WISP Mode

Router Mode

This section provides detailed explanation for users to configure in the Client Bridge Mode and
Repeater AP function with help of illustrations.

5-2. Configure LAN Setup

Here are the instructions for how to setup the local IP Address and Netmask. Please click on System

-> LAN and follow the below setting.

2 Ethernet Connection Type

Mode @® static IP ) Dynamic IP
£ Static IP
IP Address 192.168.2.254
Netmask 255,255.255.0
Gateway 192.168.2.1

»  Mode: Administrator can select the IP used Static or Dynamic IP address.
®  Static IP : A set of fixed IP addresses can be manually set for the system to use.
® Dynamic IP : If there is a DHCP server on the top, you can use the dynamic IP address to

let the system obtain a set of IP automatically.
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That when using a dynamic IP, the system will automatically obtain the IP address sent by

@ DHCP, and the obtained IP address will be obtained after the operation is confirmed by the
@8l Upper DHCP server. Obtaining the IP address is not fixed. For system management, the

upper DHCP server must guery the IP address obtained by the current system.

»  Static IP:
IP address: The IP address is 192.168.2.254
Netmask: The default Netmask is 255.255.255.0
Gateway: The default Gateway IP Address is 192.168.2.1, Please check your Gateway IP and

change.

= DNS
Primary DNS

Secondary DNS
il 802.1d Spanning Tree
802.1d Spanning Tree C Enable ® Disable
EE DHCP Forward

DHCP Forward ‘) Enable i Disable

»  DNS: Enter IP address of domain name service.
® Primary DNS: The IP address of the primary DNS server.
® Secondary: The IP address of the secondary DNS server.

» 802.1d Spanning Tree : The spanning tree network protocol provides a loop free topology for a
bridged LAN between LAN interface and 8 WDS interfaces from wds0 to wds7. The Spanning Tree
Protocol, which is also referred to as STP, is defined in the IEEE Standard 802.1d.

»  DHCP Forward: When the AP Mode device and Client Bridge AP are linked, and DHCP Service is
“Enabled”, the Client Bridge AP must also enable DHCP Forward to allow connecting clients to
receive the IP Address from the source AP (AP Mode Device). By default, DHCP Forward is
disabled in Client Bridge devices. This function must be enabled to allow clients connecting to the

Client Bridge device to receive IP Addresses from the source AP.
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I ) Packet flow

) Wi-Fi ((( s™

[fu H x.. Ii a

AP Station
o=
"' LOOP ‘E WDS Bridge
> S /e
Enable Spanning Tree function Packet flow. 5, }}) Wi-Fi (({ ey
to Anti-blocking packetloop L} -
AP Station

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-3. Configure DHCP Setup

The DHCP Service function in the Client Bridge device can select a separate IP Address range within
the same network segment of the source AP, and allocate those IP Addresses to connecting clients.

£Z DHCP Service

Mode @ Enable _ Disable
5B DHCP Setup
Start IP 192.168.2.10
End IP 162.168.2.100
Netmask 255.255.255.0
Gateway 192.168.2.254
DNS1 IP 192.168.2.254
DNS2 IP
WINS IP
Domain
Lease Time 86400

»  Start IP / End IP: Specify the range of IP addresses to be used by the DHCP server when
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assigning IP address to clients.

Netmask: The netmask default is 255.255.255.0.

Gateway: Enter source gateway IP address.

DNSL: Enter IP address of the first DNS server; this field is required.
DNS2: Enter IP address of the second DNS server; this is optional

VvV V V VYV V

WINS IP: Enter IP address of the Windows Internet Name Service (WINS) server; this is

optional.

A\ 4

Domain: Enter the domain name for this network.

»  Lease Time: The IP addresses given out by the DHCP server will only be valid for the duration
specified by the lease time. Increasing the time ensure client operation without interruptions,
but could introduce potential conflicts. Lowering the lease time will avoid potential address
conflicts, but might cause more interruptions to the client while it will acquire new IP

addresses from the DHCP server. Default is 86400 seconds.

DHCP Clients List: When users link to CenOS 5.0 AP and use IP address of the DHCP service, the DHCP
Client List will display users the information and used IP address.

im DHCP Client List

# IP Address MAC Address Expired Action
»  IP Address: Display users used IP address.
»  MAC Address: Display MAC Address of users used device.
»  Expired: Display Lease expiration time of IP address.
»  Action: Kicked user button.

Static Lease IP Setup: Administrator can set as static IP address for users.

il Static Lease [P Setup
Comment

IP Address
MAC Address m

»  Comment: Enter description for the information.

v

IP Address: Set static IP address for users.
» MAC Address: Set MAC address of user device.
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Static Lease IP List: Display users list of static IP address.
am Static Lease IP List

= Comment IP Address MAC Address Action

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-4. Wireless General Setup
5-4-1. Radio 0 (2.4G) Basic Setup

£= General Setup

MAC Address 8c:4d:ea05:1c6e
Country United States 5
Band Mode 802 11ax -
Auto Channel ~ * Enable @® Disable
Channel 5 (2432 Mhz) v
Tx Power Level 9 -
Slot Time 9
ACK Timeout 64

® General Setup
»  MAC Address Display 2.4G WiFi MAC address.
»  Country Administrator can select country: US or EU or Japan or Taiwan.
» Band Mode Administrator can select 2.4G Band for 802.11b 802.11b/g 802.11b/g/n
802.11n. or 802.11ax, The default is 802.11ax

Band Mode 802.11ax i

802.11b
802.11b/g
802.11b/g/n
802.11n

802.11ax

»  Auto Channel Administrator can Enable or Disable the function. If disabled, the WiFi channel will
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be fixed to the manually selected channel.

» Channel There are different options for wireless operation modes in regions, which can be used
for Upper or Lower extension.

»  TxPower Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and
ACK Timeout. The input distance is calculated in units (meters).

» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,
the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

Setting ACK Timeout can strengthen the long-distance connection. Changing the value

@ can optimize the setting. If the value is too low, the length transmission will be

LELELE reduced. If the value is too high, there may be disconnection.

® HP Physical Mode

§8 HT Physical Mode

TXIRX Stream 2T2R 3
Channel BandWidth 20040 o
Extension Channel L Upper ® Lower
Min MCS 4 ~
Max MCS n v
ShortGI  © Enable O pisable
Aggregation @ Enable ) Disable
Aggregation Frames 32
Aggregation Size 50000

»  TX/RX Stream The CenOS 5.0 AP support 2TX/2RX streams. Administrator can select 1 or 2 TX/RX.
The default is 2TX/2RX.
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»  Channel Bandwidth The "20/40” MHz option is usually best. The other option is available for
special circumstances.

»  Extension Channel Sets channel select to Upper or Lower. The Upper supports 1 to 7 range CH
and Lower supports 5 to 11 range CH.

»  MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication rate
of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

»  MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the Min
MCS value.

»  Short GI Short Guard Interval is “Enabled” by default to increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-frequency
reflections. Select the option that works best for your installation.

»  Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.

A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the larger
frame by combining smaller frames with the same physical source and destination end points and
traffic class (i.e. QoS) into one large frame with a common MAC header.

»  Aggregation Frames: Set frames size of Aggregation.

»  Aggregation Size: Set aggregation size.
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5-4-2.  Radio 1 (5G-1) / Radio 2 (5G-2) Basic Setup

= General Setup
MAC Address 8c:4d:ea05 1c6d
Country United States &
Band Mode 802 11ax v
Auto Channel ~ © Enable @ Disable
Channel 36 (5180 Mhz) v
Tx Power Level 9 v
Slot Time 9
ACK Timeout 64

® General Setup
»  MAC Address: Display 5G-1(Radio 1) / 5G-2(Radio 2) WiFi MAC address.
»  Country: Administrator can select country: US or EU or Japan or Taiwan.
»  Band Mode: Administrator can select 5G Band for 802.11a 802.11a/n 802.11n 802.11ac. or
802.11ax, The default is 802.11ax

Band Mode 802.11ax J

802.11a
802.11a/n
802.11n
802.11ac

802.11ax

»  Auto Channel: Administrator can Enable or Disable the function. If select disabled function the
WiFi channel can be manually fixed.

»  Channel There are different options for wireless operation modes in regions.

»  Tx Power: Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and
ACK Timeout. The input distance is calculated in units (meters).

» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,
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the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

@ Setting ACK Timeout can strengthen the long-distance connection. Changing the value can

optimize the setting. If the value is too low, the length transmission will be reduced. If the
MNolice

value is too high, there may be disconnection.

® HP Physical Mode

i HT Physical Mode
TX/RX Stream 2T2R -
Channel 160 o
BandWidth
Min MCS 1 v
Max MCS 11 v
shortcl (@ Enable O Disable
Aggregation @ Enable (U Disable
Aggregation 32
Frames
Aggregation Size 50000

»  TX/RX Stream: Administrator can select 1 or 2 TX/RX. The default is 2TX/2RX.

»  Channel BandWith: The Wireless 5G can choose 20 or 20/40 Mhz or 11ac/ax 80Mhz at 5G-1
(Radio-1) or 11ax 160Mhz at 5G-2 (Radio) as the data transmission speed between the base
station and wireless users.

»  MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication
rate of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

»  MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the
Min MCS value.

»  Shout GI: Short Guard Interval is “Enabled” by default to increase throughput. However, it can
also increase error rate in some installations, due to increased sensitivity to radio-frequency

reflections. Select the option that works best for your installation.
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»  Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.
A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the
larger frame by combining smaller frames with the same physical source and destination end
points and traffic class (i.e. QoS) into one large frame with a common MAC header.

»  Aggregation Frames: Set frames size of Aggregation, the size recommend use default value
is 32.

>  Aggregation Size: Set aggregation size, the size recommends use default value is 500000.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-4-3.  Advanced Setup

§= Advanced Setup
Beacon Interval 100
DTIM Interval 1
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble  © Enable O Disable
IGMP Snooping  © Enable O Disable
Greenfield © Enable O Disable
RF on/off by Schedule Always v
Location Tracking Log 0 | s00 Seconds

»  Beacon Interval: Beacon Interval is in the range of 40~3500 and set in unit of millisecond. The default
value is 100 msec.
Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called “Beacon”.
Beacon is broadcast to all the stations, provides the basic information of AP such as SSID, channel,
encryption keys, signal strength, time stamp, support data rate.
All the radio stations received beacon recognizes the existence of such AP, and may proceed next
actions if the information from AP matches the requirement. Beacon is sent on a periodic basis, the
time interval can be adjusted.

»  Byincreasing the beacon interval, you can reduce the number of beacons and associated overhead,
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but that will likely delay the association and roaming process because stations scanning for available
access points may miss the beacons. You can decrease the beacon interval, which increases the rate of
beacons. This will make the association and roaming process very responsive; however, the network

will incur additional overhead and throughput will go down.
»  DTIM Interval: The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations, which
support power saving mode, when to wake up to receive multicast frame. DTIM is necessary and
critical in wireless environment as a mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access point
sends the buffered multicast frames. For instance, if DTIM Interval is set to 3, then the Wi-Fi clients
will expect to receive a multicast frame after receiving three Beacon frame. The higher DTIM interval
will help power saving and possibly decrease wireless throughput in multicast applications.

»  Fragmentation Threshold: Fragmentation Threshold is one more parameter which is given in all
stations and Access points. Fine tuning Fragmentation Threshold parameter can result in good
throughput but not using it properly can results in low throughput. In simple words it does the same
thing which MTU do in Ethernet. Both are different parameters but the work done is same, it
fragments the data packets.

Fragmentation threshold will be used when we have more data packet size to be transmitted and we
have less fragment threshold value. Let’s say from Ethernet we have to send 1400 byte packet but the
fragmentation threshold is set as 400. In this case when the packet is to be transmitted on air it will
fragment the packet in to 4 small packet 400+400+400+200 and send on air. This includes MAC
header+ frame body and CRC so 400 byte will be in total including headers. This helps in increasing the

throughput. The default is 2346.
»  RTS Threshold: TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to
hidden wireless clients. RTS in AP will be enabled automatically if the packet size is larger than the
Threshold value. By default, RTS is disabled in a normal environment supports non-jumbo frames.

»  Short Preamble: By default, this function is “Enabled”. Disabling will automatically use the Long
128-bit Preamble Synchronization field. The preamble is used to signal "here is a train of data
coming" to the receiver. The short preamble provides 72-bit Synchronization field to improve WLAN
transmission efficiency with less overhead.

»  IGMP Snooping: The process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts and
routers. By listening to these conversations the switch maintains a map of which links need which IP

multicast streams. Multicasts may be filtered from the links which do not need them and thus
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controls which ports receive specific multicast traffic.

»  Greenfield: In wireless WLAN technology, greenfield mode is a feature of major components of the
802.11n specification. The greenfield mode feature is designed to improve efficiency by eliminating
support for 802.11b/g devices in an all draft-n network. In greenfield mode the network can be set to
ignore all earlier standards.

»  RF on/off by schedule: Administrator can apply Time Policy to on or off wireless signal.

»  Location Tracking Log: The system can detect the signal strength of the wireless client to determine

the location of the Access Point and send to database.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-4-4.  WMM Setup
His affects traffic flowing from the access point to the client station.
Configuring QoS options consists of setting parameters on existing queues for different types of wireless
traffic. You can configure different minimum and maximum wait times for the transmission of packets in
each queue based on the requirements of the media being sent. Queues automatically provide minimum
transmission delay for Voice, Video, multimedia, and mission critical applications, and rely on best-effort
parameters for traditional IP data.

B WMM Setup

WMM ® Enable () Disable

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for
transmission (lower wait times for channel access), while other applications and traditional IP data which
are less time-sensitive but often more data-intensive are expected to tolerate longer wait times.
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= WMM Pammameters of Access Point

No ACK Policy

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(D) 4 3 o
AC_BK(1) 4 7 0
AC_VI(2) 5 1 3008
AC_VO(3) - 1 1504 .
i® WMM Parmameters of Station
AGC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 3 0 '
AC_BK(1) " 5 (
AC_VI(2) 3 2 3008
AC_VO(3) 2 2 1504 (]
» AC Type
Data Transmitted o .
Queue AP to Clients Priority Description
AC BK Background Low High throughput. Bulk data that requires
maximum throughput and is not time-sensitive is
sent to this queue (FTP data, for example).
AC BE Best Effort Medium | Medium throughput and delay. Most traditional
IP data is sent to this queue.
AC VI Video High Minimum delay. Time-sensitive video data is
automatically sent to this queue.
AC VO Voice High Time-sensitive data like VoIP and streaming
media are automatically sent to this queue.
» CWmin

Minimum Contention Window. This parameter is input to the algorithm that determines the initial

random backoff wait time (“window") for retry of a transmission. The value specified here in the

Minimum Contention Window is the upper limit (in milliseconds) of a range from which the initial
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random backoff wait time is determined.

» CWmax Maximum Contention Window. The value specified here in the Maximum Contention

Window is the upper limit (in milliseconds) for the doubling of the random backoff value. This
doubling continues until either the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries will continue until a
maximum number of retries allowed is reached. Valid values for the "cwmax™ are 1, 3, 7, 15, 31, 63,

127, 255, 511, or 1024. The value for "cwmax" must be higher than the value for "cwmin®.

» AIFS The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data

frames

»  TxOPLimit Transmission Opportunity is an interval of time when a WME AP has the right to initiate

transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the right to initiate

transmissions on the wireless network.

» ACM bit Admission Control Mandatory, ACM only takes effect on AC_VIand AC_VO. When you do not

click Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it

means that the Client is in charge

»  No ACK policy bit  Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No ACK.

Click “Checkbox” indicates “No ACK”

When the no acknowledgement (No ACK) policy is used, the recipient does not acknowledge received
packets during wireless packet exchange. This policy is suitable in the environment where
communication quality is fine and interference is weak.

While the No ACK policy helps improve transmission efficiency, it can cause increased packet loss
when communication quality deteriorates. This is because when this policy is used, a sender does not
retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received uncast packet.
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Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-4-5.  Station Setup

The functions setting functions include Client Bridge link to AP station. Administrator can used “site survey”
function to Search for AP stations.

i Secunty

ESSID TEST-4P Channel Signal ESSID ESSID Authentication Setup

Authentication WPAMWPAZ2 Personal -

Button

i PassPhrase Settings

WPA Mode Auto (WPA or WPAZ) -

Cipher Type Auto

PassPhrase sssssssses

Cancel

»  MAC Address List: The function can discovery AP Station and select want to link the AP station,

please click site survey button.

If want to discovery 2.4G station then administrator need to enable station

mode in Radio 0 (2.4G) function page (reference manual 5.4.1 “Radio 0 Basic
@ Setup”). Same practice if want to discovery 5G-1 or 5G-2  station will need to
98 cnable station mode in Radio 1(5G-1) or Radio 2(5G-2) function page

(reference manual 5.4.2 “Radio 1(5G-1) / Radio 2(5G-2) Basic Setup”).

station Mode  © Enable O Disable

»  Security: After site survey AP station complete will list all AP station, when click AP station
setup button then AP station information (ESSID/Security type) will display on page.

»  PassPhrase Settings: Administrator need manual set correct ESSID security/Cipher type and
pass phrase.
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@ If Security/Cipher selected or set PassPhrase is wrong, it will not be able to

bridge normally.

Notice

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-4-6.  Station Porfile Setup

You can create setting multiple configuration files for your working Client Bridge AP connection
settings and choose whether to enable single or multiple transactions at the same time.

It will automatically connect wirelessly to the bridging base stations (stations) when you move with
sufficient RSSI quality.

The system will automatically connect to the bridging base stations (stations) that are enabled in

the list.

1M Station Profile List

# Enable Comment ESSID Security Type Action

»  Create New Profile Administrator can select new ststion setup.

EE AP Smation Secwnity Settings
Enable  Disable @ Enable
Roaming Match ~ © Whole O start with
ESSID
Security Type Open System o
Comment

@ AP Station Security Settings
» Enable Administrator can choose this profile enable or disable.
» Roaming Match The roaming SSID acceptance format setting requirements for all bridge AP.
® Whole Only accept same bridge AP SSID name for wireless automatic connection.

® Start with The SSID name format with different SSID but the same prefix of the
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wireless automatic connection bridge AP can be accepted.
For example, the SSID names of all bridging base stations along the line may be
station 1, station 2 or station3 and other SSID format names for different station
divisions.
» SSID  Administrator can set Wi-Fi SSID name
»  Security Type Administrator can select the encryption information corresponding to the
bridge AP connection.
» Comment Administrator can be marked for each of profiles individual notes.
5-4-7.  Repeater AP Setup
Administrators can configure ESSID, SSID broadcasting, Maximum number of client associations.

W Secunity

Access Point  © Enable ) Disable
ESSID default
SSID Visibility ~ © Enable O Disable
Client Isolation  © Enable O Disable
Connection Limit C Enable ® Disable
User Limit 128
Security Type Open System <

Access Point: Administrator can Enable or Disable the Repeater AP function.
ESSID: Enter the Repeater AP of ESSID name.
SSID Visibility: The default it’s Enable. When select Disable the SSID will not is discovered.

YV V VY V

Client Isolation: This function is Disabled by default. All clients will be isolated from each other,
which mean they can’t reach each other.
»  Connection Limit: Administrator can select Enable or Disable WiFi connection Limit

Supports 128 users to access at the same time.
»  Security Type: Select the desired security type from the drop-down list; the options are Open
System, WPA-PSK/WPA2-Personal, WPA/WPA2-Enterprise, WPA3 and 802.1x
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Security Type WEP v
Open System

WPA/WPAZ2 Personal
WPA/WPAZ2 Enterprise
WPA3

802.1x

Notes: The WEP encryption mode is currently known to be not the most secure
wireless encryption method, and will not be able to support 802.11ac/ax. It is
@ not recommended that you continue to use this WEP encryption mode. It is

recommended that you use a rate that meets 802.11ac/ax Correspondingly
supported encryption modes above WPA / WPA2 to increase your wireless
network security.

Notice

® Open System Data is not unencrypted during transmission when this option is selected.( be

not recommended for use)

BB WEP Settings

WEP Auth Method Open system o
WEP Length 64 bits <

WEP Key | "o
Key Index 2 =

® \WEP

v' WEP Auth Method Administrator can choose the WEP Open system open authentication
method or the WEP Shared password authentication method.

v' WEP Length Administrator can choose to use 64bits, 128bits, and 152bits encryption key
lengths, but must make sure that the wireless network card used by your wireless client also
supports the corresponding wireless key length.

v' WEPKey There are four groups of optional settings the 16-bit (HEX) key value.

v" KeyIndex Administrator can pre-set 4 WEP Key for your WEP and "save".when the future
wireless client wants to connect, can be choose which group of wireless keys and establish a

connection through WEP encryption.
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Note: If you choose to use WEP encryption mode, please enter the
corresponding WEP key value according to the following requirements.

64bits:
10 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
5 groups of ASCII characters (0~9, A~Z and a~z can be used)

@ 128bits:

Noti
M O groups of Hexadecimal characters (0~9, A~F and a~f can be used)
13 groups of ASCII characters (0~9, A~Z and a~z can be used)

152bits:
32 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
16 groups of ASCII characters (0~9, A~Z and a~z can be used)

® WPA/ WPA2-Personal
v" WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
€ TKIPis short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a
hashing algorithm and, by adding an integrity-checking feature, ensures that the keys

haven’t been tampered with.

Note: When setting WEP or TKIP encryption, the data rate will not exceed 54
Mbps. The IEEE 802.11n protocol prohibits the use of high throughput with WEP
or TKIP as unicast keys. If you use these encryption methods (such as WEP,
WPA-TKIP, WPA2-TKIP), your data rate will be reduced to 54 Mbps, or if it is used
for commercial purposes, such as applications where the end user cannot
connect to the wireless at a higher speed than 54 Mbps.

v' Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v Pass Phrase: Enter the ESSID pass phrase.

v" WPS Push Button: Administrator can used WPS function to link WiFi client. If enabled,
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administrator can click the WPS Push Button.

3= RADIUS Server Seitings
WPA Mode Aute (\WPA or WPAZ) A
Cipher Type Auto ~
Group Key Update Interval 600 Seconds

Radius Server
Radius Port 1812 Port

Radius Secret

® \WPA/ WPA2-Enterprise
v" WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
v' TKIP is short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been

tampered with.

Note: When setting WEP or TKIP encryption, the data rate will not exceed 54
Mbps. The IEEE 802.11n protocol prohibits the use of high throughput with
WEP or TKIP as unicast keys. If you use these encryption methods (such as

WEP, WPA-TKIP, WPA2-TKIP), your data rate will be reduced to 54 Mbps, or if it
is used for commercial purposes, such as applications where the end user
cannot connect to the wireless at a higher speed than 54 Mbps.

v' Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v" Radius Server Enter the IP address of the Authentication RADIUS server.

v" Radius Port: The port number used by Authentication RADIUS server. Use the default 1812
or enter port number specified.

v" Radius Secret: The secret key for system to communicate with Authentication RADIUS server.

Support 1 to 64 characters.
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I8 WPA3 Settings

WPA Mode Auto (WPA2 or WPA3) "

SAE PWE @® Enable () Disable
SAEMEP  © Enable O Disable
PassPhrase o

® \WPA3:

The 802.11ax peer-to-peer entity authentication mode is different from the Pre-Shared Key .

v' SAE Password When the administrator sets this virtual wireless network SSID to use WPA3
calculation, the SAE connection password must be at least 8 characters.

v SAEPWE Optionally enable the SAE PWE (Password Element) function, before exchanging
SAE authentication messages, both parties will generate a private element PWE (Password
Element) and two private values (rand and mask) for advanced authentication exchange.

v' SAE MFP The SAE password authentication mechanism adds a more secure anti-theft,
anti-spy, and anti-skimming password Management Frame Protection (MFP).

If the AP enabled this mode, please ensure that both the AP and the client running in this

mode need Management Frame Protection (MFP) support.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-4-8.  MAC Filter Setup

Administrator can setup allow or reject WiFi clients(MAC address) to access Repeater AP.

5= MAC Rules

Rule Disable b

» Rule: Select the desired access control type from the drop-down list; the options are Disable, Allow or
Reject.
® Only Allow List MAC: Define certain wireless clients in the list which will have granted access to

the Access Point while the access will be denied for all the remaining clients — Action Type is set
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to “Only Allow List MAC”.

® Only Deny List MAC: Define certain wireless clients in the list which will have denied access to
the Access Point while the access will be granted for all the remaining clients - Action Type is set
to “Only Deny List MAC”.

» MAC Address: Enter MAC Address for WiFi Clients.

= Add MAC Address

MAC Address m

»  MAC Address List: Display the MAC address of WiFi Clients.
E= MAC Address List

# MAC Address Action w MAC Address Action

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

5-4-9.  802.11r Fast Roaming

:jgi {({‘)]} m‘m {i(‘m

Cerios AP Cerios AP Cerios AP
- - - -
- - 4 o g -
- - - -
,:.’ e

e

The Tri band Access Point supports 802.11r/802.11k function for 2.4G (Rado 0)and 5G (Rado 1)and (Rado
2). 802.11r, which is the IEEE standard for fast roaming, introduces a new concept of roaming where the

initial handshake with the new AP is done even before the client roams to the target AP.
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Fast Roanung Settings

Mobility Domain alb2
RO Key Lifetime 10000
Reassoc deadline 1000
RO/NAS Identifier ap.example.com
R1 Identifier 000102030405
R1 Push ) Enable ® Disable

»  Mobility Domain: MDID is used to indicate a group of APs (within an ESS, i.e., sharing the same SSID)
between which a STA can use Fast BSS Transition.

@ Please enter 2-octet identifier as a hex string.

Notice

» RO Key Lifetime: Default lifetime of the PMK-RO in minutes, the default is 10000, administrator can
setting 1~65535.

»  Reassoc deadline: Reassociation deadline in time units (TUs / 1.024 ms; range 1000~65535). The
default is 1000.
»  RO/NAS Identifier: PMK-RO Key Holder identifier. When using IEEE 802.11r, nas_identifier must be set
and must be between 1 and 48 octets long.
»  Rlldentifier: PMK-R1 Key Holder identifier 6-octet identifier as a hex string.
»  R1Push: Administrator can select Enable or disable. If enable the function will automatically sent the
R1 Key.
RO Key Address:
To enable roaming between multiple AP devices, AP1 must key in the MAC Address of AP2, and AP2 must
key in the MAC Address of AP1. The NAS Identifier and 128-bit Key should be identical in both AP settings.
This will enable device roaming between the two Access Points.

= RO Key holders
MAC Address Destination MAGC Address

NAS Identifier (1-48 oclels)

128-bit Key 128-bit key as hex string m

»  MAC Address: Enter must key in the MAC Address of other AP
>  NAS ldentifier: Enter 1~48 octets of network domain name.
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> 128-bit Key: Enter Shared Key of 128 bit.

RO Key Holder List:
After setting "RO Key holders" function the information will appear in list.

#= RO Key Holder List

# MAC Address MNAS Identifier 128-bit Key Action

R1 Key Holder List:
Enter a unified set of R1 Key Holder identification certification.

= R1 Key Holders
MAC Address Destination MAC Address

R1 Identifier R1 identifler

128-bit Key 128-bil key as hex string

»  MAC Address: Enter the main roaming device MAC address
R1 Identifier: Enter Shared identifier.
»  128-bit Key: Enter Shared Key of 128 bit.

Y

R1 Key Holder List:
After setting "R1 Key holders" function the information will appear in list.

IE R| Key Holder List

# MAC Address NAS Identifier 128-bit Key Action

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes
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6. WISP Mode

WISP Mode is a router function, if the Telecom company permits wireless connection to their WAN,
administrators can change the CenOS 5.0 AP to WISP Mode to connect to the wifi network.
The WISP Mode support PPPoE / Static IP / Dynamic IP and PPTP for WAN, and support Repeater AP function.

6-1. Change Setup mode

If the administrator needs to switch to WISP mode, Please click "System"->" Mode Setup " to

change WISP mode.

When the upper limit of the 2.4G frequency is used, the repeater AP will only be able to
@ use the other two 5G extension Repeater AP APs. If the upper end AP with a Radio 1 (5G)

frequency is used, the repeater AP will only Use 2.4G and another Radio 2 (5G) as the
extension Repeater AP base.

Motice

IB System Mode

Mode CAP Mode v

CAP Mode
Access Point Mode
ClieniBridge Mode

Router Mode

6-2. Configure WAN Setup

There are four connection types for the WAN port: Static IP, Dynamic IP, PPPoOE and PPTP. Please

click on System -> WAN and follow the below setting.

= WAN Settings
Mode Static IP Jl
55 Static IP
IP Address
Netmask

Gateway
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»  Static IP: Users can manually setup the WAN IP address with a static IP provided by WISP.
® |P Address: The IP address of the WAN port.
® |P Netmask: The Subnet mask of the WAN port.
® |P Gateway: The default gateway of the WAN port.
E= WAN Settings
Mode Dynamic IP
£= Dynamic [P

Hostname

»  Dynamic IP: Please consult with WISP for correct wireless settings to associate with WISP AP before a
dynamic IP, along with related IP settings. If IP Address is not assigned, please double check with your
wireless settings and ensure successful association.  Also, you may go to “WAN Information” in the
Overview page to click Release button to release IP address and click Renew button to renew IP
address again.

® Hostname : The Hostname of the WAN port

= WAN Settings

Mode PPPOE %
= PPPOE
User Name
Password
MTU 1492
Reconnect Mode Always On \,

»  PPPoE : To create wireless PPPOE WAN connection to a PPPoE server in network.
® User Name : Enter User Name for PPPOE connection
®  Password : Enter Password for PPPOE connection
® MTU: By default, MTU is set to 1492 bytes. MTU stands for Maximum Transmission Unit.
Consult with WISP for a correct MTU setting.

® Reconnect Mode: Administrator can select three function for Always On / On Demand /

Manual.

v" Always on — A connection to Internet is always maintained.
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v" 0On Demand - A connection to Internet is made as needed.
v" Manual - Click the “Connect” button on “WAN Information” in the Overview page to

connect to the Internet.

B WAN Settings

Mode PPTP W

User Name
Password

PPTP Server P
WAN IP
Netmask
MTU 1460
MPPE40 _ Enable @® Disable

MPPE423 Enable @ Disable

Reconnect Mode Always On v

»  PPTP: The Point-to-Point Tunneling Protocol (PPTP) mode enables the implementation of secure
multi-protocol Virtual Private Networks (VPNs) through public networks.

User Name: Enter account for PPTP.

Password: Enter user name account used password for PPTP.

PPTP Server IP: Enter remote IP address of PPTP Server.

WAN IP: The IP address of the WAN port.

Netmask: The Subnet mask of the WAN port.

MTU: By default, it’s 1460 bytes. MTU stands for Maximum Transmission Unit. Consult with
WISP for a correct MTU setting.

® MPPE40/128: Microsoft Point-to-Point Encryption (MPPE) encrypts data in Point-to-Point
Protocol (PPP)-based dial-up connections or Point-to-Point Tunneling Protocol (PPTP) virtual
private network (VPN) connections. 128-bit key (strong) and 40-bit key (standard) MPPE

encryption schemes are supported. MPPE provides data security for the PPTP connection
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that is between the VPN client and the VPN server.
® Reconnect Mode: Administrator can select three function for Always On / On Demand /
Manual.
v" Always on — A connection to Internet is always maintained.
v" 0On Demand - A connection to Internet is made as needed.
v" Manual - Click the “Connect” button on “WAN Information” in the Overview page to

connect to the Internet.

= MAC Clone

Mode Default MAC Address ~

Default MAC Address

Manual MAC Address

> MAC Clone : The MAC address is a 12-digit HEX code uniquely assigned to hardware as identification.
Some ISPs require you to register a MAC address in order to access to Internet. If not, you could use
default MAC or clone MAC from a PC.
° Default MAC Address: Keep the default MAC address of WAN port on the system.
o Manual MAN Address: Enter the MAC address registered with your ISP.

BEDNS
Primary DNS

Secondary DNS

»  DNS: Check “No Default DNS Server” or “Specify DNS Server IP” radial button as desired to set up
system DNS.
® Primary DNS: The IP address of the primary DNS server.

® Secondary DNS: The IP address of the secondary DNS server.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.
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6-3. Configure LAN Setup

Here are the instructions for how to setup the local IP Address and Netmask. Please click on System
-> LAN and follow the below setting.
EE IP Settings
IP Address 192.168.2.254

Netmask 255.265.255.0

ES 202.1d Spmmmg Tree

802.1d Spanning Tree - Enable @ Disable

IP Settings: Administrator can select the IP used Static or Dynamic IP address.
»  Static IP : A set of fixed IP addresses can be manually set for the system to use.
»  Dynamic IP : If there is a DHCP server on the top, you can use the dynamic IP address to let the system

obtain a set of IP automatically.

802.1d Spanning Tree
The spanning tree network protocol provides a loop free topology for a bridged LAN between LAN

interface and 8 WDS interfaces from wds0 to wds7. The Spanning Tree Protocol, which is also referred to

as STP, is defined in the |IEEE Standard 802.1d.

A P s sl
))) Wi-Fi ((« ‘ 1:!_}Repeater wi-ri (( Cerio’s AP
LAN Use Client Bridge

WISP .
Cerio’s AP Use WISP_——_

§ LooP ¥ &
)I( X ! w!
e g ST ¥
; . (=)
Enable Spanning Tree function - Packet flow __. Swiitoh a Sa

to Anti-blocking packet loop

6-4. Configure DHCP Setup

The DHCP Service function in the WISP device can select a separate IP Address range within the

same network segment of the source AP, and allocate those IP Addresses to connecting clients.
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Mode © Enable O pisable

Start IP 192.168.2.10
End IP 192.168.2.100
Netmask 255.255.256.0
Gateway 192.168.2.254
DNS1 IP 192.168.2.254
DNS2 IP
WINS IP
Domain
Lease Time 86400

DHCP Setup
»  Start IP / End IP: Specify the range of IP addresses to be used by the DHCP server when
assigning IP address to clients.
Netmask: The netmask default is 255.255.255.0.
Gateway: Enter source gateway IP address.
DNSL1: Enter IP address of the first DNS server; this field is required.
DNS2: Enter IP address of the second DNS server; this is optional.

YV V V VYV V

WINS IP: Enter IP address of the Windows Internet Name Service (WINS) server; this is
optional.

Domain: Enter the domain name for this network.

»  Lease Time: The IP addresses given out by the DHCP server will only be valid for the duration
specified by the lease time. Increasing the time ensure client operation without interruptions,
but could introduce potential conflicts. Lowering the lease time will avoid potential address
conflicts, but might cause more interruptions to the client while it will acquire new IP

addresses from the DHCP server. Default is 86400 seconds
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DHCP Clients List:
When users link to Cen0S 5.0 AP and use IP address of the DHCP service, the DHCP Client List will
display users the information and used IP address.

EE DHCP Client Last

# IP Address MAC Address Hosthame Expired Action

IP Address: Display users used IP address.
MAC Address: Display MAC Address of users used device.
Expired: Display Lease expiration time of IP address.

Y V VYV VY

Action: Kicked user button.

I8 Static Lease IP Sctup
Comment

IP Address

MAC Address m

®  Static Lease IP Setup: Administrator can set as static IP address for users.
»  Comment: Enter description for the information.
» IP Address: Set static IP address for users.
»  MAC Address: Set MAC address of user device.

BB Static Lease 1P List

# Comment IP Address MAC Address Action

®  Static Lease IP List: Display users list of static IP address.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.
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6-5. Wireless General Setup
6-5-1. Radio 0 (2.4G) Basic Setup

= General Setup

MAC Address 8c4d:ea:05:1c6e
Country United States o
Band Mode 802.11ax .
Auto Channel ~ * Enable ® Disable
Channel 5 (2432 Mhz) G
Tx Power Level 9 oA
Slot Time 9
ACK Timeout 64

® General Setup
» MAC Address Display 2.4G WiFi MAC address.
» Country Administrator can select country: US or EU or Japan or Taiwan.
> Band Mode Administrator can select 2.4G Band for 802.11b 802.11b/g 802.11b/g/n
802.11n. or 802.11ax, The default is 802.11ax

Band Mode 802.11ax i

802.11b
802.11b/g
802.11b/g/n
802.11n

802.11ax

> Auto Channel Administrator can Enable or Disable the function. If disabled, the WiFi channel will
be fixed to the manually selected channel.

» Channel There are different options for wireless operation modes in regions, which can be used
for Upper or Lower extension.

>  TxPower Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the m button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and

ACK Timeout. The input distance is calculated in units (meters).
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» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,
the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

Setting ACK Timeout can strengthen the long-distance connection. Changing the value

@ can optimize the setting. If the value is too low, the length transmission will be
MNotlice
reduced. If the value is too high, there may be disconnection.

HP Physical Mode

§= HT Physical Mode
TX/RX Stream 2TZR G
Channel BandWidth 20/40 v
Extension Channel © Upper ® Lower

Min MCS 4 v
Max MCS 1 -l

Short Gl ® Epable O Disable

Aggregation  ® Enable O Disable

Aggregation Frames 32
Aggregation Size 50000

»  TX/RX Stream The CenOS 5.0 AP support 2TX/2RX streams. Administrator can select 1 or 2 TX/RX.
The default is 2TX/2RX.

»  Channel Bandwidth The "20/40” MHz option is usually best. The other option is available for
special circumstances.

»  Extension Channel Sets channel select to Upper or Lower. The Upper supports 1 to 7 range CH

and Lower supports 5 to 11 range CH.

»  MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication rate
of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

»  MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the Min
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MCS value.

»  Short GI Short Guard Interval is “Enabled” by default to increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-frequency
reflections. Select the option that works best for your installation.

»  Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.

A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the larger
frame by combining smaller frames with the same physical source and destination end points and
traffic class (i.e. QoS) into one large frame with a common MAC header.

»  Aggregation Frames: Set frames size of Aggregation.

»  Aggregation Size: Set aggregation size.

6-5-2. Radio 1 (5G-1) / Radio 2 (5G-2) Basic Setup

MAC Address 8c:4d-ea:05:1c.6d
Country United States -
Band Mode 802.11ax V
Auto Channel ~ © Enable ® Disable
Channel 36 (5180 Mhz) v
Tx Power Level § o

Slot Time 9

ACK Timeout 64

® General Setup
»  MAC Address: Display 5G-1(Radio 1) / 5G-2(Radio 2) WiFi MAC address.
»  Country: Administrator can select country: US or EU or Japan or Taiwan.
»  Band Mode: Administrator can select 5G Band for 802.11a 802.11a/n 802.11n 802.11ac. or
802.11ax, The default is 802.11ax
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Band Mode 802.11ax v

802.11a
802.11a/n
802.11n
802.11ac

802.11ax

»  Auto Channel: Administrator can Enable or Disable the function. If select disabled function the
WiFi channel can be manually fixed.

»  Channel There are different options for wireless operation modes in regions.

»  Tx Power: Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and
ACK Timeout. The input distance is calculated in units (meters).

» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,
the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

@ Setting ACK Timeout can strengthen the long-distance connection. Changing the value

can optimize the setting. If the value is too low, the length transmission will be

Motice

reduced. If the value is too high, there may be disconnection.

® HP Physical Mode

§ HT Physical Mode
TX/RX Stream 2T2R -
Channel 160 v
BandWidth
Min MCS 1 v
Max MCS " w
shortcl @ Enable ) Disable
Aggregation @ Enable ) Disable
Aggregation a2
Frames
Aggregation Size 50000
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>

TX/RX Stream: Administrator can select 1 or 2 TX/RX. The default is 2TX/2RX.

Channel BandWith: The Wireless 5G can choose 20 or 20/40 Mhz or 11ac/ax 80Mhz at 5G-1
(Radio-1) or 11ax 160Mhz at 5G-2 (Radio) as the data transmission speed between the base
station and wireless users.

MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication
rate of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the
Min MCS value.

Shout GI: Short Guard Interval is “Enabled” by default to increase throughput. However, it can
also increase error rate in some installations, due to increased sensitivity to radio-frequency
reflections. Select the option that works best for your installation.

Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.

A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the
larger frame by combining smaller frames with the same physical source and destination end
points and traffic class (i.e. QoS) into one large frame with a common MAC header.
Aggregation Frames: Set frames size of Aggregation, the size recommend use default value
is 32.

Aggregation Size: Set aggregation size, the size recommends use default value is 500000.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.
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6-5-3.  Advanced Setup

I= Advanced Setup
Beacon Interval 100
DTIM Interval 1
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble @ Enable ) Disable
IGMP Snooping  © Enable O Disable
Greenfield © Enable O Disable
RF on/off by Schedule Always v
Location Tracking Log (J s00 Seconds

»  Beacon Interval: Beacon Interval is in the range of 40~3500 and set in unit of millisecond. The default
value is 100 msec.
Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called “Beacon”.
Beacon is broadcast to all the stations, provides the basic information of AP such as SSID, channel,
encryption keys, signal strength, time stamp, support data rate.
All the radio stations received beacon recognizes the existence of such AP, and may proceed next
actions if the information from AP matches the requirement. Beacon is sent on a periodic basis, the
time interval can be adjusted.

» By increasing the beacon interval, you can reduce the number of beacons and associated overhead,
but that will likely delay the association and roaming process because stations scanning for available
access points may miss the beacons. You can decrease the beacon interval, which increases the rate of
beacons. This will make the association and roaming process very responsive; however, the network

will incur additional overhead and throughput will go down.
»  DTIM Interval: The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations, which
support power saving mode, when to wake up to receive multicast frame. DTIM is necessary and
critical in wireless environment as a mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access point
sends the buffered multicast frames. For instance, if DTIM Interval is set to 3, then the Wi-Fi clients

will expect to receive a multicast frame after receiving three Beacon frame. The higher DTIM interval
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will help power saving and possibly decrease wireless throughput in multicast applications.
»  Fragmentation Threshold: Fragmentation Threshold is one more parameter which is given in all

stations and Access points. Fine tuning Fragmentation Threshold parameter can result in good
throughput but not using it properly can results in low throughput. In simple words it does the same
thing which MTU do in Ethernet. Both are different parameters but the work done is same, it
fragments the data packets.

Fragmentation threshold will be used when we have more data packet size to be transmitted and we
have less fragment threshold value. Let’s say from Ethernet we have to send 1400 byte packet but the
fragmentation threshold is set as 400. In this case when the packet is to be transmitted on air it will
fragment the packet in to 4 small packet 400+400+400+200 and send on air. This includes MAC
header+ frame body and CRC so 400 byte will be in total including headers. This helps in increasing the

throughput. The default is 2346.
»  RTS Threshold: TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to
hidden wireless clients. RTS in AP will be enabled automatically if the packet size is larger than the
Threshold value. By default, RTS is disabled in a normal environment supports non-jumbo frames.

»  Short Preamble: By default, this function is “Enabled”. Disabling will automatically use the Long
128-bit Preamble Synchronization field. The preamble is used to signal "here is a train of data
coming" to the receiver. The short preamble provides 72-bit Synchronization field to improve WLAN
transmission efficiency with less overhead.

»  IGMP Snooping: The process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts and
routers. By listening to these conversations the switch maintains a map of which links need which IP
multicast streams. Multicasts may be filtered from the links which do not need them and thus
controls which ports receive specific multicast traffic.

»  Greenfield: In wireless WLAN technology, greenfield mode is a feature of major components of the
802.11n specification. The greenfield mode feature is designed to improve efficiency by eliminating
support for 802.11b/g devices in an all draft-n network. In greenfield mode the network can be set to
ignore all earlier standards.

RF on/off by schedule: Administrator can apply Time Policy to on or off wireless signal.
»  Location Tracking Log: The system can detect the signal strength of the wireless client to determine

the location of the Access Point and send to database.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.
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6-5-4.  WMM Setup
His affects traffic flowing from the access point to the client station.
Configuring QoS options consists of setting parameters on existing queues for different types of wireless
traffic. You can configure different minimum and maximum wait times for the transmission of packets in
each queue based on the requirements of the media being sent. Queues automatically provide minimum
transmission delay for Voice, Video, multimedia, and mission critical applications, and rely on best-effort

parameters for traditional IP data.

B WMM Setup

WMM ® Enable () Disable

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for
transmission (lower wait times for channel access), while other applications and traditional IP data which
are less time-sensitive but often more data-intensive are expected to tolerate longer wait times.

WhMM Parmameters of Access Point

No ACK Policy

V1.6a

AC Type CWmin CWmax AIFS TxOp Limit bit
AC_BE(0) 4 6 3 0 ]
AC BK(1) 1 0 7 n
AC _VI(2) 3 4 1 3008
AC_VO(3) 2 3 1 1504
IE WMM Pannameters-of Station

AC Type CWmin CWmax AIFS TxOp Limit ACM bit
AC_BE(0) 4 3 0
AC BK(1) 4 T 0
AC_VI(2) " 4 2 3008 :
AC_VO(3) 2 3 2 1504 [
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» ACType

Data Transmitted
AP to Clients

AC BK Background Low High throughput. Bulk data that requires

Queue Priority Description

maximum throughput and is not time-sensitive is
sent to this queue (FTP data, for example).

AC BE Best Effort Medium | Medium throughput and delay. Most traditional
IP data is sent to this queue.

AC_VI Video High Minimum delay. Time-sensitive video data is
automatically sent to this queue.

AC VO Voice High Time-sensitive data like VoIP and streaming
media are automatically sent to this queue.

» CWmin

Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time (“window") for retry of a transmission. The value specified here in the
Minimum Contention Window is the upper limit (in milliseconds) of a range from which the initial

random backoff wait time is determined.

» CWmax Maximum Contention Window. The value specified here in the Maximum Contention

Window is the upper limit (in milliseconds) for the doubling of the random backoff value. This
doubling continues until either the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries will continue until a
maximum number of retries allowed is reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63,

127, 255, 511, or 1024. The value for "cwmax" must be higher than the value for "cwmin®.

» AIFS The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data

frames

»  TxOPLimit Transmission Opportunity is an interval of time when a WME AP has the right to initiate

transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the right to initiate
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transmissions on the wireless network.

» ACM bit Admission Control Mandatory, ACM only takes effect on AC_VIand AC_VO. When you do not

click Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it

means that the Client is in charge

»  No ACK policy bit  Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No ACK.

Click “Checkbox” indicates “No ACK”

When the no acknowledgement (No ACK) policy is used, the recipient does not acknowledge received
packets during wireless packet exchange. This policy is suitable in the environment where
communication quality is fine and interference is weak.

While the No ACK policy helps improve transmission efficiency, it can cause increased packet loss
when communication quality deteriorates. This is because when this policy is used, a sender does not
retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received uncast packet.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

6-5-5.  Station Setup

The functions setting functions include WISP link to AP station. Administrator can used “site survey”
function to Search for AP stations.
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ESSID TEST-AP Channel Signal BSSID ESSID Authentication Setup

Authentication WPAWPAZ Personal -

Button

il PassPhrase Settings
WPA Mode Auto (WPA or WPAZ) - |
Cipher Type Auto '|

PassPhrase = @ ®sssssssas

Cancel

»  MAC Address List: The function can discovery AP Station and select want to link the AP station,

please click site survey button.

If want to discovery 2.4G station then administrator need to enable station

mode in Radio 0 (2.4G) function page (reference manual 6.5.1 “Radio 0 Basic
@ Setup”). Same practice if want to discovery 5G-1 or 5G-2  station will need to
Rl cnable station mode in Radio 1(5G-1) or Radio (5G-2) function page

(reference manual 6.5.2 “Radio 1(5G-1) / Radio 1(5G-2) Basic Setup”).

station Mode  ® Enable O Disable

»  Security: After site survey AP station complete will list all AP station, when click AP station
setup button then AP station information (ESSID/Security type) will display on page.

»  PassPhrase Settings: Administrator need manual set correct ESSID security/Cipher type and
pass phrase.

@ If Security/Cipher selected or set PassPhrase is wrong, it will not be able to

bridge normally.

Notice
Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

6-5-6.  Station Porfile Setup
You can create setting multiple configuration files for your working WISP AP connection settings and

choose whether to enable single or multiple transactions at the same time.
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It will automatically connect wirelessly to the bridging base stations (stations) when you move with
sufficient RSSI quality.

The system will automatically connect to the bridging base stations (stations) that are enabled in
the list.

E= Statien Profile List

i Enable Comment ESSID Security Type Action

»  Create New Profile Administrator can select new ststion setup.

Enable - Disable ® Enable
Roaming Match  © Whole [ Start with
ESSID
Security Type Open System n
Comment

® AP Station Security Settings

» Enable Administrator can choose this profile enable or disable.

» Roaming Match The roaming SSID acceptance format setting requirements for all bridge AP.
® Whole Only accept same bridge AP SSID name for wireless automatic connection.
® Start with The SSID name format with different SSID but the same prefix of the

wireless automatic connection bridge AP can be accepted.

For example, the SSID names of all bridging base stations along the line may be
station 1, station 2 or station3 and other SSID format names for different station
divisions.

> SSID Administrator can set Wi-Fi SSID name

»  Security Type Administrator can select the encryption information corresponding to the
bridge AP connection.

» Comment Administrator can be marked for each of profiles individual notes.

6-5-7. Repeater AP Setup

Administrators can configure ESSID, SSID broadcasting, Maximum number of client associations.
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EE Security

Access Point @ Enable O Disable

ESSID default
SSID Visibility ~ © Enable ") Disable
Client Isolation ~ © Enable O Disable
Connection Limit ~ ~ Enable ® Disable
User Limit 128
Security Type Open System =

Access Point: Administrator can Enable or Disable the Repeater AP function.

ESSID: Enter the Repeater AP of ESSID name.

SSID Visibility: The default it’s Enable. When select Disable the SSID will not is discovered.
Client Isolation: This function is Disabled by default. All clients will be isolated from each other,

Y V VYV VY

which mean they can’t reach each other.
»  Connection Limit: Administrator can select Enable or Disable WiFi connection Limit
Supports 128 users to access at the same time.
»  Security Type: Select the desired security type from the drop-down list; the options are Open
System, WPA-PSK/WPA2-Personal, WPA/WPA2-Enterprise, WPA3 and 802.1x

Security Type WEP v
Open System

WPA/WPAZ2 Personal
WPA/WPAZ2 Enterprise
WPA3

802.1x

Notes: The WEP encryption mode is currently known to be not the most secure

wireless encryption method, and will not be able to support 802.11ac/ax. It is
@ not recommended that you continue to use this WEP encryption mode. It is

recommended that you use a rate that meets 802.11ac/ax Correspondingly
supported encryption modes above WPA / WPA2 to increase your wireless
network security.

Notice

® Open System Data is not unencrypted during transmission when this option is selected.( be

not recommended for use)
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= WEP Settimngs

WEP Auth Method Open system ~
WEP Length 64 bits o

WEP Key  wweeeees
Key Index 2 v

® \WEP

v' WEP Auth Method Administrator can choose the WEP Open system open authentication
method or the WEP Shared password authentication method.

v" WEP Length Administrator can choose to use 64bits, 128bits, and 152bits encryption key
lengths, but must make sure that the wireless network card used by your wireless client also
supports the corresponding wireless key length.

v WEP Key There are four groups of optional settings the 16-bit (HEX) key value.

v' KeylIndex Administrator can pre-set 4 WEP Key for your WEP and "save".when the future
wireless client wants to connect, can be choose which group of wireless keys and establish a

connection through WEP encryption.

Note: If you choose to use WEP encryption mode, please enter the
corresponding WEP key value according to the following requirements.

64bits:
10 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
5 groups of ASCII characters (0~9, A~Z and a~z can be used)

@ 128bits:

Noti
M 06 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
13 groups of ASCII characters (0~9, A~Z and a~z can be used)

152bits:
32 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
16 groups of ASCII characters (0~9, A~Z and a~z can be used)
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= PassPhrase Settings

WPA Mode Auto (WPA or WPAZ2) o
Cipher Type Auta i
Group Key Update Interval 600 Seconds
PassPhrase
wps Enable @ Disable

WPS Push Button

® WPA/ WPA2-Personal
v" WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
€ TKIPis short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a
hashing algorithm and, by adding an integrity-checking feature, ensures that the keys

haven’'t been tampered with.

Note: When setting WEP or TKIP encryption, the data rate will not exceed 54
Mbps. The IEEE 802.11n protocol prohibits the use of high throughput with
WEP or TKIP as unicast keys. If you use these encryption methods (such as

WEP, WPA-TKIP, WPA2-TKIP), your data rate will be reduced to 54 Mbps, or if it
is used for commercial purposes, such as applications where the end user
cannot connect to the wireless at a higher speed than 54 Mbps.

v' Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v' Pass Phrase: Enter the ESSID pass phrase.

v" WPS Push Button: Administrator can used WPS function to link WiFi client. If enabled,

administrator can click the WPS Push Button.
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£ RADIUS Server Settings

WPA Mode Auto (WPA or WPAZ) I
Cipher Type Auto 5
Group Key Update Interval 600 Seconds

Radius Server
Radius Port 1812 Port

Radius Secret

® WPA/ WPA2-Enterprise
v" WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
v' TKIP is short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been

tampered with.

Note: When setting WEP or TKIP encryption, the data rate will not exceed 54
Mbps. The IEEE 802.11n protocol prohibits the use of high throughput with
WEP or TKIP as unicast keys. If you use these encryption methods (such as

WEP, WPA-TKIP, WPA2-TKIP), your data rate will be reduced to 54 Mbps, or if it
is used for commercial purposes, such as applications where the end user
cannot connect to the wireless at a higher speed than 54 Mbps.

v' Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v" Radius Server Enter the IP address of the Authentication RADIUS server.

v' Radius Port: The port number used by Authentication RADIUS server. Use the default 1812
or enter port number specified.

v' Radius Secret: The secret key for system to communicate with Authentication RADIUS server.

Support 1 to 64 characters.
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I UPAS Settings

WPA Mode Auto (WPA2 or WPA3) "

SAEPWE @ Enable O Disable
SAE MEP ® Enable O Disable
PassPhrase = ===

® \WPA3:

The 802.11ax peer-to-peer entity authentication mode is different from the Pre-Shared Key .

v' SAE Password When the administrator sets this virtual wireless network SSID to use WPA3
calculation, the SAE connection password must be at least 8 characters.

v SAEPWE Optionally enable the SAE PWE (Password Element) function, before exchanging
SAE authentication messages, both parties will generate a private element PWE (Password
Element) and two private values (rand and mask) for advanced authentication exchange.

v SAE MFP The SAE password authentication mechanism adds a more secure anti-theft,
anti-spy, and anti-skimming password Management Frame Protection (MFP).

If the AP enabled this mode, please ensure that both the AP and the client running in this

mode need Management Frame Protection (MFP) support.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

6-5-8. MAC Filter Setup

Administrator can setup allow or reject WiFi clients(MAC address) to access Repeater AP.

& MAC Ruiles

Rule Disable b

» Rule: Select the desired access control type from the drop-down list; the options are Disable, Allow or
Reject.
® Only Allow List MAC: Define certain wireless clients in the list which will have granted access to
the Access Point while the access will be denied for all the remaining clients — Action Type is set
to “Only Allow List MAC”.
® Only Deny List MAC: Define certain wireless clients in the list which will have denied access to
the Access Point while the access will be granted for all the remaining clients - Action Type is set

to “Only Deny List MAC”.
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> MAC Address: Enter MAC Address for WiFi Clients.

i= Add MAC Address

MAC Address m

»  MAC Address List: Display the MAC address of WiFi Clients.
E= MAC Address List

w MAGC Address Action w MAC Address Action

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

6-5-9.  802.11r Fast Roaming

iy (a0 (g (g M
-_:_:g__r_iée._AP ‘ ‘ ‘

Cerio’s AP Cerio’s AP Cerio’s AP
E P el el R
- - 1 - -
e - -’ -’
. 7

The Tri band Access Point supports 802.11r/802.11k function for 2.4G (Rado 0)and 5G (Rado 1)and (Rado
2). 802.11r, which is the IEEE standard for fast roaming, introduces a new concept of roaming where the

initial handshake with the new AP is done even before the client roams to the target AP.
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¥E Fast Roaming Settings

Mobility Domain alb2
RO Key Lifetime 10000
Reassoc deadline 1000
RO/NAS Identifier ap.example.com
R1 Identifier 000102030405
R1Push - Enable ® Disable

»  Mobility Domain: MDID is used to indicate a group of APs (within an ESS, i.e., sharing the same SSID)
between which a STA can use Fast BSS Transition.

@ Please enter 2-octet identifier as a hex string.
Nofice

» RO Key Lifetime: Default lifetime of the PMK-RO in minutes, the default is 10000, administrator can
setting 1~65535.

»  Reassoc deadline: Reassociation deadline in time units (TUs / 1.024 ms; range 1000~65535). The
default is 1000.

»  RO/NAS Identifier: PMK-RO Key Holder identifier. When using IEEE 802.11r, nas_identifier must be set
and must be between 1 and 48 octets long.

» Rl ldentifier: PMK-R1 Key Holder identifier 6-octet identifier as a hex string.

»  R1Push: Administrator can select Enable or disable. If enable the function will automatically sent the
R1 Key.

RO Key Address:
To enable roaming between multiple AP devices, AP1 must key in the MAC Address of AP2, and AP2 must
key in the MAC Address of AP1. The NAS Identifier and 128-bit Key should be identical in both AP settings.
This will enable device roaming between the two Access Points.

= RO Key holders
‘estination MAG Address

MAC Address

NAS Identifier (1-48 oclels)

128-bit Kay 128-bit key as hex siring m

»  MAC Address: Enter must key in the MAC Address of other AP

V1.6a @ www.cerio.com.tw \ +(886) 2-8911-6160 service@cerio.com.tw



>  NAS ldentifier: Enter 1~48 octets of network domain name.
> 128-bit Key: Enter Shared Key of 128 bit.

RO Key Holder List:
After setting "RO Key holders" function the information will appear in list.

£= R0 Key Holder List

# MAC Address NAS Identifier 128-bit Key Action

R1 Key Holder List:
Enter a unified set of R1 Key Holder identification certification.

IER1 Key Holders
MAC Address Destination MAC Address

R1 Identifier R1 Identifler

128-bit Key 128-bit key as hex string m

»  MAC Address: Enter the main roaming device MAC address
R1 Identifier: Enter Shared identifier.
»  128-bit Key: Enter Shared Key of 128 bit.

Y

R1 Key Holder List:
After setting "R1 Key holders" function the information will appear in list.

IE R| Key Holder List

# MAC Address NAS Identifier 128-bit Key Action

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes

7. Router Mode

7-1. Change Setup Mode

When Router AP mode is chosen, the system can be configured as an Router AP mode. This section
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provides detailed explanation for users to configure in the Router AP mode with help of illustrations.

In the Router AP mode, functions listed in the table below are also available from the Web-based

GUl interface.
If the administrator needs to switch to Router mode, Please click "System"->" Mode Setup " to

change Router mode.

I8 Systern Mode

Mode CAP Mode v

CAP Mode

Access Point Mode
ClientBridge Mode
WISP Mode

Click “Save” button to save your changes. And click “Reboot” button to activate your changes

7-2. Configure WAN Setup
There are four connection types for the WAN port: Static IP, Dynamic IP, PPPoE and PPTP. Please

click on System -> WAN and follow the below setting.

=

]
=]

Mode Static IP Mode Default MAC Address

IP Address Primary DNS 8888

Netmask Secondary DNS

Gateway

@ Enable Disable

WAN Setting

i WAN Settings

Mode Static IP B

_D:.'I'I&!'I'II-T!F'
PFPPoE
PPTP
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> Static IP: Users can manually setup the WAN IP address with a static IP provided by WISP.

® |P Address: The IP address of the WAN port.
® [P Netmask: The Subnet mask of the WAN port.
® |P Gateway: The default gateway of the WAN port.

»  Dynamic IP: Please consult with WISP for correct wireless settings to associate with WISP AP before a
dynamic IP, along with related IP settings. If IP Address is not assigned, please double check with your
wireless settings and ensure successful association. Also, you may go to “WAN Information” in the
Overview page to click Release button to release IP address and click Renew button to renew IP

address again.

im WAN Settmgs
Mode Cynamic IP Iv ‘
s Dynamic [P
Hostname

® Hostname : The Hostname of the WAN port
» PPPOE: To create wireless PPPoE WAN connection to a PPPOE server in network.

i WAN Settings

Mode PPPOE .‘
i PPPOE
User Name
Password
MTU 1492
Reconnect Mode Always On I
® User Name : Enter User Name for PPPOE connection
® Password : Enter Password for PPPOE connection
® MTU: By default, MTU is set to 1492 bytes. MTU stands for Maximum Transmission Unit. Consult
with WISP for a correct MTU setting.
® Reconnect Mode: Administrator can select three function for Always On / On Demand / Manual.

v" Always on — A connection to Internet is always maintained.
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v" On Demand — A connection to Internet is made as needed.

When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn

out “Always on”.

Motice

v" Manual - Click the “Connect” button on “WAN Information” in the Overview page to connect
to the Internet.

»  PPTP: The Point-to-Point Tunneling Protocol (PPTP) mode enables the implementation of secure
multi-protocol Virtual Private Networks (VPNSs) through public networks.

im WAN Settings

Mode PPTP B

im PPTP
User Name
Password

PPTP Server IP

WAN IP
Netmask
MTU 1460
MPPE40 ' Enable @ Disable
MPPE128 Enable o Disable
Reconnect Mode Always On E|

User Name: Enter account for PPTP.

Password: Enter user name account used password for PPTP.

PPTP Server IP: Enter remote IP address of PPTP Server.

WAN IP: The IP address of the WAN port.

Netmask: The Subnet mask of the WAN port.

MTU: By default, it’s 1460 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP

for a correct MTU setting.

® MPPE40/128: Microsoft Point-to-Point Encryption (MPPE) encrypts data in Point-to-Point Protocol
(PPP)-based dial-up connections or Point-to-Point Tunneling Protocol (PPTP) virtual private
network (VPN) connections. 128-bit key (strong) and 40-bit key (standard) MPPE encryption
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schemes are supported. MPPE provides data security for the PPTP connection that is between the
VPN client and the VPN server.
® Reconnect Mode: Administrator can select three function for Always On / On Demand / Manual.
v" Always on — A connection to Internet is always maintained.
v" On Demand — A connection to Internet is made as needed.

o When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn

out “Always on”.

Motice

v" Manual - Click the “Connect” button on “WAN Information” in the Overview page to connect
to the Internet.
» MAC Clone
The MAC address is a 12-digit HEX code uniquely assigned to hardware as identification. Some ISPs
require you to register a MAC address in order to access to Internet. If not, you could use default MAC
or clone MAC from a PC.

i MAC Clone

Mode Default MAC Address =

—r'll"':lnl"l'aI MAC Address

® Default MAC Address: Keep the default MAC address of WAN port on the system.
® Manual MAC Address: Enter the MAC address registered with your ISP.

» DNS
Check “No Default DNS Server” or “Specify DNS Server IP” radial button as desired to set up system
DNS.

mm DNS
Primary DNS

Secondary DNS

® Primary DNS: The IP address of the primary DNS server.
® Secondary DNS: The IP address of the secondary DNS server.

» NAT
The NAT support Enable and Disable Service
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NAT @ Enable Disable

7-3. VLAN Setup

= System Mode

Mode Access Point Mode

Save & Reboot Cancel

Here are the instructions to setup the local IP Address / Netmask / Gateway / DNS and management

Access Point 2.4G or 5G-1 Radio or 5G-2 Radio on/off. Administrators can change settings such as LAN
Spanning Tree and Tag VLAN functions.

8 VLAN List

# :Ql;:: Flag IP Address Netmask Radie 0 Radio 1 Radio 2 Action

L On 192 168.2.254 2552552550 5602 m

1= s

i =

’ m Network .
i= Gateway

Default Gateway 192.168.2.1

DNS1 192.168.2.1

DNS2 g888

» VLAN Mode Display on/off for the VLAN network.
Flag Display master VLAN and VLAN Tag No. information. When displayed Eranaac EERaEca

it means that the current main wired connection is this virtual network as the main login system.
» IP Address Display IP Address for VLAN Network
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» NetMask Display IP netmask.
» Radio 0 Display radio 2.4G SSID name.

»  Action : Click the m button to enter the LAN setting page. Click the
drop-down arrow to display the wireless setting function list.

» Radiol Display radio 5G-1 SSID name.
»  Action : Click the

button to enter the LAN setting page. Click the

drop-down arrow to display the wireless setting function list.
» Radio2 Display radio 5G-2 SSID name.
»  Action : Click the m button to enter the LAN setting page. Click the

m drop-down arrow to display the wireless setting function list.

» Default Gateway Set the gateway IP address.
» DNS Set the IP address for DNS resolution.

Network Setup
Administrator can click “ m “ putton to set VLAN network functions.

IE VLAN Sctup

VLAN Mode @ Enable O Disable
I IP Sctup
IP Mode ® Enable () Disable
IP Address 192.168.101.89
Netmask 255.256.255.0

> VLAN Mode Administrator can select Enable or disable for the VLAN Network.
> IP Mode Administrator can select enable or disable function for VLAN IP.

> |IP Address/ NetMask Administrator can set IP address and netmask for the VLAN.

o At least one VLAN will always be enabled by default

Motice
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$= Management

Access Pointo @ Enable O Disable

Access Point1 @ Enable O Disable

Access Point2 @ Enable O Disable

802.1d Spanning Tree ) Enable ® Disable

Control Port  ® Enable O Disable
Management

»  Access Point0  Administrator can Enable or Disable 2.4G Radio.
»  Access Point 1 Administrator can Enable or Disable 5G-1 Radio.
»  Access Point 2  Administrator can Enable or Disable 5G-2 Radio.
» 802.1d Spanning Tree : The spanning tree network protocol provides a loop free topology for a
bridged LAN between LAN interface and 8 WDS interfaces from wds0 to wds7. The Spanning
Tree Protocol, which is also referred to as STP, is defined in the IEEE Standard 802.1d
xDSL

LG ) wiki ((( s

( Router }—— switch 20— @ a
TN AP Station
'- =
. % Loop % WDS Bridge
X / e
//' e ST e -
Enable Spanning Tree functior Packet flow _-, ”) Wi-Fi ((( ,.
to Anti-blocking packet loop T L
AP Station

»  Control Port Administrator can select one of the VLAN as managed AP.

»  VLAN Tag Setup: Set the VLAN used tags.

ETH1 VLAN Tag Setup

SR ETH] VLAN Tag Sctup

VLAN TAG L 1-4096

»  Network port VLAN Tag Setup: Follow standard 802.1Q specification, the function can be
turned off or enabled. You can define the tag to the ETH1 physical network port , which can be

set from 1 to 4096.
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ETH2 VLAN Tag Setup

ETHZ VLAN Tag Setup

VLAN TAG ] | 1-4096

»  Network port VLAN Tag Setup: Follow standard 802.1Q specification, the function can be
turned off or enabled. You can define the tag to the ETH2 physical network port , which can be
set from 1 to 4096

: Note: If ETH1 is configured to use a VLAN Tag, then entering the management

interface requires a VLAN with the same tag to enter the management settings.
MNotice

Domains other than this VLAN will be completely blocked.

Click “Save” button to save your changes. And click “Reboot” button to activate your changes

Network Pull-down menu
Administrator can set DHCP Server and 2.4/5G security for the access point and set 802.11r fast roaming.

Please click m pull-down button.

7-3-1 DHCP Server

Administrator can select enable / disable the function

£= DHCP Service

Mode @ Enable O Disable
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== DHCP Setup

Start IP 192.168.2.10
End IP 192.168.2.100
Netmask 255.255.255.0
Gateway 192.168.2.254
DNS1IP 192.168.2.254
DNS2 IP
WINS IP
Domain
Lease Time 86400

Start IP: Set Start IP address for DHCP Service.

End IP: Set End IP address for DHCP Service.

Netmask: Set IP Netmask, the default is 255.255.255.0
Gateway: Set Gateway IP address for DHCP Service.
DNS(1-2) IP : Set DNS IP address for DHCP Service.

WINS IP: Enter IP address of the Windows Internet Name Service (WINS) server; this is

optional.

Domain: Enter the domain name for this network.

® |ease Time: The IP addresses given out by the DHCP server will only be valid for the duration
specified by the lease time. Increasing the time ensure client operation without interruptions,
but could introduce potential conflicts. Lowering the lease time will avoid potential address
conflicts, but might cause more interruptions to the client while it will acquire new IP

addresses from the DHCP server. Default is 86400 seconds

5= DHCP Client List

# IP Address MAGC Address Hostname Expired Action

»  DHCP Client List
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Administrator can view IP address used status of client users on each DHCP Server.

E= Static Lease IP Setup
Comment

IP Address
MAC Address m

»  Static Lease IP Setup Administrator can set be delivered fixed IP address to the users.
® Comment: Enter rule description.

® |P Address: Enter access point IP.
® MAC Address: Enter Client MAC Address of PC network.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

7-3-2  Bandwidth Control
Administrators can set bandwidth limit the max/min bandwidth of the Wi-Fi users, Bandwidth

control can set IP/MASK , IP Range, Port(Service), SIP, RTP/RTSP and WEB.

E= Bandwidth Control
Mode @ Enable O Disable
Airtime Faimess C Enable ® Disable
£= Total Bandwidth Contral
Mode _ Enable ® Disable
Upload 10240 Kbps
Download 10240 Kbps

»  Bandwidth Control / Total Bandwidth Control
® Mode: Administratior can Enable or Disable the function.
® Airtime Fairness: TX/RX traffic balancing, if device use point-to-point (WDS or AP mode +
Client Bridge) then recommended to enable it.

® Total Bandwidth Control: Administrator can set total bandwidth used limit in VLAN
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E= QoS5 RuleList

# EIEh Rule Mode Value1 Value2 Upload(Kbps) Download(Kbps) i1
1 & ANY v 1024 1024
2 : ANY v 1024 1024
3 ] ANY v 1024 1024

» QoS Rule List: Administrator can set bandwidth limit by IP/MASK, IP Range, Port(Service), SIP,
RTP/RTSP, WEB protocol , each VLAN can set 10 bandwidth management rule.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

7-3-3  Radio 0(2.4G)/Radiol(5G)/Radio2(5G) Access Point Setup

Administrator can Enable or Disable radio 0/1/2 (2.4/5G/5G) Wi-Fi. If radio 0/1/2 (2.4/5G/5G) are

enabled, administrators can set the SSID and security for the 2.4/5G access point.

= Secunty

Access Point @ Enable O Disable
ESSID 2.4G_or_SG
SSID Visibility ' Enable O Disable
Client Isolation ) Enable @ Disable
Connection Limit O Enable ® Disable
User Limit 128
Security Type WEP v

Access Point: Administrator can Enable or Disable the radio 0/1/2 (2.4G/5G/5G).
ESSID: Administrator can set Wi-Fi SSID name
SSID Visibility: Administrator can select Enable or Disable the Visibility.

Client Isolation: Enable or Disable the client isolation function.

YV V V V V

Connection Limit:; Administrator can select Enable or Disable WiFi connection Limit.

Supports 128 users to access at the same time.

»  Security Type: Select the desired security type from the drop-down list; the options are
Open System, WPA-PSK/WPA2-Personal, WPA/WPA2-Enterprise, WPA3 and 802.1x
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Security Type WEP v
Open System

WPA/WPAZ2 Personal
WPA/WPAZ2 Enterprise
WPA3

802.1x

Notes: The WEP encryption mode is currently known to be not the most secure wireless
o encryption method, and will not be able to support 802.11ac/ax. It is not recommended

that you continue to use this WEP encryption mode. It is recommended that you use a rate
LEUERE that meets 802.11ac/ax Correspondingly supported encryption modes above WPA / WPA2
to increase your wireless network security.

® Open System Data is not unencrypted during transmission when this option is selected.( be

not recommended for use)

B WEP Seitings
WEP Auth Method Open system v
WEP Length 64 blts =
WEP Key @ -
Key Index 2 w
® WEP

v" WEP Auth Method Administrator can choose the WEP Open system open authentication
method or the WEP Shared password authentication method.

v" WEP Length Administrator can choose to use 64bits, 128bits, and 152bits encryption key
lengths, but must make sure that the wireless network card used by your wireless client also
supports the corresponding wireless key length.

v' WEPKey There are four groups of optional settings the 16-bit (HEX) key value.

v' KeyIndex Administrator can pre-set 4 WEP Key for your WEP and "save".when the future
wireless client wants to connect, can be choose which group of wireless keys and establish a

connection through WEP encryption.
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Note: If you choose to use WEP encryption mode, please enter the corresponding WEP key
value according to the following requirements.

64bits:
10 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
5 groups of ASCII characters (0~9, A~Z and a~z can be used)

o 128bits:

MNolice

26 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
13 groups of ASCII characters (0~9, A~Z and a~z can be used)

152bits:
32 groups of Hexadecimal characters (0~9, A~F and a~f can be used)
16 groups of ASCII characters (0~9, A~Z and a~z can be used)

I8 PassPhrasc Sctiings

WPA Mode Auto (WPA or WPAZ2) 2
Cipher Type Auto »
Group Key Update Interval 600 Seconds
PassPhrase
wps O Enable @ Disable

WPS Push Button

® \WPA/ WPA2-Personal
v' WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
€ TKIPis short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a
hashing algorithm and, by adding an integrity-checking feature, ensures that the keys

haven't been tampered with.
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Note: When setting WEP or TKIP encryption, the data rate will not exceed 54 Mbps. The
IEEE 802.11n protocol prohibits the use of high throughput with WEP or TKIP as unicast
keys. If you use these encryption methods (such as WEP, WPA-TKIP, WPA2-TKIP), your data

rate will be reduced to 54 Mbps, or if it is used for commercial purposes, such as
applications where the end user cannot connect to the wireless at a higher speed than 54
Mbps.

v' Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v Pass Phrase: Enter the ESSID pass phrase.

v" WPS Push Button: Administrator can used WPS function to link WiFi client. If enabled,

administrator can click the WPS Push Button.

§Z RADIUS Server Settings
WPA Mode Auto (WPA o WPAZ2) v
Cipher Type Auto i
Group Key Update Interval 600 Seconds

Radius Server
Radius Port 1812 Port

Radius Secret

® \WPA/ WPA2-Enterprise
v" WPA Mode: Administrator can select security for Auto or only WPA or only WPA2.
v' Cipher Type: Administrator can select use AES or TKIP with WPA / WPA2 encryption method.
€ AESis short for “Advanced Encryption Standard”, The AES cipher is specified as a
number of repetitions of transformation rounds that convert the input plaintext into
the final output of ciphertext. Each round consists of several processing steps, including
one that depends on the encryption key. A set of reverse rounds are applied to
transform ciphertext back into the original plaintext using the same encryption key.
v" TKIP is short for “Temporal Key Integrity Protocol”, TKIP scrambles the keys using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been

tampered with.
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Note: When setting WEP or TKIP encryption, the data rate will not exceed 54 Mbps. The
IEEE 802.11n protocol prohibits the use of high throughput with WEP or TKIP as unicast
o keys. If you use these encryption methods (such as WEP, WPA-TKIP, WPA2-TKIP), your data

rate will be reduced to 54 Mbps, or if it is used for commercial purposes, such as
applications where the end user cannot connect to the wireless at a higher speed than 54
Mbps.

Motice

v' Group Key Update Interval: The time interval is for re-keying GTK (broadcast/multicast
encryption keys) in seconds. Enter the time-length required; the default time is 600 seconds.

v" Radius Server Enter the IP address of the Authentication RADIUS server.

v" Radius Port: The port number used by Authentication RADIUS server. Use the default 1812
or enter port number specified.

v" Radius Secret: The secret key for system to communicate with Authentication RADIUS server.

Support 1 to 64 characters.

= WPAS3 Settings

WPA Mode Auto (WPA2 or WPA3) =
SAEPWE @ Enable O Disable
SAEMFP @ Enable O Disable
PassPhrase @

® WPA3:

The 802.11ax peer-to-peer entity authentication mode is different from the Pre-Shared Key .

v' SAE Password When the administrator sets this virtual wireless network SSID to use WPA3
calculation, the SAE connection password must be at least 8 characters.

v SAEPWE Optionally enable the SAE PWE (Password Element) function, before exchanging
SAE authentication messages, both parties will generate a private element PWE (Password
Element) and two private values (rand and mask) for advanced authentication exchange.

v' SAE MFP The SAE password authentication mechanism adds a more secure anti-theft,
anti-spy, and anti-skimming password Management Frame Protection (MFP).

If the AP enabled this mode, please ensure that both the AP and the client running in this

mode need Management Frame Protection (MFP) support.
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Motice

The WPA3 is latest and most secure protocol currently available for Wi-Fi devices. It is
applicable to all access devices that support Wi-Fi 6 (802.11ax). If the wireless access card

does not support WPA3 calculation mode, that you adjust the use to WPA2 / AES calculus
mode recommended.

E= RADIUS Server Settingy

[ ]
v

7-3-4

£2 MAC Rules

Key Size ® 64 Bits ) 128 Bits
Radius Server
Radius Port 1812 Port

Radius Secret

802.1x
Key Size Enter the IP address of the Authentication RADIUS server.
Radius Server Enter the IP address of the Authentication RADIUS server.
Radius Port: The port number used by Authentication RADIUS server. Use the default 1812
or enter port number specified.
Radius Secret: The secret key for system to communicate with Authentication RADIUS server.

Support 1 to 64 characters.

MAC Filter

Rule Disable v

Disable
Only Deny List MAC
Only Allow List MAC

Only Deny List MAC  Administrator can add wireless users MAC address in MAC list. The
access point will deny connection in MAC address list.
Only Allow List MAC  Administrator can add wireless users MAC address in MAC list. The

access point will allow connection in MAC address list.
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ES Add MAC Address

MAC Address m

88 MAC Address List

# MAC Address Action # MAC Address Action

»  MAC Address: Set managed MAC address of the client.
»  MAC Address List: Display managed MAC address list.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.

7-3-5  802.11r Fast Roaming Setup

Yy (Y9 (g M ((Ca M
Cg_riq‘_sAP ‘ ‘ A

..... Cerios AP Cerio’s AP Cerio’s AP
i T T 2
- - " — s
- - - -
e r
' v

The Tri vaiiu ALLess FulILSUPPUI L OUL.J.J.IIOUL.J.J.:\.I LU 101 2,40 «rado 0)and 5G (Rado 1)and (Rado
2). 802.11r, which is the IEEE standard for fast roaming, introduces a new concept of roaming where the

initial handshake with the new AP is done even before the client roams to the target AP.

o If this feature is enabled when using 802.11r fast roaming, the wireless user equipment

must support 802.11k functionality to work properly

MNolice

ES §02.111/802.11k Fast Roaming

FastRoaming © Enable O Disable
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= Fast Roaming Settings

Mobility Domain alb2
RO Key Lifetime 10000
Reassoc deadline 1000

RO/NAS Identifier ap.example.com

R1 Identifier 000102030405

R1Push - Enable ® Disable

»  Mobility Domain: MDID is used to indicate a group of APs (within an ESS, i.e., sharing the same

SSID) between which a STA can use Fast BSS Transition.

This setting must be 2-octet of hex string codes. For example, enter 8c4d

» RO Key Lifetime: Default lifetime of the PMK-RO in minutes, the default is 10000, administrator
can setting 1~65535.

»  Reassoc deadline: Reassociation deadline in time units (TUs / 1.024 ms; range 1000~65535). The
default is 1000.

»  RO/NAS Identifier: PMK-R0 Key Holder identifier. When using IEEE 802.11r, nas_identifier must be
set and must be between 1 and 48 octets long.

»  R1ldentifier: PMK-R1 Key Holder identifier 6-octet identifier as a hex string.

»  R1Push: Administrator can select Enable or disable. If enable the function will automatically sent
the R1 Key.

MAC Address Destination MAC Address

NAS Identifier (1-48 octets)
128-bit Key 128-bit key as hex string m

» RO Key holders : To enable roaming between multiple AP devices, AP1 must key in the MAC
Address of AP2, and AP2 must key in the MAC Address of AP1. The NAS Identifier and 128-bit Key

should be identical in both AP settings. This will enable device roaming between the two Access
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Points.
® MAC Address: Administrators must enter the MAC Address of another side AP.
® NAS |dentifier: Enter 1~48 octets of network domain name.

® 128-bit Key: Enter Shared Key of 128 bit.

MAC Address Destination MAC Address

R1 Identifier R1 Identifier
128-bit Key 128-bit key as hex string m

»  R1Key holders : Enter a unified set of R1 Key Holder identification certification.
® MAC Address: Enter the main roaming device MAC address
® R1 ldentifier: Enter Shared identifier.

® 128-bit Key: Enter Shared Key of 128 bit.

Click “Save” button to save your changes. Then click Reboot button to activate your changes.
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7-4.  Wireless Configuration

7-4-1.  Radio 0 (2.4G) Basic Setup

= General Setup

MAC Address 8c:4d:ea:05:1cBe

Country United States o
Band Mode 802.11ax )
Auto Channel  © Enable @® Disable
Channel 5 (2432 Mhz) w
Tx Power Level 9 G
Slot Time 9 m
ACK Timeout 64

® General Setup
» MAC Address Display 2.4G WiFi MAC address.
»  Country Administrator can select country: US or EU or Japan or Taiwan.
» Band Mode Administrator can select 2.4G Band for 802.11b 802.11b/g 802.11b/g/n
802.11n. or 802.11ax, The default is 802.11ax

Band Mode 802.11ax i

802.11b
802.11b/g
802.11b/g/n
802.11n

802.11ax

»  Auto Channel Administrator can Enable or Disable the function. If disabled, the WiFi channel will
be fixed to the manually selected channel.

» Channel There are different options for wireless operation modes in regions, which can be used
for Upper or Lower extension.

»  TxPower Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and

ACK Timeout. The input distance is calculated in units (meters).
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» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,
the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

: Setting ACK Timeout can strengthen the long-distance connection. Changing the value

can optimize the setting. If the value is too low, the length transmission will be

MNotlice
reduced. If the value is too high, there may be disconnection.

® HP Physical Mode

8 HT Physical Mode

TX/RX Stream 2T2R w
Channel BandWidth 20/40 o
Extension Channel = Upper ® Lower
Min MCS 4 W
Max MCS " o
ShortGl  © Enable O pisable
Aggregation ' Enable O Disable
Aggregation Frames 32
Aggregation Size 50000

»  TX/RX Stream The CenOS 5.0 AP support 2TX/2RX streams. Administrator can select 1 or 2 TX/RX.
The default is 2TX/2RX.

»  Channel Bandwidth The "20/40” MHz option is usually best. The other option is available for
special circumstances.

»  Extension Channel Sets channel select to Upper or Lower. The Upper supports 1 to 7 range CH

and Lower supports 5 to 11 range CH.

»  MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication rate
of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

»  MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the Min
MCS value.

V1.6a @ www.cerio.com.tw \ +(886) 2-8911-6160 ’x service@cerio.com.tw



»  Short GI Short Guard Interval is “Enabled” by default to increase throughput. However, it can also
increase error rate in some installations, due to increased sensitivity to radio-frequency
reflections. Select the option that works best for your installation.

»  Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.

A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the larger
frame by combining smaller frames with the same physical source and destination end points and
traffic class (i.e. QoS) into one large frame with a common MAC header.

»  Aggregation Frames: Set frames size of Aggregation.

»  Aggregation Size: Set aggregation size.

7-4-2.  Radio 1 (5G-1) / Radio 2 (5G-2)Basic Setup

£= General Setup
MAC Address 8c:4d-ea05:1c6d
Country United States -
Band Mode 802.11ax G
Auto Channel  © Enable ® Disable
Channel 36 (5180 Mhz) v
Tx Power Level 8 v
Slot Time 9
ACK Timeout 64

® General Setup
MAC Address: Display 5G-1(Radio 1) / 5G-2(Radio 2) WiFi MAC address.
»  Country: Administrator can select country: US or EU or Japan or Taiwan.
»  Band Mode: Administrator can select 5G Band for 802.11a 802.11a/n 802.11n 802.11ac. or
802.11ax, The default is 802.11ax
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Band Mode 802.11ax v

802.11a
802.11a/n
802.11n
802.11ac

802.11ax

»  Auto Channel: Administrator can Enable or Disable the function. If select disabled function the
WiFi channel can be manually fixed.

»  Channel There are different options for wireless operation modes in regions.

»  Tx Power: Administrator can control the WiFi Tx output power. The power Max. Level 9.

»  Slot Timout : You can enter the slot time value here. When the distance is long or short, the
waiting time for packet transmission will be adjusted fast and slow
Distance : When the button is clicked, the point-to-point bridge distance can be
entered. The system will automatically calculate the ideal reference value for the Slot Time and
ACK Timeout. The input distance is calculated in units (meters).

» ACKtimeout When waiting for the "ACKnowledgment frame" interval is too long to be received,
the ACK will be retransmitted. A higher ACK Timeout will reduce packet loss, but the

transmission efficiency will be poor.

Setting ACK Timeout can strengthen the long-distance connection. Changing the value

can optimize the setting. If the value is too low, the length transmission will be

reduced. If the value is too high, there may be disconnection.

® HP Physical Mode

W HT Phyvsical Mode
TX/RX Stream 2T2R v
Channel 160 =
BandWidth
Min MCS 1 v
Max MCS n v
shortcl @ Enable O Disable
Aggregation ~ © Enable ) Disable
Aggregation 32
Frames
Aggregation Size 50000
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»  TX/RX Stream: Administrator can select 1 or 2 TX/RX. The default is 2TX/2RX.

»  Channel BandWith: The Wireless 5G can choose 20 or 20/40 Mhz or 11ac/ax 80Mhz at 5G-1
(Radio-1) or 11ax 160Mhz at 5G-2 (Radio) as the data transmission speed between the base
station and wireless users.

»  MIN MCS: MCS compilation is a representation proposed by 802.11ax on the communication
rate of WLAN.The MCS coding value will affect the main factor of the communication rate and
corresponds to the channel bandwidth.

»  MAX MCS: Maximum MCS compile set value. The Max MCS value must be greater than the
Min MCS value.

»  Shout GI: Short Guard Interval is “Enabled” by default to increase throughput. However, it can
also increase error rate in some installations, due to increased sensitivity to radio-frequency
reflections. Select the option that works best for your installation.

»  Aggregation: By default, it's “Enabled”. Select “Disable” to deactivate Aggregation.

A part of the 802.11n standard (or draft-standard), it allows sending multiple frames per single
access to the medium by combining frames together into one larger frame. It creates the
larger frame by combining smaller frames with the same physical source and destination end
points and traffic class (i.e. QoS) into one large frame with a common MAC header.

>  Aggregation Frames: Set frames size of Aggregation, the size recommend use default value
is 32.

> Aggregation Size: Set aggregation size, the size recommends use default value is 500000.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.
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7-4-3.  Advanced Setup

an
1]

Advanced Setup

Beacon Interval 100
DTIM Interval
Fragment Threshold 2346
RTS Threshold 2346
Short Preamble ® Enable U Disable
IGMP Snooping © Enable ") Disable
Greenfield © Enable _) Disable
Band Steering 0 10 RSS! Limit
RF onloff by Schedule Always v
Location Tracking Log 600 Seconds

»  Beacon Interval: Beacon Interval is in the range of 40~3500 and set in unit of millisecond. The
default value is 100 msec.
Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called
“Beacon”. Beacon is broadcast to all the stations, provides the basic information of AP such as
SSID, channel, encryption keys, signal strength, time stamp, support data rate.
All the radio stations received beacon recognizes the existence of such AP, and may proceed next
actions if the information from AP matches the requirement. Beacon is sent on a periodic basis,
the time interval can be adjusted.
By increasing the beacon interval, you can reduce the number of beacons and associated
overhead, but that will likely delay the association and roaming process because stations scanning
for available access points may miss the beacons. You can decrease the beacon interval, which
increases the rate of beacons. This will make the association and roaming process very responsive;
however, the network will incur additional overhead and throughput will go down.

»  DTIM Interval: The DTIM interval is in the range of 1~255. The default is 1.
DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations,
which support power saving mode, when to wake up to receive multicast frame. DTIM is
necessary and critical in wireless environment as a mechanism to fulfill power-saving
synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access
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point sends the buffered multicast frames. For instance, if DTIM Interval is set to 3, then the
Wi-Fi clients will expect to receive a multicast frame after receiving three Beacon frame. The
higher DTIM interval will help power saving and possibly decrease wireless throughput in
multicast applications.

»  Fragmentation Threshold: Fragmentation Threshold is one more parameter which is given in all
stations and Access points. Fine tuning Fragmentation Threshold parameter can result in good
throughput but not using it properly can results in low throughput. In simple words it does the
same thing which MTU do in Ethernet. Both are different parameters but the work done is same,
it fragments the data packets.

Fragmentation threshold will be used when we have more data packet size to be transmitted and
we have less fragment threshold value. Let’s say from Ethernet we have to send 1400 byte packet
but the fragmentation threshold is set as 400. In this case when the packet is to be transmitted on
air it will fragment the packet in to 4 small packet 400+400+400+200 and send on air. This
includes MAC header+ frame body and CRC so 400 byte will be in total including headers. This

helps in increasing the throughput. The default is 2346.
»  RTS Threshold: TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due
to hidden wireless clients. RTS in AP will be enabled automatically if the packet size is larger than
the Threshold value. By default, RTS is disabled in a normal environment supports non-jumbo
frames.

»  Short Preamble: By default, this function is “Enabled”. Disabling will automatically use the Long
128-bit Preamble Synchronization field. The preamble is used to signal "here is a train of data
coming" to the receiver. The short preamble provides 72-bit Synchronization field to improve
WLAN transmission efficiency with less overhead.

»  IGMP Snooping: The process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a map of
which links need which IP multicast streams. Multicasts may be filtered from the links which do
not need them and thus controls which ports receive specific multicast traffic.

»  Greenfield: In wireless WLAN technology, greenfield mode is a feature of major components of
the 802.11n specification. The greenfield mode feature is designed to improve efficiency by
eliminating support for 802.11b/g devices in an all draft-n network. In greenfield mode the
network can be set to ignore all earlier standards.

»  Band Steering(5G Priority) When 2.4GHz and 5GHz networks exist at the same time, the 5GHz
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client connection is automatically connected to the 5GHz network as the main connection to
improve performance.

»  RFon/off by schedule: Administrator can apply Time Policy to on or off wireless signal.

> Location Tracking Log: The system can detect the signal strength of the wireless client to

determine the location of the Access Point and send to database.

7-4-4.  WMM Setup

This affects traffic flowing from the access point to the client station.

Configuring QoS options consists of setting parameters on existing queues for different types of wireless
traffic. You can configure different minimum and maximum wait times for the transmission of packets in
each queue based on the requirements of the media being sent. Queues automatically provide minimum
transmission delay for Voice, Video, multimedia, and mission critical applications, and rely on best-effort
parameters for traditional IP data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for
transmission (lower wait times for channel access), while other applications and traditional IP data which
are less time-sensitive but often more data-intensive are expected to tolerate longer wait times.

Please click on Wireless -> WMM Setup

= WMM Setup
wMMm @ Enable C Disable
£8 WMM Pannameters of Access Point
No ACK Policy
AC Type CWmin CWmax AIFS TxOp Limit bit

AC _BE(0D) 4 G 3 0 L

AC_BK(1) 4 10 7 0 .

AC VI(2) 3 4 1 3008 i

AC_VO(3) 2 3 1 1504 L
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» AC Type

Data Transmitted
AP to Clients

AC BK Background Low High throughput. Bulk data that requires maximum

Queue Priority Description

throughput and is not time-sensitive is sent to this
queue (FTP data, for example).

AC BE Best Effort Medium | Medium throughput and delay. Most traditional IP
data is sent to this queue.

AC_VI Video High Minimum delay. Time-sensitive video data is
automatically sent to this queue.

AC_VO Voice High Time-sensitive data like VoIP and streaming media

are automatically sent to this queue.

»  CWmin: Minimum Contention Window. This parameter is input to the algorithm that determines
the initial random backoff wait time ("window") for retry of a transmission. The value specified
here in the Minimum Contention Window is the upper limit (in milliseconds) of a range from
which the initial random backoff wait time is determined.

»  CWmax: Maximum Contention Window. The value specified here in the Maximum Contention
Window is the upper limit (in milliseconds) for the doubling of the random backoff value. This
doubling continues until either the data frame is sent or the Maximum Contention Window size is
reached. Once the Maximum Contention Window size is reached, retries will continue until a
maximum number of retries allowed is reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31,
63, 127, 255, 511, or 1024. The value for "cwmax" must be higher than the value for "cwmin".

» AIFS The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data
frames

»  TxOP Limit: Transmission Opportunity is an interval of time when a WME AP has the right to
initiate transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the
Transmission Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the
right to initiate transmissions on the wireless network.

»  ACM bit: Admission Control Mandatory, ACM only takes effect on AC_VIand AC_VO. When you
do not click Checkbox, it means that the ACM is controlled by the connecting AP. If you click
Checkbox, it means that the Client is in charge

»  No ACK policy bit: Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No
ACK. Click “Checkbox” indicates “No ACK”
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When the no acknowledgement (No ACK) policy is used, the recipient does not acknowledge
received packets during wireless packet exchange. This policy is suitable in the environment
where communication quality is fine and interference is weak.

While the No ACK policy helps improve transmission efficiency, it can cause increased packet loss
when communication quality deteriorates. This is because when this policy is used, a sender does
not retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received uncast packet.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

8. Advanced Setup (Available in WISP mode and Router Mode)

8-1. DMZ

DMZ is commonly work with the NAT functionality as an alternative of Virtual Server(Port
Forwarding) while wanting all ports of DMZ host visible to Internet users. Virtual Server rules have
precedence over the DMZ rule. In order to use a range of ports available to access to different

internal hosts Virtual Server rules are needed.

£= DMZ Setup
Mode Disable b
Disable
Automatic Assignment
Static Assignment
ES DMZ Semp

Mode Automatic Assignment v

E= Automatic Assignment Setup

Internal IP Address

» Automatic Assignment: Enter Internal IP address of DMZ host and only one DMZ host is supported.

® [nternal IP Address: Enter Virtual IP for service device.
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= DMZ Setup

Mode Static Assignment ™

= Static Assignment Sctup

External IP Address

Internal IP Address m

»  Static Assignment: Enter external and internal IP address of DMZ host. The function only external
IP to Internal IP address
®  External IP Address: Enter external IP address

® [nternal IP Address: Enter Virtual IP for service device.

8-2. IP Filter

Can allow or deny filter ingress or egress packets from specific source and/or to destination IP address on
wired (LAN) or Wireless (WAN) ports. Filter rules could be used to filter unicast or multicast packets on
different protocols as shown in the IP Filter Setup. Important to note that IP filter rules has precedence
over Virtual server rules. Total of 20 rules maximum allowed in the IP Filter List. All rules can be edited or

removed from the List.

Source Source Destination Destination

# Active Comment Protocol In'Qut Action Address/Mask Port AddressiMask Port Edit

1 ALL In Deny m
2 - ALl In Deny m
3 2 ALL In Deny m

Please click Edit button to setting IP filter.
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E= P Filter Rules

Active - Enable @ Disable

Comment

Policy Deny Pass

In/out In Out

Protocol ALL b

§= 1P Filter Rules
Source Address/Mask
Source Port (min:1, max:65535 or Range 10a:o00x)

Destination Address/Mask

Destination Port (min:1, max:65535 or Range xxam:o0co)
Listen Enable Disable
Interface WAN LAN
Schedule Always y

Active: Administrator can select Enable or Disable the service.

Comment: Enter the description of IP filter rule.

Policy: Administrator can select the IP flow rule of Deny or Pass.

In/ Out: Administrator can select the IP flow rule of In/out bound.

Protocol: Set used service Port of TCP, UDP or ICMP.

Source Address/Mask: Enter desired source IP address and netmask. i.e. 192.168.2.10/32 or
192.168.2.10/255.255.255.0

Source Port: Enter a port or a range of ports as start:end. i.e. port 20:80

Y V V VYV VYV VY

Y VY

Destination Address/Mask: Enter desired destination IP address and netmask. i.e.
192.168.1.10/32 or 192.168.2.10/255.255.255.0

Destination Port: Enter a port or a range of ports as start:end. i.e. port 20:80
Listen: Select Enable radial button to match TCP packets only with the SYN flag.
Interface: The interface that a filter rule applies.

Y V VYV VY

Schedule: Can choose to use rule by “Time Policy”.
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All packets are allowed by default. Deny rules could be added to the filter list

to filter out unwanted packets and leave remaining allowed.

Notice

When you create rules in the IP Filter List, the prior rules maintain higher priority. To allow limited access from
a subnet to a destination network manager needs to create allow rules first and followed by deny rules. So, if
you just want one IP address to access the system via telnet from your subnet, not others, the Example 1
demonstrates it, not rules in the Example 2.

Example 1:

Create a higher priority rule to allow IP address 192.168.2.2 Telnet access from LAN port first, and deny Telnet

access from remaining IP addresses in the same subnet.

Source Destination
Rule In/Out | Protocol | Listen Action | Side
IP/Mask Port IP/Mask Port
1 192.168.2.2/32 192.168.2.254/32 | 22 In TCP n Pass LAN
2 192.168.2.0/24 192.168.2.254/32 | 22 In TCP n Deny LAN

Example 2:
All Telnet access to the system from the IP addresses of subnet 192.168.2.x works with the rule 1 of Example 2.
The rule 2 won’t make any difference.

Source Destination
Rule In/Out | Protocol | Listen Action | Side
IP/Mask Port IP/Mask Port
1 192.168.2.0/24 192.168.2.254/32 22 In TCP n Pass LAN
2 192.168.2.2/32 192.168.2.254/32 22 In TCP n Deny LAN

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP Filter List. All rules can be
edited or removed from the List. Click Reboot button to activate your changes.

8-3. MAC Filter

Allows creating MAC filter rules to allow or deny unicast or multicast packets from limited number of
MAC addresses. Important and must note. That MAC filter rules have precedence over IP Filter rules.
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= MAC Filter Rules

Mode Deny v

Deny
Allow
BB MAC Filter List
& Active Comment MAC Address Policy
1 . Always Run L
2 Always Run v
3 Always Run v

»  Mode: Administrator can select Deny or Allow.
® Deny: The MAC Filter List will be denied to access (LAN to WAN). Others will be allowed.
® Allow: The MAC Filter List will be allowed to access (LAN to WAN). Others will be denied.

»  Comment: Enter the description of MAC filter rule.

»  MAC Address: Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC
address should display in the MAC Filter List.

»  Policy: Administrator can select to use rule by “Time Policy™.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

8-4. Virtual Server
The “Virtual Server” can also referred to as “Port Forward” as well and used interchangeably. Resources in
the network can be exposed to the Internet users in a controlled manner including on-line gaming, video
conferencing or others via Virtual Server setup. Don’t repeat ports’ usage to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the example), and port 80
to another (B in the example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The
NAT network appears as a single host on the Internet.

£E Virtual Server List

# Active Comment Protocol Public Port Private IP Address Private Port Edit
TCP m

2 : TCP m

3 ! TCP m

Please click Edit button to setting Virtual Server rules.
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B Virtual Server Rules

Active  — Enable @ Disable

Comment
Protocol TCcP upbp
Public Port (min:1, max:65535 or Range X300 )
Private IP Address
Private Port (min:1, max:65535 or Range xxo:xo:)
Schedule Always &

Active: Administrator can select Virtual server rule to Enable or disable.
Comment: Enter the description of virtual server rule.

Protocol: Administrator can select service protocol of TCP or UDP.
Public Port: Enter service port No. for public.

Private IP Address: Enter corresponding IP address for internal.

YV V V VYV VYV VY

Private Port: Enter internal service port No. for private.
»  Schedule : Administrator can select to used rule of “Time Policy”

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

8-5. Access Control

The Access Control function administrator can to block or allow specific kinds of TCP/UDP/ICMP protocol,
such as Internet access, designated services, and websites. The Access Control function can set 20 profiles.

Please click on Advance -> Access Control and follow the below setting.

£= Access Control List

# Active Comment Protocol Edit

1 : ANY m
2 : ANY m
3 : ANY m

» # Display access control list.
» Active Display Active or InActive for the access control rule.
»  Comment: Display information for the rule.
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»  Protocol Display information for the protocol.
> Edit Administrator can click the button to set Access Control rule.

§E Access Control Rules

Active © Enable ) Disable
Comment
Protocol ANY .
Schedule Always .

£= MAC Address Setup

MAC Address m

# Access control rules
® Active Administrator can select Enable or Disable for the Access control rule.
® Comment Administrator can enter comment for the role.
® Protocol Administrator can to select management protocol by TCP/UDP/ICMP/Content
Filter/Domain Filter and IP P2P.

Protocol ANY v

TCP

UDP

ICMP
Content Filter
Domain Fiiter
IP P2P

<\

ANY: Select "Any" is all deny Protocol, administrator can filter local IP / IP range go to
destination IP / IP range and use protocol.

TCP: Deny TCP Protocol, Administrator can set TCP protocol and assign IP / IP range.
UDP: Deny UDP Protocol, Administrator can set UDP protocol and assign IP / IP range.
ICMP: Deny ICMP Protocol, Administrator can assign IP / IP range.

Content Filter: Administrator can set web Keyword to filter.

Domain Filter: Administrator can set domain name to filter.

IP P2P:

® Schedule The rule can apply Time Policy.

N N N N

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.
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9. CAP Mode

9-1. Change Setup Mode

If the administrator needs to switch to CAP mode, Please click "System"->" Mode Setup " to change
CAP mode.

IB System Mode

Mode CAP Mode v

CAP Mode
Access Point Mode
ClientBridge Mode
WISP Mode
Router Mode

Click “Save” button to save your changes. And click “Reboot” button to activate your changes

: Please note that the LAN IP addresses in each mode are different from each other

and will not continue. For the first time after switching modes, always perform access

Motice

management on the LAN default IP address of 192.168.2.254

9-2. VLAN Setup

S VLAN L

# Status Flag IP Address Netmask Action

o E3 [ Native ETH1 | Native ETHZ | 192 168.2.254 255.255.255.0 m
1 ED [ ETHL1M | 192.168.101.254 255.255.255.0
2 eI 192.168.102.254 255.255.255.0 m
3 ED 192.168.103.254 255.255.255.0 m

> # Display VLAN No.
»  Status Display on /off line status for the VLAN mode
> Flag Displays the tag ID information used by the virtual network. When

is displayed, it means that the current main wired connection is the

virtual network as the main login system.
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> IP Address Display IP address for the VLAN mode.
> NetMask Display netmask for the VLAN mode.
»  Action Administrator can set VLAN IP Radio 2.4 or 5G-1 or 5G-2 on/off Spanning tree and VLAN

tag
EE VLAN Setup
VLAN Mode @ Enable O Disable
ESIP Setup
IP Address 192.168.2.254
Netmask 255,255.255.0

>  VLAN Mode Administrator can Enable or disable the VLAN function.
» IP Setup Administrator can set the VLAN IP address and NetMask or disable IP.
> NetMask Display netmask for the VLAN mode.

There must always be at least one VLAN enabled. If the administrator disables all the

@ VLANSs, he/she will not be able to login to the manager page. The administrator must

Motlice
then reset to default.

® 802.1d Spanning Tree The spanning tree network protocol provides a loop free topology for a
bridged LAN between LAN interface and 8 WDS interfaces from wds0 to wds7. The Spanning Tree
Protocol, which is also referred to as STP, is defined in the IEEE Standard 802.1d.

Cerio’s AP
Use CAP Mode

LAN2

—  LAN

Q LooP #

Enable Spanning Tree function %
to Anti-blocking packet loop
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= ETH1 VLAN Tag Setup

VLAN TAG (] | 14088
EEETH2 VLANT ag Setup
ETH2 ® Enable O Disable
VLAN TAG O | 1-4096

ETH1 VLAN Tag Setup  Administrator can set Tag ID for the Ethernet port.
ETH2 VLAN Tag Setup Administrator select Enable/disable the Ethernet port and set the Tag ID for

the Ethernet port.

Click “Save” button to save your set function. Then click “Reboot” button to activate your changes.

xDSL
| Packet flow "
R . S =
AR ) wiki (1 %
[ Router H Switch |7 o
’ g AP Station
i \ AZS
"' LOOP ‘ﬂ WDS Bridge
._..-'.-'x N P E".Z
Enable Spanning Tree function Packet flow -, ]}) Wi-Fi ((( ,'
to Anti-blocking packet loop 1 [
AP Station

9-3. AP Control
When Cen0S5.0 AP changes to CAP mode, Administrator can use AP Control functions to centralize

management of APs in the network architecture. AP control Setting functions have “Scan Device”,
“Batch Setup”, “AP Setup”, “Group / Map setup” and Authentication Profile setup etc..

Please click “AP Control” to enter AP Management settings

9-3-1.  Scan Device
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E= Filter Device

VLAN# WVLAN 0 (192.168.101.0/24) b4

Default Password =

Sort IP Address vm

# Centralized Management APs operating Instructions.
1. Filter Device
» VLAN# Administrator can select VLAN network to discovery managed Aps
»  Default Password Set login system password by managed Aps.

» Sort Administrator can select discovery managed Aps Type. (IP or MAC)

= Scan Result

O
# Device MAC Address Password IP Address Netmask Action

2. Scan Result
» #  Display managed APs items
» Device Administrator can select all or single for managed Aps.
» MAC Address Display MAC address for managed AP.
» IP Address Display IP address for managed AP.
» Netmask Administrator can set single Netmask for Managed AP,
»  Default Administrator click the button will can reset to default for select managed APs.

3. Update IP Address & Netmask
»  Control Port Administrator can change VLAN network for managed APs.
» VLANTAG Administrator can set VLAN TAG ID for managed APs.
» IP Address Administrator can set IP address for managed APs, the IP address is
auto-incrementally.

» NetMask Administrator can set NetMask for managed APs.

When the setting managed APs is completed, please click Apply & Reboot button to complete the setup process.
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9-3-2.  Batch Setup

The AP control function supports centralized configuration of managed APs. Administrator can change

VLAN network / Group and batch setup for managed APs.

EE VLAN List

VLAN VLAN 0 (192.168.101.0/24) N
Group None &
Batch Setup VLAN Setup 7

VLAN Setup

Authenlication Profile
| Gateway & DNS |
Time Server
Management Setup
Wireless Basic Setup
Wireless Advanced Setup
VAP Setup
Upgrade Via TFTP Server
Upgrade Via HTTP URL

| Rebaot ]

» VLAN When VLAN Tag function is enabled (please refer for “System VLAN Setup”), administrator
can change VLAN tag for managed APs
» Group When AP Groups are created (please refer” Group setup”), Administrators can select and
change group settings of managed APs.
»  Batch Setup Administrator can centralize setting changes for managed APs.
® VLAN Setup Administrator can set VLAN Tag, IP address and Wi-Fi on/off for the managed
APs
® Authentication Profile After creating Profiles, See: “Authentication Profile” users can
conveniently apply Authentication profiles
Gateway & DNS: Setting Gateway and DNS for managed APs
Time Server: Setting System Time for managed APs. (Please refer to Configure Time Server)
® Management Setup: Setting system name/ system login port and system log server service
for managed APs. (Please refer to “system management”)
® Wireless Batch Setup: Setting Wi-Fi configurations for managed APs. (Please refer to
“Wireless Basic Setup”)
® Wireless Advanced Setup: Setting Wi-Fi Advanced settings for managed APs. (Please refer to
“Wireless Advanced Setup”)
® VAP Setup Wi-FiSSID / channel or security settings for managed APs. (Please refer to
“ Configure Radio 0/1")

® Upgrade via TFTP Server: Administrator can centrally upgrade firmware via TFTP Server for
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the managed APs.

® Upgrade via HTTP Server: Administrator can centrally upgrade firmware via HTTP Server for
the managed APs.

® Reboot: Administrator can reboot managed APs.

9-3-3. AP Setup

Administrator can monitor statuses and modify managed APs information.

Actron

T I (0] CW-4DONAC-E1  192.168.2.253 Bo:4c-ea-04:00-6e 03:43:28 m

VI ANE Device Status System Name P Address MAL Addieas Ugptarne B

€ VLAN Select desired VLAN for AP setup
€ Setup Administrator can modify IP addresses, system login passwords, and web login port
for managed APs. If administrator has change AP devices, administrator can modify MAC

address of the new managed AP.

9-3-4.  Group Setup
Administrator can create Groups within the same VLAN.

EEGr oup List

# VLAN Name Description Action

ER Group Setting
VLAN VLAN 0 (192.168.101.0/24) v
Group Name

Description

VLAN  Select VLAN.

»  Create New Group Click the button to create a new AP Group
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» Device Administrator can select managed APs and import them into the Group.

9-3-5.  MAP Setup
The Map Setup feature allows administrators to upload a floor plan image to a web server,
then use the image URL to import the map into the AP user interface. Once the image is
uploaded, administrators can use the Map Setup function to map out the locations of the AP

network

IS Map List

i MName Description Action

= Map Setting
Map Name Map0
Image URL
Description
Image View
Create New Map Click the button to create map
Map Name Enter map name.

Image URL Paste Map image url

Description Enter the description for the map.

YV V. V V V

Image-View Button Once the Map is created and properly in the Map List, administrators can
click the “Layout” button in the action tab to map out the AP network. Managed APs will appear
in the “Device List” section of the layout page. Administrators can simply drag the AP (IP

Address) to the correct installation location.
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After the Map URL setup confirmation, please reboot the system.

im Map List

i

Kame Descripton Acticn

1 1F_plan Looation Map for man... m

View Once complete, administrators can click the “View” button to monitor AP statuses and

locations.

[ - ¥
.. | |

e . e || |

9-3-6.  Authentication Profile (Profile)
Administrator can pre-set authentication conditions in the profile, the authentication set can refer
“Authentication”.
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il Authentication Profile List

¥ Name Descrption Authentication Edit Action

»  Create New Profile Administrator can create authentication profile.

> Edit Click the Authentication button to Enable or Disable authentication function.
For more details, refer to “Authentication”.

Click Dropdown to set authentication functions. Refer to “Authentication”
dropdown functions.

»  Action: mThe button can modify or delete for the authentication profile.

9-3-7.  Status

Administrator can monitor Tx/Rx flow information, show online users and check system CPU /

Memory information and on/off line for the managed APs. The information data display support
graphical interface.

&= Dieren Chan

I,

7 sy R e 28 A0 1682 951 A8
s00. 1521682 750 TH
o 0
00
0 76 0 on

Byt

VLANG [ St Karres ¥ Ay st Fiscdar Infarmatinn Heecmvrflyies) Trammmil s Uner i)

WLAND & CW-400NAG-EY 182.168.2 2538 01406:46 6(11.0 Mafs) / 100688567 Mbvs) 142.30KB 26.20K8 o
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10. Utility
10-1.Profile Setting

This Functions purpose is to backup current configuration, restore prior configuration or reset back
to factory default configurations.

—
= Profile Setting

In this page, you can save your current configuration, restore a previously saved configuration, or restore all of
the settings in the system to the factory (default) settings.

Save Settings To PC m
Load Settings From PC Choose File | No file chosen
Reset To Factory Default m

EE Update SSL Certification From Local Hard Drive

Certificate File Choose File | No file chosen Upload

»  Save Settings to PC: Click Save button to save the current configuration to a local disk.
»  Load Settings from PC: Click Browse button to locate a configuration file to restore, and then
click Upload button to upload.
»  Reset To Factory Default: Click Default button to reset back to the factory default settings and
expect Successful loading message. Then, click Reboot button to activate.
10-2.System Upgrade
Firmware is the main software image that system needs to respond to requests and to manage real time
operations. Firmware upgrades are sometimes required to include new features or bugs fix. It takes
around 2 minutes to upgrade due to complexity of firmware. To upgrade system firmware, click Browse
button to locate the new firmware, and then click Upgrade button to upgrade.

Firmware Information:
Display the system firmware information.
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£= Firmware Information

Sometimes it may be necessary to reboot the system if it begins working improperly. Rebooting the system will not
delete any of your configuration settings. Click reboot button to reboot the system.

Firmware Version Pme-CPE-IPQ60XX-CERIO V0.0.2

Firmware Date 2024/05/06 12:45:19

£= Upgrade Via Local PC

Select File |_Choose File | No file chosen Upload

£= Upgrade Via TFTP Server

TFTP Server IP

File Name Upload

£= Uperade Via HTTP URL

>  Select File: Administrator can select Firmware file in Local PC.

Upgrade Via Local PC and TFTP Server:
The upgrade firmware will support via local PC and TFTP Server and HTTP URL to upgrade system.
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We strongly recommend that you perform the firmware update by following these steps:
1.Please use a RJ-45 network cable to connect the computer and the wireless base AP mode to
perform the update operation. Do not use a wireless connection for firmware update
operations.
2. During the update process, please do not turn off or power off the system.
3. Make sure to update using a compatible web browser to avoid update failures.

o 4. After the update is complete, make sure to perform a factory default reset operation and

MNolice
restart the wireless AP mode.

5. If the update operation is not performed according to the above steps, if the update fails and

the system cannot provide services or cannot operate normally, please forgive us for treating

this situation as a human error and you will lose the product warranty. Service and you will be

charged for related maintenance.

10-3.Network Utility

i= Ping Ulity

IP/Domain

» Ping This utility will help ping other devices on the network to verify connectivity. Ping utility,
using ICMP packets, detects connectivity and latency between two network nodes. As result of
that, packet loss and latency time are available in the Result field while running the PING test.
® |P/Domain: Enter desired domain name, i.e. www.google.com, or IP address of the

destination, and click ping button to proceed. The ping result will be shown in the Result

field.
® Times: By default, its 5 and the range is from 1 to 50. It indicates number of connectivity test.
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E2 Traceroute

Destination Host

Max. Hops G

»  Traceroute Allows tracing the hops from the CenOS 5.0 AP device to a selected outgoing IP
address. It should be used for the finding the route taken by ICMP packets across the network to
the destination host. The test is started using the Start button, click Stop button to stopped test.
® Destination Host: Specifies the Destination Host for the finding the route taken by ICMP

packets across the network.

® MAX Hops: Specifies the maximum number of hops (max time-to-live value) trace route will

probe.

10-4.Reboot

E= Reboot

Sometimes it may be necessary to reboot the system if it begins working improperly. Rebooting the system will
not delete any of your configuration settings. Click reboot button to reboot the system

Reboot

This function allows user to restart system with existing or most current settings when changes are made.

Click Reboot button to proceed and take around three minutes to complete.
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11. Status

The status mainly displays system related information, including system network information, wireless base
station information, and wireless user connection information.

11-1. Overview

IR Overview
Mode Access Point Mode v
System Name OW-500-6N00
System Time 2025/02117 02:02:02
System Uptime 03:40:58
Firmware Version Pme-CPE-IPQ60XX-CERIO V0.0.2
Firmware Date 2025/02/03 11:08:34
ETH1 MAC Address 8c:dd-ea ffff:38
ETH2 MAC Address 8cdd-ea fi .39
Wifi0 MAC Address 8cddeafiff3a
Wifi1 MAC Address 8c:4d.ea fiif3b
Wifi2 MAC Address 8ciddeafiffic
Gateway 192.168.2.1
DNS1 192.168.2.1
DNS2
Port Link B B
ETH1 ETH2

»  Overview It mainly displays the current mode, name, time, firmware version, network card
address and related network settings.
» Information Shows the performance / memory usage of the total CPU space used by the

current system and the current number of connected wireless users.

== Information
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» Radio 0/Radio 1/Radio2 Displays the basic operating mode information of the current Radio
0 (2.4GHz) / Radio 1 (5GHz-1) / Radio 2 (5GHz-2) wireless AP.

Band Mode 802 11ax e
Channel
Rate 573.5 Mbis

Wi
in
B

Band Mode BOZ 11ax v
Channel %
Rate 1201.0 Mbls

dicy T
1o

v
1]
=]

Band Mode 802 11ax %
Channel G4
Rate 2401.0 Mbv's

11-2. Wireless Client
IBLAN

Radio MAG Address RSSI Rate(RX/TX) Bytes(RX/TX) Packet(RX/TX) SEQ{RX/TX)

The page can be display Wireless user information link to access point. Administrator can monitor

MAC address / rate and RSSI for the wireless users. (In addition to CAP mode)

Radio Display information for wireless client connection Radio 0 or 1

MAC Address Display information of clients Wi-Fi MAC address

RSSI  Display information of clients Wi-Fi connection signal strong and weak.
Rate(RX/TX) Display information of clients Wi-Fi connection data rete.
Byte(RX/TX) Display information of clients Wi-Fi byte

Packet(RX/TX) Display information of clients Wi-Fi packet

Y V V V V VYV V

SEQ(RX/TX) Display information of clients Wi-Fi sequence.
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11-3.  Online Users
The status can display online users by Captive Portal. Administrator can monitor user’s login /
logout time and account type for the authentication account. (This page only used AP mode)

= Authentication Zone Online Users

User Download Upload Download Upload
VLAN# Authentication Count Packets Packets Bytes Bytes Action

: This function works in the wireless AP mode. When the web authentication function

is activated, the current connection status and related information of online users

Notice
who have passed the authentication will be displayed.
» VLAN# Display VLAN number.
»  Authentication Display Captive Portal authentication function is on/off in the VLANS.
» User Count Display the VLAN network connected user’s amount.
»  Download/Upload Packets Display total download or Upload packets amount information of

the VLAN.
»  Download/Upload Bytes Display total download or Upload flow information of the VLAN.

11-4.  Authentication Log

> Date Administrator can select dates.
>  VLAN# Administrator can select VLANS.

»  Detall Administrator can clicl button to open detall information.
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11-5.  System Log

= =
am ovitem Log

Time Facility Severity Message
2023-06-01 System Info started: BusyBox v1.24.2
08:00:26
2023-06-01 Wireless Info wds1: IEEE 802.11 driver had channel switch: freq=5180, ht=1, vht_ch=0x0,
00:00:26 offset=1, width=5 (160 MHz), cf1=5250, cf2=0
2023-06-01 Wireless Info athD1: IEEE 802.11 driver had channel switch: freq=5180, ht=1, vht_ch=0x0,
00:00:27 offset=1, width=5 (160 MHz), cf1=5250, cf2=0

Time The date and time when the event occurred.

Facility It helps users to identify source of events such “System” or “User”

Severity Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.
Message Description of the event.

Click “Refresh” button to renew the log

V V V ¥V V V

Click “Clear” button to clear all the record.
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Appendix. WEB GUI Valid Characters

Table A WEB GUI Valid Characters

IP Address IP Format; 1-254
IP Netmask 128.0.0.0 ~ 255.255.255.252
IP Gateway IP Format; 1-254
Primary DNS IP Format; 1-254
Secondary DNS IP Format; 1-254
Hostname Length : 32
0-9,A-Z az
~1@#SN N () _+-{}:<>?[1/;, .=
Start IP IP Format; 1-254
End IP IP Format; 1-254
DNS1 IP IP Format; 1-254
DNS2 IP IP Format; 1-254
WINS IP IP Format; 1-254
Domain Length : 32
0-9,A-Z, a-z
~1@#S% N> () _+-{}]:<>?[1/;", .=
Lease Time 600 ~ 99999999
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Table B WEB GUI Valid Characters (continued)

System Name/ Location

Length : 32

0-9,A-Z,a-z

Space
~t@#S%N* () _+-{}:<>?[1/;",

Description

32 chars

Password

Length: 4 ~30
0-9,A-Z,a-z
~t@#$%hx()_+-{}:<>?[1/;",

HTTP/ HTTPS Port 1~65535
Telnet/ SSH Port 1~65535
RO/RW community Length : 32

0-9,A-Z, a-z

~T@#S%A* () _+-{}]:<>?[];", .=
RO/RW user Length : 31

0-9,A-Z,a-z

~t@#S% N () _+-{H:<>?[];7, .=
RO/RW password Length : 8 ~ 32

0-9,A-Z,a-z

~t@#S%N* () _+-{H:<>?[];7, .=
Community Length : 32

0-9,A-Z, a-z

~1@#$%A* () _+-{}|:<>2[];, .=

IP IP Format; 1-254
Tx Power 1-100 %
Profile Name 32 chars
ESSID Length : 31
Space
0-9,A-Z, a-z
~1@#$% N> () _+-{}|:<>2[1/;", .=
WEP Key 10, 26 HEX chars or 5, 13 ASCII chars
Pre-shared Key 8 ~ 63 ASCII chars; 64 HEX chars
Beacon Interval 20~ 1024
Date Beacon Rate 1~255
Fragment Threshold 256 ~ 2346
RTS Threshold 1~2347
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Table B WEB GUI Valid Characters (continued)

ESSID

Length : 31

Space

0-9,A-Z,a-z
~t@#S%N* () _+-{}:<>?[1/;",

Maximum Clients

1-~32

VLAN ID

1~4094

WEP Key

10, 26 HEX chars or 5, 13 ASCII chars

Group Key Update Period

>=60 seconds

PMK Cache Period

>0 minute

Pre-Shared Key

8 ~ 63 ASCII chars; 64 HEX chars

Radius Server IP

IP Format; 1-254

Radius Port

1~65535

Shared Secret

8 ~ 64 characters

Session Timeout

>=60 seconds; 0 is disable

AES Key 8 ~ 63 ASCII chars; 64 HEX chars
Peer's MAC Address 12 HEX chars

Description 32 chars

Source Address IP Format; 1-254

Source Mask 0~32

Source Port 1~65535

Destination Address

IP Format; 1-254

Destination Mask 0~32

Destination Port 1~65535

MAC address MAC Format; 12 HEX chars
Description 32 chars

Private IP

IP Formate; 1-254

Private/ Public Port

1~65535

com.tw
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