Lokies User Guide

LOKIES

User Guide

Version 1.2

www.t42.co.uk & support@td2.co.uk &




{:e Lokies User Guide

May 2024

COPYRIGHT © t42, ALL RIGHTS RESERVED.

Distribution of substantively modified versions of this document is prohibited
without the explicit permission of the copyright holder.

Distribution of this work, or of a derivative thereof, in any standard (paper)
book form for commercial purposes is prohibited unless prior permission is
obtained from the copyright holder.

DOCUMENTATION IS PROVIDED «AS IS» AND ALL EXPRESS OR IMPLIED
CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE
EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

2 www.td42.co.uk & support@td2.co.uk &




f& Lokies User Guide

Contents

1. Introduction 5
2. Package Contents 6
3. Product Description 8
Front LED signals 8
Technical specifications 9
Downloading the software 11
Installing the software 11
Installing the update 17
Installing the cable driver 19
Disassembling the device 20
Disassembling the device - SIM installation 24
Configuring the device 25
Network settings 32
Hardware settings 36

BLE Tab 38
Device BLE Encryption 38
Saving the configuration 40
Configuring a new device with the saved configuration ______ 40

- 5. Testing 41
= TCP test a1
GPS test 42

Unit Status 43

6. Monitoring 44
Units 48

Lokies Keys 50

Groups 53

Users 55

Plans 62

— www.t42.co.uk & support@td2.co.uk &




W=

Lokies User Guide

Monitor 69
Scheduled reports 81

Help 85
Appendix A - Device Communication in t42 86
Appendix B - Maintenance 88
89

Appendix C - Contacts

4 www.t42.co.uk

&

support@td2.co.uk &




{:& Lokies User Guide

1. Introduction

Lokies is a versatile, user-friendly, smart reporting padlock that keeps you
updated in real time. Lokies is the latest version of the award-winning Lokies
padlock, which combines advanced GPS and GSM technology with a versatile

locking system.

It provides notifications in real time upon any predefined irregular event,
acting both as a security measure and a monitoring solution. Lokies protects
your assets and communicates with you no matter where you or your assets

are.

Lokies is equipped with high-end electronic components; its battery capacity
is increased fourfold compared to that of WatchLock. Lokies design shell

made it possible to fit a variety of C10 padlocks from various manufacturers.
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2. Package Contents

P 4 :?‘ N
i |

1. Lokies Pad Lock
2. Key to open the Lokies

3. Silicon Case

4. Charging\configuration Cable
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Old Generation Lokies padlock:

%

1. Lokies Pad Lock

2. Key to open the Lokies

3. Charging\Configuration Cable

4. Adaptor to which the charging\configuration cable is connecting

5. Silicon Case
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3. Product Description

Lokies is a combination of an electronic tracking device with GPS locating
system, cellular-based communication capabilities, and a padlock.

Together they provide immediate triggered alerts and location information
through email, a web-based monitoring system, or a smartphone app.

This manual describes how to configure and monitor the Lokies device.
Front LED signals

There are 3 LEDs in the front of the device: RED, and BLUE.

Once the device is turned on, either by pressing the blue button or a
connection to the pc using a Type C cable, all 3 LEDs flash rapidly together
for 3 times.

The same occurs when the device is turned off but the flashing pace is
slower.

When starts charging, only the right RED LED remain steady and on until the
device is fully charged, when the battery reaches above 95%, the GREEN
LED will turn on steady.

When an authorized key sends an unlock command to the device, the middle
GREEN LED would blink until you unlock the device physically (pressing the
blue button and pulling the shackle out) or until the blinking stops and the
motor closes back.

The BLUE LED is reserved for being used in events.

8 www.t42.co.uk & support@td2.co.uk &




te

Lokies User Guide

Technical specifications

Location Type GPS, GLONASS (optional)
Time to First Fix 12 sec. (hot start)
(TTFF) 10 m CEP (50%)
Positioning Accuracy 0.2 m/s (50%)
Velocity Built in (concealed)
Antenna Type
Environmental Operating -20°C to +60°C
Specifications Temperature -40°C to +85°C
Storage Temperature
CPU Static RAM 128 KB
Non-volatile Memory 34 KB
Flash Memory 2048 KB
Battery Type Lithium-ion: 3.7V, 3000 mAh
Power 5V charger
External Battery | Type Lithium-ion: 3.7V, 3000 mAh
(Optional)
Communication Type HSDPA /HSUPA: 800, 850, 900,
1800, 1900, 2100 Optional
Modems: LTE
Data channels: SMS & TCP/IP
Antenna Type: Built in (concealed)
Physical Dimensions 7.5x7.5x8cm (17 cm with C2
Specifications shackle)
Weight 910 g (padlock included)
Accelerometer Type 3 Axis, 0.1g resolution
Purpose Identify and report events of
impact
Access Port Type UsSB C
9
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Power Sleep/Idle 0.5
Consumption GPS only 105
(mA) GPRS only 80
GPS and GPRS 165
Bluetooth BLE 4.1
www.t42.co.uk & support@td2.co.uk &
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4. Configuration

Downloading the software

For the link to download the Installer application setup file, please contact
t42 technical support by Email: support@t42.co.uk or Skype:
starcom.support.

Installing the software

Locate the folder where you saved the installer setup file. Double-click the
InstallSetup.exe. A Windows Defender window appears. Click More info.

Windows protected your PC

Windows Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.
More info

11
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Windows protected your PC
Windows Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: InstallSetup.exe
Publisher: Unknown publisher

Click Run anyway. The Select Destination Location window appears.
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]

Select Destination Location
Where should Starcom Installer Application be installed?

Setup will install Starcom Installer Application into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

|C:\Prngram Files (x868)\StarcomSystems\Installer Application Browse...

At least 1.2 MB of free disk space is required.

Click Next. The Select Components window appears.

ﬁ%‘ Setup - Starcom Installer Application —

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
imstall. Clidk Mext when you are ready to continue.

Full Installation e
o Installer Application 4.5MB
Map¥ Support 12,0 MB

Current selection requires at least 17.6 MB of disk space.

< Back Cancel

13
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Click Next. The Select Start Menu Folder window appears.

ﬁ%‘ Setup - Starcormn Installer Application —

Select Start Menu Folder
Where should Setup place the program's shortouts?

;_] Setup will create the program's shortouts in the following Start Menu folder.
[ =]

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Starcom Systems Browse...

[ ]Don't create a Start Menu folder

< Back Cancel

NOTE: Select Don’t create a Start Menu folder checkbox, if you do not
want to create a start menu folder.

Click Next. The Ready to Install window appears.
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ﬁ Setup - Starcom Installer Application —

Ready to Install

Setup is now ready to begin installing Starcom Installer Application on your
computer.

Click Install to continue with the installation, or didk Badk if you want to review or
change any settings.

Destination location:
C:YProgram Files (x36)\starcomSystems\InstallerApplication

Setup type:
Full Installation

Selected components:
Installer Application
MapX Support

Start Menu folder:
Starcom Systems

« Back Install Cancel

Click Install. The installation starts, and a progress bar appears in the
window indicating the progress of the installation.

ﬁ Setup - Starcom Installer Application —

Installing
Please wait while Setup installs Starcom Installer Application on your computer.,

Extracting files...
C:'\Program Files {(x86) MapX\LEGEMD.DLL

i _

Cancel

15
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When the installation is complete, the Completing the Starcom Installer
Application Setup Wizard window appears.

ﬁ%‘ Setup - Starcormn Installer Application —

Completing the Starcom Installer
Application Setup Wizard

Setup has finished installing Starcom Installer Application on
vour computer, The application may be launched by selecting
the installed shortouts.

Click Fimish to exit Setup,

Click Finish.
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Installing the update

To install the Installer update software, locate the folder where you saved
the update file. Double-click IUpdate.exe. The Starcom Installer Update

window appears.

ﬁ Starcorn Installer Update — >

Hellal

This will update the Starcom software that you own. In order to
complete the upgrade, please enter the drive where you installed
your software to (eq: C:hor D).

Enjoy!

Destination folder

pgram Files . Browse...

Extraction progress

Extract Cancel

Verify that the Destination folder points to the location where the Starcom
Installer software is installed and click Extract.

17
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A Confirm file replace dialog box appears. Click Yes to All.

B

Extracting files to "C:\Program Files (x8&8)\5tarcomSystems\Installer Application”
folder
Extracting from IUpdate.exe

Confirm file replace >

The following file already exists

elnstall. exe

Would you like to replace the existing file

_ 4 1,651,712 bytes
Extracting ¢ modified on 13-May-18 10:34 AM
with this one?
Extraction g * 1,651,712 bytes
modified on 13-May-18 10:34 AM
f Yeg i| Yes to Al Rename
Mo Mo to All Cancel -

The installation starts, and a progress bar appears in the window, indicating
the progress of the installation.
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E Starcorn Installer Update — >

Extracting files to "C:\Program Files (x8&8)\starcomSystems InstallerApplication”

folder
@ [Extracﬁng from Ipdate.exe

Extracting Enforcer.ini

Extraction progress

| Pause | Cancel

The Starcom Installer Update window closes, when the update is complete.

Installing the cable driver
Lokies cable driver can be downloaded from the following location:

http://www.ftdichip.com/Drivers/VCP.htm

Download the driver for the proper Windows version.
The driver Installation Guide can be found at the following location:

V4 http://www.ftdichip.com/Support/Documents/InstallGuides.htm

Download the Installation Guide for the proper Windows version. Follow the
instructions in the Guide to install the cable driver.

19
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Disassembling the device

The unit can be disassembled only when it is unlocked, and the shackle is
completely removed from the unit. When first received, the unit will be
shipped unlocked and opened.

20 www.t42.co.uk & support@td42.co.uk &




f& Lokies User Guide

Insert the dedicated key to the side of the padlock.
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Press the key and slide the plastic module down
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Use a crosshead screwdriver to remove the 4 screws on the back cover

23
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Disassembling the device — SIM installation

Once the back cover is opened, insert a micro-SIM (3FF) into the SIM slot
and press it until you hear a click sound:
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Configuring the device

Use the Lokies USB-to-USB C cable to connect the Lokies to the computer:

To open the Installer application, from the Start menu select Starcom
Systems > Installer Application. The Installer company name window
appears.

Installer ot

Flease set company name ||

Cancel

Enter your company name and click OK.

The Wizard window appears. Unclick the Always show this wizard on
program startup option and press Cancel.

3 wizard - [m| X

Welcome to Starcom System

STARCOM "™

Systems This wizard will guide you through the preliminary setup and configuration of
Starcom's device.

The setup consists of 2 easy steps:

1. Entering information regarding your computer and the cellular network
you will be using.

2. Setting up and testing the units.

Always show this wizard on program startup & Cancel

25
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The Installer window appears.

n Starcom - Installer (v2018.05.13) - a X
Technical Preferences Windows Help

|2 werd Euitstons @ s Ko

& cor @ wep setup

-
Unit Number Address
Status  Testing Comment

- Request status
> - Logic state
> - Output
> - Tracking
> - Compressed Tracking
> - TCP Tracking
5 TCP
- Leam Dallas

Click Technical > Communications or press the Communications button
A Commurications on the taskbar at the top of the window.

[Init Filter:

Click th l&djg?:ﬁced button | Advanced.. | o ~ommunications Window will
appea =
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n Communication Window EI@

Configuration  pessages

Metwork s

Awailsble Metworks:

75 Add *+3 Bemove

B 2 #
Save Heload Restart

Click the Add button | * 2% | The Network Selection window appears.

Bl Metwork Selection — O *
Supported networks:

Direct connection to Helios units

LCUSs00
Raoute
TCRIF
IR
R SHPP
e kotC18

G5
TC35
TOA i

ﬁ o 0K

Select Helios from the list and press OK to add a Helios network.

The Communications Window will now display the new connection in the
Available Networks list, which is named Helios 1. (The name "Helios" in this
case of the device connection to the Installer applies globally to all device

types).

27
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n Communication Window

Configuration  mMessages

Metworks  Heliozs.1

Avyailable Metworks: Metwork, alias:

Addresses Prefises:

[= o =]

Units List:

Helioz.1 [Heliog] Helios.1 |

R colar:
Click here to change! |

T4 color:
Click here to change! |

T Timeout:
B0 %| Seconds

M odify source prefis

| e Update

2 Manual T

! 73 Add ’ 5 Bemove

H 2 ¥

Ly

Save FReload Restart

[Usze one unit or one
unitz range per ling)

Click on Helios.1 button to configure and activate the connection.

n Comrunication Window

Configuration  Messages

Metwarks || Helioz1

[ Activate
COM-1| ~ | 1115200 v
Corn Faort Baud A ate

ﬁ Auto Check

o ICP Test Open terminal

B % #

L,

Save Heload Restart

(o] E ]

Select the COM port number of the Lokies cable port in the Com Port menu.

To verify the COM port being used by Lokies in your computer, go to My
Computer > Manage > Device Manager > Ports.

28
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oy Device Manager — O it
File Action View Help
e mHml B

*= |DE ATA/ATAPI controllers A
"
==

Imaging devices
Keyboards

B Mice and other pointing devices
[ Monitors

[ Network adapters

= Printers
1 Processors

W7 Security devices

§3 SM Driver

B Software devices

I Sound, video and gare controllers

¢.,T# Storage controllers

i3 System devices

i Universal Serial Bus controllers

= WSsD Prnint Provider W

29
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Set the Baud Rate to 115200 (default). Check the Activate checkbox and
click Save.

n Communication Window EI@

Configuration  pessages

Activate

Ng:nma/ ~ | [115200 v

— Laom Port Baud R ate
ﬁ Auta Check

w* TICP Test Open terminal

=] = F

Save Rpload Restart

g—

If Lokies device has connected successfully, a "Helios.1: on" notification will
appear in green color at the bottom left corner of the Installer application

main screen .
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To access the device parameters, press Technical > Lokies Parameters,
or right click on the taskbar at the top of the Installer application window and

press Customize. Select Lokies Parameters and drag/drop it into the
taskbar. Press Close.

4 Customize
Actions
Categories: Actions:
Prefrences ¢f Firmware Update ”
P
Help !f} Watchlod: Parameters
(Al Actions)
. Wizard
E| Helins Canhis hd
Description

To add actions to your application simply drag and drop from either
Categories or Actions onto an existing ActionBar.

Drag to create Separators

31
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Press on Lokies Parameters and use the settings to configure the device.

“ .
Press the Read from device button M to read the parameters
already configured in the device.

n Lokies Parameters E\@
ﬁ Load Save
M Selact Al 3 Read from unit & Send Multiple urits
Unit Mumber: Address:
(632313 SIE |

\K) Metwark @ Transmiszion Rates %@% Hardware E) BLE

O
SM5 Destination
|:||intemet | lelank | lelank
Cellular 4PN Cellular Usermame Cellular Password
|:||muting‘l.starcoms_l,lstems| : |:||BBDU 2 |
First server Part
|:||loutingE.stalcoms_l,lstems| : |:||BBDD = |
Secondary Server Port

Network settings

This tab allows you to enter all the parameters necessary for the device to
connect to the network.

n Lokies Parameters E\@
@ Load Save

4 . ;
11 Select Al o Read fram unit W Send Single unit bultiple units

rit Mumber: Address:
(532313 SIE |

B Netwark €# Transmission Rates 508 Hardware &) BLE

- & D
SMS Destination
Dlinternet | lelank | |:||I:-Iank
Cellular &P Cellular Uzernanne Cellular Password
|:||rnutinglstalcnmsystemsl : |:||EBDD = |
First semver Fort
|:||routing2.starcnms_l,lstems| : |:||EEEIEI = |
Secondary Server Fart
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SMS Destination

The device transmits via GPRS by default and via SMS as a backup, when
GPRS connection is not available. The number to be entered in the SMS
Destination field is the SIM card number used in the SMS Terminal device
connected to the routing server or the SMPP target number. For more
information, see SMS Notifications guide.

APN settings

The APN settings are essential for the device to transmit messages and
alerts. The APN settings are provided by your cellular operator with the SIM
card you are using in the device.

GPRS APN (Access Point Name) - the name of the gateway provided by
your cellular operator (e.g., internet).

GPRS Username - username provided by your cellular operator (e.g.,
blank).

GPRS Password - password provided by your cellular operator (e.g.,
blank).

First server — main routing server, which the devices transmit to (by
default, it is Starcom Systems server 1).

Secondary server - auxiliary routing server, which the devices transmit to
(by default, it is Starcom Systems server 2).

~ Port — port open for communication on the routing server (default port is
" 6600).

33
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Transmission Rates settings

This tab allows you to configure the intervals of regular tracking
transmissions which define how often the device will transmit its status.

n Lokies Parameters EI@
@2 Load Save

Mg Selact Al 3 Fead from unit [ Send Single unit | b Litiple: uriits
nit Mumber: Address
(532313 SIIE |

5 Metwark €8 Transmission Rates 08 Hardware 6 BLE

Interyals
Tranzmizion 1 & min ~ | [ Only when weak impact detected
Standby I/ 1 min e
GPS Peek [] Mane ~ | [ Only when weak impact detected
Logaing 1 & min w

<

Mo movement [ ]| 15 zec

Send meszages from the memony by:

[Reaular cellular data will always be used)

[J5Ms5
] Roaming

Transmission - interval of regular tracking transmissions which defines how
often the device will transmit its status.

/" GPS Peek - interval of the GPS update which defines how often the device’s
GPS module will update its location.

Transmission and GPS Peek values are usually left the same. In some
instances, these parameters can be configured with different values. For
example:

GPS Peek can be faster than Transmission when between the regular
transmissions the device can enter or exit a specified perimeter. In such
case, a Perimeter event created on t42 Online will be triggered by the change
in the device location. For more information, see Chapter 7 — Monitoring.
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GPS Peek can be slower than Transmission when the device is installed in a
remote location for long periods of time, when the GPS update is not really
required. In such case, Transmission can be set for 1 day, for example, and
GPS Peek can be set for 5 days (highest value) to save battery power.

For the testing period, you can set the transmission rates at a higher interval
(e.g., 10 minutes). Once the device is tested, you can set the transmission
rate at a proper working interval (e.g., 5 hours).

Transmission rates also determine how long the battery will stay charged.
Every transmission uses the battery. The faster the transmission rate, the
faster the battery will end.

Note that these are the regular scheduled Tracking transmissions and they
do not include the additional random transmissions and alerts, like
Open/Close, Location Update, etc., which also use the battery.

Logging - interval of data logging, during which the device will wake up only
for a few seconds to record its current state but will not transmit (useful for
temperature / light logging). The information will be transmitted along with
the next transmission (tracking/opening/etc.).

Only when weak impact detected - when enabled, tracking messages will
only be sent if during the selected period a weak impact was detected.

NOTE: This will disable the weak impact transmissions.

Standby - if "Only weak impact is detected" is enabled use this setting to
set the tracking rate when the device is stationary. This interval must be
slower than the Transmission rate (e.g., use 1 day as Standby and 15
minutes for Transmission).

No movement - time without movement before a "No movement” alarm is
sent. Recommended to be used together with the "Only when weak impact
./ detected” setting above.

When the device is out of GPRS coverage, the messages will be saved to the
device memory. Messages saved in the memory can be sent when the device
resumes the connection to home cellular network, or to the roaming network,
if the SIM card used in the device has a roaming service enabled by your
cellular provider.

35
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SMS - select this option if you want the device to transmit messages saved
in the memory via SMS. The device transmits by GPRS by default and by
SMS as a backup when GPRS connection is not available. For more
information, see Appendix A - Device Communication in t42.

Roaming GPRS - select this option if you want the device to transmit
messages saved in the memory via roaming GPRS. In order for this to work,
the SIM card used in the device must have a roaming service enabled by

your cellular provider.

Hardware settings

This tab allows you to configure various hardware settings.

£
@3] Load

" Select Al S Read from Lnit & Send

Address:
=/ [o |

Unit Murnber:
|53231 3

5 Metvark @ Transmission Fates @ Hardware ) BLE

O
[ Monitar "Break-in"' events Light threshald
[ Location updates A7 o
[ Location by cellular
] Tranzmit after first start-up
[JUse AGPS
[T Use button for unlocking
I Remate unlacking
] Riemain active if started from USE
[ Hanual lacking
[T Filter inputs
WWeak Impact Strong Impact

1.1 ~| |25 ~| (34 ~| |10 ~

Farce [g) Cruration [mSec) Force [g] Ciuration [mSec)

Save

Single unit

Multiple units

Monitor "Break-in" events - not applicable to Lokies. Do not use.

Location updates - GPS enabling option. Once activated, the device’s GPS
module will be turned on upon every transmission, and location update

transmissions will be sent.
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Location by Cellular - when enabled, location lookup will be done
according to cellular antennas if GPS is not available.

Transmit after first start-up - if this option is activated, a "Power On"
message will be transmitted whenever the device is powered on for the first
time or gets restarted.

Use A-GPS - when enabled on supported devices, Assisted GPS data will be
downloaded from the GPRS to get better and faster GPS fix.

Use button for unlocking - used to activate the physical batten on the
lock. When the unlock command from the Lokies app will be sent to the unit,
the button will blink blue for 60 seconds, during this period of time, if
pressed the button will unlock the Lokies.

Remain active if started from USB - used to keep the device turning on
also after disconnected from the USB cable.

Weak Impact / Strong Impact -accelerometer parameters used to define
two types of impact (hit, push, drop. etc.) on the device.

Force (g) - determines the threshold of the force needed to be measured in
order to send an alert. Select "Disabled", if you don't wish to use the alert.

Duration (msec) - determines the duration of the force needed to be
measured in order to send an alert.

The default values configured in the device are based on the laboratory
testing results, they were found to be acceptable in most cases. These values
can be tested and changed according to the specifics of your work. To change
these values according to specific conditions, you need to test the device with
different values and choose the best option. The lower the setting, the more
often the device will respond to a weaker impact.

Once all the necessary parameters are set, press the Send button

a0 to send the changes you made to the device.

37
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BLE Tab

Device name - This is how the BLE name would be recognized by other
Bluetooth devices, leave blank this field so it will work properly with Lokies
Smart Lock App.

Scan Interval — When set to a certain interval, the Lokies will capture all the
compatible BLE beacons\sensors info in its vicinity and would transmit the
data to our Online platform.

Device BLE Encryption

As part of the software security of our battery-based devices with BLE
capabilities, there are default factory encryption keys that are recognized by
our Installer application for initial configuration and debugging purposes.

Default Factory Keys: "0000000000000000" \ "FFFFFFFFFFFFFFFF"

IMPORTANT NOTE! - If the key wasn’t modified, anyone using our Installer
application would have access to the device and would be able to change its
configuration.

Each device can be encrypted with a 128-bit encryption key to achieve
maximum security for BLE or Wired communications.

There is a random key generator option that can be accessed by our Installer
Application (Lokies Parameters - BLE Tab), by pressing the "key" |% button
you will be to set an encryption key or choose one manually.

n Lokies Parameters EI@
@ Load Save

14 | i ) ) 2 2
17 Select Al = Fiead from unit & Send Single unit Multiple units

Unit Murnber: Address:
\x’ M etwark @ Transmission Fates @ Hardware & BLE

oL ]o -

Device name Scan interval

Ol

Authorization Key [Use all 0 or F for not uzed)

[ Use Link-Level Encryption

ELE authorization key. On first connection this value iz used along with the initial zeed to authenticate the connecting device.
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Once the device is set with an encryption key, it will be transmitted and
registered automatically on our platform, can be accessed on the individual

"Parameters" \ configuration settings of the device.

It is highly recommended to keep aside a list of the encryption keys per
device so in case the unit was not loaded with a sim card for cellular
communication you will still have access to the encryption key at hand.

The new encryption key will take effect 10 minutes after the device was
disconnected from PC, from that point on to access the device using the
Installer Application you must use the new encryption that was set to gain

access for configuration. (see image below)

Lokies

Enter BLE key for UNIT ID

oK

Cancel

39
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Saving the configuration

If you are planning to configure other devices with the same parameters, you

can save these settings as a *.mem file. Click the Save button L
the Lokies Parameters window, select the location where you want the
configuration file to be saved on your computer, name the file and press
Save.

Configuring a new device with the saved configuration

To configure a new device with the saved parameters, click the Load button

M in the Lokies Parameters window, browse to the location where
you saved the configuration file, select the file and press Open. Click the

7 Select Al

Select All button I to select all the parameters and press the

& Send

Send button I to send the changes to the device.
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5. Testing

It is important to test the device connection to the network, the correct GPS
location, the device status and inputs response before installing the device.
To do this, you need to perform the following steps.

TCP test

This test verifies that the SIM card is open to the GPRS network, the device
can connect to the network and make successful TCP/IP transmissions.

Press the TCP Test button ~ » IFTest  (Communications > Advanced
> Communication Window > Configuration > Helios.1). Wait a few
minutes until you receive a pop-up window with a successful connection
message.

Installer x|

Test successed {unit connected)!

If at the end of the TCP Test you do not receive a successful message, check
your APN settings (Lokies Parameters > Network). Contact your cellular
provider and make sure the SIM card is open for GPRS. Verify that your SIM
card is not protected by a PIN code. If necessary, use a mobile phone to
cancel the PIN code.

You can also perform the test manually using the Terminal window. Open
the Terminal window (Communications > Advanced > Communication
Window > Configuration > Helios.1 > Open Terminal) and type the
/" following commands:

\tdm and press Enter (Modem mode). The modem will be turned on.

\tr and press Enter. This command runs a series of actions to check the
parameters such as reception level, visible networks and registered network,
SIM card state and information. It also attempts to connect to the routing
server. If successful, a "TCP: Send+" message will appear in the Terminal
window.
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4 Helios.1 B 10| x|
\tfiTesting Mode On
\tdm

Modem mode.
\tr

OK
g§+HIPCRLL=1,"intevnet”,"blank”,"hlank"

+MIPCALL: 31.154.153.213
TCP: Registered

TCP: Opening socket
AT +MI PCLOSE=1
ERROR
+MI POPEN=1,1034, "routinglistarcomsystems.con'.6600,0

GPS test

NOTE: If you're testing the device inside the building, it will not be able to
get a GPS signal in most cases. In order to get a proper GPS location, the
device has to be placed outside the building, or outside the window, where it
can access the satellites.

Open the Terminal window (Communications > Advanced >
Communication Window > Configuration > Helios.1 > Open Terminal)
and type \tdg (GPS mode). GPS readings will be displayed. When you see
"A,3"... reading, it will indicate a GPS fix signal.

ol

SGPUTG.A00.0,T, .M.000.0.N,000.0, K, A>AD
SGPGGA _1@A1232.117,3205.0332,N,03448.3701 . E,1.10,0.9,86.7,M.17.9,. M, .0000=6B
SGPGSA A,.3,11,03,32,19,14,22,01.20,23,31,,.1.9.0.9,1.6%3B
SGPGSVU.571,10,11,.74,271,41,01,.57,.322,43,32,56,.319,43.31.36,.116,41%75
$GPGSV.3.2,10,20,34,.294,39.19.33.201,40,14,25,041,38,23,22,224,39%75
SGPGSU.3.3,10,22,13,077,37,03,12,188,33%7F
$GPRMC.101732.117,A,3205.0332,.N.03448.3701 .E.000.0,.000.0,240113 ., .A*62
SGPUTG.000.0,T, .M.000.06,N,000.0,. XK. A>AD
SGPGGA,1081733.117,3205.8335,N,03448.3700.E,1.10,0.9,86.1,M.17.9,. M. .0000=6A
SGPGSA.A,3,11,03,32,19,14,22,01,20,23,31,,,1.9,0.9,1.6%3B
SGPRMC.101733.117.A,.3205.0335,N.03448.3700,.E.000.0,000.0,240113, , .A*65
SGPUTG,.000.06,T. .M.000.6,N,000.0, K, A=8D
SGPGGA,181734.117,3205.0330,N,.03448.3697,.E.1.,10,0.9,.86.5,.M.17.9,.M. .0000%63
SGPGSA.A.3.,.11,03,32,19,14,22,01,.20,.23,31,,,.1.9.0.9,1.6%3B
$GPRMC.101734.117,.A,3205.0330,.N.0A3448.3697.E.000.0,.000.0,240113, , .A*68
SGPUTG.000.0,T, .M.000.06,N,000.0,. XK. A>AD
SGPGGA,.181735.117,3205.0328,N,.03448.3694.E,.1,10,0.9,87.7,.M,.17.9,.M. .0000%6B
8 SGPGSA.A,3,11,03,32,19,.14,22,01,20,23,31,,,1.9,0.9,.1.6%3B
£ SGPGSV.3.1,10,11,74,271,42,01,.57,322,43,32,56,319,43,31,.36.,.116,41%76
%8 $GPGSV.3,2,10,20,34,294,40,19,33,201,40,14,25,041,38,23,22,224,39=7B
$GPGSU.3.,.3,10,22,13,.077,37,03,12,188,34%78
X SGPRMC.101735.117,A.32085.0328,N,. 083448 .3694,E,.000.0,000.0,240113, , .A*63
: SGPUTG,.000.0,T, .M.000.0,.N,.000.0,K,A=8D
SGPGGA .181736.117

If you do not see any response, type \tg1l to turn the GPS on and repeat the
test.
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Unit Status

Open the Unit Status window. Enter the device humber in the Unit Number
field, select Request status and press Send. The device information will
appear.

o

EJ 479526 =N =N =

479526 i |
[Irit Murnber Addresz
Statuz Testing  Comment

Installed

Static pin [N
kobile pin (M
Light 1: 0

Light 2 0
Temperature: M4,

4 Inputs £ Outputs 4 Location 4% arious

- Request status
- Tracking

. Clear Events

- Restart Linit
-GPS

- Voice Call

@ Send .

Click on the Inputs tab, press Request status and check the response in the
~ Device Status window. Use the Location tab to check the device’s GPS data.
Use the Various tab to see the device information.

After all the tests have been performed successfully, the unit is ready to be
installed.
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www.t42.co.uk & support@td2.co.uk &




f& Lokies User Guide

6. Monitoring

After the device is installed, you can monitor its status on t42 Online.

t42 Online is a web-based fleet management application with a flexible event
generator, which allows to set customizable notifications and alerts.

In your browser, go to https://online. Enter your username and password in
the Username and Password fields, and click Sign in.

n 42

Standard

RQ{(", ‘-'y v.)

LIVE: Operating Units

English Espafiol Frangais Deutsch k& Roméng Polski o Bahasa Melayu

Mobile site

T42 Online horizontal menu bar features the following categories:

o Home - lists the most recently accessed devices, including their
e _location.
o Resources - allows to manage the device and customer information.
o Plans - allows to create and manage events and alerts.
o Monitor - monitors the events and alerts from the device.
. Map - displays the actual location of the device on the map.
o Reports - generates reports of the device activity.
o Profile - allows to configure your user properties.
o Help - contains tutorials and knowledge base.
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Home

The Home section shows recently accessed devices and latest site updates.

P Home Resources Plans Monitor Map Reports Profile Help | 16:22 | Logoul
f —

Recently accessed units (Live Status)

03/07/2022 17:55:21 1014190 TEST on/0 Locked / Tracking
Today 16:19:07 Lokies Test Nairobi, Mombasa Road, 96 m SW of Panari Sky Centre Ooff / 0 Opened / Logging
21/05/2022 11:02:49 TEST 1012908 off /0 Opened / Button
Today 05:41:41 Unit 1013104 Victoria, City of Glen Eira, Caulfield South, Teak Street Oon/0 Locked / Tracking
19/06/2022 11:36:26 Unit 238892 off/ 0 Opened / Tracking

(Full list)

Units What do you plan to do with the system? Wiring Tutorials

GETITON # Download on the
” Google Play @& Appstore
d Like 1.7K Share ¥ Follow @t42loT 1,011 followers

In the Home section, you can find the following additional links:

Live status - displays the status of all live devices, as shown in the
following image.

H  Z

Live Status

03/07/2022 Locked /
17:55:21 1014190 TEST NA On 0 0 27¢ focked!
26/04/2021 Unarmed /
15:35:47 1021881 N/A On 0 0 Tracking
o woor o o tramed
N/A 1058939 NA  Off 0 0 N/A

45

— www.t42.co.uk & support@td2.co.uk & “—




{:& Lokies User Guide

Full list - opens the Resources section that displays a full list of all your
devices.

Locked | Tracking
Opened | Logaing
Cpened [/ Button

Locked | Tracking

Dpened [ Tracking

]

Location - opens the Map section that displays a map showing the current
location of the device.

Nairobi, Mombasa Road, 96 m SW of Panan Sky Cenitre

Quick List - links that enable you to access the Resources and Plans
sections.

Units What do you plan to do with the system? Wiring Tutorials
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Resources

The Resources section shows all your devices.

I Home Resources Plans Monitor Map Reports Profile Help
t — ]
o
Goto:«l» . i ] View New
Group: [All units] v | Search: l:| u
Groups
Users =
238892 (&) Unit 238892 - Off test +9 19/06/2022 11:36:26
Places
532198 (@) Lokies Test Container Lock +9 13/07/2022 03:29:13

On the left side, the Resources section features the following tabs:
Units - lists the devices.

Groups - lists the groups of devices and helps you create new and modify
the existing groups.

Users - lists the users and helps you create new and modify the existing
users.

Places - lists perimeters and helps you define new and modify the existing
perimeters.
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Units

The Units page features the Details area, which arranges the device
information in the following columns:

Number - the device serial number. Clicking on the device number link will
display the Unit Information page, where you can modify the device
information.

Name - displays the icon and the name of the device. Clicking on it will
reveal a pop-up menu with the quick access links to the Map and the Reports
sections.

Cellular Number - displays the phone number of the SIM card installed in
the device.

Last Message - displays the time and date of the last message transmitted
by the device.

To create a new device, click New (not available for evaluation kit users).
The Unit Information page opens.

. P Home Resources Plans Monitor Map Reports Profile 3
t — E—
Unit Information Maintenance Keys System
s
*Number 532198 Modify
Name Lokies Test

Cellular Number +972

Events:

Unit Type Lokies v

Yerminal i .
Model Container Lock

Color

N N N N N A

D (=

=) (@) (@ & & ‘Et’
NN N N N

() (%) (W) (=) (@) ()

~ S Al oS

(#) ) (0) m = )
-~

() (&)

s N/

Icon

No Activity Alert
(Hours)

Installation date

Installation
location

Plate number

Registration
number

Manufacturing date
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Active - when selected (set by default), makes the device active on t42 Online.
To make the device inactive, deselect this checkbox. No data will be collected
for inactive devices; they will appear as dimmed in the devices list.

Use this section to enter the device Number and Name. In the Cellular
Number field, enter the country code or the number of the SIM card installed
in the device.

In the Unit Type list, select Lokies.

No Activity Alert (Hours) - used to receive an alert when the device has
stopped transmitting. The default value is 336 hours (2 weeks).

In the Users window, click on the plus (+) sign on the right and start typing
the name of the user you want to make the device available for in the Search
field. The name of the user will appear in the dropdown list. Click on it to add it
to the Users list. To remove the user, click on the minus sign (-) on the left of
the username.

In the Groups window, click on the plus (+) sign on the right and start typing
the name of the group you want to make the device available for in the Search
field. The name of the group will appear in the dropdown list. Click on it to add
it to the Groups list. To remove the group, click on the minus sign (-) on the
left of the group name.

When finished, click Apply. The new device is saved.

To modify a device, in the Units page, click on the device name link of the
device you want to modify. The Unit Information page appears. Modify the
device details as required. Click Apply. The modified device details are saved.

.‘To delete a device, in the Units page, click on the device name link of the
device you want to delete. The Unit Information page appears. Click Delete.
The device is deleted.
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Lokies Keys

The Lokies padlock has no physical keys, it is a fully functional access control
solution. Management of the permissions (Keys) for the Lokies is done thru
the Keys section in the unit settings: Resources 2> Unit Settings > Keys.

P Home Resources Plans Monitor Map Reports Profile Help 17:26 | Logout
{ O e

nit E”e?:’“hl!lt”? .’".‘ ntenance KC"'S \'.YH"' m
k 01/03/2022 00:00 - 31/03/2023 23:59 00:00 - 23:59 Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday Turn off k
r 19/03/2022 00:00 - 01/02/2023 00:00 00:00 - 23:59 Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday Turn off k

x

30/03/2022 00:00 - 15/04/2022 23:59 00:00 - 23:59 Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday

To add a key (access to the unit) click on New button:

P Home Resources Plans Monitor Map Reports Profile Help
t’ I

Unit Information Maintenance System

n

User |[Test Group]| |

Date range 07/07/2022 00:00 - 06/08/2022 00:00 ]
Time range 00:00 -123:59 |
Days Mon Tue Wed Thu Fri Sat Sun

Place

Permissions Turn off

NOTE: a key can be limited to a certain user\ group.
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Date Range - defines the active dates of the key
Time Range - defines the active time of the key
Days - defines on which dates of the week the key will be active

Place - limits the key to a certain geo fence, if left empty there will be no
geo-fence limitation.

Permissions - turn off. If ticked, the option to turn off the lock via BLE is
available.
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¢ Maintenance work and alerts feature.

Our Online portal has a maintenance feature which allows the user to receive
a reminder by SMS\Email\Telegram permanently or on regular basis about a
maintenance work needs to be done on the device.

Setting a new maintenance alert per device:

Press the unit’'s number to open the info screen and then press the
maintenance tab.

Unit Information Keys System

Press the lower "ADD"” button under “schedule” and fill in the relevant fields

as fO”OW i Unit Information Keys

Name —*4 Name the alert I

PR z Type e Can repeat by datel mileage v

Date e Pick the date from which
you'll receive the alerts

Repeat: P 1o v
Notify for: P

Choose by
pressing this field
SMS (cell phone
full number
including prefix)
\Email address
\Telegram account
and insert it in the
field. When
finished press ADD
and SAVE.
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Groups

You can create new and modify the existing groups of devices.

ﬁ Home Resources Plans Monitor Map Reports Profile Help
f ——

|
.
Units .
Goto:<1:® Search: H ‘a New
.J- -~
Users
ABD87 62 0
Places
M.Center 4 0
Test Group 3 0
To create a new group, click New. The Group page opens.
Name: New Group
Sharing -
O share perimeters
Share events
[ share drivers
& o
53
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In the Name field enter the name of the new group.

In the Units window, click on the plus (+) sign on the right and start typing
the name of the device you want to make the device available for in the
Search field. The name of the device will appear in the dropdown list. Click
on it to add it to the Units list. To remove the device, click on the minus sign
(-) on the left of the device name.

In the Users window, click on the plus (+) sign on the right and start typing

the name of the user you want to make the device available for in the Search
field. The name of the user will appear in the dropdown list. Click on it to add
it to the Users list. To remove the user, click on the minus sign (-) on the left
of the username.

In the Sharing section, click the respective checkbox, if you want the group
to Share Perimeters or Share Events.

Click Apply. The new group is saved.

To modify a group, in the Groups page, click on the group name link of the
group you want to modify. The Group page appears. Modify the group details
as required. Click Apply. The modified group details are saved.

To delete a group, in the Groups page, click on the group name link of the
group you want to delete. The Group page appears. Click Delete. The group
is deleted.
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Users

I P Home Resources Plans Monitor Map Reports Profile Help | 15:24 | Logout
f —
’ L |
Lo
Units .
Goto:<1: Search: ‘ﬂ —
Groups
- u -
Drivers
itltest support@t42.co.uk 10/07/2022 Administrator 4
[ Hide users that were created by sub-users
Places Y Export
You can create new and modify the existing users.
To create a new user, click New. The User edit page opens. Here you can
enter the new user information and define its access permissions:
| @ Home Resources Plaj
A 4 E—
*Username: [] Account is locked
*Password:
Full name:
Company: Template: t42
Address: Report Access...
4
City: [0 Google Maps access
ZIP Code: Allow status requests
Country: United Kingdom Allow outgoing commands
[] allow changing tracking interval
Phone: [] Allow set unit parameters
*E-Mail: [] Allow adding units using QR code (Mobile)
[] allow stopping vehicle
Language: English «| [ Allow logic state changing
; Time zone: Europe/London (UTC+1) v| [ Allow clearing fleet
v 8 Date format: 15/01/2022 v Cellular Commands
e Time format: 17:09:00 v Cellular Notification
t Eﬁgﬁ::;ime out 1 O Lock account after 5 bad login attempts
Distance units: km «| [ Force password changing once a month
Speed units: kph «| O Allow editing cellular number
Temperature units: | Calsius «| O add users
Coordinates: Longitude, Latitude v
Map tooltip format: NI (ISPEED) P
5 o
55
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Besides entering the user information, you can select the following options:

56

All units -all the user’s devices will be displayed on the Map page. If
this option is disabled, only the selected device will be displayed.

Show coordinates in reports - the user’s reports will include the
GPS coordinates.

Show battery voltages - displays the battery charge in volts.

Report Access - allows to select which reports will be accessible for
the user.

Google Maps access - enables Google Maps access on the Maps
page.

Allow status requests - enables the user to make device status
requests.

Allow outgoing commands - enables the user to send commands to
the devices.

Allow changing tracking interval - enables the user to change the
devices' tracking interval.

Allow set unit parameters - enables the user to change the devices'
settings.

Allow adding the units using QR code (Mobile) - enables the user
to add a new Zeppos device in Olympia Tracking app.

Allow stopping vehicle - enables the user to send a Gradual Stop
command to the device.

Allow logic state changing - enables the user to change the
devices' Logic State.

Allow clearing fleet - enables the user to send a Clear Events
command to the devices.

Cellular Commands - enables the user to send commands to the
device from a cellular phone.

Cellular Notification - enables the user to receive cellular
notifications.
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Lock account after 5 bad login attempts - locks access to t42 Online
account after the user has made 5 bad login attempts.

Force password changing once a month - requires the user to change
the password once a month.

Allow editing cellular number - enables the user to edit the phone
number of the SIM card installed in the device.

Add Users - allows to create new users.

Permissions allow you to define the viewing and editing permissions of the
user for all the sections of the site.

After you configured all the parameters, click Apply. The new user is saved.

Users Permissions

Copy from another user

= Resources

Units

B E

Units - Edit

Units - Delete

B E

Units - Captions - Edit

Units - Secret guestions

H E

Units - Maintenance

Units - Maintenance - Edit

H E

Units - Export

Groups

H E

Groups - Edit

Drivers

H E

Drivers - Edit

Drivers - View - Code

H E

Users

Users - Edit

H E

Perimeters

&

Perimeters - Edit
ap Plans
P Monitor

9r Help
Map
Live Status
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To modify a user, in the Users page click on the username link of the user
you want to modify. The Users page appears. Modify the user details as
required. Click Apply. The modified user details are saved.

To delete a user, in the Users page click on the username link of the user
you want to delete. The Users page appears. Click Delete. The user is
deleted.
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Places
You can create new and modify the existing perimeters.

To create a new perimeter, click New. The Perimeters page opens. In the
Name field, enter a name for the new perimeter.

I ﬁ Home Resources Plans Monitor Map Reports Profile Help
f I
; L |
T
Units ce1s
Goto:<1: Search: | ‘ﬂ
Groups :
Y -
Drivers
T perimeter test Perimeter Ghetto Masere, Via Rivarolo (12.5602,44.0011) K
sers

To create a new perimeter, click on the settings icon in the lower right corner
of the map, Options > Create new perimeter at the top right corner of the
map.

—
Name: New F Paris Czechia (e
. Slovakia i Kazakhstan
Longitude: 1,895 Austria Moldova
France Huogey
Latitude: Romania
Croatia
Distance: [ Serbla e
— Italy Mockin :
Color: FFFFFF ®Rome Bulgaria Georgia .. Caspisn S Uzbekistan v
Madrid o 4
Hidden: Rortugal ™5 Y O Istanbul Ankara Azerbaijan
Esbont, [ Spain Groecy Turkey Turkmenistan Tajkist
Categories: EST Tunisia M Espanon I Afghanistan
€512 raq
R Morocco Israel Iran
3d .
Algeria oets
Libya Egypt —
O ce 24 United Arab
Sea Usddon SaudiArabia  Emirates
** Dist . Oman. M‘;I';‘,z“
Aali Ni
bii ger
WAl unit Sudan Vorat
@i Chad Eritrea
rkina Gt of Aden o
aso Djibouti
Ranin

Click anywhere on the map to start the perimeter selection (this point would
be the top left corner of the perimeter).
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Move the mouse and click again anywhere on the map to finish the perimeter
(this point would be the bottom right corner of the perimeter)-
once done the following screen appears:

Create New Perimeter

Perimeter name HDe'm*ete name

Color

Categories
TEST2

TEST
category3

categoryl

Add

Close ‘ |

In the Perimeter Name field, enter the name of the perimeter. Click Ok.
The new perimeter is saved and appears on the map.

To view/edit the GPS coordinates of the perimeter, use the Longitude,
Latitude fields on the left then click below to save the changes

Penmeters

Mame: MNew Penimeter
Longitude: 34,8954
Latitude: 32.1545
Distance: 0
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The perimeter details are saved, and the new perimeter appears in the list on
the Resources section:

]
Goto: <1* Search: |movenpick |B
L -
Movenpick Perimeter Dar es Salaam, Dar es Salaam, Ohio 5t, 78 m SE of Movenpick Royal Palm Hotel (39.2884,-6.8113)

To modify a perimeter, in the Places page click on the perimeter name link
of the perimeter you want to modify. The Perimeters map page appears.

Modify the perimeter as required. Click Apply. The modified perimeter is
saved.

To delete a perimeter, in the Places page click on the perimeter name link of
the perimeter you want to delete. The Perimeters map page appears. Click
Delete. The perimeter is deleted.
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Plans

The Plans section enables you to create usage plans and to view plans that
already exist.

. ﬁ Home Resources Plans Monitor Map Reports Profile Help
t B —

This screen will assist you to set up your system usage plan.

Events What do you plan to do with the system?

Generate reports about ignition working hours and mileage
Receive alarms about speed violations

Receive alarms when entering/leaving a designated area
Receive alarms if the engine is on and the vehicle isn't moving
Receive alarms about high speed in a specific location

Receive alarms when & vehidle's door opens in a specific location
Generate reports about back doors opening (where installed)

On the left side, the Plans section features the following tabs:

(o o T [

Basic - allows to set up basic plans for LCU500 devices. Do not use.

Events - allows to create events for your devices.

To create a new event, you need to create an event Type first. Click Types.
The Types page opens.

‘ @ Home Resources Plans Monitor Map Reports Profile Help
f e—

— ]
Basic Goto:<12: Search: H ‘ B WIS

Location System Perimeter
Input System Input
Harsh deceleration System Transition

g Harsh acceleration System Transition
Mileage System Mileage
Analog Inputs System Analog
Door opening in a specific location System Input, Perimeter
High speed in a specific location System Speed, Perimeter
Excess idling System Input, Speed, Wait
Speed violation System Speed
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In this section, you can see the types of events already created in the
system. You can use one of them or create a new type.

To create a new event type, click New. Enter the name of the event type in
the Name field. Leave Day of the week and Time Range as "Changeable",
later you will be able to change these settings in the event itself.

I . ~£> IS

Name: “New Event Type ‘
Day of the week: ] Changeable
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
[ Changeable
Time range: 00 :loo| to
23 1|59 | (him)
Click the Add Event button and select the event type you want to create
from the dropdown list:
1 Friday
Set output
Input
- . Speed
Time range: Perimeter
Roaming
GPRS
Tracking
oy
Analog
Logic state
Add Event RPM
Transmit Reason
Remove Event [ransition
Sensaor
Type: Wait v
Value: Changeable v
Operand: And v
Add Event

63

www.t42.co.uk

(6 cmee J o s

& support@td2.co.uk &




{:e Lokies User Guide

Most of the types listed here relate to the Helios devices. The event types
that can be used for Lokies are: Wait, Perimeter, Roaming, GPRS,
Tracking, Logic State and Transmit Reason.

Set the necessary Value. You can leave the Condition as "Changeable",
later you will be able to change it in the event itself. Select the necessary
operand in the Operand list, as follows:

And - when you create several events, this event and the following one will
be performed simultaneously.

And then - when you create several events, the following event will start
only after the first one is performed.

Transmit - the event will be transmitted.

End - ends an event. For example, you can create an output event, which
after it performs the necessary actions will simply end.

You can create a complex event type, which consists of several events.

When finished, click . The new event type is saved.
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To create a new event, click New in the Events section.

Monitor Map Reports Profile Help

Basic Goto: 1+ Search: B New (
Type the name of the event in the Name field. In the Units list, select the
devices you want to include in the event and click Add. The devices will be
moved to the Available for list.

Type the email address to receive the event notification to your mailbox.
Select the Monitor checkbox to receive the event also to the monitor screen
on real time:
I ﬁ Home Resources Plans Monitor Map Reports Profile Help

t —_— 1

Name: Tracking Rate Change

[AIl units] Lokies 1013032 Cellular Number E-Mail

EQ?E:;L] [+44538622410) | support@taz.co.uk

[Test Group] G u

[ AddEvent |

Type: charging->change tracking hd

Name: 1013032 test for Michael

Tracking: 30 sec v

[ AddEvent |
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Click the Add Event button and the Type field to select the event type from
the dropdown list:

Input

Location
[All units] Speed violation
[ABD87] Excess idling
[M.Center] High speed in a specific location
[Test Group] Door opening in a specific location
1014190 TEST Analog Inputs

Mileage

Harsh acceleration
Harsh deceleration
charging->change tracking

Add Event

Type: charging->change tracking v
ame:

N 1013032 test for Michael

Tracking: 30 sec v

[ AddEvent |
Insert the name of the event you wish for and select the time and date range

in which you wish for the event to trigger in addition to event condition:

Name:

from 00  : 00
Time range:

=3

o) 23159 (h:m)

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

NENANNE

When finished, click . The new event is saved:

Home Resources Plans Monitor Map Reports Profile Help
{ e —
Basic .
Goto:<1:» Search: [>] New
1013032 test for Michael kochavittest Kochavit Lokies 1013032 charging->change tracking
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For example, let’s create an event which will send an alert when the device
enters a specific location.

For this, we will use a Location event type already created in the system and
create a new event based on this type.

Go to Events and click the New button on the right side of the screen- the
new event screen opens:

I ﬁ Home Resources Plans Monitor Map Reports Profile Help
{ OO e

|
Name: Entering Perimeter
[All units] Lokies 1013032 Cellular Number E-Mail
[ABD87]
[M.Center] o B +44538622410 support@t42.co.uk
[Test Group]
1014190 TEST @ Removs N

Add Event

Enter the name of the event in the Name field. In the Units list, select the
devices you want to include in the event and click Add. The devices will be
moved to the Available for list.

Enter the email address to receive the event notification. Select the Monitor
checkbox, if you want the event will to be displayed on the Monitor page in
real time.

Click the Add Event button and select the Location type in the Type list:

Type: Location v
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Enter the name of the event in the Name field. Select the necessary time
and date range:

Name: Entering Work

from |00 |00
Time range:

to 23|59 (h:m)

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

NENNENE

Select the necessary perimeter in the Perimeter list.

Select Entering in the Condition list.

Click Apply. The new event, which will send an alert when the device enters
a specific location, is created:

Perimeter: perimeter test v

Condition: Entering ™

Ignore Location by
Cells:

Add Event On

i Delete ) Cancel

Q@

Save
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Monitor

The Monitor section allows you to select a set of events for a specific device
type and to see them displayed in real time.

I ﬁ Home Resources Plans Monitor Map Reports Profile Help
{ O e

|
.
Goto:« < 1 > Unit | Search Event: | [All events] v 8
Settings

On the left side, the Monitor section features the following tabs:
Monitor - displays the events in real time.
Settings - allows creating new and modifying existing monitoring alerts.

To create a new perimeter, go to the Settings tab and click New.

. Home Resources Plans Monitor Map Reports Profile Help
[ OO
.
Monitor . N
Goto:<l» Search: | | (> ] -
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t

The screen opens. In the Name field, enter a name for the new

alert.
Name |New Alert Day of the week:
. Monday
Unit Type Watchlock/Kylos/Kylos Compact v Tuesday
Wednesday
Sound Message e Test Thursday
Friday
. Saturday
Available for
_—_ Sunday
[All units]
[ABDS7] from 0 [:]0
[M.Center] Add u Time range: :
[Test Group] to 23] 50 (h:m)
1014190 TEST n Remove ’
Place v

Chvstsioresons I it

Ping
No reason recorded

Response
Add
Tracking e

Event

Emergency n femove
Low battery
Static pin IN
Static pin OUT

Notify for

E-Mail
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Select Watchlock/Kylos/Kylos Compact in the Unit Type list:

Unit Type Watchlock/Kylos/Kylos Compact  ~

In the Units list, select the devices you want to include in the event and click

Add. The devices will be moved to the Available for list.

In the Available reasons list, select the reasons you wish to receive an alert

for and click Add. The reasons will be moved to the Notify for list.

o Tracking - alerts on every regular transmission.

o Event - alerts on every event created in the Plans section.

o Emergency - not applicable to Lokies.

o Low battery - alerts you of the battery getting low.

o Static Pin IN/OUT - not applicable to Lokies.

o Mobile Pin IN/OUT - not applicable to Lokies.

o Weak / Strong Impact - events which show two types of impact

on the device. These events are triggered by the accelerometer,
which can be configured in Installer > Lokies Parameters >

Hardware.

o Location Update - event which will update you on the device
location status.

o Closed / Opened - alerts triggered upon opening and closing of
the lock.

o Maintenance - not applicable to Lokies.

o Break-in — not applicable to Lokies.

J Power on - alert that is sent when the device turns on.

o Light On/Off — not applicable to Lokies.

o Temperature Low/High/Normal — not applicable to Lokies.

o Logging - alerts on every logging transmission.

o No activity — this event can be used to receive alerts when

devices have stopped transmitting. The *default value is 336
hours (2 weeks). Default no activity value can be changed

individually under unit ID(Resources=>Units) via t42 Online web

platform.

Enter the email for the notification to be sent to in the Notify for section.

Press Apply. The new monitoring event is saved.

Once the events are generated by the devices, they will appear on the
Monitor page. The email notifications are accumulated and sent once every

half an hour to avoid spamming.
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Map

The Map page displays the location of a single device, or a group of devices.

It also shows the device information and commands.

. @ Home Resources Plans Monitor Map Reports
t —_ I

Unit v | Lokies Test ~ v
P Nairobi, Mombasa Road, 96 m SW of Panari
Location Sky Centre
Received 11/07/2022 10:19:25
Reason Opened / Logging

User Remote unlocking
Version 2022.02.14 (Lokies A)
Signal 45%
Location
valid 08/07/2022 17:13:52
Coordinates (36.8561,-1.3300)
Altitude 1708 m
10
Battery 0% / 3.54v
Light 63
Temperature 25c
Motor Locked

Request status v

Options

O create new perimeter
G Edit place
*=* Distance measurement

Shapes

w-’x\\ units
@ Map types

(]

Sudan
L] 2
Chad Khartoum Eritrea
»slo 2l
N'Djamena
(WA ES
Djit
Ethiopia
Central South Sudan
African
R: i
roon epublic Pl
Bangui e
L 3
p Uganda
@ . Kisumu Kenya
Republic of Kampala| =
the Congo b( a)
Democratic Rwanda amc A
Republic of 3 . SU Malear
the Congo Burundi
#Kinshasa Mombes
Tanzania Deres Salaam
inda
L]
C
L e Angola
Zambia Malawi
Lusaka
®
Harare Mozambique
Zimbabwe
Namibia Botswana
Gaborone
Ll
Pre(eona Maputo
L

You can select a device, or a group of devices in the dropdown list on the

left.

In the Search field, you can enter the device number to be displayed.

Once you select the device, its location will be displayed on the map and its
information will appear on the left.
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The following device information is displayed:

e Location - the address of the last GPS position of the device
¢ Received - the date and time of last transmission from the device
e Reason - the reason for the transmission

¢ Version - the device firmware version

e Location - the GPS location of the device, including:
» Valid - the date and time of the last location transmission from the
device
= Coordinates - the GPS coordinates of the last position of the
device
» Altitude - the last altitude of the device

= IO - device input / output information

= Commands

Motor Locked
Request status hd
Tracking
Stop Tracking
Set output =]

Force Tracking and GPS
Request location by cells
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By pressing the “request status” field at the bottom of the unit info window
you get a list of commands you can send to the unit (Note that in case the
device is in “sleep mode” while sending the command, it will remain on
QUEUE until the modem wakes up - then the unit can receive the

command):

* Request Status - requests the status of the device

* Tracking - overrides the device transmission rate settings and
forces the device to transmit according to the specified interval
regardless to what is configured on parameters.

» Stop Tracking - stops the tracking command and returns the
device to its regular transmission rate

» Set output - allows you to send an “unlock” command to the
device. When received the green light of he blue button will start
flockering and only then it can be opened pgysicallt by pressing the
button and pulling out the shackle.

* Force Tracking and GPS - allows you to force GPS turning on and
work for X minutes\ hours + changing the tracking interval of the
unit at the same time during.

» Request location by cells - by sending this command, you can
receive a triangulation from the unit (an approximate location

taken from cell towers in the unit’s surroundings)

I0 a2

Battery 0% [ 3.54v

Light 63

Temperature 25c

Motor Locked 1

Request status W n i

Tracking
Stop Tracking r

Set output

Force Tracking and GPS
Request location by cells
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To enable the queued command, select the command and then press the

plus (+) icon on the right.

‘ Tracking v ‘
Interval
6 hour v

To remove the queued command, press the L icon on the right which
appears on the right of the command.

o L} 1=

Tracking b
Interval
& hour A4

Queued commands
Tracking (&6 hour) ]
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3

Click on the settings icon
Options.

in the bottom left corner to reveal the Map

Options

Search

D Create new perimeter
E Edit place

= Distance measurement
== Shapes

wﬁll units

@ Map types
@ OpenStrestMap

@ Yandex

@ ESRI Imagery
@ Google RoadMap
@ Gooagle Satellite

@ Google Hybrid

. Sear’ch_r as you type the name of a search criterion in the search field, a
list of m.

"vt»ching names, from which you can select the required name,
appears.

Crea ew perimeter - allows to create a new perimeter.
rimeter - allows you to edit an existing perimeter.

Distance measurement - allows to measure the distance between two

pointé on the map.
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77

Shapes - displays your perimeters on the map.
All units - displays all your devices on the map at once.

Map types - you can select the following map types: OpenStreetMap,
Yandex, ESRI Imagery, Google RoadMap, Google Satellite, Google Hybrid.
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Reports

The Reports section allows you to generate different device reports and to
schedule automatically generated reports.

-
- P Home Resources Plans Monitor Map Reports
t —_— ]

Report: ‘ History v
Schedule

From: 12/07/2021 10:11

To: 11/07/2022 10:11

Unit: Lokies 1013032 (1013032)

Fields: Full report P
Graphics: Custom qn
Transmit Reasons: |Full report P

On the left side, the Reports section features the following tabs:

Instant - allows to generate reports on demand for a single device or a
group of devices for a specific time (date and time range).

Schedule - allows to define scheduled reports that generate automatically
on a daily, monthly, or weekly basis.

You can generate the following types of reports: Work Hours, Work Hours
Summary, Work Hours Group Summary, History, History — Technical,
Violations, Live Status, Events, Perimeter Entry, Transmit Reasons,
V4 monitored events, Stops.

To generate a report, select the report type in the Report dropdown list.
Select the device or group of devices in the Unit dropdown list. Specify the
dates and times in the Date Range. Click Generate.

78 www.t42.co.uk & support@td2.co.uk &




t@—

Lokies User Guide

The following is an example of a report generated for one device on one day
and for a specific time.

The report includes a map area and tracking details area. The map area
shows a map of the area in which the device is located showing points of
movement of the device. The tracking details area lists the tracking data of

the device.
Name Lokies Test o National Park Gachege Kandara Towr Makuyu
Date range 01/06/2022 10:11:00 - 11/07/2022 10:40:00 hen K‘.}fﬁ?‘“”‘
kalakala
Mal Mahiu o>
Save Print Sror
r ! @) Nairaglengare Thika
m Githungur B3 Kimambogo
abes Ntulele @ LSL'J' Jupa
mury Tows ot
Kaociont =@P: - e
Mount Suswa LT il Katheka Kithiman
¥gata Nasdo Kikuyu / ! Kamulu
N.;.bg\ /. Koogundo
Ngong ‘(" on ] B3 Mwala
\.P Mitaboni
Ingata Ronga 1~g/ongo _
muthwan Kathiar Makutane  Wa
Kiserlar =0
[ c90 | Athe River Masi
Mosir (o] Muthethe
Machakos
Masai Village Kyumv: EH Towa
P Olooloitikosk: o
o Kwa Kavoo
O-
Time Reason Address
03/06/2022 09:25:00 Ping Machakos, Mombasa Road, 285 m SE of Nation (36.9197,-1.3749)
03/06/2022 09:25:30 Locked / Button Machakos, Mombasa Road, 285 m SE of Nation (36.9197,-1.3749)
03/06/2022 09:26:38 Locked / Weak impact Machakos, Mombasa Road, 285 m SE of Nation (36.9197,-1.3749)
03/06/2022 09:39:01 Ping Machakos, Mombasa Road, 285 m SE of Nation (36.9197,-1.3749)
03/06/2022 09:43:01 Unlocked / Unlocked Machakos, Mombasa Road, 285 m SE of Nation (36.9197,-1.3749)

. The pointers on the map correspond with the numbers in the address column
of the detailed list of transmissions received from the device. These humbers
indicate the points of movement of the device. The total number of map
pointers available per report is 50.

On the bottom of the Map section there is a Play button I that enables you
to play back the movement of the device on the map.
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Save

To save the report, click Save . The report is saved as a PDF file, or
as an HTML file in a zip.

Export

To export a report, click Export . The report is exported as a CSV
file, which can be viewed in Excel.

Print
To print a report, click Print = . The report appears in your default
browser window where you can select the printer to print out the report.
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Scheduled reports

To create a scheduled report, in the Reports section, click Schedule. The
Schedule page appears.

. @ Home Resources Plans Monitor Map Reports Profile Help
t —— I

.
Instant PN

Click New. The Report Scheduling page opens.

Report: History v | [J CsVonly
Unit: [All units]

Fields: Full report F

Graphics: Full report P

Transmit Reasons: Full report P

Repeat: Daily v

Start time: 20:00 v

End time 20:00 v

Send to: support@t42.co.uk

From the Report dropdown list, select the type of report you want to create.

Tick the CSV only checkbox if you do not want a map provided with the
report.

From the Unit dropdown list, select the device or group of devices for the
report.

Select the Fields, Graphics and Transmit Reasons you want to see in the
report in the respective fields.

From the Repeat dropdown list, select if you want the report repeated
Daily, Weekly or Monthly.

Use the Start time and End time dropdown lists to select the time at which
you want to generate the report.
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The Send to field is populated with the default email address for the
account. You can change this address or add additional email addresses,

separated by a semicolon. Click Apply. The report schedule is saved and
added to the list of scheduled reports.

. F Home Resources Plans Monitor Map Reports Profile Help
{ O

|
o
Instant PR

Daily at 20:00 History - Technical: All units support@t42.co.uk 10/07/2022 20:05:16

To modify a scheduled report, in Reports, click Schedule. In the Details
section, under the Generate column, click the link of the report schedule you
want to modify. The Report Scheduling page appears. Modify the report
schedule as required. Click Apply. The modified schedule details are saved.

To delete a scheduled report, in Reports, click Schedule. In the Details
section, under the Generate column, click the link of the report schedule you
want to delete. The Report Scheduling page appears. Click Delete. The
scheduled report is deleted.
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Profile

The Profile section shows your profile details that were created when you
purchased your devices. You can view and modify these details as required.

To view or modify your profile, click the Profile tab, and modify the
information as required. Click Apply. The changes are saved.

Username: test
Password:
Full name: Test
Company: Test
Address:

F
City:
Z1IP Code:
Country: Ireland
Phone:
E-Mail: support@t42.co.uk
Language: English hd
Time zone: Europe/Dublin (UTC+1) v
Date format: 15/09/2014 ~
Time format: 15:09:00 A
Distance units: km hd
Speed units: kph v
Temperature units: | Celsius v
Coordinates: Longitude, Latitude v

|VEHICLE| (|SPEED|) |LOCATION|

Map tooltip format: 4D
I All units

Show coordinates in reports

Show battery voltages
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Using Map Tooltip Format

The Map Tooltip Format field lets you configure the information that will
appear in the info window on the Map page when you select a device.

To see all the parameters that can be configured in the Map Tooltip Format
field, click on the green question mark located to the right of the field. The
Map Tooltip Format legend window will appear.

Z1P Code:
Country: Ireland ap tooltip
Phone: UNIT| Name
one REASON| Reason
E-Mail: support@t42.co.uk gggégfongleégcat'on
ML RECEVED] Time Received
La . . ime Receive
nguage English h TIME_VALID| Time Valid
. : ALTITUDE| Altitude
Time zone: Europe/Dublin (UTC+1) v MILEAGE]| Current mileage
HEADING| Heading
Date format: 15/09/2014 v [KJE‘P RlleDOé)]EF %%Se‘j/ Opened
. . EME\QGEYNCY Emergency Off/On
Time format: 15:09:00 v HOOD| Hood Closeﬁ/Opened
g'ICF){TEII\C.I}[N _Motig%% /On
Dist: its: iren n
Istance unt km h OIL| Oil Pressure Off/On
. WATER| Water Temp Off/On
Speed units: kph v SHOCK]| Shock Off/On
ANALOG1| Analog 1
Temperature units: | Celsius v Ggﬁ'll:gglle I@gﬁw I%%\.%'er
- - - X] Longitude
Coordinates: Longitude, Latitude v Y| Latifude
DRIVER| Driver
[VEHICLE| (|SPEED]) |LOCATION|
Map tooltip format: AP

Once you made all the necessary changes, click Apply. Then go to the Map
page and check the device info window.

Eritrea Yemen FEwk
| S Lokies Test (11/07/2022 11:20:27
» _". | .
e Lokies Test (0 kph) Nairobi, Mombasa Road, 96 ika
m SW of Panari Sky Centre
nda
_1@
Lokies

|
Tanzanie, . ...
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Help

The Help section contains answers to some frequently asked questions and
t42 Online tutorials.

I P Home Resources Plans Monitor Map Reports Profile Help
t —_ —

Cellular Notification

Tutorials o

= How do I set up a unit for cellular notification?
Knowledge Base = How do I send commands to the unit from my cellular phone?
Wiring Reports

= How can I get reports on a regular basis delivered to my e-mail?
= How can I remove a report from the scheduled reports list, so I won't get it by email any more?
Unit Configuration

= How do I configure analog devices?

Click on the appropriate tab to access the necessary information.
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Appendix A - Device Communication in t42

Lokies is the component of t42’s advanced tracking and monitoring system.
The system uses advanced software algorithms for field tracking of devices
and provides customers with a selection of real-time information about the
tracked device. The following image illustrates the t42 communication
channels.

HEX ©

GPS Starcom

Starcom Location ) Servers
Devices

Iridium

Satelite

Communications @

—
A

TCP/IP

E

Starcom Online

-
DY G
TCP/IP

Olympia
Tracking App

ys4
~—p Cellular - I q P
« GPRS Operator TR 1P \ Tcp 1P
_. AR
g@ Internet

SMPP
T - >
SMS SMS ﬁ TCR/IP
CR/
B A
SMSC I
Operator 3—33

Client’s Mobile
Phone

- The device transmits messages according to the values specified in Lokies
‘Parameters > Transmission Rates settings (GPRS, SMS).
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When the device’'s modem is turned on, it tries to connect to the network and
transmit via GPRS (4 attempts: 2 on the first server and 2 on the second
server). If it fails to connect to the network, it will switch to the SMS channel
(if it is configured to transmit via SMS) after about 4 minutes, because it
makes four attempts to connect via GPRS. It will constantly try to transmit
via SMS.

The next attempt to transmit via GPRS will be repeated in 5 minutes. Every 5
minutes, the device will attempt to connect to the network and transmit via
GPRS. This process is illustrated in the following figure.

GPRS GPRS GPRS GPRS

server 1 server 2 GPRS
X SMS SMS SMS SMS

{H}i} ﬂ MM{H}

The device saves all the information that could not be sent in its memory.
Once it can connect to the network again, it will transmit all the stored data.

The device sends encrypted data to the routing server. When the routing
receives it, it is decoded and encoded at the same time and sent to all the
recipients configured in the system.

~ The message size is 140 bytes (70 bytes data and 70 bytes header).

For more information, see Routing, Control Center and SMS Notifications
guides.
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Appendix B - Maintenance

Why is the maintenance process so important for this type of device?

Working in the field, the Lokies device’s optical sensors might get messy due
to water\dirt ingress through the opening of which the shackle is in.
TR S
| P e — :

|

Optical Sensors

Due to that fact, it is recommended to clean that part every month
otherwise the device’s recognition on opened\closed state will be
interrupted and the lock will alert on “break-in" because it might look like
the device was opened physically without any remote command sent from an
authorized user.

To perform the procedure properly please follow the below instructions:

1. First clean with a humid cloth to wipe the thick dirty.
2. Finish with a tissue embedded in isopropyl alcohol.

‘In addition, to minimize and avoid damage size to a minimum, it is
. recommended to use our silicon padlock cover. (This is not a substitute for
the maintenance work):
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Appendix C - Contacts

For more information about t42 Company and products, please visit:
https://www.t42.co.uk

Technical Support

Comprehensive support information is available online at:
http://wiki.starcomsystems.com/wiki/index.php/Support.

Should you have any questions regarding our system, please contact t42
technical support. For personalized support, use Email: support@t42.co.uk
or Skype: starcom.support.

FCC Caution:

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired
operation.

Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation.

If this equipment does cause harmful interference to radio or television reception,

‘which can be determined by turning the equipment off and on, the user is encouraged to try

" to correct the interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different

from that to which the receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

To maintain compliance with FCC’s RF Exposure guidelines, This equipment should be
installed and operated with minimum distance between 20cm the radiator your body: Use
only the supplied antenna.
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