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Example of IP passthrough:

Step 1:

Open the administrator: Command prompt (shortcut key win+R), enter cmd; Then enter ipconfig/all to find the MAC
address of the local connection

= /home/mobaxterm JREIIERT]

Software Loopback Interface 1
Link encap: Local loopback
wnet addr: Mask: 255.0.0.0
MTU: 1500 Speed:1073.74 Mbps
Admin status:UP Oper status:OPERATIONAL
RX packets:0 dropped:0 :0 unkown:0
TX packets:0 dropped:0 :0 txqueuelen:0

RTL8852BE WiF1 6 802.11ax PCle Adapter
Link encap: IEEE 802.11 HWaddr: |
wnet addr: Mask: 255.255.255.0

MTU: 1500 Speed:866.70 Mbps

Admin status:UP Oper status:OPERATIONAL

RX packets:53241 dropped:0 :0 unkown:0

TX packets:22584 dropped:0 :0 txqueuelen:0

PCIe GbE Family Controller

Link encap: Ethernet HWaddr:

net addr: Mask: 255.255.255.0

MTU: 1500 Speed:1000.00 Mbps

Admin status:UP Oper status:OPERATIONAL

RX packets:442749 dropped:0 :0 unkown:0

IX packets:272863 dropped:0 :54 txqueuelen:0

Figure 7-21

Step 2:
Open the routing web interface, select IP penetration in the advanced network, enable the IP penetration function, fill in
step 1 to query the MAC address of the local connection, the router card is online, and click Save settings, as shown in the

figure
a
@ status > §
You haven't changed the default password for this router. To change router password_click here.

@ Basic Network 4

IP Passthrough
% WLAN >

Enabled

- 1Pv4 Port Forwarding MAC Address C4:C6:E6:20:CCEH|

1PV6 Port Forwarding
Port Redirecting Auto MTU 1400

DMZ

Port Mirror Ethernet Port WAR

Triggered Gateway

Captive Portal
GPS
AT over IP

UPNnP/NAT-PMP

Bandwidth Control

VRRP

Static DHCP

B Firewall 4

Figure 7-22 IP traversal configuration

Step 3:
If you choose to automatically obtain the IP address and DNS server for your PC network connection, the PC can get the
online IP of the card that has penetrated through and can access the Internet
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Cellular

Connection Type ECM/QMI

Modem IMEI 867493075694306
Modem Status Ready

Cellular ISP "CHN-CT"

Cellular Network LTE

USIM Status Ready

csQ 31wl

IP Address 10.2.234.189
Subnet Mask 255.255.255.0
Gateway 10.2.234.1

DNS 202.96.128.86 202.96.134.133
Connection Status Connected
Connection Uptime 00:12:59

= /home/mobaxterm

Software Loopback Interface 1
Link encap: Local loopback
net addr 0.0.1 Mask: 255.0.0.0
MTU: 1500 Speed:1073.74 Mbps
Admin status:UP Oper status:0PERATIONAL
RX packets:0 dropped:0 e s:0 unkown:®
TX packets:0 dropped:® errors:0 txqueuelen:0

Realtek PCIe GbE Family Controller
Link encap: Ethernet Hwaddr: C4-C6-EE CC-E6

et addr:10.2. 9 Mask: 255.255.:

MTU: 1500 Speed:100.00 Mbps

Admin status:UP Oper status:0PERATIONAL

RX packets:992004 dropped:22 e 2 unkown:0

TX packets:1703201 dropped:0 e 5:7352 txqueuelen:0

Figure 7-23 IP traversal

7.7. Triggered Port Forwarding

Triggered Port Forwarding. In a computer network, when an application establishes an outward connection using a
specific port (trigger port), the router forwards the external connection to a port specified internally (the forwarding port).
Both the trigger port and the forwarding port can be a port range, such as 5000-6000. This is similar to port forwarding,
but unlike port forwarding, forwarding is established after a certain amount of traffic is generated on the triggering port,
that is, port forwarding occurs only after it is triggered. Once the trigger condition is not valid, the forwarding will also end.
In the navigation bar, select Advanced Network > Port Trigger. On the page that opens, you can modify the parameters
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related to the configuration port trigger function.

© Status 4 .
You haven't changed the default password for this router. To change router password_ciick here.
® Basic Network >
Triggered Port Forwarding
% WLAN >
On  Protocol Trigger Ports Forwarded Ports Description ~
& Advanced Network v
X TCP 3000-4000 5000-6000 ex: open 5000-6000 if 3000-4000
IPva Port Forwarding
- IPV6 Port Forwarding Tcp o

Port Redirecting

DMZ Add+

Port Mirror

IP Passthrough . (200-300).

Triggered ¢ These ports are automatically closed after a few minutes of inactivity.

Captive Portal

GPS

Serial App2.

AT over IP

UPnP/NAT-PMP

Bandwidth Control

VRRP

Static DHCP

(3 _Firewall >
192.168.1.1/#forward-portalasp

Figure 7-24 Port Triggering

After the configuration is complete, click the Save Settings button for the configuration to take effect.
Port trigger configuration example:

Step 1:

TES

\ /[

(T
“EETiesessneen Rz TITTrIe
PCL Router PC2
FTP (server:21) 192.168.10.94 192.168.10.95 FTP(client:8080)

Figure 7-25 Triggering networking

1.Figure 7-25 Triggering networking

2.TURN ON THE ROUTER WEB SERVER

Turn on the port triggering feature in the router's advanced network Protocol: TCP
Trigger port: 8080

Map ports: 21

Click Add New and save the settings

®®OO
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© status
You haven't changed the default password for this router. To change router password_cick here
@ Basic Network >
Triggered Port Forwarding
= WLAN >
on  Protocol Trigger Ports Forwarded Ports Deseription ~
var
x TP 3000-4000 5000-6000 ex open 5000-6000 if 3000-4000
IPv4 Port Forwarding
v TP 8080 2

IP¥6 Port Forwarding

Port Redirecting
-
pmz
1P Passthrough
Add+
Triggered

Captive Portal
o {200-300).

GPS
* These ports are automatically closed after a few minutes of inactivity.

AT over IP

UPnP/NAT-PMP

Savev Cancel
Bandwidth Control

VRRP
Static DHCP

B3 Firewall »

& VPN Tunnel >

Figure 7-26 Port Trigger Configuration

Step 2:

In the navigation bar, select Basic Configuration >WAN Network. On the page that opens, select a static address from
the drop-down box, configure the parameters of the static address, and click Save Settings. As shown in the figure below
(Note: the configuration of measurement parameters is an example, and the actual configuration needs to be configured
according to the site conditions):

© status >
You haven't changed the default password for this router. To change router password_dick here

. WAN / Internet

Cellul it ir. v

allular Type )

LAN

IPvE 1P Address

VLAN

Schedule Subnet Mask

DDNS

Routing Gateway
T WLAN »

MU
@ Advanced Network >
B rirewall » Primary DNS
>
@ VPN Tunnel Secondary DNS
A Administration >
@ More Info

Figure 7-27 Static address settings

Step 3:
In the navigation bar, select Basic configuration > mobile networks. On the page that opens, uncheck the Enable
module (Note: it is checked by default) and click Save Settings

@ Sstatus ’ You haven't changed the default password for this router. To change router password_cick here.
E
. Cellular Settings
Cellular Enable Modem
LAN

L pve
VLAN
Schedule
DDNS

- Routing

T WLAN L

@ Advanced Network >

B Firewall >

& VPN Tunnel >

R Administration >
® More Infa
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Figure 7-28 Mobile Network Settings

Step 4:
(@D In the navigation bar, select Basic Configuration > VLAN. In the page that opens, remove the WAN with VID1
checked, and click OK, as shown in the image:

© Status >

You haven't changed the default password for this router. To change router password_ctick here.

® Basic Network v

VLAN v
WAN

Cellular VID A WAN/LAN1T Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
LAN

1 x x v X v X v x br0
IPv6
VLAN 2 v X x x X x x x WAN
Schedule
DDNS

Routing

P}

S WLAN >

>

)]
B3 Firewall >

Figure 7-29 VLAN Settings

@ In the VLAN page, add VID2, check WAN, click OK, and click Save Settings after the settings are completed, as
shown in the figure

@ status >

You haven't changed the default password for this router. To change router password_click here.

@ Basic Network o

VLAN v
WAN

Cellular VID ~ WAN/LAN1T Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
LAN
1 x x v x v x M x bro
= IPv6
VLAN 2 v X X X X X X X WAN
Schedule
DDNS

Routing
Add+

)

S WLAN >

>

@
B3 Firewall >

Figure 7-30 VLAN Settings

Step 5:
Configure a local connection gateway for PC1 (PC1 for PC1 with address 134).
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Figure 7-31 Local Connection Diagram

Step 6:

Open the TCP-UDP tool as the client (PC2 as the server)
(1) choose TCP-UDP Client

(2) Host: 192.168.10.33 (PC2 host address)

(3) Port 8080 (Router Configuration Trigger Port)

(4) Protocol: TCP

(5) Click Connect

(6) If the server is PC2, enable the TCP-UDP tool, set port 8080, and enable listening
(7) Implement data transmission between the server and the client through the trigger port

&% TCP-UDPRREETE V3.02
TEE ZuEHT EH
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Figure 7-32 Data is sent and received from each other

Step 7:

PC1 Open FTP Easy Version Tool

(1) New User

(2) Configure user password and file path
(3) Click to save

(4) Click the start button

2 FTPESkE S=REOE <)

SRS VINE  HEEED

e IR

F? fip FAFZER : soickonon

e SRS 1

6 user Bt
APREE
Epar
It LA
e
SRR

Mg | € s | B ok | |EI sigts |

O KB received S KB sent i (J

Figure 7-33 FTP Lite configuration

Step 8:

(1) Address: 192.168.10.136 (PC1 host address)

(2) Username: pd (added user in FTP Simple Tool in PC1)

(3) Password: 123123 (added user password in FTP Easy Tool in PC1)
(4)  Port: 21 (router port triggers the configured mapped port)

(5) Click Connect

(6) Get the file directory of PC1 (the directory in the file path of the FTP tool in PC1)
7.8. Portal advertising

A\

WARNING

Both 5200 and 5500 series routers are available in versions with portal advertising push function. The following
settings are only valid for the version with the portal function.

Note: The pop-up page can be customized by the customer or we can customize the unique pop-up page according to
the customer's requirements. In addition to forcing pop- up web pages, the portal function can also limit traffic and filter
ports for access users. You can also set features such as login timeout, idle timeout, redirect homepage, whitelist, and
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maore.

The Portal function will force a pre-configured function page to pop up when the user accesses the router and opens
the browser to access the web page
In order to achieve the purpose of advertising push and business promotion.

At present, we can pop up the following three pages:
The page is a simple pop-up page with an image ad, please see the renderings below. On this page, users can click the

"Agree to the following terms" button and can directly access the Internet normally.

14:45 v LK T il T @B
X router-wifi_245107_5G Vv
B [ @)

Welcome to Wi-Fi Hotspot

Welcome to our open community WiFi
network!

You are solely responsible for any illegal activities
once you click the “OK, | AGREE" button. We are not
responsible for faulty operation of your computer
or equipment. You may be asked to stop using your
equipment. This banner will appear again
periodically. Thank You, and Enjoy!

Figure 7-34

Here's how to set it up:

In the navigation bar, select "Advanced Network > Hotspot Push" to use the hotspot push function.

Redirect website http:// : After the user authentication is completed, they will automatically be redirected to the
configured web page.

Login service timeout: After the user authentication is passed, if the login time exceeds the time set here, the router will
pop up the portal page again and the user needs to re-authenticate.

Terminal Idle Timeout: After the user authentication, if there is no data traffic within the specified time, the router will
pop up the portal page again and require the user to re-authenticate.

Authentication-free MAC address: If the MAC address of the user's device is set here, the user will not pop up the portal
page and can surf the Internet normally without authentication.

Terminal flow control: This service is used to control the uplink and downlink rates of a user after the user is
authenticated.

[System Management] ----- > [Storage Management] This page is used to send video files to the router so that the video in
the router can be updated.
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a
®© Sstatus .
You haven't changed the default password for this router. To change router password_click here.
® Basic Network >
Captive Portal
7 WLAN >
Enabled
@ Advanced Network v
1Pv4 Port Forwarding Auth Type NONE v
- IPv6 Port Forwarding
Port Redirecting WEB Root Default v
pmz
Port Mirror WEB Host
IP Passthrough
. Portal Host
Triggered
Captive Portal
Login Timeout 0
GPS
- Serial App2.
erial Aep Idle Timeout 0
AT over IP
UPnP/NAT-PMP Ignore LAN
Bandwidth Control
VRRP Redirecting www.google.com
Static DHCP
& Firewall N MAC Address Whitelist

Figure 7-35

After the configuration is complete, click the Save Settings button, restart the configuration after the configuration is
complete, and the portal pops up when the phone connects to the AP after going online.

7.9. GPS settings

GPS (Global Positioning System) is used for the positioning of the geographical location of the device, which is
generally used in conjunction with electronic maps and can be used to monitor moving vehicles or prevent theft.

Select "Advanced Network >GPS Settings" in the navigation bar. In the page that opens, you can modify the relevant
parameters of the configuration GPS setting function.

@ status
@

Basic Netwol

P

WLAN

]

DMZ

Port Mirror

Triggered

GPS

Serial App2.

AT over IP

VRRP

Static DHCP

Firewall

Advanced Network

- IPv4 Port Forwarding

IPV6 Port Forwarding

Port Redirecting

- IP Passthrough

Captive Portal

UPnP/NAT-PMP

Bandwidth Control

a
>

rk >

GPs
>

GPS Mode
Data Format
Server IP/Port

Socket Type

You haven't changed the default password for this router. To change router password_click here.

Client v
NMEA hd
192.168.1.2

40002

UDP v

Figure 7-41

After the configuration is complete, click the Save Settings button for the configuration to take effect.
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You haven't changed the default password for this router. To change router password_click here.
Overview
Traffic Stats, GPS Status
Current N/A
Device List
System Type
@ Basic Network ’ Satellites Numbers
2 WLAN > Satellites Clock
Positioning
>
& Advanced Network Google Map View
B Firewall ?
& VPN Tunnel 4
R Administration 4
@ More Info
\ i

Figure 7-42

After the configuration is completed, the number of captured satellites, satellite time, and longitude and latitude
information will be displayed in the GPS satellite status in the above figure. If the router is connected to the Internet, you
can click the [Google Maps View] button to view the current location from the map.

Example of GPS setup:
Step 1:
Open the routing web interface, select GPS settings in Advanced Network, select Client for GPS network mode, and

then click Save Settings.
YOU haven'Tt cnanged tne detault password 1or This router. 10 cnange router passworda_click here.

GPS
GPS Mode Client v
Data Format NMEA v
Server IP/Port 192.168.1.2 40002
Socket Type UDP ~

Figure 7-43 GPS configuration

Step 2:
Click GPS status in the system status to view the current GPS star search number and online status, as shown in the
following figure:

GPS Status

Current OK

System Type GPS

Satellites Numbers 06 .

Satellites Clock 240809 - 100115.00

Positioning 2234.490629N - 11355.274123E
Google Map View

Figure 7-45 GPS status display
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Step 3:
Open the sokit tool, select the server, the UDP address is 192.168.1.2, the port is 40002, click UDP listening, and you

can receive the client data of GPS, as shown in the following figure.

o> sokit -- FIZREGEE]

mes | gaE | = | oK |

MEgE LrinERE

TCP itbhk: [192.168.1.2 ~| i%0:|8888 ~| TCP {dliy [UDP] 192.168.1.1:40001 i%
UDP it [192.168.1.2 -] #{0: [40002 -] [ UDP falfy T
HiE: | Bk
Home: | Bix
#E3: | B
Woaics: Bl 404027, &% 0 I EABE®E &k

+ 18:04:24 DAT ---> [UDP] 192.168.1.1:40001 <1024> _$GLGSV,3,1,09,78,28,203,38,66,49,050,42,82,07,270,16,77,85,... |
# 18:04:24 DAT ---> [UDP] 192.168.1.1:40001 <106> 1*3E...$GNGSA,A,2,66,76,78 1110, 1.2,0.9,0.7,2%30...$GNGSA A, ...
+ 18:04:25 DAT ---> [UDP] 192.168.1.1:40001 <1024> .$GLGSV,3,1,09,78,28,203,38,66,49,050,43,82,07,270,19,77,85,...
18:04:25 DAT ---> [UDP] 192.168.1.1:40001 <108> 7,1*3E...3GNGSA A,2,66,76,78, 1 1.2,0.9,0.7,230...$GNGSA, ...

[

[

[

[

+

18:04:26 DAT ---> [UDP] 192.168.1.1:40001 <1024> .$GLGSV,3,1,09,78,28,203,38,66,49,050,42,82,07,270,19,77,85,...
18:04:26 DAT ---> [UDP] 192.168.1.1:40001 <108> 7,1*3E...$GNGSA A,2,66,76,78,,,,11 1.2,0.9,0.7,230...$GNGSA, ...
18:04:27 DAT ---> [UDP] 192.168.1.1:40001 <1024> .$GLGSV,3,1,09,78,28,203,38,66,49,050,43,82,07,270,19,77,85,...
18:04:27 DAT ---> [UDP] 192.168.1.1:40001 <108> 7,1*3E...3GNGSA A,2,66,76,78,,,,....1.2,0.9,0.7,2*30...$GNGSA, ... z‘

+

+

e

+

-

18:03:46 DAT ---> [UDP] 192.168.1.1:40001 <1024 > ..
$GLGSV3,1,09,78,27,203,45,66,49,049,36,82,07,270,20,77,85,090,24,1*74....
3!& !i5!£37ﬂ07‘:27 * *

Figure 7-46 TCP-UDP receives GPS packets

Example of GPS tracks:

Step 1:
Click the router web interface, select the GPS settings in the advanced network, select the client for the GPS network

mode, select the M2M_FMT for the data format, set the central host address to 120.78.189.220, port 6001, and the link
heartbeat packet content is 5200, click Save

You haven't changed the default password for this router. To change router passwordlick here.

GPS
GPS Mode Client v
Data Format M2M_FMT v
Server IP/Port detranxicp.net

upp v

Socket Type

Heart-Beat Content

Heart-Beat Interval

Figure 7-47 GPS configuration

Step 2:
Click M2M platform management in the system, enable M2M platform management, configure the M2M platform

server to detran.xicp.net, set the port to 6000, and click Save settings
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M2M Enabled
Fail Action Restart M2M ~

Device ID

M2M Server/Port

Heartbeat Interval

Heartbeat Retry 10

Device List Report

Named-Pipe Enabled Remote Connect v
Named-Pipe Server Port 8002
Named-Pipe Status Offline
Named-Pipe Address 0.0.0.0

Figure 7-48 M2M Platform Management Settings

Step 3:

Log in to the Detran 3.0 platform http://detran.xicp.net/m2m3.0, view the serial number of the device, then copy the
serial number, open the map information, paste the serial number in the search box, and click search to search for the
movement track of the device, as shown in the figure below

A Device cloud platform = <& Device management > Device monitor ,"‘I test v

@ Platform overview ~ ) R
Total devices Online rates Day task Added devices...
)
& Device management 071 0% 2 2

> Device monitor

Device list
group ~ evice edi ‘arameter emote control atistical repor < Refres| al £ Configure Columns asl
Al (& Device edit $P e I Remots trol | Statistical rt < Refresh 7482ab66 £ Confi Col @ Task
o Status SN Device type  Description Network  Network(Chani Network(Chant signal Ccurrent main li ™

€ Data acquisition 1 u} = offline cM20 TD-LTE TD-LTE NONE w19 Not reported 223.104.84.105
| Task management
& System management

4 >

Page 1 of 1 15 v View1-1of 1
Copyright © 2025 All rights reserved. Version: Version 3.7.4

Figure 7-49
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A Device cloud platform E

.’ S . WREN \'— ,>
@ Platform o w y % Qé}‘

& Device management

‘!“1" ritie) 4 eafiet| e

Copyright © 2025 All rights reserved Version: Version 3.7.4

Figure 7-50 Platform device trajectory display

7.10. AT overlIP

At over IP can be understood as querying module commands by specifying the IP and port number, as shown in the
configuration diagram.

@ s ’ You haven't changed the default password for this router. To change router password_click here.
@ Basic Network ’
AT Over IP
% WLAN 4
Mode Enable v
IPv4 Port Forwarding Type upp v
IPv6 Port Forwarding
Port Redirecting Local IP 192.168.1.1
DMz
IP Passthrough Local Port 5400
Triggered
Captive Portal Idle Timeout 15
GPS
Serial App2.
UPnP/NAT-PMP
Bandwidth Control
VRRP
Static DHCP
B3 Firewall >
€ VPN Tunnel L4 v

By executing the cmmd command: telnet 192.168.1.1 5400, you can execute the query at command or modify the at
parameter of the module, as shown in the figure
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Trying 192.168.1.1...
Connected to 192.168.1.1.
Escape character is '"]'.
at

a

()] 4

t+at

........

ERROR
at+qcfg="usbnet"

+QCFG: "usbnet",0

0K
at+qgps?

+QGPS: 1

(1]14
Connection closed by foreign host.

7.11. UPnP settings

Universal Plug and Play (UPnP) is universal plug and play, and cannot be simply understood as UPnP = "automatic port
mapping". For an intranet computer, the UPnP function enables the NAT module of the gateway or router to do automatic
port mapping, and the listening port is mapped from the gateway or router to the intranet computer. The network firewall
module of the gateway or router starts opening this port to other computers on the Internet.

Step 1: Select "Advanced Network >UPnP" in the navigation bar. On the page that opens, you can modify the parameters
for configuring UP‘nP.

a

© Sstatus 4 .
You haven't changed the default password for this router. To change router password_click here.
® Basic Network 4
Forwarded Ports
7 WLAN >
Ext Ports Int Port Internal Address Protocol Description

1Pva Port Forwarding

1PV6 Port Forwarding

Port Redirecting

DMz Settings v

Port Mirror

Enable UPnP
IP Passthrough
" Triggered Enable NAT-PMP

Captive Portal

GPS Inactive Rules Cleaning

Serial App2.

AT over IP Secure Mode (when enabled, UPnP clients are allowed to add mappings only to their I7)

Bandwidth Control

Show In My Network Places
VRRP
Static DHCP

EZ Firewall ’
v

v

Figure 7-51

In the navigation bar, select Advanced Network >UPnP Settings. On the page that opens, you can modify the parameters
related to configuring the UPnP setting function.
After the configuration is complete, click the Save Settings button for the configuration to take effect.

7.12. Bandwidth Control

Bandwidth Control can be used to provision network traffic, and some applications can bring convenience to users while
taking up a large amount of network bandwidth. In order to ensure that all users in the LAN can use the network normally,
you can use the bandwidth rate limiting function to limit the traffic of the specified host in the LAN.

Step 1: Select "Advanced Network > Bandwidth Rate Limiting" in the navigation bar. On the page that appears, you can
modify the parameters for configuring bandwidth rate limiting.
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@ Advanced Network ¥ You haven't changed the default password for this router. To change router password_click here.

IPv4 Port Forwarding
1PV Port Forwarding Bandwidth Control
Port Redirecting Enable Control
DMZ

Port Mirror
1P Passthrough IP | IP Range | MAC Address DLRate DLCeil ULRate ULCeil Priority
Triggered
Captive Portal Normal ~
GPS

Serial App2.

AT over IP
UPnP/NAT-PMP
Bandwidth Control Default Class

VRRP Enable Default Class

Static DHCP

B Firewall 4

) VPN Tunnel >

B Administration >

@ More Info

Figure 7-52

Bandwidth throttling example:

Step 1:

Open the web interface of the router, select Bandwidth Rate Limiting in Advanced Network, and enable Rate Limiting. The
total download and total upload speed is 20000; The IP address is set to 192.168.1.2, and the download rate, maximum
download rate, and upload rate are set to 8000. When you're done, click Save settings.

a
& Advanced Network ¥ You haven't changed the default password for this router. To change router password_click here.

1Pv4 Port Forwarding

IPV6 Port Forwarding Bandwidth Control

Port Redirecting Enable Control

DMZ

- Port Mirror

Max Available Download Rate 20000
IP Passthrough
Triggered Max Available Upload Rate 20000
Captive Portal
GPS

- Serial App2. IP | IP Range | MAC Address DLRate DLCeil ULRate ULCeil Priority

ATl eglE 192.168.1.2 8000kbps 8000kbps 8000kbps 8000kbps Normal
UPnP/NAT-PMP
Bandwidth Control Normal v

VRRP

Static DHCP '

B Firewall 4

€D VPN Tunnel > Default Class

A Administration D Enable Default Class

@ More Info -

Figure 7-53 Bandwidth rate limiting configuration

Step 2:
Set the local connection on the PC side, the IP address is 192.168.1.2, the subnet mask is 255.255.255.0, and the default
gateway is 192.168.1.1 (Note: The PC is supplied by the router, and the WiFi needs to be disconnected)

https://www.wtiwireless.com/ 85 / WTlwireless



WT'WIRELESS

b)) [ eoER » FERIEED » RENEED0
P REE ZEV) 18D 2EH)
@
i EERARGESHRREE
ExEEEeS A [ u =t
- o -
aE
U smstE 1 % 2 | 0 e T | Internet PR 4 (TCP/IPVd) BHE [ =
il R 4= )
fr:=:1 R R B = L ThRE : M L FERRERRI IP BE - TM.
Ibvd i Internet ¥ Realtck USB GBE Family Controller %‘%%M%Eégggm] %Eﬁﬂ'gﬂg ki %ﬁo =
TP TG RIaRIR —
Wik EEL ) [(EBEO... | BENRE 1r @
HH4EE 2 092628 HERE R THIRE o) & AR T ET
e 1.0 Gbps = Vilware Bridge Protecol o IP‘ ) ’ 192 188 . 1 . 2
[(EEER®.. Baes SHERHIER _
) i crosoft [ERY PHIOHTEINLA S TR W 255 255 255 . O
i Internet HpYRREE 6 (TCF/TFu6) = [TH=E) 192 188 1 1
2 Internet HRSARZE 4 (ICR/IFvd)
N SRS 10 iR I .
BERE ll_.s- [E5:20 d 13 r @ AT s EEEht @
-~ 43,504, 975 i — TE W) g W) Bt ®) Bk b BRSE € 192 168 . 1 .1
i A s BESEe: 114 114 114 . 114
TCE/TP o EHs AR R, EREETE
| E S &) e AR
SR e) || HEE i & BEEGERE O EET
= A ) (embtifi)
- [F) mees !
s PUTHEEFERT
Internet T
Windows BikiE
FREE
> = == = | p— | p— T — m ™ T Tl
Figure 7-54 PC Local Connection Configuration
Step 3:

After opening the speed test URL of the https://www.speedtest.net/zh-Hans on the computer, click GO, the result is as
follows, and the speed of the bandwidth is limited to less than 8000

=
. [Router] SR X (?) Speedtest by Ockla - The Glol X + @l =]
& c @ https://www.speedtest.net/zh-Hans B o O

[ 4878 (7 Speedtest by Ook » HifHE

Apps Insights Network Enterprise About 2 Login

New Year Promotion
- only from ¥ 2,260*!

l-:l RESULTS SETTINGS

Access Anything Blocked
Online. Get Fast, Secure,
Free Internet1

o=
o
—y
=udh

Dy
o
di

ExpressVPN

™ hid
i
o

2@
olles

China Mobile

jo

o
ol
S|

3

Figure 7-55
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ULTRA FA;TQ' =
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China
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Figure 7-56 Speed test on the web interface

7.13. VRRP

Virtual Router Redundancy Protocol (VRRP) is a routing protocol proposed by the IETF to solve the phenomenon of
single point failure of static gateways configured in local area networks, and a formal RFC2338 protocol standard has been
launched in 1998. VRRP is widely used in edge networks, and its design goals are to support the transfer of IP data traffic
failures without confusion in certain situations, to allow hosts to use a single router, and to maintain connectivity between
routers in the event of a failure of the actual first-hop router.

Step 1: Select "Advanced Network > VRRP" in the navigation bar. On the page that appears, you can modify the parameters
for configuring VRRP.

- -
You haven't changed the default password for this router. To change router password_click here.
IPv4 Port Forwarding
IPv6 Port Forwarding VRRP
- Port Rediracting
Enable VRRP
DMZ
Port Mirror Mode backup v
IP Passthrough
Triggered Virtual IP 192.168.13
Captive Portal
GPS Virtual Router ID
Serial App2.
AT over IP Priority 100
UPnP/NAT-PMP
. Authentication
- Bandwidth Control
Script Type Default v
Static DHCP
B3 Firewall > Check Interval
€ VPN Tunnel > _ i
Weight 10
R Administration >
L @ ereine © .

Figure 7-57

Example VRRP configuration:

1. The MAC addresses of the primary router and the standby router cannot be the same

2. Priority: The priority of the primary router is higher than that of the secondary

3. router Virtual IP address and virtual router ID: The two devices are set to be the same

4. Script type, detection interval, and weight: At present, ICMP detection is the detection of ICMP, which is to
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periodically ping an address to check whether the network is normal

WAN WWAN

R1SR2 LANO#E%

Router 1 J Router 2

LAN:192.168.1.1 LAN:192.168.1.254

) |
——— o

PC
f3%:192. 168. 1. 111

Figure 7-58 VRRP networking diagram

Primary Route Configuration (Routerl).

Step 1:
LAN Configuration (Primary Routing Gateway is still 192.168.1.1)
@ stotus ’ You haven't changed the default password for this router. To change router password_dick here.
B Basic h v
LAN
WAN
Cellular Bridge ~ 1P Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay
o bro 192.168.1.1 255.255.255.0 v 192.168.1.2- 51 1440
= 1Pve
viaN
Schedule v
DDNS
Routing
F WLAN 4
@® Advanced Network  » NS
B Firewal »
Use Custom DNS
& VPN Tunnel >
A Administration > —
@ More inic
Figure 7-59 Local Area Network
Step 2:

DHCP Server Address

In the navigation bar, select Basic Configuration >WAN Network. On the page that opens, select a static address from the
drop-down box, configure the parameters of the static address, and click Save Settings. As shown in the figure below (Note:
the configuration of measurement parameters is an example, and the actual configuration needs to be configured

according to the site conditions):
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@ Status

5

n» 8 8 ®

Cellular
LAN
3
VLAN
Schedule
DDNS

Routing

7 WLAN

Advanced Network

Firewall

VPN Tunnel

Administration

You haven't changed the default password for this router. To change router password _click here.

WAN / Internet

Type

1P Address

Subnet Mask

Gateway

MUY

Primary DNS

Secondary DNS

£k

@ More Info
Figure 7-60 Static address settings
Step 3:

In the navigation bar, select Basic configuration > mobile networks. On the page that opens, uncheck the Enable module
(Note: it is checked by default) and click Save Setting

@ Status » .
You haven't changed the default password for this router. To change router password_dick here.
Cellular Settings
WAN
el Enable Modem
LAN
1Pvé
Schedule
DDNS
' Routing
F WLAN ?

Figure 7-61 Mobile Network Settings

Step 4:
@In the navigation bar, select Basic Configuration > VLAN. In the page that opens, remove the WAN with VID1 checked,
and click OK, as shown in the image:

@ Sstatus »

You haven't changed the default password for this router. To change router password_dlick here.
I VLAN
- wan
Cellular vID ~ WAN/LAN Tagged  LANI Tagged  LANZ Tagged  LAN3 Tagged  LAN4 Tagged Bridge
LAN
1 x % v x v x v x v x by
1Pv6
2 * * x x x x x x % x WAN
Schedule
DDNS
T WLAN ’
@ Advanced Network >

m ConcelX

Figure 7-62 VLAN Setting

@In the VLAN page, add VID2, check WAN, click OK, and click Save Settings after the settings are completed, as
shown in the figure
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You haven't changed the default password for this router. To change router password_dick here.

VLAN
WAN
Cellular VID ~ WAN/LAN Tagged LANT Tagged LAN2 Tagged LAN3 Tagged LAN4 Tagged Bridge
LAN
1 x x v x v x v * v x bro
IPvE
- 2 v x x x x x x x x x WAN
Schedule
DDNS
Rauting
F WLAN »

® Advanced Network *

Figure 7-63 VLAN Settings

Step 5:
Configure VRRP and set the virtual IP address to 192.168.1.111 and set the same as the primary and standby
THE ADDRESS IS: THE ADDRESS TO BE PINGED BY ICMP

@ status L]
VRRP
@ Basic Network »
Enable VRRP [~ ]
F WLAN »
Mode
IPvd Port Forwarding Virtual 1P
IPv6 Port Forwarding
Port Redirecting Virtual Router 1D
DMZ
IP Passthrough Priofity
Triggered
Captive Portal Authentication a
Serial App.
Password
AT over IP
UPnP/NAT-PMP
Script Type
Bandwidth Contrel
1P Address
Static DHCP
B Firewall > Check Interval
& VPN Tunnel >
Weight

Figure 7-64 VRRP settings for the primary route

Step 6:

Select one of the active and standby computers to connect to the PC, and manually configure the address

The following figure shows the configuration when the PC connects to the "main route", note: the gateway cannot write
192.168.1.1, but the virtual gateway address 192.168.1.111
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RS mER(D):
Eix
EEISTENI DNS B2
i
L
Z/EF DHCP
IPv4 fht
IPv4 TS
IPv4 SRl
IPv4 DNS BES 88

IPvd WINS BSEE8

E/2F NetBIOS over Tepip
HERE-ARIE 1Pv6 Bt

IPvE SATARISE

IPv6 DNS ARS8

i

Realtek PCle GbE Family Controller
C4-C6-E6-20-CC-Eb

=
[=]

192.168.1.2

255.255.255.0
192.168.1.111
192.168.1.111
114.114.114.114

r
fe80::e07:17cc:e873:62fa%1

%,

Attention: Gateway needs to be
written, virtual gateway

FE(C)

Figure 7-65 PC Local Connection Settings

Standby route configuration (Router2).

Step 1:

LAN Configuration (Changed to 192.168.1.254 for Standby Route Gateway)

@ Sstatus
A

= waN
Cellular

Callulor 2

VLAN
Schedule
DDNS

'~ Routing

@ Advanced Network
B Firewall
& VPN Tunnel

A Administration

Step 2:

>

LAN

Bridge ~ 1P Address

br0 192.168.1.254

DNS

Use Custom DNS

Subnet Mask

255.255.255.0 v

Already changed login password successfully.

DHCP Server IP Pool Lease(minutes) DHCP Relay

192.168.1.1 - 253 1440 x

Figure 7-66 Standby LAN

DHCP Server Address

In the navigation bar, select Basic Configuration >WAN Network. On the page that opens, select a static address from the
drop-down box, configure the parameters of the static address, and click Save Settings. As shown in the figure below (Note:
the configuration of measurement parameters is an example, and the actual configuration needs to be configured

according to the site conditions):

https://www.wtiwireless.com/

91 /

WTlwireless



WT lwireLess

@ status 4
Already changed login password successfully.
WAN / Internet
Cellular Type
= cellular2
[ Lan IP Address
VLAN
Schedule Subnet Mask
h DDNS
L Routing Gateway
@ Advanced Network i
MTU
B Firewall >
& VPN Tunnel » Primary DNS
A »
M Administration Secondary DNS

Figure 7-67 Static address settings

Step 3:
In the navigation bar, select Basic configuration > mobile networks. On the page that opens, uncheck the Enable module
(Note: it is checked by default) and click Save Settings

Already changed login password successfully.

Cellular Settings

Enable Modem

Figure 7-68 Mobile Network Setup

Step 4:

@In the navigation bar, select Basic Configuration > VLAN. In the page that opens, remove the WAN with VID1 checked,
and click OK, as shown in the image:

@ Status
Already changed login password successfully.

VLAN ~
- wan
Cellular vID ~ WAN/LAN Tagged  LAN1  Tagged  LANZ Tagged  LAN3  Tagged  LAN4  Tagged Bridge
Cellular 2
1 x ® v x * x * x 3 x br0
toLan
2 * x x X x x x X x % VAN
Schedule
DDNS
= Routing

@ Advanced Network >

Firewall > «
& Save

& VPN Tunnel >

A Administration >

Figure 7-69 VLAN Settings

@In the VLAN page, add VID2, check WAN, click OK, and click Save Settings after the settings are completed, as
shown in the figure
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© Status >

WAN
Cellular
Cellular 2

LAN

Schedule
DDNS

Routing

@ Advanced Network L)
B Firewall >
€D VPN Tunnel »

R Administration >

Step 5:

Already changed login password successfully.

VLAN
VD ~ WAN/LAN Tagged ~ LAN1  Tagged  LAN2  Tagged  LAN3
1 * x v x x x x
2 v x x x x x x

Save Cancel X

Figure 7-70 VLAN Setup

Configure the VRRP function for the standby route, as shown in the following figure

@ Sstatus ’

@ Basic Network >

Port Forwarding

DMZ
IP Passthrough
Triggered
Captive Portal
Serial App.

GPS

AT aver IP
UPRP/NAT-PMP

Bandwidth Control

Static DHCP
B Firewall >
) VPN Tunnel >

2. Administration »

«* outcome
Instruction 1: arp -d;

Instruction 2: arp -a----- to see which MAC address 192.168.1.111 matches with indicates which device provides the

network

Phase 1: When both the active and standby WAN ports are present, the primary device (entering MASTER start) provides

the network by default.

Phase 2: After the WAN port of the primary device is unplugged, the WAN port of the primary device will be switched to

a

Enable VRRP

Mode

Virtual IP

Virtual Router 1D

Priority

Authentication

Password

Script Type

IP Address

Check Interval

Weight

Figure 7-71 VRRP configuration of the standby route (R2).

the secondary device (entering backup start) to provide the network.

Phase 3: After the WAN port of the master device is re-inserted, it switches to the main device (entering MASTER start) to

provide the network.

RSION - Piease
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x
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4-Aug 17:45:18.99
4-Aug 17:45:18.99

4-Aug 99

LAN4

£

x

Message
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WAN
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Figure 7-72: Both the primary and standby WAN ports are present

e upuons neip

b Time Message
14-Aug 17:56:46.6 <15>Jan 1 08:00:06 init{1]: starting rstats.
14-Aug <15>Jan 1 08:00:06 init{1}: starting cstats.
14-Aug <30>Jan 1 08:00:06 Keepalived[977]: Starting Keepalived v1.2.17 (06/27,2024)
14-Aug <30>Jan 1 08:00:06 Keepalived[980: Starting VRRP child process, pid=981
14-Aug <142>Jan 1 08:00:06 Keepalived vrrpl981): Netlink reflector reports IP 192.168.1.1 added
: 14-Aug <142>Jan 1 08:00:06 Keepalived_vrrp(981]: Netlink reflector reports IP feB0:1e59:74fffeB2:2936 added
e 14-Aug <142>Jan 1 08:00:06 Keepalived_vrrp[981): Registering Kernel netlink reflector
14-Aug <142>Jan 1 08:00:06 Keepalived_vrrp[981]: Registering Kernel netlink command channel
14-Au <142>Jan 1 08:00:06 Keepalived_vrrpl981]: Registering gratuitous ARP shared channel
18-Aug <142>Jan 1 08:00:06 Keepalived_vrrp[981]: Opening file /etc/keepalived.conf.
14-Aug <142>Jan 1 08:00:06 Keepalived_vrrp(981): Configuration is using : 40827 Bytes
14-Aug <1425 Jan 1 08:00:06 Keepalived_vrrp(381]: Using LinkWatch kernel netiink reflector
14-Aug <142>Jan 1 08:00:06 Keepalived_vrrp(981}: VRRR sackaaak ifindexi9) acotoll] S0 £400,11)]
14-Aug <142>Jan 1 08:00:06 Keepalived vrrp[981)] VRRP Instance(V]_1) Transition to MASTER STATE
14-Aug <142>Jan 1 08:00:06 Keepalived vrrp(981){ VRRP_Instance(VI_1) Received higher prio advert
255.255.255.255 14-Aug <1425 Jan 1 08:00:06 Keepalived vrrp(981)| VRRP Instance(Vi 1) Entering BACKUP STATE
14-Aug <30>Jan 1 08:00:07 dnsmasql952]: exiting on receipt of SIGTERM
Toteraat iy it 14-Aug 17:56:47.86 <30>Jan 1 08:00:07 dnsmasq[1007): started, version (HEAD -> master) cachesize 1500
14-Aug 17:56:47.86 <30>Jan 1 08:00:07 dnsmasq[1007}: compile time options: IPv6 GNU-getopt no-RTC no-DBus no-UBus no-i18n 1
168.1. 34-0a-48-02-00-07 P 14-Aug <30>Jan 1 08:00:07 dnsmasq[1007}: asynchronous logging enabled, queue limit is 5 messages
; 14-Aug <30>Jan 1 08:00:07 dnsmasq-dhcp[1007]: DHCP, IP range 192.168.1.2 -- 192.168.1.51, lease time 1d
1061255 TT=TT=TT=TT=TT=7T " 14-Aug <28>Jan 1 08:00:07 dnsmasq[1007]: no servers found in /etc/resolv.dnsmasa, will retry
1 € 14-Aug <30>Jan 108:00:07 dnsmasq[1007]: read /etc/hosts - 3 names
224.0.8.5 Al G onh o) 14-Aug <30>Jan 108:00:07 dnsmasq[1007): read /etc/dnsmasq/hosts/hosts - 5 names
14-Aug <30>Jan 1 08:00:07 dnsmasq-dhcp[1007: read /etc/dnsmasq/dhcp/dhcp-hosts
14-Aug <11>Jan 1 08:00:07 xtp[1015]: Total 0 XTPs
14-Aug <14>Jan 1 08:00:07 decfg[1018]: json_string is *2020/01/01-08:00:07"
14-Aug <6>Jan 1 08:00:07 kernel: usb 1-1: new high-speed USB device number 3 using ehdi-platform
14-Aug <14>Jan 1 08:00:07 decfg(1018}: {truncated] (*Basic WAN":{"wan_proto":"static",'ppp_username":**"ppp_passwd
14-Aug <14>Jan 1 08:00:07 decfg(1018]: exports cfg finish
18- 17.55:48 48 <Fi>lan 1 DROM7 barnal sich 1-1: Now 1SR davica fruind idVandnr=2c7 idBradurt=6005

14-Aug 17:59:9.45 <11>Jan 108:02:28 modem _watchdog[686): stop wan
14-Aug 17:59:9.52 <11>Jan 108:02:28 modem_watchdog[686]: start wan
14-Aug 17:50:9.52 <1425 Jan 1 08:02:28 Keepalived vrrp(981]: Netiink reflector reports IP 192.168.10.134 added
14-Aug 17:50:11.97 <11>Jan 108:02:31 modem watchdog[691}: vian2 icmp check 8.8.8.8 nk(1/5)
14-Aug 17:59:13.64 <142>Jan 1 08:02:32 Keepalived_vrrp(981]; VRRP_Instance(Vl_1) forcing a new MASTER election
elsieme 14-Aug 17:59:13.64 <142>Jan 108:02:32 Keepalived vrrp[981): VRRP.Instance(V1_1) forcing a new MASTER election
14-Aug 17:59:15.0 1lalan 1080234 mad b 1kdan2 icoop check ABAR ki
. 14-Aug 17:59:16.24 <142>Jan 1 08:02:35 Keepalived_vrrp(981): VRRP_Instance(Vl_1) Transition to MASTER STATE
255. 255 255 14-Aug 17:59:16.24 <142>Jan 1 08:02:35 Keepalived_vrrp{981]: VRRP_Instance(VI_1) Entering MASTER STATE
14-Aug 17:59:16.24 <142>Jan 1 08:02:35 Keepalived_vrrp[981]: VRRP_Instance(VI_1) setting protocol VIPs.
o: -- 14-Aug 17:50:16.24 <142>Jan 1 08:02:35 Keepalived_vrrp[981): VRRP_Instance(Vl_1) Sending gratuitous ARPs on brd for 192.168.1.1
Internet #it 14-Aug 17:59:17.86 T T 2 T T T R T SV T PO TR T O
3 14-Aug 17:59:18.1 <11>Jan 108:02:37 modem watchdog[691): vian2 icmp check 8.8.8.8 nk(3/5)
1c-59-7. 14-Aug 17:59:19.6 <11>Jan 108:02:38 modem_watchdog[691}: vian2 icmp check 8.8.8.8 ok
Serrey St B 14-Aug 17:59:20.63 <30>Jan 1 08:02:39 dnsmasq[1007]: reading /etc/resolv.dnsmasq
2 14-Aug 17:56:20.63 <30>Jan 108:02:39 dnsmasq(1007}: using nameserver 192.168.10.1253
224.0.0.5 01-00-5¢-00-60-05 14-Aug 17:59:20.63 <30>Jan 108:02:39 dnsmasq(1007}: using nameserver 114.114.114.114#53
14-Aug 17:50:20.64 <30>Jan 1 08:02:39 dnsmasq[1007): using nameserver 8.8.8.8253
14-Aug 17:59:20.64 <30>Jan 1 08:02:39 dnsmasq[1007]: reading /etc/resolv.dnsmasq
14-Aug 17:59:20.64 <30>Jan 108:02:39 dnsmasq[1007): using nameserver 192.168.10.1#53
14-Aug 17:50:20.64 <30>Jan 1 08:02:39 dnsmasq[1007}: using nameserver 114.114.114.114253
14-Aug 17:50:20.64 <30>Jan 1 08:02:39 dnsmasq(1007): using nameserver 8888253
14-Aug 17:59:2064 <30>Jan 1 08:02:39 dnsmasq[1007}: exiting on receipt of SIGTERM
14-Aug 17:50:20.67 <305Jan 108:02:39 dnsmasq(2214]: started, version (HEAD -> master) cachesize 1500
14-Aug 17:59:20.68 <30>Jan 108:02:39 dnsmasq[2214]: compile time options: IPv6 GNU-getopt no-RTC no-DBus no-UBus no-i18n
14-Aug 17:59:20.68 <30>Jan 108:02:39 dnsmasqf2214}: asynchronous logging enabled, queue fimit is 5 messages
14-Aug 17:59:20.68 <30>Jan 108:02:39 dnsmasq-dhcp[2214]: DHCP, IP range 192.168.1.2 -- 192.168.1.51, lease time 1d
14-Aug 17:59:20.68 <30>Jan 1 08:02:40 o 12214]: reading Iv.d
14-Aug 17:50:20.68 <30>Jan 1 08:02:40 dnsmasq[2214]: using nameserver 192.168.10.1#53
> 5 /home/mobaxterm 4 14.80n 175050 K8 s lan 1 NROI-EN Anemacni?I 14 icinm namacarvar 114 114 114 114253

Figure 7-74 Replug the WAN port back into the main device

7.14. Static DHCP

Dynamic Host Configuration Protocol (DHCP) is a network protocol for local area networks. After the DHCP function is
enabled, the lower computer can automatically obtain the dynamic IP.

Step 1: Select "Advanced Network > Static DHCP" in the navigation bar. On the page that opens, you can modify the
parameters for configuring the static DHCP function.

a

You haven't changed the default password for this router. To change router password click here

1Pv4 Port Forwarding
1Pv6 Port Forwarding Static DHCP

Port Redirecting I o o o
DMz

Port Mirrar

1P Passthrough
Triggered
Captive Portal
GPs

Serial App2

frovert m

UPNP/NAT-PMP

Figure 7-75

Step 2: Configure "DHCP Server Setting" The DHCP server settings parameters are shown in the table
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parameter meaning How to configure
DHCP button to select Settings:

. DHCP Service Enable button to enable/disable DHCP Service | Enabled
service .

Disable
. . WORD TYPE MAC FORMAT
Configure the MAC address of the DHCP client that needs to
MAC specify the IP address of the DHCP acquisition IP For example,
pectty g 00:1A:4D:34:B1:8E

Table 7-6 DHCP Server Settings

Step 3: Once the configuration is complete, click the "Save Settings" button for the configuration to take effect.

Static DHCP configuration example:

Step 1:

Open the administrator: Command prompt (shortcut key win+R), enter cmd; Then enter ipconfig/all to find the MAC
address of the local connection

F] C:\Windows\system32\cmd.e: X

LUK FOIE BO R LAACR -

EEEEN DNS B8 :
biiipu : Realtek PCIe GbE Family Controller
0 B 3 ik 1 [C4-C6-E6-20-CC-E6
DHCP B2 =
BxEEERA 2
A gk IPve bt : fe80::e07:17cc:e873:62fa%11(E %)
IPvlU fitht : 192.168.1.6(E %)
: 255.255.255.0
: 20244-8H 15H 9:43:17
1 20245-8H 16H 9:43:17
LoN S : 192.168.1.1

DHCP i 55 &% 1 192.168.1.1

DHCPv6 IAID : 130336486

DHCPv6 %/ i# DUID : 00-01-00-01-2D-D6-1B-4D-Cl-C6-E6-20-CC-E6
DNS g 55 88 : 192.168.1.1

TCPIP L) NetBIOS

LA PSR AR B PR

BERE ...
EEEEFFER DNS
S : Bluetooth Device (Personal Area Network)
: C0-35-32-14-EE-AA
DHCP EF : B
SRl Asy =]

C:\Users\u8809>|

Figure 7-76 Administrator
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WEENE
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o LERES ®A wEER
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Step 3:

Open the routing web interface, select static DHCP in the advanced network, and configure the MAC address (Note:

Figure 7-77 Automatic DHCP is enabled on the PC

GRENA

ERV)..

L]

the

MAC address filled in here is the MAC address queried in step 1), the first of the two MAC address items can be set, and
the second can be left unset, save the settings after the addition is completed

@ Basic Network )

T WLAN )

1Pv4 Port Forwarding

IPVE Port Forwardin:

Port Redirecting
DMZ

IP Passthrough
Triggered
Captive Portal
Serlal App.

AT over IP
UPNP/NAT-PMP

Bandwldth Control

VRRP
B Firewall ’
€ VPN Tunnel >

Step 4:

You haven't changed the default password for this router. To change router password_glick here.

Static DHCP
MAC Address P Address Hostname ~
CACEE620CCES 192.168.1.6

Figure 7-78 Static DHCP settings

Open the network and sharing center of the PC to view the details, and the IP address of the PC is the same as the

statically bound address (Note: If multiple PCs are bound, follow the method in step 1 to add the MAC address).
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Software Loopback Interface 1
Link encap: Local loopback
inet addr Mask: 255.0.0.0
MTU: 1500 Speed:
Admin status:UP Op
RX packets:0 dro 0 unkown:®
TX packets:0 dropy 0 txqueuelen:@

= /home/mobaxterm 1fcontig

RTL8852BE WiF1 6 802.
Link encap: IEEE 802.
inet addr

MTU: 1500 Speed:

Admin status:UP Oper
RX packets:819364 droppe 0 unkown:0
TX packets:81267 dropped:@ 0 txqueuelen:®

PCIe GbE Family Controller

Link encaf

inet addr

MTU: 1500 Speed:100 DI

Admin status:UP Oper é :OPERATIONAL

RX packets:169204 droppe 0 unkown:0@

TX packets:133974 dropped:@ 148 txqueuelen:0

Figure 7-79 Binding static DHCP

8. Firewall

firewall refers to a method of separating an intranet from a public access network, such as the Internet, and is an
isolation technique. A firewall is an access control that is performed when two networks are in communication, allowing
you to "consent" to data entering your network while keeping out data that you "deny", preventing hackers from accessing
your network to the greatest extent.

8.1. IP/URL filtering

The IP filtering module filters the incoming and outgoing IP packets based on the source address, destination address,
port number, and other information in the headers of the IP packets, and allows or disables access to certain IP addresses. .

You haven't changed the default password for this router. To change router password_click here

@ Basic Network >
IP/MAC/Port Filtering
T WLAN ]
Network
Y prrey B on ,E| o Src MAC srcIp DstIP Protocal  Src Port Dst Port Policy Description
@ Adva we Protocol
Domain Filtering
€ VPN Tunnel >
Key Word Filterin
A Administration 4 Y 9
on Key Word Description
URL Filtering
on URL Description
@® More info

Configure the IP/MAC/Port filtering parameters as shown in the table
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allow or deny access.

Parameter Meaning Configure
Source MAC Configuration requires specifying the MAC address to allow or WORD type MAC format
deny access. e.g.00:1A:4D:34:B1:8E
Source IP Configuration requires specifying the Source IP address to €.8.192.168.1.2

Destination IP

Configuration requires specifying the Destination IP address to
allow or deny access.

e.g.192.168.10.70

Protocol

To enable data to travel from source to destination across a
network, all participants in the communication must follow a
common set of rules. This set of rules is called a protocol,
which is ultimately defined by the format of the data packets
transmitted over the network.

Select TCP, UDP, or ICMP
based on the actual
situation.

Source Port

Configuration requires specifying the Source Port to allow or
deny access.

Configure the port based on
the actual situation.

Destination Configuration requires specifying the Destination Port to allow Configure the port based on
port or deny access. the actual situation.
Select "Accept" or "Drop"
Policy Select "Accept" or "Drop" based on the actual situation. based on the actual

situation.

Example 1: Only one IP address is prohibited from accessing the Internet, and other IP addresses are allowed

IP/MAC/Port Filtering

Network

On
Protocol

v 1Pvd

1Pv4

Src MAC Src IP Dst IP Protocol  Src Port Dst Port

192.168.1.6 any/0

v NONI ~

Figure 8-2

Policy Description

Drop

Acce} ¥

As shown in Figure 8-2, if you configure a source IP address and select Discard as a policy, the IP address cannot access the
Internet and other IP addresses can access the Internet normally
Example 2: Only one IP address is allowed to access the Internet, and others are prohibited

IP/MAC/Port Filtering

Network

Oon protocol Src MAC SrcIP Dst IP Protocol  Src Port Dst Port Palicy Description
v IPv4 - any/0 any/0 = = = Drop

v IPv4 192.168.1.6 any/0 Accept

M IPv4 = any/0 192.168.1.6 Accept

IPv4 v

NONI v Accef v

Figure 8-3

As shown in Figure 8-3, discard all IP addresses and MAC addresses, and then accept the source and destination of the
specified IP address
Example 3: Only one MAC address is prohibited from accessing the InteHow to configure
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WORD type MAC format

For example, 00:1A:4D: 34: B1:8E

For example: 192.168.1.2

For example: 192.168.10.70

Choose TCP, UDP, ICMP according to the actual situation

Configure ports according to the actual situation

Configure ports according to the actual situation

Choose between receiving and discarding based on the actual situation addresses are allowed

IP/MAC/Port Filtering

Network - N
On ctwor Src MAC Src IP Dst IP Protocol  Src Port Dst Port Policy Description
Protocol
N IPv4 C4:C6:E6:20:CC:E6 any/0 any/0 = = = Drop

1Pv4 hd NONI v Acce} ¥

Figure 8-4

As shown in Figure 8-4, configure a source MAC address and select Discard as the policy
Example 4: Only one MAC address is allowed to access the Internet, and others are prohibited

IP/MAC/Port Filtering

Network

On Src MAC SrcIP Dst IP Protocol  Src Port Dst Port Policy Description
Protocol
v IPvd - any/0 any/0 - - = Drop
e IPv4 C4:C6:E6:20:CCE6 any/0 any/0 - - - Accept
v IPv4 = any/0 192.168.1.6 = = = Accept
1Pv4 v NONI v Accep v
Figure 8-5

As shown in Figure 8-5, the first one discards all IP addresses and MAC addresses, the second one accepts the specified
MAC address, and the third one accepts the specified destination IP range
Example 5: Only one IP address is allowed, but others are forbidden

IP/MAC/Port Filtering

Network

On Src MAC Src IP Dst IP Protocol  Src Port Dst Port Policy Description
Protocol
N 1Pv4. - any/0 any/0 = = = Drop
N 1Pv4 - any/0 192.168.1.6 - - - Accept
v 1Pv4 = 192.168.1.6 any/0 - - = Accept
1Pv4 v NONI v Accep v
Figure 8-6

As shown in Figure 8-6, the first new source IP address and destination IP address can be discarded without entering the
default IP address. Article 2 adds a designated destination IP for policy reception; Article 3 adds a designated source IP, and
the policy selects to receive; After the configuration is saved, only 120.78.189.220 is allowed to be accessed, and other IP
addresses cannot be accessed.

https://www.wtiwireless.com/ 99 / WTlwireless



WT lwireLess

Example 6: Only one IP address is disallowed and others can be accessed
IP/MAC/Port Filtering

Network

On Src MAC Src IP Dst IP Protocol  Src Port Dst Port Policy Description
Protocol
v IPv4 = any/0 192.168.1.10 = = = Drop
IPv4 v NONI v Acce v
Figure 8-7

As shown in Figure 8-7, the specified destination IP address is added and the policy is Discarded.

8.2. Keyword Filtering Settings / URL Filtering Settings /
Access Filtering

1. Keyword filtering: Judge and filter the incoming and outgoing data of the keyword information configured by the user

2. URL filtering needs to filter the visited URLs according to the URLs and other information configured by the user

3. Access filtering needs to filter MAC, source IP, destination IP, port number and other information according to the user,
and allow or prohibit access to certain IPs.

© status > Key Word Filtering -
@ Basic Network > on Key Word Description
2 WLAN >
& Advanced Network >
URL Filtering
Domain Filtering
On URL Description
& VPN Tunnel >
MR Administration >
Access Filtering
On  Src MAC Src IP Dst IP Protocol  SrcPort Dst Port Policy Description
NONE v Accep v
@ More Info
L R . S
Figure 8-8
Example 1:

Key Word Filtering

On Key Word Description

v baidu

Figure 8-9

Keyword filtering intercepts and discards the set content, does not support Chinese, spaces, numbers, English letters and
symbols.
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Example 2:
URL Filtering
On URL Description
v www.jb1000.com/Article/Articleinfo.aspx?infoid=893923
v www.wifilu.com/1666.html
) hiwksls.bokee.com/507180743.html

Figure 8-10

URL filtering blocks and discards URLs and restricts only a URL address within a website.
Example 3:

Access filtering determines the IP protocol and port of the accessing router

Only certain IPs are allowed to access the device;

Access Filtering

On  Src MAC SrcIP Dst IP Protocol Src Port Dst Port Policy Description

v - any/0 any/0 - - - Drop ¢ ,,
v - 192.168.1.1 any/0 ce - 2323 Accept

v = any/0 cp = 80 Accept

any/0 TCP = 80 Accept

Figure 8-11

8.3. Domain name filtering
Domain name filtering is a mechanism that allows certain domain names to be filtered for a specific range of domain
names such as .com, .cn, .net, etc., allowing these domains to pass or not to pass.

Domain Filtering

On

Default Policy Black List v

on Domain Description
v www.baidu.com

v www.csdn.net

Figure 8-12

For example, in Figure 8-12, configure blacklist domain name filtering, fill in www.qg.com and www.baidu.com respectively,
PC only access the Internet through the router, PC can not access QQ and Baidu when opening the browser, but can access
other websites, on the contrary, the default policy is whitelist, then only access QQ and Baidu are allowed, and other
websites cannot be accessed.
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9. VPN configuration

Virtual Private Network (VPN) is a secure Internet-based local area network (LAN) that currently supports
Wireguard/Zerotier/L2TP/PPTP/GRE/openvpn/IPSEC/L2TP V3/DMVPN are used separately.

9.1. Wireguard

WireGuard is an easy-to-configurable, fast, and secure open-source VPN that leverages the latest encryption
technology. The goal is to provide a faster, simpler, and leaner general- purpose VPN that can be easily deployed on
low-end devices like Raspberry Pi to high-end servers.

Since most other solutions like IPsec and OpenVPN were developed decades ago, realize that they are slow and difficult to
configure and manage properly; Multi-platform support for Linux, Windows, macOS, BSD, iOS, and Android; Although
wireguard is simple, it supports all the latest encryption technologies, such as the Noise protocol framework, Curve25519,
ChaCha20, Poly1305, BLAKE2, SipHash24, HKDF, and secure trusted fabrics; And because WireGuard runs in kernel space, it
provides a secure network at high speeds.

Step 1: Select "VPN Tunnel >Wireguard" in the navigation bar as shown in the image, which contains both server and client
modes

© Sstatus > .
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Wireguard
7 WLAN >
Enabled
@ Advanced Network >
B Firewall > Mode Server v
Bind Port 51820
Zerotier Local Key test
GRE
Local IP/Mask 192.168.88.1/24

OpenVPN Client
OpenVPN Server

Peer Subnet IP/Mask
PPTP/L2TP Server

PPTP/L2TP Client Allowd IPS

Persistent Keepalive Peer Key
L2TP V3
IPSec 0.0.0.0/0 25
DMVPN
R Administration 4
L v,
Figure 9-1
-
®© status > . .
You haven't changed the default password for this router. To change router password_click here.
@® Basic Network >
Wireguard
% WLAN >
Enabled
@ Advanced Network >
& Firewall > Mode Client v
Peer IP/Port 192.168.1.2 51821
Zerotier Local Key test
GRE
. Local IP/Mask 192.168.88.1/24
OpenVPN Client
OpenVPN Server
Peer Key test
PPTP/L2TP Server
PPTP/L2TP Client
/ e Preshared Key
L2TP V3
|Psee Persistent Keepalive 25
DMVPN
2 Administration > Allowed IPS 0.0.0.0/0

Peer Subnet IP/Mask
@ More Info
L /]
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Figure 9-2
Step 2: Configure the wireguard parameter
The name of the parameter meaning How to configure
Enable Wireguard f:aizlri/dlsable the  Wireguard | Click Enable to enable the feature

There are two modes: server and

Select the appropriate mode for

M . .
ode client each application
Bind Port In server mode, the listening port of | The default is 51820
the server
Default: test
Local key In server mode, the private key of | The server's private key is paired

the server

with the public key

Local IP/Mask

In server mode, one wireguardVPN
subnet and mask of the server are
supported

Format: A.B.C.D/M
192.168.88.1/24

Default:

Peer Subnet IP/Mask

In server mode, the clientcan have
multiple WireGuard VPN subnets
and masks

#%3: A.B.C.D/M, E.F.G.H/N
Default is empty

Allowd IPS

In server mode, the local subnet
and mask of the client and the VPN
subnet and mask of the client

#%3: A.B.C.D/M, E.F.G.H/N
Default: 0.0.0.0/0

Persistent Keepalive

Every once in a while, it will be
checked if the connection s
dropped

Default: 25 Unit: seconds

Peer key

In server mode, the client's public
key

Default is empty
The client's private key is paired
with the public key

Peer IP/port

In client mode, the WAN port IP
address and port number of the
server

Port default: 192.168.1.2
Port default: 51821

Local key

In client mode, the private key of
the client

Default: test
It is paired with the public key set
by the server

Local IP/Mask

In client mode, the VPN address and
subnet of the client

Default: 192.168.88.1/24

The VPN address must be on the
same network segment as the VPN
address of the server, but the IP
address is different

Peer key

In client mode, the server matches
the public key

Default: test

Preshared key

The password of the client

Default is empty

Allowd IPS

In client mode, you can allow other
IP addresses to access or connect to
the device

Default: 0.0.0.0/0
The default setting means that all
devices can access or connect

Peer Subnet IP/Mask

In client mode, the local IP address
of the server or the local IP address
and subnet of other clients

Default is empty
Format: A.B.C.D/M, E. F.G.H/N

Table 9-1 WireGuard parameters

Step 3: Set other parameters for server mode
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WAN / Internet
Type Static Address v
IP Address 192.168.10.155
Subnet Mask 255.255.255.0
Gateway 192.168.10.1
MTU 0
Primary DNS 192.168.10.1

114.114.114.114

Secondary DNS

LAN

Bridge ~ IP Address Subnet Mask

bro 192.168.1.1 255.255.255.0

Figure 9-3

DHCP Server IP Pool Lease(minutes) DHCP Relay DHCP Server Address

~ 192.168.1.2 - 51 1440 x

DNS v
Use Custom DNS
Figure 9-4
Step 4: Configure the wireguard parameter in server mode
@ Sstatus > ; :
You haven't changed the default password for this router. To change router password_dlick here.
® Basic Network >
Wireguard
T WLAN >
Enabled v
@ Advanced Network > " =
Firewall > Mode Server v
& VPN Tunnel v Bind Port 1820
- Wireguard
Zerotier Local Key GY I Server private key
GRE
' Local 1P/Mask
OpenVPN Client
-~ OpenVPN Server I Server VPN tunnel address (note: cannot be
Peer Subnet IP/Mask 192.168.3.0/24, 192.168.4.0/24 8 4 68.88.0/24,19; 4
~ PPTP/L2TP Server subnet of Client 1 the same as LAN port address)
VPRI R e ress of Clier@ Allowd IPS Persistent Keepalive Peer Key
L2TP va
192.168.88.2/32,192.1683.0/24 25 I}ONZanq?vUeqpkmdiNMkl pleelhBhXHodWBy(:l public key of Client 1
IPSec
DMVPN 192.168.88.4/32,192.168.40/24 25 }“* 7 Dz+FSAGRRL k= Ipublic key of Clienu
A Administration >

iy i subnet of Client 2

public key of Client 1

@ More Info

Step 5: Set other parameters in client mode
Route Client 1:
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Figure 9-5

104 /

WTlwireless



WIRELESS

WAN / Internet

Type Static Address v
IP Address 192.168.10.125
Subnet Mask 255.255.255.0
Gateway 192.168.10.1
MTU 0
Primary DNS 192.168.10.1
Secondary DNS 114.114.114.114
Figure 9-6
LAN v
Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay DHCP Server Address
br0 192.168.3.1 255.255.255.0 v 192.168.3.2 - 254 1440 X
1 v
Add+
DNS v
Use Custom DNS
Figure 9-7
Routing Client 2:
WAN / Internet
Type Static Address v
IP Address 192.168.10.127
Subnet Mask 255.255.255.0
Gateway 192.168.10.1
MTU 0
Primary DNS 192.168.10.1
Secondary DNS 114.114.114.114
Figure 9-1
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LAN v
Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay DHCP Server Address
bro 192.168.4.1 255.255.255.0 ~ 192.168.4.2 - 254 1440 X
1 v
Add+
DNsS v

Use Custom DNS

Figure 9-2

Step 6: Configure the wireguard parameter of the client (the mask of the client must be set to /24, which cannot be in the
same subnet range as /32 set by the server).
Route Client 1:

= Tools % Bandwidth & IP Traffic a8 System £
@ status > .
You haven't changed the default password for this router. To change router password_dick here.

@ Basic Network >

Wireguard
F WLAN >

Enabled -
@ Advanced Network  ? =
B Firewall > Mode Client v
) VPN Tunnel v Peer IP/Port 51820 I Server WAN port IP/port
- Wireguard
. Zerotler Local Key GLIUKVShFIP2ETSHieqSiUjB30= I Client 1 Private Key
-~ GRE

Local IP/Mask I VPN tunnel address for client 1

‘OpenVPN Client

- OpenVPN Server

Peer Key 7og58irVFmdbjh+ UFGXACS0GZ4Ge= I Server public key
PPTP/L2ZTP Server
PPTP/L2TP Client Preshared Key
L2TP V3
IPSec Persistent Keepalive =
DMVPN
R Administration > Mllowed1Ps : peote '
Service terminal network _Subnet of Client 2
e ot o \I.r«,; 168.10/24, 1921684024 /I
@ More Info

Figure 9-3

Routing Client 2:

@ Status > 5
You haven't changed the default password for this router. To change router password _elick here.
@ Basic Network >
Wireguard
F WLAN >
Enabled -
@ Advanced Network > .
Firewall > Mode Client v
€ VPN Tunnel - Peer IP/Port I 92.168.10.155 5182 I Server WAN port IP/port
Wireguard . .
e Local Key | QLedigayFKuwhYHFsyjzIHHIT2LTb+ YoMRoonUlks2Y= | Client 2 Private Key
GRE N
OpenVPN Client Local IP/Mask VPN tunnel address for client 2
~ OpenVPN Server oot ey Server public key
PPTP/L2TP Server
PPTP/L2TP Client Preshared Key
L2TP V3
= L= Persistent Keepalive 25
DMVeN
A Administration > Allovied IPS 0.000/0 &
Service terminal network Subnet of Client 2
Peer Subnet IP/Mask “l-'ui 168.1.0/24 192,168 3 "1"- :
@ More Info

Figure 9-4
Step 7: The connection is as follows
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The telnet of the server enters the background and you can view the connection status and route table information
telnet 1

scape character is '
outer login: root
Password:

Getmﬁouter :/tmp/home/root# wg

blic key: 6KVbpd/0z90D1zQ70g58trVFmdbjh+UFGX4c50GZ4Gc=
private key: (hidden)
listening port: 51820

endpotnt

allowed 1ip

latest han

transfer L {1B received, 2.48 h1E <ent
persistent keepalive: every 25 seconds

ieer: Mzto7A2ShKysInNFDz+FsAG 9cI8Jqis ImWkGFk=
endpoint:
allowed
latest handshake: 1 minut g
transfer: 69.77 K1B received, .40 KiB sent
persistent keepalive: every 25 sec

Figure 9-5

root@Router:/tmp/home/root# route -n
Kernel IP loutlnq table
Destination : Genmask Flags Metric Ref Use
0.0.0 2 1 0.0.0.0 uG 0 0 0
p. E 0 0 0
0 0 0 UﬁhU

0 0 0 lo
0 0 0 bro

0 0 0 wgo

0 0 0 wgo

0 0 0 vlan?
0 0 0

Figure 9-6

In server mode, you can ping the vpn addresses, gateways, and subnet IPs of both clients on the PC side
root@Rout p/home/root# inq
(

from
54 bytes from
54 bytes from
54 bytes from
54 bytes from qeq—d ttl=64
64 bytes from : seq=5 ttl=64

ping statistics ---
packets transmitted, 6 packets received
round-trip min/avg/max = 0.963/1.026/1.243

root@outer:/tmp/home/root# ping 1
L [CR : (1 1 D
54 bytes from 0 ttl=64

54 bytes from
54 bytes from
54 bytes from
b4 bytes from

1 ping statistics ---
ansmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.942/1.001/1.171 ms

Figure 9-7
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root@Router /tm:/home/root# ping

56 data bytes
4 byte i seq=0 ttl=64 time=1.103 ms
b4 bytes from 1 1: seq=1 ttl=64 time=0.984 ms
54 bytes from = =6 me=0.992 ms
54 bytes from seq=3 ttl=64 time=0.988 ms

4 ping statistics ---
packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.984/1.016/1.103 m¢

177 ms
672 Ins
.919 ms
.973 ms
.950 ms

1.1 ping statistics ---
b packets transmitted, 5 packets 2 % packet loss
round-trip min/avg/max = 0.919/1.

eg=1 ttl=127 tume=1
seqg=2 ttl=127 time=1
..... seq=3 ttl=127 time=1.

95 plng statistics ---
packets transmitted, 4 packets received, 0% packet loss

Figure 9-8

The telnet client enters the background and can view the connection status and route table information
Client 1:

root@outer:/tmp/home/root# wg show

n
public key: aQWzk3nq9vUeqpkmdiNzyFkip/SbeIbBhXHoc1F78yc=
private key: ( len)
listening port: 26277

endpoint:

allowed 1

latest handshake: 1 minute, 36

transfer: 4.43 KiB received,

persistent keepalive: ever
root@outer:/tmp/home/root#

root@outer:/tmp/home/root# route -n

Kernel IP routing table

Destination Gateway benmask Flags Metric Ref Use

1¢ 1 0.0 B UG [¢] (0]

255 ¢ U [¢] (0]
255. oG U ] &)
255.255.255.0 U 0 0
255.2 @ U 0 0
255.2 o U 0 0]
255.255.255.255 U 0 [*]
255.255.255.0 U 0 0

Figure 9-10

Client 1 can ping the VPN address, gateway and subnet IP address of the server (including the ping packet on the PC)
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oot@Route /T home/loot# ping 5.88
1 IJ 50 Udid UyLes

0 ttl=64 tume=1.2

eq 5 ttl_b4 tlme_G 997

1 ping statistics ---
packets transmitted, 5 packets received, 16% packet loss
round-trip min/avg/max = 0.958/1.067/1.288 ms

oot@Router /t p/home/root#| ping
7 58 ‘; - CJ LIGLG J
seq=0 ttl=64
seq=1 ttl=64
seq=2 ttl=64
seq=3 ttl=64 :
seq=4 ttl=64 time=0.93

192. 1.1 ping statistics ---
b packets transmitted, 5 packets received, 0% [
round-trip min/avg/max = 0.933/0.998/1.156 ms

root@Route home/root# p1i

Ju uacva

bytes

bytes

bytes

bytes q=3 ttl=127

bytes : ttl=127 tume=1.3

Figure 9-11

private key: (hid
listening port: 4

allowed 1ip

latest handshake: 1 minute, 22 sec

transfer: 9.18 KiB received, 34.07

persistent keepalive: every 25 sec
root@outer:/tmp/home/root#

Figure 9-12

root@outer:/tmp/home/root# route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0. 0.1 0.0.9.0 UG (¢} vl )
255.0.0.0 (¢]
255.255.255.0

255.255. 255 (6]

255.2
255.2
255.25!
255.2

Figure 9-13

Client 2 can ping the VPN address, gateway and subnet IP address of the server (including the ping packet on the PC).
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oot@Route /T home/loot# ping 5.88
1 IJ 50 Udid UyLes
l_:y‘tes r 0 ttl=64 time=1.2
bytes 6 ume=
bytes
bytes
bytes fr 1 3 eq 5 ttl_b4 tlme_G 997

1 ping statistics ---
packets transmitted, 5 packets received, 16% packet loss
round-trip min/avg/max = 0.958/1.067/1.288 ms

oot@Router /t p/home/root#| ping
7 58 ‘; - CJ LIGLG J
seq=0 ttl=64
seq=1 ttl=64
seq=2 ttl=64
seq=3 ttl=64 :
seq=4 ttl=64 time=0.93

192. 1.1 ping statistics ---
b packets transmitted, 5 packets received, 0% [
round-trip min/avg/max = 0.933/0.998/1.156 ms

root@Route home/root# p1i

Ju uacva

bytes

bytes

bytes

bytes q=3 ttl=127

bytes g=4 ttl=127 time=1.3

Figure 9-14

Client 1 or Client 2pings the peer (including the PC side).
Client 1:

’ING : 56 data hyte<
Se—Gyres—rrom

64 bytes from

64 bytes from HEE

64 bytes from H tt1=63 time=1.576 ms
206

ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.549/1.642/1.852 ms

root@outer: D ping .1
PING 1 8 - pDytes
64 bytes from 1 seq=60 =63 tume=1.987 M=
64 bytes from seq= time=1.638 ms
b4 bytes from seq=2 ttl=63 time=1.587 ms

1 ping statistics ---
ransmitted, 3 packets recelved, 0% packet loss

root@oute r ing
PING ): 56 data
64 bytes fr seq=0 ttl: i
bytes fr seg=1 ttl:
bytes fr seq=2 ttl:
seq=3 ttl=126 tme—z 082

ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 2.082/2.327/2.962 ms

Figure 9-15

Client 2:
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root@outer:/tmp/home/root# ping
PING 56 ddld DYLES

64 bytes fr : time=1.901 ms
64 bytes fr ime=1.591 ms
i .667 ms
.657 ms

2 ping statistics
ansmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 1.591/1.704/1.901 ms

root@Router:/tmp/home/root# 1
PING 192.168. ( 3.1y Gdld DyLes
64 bytes fr seq=0 time=1.912 ns
64 bytes from seq=1 tim .716 ms
64 bytes from seq=2 time=1.7085 ms
~C
--- 192.168 1 ping statistics ---
ansmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 1.705/1.777/1.912 ms

root@outer:/tmp/home/root# ping

PING 192.168. = ) 3

64 bytes from tt1=126 time=
64 bytes from ttl=126 tim
64 bytes from

~C

LL50
3 packets transmitted,
round-trip min/avg/max

root@Router: /tmp/home/root# [J

Figure 9-16

9.2. Zerotier

ZeroTier is a software-defined networking (SDN) solution that enables users to create and manage virtual networks
across physical devices and locations. It enables seamless connection of devices on the Internet, suitable for remote work,
Internet of Things and other scenarios, providing secure and efficient network connectivity.

Step 1: Select "VPN Tunnel >Zerotier" in the navigation bar

© status >
Zerotier
@® Basic Network >
. Zerotier Client
= WLAN >
@ Advanced Network ? Zerotier World Network ID 681ece12209def29
i >
&) ml Zerotier Moon Network ID
Allowed NAT
Wireguard
" GRE Zerotier Moon

OpenVPN Client

OpenVPN Server Zerotier Moon IP

PPTP/L2TP Server
! Zerotier Moon ID

PPTP/L2TP Client

L2TP V3

IPSec Custom Planet

DMVPN

AR Administration >
Upload Planet File

® More Info No file chosen Choose File  [SIIEEE} -
L /

Figure 9-17
Zerotier Parameter Description:
parameter meaning How to configure
Enable/disable the Zerotier feature | Click ‘Enable’ to enable the feature

Enable Zerotier
save to

The network ID of the root node of

Zerotier World Network ID the ZeroTier

This is the network ID of the

Zerotier Moon Network ID .
ZeroTier proxy node

https://www.wtiwireless.com/ 111 / WTlwireless



WT lwireLess

To enable this function, you need to
use it in conjunction with the IP
management table of ZeroTier to
allow access to other ZeroTier
clients, and the IP address is the
Automatically allow client NAT LAN CIDR block address of other
ZeroTier clients. The gateway is the
vpn address of the other ZeroTier
client, and the IP address and
gateway must correspond to the

same route.
. Enable/disable the Zerotier Moon | Click ‘Enable’ to enable the feature
Enable the ZeroTier Moon server
server feature save to
E he IP f th
ZeroTier Moon Server IP nter the address of the
Moonnode
ZeroTier Moon server ID Enter the ID of the Megaonnode
Enable/Disable indicates whether or
Customize Planet not to use the custom Planet service | Click Enable to save to enable the
feature

Uploading a Planet file means
uploading a Planet file on a custom
Upload the Planet file server, and not uploading a file
means that the official root node is
used by default

Table 9-1

Example of using a custom Planet:

Step 1: The first time you use a custom Planet, you need to import the Planet file, and you need to enable the custom
Planet function, after importing the file, you need to re-save the settings to make the Planet file take effect, after the first
import is successful, enter the background cd /tmp/etc/storage directory, you can view the Planet file, after the power is
off and restarted, the Planet file has been written into the nvram parameter.

@ Sstatus >

Zerotier
@ Basic Network >

[ <Eapii X
~ N Zerotier Client
T WLAN <« v « VP.. > ETze.. v O &E&7zerotire plantF.. P
@ Advanced Network > Zerotier World Network ID _
ER- sk =- 0 e
i > i 3 : =% Esid]
B Firewall Zerotier Moon Network ID Firewall i) fEmAm =
VPN Tunnel __D planet 2 5024/9/1015:13 o
Allowed NAT
Wireguard
> b WPSHEE
GRE Zerotier Moon
v e
OpenVPN Client B
OpenVPN Server Zerotier Moon [P > =5 Windows-SSL
PPTP/L2TP Server > = Data (D))
PPTP/L2TP Client Zerotier Meon [D s = stone ()
L2TP V3 .
IPSec Custom Planet 5
DMVPN STHBN): | ~| ST () v
R Administration > L= I 17F(0) I Al
Upload Planet File 1 4 3

= =]
@ wore 6 Concelx

Figure 9-18
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root@Router:/tmp/home/root#
root@Router:/tmp/home/root# cd /tmp/etc/
root@Router:/tmp/etc# 1s

TZ dnsmasq group igmp.conf iptables openssl.cnf resolv.conf shadow swanctl zebra.conf
Wireless dnsmasq.conf gshadow iproute2 1d.so.conf passwd resolv.dnsmasq storage vpn

cli.conf ethertypes hosts ipsec.conf motd profile ripd.conf strongswan.conf wg_cli_pub.key

detran.cfg fstab hotpl ipsec.secrets mtab protocols services strongswan.d wg_svr_pri.key

root@Route tmp/etc#

root@Router:/tmp/etc#
root@Router:/tmp/etc# cd storage/
root@Router:/tmp/etc/storage# 1s
planet zerotier-one
rovt@uouter:/tmp/etc/storage#
root@l :/tmp/etc/storage#

o0 - /tmp/o gragod

Figure 9-19

Step 2: Use two routers, Routerl and Router2. Two PCs, PC1 and PC2;
Routerl is connected to PC1, and Router2 is connected to PC2.
Routerl is configured as follows: the subnet address of PC1 is 192.168.1.25/24, and the gateway is 192.168.1.1

© Status > :
You haven't changed the default password for this router. To change router password_ctick here.
o LAN v
Cellular . . DHCP Server .
Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes) DHCP Relay Address Primary DNS  Secondary DNS
IED br0 192.168.1.1 255.255.255.0 v 192.168.12 - 51 1440 %
VLAN
Schedule
v
DDNS
Routing
% WLAN >
& Advanced Network >
@ Fi I 5 Internet DNS ~
irewal
€ VPN Tunnel > Use Custom DNS
AR Administration >
|
Figure
© Status > . : -
You haven't changed the default password for this router. To change router password_click here.
@ Basic Network >
Zerotier
= WLAN >
Zerotier Client
@ Advanced Network >
B Frewall > Zerotier World Network ID Customize planet server ID
Zerotier Moon Network ID
Wireguard
Allowed NAT
GRE
VLKL Zerotier Moon
OpenVPN Server
PPTP/L2TP Server Zerotier Moon 1P
PPTP/L2TP Client
L2TP V3 Zerotier Moon ID
IPSec
DMVPN
Custom Planet
A Administration > .
Enable »  router2 subnet address Gateway router2 zerotier address
192.168.2.0/24 0111
L @ More Info v,

Figure 9-21

Router2 is configured as follows: PC2 has a subnet address of 192.168.2.35/24 and a gateway of 192.168.2.1
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@ Sstatus

@ Basic Network v

WAN

Cellular

Schedule
DDNS

Routing

)

S WLAN 4

Advanced Network >

Firewall >

VPN Tunnel >

Administration >

B 8 8 ®

© Status >
® Basic Network >
7 WLAN >

@ Advanced Network  *

B Firewall >
€ VPN Tunnel v
Wireguard
Zerotier
GRE

OpenVPN Client
OpenVPN Server
PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3

1PSec

DMVPN

R Administration >

@ More Info

LAN
Bridge ~

br0

Internet DNS

Use Custom DNS

Zerotier

Zerotier Client
Zerotier World Network ID
Zerotier Moon Network ID

Allowed NAT

Zerotier Moon
Zerotier Moon IP

Zerotier Moon ID

Custom Planet

Enable

WIRELESS

IP Address

192.168.2.1

P

192.168.1.0/24

You haven't changed the default password for this router. To change router password_click here.

Subnet Mask

255.255.255.0

DHCP Server

1P Pool

192.168.2.2 - 51

9-22

Lease(minutes)

1440

DHCP Relay

DHCP Server
Address

You haven't changed the default password for this router. To change router password_click here.

681ece12209def29

Step 3: Check the connection status
Enter the backend of Routerl and Router2 respectively, and ifconfig can also view and obtain the address

https://www.wtiwireless.com/

router subnet address,

Figure 9-23

Customize planet server ID

114 /

Gateway

10.11.12.37

Primary DNS

router zerotier address

Secondary DNS

WTlwireless
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Link encap:Ethernet HWaddr DE:07:B4:3D:02:30

inet addr:10.66.55.31 Mask:255.255.255.192

UP RUNNING NOARP MULTICAST MTU:1400 Metric:1

RX packets:78290 errors:0 dropped:0 overruns:0 frame:0
TX packets:60320 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:92205309 (87.9 MiB) TX bytes:6437284 (6.1 MiB)

Link encap:Ethernet HWaddr 34:0A:51:32:33:61

UP BROADCAST RUNNING ALLMULTI MULTICAST MTU:1500 Metric:1
RX packets:217012 errors:0 dropped:0 overruns:0 frame:0

TX packets:21416 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:17288035 (16.4 MB) TX bytes:7244639 (6.9 M1B)

ztpil7th71j Link encap:Ethernet HWaddr 2A:C5:C6:CF:35:B8
inet addr:10.11.12.37 Bcast:10.11.12.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:2800 Metric:1
RX packets:1468 errors:0 dropped:0 overruns:0 frame:0
TX packets:1084 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:1553048 (1.4 MiB) TX bytes:125833 (122.8 K1iB)

root@Router:/tmp/home/root#

Figure 9-24

Link encap:Ethernet HWaddr 9E:C4:C8:48:22:D7

inet addr:10.18.75.234 Bcast:10.18.75.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:7794 errors:0 dropped:0 overruns:0 frame:0

TX packets:18027 errors:0 dropped:@ overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:2393128 (2.2 MiB) TX bytes:4498395 (4.2 MiB)

Link encap:Ethernet HWaddr 30:3D:51:11:B2:55

UP BROADCAST RUNNING ALLMULTI MULTICAST MTU:1500 Metric:1
RX packets:32689 errors:0 dropped:0 overruns:0 frame:0

TX packets:13317 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:3351346 (3.1 MiB) TX bytes:3530408 (3.3 MiB)

ztp17fh71j Link encap:Ethernet HWaddr 2A:5B:39:34:B1:59
inet addr:10.11.12.189 Bcast:10.11.12.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:2800 Metric:1
RX packets:1147 errors:0 dropped:0 overruns:0 frame:0
TX packets:1466 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:132091 (128.9 KiB) TX bytes:1568220 (1.4 MiB)

dRouter:/tmp/home/root#
Figure 9-25

After NAT is configured, both devices can ping the peer gateway and subnet addresses on the PC and the router
Routerl, PC1 ping:
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root#
root@Router: /tmp/home/root#
root@Router:/tmp/home/root#
root@Router: /tmp/home/root# ping 192.168.2.1
PING 192.168.2.1 2.168.2.1): 56 data bhytes
64 bytes 192. : seq—G tt1=64 time=118.049 ms
64 bytes 192. ! seq=1 tt1=64 time=115.918 ms
64 bytes 192.168.2.1: seq=2 tt1=64 time=157.476 ms
64 bytes 192.168.2.1: seq=3 tt1=64 time=97.071 ms
64 bytes 192.168.2.1: seq=4 tt1=64 time=95.434 ms
~C
--- 192.168.- ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 95.434/116.789/157.476 ms

G N

root@Router /tmp/home/root# ping 192.168.2.3

PING 192.168.2.3 192.168.2.35): 56 bytes

64 bytes from 192.1 .35: seq=0 tt1=127 time=131.753 ms
64 bytes from .35: seg=1 tt1=127 t1ime=89.171 ms

64 bytes from .35: seqg=2 tt1=127 time=69.050 ms

64 bytes from 192.168.2.35: seq=3 ttl1=127 time=115.275 ms
64 bytes from 192.168.2.35: seq=4 tt1=127 time=112.699 ms

658.2.3 1 statistics ---
ransmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 69.050/103.589/131.753 ms

root@Router:/tmp/home/root# [

Figure 9-26

=32 KF[E=78ms TTL=63
=32 HJ[E)=83ms TTL=63
F17=32 Hf[AE]=147ms TTL=63

[~ /home/mobaxterm MRt TR rIn it Bricis

HA 32 TTHIEdE:
~11=32 Wf[aj=97ms TTL=126
32 HfE]=102ms TTL=126
~T7=32 Ifla]=76ms TTL=126
~7=32 WF[E]=77ms TTL=126

Figure 9-27

Router2, PC2 ping:
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root@Router: /tmp/home/root#

root@Router /tmp/home/root# ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1): 56 data bytes

64 bytes from 192.168.1.1: seq=0 ttl=64 time=95.862 ms
64 bytes from 1¢ 58 1: seg=1 ttl=64 time=72.544 ms
64 bytes from 192.168.1.1: seq=2 ttl=64 time=122.445 ms
64 bytes from 192.168.1.1: seq=3 ttl=64 time=58.510 ms
i, &

--- 192.168.1.1 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 58.510/87.340/122.445 ms

root@Router: /tmp/home/root# plng 192.168.1.25

PING 192.168.1.25 ( 1.25): 56 data bytes

64 bytes from 192.168.1.25: seq 0 ttl=127 time=152.327 ms
64 bytes from 192.168.1.25: seq=1 ttl=127 time=142.216 ms
64 bytes from 192.168.1.25: seq=2 ttl=127 time=76.966 ms
64 bytes from 192.168.1.25: seq=3 ttl=127 time=111.470 ms
64 bytes from 192.168 25: seq=4 ttl=127 time=698.566 ms
i

--- 192.168.1.25 ping statistics ---

5 packets transmltted 5 packets received, 0% packet loss
round- trip min/avg/max = 76.966/236.309/698.566 ms

root@Router:/tmp/home/root# I

Figure 9-28

ping 19

3TL.-SO6ms TTL=63
Bf[8]=145ms TTL=63
Bf[8]=67ms TTL=63

=3
=3
=3
=3

Figure 9-29

9.3. GRE setting

Tunneling technology is a way of passing data between networks through an interconnected network infrastructure. The
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logical path that the encapsulated packet travels through as it travels over the public Internet throughout the delivery

process is called a tunnel.

GRE (Generic Routing Encapsulation) specifies how one network protocol is used to encapsulate another. There are two

main uses of the GRE protocol: internal protocol encapsulation and private address encapsulation.

Step 1: Select "VPN Tunnel >GRE Settings" in the navigation bar, as shown in Figure 9-1

@ Status >
@ Basic Network >
GRE Tunnel
7 WLAN >
on ldx ~
@ Advanced Network >
B Firewall >
Wireguard
Zerotier
GRE Route
OpenVPN Client on Tunnel Index ~
OpenVPN Server
PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3
IPSec
DMVPN
Savev’ Cancel X
B Administration >

Tunnel Address

You haven't changed the default password for this router. To change router password_click here.

Tunnel Source Tunnel Destination

Destination Address

Keepalive Interval Retries

Default Route

Description

Description

Figure 9-30
Step 2: GRE Mode Parameters
parameter meaning How to configure
ON/OFF GRE ON/OFF the IP Tunnel Service Click Enable to enable the tunnel

rule

Tunnel address

The virtual IP address of the local
tunnel

Enter the virtual IP address of the
local GRE tunnel.
Format: Interface A.B.C.D

Tunnel Source

Set the IP address of the public
network or WAN port of the
machine

Enter the IP address of the external
interface of the local network of the
tunnel. Format: A.B.C.D

Tunnel Destination

The external interface IP address of
the tunnel peer network is usually
the public IP (Internet) address, but
it can also be the internal IP address
of the enterprise

Enter the IP address of the external
interface of the tunnel peer
network

Format: A.B.C.D. interface type

Destination address

Set the destination address of the
peer

Format: A.B.C.D/M

Table 9-2 GRE Mode Parameter Configuration

Step 3: Once the configuration is complete, click the "Save Settings" button for the configuration to take effect.

Example:
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192.168.10.133

PC1 Router 1 Router 2
192.168.1.2 192.168.11 192.16.1.1
Figure 9-31
Routerl configuration:
GRE Tunnel
Oon Idx ~ Tunnel Address Tunnel Source Tunnel Destination Keepalive Interval Retries
v 3 192.168.1.1

192.168.10.69 192.168.10.67

v 3 10

Add+
GRE Route
On Tunnel Index ~ Destination Address Default Route Description
v 3 192.168.2.0/24

v

0
1

Add+

Figure 9-32
Router2 configuration:
GRE Tunnel
On Idx ~ Tunnel Address Tunnel Source Tunnel Destination Keepalive Interval
v 3

Retries
192.168.2.1

192.168.10.67 192.168.10.69

J 3 10

GRE Route

On Tunnel Index ~

Destination Address Description
v 3 192.168.1.0/24

Figure 9-33
Routerl can be pinged from PC2
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root@.TE_Quectel:/tmp/home/root# ping

PING 192. 1.1): 56 data bytes
64 bytes seq
64 bytes seq=1 ttl=64 tume
64 bytes i seq=2 ttl=64 tume
64 bytes seq=3 ttl=64 tume
64 bytes i i3

A~

Figure 9-35

9.4. OpenVPN client

OpenVPN is an application-layer VPN implementation based on the OpenSSL library, which is a virtual private tunnel that
provides a secure data transmission between enterprises or between individuals and companies. OpenVPN allows a single
point of participation in the establishment of a VPN using a shared key, e-certificate,
or username/password for authentication.
Step 1: Select "VPN Tunnel > OpenVPN Client" in the navigation bar.
Step 2: Openvpn configuration is divided into four configurations

Basic settings

a
© Status 2 OpenVPN Client
@ Basic Network >
7 WLAN >
s Advan Key Si
@ Advanced Network >
8 Firewall > VPN Client #1 (stopped) )
Start with WAN
Wireguard
- Zerotier Interface Type TUN v
GRE
Protocol ubp v
OpenVPN Server
Server Address 94
PPTP/L2TP Server
~ PPTP/L2TP Client . .
Firewall Automatic v
L2TP V3
[Psec Authorization Mode LS v
DMVPN
A Administration > Username/Password Authentication
HMAC authorization Disabled v
@ More Info v
§ f]
Figure 9-36

Basic Parameter Configuration Description:

The name of the parameter meaning How to configure

Start with WAN Whether the network is over a WAN port ON/OFF
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Interface type

The difference between TUN and TAP is that
a TUN device is a point-to-point virtual
appliance at the network layer, while TAP is
a virtual appliance at the Ethernet link layer.
TAP mode: Openvpn bridging mode

TUN mode: openvpn tunnel mode

Drop-down to select TAP mode or
TUN mode

Protocol

TCP mode or UDP mode

Select TCP mode or UDP mode from
the drop-down list

Server address/port

Server subnet configuration, including IP
address and port

You need to fill in the subnet
address and port of the server.
Format: A.B.C.D; port number

firewall

Firewall modes, including automatic and
custom

Select Automatic or Custom from
the drop-down list

Authorization Mode

The authentication types include TLS, static
key, and custom

Select TLS, static key, or custom
from the drop-down drop-down

Username/password
authentication

Whether to enable username/password
authentication

Enabled or not enabled

Username

Appears when the username/password
feature is enabled

Enter the username configured on
the server

password

Appears when the username/password
feature is enabled

Enter the password configured on
the server

Username Authen. Only

If the server does not have a password, it
can be enabled without entering the
password

Enable or disable

HMAC Certified

Hash message authentication: Default:
Disabled, Bi- directional
Incoming

Outgoing

Enable or select one of the modes

Server is on the

subnet

same

Appears when TAP is selected for Interface
Type

Enable or disable

Create NAT on tunnel

When the interface type is selected as TUN,
click the toggle button to enable/disable
the NAT (Network Address Translation)
feature. When enabled, the host IP address
behind the router will be encapsulated.

Enable or disable

Advanced settings:

https://www.wtiwireless.com/
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© Sstatus 2 OpenVPN Client
@ Basic Network > ‘
7 WLAN >

Basic Advanced
@ Advanced Network >

Firewall >

Poll Interval
Wireguard
- Zerotier

GRE

OpenVPN Server
Encryption cipher
PPTP/L2TP Server

~ PPTP/L2TP Client .
‘Compression
L2TP V3

IPSec

DMVPN

R Administration > Connection retry

@ More Info

Advanced Setup Instructions:

Keys  Status

VPN Client #1 (stopped)

Redirect Internet traffic

Accept DNS configuration Disabled v

TLS Renegotiation Time

Verify server certificate (tls-remote)

Figure 9-37

parameter

meaning

How to configure

Polling interval

0 is not disabled and is in minutes

0 is not enabled, and
0 is enabled

Redirect Internet traffic

Whether to allow OpenVPN as the default route

Enable or Disable

Receives the peer DNS

configuration

4 types of end-to-end DNS configurations:
disabled,relaxed,strict,exclusive

Select any one of the four
modes from the dropdown
menu

Encryption cipher

Choose from "BF", "DES", "DES-EDE3",

"AES128", "AES192", and "AES256".

BF:128-bit encryption algorithm using BF in CBC
mode

DES: Use DES's 64-bit encryption algorithm in
CBC mode

DES-EDE3: 192-bit encryption algorithm using
3DES in CBC mode

AES128: Use AES's 128-bit encryption algorithm
in CBC mode

AES192: Use AES's 192-bit encryption algorithm
in CBC mode

AES256: Uses AES's 256-bit encryption algorithm
in CBC mode

Select any one from the

drop-down list

Compression

4 compression modes:disabled, none, enabled,
adaptive

TLS
Renegotiation time

d-1is the default in seconds

-1is the default
Enter O or higher to enable

Connection retry

Set the number of reconnections of OpenVPN, -1
is an unlimited number of reconnections

-1is an unlimited

number of times, fill in the
number above 0 as the number
of

reconnections, and the

default is 30

Verify server certificate

(tls-remote)

After checking the box, the common name input
box appears

Enable or disable

Custom Configuration

Reservation settings

https://www.wtiwireless.com/
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Table 9-4

Status

For help generating keys, refer to the OpenVPN HOWTO.

Keys:
© status > OpenVPN Client
® Basic Network > "
Client 1
2 WLAN 4
Basic Advanced Keys
@ Advanced Network 4
B Firewall > VPN Client #1 (Stopped)
€D VPN Tunnel N
Wireguard
. Certificate Authority
Zerotier
GRE

Ke

OpenVPN Client
OPSSVERISSSvey Client Certificate
PPTP/L2TP Server

PPTP/L2TP Client

L2TP V3
IPSec Client Key
= DMVPN
Administration >
® More Info Sl Ul

Setup Instructions:

Figure 9-38

The name of the parameter meaning How to configure
- . Configure the corresponding | Enter the correspondin
Certificate Authority . g o P & N - P 8
certificate authorization authorization certificate
. - Configure the corresponding client | Enter the corresponding client
Client certificate . g P & . P &
certificate certificate
. Configure the corresponding client | Enter the correspondin client
Client Key & P & P &
secret secret

Table 9-5

You haven't changed the default password for this router. To change router password_click here.

Keys Status

Status:
© status >
@ Basic Network 4
OpenVPN Client
72 WLAN >
@ ramncearnot > [N
& Firewall ’ Basic Advanced
@ VPN Tunnel 9
VPN Client #1 (Stopped)
Wireguard
- Zerotier
GRE

Client is not running or status could not be read.

OpenVPN Client
OpenVPN Server

Start Now
PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3
IPSec

DMVPN

Administration >

@ More Info

Status Description:

https://www.wtiwireless.com/
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The name of the parameter

meaning

How to configure

Start now

Launch OpenVPN now

Enable or disable

Refresh the state

Manually refresh the OpenVPN link
status

To click or not to click

9.5. OpenVPN server

Table 9-6

OpenVPN is an application-layer VPN implementation based on the OpenSSL library, which is a virtual private tunnel
that provides a secure data transmission between enterprises or between individuals and companies. OpenVPN allows a
single point of participation in the establishment of a VPN using a shared key, e-certificate, or username/password for

authentication.

Step 1: Select "VPN Tunnel > OpenVPN Server" in the navigation bar.
Step 2: Openvpn configuration is divided into four configurations

basic setting

© status >
@ Basic Network >
Z WLAN 4
@ Advanced Network >
B Firewall >
Wireguard
Zerotier
~ GRE
OpenVPN Client
PPTP/L2TP Server
PPTP/L2TP Client
L2TPV3
IPSec
DMVPN
R Administration 2
@® More Info
L

You haven't changed the default password for this router. To change router password_click here.

OpenVPN Server Configuration

Basic Advanced Keys Status

VPN Server #1 (Stopped)

Start with WAN
Interface Type
Protocol UDP v
Port 1194
Firewall
Authorization Mode LS v

Extra HMAC authorization (tls-auth)

Figure 9-40

Basic Parameter Configuration Description:

parameter

meaning

How to configure

Start with WAN

Whether the network is over a WAN port

ON/OFF

Interface type

The difference between TUN and TAP is that a
TUN device is a point-to-point virtual
appliance at the network layer, while TAP is a
virtual appliance at the Ethernet link layer.
TAP mode: Openvpn bridging mode

TUN mode: openvpn tunnel mode

Drop-down to select TAP mode or
TUN mode

Select TCP mode or UDP mode

Protocol TCP mode or UDP mode from the
drop-down list
Port Server port configuration The default port is 1194
. . . . Select automatic, External Only,
Firewall modes, including automatic, External
. or custom from the drop-down
Firewall Only, and custom

drop- down

Authorization Mode

The authentication types include TLS, static
key, and custom

Select TLS, static key, or custom
from the drop- down drop-down

Extra

HMAC authorization

Hash message authentication: Default:

https://www.wtiwireless.com/
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(tls-auth) Disabled, Bi- directional Enable or select one of the
Incoming (0) modes
Outgoing (1)
. Format: A.B.C.D/M  Default:
VPN subnet/netmask Server subnet address and mask assignment 10.8.0.0/24

Advanced :
© status >
@ Basic Network >
7 WLAN >

Basic
@ Advanced Network 4

Firewall >

Wireguard
Zerotier
GRE

OpenVPN Client

PPTP/L2TP Server
PPTP/L2TP Client
L2TP V3

IPSec

= DMVPN

R Administration >

@ More Info

Encryption cipher

Compression Adapt

Table 9-7 OpenVPN parameter configuration

OpenVPN Server Configuration

Advanced Keys Status

VPN Server #1 (stopped)

Poll Interval

Push LAN to dlients

Direct clients to redirect Internet traffic

Respond to DNS

Use Default v

e v

TLS Renegotiation Time -1

Manage Client-Specific Options

Figure 9-41

Advanced Setup Instructions:

parameter

meaning

How to configure

Polling interval

0 is not disabled and is in minutes

0 is disabled, and O or greater is
enabled

Push the LAN to the

Push the LAN port route of the server to the client

Enable or disable Enabled by

client default

Direct the client to

redirect network | The server responds to the DNS to the client Enable or disable Not enabled
traffic by default

Respond to DNS

Whether the server will respond to DNS

Enable or disable
Not enabled by default

Advertise DNS to
clients

The server sends DNS to the client

Enable or disable
Not enabled by default

Choose from "BF", "DES", "DES-EDE3",

"AES128", "AES192", and "AES256". BF:

128-bit encryption algorithm using BF in CBC mode

DES: Use DES's 64-bit encryption algorithm in CBC mode
DES-EDE3: uses the 192-bit encryption algorithm of
3DES in CBC mode

Encryption cipher AES128: Use AES's 128-bit encryption algorithm in CBC | Select any one from the
mode drop-down list
AES192: Use AES's 192-bit encryption algorithm in CBC
mode
AES256: Uses AES's 256-bit encryption algorithm in CBC
mode

Compression 4 compression modes:disabled ;, none, enabled, Adaptive by default
adaptive
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