IOT-W306S

Quick Install Guide

1. Port Description

] [

DC POE IN POE OUT
12~52V ETH1 ETH2 ETH3 ETH4 Console  RS485

O

3 R

1. DC12-52V
2. Reset Button (Long press for 10 seconds required)

3. ETH1 Uplink PoE Input (Supports PoE power receiving complying
with IEEE802.3af/at standards)

4. ETH2 Port (When the power supply is DC12V 2A or supports
|IEEE802.3at standard PoE48V input, it supports IEEE802.3af standard
48V PoE output)

5. ETH3, ETH4 LAN Port

6. Console Port

7. RS-485 Data Interface

LED Indicator Description:

N I [ N [ I I By |

PWR WLAN ACT ETH1 ETH2 ETH3 ETH4 LINK

1. PWR: Lights up steadily when the device is powered on normally.

2. WLAN: Blinking or steady on means the wireless function is normal;
Off means wireless function failure.

3. ACT: Lights up steadily after the DTU establishes TCP connection.

4. ETH1-ETH4 Ports: The corresponding port indicator blink during data
transmission and reception after a device is connected.

5. LINK: Lights up steadily when the device is successfully paired wirelessly;
Off when not paired.

Note:1. Factory default is to be equipped with DC 12V 2A power supply,
and the output power of ETH2 port is <15W.

2.Connect the RS485 terminal interface to the corresponding GBA
terminals of the sensor in a one-to-one manner: G to G, B to B, Ato
A. (The ground wire G can be left unconnected if some devices are
not equipped with it.)

II. Device Web Management Interface
1.IP Address Setting

Set multiple local IP addresses for the computer according to the
default IP address of the bridge: 172.20.X.X

Subnet Mask: 255.255.0.0
r
& Ethemnet Properties x

Networking  Sharing h

Connect using:

? Realtek PCle GbE Family Controller

(oo

This connection uses the following items:

v

'? File and Printer Sharing for Microsoft Networks
Q05 Packet Scheduler

4 Intemet Protocol Version 4 (TCP/1Pv4)

& Microsoft Network Adapter Muttiplexor Protocal
& Microsoft LLDP Protocol Driver

4 Intemet Protocel Version & (TCP/IPvE)

NEOKER

Install... Uninstall Properties
Description

Allows your computer to access resources on a Microsoft
network .

QK Cancel

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 172,20 . 0 .100

Subnet mask: 255 .255 . 0 .0

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: l:l

Alternate DNS server:

[ validate settings upon exit Advariced...

o[ one

2.Access Point Manage-System Login

Enter the default IP address of the bridge in the browser to access the
page; Google or Edge browser is recommended.

Default IP address of the bridge: 172.20.0.1

Access Point Manage-System

. Wireless Configuration
Setting Steps for AP (Transmitter)

1.Select the working mode:AP(Transmitter)

WIRELESS.

Wireless

2. Enter the wireless name/wireless password

(The default wireless name is Wireless/password 123456789. Modify the
wireless name to distinguish bridge groups if multiple pairs of bridges are
used.

Example1: Wireless Name: 111/Password: 123456789

Example2: Wireless Name: 222/Password: 123456789)

3.The default IP address of AP mode (Transmitter) is 172.20.0.1, which can
be modified as needed.

4. Save the changes and complete the Settings.
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The Settinng Steps for CPE(Receiver) :
1. Select the working mode: CPE(Receiver)

Wireless

2.The SSID can be scanned, selected and paired by entering the password.
The wireless namej/wireless password can also be entered manually (The
default wireless name is Wireless/password 123456789. Successful pairing
will be achieved when the wireless name and password are consistent with
those of the AP.)

3. The default IP address of CPE mode (Receiver) is 172.20.0.2, which can
be modified as needed. (When the wireless bridge adopts point-to-multipoint
networking, set one AP and multiple CPEs, and the management IP

addresses of CPEs must not be duplicated with that of the AP and other CPEs.

Example: CPE1 management IP: 172.20.0.2; CPE2 management IP: 172.20.0.3)
4. Save the changes and complete the Settings.
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IV. Device WEB management page

WIRELESS.

Management Address
MAC
IPAddress 1722001

Netmask 25625500

1. Working Mode: AP and CPE, AP is Transmitter, CPE is Receiver.

2. Wireless Name: Setting the name of the wireless network.

3. Encryption Method: Setting the encryption method.

4. Wireless Password: Setting the password of the wireless network.

5. Terminal Isolation: Enable/Disable terminal isolation.

6. Address Management: The IP address of the bridge can be changed.

7. Save Configuration: Click to save the current configuration of the web
page.



V. Network Configuration
Set the Internet access method

1. Dynamic Address: Automatically allocate IP addresses.

NETWORK

Network Address
WAN Type | Dynamic IP

DN Server

2. Static Address: Set the IP address, subnet mask, default gateway and
DNS server.

NETWORK

Network Address
WAN Type | StaticIP
1P Address

Netmask 2552552550
Gateway

DN Server
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VI. POE Setting

Enable/Disable the PoE output power supply of the bridge, which supports
PoE output power supply complying with the standard

8 Aavanced

Ping Watchdog

DTU Configuration

1. Open the Software

Vir
Com

VirCom7.06_
ne.exe
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II. Program Operations
1.Click to select “Device”

¥, Virtual Serial & Device Management - VirCom - o x
Manage(M) Config(Q) View(Y) Help(H)

0 O |@ e o

Start Stop Device | Serial About

| | Status Com .. COMName | Type Device IP Discription Dev ID

[2026-03-23,10:18:59] Create ok!
[2026-03-23,10:18:38] Listen at port 4196 OK.

2. Click Auto Search

Device Management x
[1]7. [Name  Tty.. [i]Devip [Loc..[ Destip Work M... | TCP...| Virtual... | Vircom . [DeviD [T [R. |
1 |S.. 0000000.. - 41 - TCP Serv.. Not.. Haven'.. Notlink.. CBO941E1 0 0 Auto Search

3. Click to select the pop-up item and click Edit Device to open the device
setting page

Device Management x
[1]r.[Name  [ty.. [i{Devip [Loc..| Destip Work M... | TCP...| Virtual... | Vircom .. [DeviD [T [R..|
1 |s.. 0000000... 41.. TCP Serv... Not.. Haven'.. Notlink.. CBOS41E1 0 0  AuoSearch

— 12 —

4. Network Settings and Serial Port Settings
@ Select DHCP for IP Mode
) Select TCP Client for Working Mode

(3 Enter the server address in "Destination IP or Domain Name" (Fill in
according to the actual address of the server )

@ Enter the server port number in "Destination Port" (Fill in according to
the actual port number)

(5 Serial Port Settings - Select 115200 for Baud Rate

Device Settings x
Device Info Network Advanced Settings
Vitual Serial [NotUss =] 1P Mode DHCP <] || oNs senerip 3 .8 4 4
Devye [ 1P Address. 192 168 . 1 . 200 Dest. Mode Dynamic -
DevName  [000000001 Pot g Transfer Protocol [None -
DeviD [PSTFCROSITET (| Work Mode [fcPCient ] | KeepAeTme [0 (5
MACAdS  [WEEEBTONTFD. p || Nt Mask [25% 2% 2% 0 ||RecometTme [Z (g
Firmware Ver [V1523 Gateway 192168 . 1 . 1 Hitp Port 80

Dest. IP/Domain Local |ﬂ UDPGrowplP  [230 %0 76 1
Dest. Port I~ UDP Dynamic | I Register Pkt L]

Function of the device.

I Wet

r

- ‘ Restart fNoData  every [300 Sec.
= ! e ey = I™ Enable Parameter Send every [5 Min.
 Modbus TCF ) Data Bits 8 - More Advanced Settings.

aa

— Framing Rule

I Storage E; Stop Bits Max Frame Length 1300 (Byte)
¥ Multi-TCP tion Flow Control None | Max btorval T )
Get Default_| Save As Defauif Load Defautt | Mody Key | “imware/Confid Restart Dev | Modity Setting]  Cancel |

(© Click Modify Settings after completing the above settings

5. After the module restarts, click Auto Search, select the item and click
Edit Device to open the device setting page
Devics Management x

[1.]7 [Name  [ty.. [[DeviP [Loc.. [ DestiP [Work M.. [ Tcp..] Virtual...[Vircom .. [DeviD [T [R..|
S..  0000000... - 41.. TCP Serv.. Not.. Haven'.. NotLlink.. CBO941E1 0 0

6. Click Firmware / Config

Device Setiings x

Device Info Network Advanced

Virtual Serial [NotUse 1P Mode DHCP ~] || ons senerip 8 8 4 4
Deviype [ 1P Address 92 168 1 200 | Dest Mode [oynamc ]
DevName  [000000001 Port o || TensterProtocol [None -]
DeviD FCBBTET [ Work Mode [TCP Ciient - Keep Alive Time 60 (s)
MACAdsr  [MEEEBIHIFD p | Net Mask 265 .255 . 265 . 0 Reconnet Time 12 ©
P Ver [Viz3 || Gaeway [T 1 1 1| HtpPon o

Dest. IP/Domain Local Ij \UDP Group IP 230 . %0 . 76 1
Dest. Port I~ UDP Dynamic || I Register Pkt A

Function of the device————————

[ef o
e = :R-mnwmbaa every [300 Sec
F RE ! | Baud Rate [115200 g Enable Parameter Send every [5~ Min
F Mod T Data Bits 8 - More Advanced Settings.

o Paiity [None | e
P D — Framing Rule-

I™ Storage Exter Stop Bits Max Frame Length B0 @y
7 Multi-TCP Connection FlowControl [None - g )
Get Default_| Save As Defaui| Load Defauit Modiy Key F"’"’“"’le Restart Dev | Modiy Setting| _ Cancel |

7. Select the folder storing the MQTT configuration file for "Root Directory
of Local Configuration or Web Page"

Webpage&icode download tool X

@ Direct download mode
Configuration save location

EMQTT
pecial configs:
Config file source: [Read from local directory - Clear device cfg.
Modbus matT JSON Register Command HTTP Param | Timely cmd. Clear local dir.
config config config packet transform | GET/POST]| file serial out B

" Code file download mode
Select code file:

[Cirmware bin K| J
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8. Click MQTT Config

Webpage&icode download tool X

& i
Configuration save location
EwaTT
Special configs:

Config file source: [Read from local directory ) Clear device cfg

Modbus JSON | Register | Command | HTTP | Param | Timelycmd. Ctoartocal di.
config config || config | packet | transform | GETIPOST| file serial out
© Code file download mode
Select code file:

[Crmware 5in | J‘
& Download through the network  Download through serial port

Device IP address or domain: | 192168.1.200 Serial port: 7]
Download port (Dont modify): | 1092 BaudRate: 115200 -

FEET 256 -] k8 DevD: [287FCBOS4TE.  BindID Clear config file
Tip: When network,if ial ports have th 1P, only

required, and there is no need to download for every Port.

Download
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9. MQTT Connection Parameter Settings

@ Fill in "MQTT server IP", "MQTT server Port", "User name", "Key",
"MQTT ID", "Subscrbe Topic" and "Publih Topic" according to the actual
information of your own platform

(2 Click Save MQTT Settings after completing the above operations
MQTT settings X

Port for MQTT (only supported by XX12 series): |[| 'I

MQTT server IP:

NQTT server port:

User nanme

Key:

[~ Add device ID at the end

Subscribe Topicl:

Subscribe Topic2:

Subscribe Topic3d:

Publish Topic: I Add device ID at the end

MQTT ID (Unique) : |
MQTT+TLS Certificate
The certificate is of X.509 type. Please place three certificate files in the
file download directory and download them together with the mqtt.txt file to the
device’ s internal system.

Only £ill in the file name and extension, do not write the directory name. Support
certificate bidirectional authentication. Only supported in the XX12 series.

CA certificate file name (including extemsien):

Client certificate file name:
Client private key file name:
Name of issuing authority (CN):

Advanced | ! Save || Delete | Cancel |
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10. Click Download to complete the configuration

Webpagesicode download tool
@ Direct download mode
Configuration save location
EwarT ~|
Special configs:
Config file source: - [Read from local directory - Clear device g |
Modbus 350N | Register | Command | HTTP | Param | Timelycma .
config || config | packet | transtorm | GETPOST| fie | serialout :
 Code file download mode
Select code file:
[Cirmware bin |
@ seral port
Device IP address or domain: | 1921881200 Serial port: -
Download port Dontmodity. 1092 BaudRate O
Elssh S R DevD: [287FCBOS4TE"  BindID Clear config fle
Tip: When network, ts same IR only

required, and there i no need to download for every Port

I

Qualifications

Inspection Approved
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FCC statement

Any Changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate
the equipment.

This device complies with part 15 of the FCC Rules. Operation is
subject to the following two conditions: (1) This device may not cause
harmful interference,and (2) this device must accept any interference
received, including interference that may cause undesired operation.

This device has been tested and found to comply with the limits for a
Class B digital device, pursuant to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation.

This device generates, uses and can radiate radio frequency energy
and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there
is no guarantee that interference will not occur in a particular installation.
If this device does cause harmful interference to radio or television
reception, which can be determined by turning the device off and on,
the user is encouraged to try to correct the interference by one or more
of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the device and receiver.
Connect the device into an outlet on a circuit different from that to
which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Radiation Exposure Statement

This device complies with FCC radiation exposure limits set forth for
an uncontrolled environment.

This device should be installed and operated with minimum distance
20cm between the radiator and your body.
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