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All the contents described in the document may not be used without written permission of LG

Electronics Inc., Ltd.

This user manual may be changed without notification as function and specification of
LW2100AP have changed, and the changed contents can be free downloaded when you visit

our LG Electronics homepage (http://www.lgnetwork.com/)

The intellectual rights of this user manual belong to LG Electronics Inc., Ltd.

Microsoft, Windows, Windows95, Windows98, Windows ME, Windows 2000 and Windows NT

are trademarks of Microsoft Corporation.

Other company names or products stated in this user manual may be trademarks of each

company or owner.
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Chapter 1 Overview of the system

1.1 Introduction

The LW2100AP delivers the freedom to configure the network without wire and functions as an
IEEE 802.3 Ethernet-based Residential Gateway. It provides 10/100 Dual Speed Ethernet port
for a DSL Modem, Cable Modem, or other Broadband access device and one 10M Ethernet port

for connection to a home or small office network.

LW2100AP can forward all packet between local and Internet such as ICMP, FTP, Real Audio,
Quake, H.225 packet. Also support virtual server(DMZ server) that forward incoming packet to
specified LAN host system.

LW2100AP supports DHCP server to setup network configuration for each local PC dynamically.
LW2100AP use graphical user interface(web-browser) to setup, check system status, change

password, and upgrade system image.

The LW2100AP has one local 10Mbps Ethernet port and one 10/100Mbps Dual Speed Ethernet
global port. The local port can be connected directly to a single computer or it can be
connected to an Ethernet hub or switch to provide Internet Sharing and Firewall protection to a
local area network. The global port can be connected to any Cable, DSL, or Broadband modem

with an Ethernet port.

Unlike proxy server or NAT software that requires the software server to remain visible on the
Internet, no local computers are directly and externally visible when using the LW2100AP.
Integrated DHCP services allow up to 63 users to get their IP address automatically on boot up
from the LW2100AP.

The LW2100AP can be set to allow separate FTP, Web, and Multiplayer game servers to share
the same Internet-visible IP address while still protecting the servers and local users from

hackers.
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1.1.2. Appearance

) Front view

There are LEDs with the system to indicate the operation status of the system and

port status.

POWER : The LED turns on as the power applies to the system.
LAN1 : The LED is on while the LAN1 connection is active.
The LED is blinking while the system receives packets via this port.
LAN2 : The LED is on while the LAN2 connection is active.
The LED is blinking while the system receives packets via this port.
AIR1/AIR2 : The LED turns on while the default/optional wireless connection is active..

The LED is blinking while the system receives packets via this air link.
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 Rear view

The system is equipped with LAN1 port and LAN2 port for Ethernet interface,

RJ-11 console port for management.

LAN1 : Global Port, RJ-45

10/100Mbps Ethernet to an external Cable/DSL Modem or LAN Switch/Hub
LAN2 : Local Port, RJ-45, 10Mbps Ethernet
Console : connection to PC COM port.

DC5V : connect the power adapter.
Antennal : Dipole Antenna

Antenna2(Optional) : Dipole Antenna

Copyright© 2002 LG Electronics Inc., LTD.
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1.1.3. Components
Item Included in Description Purpose
Standard package
Console cable Connects from console port of
R LW2100AP to RS232C Port on PC
Power adapter Connects from LW2100AP to power
source
LW2100AP Main Unit
-
e —————
‘ Antenna
Manuals User’'s Guide
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1.2. Hardware Installation

The configuration information of connected AP is displayed.

Internet

1. Choose the place with the consideration of power outlet and network connection to install
LW2100AP.

2. Use a UTP Ethernet Straight-though cable to connect the DSL/Cable Modem to the
LAN1(Global) port.

3. Use a UTP Ethernet Straight-though Cable to connect the LAN2(Local) port to a free port on
your hub or switch OR Use a Cross-Over cable to connect directly to a PC.

4. Connect the Power Adapter to the DC 5V port on the LW2100AP and into a wall outlet.

Copyright© 2002 LG Electronics Inc., LTD.
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onsole cable connection

Using the Console cable included in the package, connect a Serial port of the administrator
computer to the Console port of LW2100AP. One end of the console cable with the RJ45
connector is connected to the console port on the back panel of the system and the other
end is connected to the 9-pin serial port of a RS-232 based terminal such as workstation, PC
or notebook as shown in the following figure. Then, fix the cable to the AP using the screws
hanging on both sides of the connector.

Router Console Port

g 5 S Terminal port (male)
|
ﬁ

)
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1.3. Network Setting for PC

Client machines(PC) require no software, simply set them to accept a dynamically assigned IP
address and reboot. Each time they are powered up the LW2100AP will recognize them and
set their IP address to instantly connect them to the LAN.
If you want to use an assigned (static) IP address, you can select “Specify an IP address” in
“TCP/IP Properties” window.
* How to Set DHCP Client (in Win98)
a. Select Control Panel(Network('TCP/IP' (TCP/IP is only for LGE card). Then the
“TCP/IP Properties” window will be brought to the screen. Click the “IP
Address” tab in the “TCP/IP Properties” window. Select “Obtain an IP address

automatically”. Then reboot the system.

TCP/IP Properties 21 x|

Bindings | Advanced MNe®IOS |
DS Configuration I G ateway I WiNS Configuration  |F Address

An IP addresz can be autamatically azsigned to this camplter.
|f wour netwark, does not automatically aszign P addreszes, ask
wour network, adminigtrator for an addresz, and then type it in
the zpace below.

" i0btain an IP address autamaticalls

—" Specify an |P address;

|Fddress: | . . . |

Submnet kaszh: | . . . |

¥ Detect connection to netwark media

k. I Cancel

Go into the DOS window to check whether the IP address is normally assigned after the

system reboots. Then execute the command of winipcfg.

Copyright© 2002 LG Electronics Inc., LTD.

Page 11 of 46



@ LG LW2100AP User's Manual

Version 1.4
2002.05.14

|I-_.I ' +|I|'|'II ||| II

IP Configuration =0l x|

— Ethernet Adapter [nformation

| LG 11Mbps ‘wireless LeN Card 7 |

Adapter Addess | 00-04-47-A0-03-2F
IPaddiess | 100.100.100.1
SubnetMask | 2552552560
Default G ateway | 1001001001

Releaze | Renew |

Feleaze All | Renew Al | Mare Info x> |

Click the “More Info” button in the “IP Configuration” window as above to view information on IP
Configuration of LGE Wireless LAN Card. Below is the window displayed when you click the

“More Info” button.
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IP Configuration =0l x|

— Haszt Infarmatian

Hozt Name| LGE
DMS Sewers| 100,700,100, 254

MNode Type | Broadzast
NetBIOS Scope Id |
IP Routing Enabled | WINS Prowy Enabled |

MetBl0S Fesolution Uzes DWNS |_

— Ethernet Adapter Information

LG 11Mbps wireless LAN Card ¥
Adapter Addrezs | 00-04-47-A0-09-2F
IP Address | 100.100.100.1
SubretMask | 255265 255.0
D efault Gateway | 1001007001
DHCP Server|  100.100.100.100
Frimary NS Server |

Secondary WINS Server |

Lease Obtained | 07 24 01 1:28:22 PM
Leaze Expiresz | 07 24 01 2:28:22 PM
Releaze | R enew | Releaze All |  Renew Al

Above is the window to show information on IP Address and Subnet Mask assigned by
AP, Default Gateway, DHCP Server, IP Address use time, etc. To be assigned a new IP
Address, click the “Release AIll” button followed by “Renew AIll”. The existing IP
address can be re-assigned. In case the existing IP address is already assigned to

another user, you may be re-assigned a different user’s IP address
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Chapter 2 WEB Server Manual
2.1 Execution of WEB Server and AP connection to WEB Server

This chapter explains how to connect the LW2100AP to the Internet using Web-based
management tool.

The first step is to execute the Internet browser directly and to enter the IP address of an AP to
connect. At this time, it is possible only if the IP address of an AP to connect is already known.
The default IP address of an AP in factory shipment is 10.0.0.1

The AP connection to WEB Server is available for a PC that can execute the Internet browser
and connect with the Internet. If the AP connection to WEB Server operates normally, a window

indicating to input the password of connected AP is open.

Usernarme and Password Required |

Enter username for LW21004F at 10.0.0.1

User Mame: |

Password: |

| ] I Cancel

The default value of the username and the password is “root”, “lw2100ap” respectively.
If the password is correctly entered, the initial Home screen displays as follows.

At this time, the access to WEB Server is available.

* The Web-based management system is fully compatible with Microsoft Internet Explorer
versions 4.0 or later and Netscape Communicator versions 4.0 or later. Earlier versions of these

browsers cannot use all features of the management system.

Copyright© 2002 LG Electronics Inc., LTD.
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Navigation buttons appear at the left of the page.

You use the navigation buttons to display other management pages
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2.2. Menu description of WEB Server
2.2.1. Basic configuration Menu

The Basic configuration Menu displays the Vendor Name, AP name, Password, ESSID, Default

Channel, MAC Address, IP Address, Subnet Mask, and Gateway information of connected AP.
ralegs LAN AP : | I

Fia Edit Waw Faveries JTodds Hel [ |
wBack = = - (D[] | DySeach wFaeies FMeda | DS - 5 B2
Addmess lﬂ niipdS T2 1B S8 T'home asp ﬂ o Go
DIGITALg LG
Simmrch AR
=
Lt Gy i
‘eanikor Flarms L Elactanice
AP Hars Iap
Ps 2inldd |-..”-.--.-.-.
H Pagpwead Corfem I‘-"H"l“
AFYARLED [ .
=3 o] |reabwaria1 Mnck Ak T
I - [ R ] I:I II
UFERALDE
LT ALY AP Kods m =
WA R Bl DB P e e
PN Corcien Type I=
# PP Lbsar 1D |
£ PPF P wral |
AL Eoldress Qe G 220aco [
I o g e bl I:-_F.'l_.': -| ll
Current Systenm
o Vendor Name : The AP system supplier.
° AP name : The AP name is not an essential setting, but it helps identify the Access
Point in your network.
) Password : Used to change the password of connected AP. Enter a password to

change in “Password” and Retype in “Password Confirm”. The password for Password

and Retype shall be identical. If the password is wrong or not correct, an error message
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is displayed and the changed value is not applied.

ESSID: An ID to distinguish the cells of radio LAN network. The clients equipped with
the radio LAN shall be setup with the same ID to make communication with the AP. To
provide the roaming between APs in adjacent area, the SSID of AP in adjacent area
shall be identical. The string used for SSID shall consist of up to 32 alphabets and
figures except blank and special characters (by distinguishing capital and small letters). .
Itis setup as “LGE” in factory shipment.

Default Channel: The default channel can be 1 ~ 14 channels. It depends on the
country and in Korea we use 1 ~ 13 channel. If two or more APs are used in adjacent
area, they need to use different channels to avoid the interference. In adjacent area, it is
recommended to set the channels with at least five channels of interval. It is setup as
channel 1 in factory shipment.

AP Mode: Used to determine the AP mode as Access Point or Repeater. In “Access
Point” mode, AP acts as normal AP. In “Repeater” mode, AP acts as wireless repeater

for connecting separated area.

WAN(10/100M) Parameters

WAN(LAN1) Connection Type : IP(for Office LAN user), PPPoE(for ADSL user)

MAC Address: This MAC(Media Access Control) address is a unique serial number
permanently assigned to the Access Point's WAN Ethernet controller. You cannot
change this MAC Address.

WAN(LAN1) IP Address: Describes the IP address of AP. For the communication with
AP Manager and for the connection with WEB Server and Telnet, it is setup as 10.0.0.1
in factory shipment.

WAN(LAN1) Subnet Mask: Describes the subnet mask of AP. It determines that the IP
Address belongs to which subnet. It is setup as 255.255.255.0 in factory shipment. Upon
changing, user shall inquire of the related person about the matters.

WAN(LAN1) Default Gateway: Describes the default gateway of AP. It is setup as
10.0.0.254 in factory shipment. Upon changing, user shall inquire of the related person

about the matters.

Copyright© 2002 LG Electronics Inc., LTD.
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Addmess lﬂ i TR 1B SE T'hame asp ﬂ ¥ G0
DIGITAL LG
it AP
PPN Connacion Typs I = | =l
¥ FPF Liser ID |
# PP Prcrword |
HAE B 040 S SR ES
F Configurstion Wethad [svaric =]
SMAL FILTEH
IF EILTER - -
AL WHEHF Srdregs |52, 168,598,758
L Tl Mk [z==. 2mm 2mm 5 2e
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UPERADE Primay DHE lig.a it
Sevardary DMNS EECEE
LI T N L) i PR
BAL Bovinass DivEd b 30T
Les P gz [132.160.0.1
LEM Subrat M |89, 298, 280.0
[ oty J tancel o
) Primary DNS : Enter the IP address of the primary domain name server on your

network. It is setup as 10.0.0.101 in factory shipment. Upon changing, user shall inquire
of the related person about the matters.

) Secondary DNS : Enter the IP address of the secondary domain name server on your
network. It is setup as 10.0.0.102 in factory shipment. Upon changing, user shall inquire

of the related person about the matters.

LAN(10M) parameters
MAC Address : This MAC(Media Access Control) address is a unique serial number
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permanently assigned to the Access Point’'s LAN Ethernet controller. You cannot change
this MAC Address.

LAN(LAN2) IP Address: Describes the IP address of AP. For the communication with
AP Manager and for the connection with WEB Server and Telnet, it is set up as
192.168.0.1 in factory shipment.

LAN(LAN2) Subnet Mask: Describes the subnet mask of AP. It determines that the IP
Address belongs to which subnet. It is set up as 255.255.255.0 in factory shipment.
Upon changing, user shall inquire of the related person about the matters.

Modify : Used to change the item value of Basic Menu. Change the value of each item
in input column and click related button, and then the configuration value will be
changed. However, if the “SAVE” is not performed, the changed value will be returned to
the previous value when AP is rebooted. Refer to the “SAVE” menu.

Cancel : Used to cancel the changed item value of Basic Menu.

Copyright© 2002 LG Electronics Inc., LTD.
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2.2.2.802.11b Menu

The 802.11b Menu displays the WEP related information including WEP use, WEP Generation,

Passphrase, WEP Default Key, Key 1, Key 2, Key 3, Key 4 and others.

W ool Iriermest Explomad

Fle Edii ‘ow Faverites Jools  Holp [ |
daBack » = - (I 3| DpSeach EFaoins Faeds J |G D=5 B D
Addrass (@] rap:// 152 160 50 Thame, asp =| oGo
DIGITAL LG
wimch AP
-
TEERRD, § 1B Parmmstees
#PER [vassacs =]
SERNER:
RADIUS PR By Lengln Iln-i ety E
Ir:::-u <A i aED Gl e IPAE':FI-H.':I: --I
Ml FILTER ¥ Fazsphsca |
IF FILTER
ADNVARIED e Dl Ky |4 -|
¥ ey foez 00 20 10 D el
Rt F ey 2 |ooinn: oo o 0:00
UFERADE
[ELF ARLT 7 Eey [ocin0iod 00
# Ky & [ooioo:ico: 0000 =
Trarcrill Powasr IJ:H: e -I
Pairiz Rstan 1 WEDE |EH-‘-I!--E j'
Beiie: Faas I MLpa [trsear 5]
Devric Faates 5.5 Mbns IEH-'\-E--E -rl
Beriic Foabers 11 Vs [traer 5] =|
° WEP: Stands for Wired Equivalent Privacy. It is a function to provide the data security

for the radio communication users and can be set to 64 bits or 128 bits. The web related
information setting for the clients to communicate with related AP should be the same as
that of AP.

° WEP Generation: A method to generate the web key. There are the Manual and
Passphrase. In case of Manual, it is to enter directly the web key for generation. In case
of Passphrase, when a word is entered in accordance with the pre-defined method with

the radio LAN, the web key corresponding to the related word will be automatically
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generated.

) Passphrase: In case the WEB Generation is setup as Passphrase, this is a place to
enter the word for the web key generation.

° WEP Default Key: In case the WEB is set to 64 bits, this is the assigned default key. It
can be assigned as 1 ~ 4. In case of 128 bits, it is not necessary to enter.

° Key 1, Key2, Key3, Key4: A place to enter actual key value. Only the HEX values (0~9,
A~F) can be entered. It is possible only if the WEP Generation is Manual.

L] Basic Rates : The highest rates specified will be the rate that the AP will use when

transmitting broadcast/multicast and management frames.. The rates are expressed in

megabits per second.

y |0ERP = M s ok Indermet Eaplomrs

File Edii Miow Fgworites Jools  Holp [ |
Back = = - 3 3| DSearch [gFeedes FMeds F| LSS - g B2
Addrass (@] rap:/ 152 168 56 Thame, asp =| gGo
@lnf.lll:lllllllh DIGITAL LG
st AP
Al
¥ Ky 2 e
i, a0k
il F Ky 3 |ooino: oo o D:oa
"”.:'",";._ P ey § [oainniea nnion
:.:‘.;UJ Trareard Power | 10eh e |
Wil EiLTER Beirse Foabars | MDpd II:Hil-I: -|
IF FILTER
ADVARIED Devsic Rtz T MbOS [enaeie =]
Eeiris: Foabers £.5 pagra ||:r|¢:--|: -|
SANE
TEHat Dasic Festes 11 Mips [ensiae =]
I!_p | F.L,':" -r Pesscoon inberesl B
(] |=
Mrasnba Yoo [rons =]
H1% T hrashaid { Byiax] Io
Fragresni slaon The e-siuokd (Bt |o
=
) Beacon Interval : The amount of time between beacons in kilomicroseconds. One

Kusec equals 1,024 micro seconds.
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DTIM : This setting, always a multiple of the beacon period, determines how often the
beacon contains a delivery traffic indication message(DTIM). The DTIM tells power-save

client devices that a packet is waiting for them.

Preamble Mode : The preamble is a section of data at the head of a packet that
contains information the Access Point and client devices need when sending and
receiving packets. A short preamble improves throughput performance.

RTS Threshold(Bytes) : This setting determines the packet size at which the Access
Point issues a request to send(RTS) before sending the packet. Enter a setting ranging
from 0 to 2339 bytes.

Fragmentation Threshold(Bytes) : This setting determines the size at which packets
are fragmented. Enter a setting range from 256 to 2338 bytes. Use a low setting in area
where communication is poor or where there is a great deal of radio interference.
Modify: Used to change the item value of 802.11b Menu. Change the value of each item
in input column and click related button, and then the configuration value will be
changed. However, if the “SAVE” is not performed, the changed value will be returned to
the previous value when AP is rebooted. Refer to the “SAVE” menu.

Cancel: Used to cancel the changed item value of 802.11b Menu.
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2.2.3. RADIUS Server Menu

The RADIUS Menu displays information for communication with RADIUS(Remote Authentication

Dial In User Service) server.

W ID0AP - M noao Inismmst Explorar

Fia Edi ‘Bew Fgworites Jools Help [ |
Back - = - 3] 4| DhSeach [ayFeodites gFMeda B G O S - 5] E -
Addmess |.E| oHp T 1L S8 Thome asp ﬂ o Go
@ll’. Elactronics DIGITAL LG

it A

III'I-

AAGLL

TTET " RIS P sdteis

Lt RADLE [oimaacs 5]

SEENER

pADIUS &athentivation Typs | ez, 1 =]

LIHE P

BT Frirary Lulfenticsion Seresr P |2 2, 2053

AL FILTER Secordery Autharbcslion Sarver P |==. 295255258

IF FILTER

AbyALiED e niiation Senver Pod J1=12

E AVE Accring Serses B |1'.'\l [ G

1 1

ACCirdg SEresr Pl [TTE]
UPERADE
TLTAULT Shared Secret frratwark

) RADIUS(Server Use) : Describes whether or not to use the RADIUS Server. “Enable”
shows ‘in use’ of the RADIUS Server and “Disable” shows ‘not use’ of the RADIUS
server.

(] Authentication Type : Selects the authentication type as MAC, 802.1x, MAC + 802.1x

) Primary Authentication Server IP : Shows the IP address of primary RADIUS Server.
) Secondary Authentication Server IP : Shows the IP address of secondary RADIUS
Server.
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° Authentication Server Port : Shows the UDP port number.
) Accounting Server IP : Shows the IP address of Accounting Server. Usually same with
RADIUS Server IP address.
° Accounting Server Port : Shows the UDP port number .
° Shared Secret : Promised authentication value between AP and RADIUS Server.
Available maximum 12 digits in text.
° Modify: Used to change the item value of RADIUS Menu. Change the value of each

item in input column and click related button, and then the configuration value will be
changed. However, if the “SAVE” is not performed, the changed value will be returned to
the previous value when AP is rebooted. Refer to the “SAVE” menu.

) Cancel: Used to cancel the changed item value of RADIUS Menu.
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2.2.4. DHCP/NAT Server Menu

The Server Menu displays DHCP Server information such as Start address, End IP Address,
Lease Duration etc.

The Server Menu displays also whether or not to use NAT Server function.

Eiia Edi ‘iow Fawrils JTools  Holo El
Back » = - 3 3| DSearch [gFfeedes FMeds F| L S S - [ B2
Address |.E| nip T 1B 5B Thome asp ﬂ il
DIGITALg LG
wimrch AP
DT P P o siies i
[ [oassacs =]
SERNER
RADIUS DHCE Linzs Sart |1%2.160.0.2
BHE [HCF Lewe End [132. 1880000
d0lriLibH DHCF Laes Tiees |73
IF FILTER
SOVALIED MAT Parsmraters
JaAT ||u:-:-n::.tZ|
==
UFERADE
EFAWLT
() DHCP Server Use: Describes whether or not the DHCP server of connected AP is used.

“Enable” means ‘in use’ of the DHCP Server and “Disable” means ‘not use’ of the
DHCP Server.

L] DHCP Lease Start: Shows the start IP address out of the IP address range to be
allocated to the clients when the DHCP Server is in use.

) DHCP Lease End: Shows the end IP address out of the IP address range to be
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allocated to the clients when the DHCP Server is in use.

° DHCP Lease Time: Shows the using period of the IP address to be allocated to the
clients when DHCP Server is in use. The maximum value is 99 days 23 hours 59
minutes.

° NAT Server Use : Shows whether or not the NAT function is used. “Enabled” shows ‘in
use’ of the NAT function and “Disabled” shows ‘not use’ of the function.

° Modify: Used to change the item value of DHCP/NAT Menu. Change the value of each
item in input column and click related button, and then the configuration value will be
changed. However, if the “SAVE” is not performed, the changed value will be returned
previous value when the AP is rebooted. Refer the “SAVE” menu.

) Cancel: Used to cancel the changed item value of DHCP/NAT Menu.
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2.2.5. SNMP Server Menu

w7 I0ER - M ool Indermet Espload

Fie Edii ‘law Favertes Jools  Hale [ |
Back » = - 3 3| DSearch [gFfeedes FMeds F| L S S - [ B2
Address |.E| nHp T 16 58 Thome,asp ﬂ o o
@lnf.lll:lllllllh DIGITAL LG
mimch AP
FirdsAP P S T
Conbac |emirang RAL
e |
RADTUE Lacstion I'\-IIF-' k
(Sl 1 . Fresird Conrarasrlls |ekliz
T e e
Trogs Mgy 1 1P |a=a.130.50.100
. Trap Manages: T F |18, 180,88,120
S Irng Mansgar 3 E oo
LT LT m m
(] Contact : The textual identification of the contact person for this AP,
together with information on how to contact this person.
) Location : The physical location of this AP (e.g., "telephone closet, 3rd floor").
) Read Community : In case of getting request or getting-next request commands are

used for MIB through SNMP, it is used to support minimum security function for the
security of system. Only when the read community name supported in the system and
that of NMS requesting SNMP command are same, the result of the requested MIB is
returned.

) Write Community : When the command of set request is used through SNMP, it is used
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to support minimum security function for the security of system. Only when the write
community name supported in the system and that of NMS requesting SNMP set
request command are same, the changed value of the requested MIB can be applied to
the system

) Trap Manager IP : This is an IP address of NMS that receives SNMP TRAP message
triggered when there is failure in the system. Up to 3 addresses are available.

° Modify : Used to change the item value of SNMP Menu. Change the value of each item
in input column and click related button, and then the configuration value will be
changed. However, if the “SAVE” is not performed, the changed value will be returned to
previous value again when the AP is rebooted. Refer to the “SAVE” menu.

) Cancel : Used to cancel the changed item value of SNMP Menu.
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2.2.6. DMZ Server Menu

The DMZ Server Menu displays static IP address of servers on your LAN using NAT firewall.
Normally NAT firewall filters let unrecognized packets out to protect your LAN.

This function allows you to make a server on your LAN access to internet users.
If users do not want setup DMZ server, then just leave “0” on IP address field. Following

windows show local PC. “192.168.1.21" is FTP server

8 LGE Wirelass LAN AP - LW21004F - Microsof inlemat Explorer
Ble E&i Mew Fawiles Tools  Help -
@Bk - = - @[] } YSeach [QFaviter PMeda J - F A - BRI
Addess | hip://192 166 58, Th/home, asp | e
ﬂLL-‘ Eloctronics DIGITALLG
Gawch AP
DHT Serves
FTP Sar [rezzsamnz1
Tekrst Server [o2na
TR Sarver [pona
STF Sereer ]
SO Server N
IRES Seves [oon.o
Firvaer Tanas [e.2na
Sidus Server [a-moon
==
) FTP server : The IP address of FTP server on your LAN.
) Modify : Used to change the item value of DMZ Menu. Change the value of each item in

input column and click related button, and then the configuration value will be changed.
However, if the “SAVE” is not performed, the changed value will be returned to previous
value when the AP is rebooted. Refer to the “SAVE” menu.

) Cancel : Used to cancel the changed item value of DMZ Menu.
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2.2.7. MAC Filter Menu

The MAC Filter Menu displays whether or not to use the MAC Filter function (MAC address
range, MAC address) of connected AP and the MAC Filter related information including the
setting value of each function for use. With this function, it is possible to connect only the PC
equipped with a radio LAN card of registered MAC address to related AP.

In case of a MAC Address registered on both “Allowed MAC Address” and “Denied MAC

Address” then “Denied MAC Address” has priority. In this case the client cannot be associated

with the AP.
Fie Edi ‘“ew Faworites Tools  Hel -
w=Back » = - D[] | DSeach wFaeies FMeda J| G- DS -H B2
Address (@] rap:// 152, 168 56, Thame, asp =] 6o
DIGITALg LG
mlEh AR

w AT Filer Do T

WAL FILTER
IF FILTER
ALY A RIED

UPFERADE

BLAL Filbar II:":S-i.il.l 1-|
AL Fillse Types |=.|.-.:'\--E|

Filter | WAL Arkdress

Filter 3 WAL Agkdrexs

| 1 S B FF

|z2i00i A

Filtes' 3 WAL Apkdresd

| =0

Filler 4 WAL &ckireas

TG

Fillir 5 WAL Apdees [z 00 H -
Filter B WAL Aridessy TR
Fitar T WA Aridreet [t o o

Filtes 8 WAL Apkdress

[ e

Filter 3 WA Srkdreas

Filer 10 MAT A0S Ess

[rAr T e

R

Filter 18 MAC Mgy

| R

) MAC Filter : : It is a MAC Filter function to setup the MAC address entering into each
MAC address. Select “Enabled” to setup related function,and select “Disabled” to

release the related function.
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° MAC Filter Type : It is a MAC Filter function to setup the MAC address entering into the
MAC address range. Select “Allow” to setup related function, and select “Deny” to
release the related function.

o Filter 1 ~ 20 MAC Address : It is a MAC Filter function for entering MAC address
each MAC address and to enable/disable only the PC equipped with a radio LAN card
that has related MAC address to be connected to related AP.

(] Modify: Used to change the item value of MAC Filter Menu. Change the value of each
item in input column and click related button, and then the configuration value will be
changed. However, if the “SAVE” is not performed, the changed value will be returned
previous value when the AP is rebooted. Refer to the “SAVE” menu.

) Cancel: Used to cancel the changed item value of MAC Filter Menu.
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2.2.8. IP Filter Menu

The IP Filter Menu displays whether or not to use the IP Filter function

W ool Iriermest Explomad

Fle Edii ‘ow Faverites Jools  Holp [ |
daBack » = - (I 3| DpSeach EFaoins Faeds J |G D=5 B D
Addrass (@] rap:// 152 160 50 Thame, asp =l 6o
DIGITAL LG
it AP
-
IF Filbs# P sivestei
FLTER 1 [orzance =]
SERNER: Frofocol Tpe Tk =l Part0
EH!” a
GHLE AT Filér 1 Soiiree P la.z.ouo
[=1 s
Titer | Source Subnel | T
HMAL FILIEH -
IR EILTER Files | Dstinsbon P oo
ALY ARIED
Filer | Eectinebon Subned Ja.occ
FLIER 2 [orsens 5]
1 11 " —
Prooociol Tege |-\:=- -i P-clﬂll
UFERADE
[ELT ALY Fiter & Sorce P Ii'..i'..i'..'
Filter I Sporre Subned T
Fier 2 Cestnben P om0
Fiter 2 Destinabion Subnsl | T
FLTER S [creasis =]
P e Tor ] Pl
Filer 3 Sorcs P o .

FILTER : Use, protocol, port number .
Filter Source IP : Describe the source IP Address.
Filter Source Subnet : Describe the source Subnet mask.

Filter Destination IP : Describe the destination IP Address.

Filter Destination Subnet : Describe the destination Subnet mask.
) Apply : Used to change the item value of IP Filter Menu. Change the value of each
item in input column and click related button, and then the configuration value will be

changed. However, if the “SAVE” is not performed, the changed value will be returned
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previous value when the AP is rebooted. Refer the “SAVE” menu.

L] Cancel : Used to cancel the changed item value of IP Filter Menu.
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2.2.9 Advanced Menu

User can forward incoming packet to specified local PC, such as H.323 packet. To setup packet

forwarding, user must know TCP/UDP protocol, port number, and local PC IP address.

Following windows show forward incoming TCP/23 packet to local PC “192.168.1.21".

B LSE Wirsless LAN &7 - LZIAP - Microson Iterme Explon

Ble Edt Yiew Faoes Tools Help [ |
wBack « = - @D 5] 23| @Sesrch [Favortes FMedin B - FH- R D _
Address [ ap://I52 16556 T/ home, asp =] ¢

DIGITALLG

Sawrgh AP
Packwat Formanding
Foramrd HIS Packes (o Locsl B Address] . 00,0
Poet Packet o Locel F Agdness (152 160.1. 21
Forsward TCF |l'l Poit Packet 2o Local P Adgdness f00.0.0
o ENLTER Forsmrd TP ||:l Part Pachs 8 Local P Addness 00,0,
II'I"HI tl h.'r F'Lq-t
AAW oy L 1 [0
Hrlll
Growp #2 from |0 |2
II'r r.:-
DEFAULT Group #3 from [0 tu [2
Do 4 |mrn|l:l |n|l.'
Coarnp B Ilrrnll.l In[l.
Growp #5 from |0 tn |2
Giroup &7 from [0 o |12
Coup B I||.r||||:l Iurl'.
G #5 from [0 tn |2
Group #I from o oo

) port : port number
) Local IP Address : The IP address of a local PC.
) Modify : Used to change the item value of Advanced Menu. Change the value of each

item in input column and click related button, and then the configuration value will be

changed. However, if the “SAVE” is not performed, the changed value will be returned
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previous value when the AP is rebooted. Refer the “SAVE” menu.

) Cancel : Used to cancel the changed item value of Advanced Menu.
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2.2.10. Save Menu

Used to save the changed configurations. However, if the “SAVE” is not performed, the changed
configuration value will be returned previous value when the AP is rebooted.

M ma ok Imisrmesi Explormr

e Edi ‘iaw Favorites Jools  Helo E3
wBack = = - 37 | DSearch [aFfeedes FMeda F - S S - [ B2
Addmess |.¢_'| niips T2 1B S8 T'hame asp ﬂ o Go
DIGITALg LG
Samch AP

Changed [onhgureticn wil ke Saved.

A PO S

DHY P MHAR

BHE

Al FILTER
IF FILTER

UFERADE
LT ALY
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2.2.11. Reboot Menu

Used to reset connected AP. Click button. System will be rebooted, and not saved
configuration will be deleted. AP has to be reconnected for web managing.

AT ID0AP - Micaaok Inksmmsl Explomg

File Edil “iow Fasortes Tools  Hel E3
wBack = = - (D[] | DySeach wFaeies FMeda | DS - 5 B2
Addmess lﬂ i TR 1B SE T'hame asp ﬂ ¥ G0
@lnElll:lllllllh DIGITAL LG

Samsh AF

(2N

e vrill Een Pnk

After rebosting syatem, you have to conmsct fo AP sgain.
SEEVYER

(LT NS B T s
GHE# AT
BT

Huboot

ML FILTER
IF FILTER

UFERADE
LT ALY
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2.2.12. Upgrade Menu

3 == Wirclees LAN AP - LSTI00SP = Mmook st Bl

File Edit iow Fasortes Tools  Help E
Batk » = - 7] | DSearch [gFeedos FMeds F| LSS - g B2
Address |.|!j| niipd S TR 1B B T'home asp ﬂ G0
@lnilll:lllllllh DIGITAL LG

wimrch AP

TTNT Y (Bt e et

el Bl ol el [T -

SERNER

RADIUS [ ] R

DHL P SHA R

BT Bk S |1=0. 190,598,931

HMAL FILIEH

PR | upgrade || Camcel |

UFERADE
LT ALY

There is two Boot Method. One is auto and another is manual(method). The difference
is the duration of booting time. Auto method is processed without waiting to enter
bios prompt unconditionally Linux booting is processed. Manual method is processed with
waiting to enter current bios prompt.

Boot File is upgraded firmware image and Boot Server is TFTP Server. TFTP Server
Demon must be installed in Server.(150.150.58.91)

By clicking “the Upgrade Menu”, Firmware upgrade is done.

AP’s system firmware can upgrade by user’'s local disk in this page together. After firmware
upgrade in this page, AP will be rebooted to apply new firmware. Before AP’s firmware upgrade,

check console menu to confirm current AP’ firmware version.
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2.2.13. Default Value Menu

Used to make the status of connected AP into factory shipment status. Click the button.
After defaulting the AP, change the WAN IP Address for reconnecting to AP.

WEI00AFP - MRcrasok Ineimst Explomr

e Edi ‘iew Faworites JTools  Helo E3
wBack = = - (D[] | DySeach wFaeies FMeda | DS - 5 B2
Addmess lﬂ i TR 1B SE T'hame asp ﬂ ¥ G0
qis’lﬂ Elactranies DIGITAL LE;

uimsh AP

el Systmm will be Defaulted

A o R T
SEEVYER

PaDIuE

BHY I MHAR

BHE | Ol |

ML FILTER
IF FILTER

UFERADE
LT ALY
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Chapter 3 Console Window Manual
If AP does not include IP address set or is not accessible over the network, you must use
console serial cable to connect PC serial port and AP console port and then set the necessary

items like IP address.

3.1. Connecting Console Window

Execute the HyperTerminal program to access AP by serial port. Although this manual describes
only examples of how to use HyperTerminal program, you are allowed to access AP by different

types of terminal programs. The initial window is executed as below.

Connection Description e

Enter a name and chooze an ican far the connechion:

Mame;
LG
lzon:
i)

] I Cancel |

Use a random name to access AP and click the “OK”. Then, the “Connect To” window appears:
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Connect To . 7 =]

Enter detailz for the phone number that you want to dial:

Courtrdregion: ILlnited States of &merica (1] j

Area code: I

Phaone nurmber: I

Connect using:

Select the number to be used to access AP from the serial ports list in the above window. Then
click the “OK” button. A window appears to set various parameters to be used for serial

communications.

COM1 Properties 7| x|
Fort Setlings I

Bitz per second: I ETRO0 j
Data bits: IE . j
Parity: IN.:.ne j
Stop bits: |1 =l
Flows control: gkl -

Advanced. .. | Beztare Defaults |

] I Cancel | Apply |
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To interface with AP, set bit rate per second to “57600”, data bit to “8", parity to “NO”, stop bit to
“1", flow control to “NO” and click the “OK” button. Then the initial HyperTerminal window
shows. Press the “Enter” key in the initial window. If you successfully access AP, a window

indicating to input the password of connected AP is opened.

LG Access Point
login: root

Password:

|
I
. EZsetup |
. Basic[SYSTEM] |
. Basic[WAN/LAN] |
. IEEE 802.11b |
. SNMP |
. Server[DHCP,NAT,RADIUS] |
. Server[DMZ] |
. MAC Filter |
. IP Filter |
. Advanced |

|

I

I

|

O © 00 N O U A W N

COMMAND
L(Load)/S(Save)/R(Reboot)/D(Default)/C(Command shell)

Select >

If the password is correctly entered, a prompt provided by AP firmware appears as shown in the window

below. The default value of the password is “lw2100ap”.
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3.2. Setting Configuration Elements

Select > 1

When prompted, enter “1” and then press “Enter” key. The current status of the AP set will be
displayed in the window. SSID of AP is set to “LGE” and IP address to “10.0.0.1"by default.

Select > 1

|
I
. EZsetup |
. Basic[SYSTEM] |
. Basic[WAN/LAN] |
. IEEE 802.11b |
. SNMP |
. Server[DHCP,NAT,RADIUS] |
. Server[DMZ] |
. MAC Filter |
. IP Filter |
. Advanced |

|

I

|

|

O © 00 N o O b~ W N P

COMMAND
L(Load)/S(Save)/R(Reboot)/D(Default)/C(Command shell)

Select >c

NOTICE
IT you want to setup AP configuration, Type "setup™ at command shell

[1gap]#
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You may change information on AP configuration in the current Console Window, using the

command number specific to configuration change.

Select > 1

tom—- < 1. EZSetup >———-———m oo +
* AP Name : lgap

* ESSID : network

* Channel 14

# WAN Connection 1P

* WAN MAC Address : 00:40:5a:93:82:19

* WAN 1P Configuration : Static

* WAN IP : 150.150.58.92

* WAN SUBNET 1 255.255.255.128

* WAN Gateway : 150.150.58.126
S +

Select >c

NOTICE
If you want to setup AP configuration, Type "setup" at command shell

[1gap]#

Enter “setup” and then press “Enter” key
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[LGAP]# setup

I
I
. EZsetup |
. Basic[SYSTEM] |
. Basic[WAN/LAN] |
. IEEE 802.11b |
. SNMP |
. Server[DHCP,NAT,RADIUS] |
. Server[DMZ] |
. MAC Filter |
. IP Filter |
. Advanced |

|

I

|

|

O © 00 N o O b~ W N P

COMMAND
L(Load)/S(Save)/R(Reboot)/D(Default)/C(Command shell)

Select > 1
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Caution

Be careful to define the value(s) and item(s) that you want to change as long as

any change in AP configuration may seriously affect terminal system connected
to AP.

Copyright© 2002 LG Electronics Inc., LTD.

Page 46 of 46





