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Package Contents

p82dVUP*

Jess

wirevPN power

Contents of Package:

B D-Link AirPlus G+ DI-824VUP High-Speed Enhanced
2.4GHz Wireless VPN Router

B Power Adapter - 5V DC/2.5A
B ManualonCD
B Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included with the
DI-824VUP will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements For Configuration:
B Ethernet-Based Cable or DSL Modem

B Computer with Windows, Macintosh, or Linux-based
operating system with an installed Ethernet adapter

B Internet Explorer version 6.0 or Netscape Navigator
version 6.0 and above, with JavaScript enabled



Introduction

The D-Link AirPlus G+ DI-824VUP Wireless Broadband Router is an enhanced
802.11b high-performance, wireless router with a printer port. It is an ideal way
to extend the reach and number of computers connected to your wireless
network.

Unlike most 802.11g routers, the DI-824VUP is capable of data transfer speeds
up to 54 Mbps (compared to the standard 11 Mbps) when used with other D-
Link AirPlus Xtreme G products such as the DWL-G650 and DWL-G520 Wireless
Adapters.

After completing the steps outlined in the Quick Installation Guide (included in
your package) you will have the ability to share information and resources, as
well as share a printer wirelessly on your network.

The DI-824VUP is compatible with most popular operating systems, including
Macintosh, Linux and Windows, and can be integrated into a large network.
This Manual is designed to help you connect the Router and D-Link AirPlus
2.4GHz Wireless Adapters into a network in Infrastructure mode. Please take a
look at the Getting Started section in this manual to see an example of an
Infrastructure network using the DI-824VUP.



Connections

COM port is the connection
to another COM port or back-
up dial-up modem.

All ports (both LAN and WAN)
auto-sense cable types to
accomodate straight-through or
cross-over cable.

The LPT port or USB port is
used to connect to your local
printer.

LAN ports provide
connections to Ethernet-
enabled devices.

Pressing the
Reset Button
restores the
router to its
original factory
default settings.

Receptor
for the
Power

Features & Benefits

UPNP supported

Cable or DSL modem.

WAN port is the connection
for the Ethernet cable to the

Adapter.

Supports VPN pass-through, providing added security

Advanced Firewall features for added network security

Wireless connection of up to 54Mbps
Web-based interface for Management

Access Control to manage users on the network

Stronger network security with 256-bit encryption

Printer port enables connection to a network printer

Connects multiple computers to an Ethernet Broadband (Cable or DSL)
modem to share the Internet connection

DHCP server support enables all networked computers to automatically
receive IP addresses

Maximum reliability, throughput and connectivity with automatic data rate
switching

WAN and LAN ports auto detect cable types (straight-through or cross-over)

Note: Please refer to the Resetting the DI-824VUP to the Factory
Defualt Settings section in this manual for instructions on how to use

the Reset button.




LEDS

LED stands for Light-Emitting Diode. The DI-824VUP has the following
LEDs as described below:

LED LED Activity

Power A steady light indicates
a connection to a power source

A solid light indicates connection on the
WAN WAN port. This LED blinks during data
transmission

Flashes once per second to indicate the

Status o .
unit is working properly
COM A steady light indicates a connection to COM
port or back-up dial-up modem
A steady light indicates a connection to a USB
usB .
device
LPT A steady light indicates a connection to a

parallel printer port

A blinking light indicates that the wireless
WLAN segment is ready. This LED blinks during
wireless data transmission.

LOCAL A solid light indicates a connection to an
NETWORK Ethernet-enabled computer on ports 1-4. This
(Ports 1-4) LED blinks during data transmission.

Wireless Basics

D-Link AirPlus wireless products are based on industry standards to provide easy-to-use
and compatible high-speed wireless connectivity within your home, business, or public
access wireless networks. Strictly adhering to the IEEE standard, the D-Link AirPlus
wireless family of products will allow you to securely access the data you want, when
and where you want it. You will be able to enjoy the freedom that wireless networking
delivers.

Awireless local area network (WLAN) is a cellular computer network that transmits and
receives data with radio signals instead of wires. Wireless LANSs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops,
and universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.



Wireless Basics

Wireless users can use the same applications they use on a wired network.
Wireless adapter cards used on laptop and desktop systems support the same
protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to
link to a conventional Ethernet LAN in order to use servers, printers, or an Internet
connection supplied through the wired LAN. A Wireless Router is a device used
to provide this link.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any
location within the operating range of the WLAN. Management decisions based
on real-time information can significantly improve worker efficiency.

Low Implementation Costs - WLANs (Wireless Local Area Networks) are
easy to set up, manage, change, and relocate. Networks that frequently change,
both physically and logically, can benefit from WLANs ease of implementation.
WLANSs can operate in locations where installation of wiring may be impractical.

Installation Speed and Simplicity - Installing a wireless LAN system can
be fast, easy, and can eliminate the need to pull cable through walls and ceilings.

Network Expansion - Wireless technology allows the network to go where
wires cannot.

Scalability - Wireless Local Area Networks (WLANSs) can be configured in a
variety of topologies to meet the needs of specific applications or existing
infrastructure. Configurations are easily changed and range from peer-to-peer
networks suitable for a small number of users to larger infrastructure networks
to accommodate hundreds or thousands of users, depending on the number of
wireless devices deployed.



Wireless Basics

The DI-824VUP is compatible with other D-Link AirPlus Xtreme G 802.11g
products, which include:

¢ Enhanced 2.4GHz Wireless Cardbus Adapters used with laptop
computers (DWL-G650)

¢ Enhanced 2.4GHz Wireless PCI cards used with desktop computers
(DWL-G520)

Standards-Based Technology

Based on the IEEE 802.11g standard, the DI-824VUP is interoperable with
existing compatible 2.4GHz wireless technology with data transfer speeds of
up to 54Mbps (with the D-Link AirPlus family of wireless devices,) as well as
standard 802.11b technology ( the D-Link Air family of wireless devices), with
speeds of up to 11Mbps.

Installation Considerations

The D-Link AirPlus G+ DI-824VUP lets you access your network, using a
wireless connection, from virtually anywhere. Keep in mind, however, that the
number, thickness, and location of walls, ceilings, or other objects that the
wireless signals must pass through may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise
in your home or business. The key to maximizing wireless range is to follow
these basic guidelines:

1. Keep the number of walls and ceilings between the DI-824VUP and
your receiving device (e.g., the DWL-G650) to a minimum-each wall or
ceiling can reduce your D-Link AirPlus wireless product’s range from 3-90
feet (1-30 meters.) Position your receiving devices so that the number of
walls or ceilings is minimized.

2. Be aware of the direct line between routers and computers. A wall that is
1.5 feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Try to make sure that devices are positioned so that the signal will travel
straight through a wall or ceiling for better reception.

3. Building Materials make a difference - a solid metal door or aluminum
studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate RF noise.



Getting Started

With its default settings, the DI-824VUP will connect with
other D-Link Air or AirPlus products, right out of the box.

With a single IP Address from your Broadband Internet Service provider you
can share the Internet with all the computers on your local network, without
sacrificing speed or security, using D-Link Air networking products.

4 IP ADDRESS )

Note: If you are using a DHCP-capable router in your network setup, such
as the DI-824VUP, you will not need to assign a static IP Address.

If you need to assign IP Addresses to the computers on the network, please
remember that the IP Address for each computer must be in the same
IP Address range as all the computers in the network, and the Subnet
Mask must be exactly the same for all the computers in the network.

For example: If the first computer is assigned an IP Address of 192.168.0.2
with a Subnet Mask of 255.255.255.0, then the second computer can be
assigned an IP Address of 192.168.0.3 with a Subnet Mask of 255.255.255.0,
etc.

IMPORTANT: If computers or other devices are assigned the same IP
Address, one or more of the devices may not function properly on
the network.

\_ J

An Infrastructure wireless network contains an Access Point. The
Infrastructure Network example, shown here, contains the following D-Link
network devices:

A wireless Broadband Router -
D-Link AirPlus G+ DI-824VUP
A laptop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G650
A desktop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G520
A Cable modem -
D-Link DCM-201



Getting Started

Please refer to the following
sections of this manual for @ : Internet
additional information about

setting up a network:

Troubleshooting - learn
how to check for common
installation issues and other
tips for troubleshooting.

Backup

Networking Basics - learn Dial-up Modem —
how to check and assign - -
your IP Address; share

printers and files. @

Using the Configuration
Menu - learn the settings for
the DI-824VUP, using the
web-based interface. Desktop PC or Laptop

DRgosyups  Lrnlel

ol 4 -
- Computer 3
Computer 1 Desktop P or Laptop

(Wireless Adapter Required)

Computer 2
Desktop PC or Laptop
(Wireless Adapter Required)

Please remember that D-Link AirPlus wireless devices are pre-configured to connect
together, right out of the box, with their default settings.

For a typical wireless setup at home (as shown above), please do the
following:

1
(2

3
5

You will need broadband Internet access (a Cable or DSL subscription line into
your home or office).

Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-824VUP wireless broadband router
(See the Quick Installation Guide included with the DI-824VUP.)

If you are connecting a desktop computer to your network, you can install the
D-Link AirPlus Xtreme G DWL-G520 wireless PCI adapter into an available PCI
slot. (See the Quick Installation Guide included with the DWL-G520.)

If you are connecting a laptop computer to your network, install the drivers for
the wireless cardbus adapter (e.g., D-Link AirPlus Xtreme G DWL-G650) into a
laptop computer.(See the Quick Installation Guide included with the DWL-G650.)
(See the Quick Installation Guide included with the DWL-650+.)

Connect your printer to the printer port on the DI-824VUP. Please refer to
the quick installation guide for loading the print server software.
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Using the Configuration Menu

Whenever you want to configure your network or the DI-824VUP, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the

DI-824VUP. The DI-824VUP default IP Address is shown below:

Open the web browser
Type in the IP Address of
the DI-824VUP

File

o Back -

Edit

address | €] http://192.168.0.1

View Favorites  Tools  Help

BREEAD

Note: if you have changed the default IP Address assigned to the DI-824VUP, make sure

to enter the correct IP Address.

The factory default User name is admin and the default
Password is blank (empty). It is recommended that you
change the admin password for security purposes. Please
refer to Tools > Admin to change the admin password.

Home > Wizard
D-Link

AaPlus G+
High-Speed 2.4GHz Wireless VPN Router

- UL U Advanced  Tools Status Help
v The DISZ4VUP+ is an Ethernet Wireless VPN Router |deal for home
netwarking and small business networking. The setup wizard will guide
you to configure the DI-S24VUP+ to connact to your ISP (Internet Service
Wizard Providar), The DIS24VUP+'s sasy sutup will allow you te have Internet
access within minutes. Flease follow the setup wizard step by step to
[re—— configurs the DI-S24VUP+,
il
Fun Wizard
LAN
=l b
VPN

2

DI-8244UP+
User name:

Password:

Connect to 192.168.0.1

v

adrin

L ]

[CJremember my password

Clicking Apply will save changes made to the page.

Apply

Cancel

,,.3 Clicking Cancel will clear changes made to the page.

The Home>Wizard screen will
appear. Please refer to the
Quick Installation Guide for
more information regarding the
Setup Wizard.

o Clicking Help will bring up helpful information regarding the page.

Help

@ Clicking Restart will restart the router. (Necessary for some changes.)

Restart

11



Using the Configuration Menu

Home > Wireless

w _AirPlus G+ <l W _AmirPlus G+ .
High-Spead 2.4GHz Wireless VPN Router High-Speed 2.4GHz Wireless VPN Router

SSID

Channel

WEP

Home [[TITTETE R FEH Statun Holp

wmegs for e AP{ACCRES Point) portion

WEP Encryption

Keys 1-4

64-bit
128-bit
256-bit

LD B Advanced  Tools Status Help

These are e wiless eE0gs S e APPCCRLE Pt poron

<<<<<

o

(AR

default is the default setting. All devices on the network must
share the same SSID. If you change the default setting, the SSID
may be up to 32 characters long.

6 is the default channel. All devices on the network must share
the same channel.

Click Enabled or Disabled (default).

Select the level of encryption desired: 64, 128, or 256-bit.
Requires 10 digits

Requires 26 digits

Requires 58 digits

Input up to 4 WEP keys using Hexadecimal format; select the
one you wish to use.

Hexadecimal digits consist of the numbers 0-9 and the letters A-F.

WEP (Wired Equivalent Privacy) If you enable encryption on the
DI-824VUP, make sure to also enable encryption on all 802.11b wireless

clients, or wireless connection will not be established.

12



Using the Configuration Menu

Home > Wireless

Metwork ID{SSI0)
Channel
Security
Wireless
' wan BO2.1X Settings

Encryption Key Length
RADIS Server IP
RADILIS port

RADIS Shared Key

Home [UIFTTEH Tools Status Help

r =less settings for the AP{Access Point) portion

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

[eets
=
W =

& B4 bits
128 bits.

F.U.IJ o
ez
—

High-Speed 2.4GHz Wireless VPN Router

Home [CIELETCREECTIEY Status Help
I Wiralass Semings
v The: & the wareless settngs lor the AP(Access Pont) portion
Network ID[SSI0) defaus
Channel B =
Security WHAFEK ¥
Hey Mode AECH =]
Preshare Hey
Apply Cancel Help

Wirel

Nefwork ID{SSI0)
Channel

Security

502 1% Settings
RADIUS Server IP
RADIUS port

These are the wireless settings for the AP[Access Paint) partion

RADIUS Shared Key I

_AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

LT Tl Advanced  Tools Status Help

Idn!:ull

Ib —I

WA -
ﬁ ooo

[z
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802.1x

The 802.1x is an authentication method which is designed to
compliment the existing WEP encryption. During the authentication
process, the server verifies the identity of the client attempting to
connect to the network. With the proper client account and encryption
key, access to the network is granted. Unfamiliar encryption key or
clients are denied from accessing the wireless network. This feature
will help safe guard a Local Area Network (LAN) from unwanted visitors.

To take the full advantage of the 802.1x in DI-824VUP, all of the
wireless devices on your network must be 802.1x compatible and
must have the 802.11x feature enabled to communicate with the
router. (Note: Windows 2000 users will find a few downloads to
enable 802.1x clients on the Microsoft website.)

Encryption Key Selection for Encryption Key

* Dynamic Keying is a
technique for changing
the WEP Key used
between the supplicant
(wireless client) and the
access point.

- 64 bits - This will generate a 10 digit Dynamic Key value for
encryption.

- 128 bits - This will generate a 26 digit Dynamic Key value for
encryption.

- 256bits - This will generate a 58 digit Dynamic Key value for
encryption.

- Lifetime - Select the period of time before a new Dynamic Key
is generated.

RADIUS Server Enterthe IP address and port number of the RADIUS server that

will be used as the 802.1x authenticator. Enter the secret key that
has also been entered into the RADIUS server’s configuration.

14



Using the Configuration Menu

Home > WAN
D-Link

Bulwdmyg Networks for People

m—azwum'

=
=l

Wizard

Wireless

WAN

DHCP

[l

VPN

Choose WAN Type

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [CUENCETNEE YT Status | Help

=

Please select the appropriate option to connect to your ISP

& Dynamic IP Address  Choose this option to ohtain an IP address
autormatically from your ISP. (Far most Cahble
modem users)

¢ Static IP Address Choose this option to set static IP information
provided to vou by your [SP

 PFPoE Choose this option if your ISP uses PPPoE. (Far
most DSL users)

¢ Dial-up Network To surf the Internet via PSTNASDN.

 Others PPTP , L2TP and BigPond Cable

Host Name [ (Optional)

MAC Address IF_'?_ IF_I?_ 'F_I?

Clone MAC Address |

Primary DNS Address 0.0.0.0
Secaondary DNS Address  |0.0.0.0

MTU 1500
Auto-recannect @ Enabled © Disabled
Auto-backup ¢ Enabled & Disabled

WAN stands for Wide Area Network. In this case WAN represents the mode in which
your ISP connects to the Internet. If you are uncertain, please ask your ISP which of the

following represents your connection mode to the Internet:

Dynamic
IP Address

Static IP Address
PPP over Ethernet

Dial-up Network

Others
PPTP

Big Pond Cable

Obtain an IP address from your ISP automatically (mainly for
Cable users).

Your ISP assigns you a Static IP Address.

Some ISPs require the use of PPPOE to connect to their
services (mainly for DSL users).

Dial-up users can select this option to connect to their ISP
through an analog dial-up modem if broadband connectivity
is unavailable.

For use in Europe only.

For use in Australia only.

15



Using the Configuration Menu
Home >WAN > Dynamic IP Address

D-Link

Bulwmyg Networks for People

m—azwuwl

s
|

Wizard

Wireless

WAN

DHCP

CE

VPN

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

S Advanced | Tools Status | Help

ngs

Please select the appropriate option to connect to your ISP

@& Dynamic IP Address  Choose this option to obtain an IP address
autamatically from yaour ISP. (For most Cahle
modem users)

 Static IP Address Choose this aption to set static IP information
provided to you by your ISP

« PFPoE Choose this aption if your ISP uses PPPoE. (Faor
most DSL users)

¢ Dial-up MNetwork To surf the Internet via PSTHASDON.

¢« Others PPTP , L2TP and BigFond Cable

Dynamic IP Address

Host Name | (Ciptional)

MAC Address FFFF _[FF JFF _[FF  JFF

Clone MAC Address

Primary DMNS Address 0.0.0.0
Secondary DNS Address 0000

WL 1500
Auto-recannect & Enabled ¢ Disabled
Auto-backup © Enabled & Disabled

Most Cable modem users will select this option to obtain an IP Address automatically
from their ISP (Internet Service Provider).

Host Name

Renew IP Forever

MAC Address

Clone
MAC Address

This is optional, but may be required by some ISPs. The host
name is the device name of the Router.

Enable this feature to allow the router to automatically recon-
nect to the ISP if the connection drops.

The default MAC Address is set to the WAN’s physical inter-
face MAC address on the Router.

This feature will copy the MAC address of the Ethernet card,
and replace the WAN MAC address of the Router with this
Ethernet card MAC address. It is not recommended that you
change the default MAC address unless required by your ISP.

16



Using the Configuration Menu

Home > WAN > Static IP Address

D-Link

Bulkimg Netwarks or Peopie

Dl—az4vup+]

Wizard

Wireless

0L

WAN
LAN

DHCP

i

VPN

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

Advanced Tools Status Help

Home

Please select the appropriate option to connect to your ISP

¢« Dynamic IP Address  Choose this option to obtain an IP address
autarmatically from your ISP, (Far maost Cahle
rnoderm users)

Choose this option to set static IP information
provided to you by your ISP

@ Static IP Address

« PPFPoE Choose this option if your ISP uses PPPoE. (For
most DSL users)
To surf the Internet via PSTNASON

PPTP , LZTF and BigPond Cable.

« Dial-up Metwark
« Cthers

IP Address 00.00
255,256 265.0

0.0.0.0

Subnet Mask

ISP Gateway Address
Frimary DNS Address W
Secondary DNS Address W
MTU EC

Auto-backup € Enahled & Disabled

@ O 0

If you use a Static IP Address, you will input information here that your ISP has provided

to you.

WAN IP Address

WAN Subnet Mask

WAN Gateway

Primary DNS

Secondary DNS

MTU

Auto-backup

Input the IP Address provided by your ISP.
Input the Subnet Mask provided by your ISP.
Input the Gateway address provided by your ISP.

Input the primary DNS address provided by your ISP.

(Optional) Input the Secondary DNS address provided by your
ISP.

Maximum Transmission Unit; default is 1500; you may need to

change the MTU to conform to your ISP.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.

17



Using the Configuration Menu

Home > WAN > PPPoE

Most DSL users will
select this option to
obtain an IP address
automatically from
their ISP through the
use of PPPOE.

User Name
Password
Service Name

IP Address

Primary DNS

Secondary DNS

Maximum
Idle Time

MTU

Auto-reconnect

Auto-backup

W AirPlus G+ .
High-Speed 2.4GHz Wirelass VPN Router

Home [LUUELT-CT RIS T Status Help
m—nzavupci

JAN Settings
Flease select the approprate option (o connect i your IS

© Dynarmc IF &ddress Choose ths oplion Lo obtan an IF address
autormaticaly from your ISP, (For most Cable
moderm users)

« Satic P Address Chanze thiz nptinn to 2et static IP information

il

Wireless pravided to you by your ISP
& PPPoE Chanse this aption if your 157 uses PPPoFE (For
mnst D50 users)
 Dhalup Nebwork Tosurf the Intemet via PSTRASON
« Others PPTP | L2TF and BigPond Cahle
LAN
T . . .
& Cymamic PPPoE © Static PPPoE
Lser Marmne
VPN
Password Im
Retpe Passwennd Im
Servdice Mame I [Opbional)
IF Address f

Frirmary OMS Address I
Secondary DNS Address |
Maxirurn Idle Time 'I Minutes

Your PPPoE username provided by your ISP.

Your PPPoE password provided by your ISP.

(Optional) Check with your ISP for more information if they
require the use of service name.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

You will get the DNS IP automatically from your ISP but you
may enter a specific DNS address that you want to use instead.

(Optional) Input the secondary DNS address.

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Maximum Transmission Unit; default is 1492; you may need to
change the MTU to conform to your ISP.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.

18



Using the Configuration Menu
Home > WAN > Dial-up Network

Most Dial-up users will
select this option to con-
nect to their ISP through
an analog dial-up modem.
This feature can be used
as a back-up when your
broadband connectivity is
unavailable.

Dial-up Telephone
Dial-up Account
Dial-up Password

Primary DNS/
Seconday DNS

Assigned
IP Address

Extra Settings

Maximum Idle Time

Baud Rate

Auto-reconnect

D-Link

Bulimg Networks for People

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
LT Ul Advanced | Tools Status Help

nl—sz4VUP+|

oo |
o

Please select the appropriate option to connect to your ISP

¢ Dynamic IP Address  Choose this option to olitain an IP address
automatically from your ISP (Far maost Cahle

i modem users)

© Static IP Address Chaose this option to set static IP infarmation
Wireless provided to you by your ISP
 PPFPoE Choose this option if your ISP uses PPPoE. (For
ey most DSL users)
& Dial-up Metwork To surf the Internet via PSTNASDON
« QOthers PPTP , L2TF and BigPond Cable

LA

DHCP Dial-up Telephone l—
Dial-up Account l—
Dial-up Password lmi
Retype Passwiord l”*"““"*—

LE

VPN

Primary DNS poon
Secandary DNS 0.0.0.0

Assigned IP Address W (Optional)
Extra Settings

Maximurn Idle Time o Minutes

Telephone number to connect to your ISP

Username provided by your ISP

Password provided by your ISP

If the settings are configured as “0.0.0.0,” they will be auto-
matically assigned upon connection.

(Optional) Enter in the IP Address if you are assigned a static
PPPOE address.

This setting is used to optimize the communication quality
between the ISP and your analog dial-up modem. (Initializa-
tion string) - optional.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, en-
able Auto-reconnect.

The communication speed between the DI-824VUP and your
modem.

If enabled, the Broadband Router will automatically connect
to your ISP after your system is restarted or if the connection
is dropped.

19



Using the Configuration Menu

Home > WAN > Others > PPTP

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [LUCUETTCL RSN 710 Status Help

m—az-tvup-»l

=

Please select the appropriate option to connect to your ISP

© Dynamic IP Address  Choose this option ta ohtain an IP address
automatically from your ISP. (For most Cable

Ll ot madem users)

¢ Static IP Address Choose this option to set static IP information
Wireless provided o you by your ISP
 PPPoE Choose this option if your ISP uses PPPoE. (For
] most DSL users)
 Dial-up MNetwork To surf the Internet via PSTHNASDN.
el & Cthers PPTP , L2TP and BigPond Cable
LAN
& PPTP (for Europe use only)
(ol for specific ISPs use onk
© BigPond Cable (for Australia use only)
VPN
My |P Address 0.0.0.0

My Subnet Mask IW
Server P Address lﬁ
FPTP Account l—
FPTP Password l’””’””—
Retype Password lmi

Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe.

My IP Address

My Subnet Mask

Enter the IP Address.

Enter the Subnet Mask.

Server |IP Address Enterthe Server IP Address.

PPTP Account
PPTP Password
Connection 1D

Maximum
Idle Time

Auto-reconnect

Auto-backup

Enter the PPTP account name.
Enter the PPTP password.

(Optional) Enter the connection ID if required by your ISP.

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet
using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for
the auto-backup to work.
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Using the Configuration Menu
Home > WAN > Others > L2TP

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [0 VFL0E0 Tools Status Help
" Flease select the appropriate option to connect to your ISP
© Dynamic IP Address  Choose this option to obtain an IP address
 p——— autornabically from your ISP, (For most Cable
P modem users)
© Static P Address Choose this option to sef static IP information
provided to you by your ISP
© PPPoE Choose this option if your ISP uses PPPoE. (For
most DSL users)
¢ Dialup Mebeork To surf the Internet via PSTNASDN
& Others FPTF , LITF and BwgPond Cable
© PRTP {tor Europe use only)
& L specific K5Ps p
LITP {for specific I5Ps use only)
© EgPond Cable {for Australia use onity)
VPN e
€ Cynamic IP & Static IP
P Address ﬁDDO
Subnet Mask Eb 25.2550
Wan Gatewsy [P ' ooo
Server IP oo
LITP Account I

Layer 2 Tunneling Protocol(L2TP) is a WAN connenction used in Israel.

IP Address
Subnet Mask
Server IP

L2TP Account
L2TP password
Retype Password

Maximum ldle
Time

Auto-Reconnect

IP address provided by your ISP.
Subnet mask provided by your ISP.
IP Address of LNS provided by your ISP.

Your L2TP username provided by your ISP.
Your L2TP password provided by your ISP.

Re-enter L2TP password.

Set it to zero or enable Auto-reconnect to disable this feature. If
Auto-reconnect is enabled, this product will automatically con-
nect to the ISP after the router is restarted or connection is
dropped.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is

dropped.
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Using the Conf

Home > WAN > Others > BigPond Cable

D-Link

Bulamg NCIworks 1o Peopie

m—szwum]

one
s

Wizard

Wireless

WAN

DHCP

CE

VPN

Dynamic IP Address for

User Name

Password

Login Server IP

Auto-reconnect

Auto-backup

iguration Menu

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
LT IR Advanced | Tools Status Help

Please select the appropriate option to connect to your ISP

 Dynamic IP Address  Choose this option to ohtain an IP address
autamatically from your ISP, (For mast Cable
modem users)

¢ Static IP Address Choose this option to set static IP information
provided to you by your ISP
 PPPoE Choose this option if your ISP uses PPPoE. (For
most DSL users)
« Dial-up Network To surf the Internet via PSTNASDMN
& Others PPTP , L2TP and BigFond Cahble
© PPTP (for Europe use only)
& L2TP (for specific ISPs use anly)

& BigPond Cahle (for Australia use only)

User Name l—
Fassword l’”’”””—

Retype Passward l“"‘"“"“""*—

Login Server IP l— (Optional)
Auto-reconnect @ Enabled ¢ Disabled
Auto-backup  Enabled & Disahled

BigPond is a WAN connection used in Australia.

Enter in the user name for the BigPond account.

Enter the password for the BigPond account.

(Optional) Enter the Login Server IP if required.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.
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Using the Configuration Menu
Home > LAN

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [UCIUELTET BE p.T E Status Help
m—szwuml -
LAN Settings
The IFP address of the DI-324v1LIP+.
IP Address |192.168.D.1
Wizard Subnet Mask |255.255.255.D

Domain Name |

Wireless

@ 9O

WAN Apply Cancel Help

e
i
s
—

DHCP

L

VPN

LAN s short for Local Area Network. This is considered your internal network. These are
the IP settings of the LAN interface for the DI-824VUP. These settings may be referred
to as Private settings. You may change the LAN IP address if needed. The LAN IP ad-
dress is private to your internal network and cannot be seen on the Internet.

IP Address The IP address of the LAN interface.
The default IP address is: 192.168.0.1.
Subnet Mask The subnet mask of the LAN interface.

The default subnet mask is 255.255.255.0.

Domain Name (Optional) The name of your local domain.
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Using the Configuration Menu
Home > DHCP

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [CIETLI-L RS T F Status Help
m—suvuw]
oy S ] The DI-824VIUP+ can be setup as a DHCP Server to distribute IP addresses to
%/ the LAN network,
DHCF Server @ Enabled ¢ Disabled
Starting IP Address 192.168.0J100
Ending IP Address 192 169.0 199
Lease Time 1WEEK [+
WAN
LAN Static DHCP is used to allow DHCP server to assign same IP to specific MAC
address
RHER € Enabled ¢ Disabled
POVeN Name |
IP Address 192 168.0
MAC Address . - H L ]
DHCP Client [~ select one - =] _Clone
Apply Cancel Help

DHCP stands for Dynamic Host Control Protocol. The DI-824VUP has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-824VUP. The DHCP Server will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You must specify the starting and
ending address of the IP address pool.

DHCP Server Enable or disable the DHCP service.
Starting IP Address The starting IP address for the DHCP server’s IP assignment.

Ending IP Address The ending IP address for the DHCP server’s IP assignment.

Lease Time The length of time for the DHCP lease.

Static DHCP Used to allow the DHCP server to assign the same IP adress to a
specific MAC address. Enter the name, IP address, and MAC
address into the fields. Select which DHCP client to clone.

DHCP Clients List Liststhe DHCP clients connected to the DI-824VUP. Click Re-
fresh to update the list. The table will show the Host Name, IP
Address, and MAC Address of the DHCP client computer.
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Using the Configuration Menu
Home > VPN Settings

VPN Settings are settings
that are used to create
virtual private tunnels to

D-Link

BUINIINg Networks for Peopie

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Ad d Hel
remote VPN gateways. The  or-ezevues fome 1 1 —
tunnel technology supports = g :
data confidentiality, data - . [0 [ SEHing

. . . . nable
origin, authentication, and gyl NEEIOS broateast " Enable
data integrity of network = Max. number of tunnels -
information by utilizing
. — [v] Tunnel Name Method
encapsulation protocols, wan . — e e
encryption algorithms, and (e 2 [ =] [Mare
hashing algorithms. 3 WE =] Mois
- 4  — =] M
5 IKE ~ | More
VPN
Previous page MNext page
Dynarmic VPN Settings. | Lo Server Satiing |
PPTP Server Setting [ viewven staws. |
@ 9 O
Apply Cancel Help

VPN Click Enable to enable VPN tunnels. When you are not
using the VPN feature, it is best to keep VPN disabled.

NetBIOS broadcast Enable this to allow NetBIOS braodcast over the VPN
tunnels.

Max. number of Select the maximum number of allowable tunnels.
tunnels

Tunnel Name Create a name for the tunnel.

Method IPSec VPN supports two kinds of key-obtained methods:
manual key and automatic key exchange. Manual key
approach indicates that the two endpoint VPN gateways
require setting up authentication and encryption key by
the Administrator manually. However, IKE approach will
perform automatic Internet key exchange. Admins of both
endpoint gateways will only need to set the same
pre-shared key.

More For more in depth configuration to adjust manual key or IKE
method settings, click More.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method >IKE

D-Link

BUIKING NEWOrKs 107 Peopie

o|—324VUP+|

&
o
]
p—

Wizard
Wireless
WAN

LAN

DHCP

i

VPN

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask
Remote Subnet
Remote Netmask
Remote Gateway

Preshared Key

IKE Proposal index

IPSec Proposal
index

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home [LUVETLI-0 Tools Status Help
Item Setting
Tunnel Name l—
Aggressive Mode I~ Enahle
Local Subnet |nmn—
Local Metmask W
Remote Subnet W
Remote Metmask W
Remote Gateway |
Preshare Key l—
IKE Proposal index Select IKE Proposal
IPSec Proposal index Select IPSec Proposal |
B?d& gly Cﬁel E?n:

Current tunnel name.
Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway'’s local network. It can be a
host, a partial subnet or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway'’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the tunnel.

Click the button to setup a set of frequent-used IPSec proposals
and select from the set of IKE proposals for the tunnel.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

D-Link

BUIMIG NETwOrks Jor Peopie

Dl—sz-wup-r]

Wizard

Wireless

0 ¢

WAN

LAN

DHCP

i

VPN

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [UVETET Tools Status Help
Item Setting
IKE Proposal index - Empty -
Remaove
D Name . DHGmm G Serwm Tme  Um
1 [Group 1 =] [30ES =] [sHat=] |0 [Sec. =]
2 [Group 1 =] [30ES=] [smat=] |0 [See. =]
3 [Group 1 =] [30ES =] [shat=] |0 [See. =]
4 [Group 1 =] [30ES =] [shat=] |0 [See. =]
5| [Group 1 =] [30ES =] [smat=] o [See. =]
6 [ [Group 1 =] [30ES =] [smar=] o [Sec. =]
7 [Group 1 =] [30ES =] [smar=] o [Sec. =]
g | [Group 1 =] [30ES =] [smar=] o [Sec. =]
a [Group 1 =] [30ES=] [smar=] [p [Sec. =]
10] [Group 1 =] [30ES=] [smar=] [p [Sec. =]
Proposal ID |- select ane — =] _Addta | Proposal index

IKE Proposal index Alist of selected proposal indexes from the IKE proposal pool

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

listed below.

This is the name used to classify the IKE proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MDS5.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

Continued...

Life Time

Life Time Unit

Proposal ID

Add to

D-Link

BUIKITG NEEWOrRs 107 People

m—sz-wup-rl

Wizard
Wireless

WAN

LAN

DHCP

B

VPN

0 ¢

ArPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [[UUVET -0 Tools Status Help
Item Setting

IKE Proposal index - Empty -
D ame . OHGow SO Jemitm Tme  Un
1 [Group1 =] [0ES=] [smat=] [o [gec. =]
2 [Group1 =] [0ES=] [smat=] [o [gec. =]
[Group1 =] [0ES=] [smat=] [o [gec. =]
[Group1 =] [30ES=] [shat=] [0 [sec. =]
5 [Group1 =] [30ES=] [shat=] [0 [sec. =]
6 | [Group1 =] [30ES=] [shat=] [0 [sec. =]
7 [Group1 =] [30ES=] [sHat=] [o [sec. =]
8 [Group1 =] [30ES=] [sHat=] [o [sec. =]
9| [Group1 =] [30ES=] [sHat=] [o [sec. =]
10] [Group1 =] [30ES=] [sHat=] [o [sec. =]

Enter in the life time value.

There are two units that can be selected: second and KB.

Propesal ID |- select one - = | Add to | Propesal index

The identifier of IKE proposal can be chosen for adding the

corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID

to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
DI—524VUP+] Home [UGIUETTSCL] Tools Status Help
= ! —
%/ Item Setting
IPSec Proposal index - Empty -
Wllnrd
Remaove
— Life
el o E;ﬂrﬁgsal (DI Gl :JEIFDigED\ Eﬂ;ﬁxphtm jlétgr\thm 'Lr‘lfr'?we Bme
M an 1 [None =] [E5P =] [3DES =] [Mone =] o [sec =]
2 [ane =] [ESP =] [30ES =] [Mone =] |0 [Sec. =]
3 [ =lerm sl e S 55 =
g 4 [nane =] [E=P =] [30ES =] [Mone =] | [ee. =]
5 [Mone =] [ESP [=] [30ES =] [MNone =] [o [Sec =]
| [none =] [EsP =] [30ES =] [Mone =] o [See. =]
7 [reone =] [E=P =] [30ES =] [Mone =] o [Sec =]
g [rane =] [ESP =] [30ES =] [Mone =] o [Sec. =]
EN| [rene =] [EsP =] [30ES =] [Mone =] fo [ec. =]
10] [nane =] [E=P =] [30ES =] [Mone =] | [ee. =]
ec Proposa A list of selected proposal indexes from the IPSec proposal
p
index pool listed below.
Proposal Name This is the name used to classify the IPSec Proposal
DH Group There are three groups that can be selected: group 1

(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

Encap protocol There are two protocols that can be selected: ESP and AH.

Encrypt algorithm There are two algorithms that can be selected: 3DES and
DES.

Auth algorithm There are two algorithms that can be selected: SHA1 and
MDS5.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

Continued...

DI—824VUP+I

“wizora
==l
p—

Wizard

Wireless

WAN

D-Link

BUIMIMY NEtworks Tor Peaple

Life Time

Life Time Unit

Proposal ID

Add to

LE

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [UVETTLEEES 10 Status Help
Item Setting
IPSec Proposal index - Empty -
Remove

D Erupusal DH Group Encap Encrypl Auth L\_fe 'Lrler-?we

protocol algorithm algarithm Time Unit
1 [none =] [ESP =] [30ES =] [MNone =] [0 [Sec. =]
2 [none =] [EsP =] [30ES =] [Mone =] 0 [Sec. =]
3 [rene =] [E=P =] [30ES =] [Mone =] |0 [Sec. =]
4 [nene =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
5 [Mone =] [E5P =] [30ES =] [Mone =] o [Fee. =]
g | [nane =] [E=P =] [30ES =] [Mone =] |0 [ec. =]
7 [none =] [ESP =] [30ES =] [MNone =] [0 [Sec. =]
& | [none =] [EsP =] [30ES =] [Mone =] 0 [Sec. =]
a [rene =] [E=P =] [30ES =] [Mone =] |0 [Sec. =]
10] [nene =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Manual

D-Link AirPlus G+

m—szwuml

.
p—
—
—

: Wizard

Wireless
WAN
LAN

DHCP

[

VPN

Tunnel Name

Aggressive Mode
Local Subnet
Local Netmask

Remote Subnet

Remote Netmask

Remote Gateway

Method
Local SPI

Remote SPI

High-Speed 2.4GHz Wireless VPN Router

Home [UUELGET S f.T-1FY Status Help

Item Setting
Tunnel Name ,—
Agpressive Mode I~ Enable
Local Subnet Iljnnni
Local Netmask IIMID—
Rermate Subnet W
Rermate Netmask IW
Femote Gateway |
Method MANUAL
Local 5P| N T
Remote SPI DW

Encapsulation Protocol ESP =

Encryption Algorithm 30ES =

Encryption Key

,7
(For ESP Only)
(for 3DES OMLY)
li

(for IDES ONLY)

Authentication Algorithm NONE [+
Authentication Key [

Current tunnel name.

Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway'’s local network. It can be a
host, a partial subnet, or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway'’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN IP address of remote VPN gateway.
The set of rules applied when connecting to the VPN gateway.

The value of the local SPI should be set in hex format.

The value of the remote SPI should be set in hex format.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Manual Continued...

Lo AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home
DH?'WUPJ’I VPN Settings - Tunnel 1
— Item Setting
Tunnel Name
Aggressive Mode ™ Enable
Local Subnet 0.0.0.0
Local Netrmask 0.0.0.0
™ wan Femote Subnet 0.0.0.0
Remate Netmask 0.0.0.0
LAN Remote Gateway |
Method MANUAL
Local SPI DXIDDDD
T Remote SPI DxIEIEIEID
Encapsulation Pratocal ESP =
Encryption Algarithm 3DEE =
Encryption Key |7
(For ESP Cnly)
(for 3DES OMLY)
(for 3DES ONLY)
Authentication Algorithm NONE [=
Authentication Key |
Encapsulation There are two protocols that can be selected: ESP and AH.
Protocol
Encryption There are two algorithms that can be selected: 3DES and DES.
Algorithm
Encryption Key For DES, the encryption key is 8 bytes (16 Char.). For 3DES,
the encryption key is 24 bytes (48 Char.).
Authentication There are two algorithms that can be selected: SHA1 and MD5.
Algorithm

Authentication Key  For MDS5, the authentication algorithm is16 bytes (32 Char.).
For SHA1, the authentication algorithm is 20 bytes.(40 Char.).

Life Time Enter in the life time value.

Life Time Unit There are two units that can be selected: Second and KB.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel

D-Link

Bullmyg Networks 1or Peopie

m—azwumj

&
il
e
p—

Wizard
Wireless

WAN
f LAN

f DHCP

VPN

VPN Settings - IKE

Tunnel Name

Dynamic VPN

Aggressive Mode

Local Subnet

Local Netmask

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router
Home [UCIELGCECHEN CTIE Status Help
NS Dvhamic VPN Tunnel
Item Setting
Tunnel Name |
Dynarnic YPN [ Enable
Local Subnet ID.D.D a
Local Netmask ID.D.D 0
Preshare Key |

IKE Froposal index Select IKE Proposal |

IPSec Proposal index Select IPSec Proposal... |

Q @ v O

Back Apply Cancel Help

There are three parts that are necessary to setup the
configuration of IKE for the dedicated tunnel: basic setup, IKE
proposal setup, and IPSec proposal setup. Basic setup
includes the setting of following items: local subnet, local
netmask, remote subnet, remote netmask, remote gateway,
and pre-shared key. The tunnel name is derived from the previous
page of VPN setting. IKE proposal setup includes the setting
of a set of frequent-used IKE proposals and selecting from the
set of IKE proposals.

Current tunnel name.

This feature works with a VPN software client so the DI-
824VUP does not need to know the IP address of the re-
mote clients.

Enabling this mode will accelerate establishing the tunnel,
but the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet, or a whole subnet.

The netmask of the VPN gateway'’s local network.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel Continued...

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
LB Advanced | Tools Status Help
m—szwumi s .
YPN Settings - Dynamic V
s =
Item Setting
Tunnel Name
— |
Dynamic YPN [~ Enable
Local Subnet 0.0.00
il -
Local Netmask 0.0.00
A Preshare Key |
IKE Froposal index Select IKE Proposal . |
f LAM IPSec Proposal index Select IPSec Proposal... |
QY 9 O
VPN Back Apply Cancel Help
Preshared Key The first key that supports IKE mechanism of both VPN

gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

IKE Proposal index Click the button to setup a set of frequent-used IKE
proposals and select from the set of IKE proposals for the

dedicated tunnel.
IPSec Proposal Click the button to setup a set of frequent-used IPSec

index proposals and select from the set of IKE proposals for the
dedicated tunnel.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

D-Link

Bulking Networks for People

m—szwuwi

“wirera |
=
_

Wizard

Wireless

WAN

DHCP

LE

VPN

IKE Proposal index

Proposal Name

DH Group

Encrypt algorithm

Auth algorithm

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
[N M Advanced | Tools Status Help
VPN Settings - Dynamic VPN Tunnel - Set IKE Proposa
tem Setting
IKE Proposal index - Empty -
Remove
Dame DG Giotm g Tme Ut
1] [Growp 1 =] [30ES =] [sHa1 =] o [Sec. =]
2 [Growp 1 =] [30ES =] [sHa1 =] o [Sec. =]
3 [Growp 1 =] [30ES =] [sHa1 =] o [Sec. =]
4 [Group 1 =] [30ES=] [sHat =] o [Sec. =]
5 [Group 1 =] [30ES=] [sHmt =] o [Sec. =]
& | [Group 1 =] [30ES =] [shei =] o [Sec. =]
7 [Group 1 =] [30ES =] [shmi =] o [Sec. =]
8 [Group 1 =] [30ES =] [shmi =] o [Sec. =]
g [Group 1 =] [30ES =] [shmi =] o [Sec. =]
10] [Group 1 =] [30ES =] [shmi =] o [Sec. =]

A list of selected proposal indexes from the IKE proposal
pool listed below.

It indicates which IKE proposal to be focused.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

There are two algorithms that can be selected: 3DES and
DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IKE Proposal

Continued...

D-Link

BUlKImg Networks for Peopie

m—euvum«‘

Wizard
Wireless

WAN

LAN

=l
=
|
|
oner |

DHCP

VPN

Life Time

Life Time Unit

Proposal ID

Add to

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

LT M Advanced | Tools Status Help

VPN S nel - Set IKE
Item Setting
IKE Proposal index - Empty -
Refriove

Dame . DHGmwp SO et Tme  Umt
1 [Growp1 =] [0ES =] [sHar =] o [Sec. =]
2 | [Growp1 =] [30ES =] [sHar=] o [Sec. 7]
3 [Growp1 =] [a0ES =] [sHar =] o [Sec. =]
4 | [Growp1 =] [a0ES =] [sHat =] o [Sec. =]
5 [Growp1 =] [apES =] [sHa1 =] o [Sec. =]
6 [ [Growp1 =] [apES =] [sHat =] o [Sec. =]
7 [Growp1 =] [30ES =] [sHa1 =] o [Sec. =]
5 [Growp1 =] [30ES =] [sHat =] o [Sec. 7]
9 [Growp1 =] [30ES =] [sHa1 =] o [Sec. =]
10] [Growp1 =] [a0ES =] [sHat =] o [Sec. 7]

Enter in the life time value.

There are two units that can be selected: second and KB.

The identifier of IKE proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

D-Link

BulNing Networks 1or People

m—az—wum‘

Wizard

WAN

LAl

DHCP

[

VP

IPSec Proposal
index

Proposal Name

DH Group

Encap protocol

Encrypt algorithm

Auth algorithm

il
|
—

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
Home [UUELTTREE fT 1 Status Help
| Settings - Dynamic VPN Tunnel - Set IPSEC Proposal
-
Item Setting
IPSec Proposal index - Ernpty -
Remove
o Emposal B G Encap Encrypt  Auth Life 'Lr‘ifrie
ame protocaol  algorithm  algorithm Time Unit

1 [Mane =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
2] e | e ey e e e
3 |Mone =] [ESP =] [30ES =] [Mone =] [0 [Sec. =]
4 [Fne =] [F5F =1 [30F5 =] [Fove =1 7 [5ec =]
5 |Mone =] [ESP =] [30ES =] [Mone =] [0 [Sec. =]
A | [Fie =] [E57 = [30F5 =] [Fove =1 7 [5ee =]
7 [mone =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
g [More =1 [EsP =] [30ES =] [Mone =] |0 [Sec. =]
9 [mane =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]
10] [none =] [ESP =] [30ES =] [Mone =] 0 [Sec. =]

A list of selected proposal indexes from the IPSec proposal
pool listed below.

This is the name used to classify the IPSec proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5 (MODP1536).

There are two protocols that can be selected: ESP and AH.

There are two algorithms that can be selected: 3DES and

DES.

There are two algorithms that can be selected: SHA1 and

MDS5.
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Using the Configuration Menu
Home > VPN Settings > Dynamic VPN Tunnel > Set IPSEC Proposal

Continued...

D-Link

BUlKImg NETWOrKS 107 Peopie

m—szwuwl

M lan

Wizard

Life Time

Life Time Unit

Proposal ID

Add to

WA

DHCP

VPN

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
P S Advanced | Tools Status Help
N Settings - Dynamic VPN Tunnel - Set IPSEC Proposal
Item Setting
IPSec Proposal index - Emipty -
Remove
D Erupusa\ DH Graup Encap Encrypt Auth Life 'IT'i\T'ie
arme protocal  algorithrn algarithm Time Uni
1 [Nere 121 [E5P =] [F0ES =] [More I [5ec =1
7] [one 121 [E5P =] [o0Es =] [rore I [5ec =]
3] [Nere 121 [E5P =] [o0ES =] [More EIE 52 =0
4] [ene 121 [E5P =] [o0Es =] [rore I 0[50 =]
5] [Nere =] [E5P =] [o0ES =] [More EI T [5c =0
6 Nane =] [E57 =] [ooEs =] [Wore =17 [5e: =]
7] [Nere 121 [E5P =] [o0ES =] [More I [5c =1
8 Nane =] [E57 =] [ooEs =] [Wore =17 [5e2 =]
o] [ene 121 [E5P =] [a0ES =] [Mors I [5ec =0
10] [rone =] [ESP =] [30ES =] [Mene =] 0 [Sec. =]

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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Home > VPN Settings > L2TP Server Setting

D-Link

Bulkdmyg Networks 1or PEople ﬁ pl u S G +
High-Speed 2.4GHz Wireless VPN Router
LB Advanced | Tools Status Help
m—azwuwl e
L2TP Server
]
Item Setting
. L2ZTP Server ™ Enable
Virtual IP of L2TP Server j10 o Ji A
Authentication Protocol & PAR C CHAP © MSCHAR
==
' Tunnel Setting

N
Tunnel Name [

TP User Name [
: Password [
i @ © O
Back Apply Cancel Help
VPN
Tunnel Mame User Name  Password
Enable L2TP Click to enable the L2TP Server function.
Server
Virtual IP of Enter your Virtual IP address to access the L2PT server.
L2TP Server
Authentication Select one of the following authentication protocols: PAP,
Tunnel Name Current tunnel name.
User Name Enter in the username for the L2TP account.
Password Enter in the password for the L2TP account.
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Using the Configuration Menu
Home > VPN Settings > PPTP Server Setting

D Link AirPlus G+

Wireless

High-Speed 2.4GHz Wireless VPN Router
Home [UUETGEL B T Status Help
n|—324vup+|
r’-.’ﬁ
Item Setting
PPTF Server ™ Enahle
YWirtual IP of PPTP Server Jio o Jo 1
i * ol ol

Authentication Protocal PARP € CHAP € MSCHAP
—

Tunnel Setting

A Tunnel Mame
IT User Mame
Password
- O @ W O

Back Apply Cancel Help

VPN
Tunnel Name User Mame  Password

Enable PPTP Click to enable the PPTP Server function.
Server
Virtual IP of Enter your Virtual IP address to access thePPPT server.
PPTP Server
Authentication Select one of the following authentication protocols: PAP,
Protocol CHAP, or MSCHAP.
Tunnel Name Current tunnel name.
User Name Enter in the username for the PPTP account.

Password Enter in the password for the PPTP account.



Using the Configuration Menu

Advanced > Virtual Server

D-Link

BUIKINg NEEwarks 1or Peopie

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home W UIFUY R Tools Status Help
m—ezwuw]
q-'i‘i = Virtual Server is used to allow Internet users access to LAN services
€ Enabled € Disabled
Virtual Server MName I

Private IP 192.168.0
e
Protocal Type m

Private Port
=l —

Public Port
Schedule C Ahways

© From  Tirme |00 =00 =|To |00 =00 =
=l CEEeE
=l 222
Apply Cancel Help
==l
MName Private P Protocal Schedule

I~ Virtual Server FTP 0000 TCP 21421 ahways E)

I~ Virual Server HTTP 0.0.0.0 TCP80/80 ahways E)i)
I~ Virtual Server HTTPS 0.0.00 L%P 4431 ahways [EX)

I virtual Server NS 0.0.00 UDP 53/53 ahways [EX)

The DI-824VUP can be configured as a virtual server so that remote users accessing
Web or FTP services via the public IP address can be automatically redirected to local
servers in the LAN (Local Area Network).

The DI-824VUP firewall feature filters out unrecognized packets to protect your LAN
network so all computers networked with the DI-824VUP are invisible to the outside
world. If you wish, you can make some of the LAN computers accessible from the
Internet by enabling Virtual Server. Depending on the requested service, the DI-824VUP
redirects the external service request to the appropriate server within the LAN network.

Name The name referencing the virtual service.

Private IP The server computer in the LAN network that will be providing
the virtual services.

Protocol Type The protocol used for the virtual service.

Private Port The port number of the service used by the Private IP computer.

Public Port The port number on the WAN side that will be used to access

the virtual service.

Schedule Select Always, or choose From and enter the time period dur-
ing which the virtual service will be available.
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Advanced > Application

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home EUVEUTTTHE Tools | Status Help
ors2avLP| e
= épema\ Application is used to run applications that require multiple connections
: € Enabled ¢ Disabled
Virtual Server Name [
Trigger Port .
AppicaSion Trigger Type W
Public Parts
=l =
Public Type TCP =
= K
Apply Cancel Help
=l
- Name. Trigger Public Port
I Battle net 6112 B112 EL ]
Im Dialpad 7175 51200-51201 51210 3]
2000-2038 2050- 7 T
— R 20 2051,2068,2085,3010-3030 Bl
b Gamne; s 2300-2400,28800-28000 )7
[F PC-to-Fhone 12053 1212012122 24150-24220 4T
I Quick Time 554 £370-6339 E]
m DVE1000 490 1532815333 28]

Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony, and others. These applications have difficulties working
through NAT (Network Address Translation). Special Applications makes some of these
applications work with the DI-824VUP. If you need to run applications that require multiple
connections, specify the port normally associated with an application in the Trigger
field, then enter the public ports associated with the trigger port into the Incoming Ports
field.

At the bottom of the screen, there are already defined special applications. To use them,
select one from the drop down list and select an ID number you want to use. Then click
the “Copy to” button and the router will fill in the appropriate information to the list. You
will then need to enable the service. If the mechanism of Special Applications fails to
make an application work, try using DMZ host instead.

Note! Only one PC can use each Special Application tunnel.

Enabled Select to activate the policy.

Trigger Port This is the port used to trigger the application. It can be
either a single port or a range of ports.

Public Ports This is the port number on the WAN side that will be used to
access the application. You may define a single port or arange
of ports. You can use a comma to add multiple ports or port
ranges.
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Advanced > Filter > IP Filter

AarPlus 5+

High-Speed 2.4GHz Wireless VPN Router

Use IP (Internet Protocol) _ - - [ Home PUUITCN Tools | Status | Help
fl |te rS to al IOW Or deny G e i |I:l:x;;.s are used 1o allow or deny LAN users from accessng the Intermed.
computers access to the W | rree cum oo
- © MAL Filters © Diamain Blocking
Internet based on their IP '
add ress m Il.J.f.eIFI' Filters to deny LAN IF addresses access o the Intemat
o © Enabled  Dizabled
P Address [ [
Port Range | -1
Protocol m
Schedule © Always
€ From  Time [0 =] [0 Elmo[W =[]
= 290
Apply Cancel Help
—
IP Ran Protocol Schedule
T— [ o rcﬁt?ﬁu.:n a:-m»z @
. r TCP &0 always 4
IP Filter - TED AT b - b

Use IP Filters to deny LAN IP addresses access to the internet.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy.
(You can reactivate the policy later.)

IP Address

Enter in the IP address range of the computers that you want the policy to apply to. If it
is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you can
leave the port range empty.

Protocol
Select the protocol type to allow or deny certain types of IP addresses.

Schedule

Select Always, or choose From and enter the time period during which the IP filter policy
will be in effect.
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Advanced > Filter > MAC Filters
D-Link

BUIKIM NELWOPKS 107 Peopie

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

LTI Advanced JRETT Status Help

Filters are used ta allow or deny LAN users from accessing the Internet.
P Fiters € URL Blocking
& MAC Filters € Domain Blocking

m—suvuw’

Virtual Server

Use MAC address to allows or deny computers access to the network.

p—
p—

Application

& Disahled MAC Filters

© Only allow computers with MAC address listed belowi to access the
netwark

Filter

Firewall ¢ Only deny computers with MAC address listed below to access the
network
=l
Narne |
DDNS MAC Address g - i - i
DHCF Client [~ select ane - = clore |

==l %00
—

e Apply Cancel Help

Performance Narme MAC Address

i

MAC (Media Access Control) Filters are used to allow or deny LAN (Local Area Network)
computers from accessing the Internet and network by their MAC address.

At the bottom of the screen, there is a list of MAC addresses from the DHCP client
computers connected to the DI-824VUP. To use them, select one from the drop down
list. Then click the “Apply” button and the DI-824VUP will fill in the appropriate information
to the list.

Disabled MAC Filter
Select this option if you do not want to use MAC filters.

Only allow computers with MAC address listed below to access the network
Select this option to only allow computers that are in the list to access the network
and Internet. All other computers will be denied access to the network and
Internet.

Only deny computers with MAC address listed below to access the network
Select this option to only deny computers that are in the list to access the network
and Internet. All other computers will be allowed access to the network and Internet.

MAC Address
Enter the MAC Address of the client that will be filtered.
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Using the Configuration Menu
Advanced > Filter > URL Blocking
D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
[ Home NUWPELTTRE Tools  Status Help
m—eawum'

Filter

Filters are used to allow or deny LAN users from accessing the Internet
©|P Filters & URL Blocking
© WMAC Filters € Domain Blocking
Virtual Server
URL Blocking

Block those URLs which contain keywords listed below.

1L ¢

Application

 Enahled @ Disabled

Filter
Firewall
- Empty -
SNMP DELETE |

DDNS

Rauting a 3 O

Apply Cancel Help

Ll

DMz

i

Performance

Use URL Blocking to deny LAN computers from accessing specific web sites by its
URL. AURL is a specially formatted text string that defines a location on the Internet.
If any part of the URL contains the blocked word, the site will not be accessible and
the web page will not display.

Disabled URL Blocking
Select this option if you do not want to use URL Blocking.
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Using the Configuration Menu
Advanced > Filter > Domain Blocking

D-Link AirPlus G+
High-Speed 2.4GHz Wireless VPN Router

| Home FUIETPTTE Tools Status Help
Ite

m—az-wup-vl

_— Filters are used to allow or deny LAMN users from accessing the Internet
= P Fiters ¢ URL Blocking

© MAC Filters & Domain Blocking

.
Virtual Server

Domain Bl ]

 Allow users to access all domains except "Blocked Domains”
Filter 1ains
Firewall - Empty -
DDNS  Deny users to access all domains except "Permitted Domains”
Pa
—

|
=

Performance

- Empty -

DELETE

Use Domain Blocking to allow or deny computers access to specific Internet domains
whether it is through www, ftp, snmp, etc.

Disabled Domain Blocking
Select this option if you do not want to use Domain Blocking.

Allow users to access all domains except “Blocked Domains”
Select this option to allow users to access the specified Internet domains listed below.
Users will be denied access to all other Internet domains.

Deny users to access all domains except “Permitted Domains”

Select this option to deny users to access the specified Internet domains listed below.
Users will be allowed access to all other Internet domains.
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Advanced > Firewall

D-Link

BUINIMg Nerworks 10r Peopie

ArPlus G+

High-Speed 2.4GHz Wireless VPN Router
| Home W UIFTEEL R Tools Status Help
m—szwuw]
" Firewall Rules can be used to allow or deny traffic from passing through the DI-
- F24VUP+.
€ Enabled © Disabled
Marne |
Action © Allow € Deny
Interface IP Start IP End Protacol  Paort Range
= I N — -
Destination [+ =] | | [Ter =] i
Firewall Schedule © Abways
— o From  Time [00 =] 00 =70 [00 =] o0 =]
e
day Sun = |to|Sun [ x
el 2909
Apply Cancel Help
=l
 E— Action Mame Saurce Destination Pratocal
e Allows to Ping VWAN 5
= Ao g VAN LAN,182.168.0.11CMP,* [ERi]
Performance aw LAN - L 2 T
- = Deny Default , 199 TR0 1 ; EXiT]
I Allow Default LAN *-192.188.0.1 *7 E)]

Firewall Rules is an advance feature used to allow or deny traffic from passing through
the device. It works in the same way as IP Filters with additional settings. You can
create more detailed rules for the device.

Enabled or Disabled
Click Enabled to apply the filter policy or click Disabled to enter an inactive filter policy
(You can reactivate the policy later).

Name
Enter the name of the Firewall Rule.

Action
Select Allow or Deny to allow or deny traffic to pass through the DI-824VUP.

Source

Choose between a LAN or WAN source. An asterisk signifies the selection of both sources.
IP Start

The starting IP address for the filter policy. Leaving the field blank selects all IPs.

IP End
The ending IP address for the filter policy. Leaving the field blank sleects all IPs.

Destination
Choose between a LAN or WAN destination. An asterisk signifies the selection of both
destinations.
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Advanced > Firewall Continued
D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home W UIERPYTR Tools Status Help
m—szwum]
] Firewall Rules can be used to allow or deny traffic from passing through the DI-
o 224VUP+
© Enabled " Digabled
MName |
Interface IP Start IP End Protocol  Port Range
= I - — B
Destination |* ;I | | |TCF' ;l -
bl Schedule © Always
© From TimelUU > |00 =|To |00 'I: o=
oo = o
day [Sun =] to|Sun =
=l 2909
Apply Cancel Help
il
| E— Action Name Source Destination Protocol
e Allow to Ping VAN P
T Alow 4 YANT LAM,182.168.0.11CMP," fil
Performance W LAN,- * "
- 7 Deny Default - 19216801 W
I Allow Default LAM,¥ *-182.168.0.1 7 fil

IP Address

Enter in the IP address range of the computers that you want the policy to apply to. If it
is only a single computer that you want the policy applied to, then enter the IP address of
that computer in the Start Source IP and leave the End Source IP blank.

Protocol )
Select one of the following protocols: TCP, UDP, or ICMP.

Port Range

Enter in the port range of the TCP/UDP ports that you want the policy to apply to. Ifitis
only a single port that you want the policy applied to, then enter the port number in the
Start Port field and leave the End Port field blank. If you want to use all the ports, you can
leave the port range empty.

Schedule

Select Always, or choose From and enter the time period during which the virtual service
will be available.
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Advanced > SNMP

D-Link AirPlus G+

DI—824VUP+]

High-Speed 2.4GHz Wireless VPN Router
| Home PUIEUITYR Tools | Status Help

= Use Simple Netwark Management Protocol(SNMP) for D-824vUP+
6/ management purposes
SNMP Local & Enabled ¢ Disabled
SHMP Remote € Enabled & Disabled
Get Cormrmunity [public
Set Cammunity [private
Filter IP1
[
 r— P2
Firewall I
Pa [
SNmP P4 I
SHMP Version [oh*A WO irles
P
—— @ © O
Apply Cancel Help
DMz
Performance
SNMP (Simple Network Management Protocol) is a widely used network monitoring and

control protocol that reports activity on each network device to the administrator of the
network. SNMP can be used to monitor traffic and statistics of the DI-824VUP. The DI-

824VUP supports SNM
Enable SNMP

Local

Remote

Get Community

Set Community

SNMP v1

SNMP v2

Pvlorv2c.

(Simple Network Management Protocol.)
LAN (Local Area Network).

WAN (Wide Area Network).

Enter the password public in this field to allow “Read only”
access to network administration using SNMP. You can view
the network, but no configuration is possible wth this setting.

Enter the password private in this field to gain “Read and Write”
access to the network using SNMP software. The administra-
tor can configure the network with this setting.

Simple Network Management Protocol (SNMP) is an application
layer protocol that facilitates the exchange of management infor-
mation between nework devices.

Enhanced version of SNMP v1 with additional protocol opera-
tions such as UDP, IP, CLNS, DDP, and IPX.
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Using the Configuration Menu
Advanced > DDNS

D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home [UIZPYP¥R Tools  Status Help
m—szwumi

Dynamic DNS

Use Dynamic DMS if you want to use your DDNS account

DDNS & Disabled € Enabled
Virtual Server Provider DynDNS. org(Dynamic) [=

Host Name |

——

Application

Username /E-mail |

Pasawiord f Key |
Filter

Firewall a g 0

Apply Cancel Help

DORD ¢

Routing

i

DMZ

Performance

[

DDNS (Dynamic Domain Name System) keeps dynamic IP addresses (e.g., IP
addresses assigned by a DHCP capable router or server) linked to a domain name.
Users who have a Dynamic DNS account may use this feature on the DI-824VUP.

DDNS When an IP address is automatically assigned by a DHCP server,
DDNS automatically updates the DNS server. Select Disabled
or Enabled.

Provider Select from the pull-down menu.

Host Name Enter the Host name.

Username/Email Enter the username or email address.

Password/Key Enter the password or key.
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Using the Configuration Menu

Advanced > Routing

_— G;E.:IHIE:HGUIIIIIJE Table for routng purposes within your local network.
Static routes can be added if w

you require specific routes s |
within your internal network. '

These routes will not apply to
the WAN (Internet) network.

Dynamic Routing

RIP v1

RIP v2

Destination

Subnet Mask

Gateway

Hop

Enable

AirPlus G+
High-Speed 2.4GHz Wireless VPN Router
| Home WFUFTTTTE Tools | Status Help
OFs2AvUP
Dynamic Routing & Disable © RIPV1 © RIPVZ

IO Destinatdon  Subnet Mask Gateway Enable

¥

[ [ [ [ r

o [ [ [ r

3 [ [ [ r

4 r
=l | — —

| [ [ r
e | c—

[ [ [ =
DONS g | | | I r
Routing 0 v
™ oz Apply Cancel Help
|

Dynamic Routing Settings allow the VPN Router to route IP
packets to another network automatically. The RIP protocol is
applied, and broadcasts the routing information to other routers
on the network regularly.

By default, itis set to disable. Check to enable (RIPv1/RIPv2)
protocol.

Protocol in which the IP address is routed through the internet.

Enhanced version of RIP vlwith added features such as Au-
thentication, Routing Domain, Next Hop Fowarding, and Subnet-
mask Exchange.

Enter in the IP of the specified network that you want to
access using the static route.

Enter in the subnet mask to be used for the specified net
work.

Enter in the gateway IP address to the specified network.

Enter in the amount of hops it will take to the specified
network.

Select this option for the specified static route to take effect.

Hop Count - In a transmission path, each link is terminated at a network device
such as a router or gateway. The number of hops equals the number of routers or

gateways that data must pass through before reaching the destination.
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Advanced > DMZ
D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
[ Home W.UIZNITCR Tools Status Help
o:—szwup-vl

DMZ
DMZ{Demilitarized Zone) is used ta allow a single computer on the LAN to be
exposed to the Internet.

© Enabled @ Disabled

P address  1921880]

Virtual Server

Application

9 © O

Filter Apply Cancel Help

Firewall
SNMP

DDNS

i LR

-]
=
N

[

Performance

If you have a computer that cannot run Internet applications properly from behind the DI-
824VUP, then you can allow that computer to have unrestricted Internet access. Enter
the IP address of that computer as a DMZ (Demilitarized Zone) host with unrestricted
Internet access. Adding a client to the DMZ may expose that computer to a variety of
security risks; so only use this option as a last resort.

52



Using the Configuration Menu

Advanced > Performance

D-Link

Bulkimg Networks for People

m—az—wuw'

A o
p—

Virtual Server

Application

Filter

Firewall

DDNS

DMZ

Performance

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
ST Advanced Status

These are the Wireless Performance features for the AP(Access Paoint) partion

Tools Help

Beacaon Interval o0 (msec, range: 1~1000, default: 100)

3 (range: 1~B5535, default 3)
TH Rates Auto = (Mhops)

Wireless Mode # mixed maode © G mode
Authentication Type ¢ Qpen System € Shared Key @ Both
331D broadoast & Enable ¢ Disable

¥ Mode & Enable © Disable

DTIM Interval

@ O O

Apply Cancel Help

Beacon Interval

DTIM interval

TX Rates

Wireless Mode
Mixed Mode

G Mode

Beacons are packets sent by an Access Point to synchronize a
wireless network. Specify a value. 100 is the default setting and is
recommended.

(Delivery Traffic Indication Message) 3 is the default setting. ADTIM
is a countdown informing clients of the next window for listening to
broadcast and multicast messages.

Select the data rate. Default is 1-2-5.5-11-22-54Mbps.

Select either mix mode or G mode.

The DI-824VUP will use either B or G mode depending on which
mode has a stronger frequency.

The DI-824VUP will only use G mode.
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Advanced > Performance (Continued)

D-Link

Buldmyg Networks jor People

m—szwum]

==
=
e |
p—

Virtual Server

Application

Filter

Firewal

[l

Routing

J DMZ

Performance

AirPlus G+

Tools Status

QLTI Advanced

These are the Wireless Performance features for the AP(Access Point) portion

Help

Beacaon Interval 100 (msec, range: 1~1000, default 100)

&l (range: 1~B65535, default; 3)

DTIM Interval

TX Rates Auto = |(Mbps)
Wireless Mode & mixed mode € G mode

Authentication Type € Open System © Shared Key & Both
SSI0 broadeast @ Enable " Disable
8X Mode & Enable © Disable

@ © O

Apply Cancel Help

High-Speed 2.4GHz Wireless VPN Router

Authentication

Open System

Shared Key

Both

SSID Broadcast

8X

Select Open system, Shared Key or Both.

The DI-824VUP will be visible to all devices on the network. This is
the default setting.

In this mode, in order to access the DI-824VUP on the network,
the device must be listed in the MAC Address Control List.

In this mode, all devices on the network can access the
DI-824VUP.

Enable is the default setting. Choose Enable to broadcast the SSID
across the network. All devices on a network must share the same
SSID (Service Set Identifier) to establish communication. Choose
Disable if you do not wish to broadcast the SSID over the network.

Enable 8X Mode on the wireless client and the DI-824VUP to
increase data transmission speed. 8X Mode will only work with
wireless devices that also support 8X Mode.
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Tools >Admin

Loluieis AirPlus G+

m—szwum]

w2

Admin

Time

System

Firmwai

Misc

[

p—
il
p—

re

High-Speed 2.4GHz Wireless VPN Router
| Home  Advanced Tools Status Help

Administrators can change their login password

Administratar (The Login Mame is "admin")

MNews Password [
Reconfirm  Password [

User {The Login name is "user")

Mew Fassword [~
Reconfirm  Passward [=+

Let administrator perform administration task from remote hast.

 Enabled @ Disahled
P AddressID.D.D.D
F'Dr‘tIEEIBEI ~

@ O 0

Apply Cancel Help

You can change the administrator and user passwords here. It is recommended that you
change the administrator password from the default setting. The default password is blank

(nothing).

Password

Remote
Management

IP Address

Port

To change the administrator or user password, enter in the old pass-
word and enter the new password twice to confirm.

Remote Management allows the device to be configured through
the WAN (Wide Area Network) port from the Internet using a web
browser. A username and password is still required to access the
browser-based management interface.

Internet IP Address of the computer that has access to the DI-
824V UP. If the IP Address is set to 0.0.0.0, this allows all Internet
IP addresses to access the DI-824VUP.

The port number used to access the DI-824VUP.
Example:http://x.x.x.x:8080, where x.x.x.X. is the WAN IP address
of the DI-824VUP and 8080 is the port used for the Web Manage-
ment interface.
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Tools > Time

AT AaPlus G+

High-Speed 2.4GHz Wireless VPN Router

Homo  Advanced JRRCS Status  Help |

Time
Set the DI-824YUP+ systern time.

Device Time : Wed Jan 07 00:38:34 2004
& Enahle NTP

m—sz—wuw'

-

Admin Default

NTP | (Optional)
Server

Ti

gl ;'Drrq: [(GMT-08:00)Pacific Time (LS & Canada) =1

System
Set Device Date and Time

Firmware Year | 2004 vl Month: [dan = Daylﬂ

Hour: |00 =] Minute: |00 =] Second: |00 =

i

Misc

i

Daylight Saving
© Enahle @ Disahle

Start[Jan = 01 = EndIJam - a1 -
@ © O

Apply Cancel Help

You will need to set the time zone corresponding to your location. The time can be
set manually or the device can connect to a NTP (Network Time Protocol) server to
retrieve the time.

Enable NTP (Network Time Protocol). Select to synchronize the time on the
DI-824VUP to an NTP server.

Set Device Date You can manually set the time on your network here.
and Time

NTP is short for Network Time Protocol, an Internet standard protocol
that assures accurate synchronization to the millisecond of computer
clock times in a network of computers.
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Using the Configuration Menu

Tools > System

D-Link

Buldmyg Networks 1or People

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

. Home  Advanced Tools Status Help
m—szwum]

Save Settings To Local Hard Drive
Backup Setting

Admin

Load Settings From Local Hard Drive

Time I Browse.. |
Load

Restore To Factory Default Settings
f Reset to Default |

Firmware

Mise o

Help

g

System

[

The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file created by the DI-824VUP can be uploaded into the
unit. To reload a system settings file, click on “Browse” to search the local hard drive
for the file to be used. The device can also be reset back to factory default settings by
clicking on “Reset to Default” button. Use the restore feature only if necessary. This will
erase previously saved settings for the unit. Make sure to save your system settings
before doing a factory restore.

Save Settings to Click Save to save the current settings to the local Hard Drive.
Local Hard Drive

Load Settings from  Click Browse to find the settings file, then click Load.
Local Hard Drive

Restore to Factory Click Restore to restore the factory default settings.
Default Settings
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Using the Configuration Menu
Tools > Firmware

D Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home  Advanced Tools Status Help

m—sz—wum]

There may be new firmware for your DI-824YUP+ to improve functionality and

performance.

The upgrade procedure takes about 20 seconds. Motel Do not power off the unit

Admin when it is being upgraded. VWhen the upgrade is done successfully, the unitwill

be restarted automatically.

Time

Current Firmware Yersion: v1.00b02
Firmware Date: Wed, Jan 7 2004

I Browse... |

aamin |
e |
p—

System

Firmware

2909

Apply Cancel Help

You can upgrade the firmware of the device using this tool. Make sure that the firmware
you want to use is saved on the local hard drive of the computer. Click on “Browse” to
search the local hard drive for the firmware to be used for the update. Upgrading the
firmware will not change any of your system settings but it is recommended that you
save your system settings before doing a firmware upgrade. Please check the D-Link
support site for firmware updates at http://support.dlink.com.

Browse After you have downloaded the new firmware, click Browse in
this window to locate the firmware update on your hard drive.
Click Apply to complete the firmware upgrade.

Note! Do not power off the unit when it is being upgraded. When the
upgrade is complete, the unit will be restarted automatically.
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Using the Configuration Menu

Tools > Misc

m—sz4vup+|

" hamn
" me
=l
p—

Admin
Time

System

Misc

Ping Test

Restart Device

Block WAN Ping

SPI Mode

DoS

D-Link

Buldmg Networks Jor People

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

| Home Advanced Tools Status Help

Ping Test is used to send "Fing" packets to test if a computer s on the Internet

Host Wame or IF address | Ping

Reboots the DI-B24vURP+

Reboot

When you "Black WAN Ping", you are causing the public VAN IP address on the
OI-824VUP+ to not respond to ping cormmands. Pinging public WaAN 1P
addresses is a common methad used by hackers ta test whether your WAN IP
address is valid.

Discard PING from YWAN side € Enabled & Disabled

You can setup this item if you want to enable 5Pl mode

© Enabled & Disabled

In the open box, enter in a URL (i.e., www.dlink.com) or an IP
address and click on Ping to test your internet connection.

Click Reboot to restart the unit.

Click Enable to block the WAN ping. Computers on the Internet
will not get a reply back from the DI-824VUP when it is being
“ping”ed. This may help to increase security.

When this feature is enabled, the router will record the packet
information passed through the router such as IP address, port
address, ACK, SEQ number, and so on. The router will also check
every incoming packet to detect if it is valid.

When DoS is enabled, the router will prevent Denial of Service
attacks on all computers connected to the DI-824VUP.
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Using the Configuration Menu

Tools > Misc (Continued)

AL AirPlus G+

m—szwum]

Admin

Time

System

Misc

UPnP

VPN Pass-
Through

Non-standard
FTP port

jne ¢

re

High-Speed 2.4GHz Wireless VPN Router
| Home  Advanced Tools Status Help

Ping Test is used ta send "Ping" packets to test if a camputer is on the Internet.

Host Name or IP address | Pirgy

Fehoots the DIFE24vUP+,

Reboot |

When you "Block WaN Ping", you are causing the public VWM IP address on the
DI-824YUP+ to not respond to ping commands. Pinging public VAN 1P
addresses is @ common method used by hackers to test whether your VAR IP
address is valid

Dizcard PIMNG from WWaAN side © Enabled & Disabled

fou can setup this itern if you want to enable SPI mode.

¢ Enzhled & Disabled

UPNP is short for Universal Plug and Play which is a networking
architecture that provides compatibility among networking equipment,
software, and peripherals. The DI-824VUP is a UPnP enabled router
and will only work with other UPnP devices/softwares. If you do not
want to use the UPnP Functionality, it can be disabled by selecting
“Disabled”.

The device supports VPN (Virtual Private Network) pass-through for
both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Secu-
rity). Once VPN pass-through is enabled, there is no need to open
up virtual services. Multiple VPN connections can be made through
the device. This is useful when you have many VPN clients on the
LAN.

If an FTP server you want to access is not using the standard port

21, then enter in the port number that the FTP server is using in-
stead.
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Using the Configuration Menu
Status > Device Info
D-Link AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home Advanced Tools status LT
D-824VUPY, Sl
V Firmware Version: v1.00b02, Wed, Jan 7 2004
LAN
MAC Address 00-50-18-00-0F-01
Borce s IP Address 192.168.0.1
Subnet Mask 2552552550
—
Log DHCP Server Enabled
s [ (R
2 MAC Address 00-50-18-00-00-01
e
c . DHCF Connecting...
ennection DHCP Renew |g DHCP Release
MEN St Remaining Lease Time 00:00:00
IP Address 0.00.0
Subnet Mask 0.0.0.0
Gateway 0.00.0
Domain Name Server 0.0.0.0
Wireless
MAC Address 00-50-18-00-0F-01
ESSID default
Security MNone

This screen displays information about the DI-824VUP such as WAN, LAN, and Wire-
less status.

DHCP Renew Use this button to reconnect to your ISP, if your WAN connection is
set up for DHCP.

DHCP Release Use this button to disconnect from your ISP, if your WAN connection
is set up for DHCP.
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Using the Configuration Menu

Status > Log

D-Link

Bulkimg Networks for People

m—az—wuwl

o
Loy
—
VPN Status

Device Info

Stats

—

Wireless

Home Advanced Tools

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

status  JCITON

View Log displays the activities occurring on the D-824VUP+. Click on Lag
Settings for advance features

First Page | Last Page

FEreyinie | Mext | Clear

Log Settings

Page 1/7

o

Help

WAN Type: Dynamic IP Address (v1.00b02)
Display time: Wed Jan 07 00:41:04 2004

Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
WWednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
WWednesday, January 07,
Wednesday, January 07,
Wednesday, January 07,
WWednesday, January 07,
Wednesday, January 07,

AMIT AMIT.COM TV

Wiarraerm e lamosn N7

2004 12:00:02 AM DOD:triggered internally

2004 12:00:05 AM DHCP:discover(My Host)
2004 12:00:08 AM DHCP:discover(My Host)
2004 12:00:17 AM DHCP:discover(My Host)
2004 12:00:33 AM DHCP:discover(My Host)
2004 12:01:08 AM DOD:triggered internally

2004 12:01:08 AM DHCP:discover(My Host)
2004 12:01:12 AM DHCP:discover(My Host)
2004 12:01:20 AM DHCP:discover(iy Host)
2004 12:01:36 AM DHCP:discover(My Host)
2004 12:02:15 AWM DODtriggered internally

2004 12:02:15 AM DHCP:discover(My Host)
2004 12:02:19 AM DHCP:discover(My Host)
2004 12:02:27 AM DHCP:discover(My Host)
2004 12:02:43 AM DHCP:discover(My Host)

2004 12:03:15 AM DOD:192.168.0.120 query DNS far

ANNA 1N AE AN DO Pdie e mrart by Heett

This screen displays activities occurring on the DI-824VUP.

First Page
Last Page
Previous
Next
Clear

Log Settings

Click First Page to go to the first page of the log.
Click Last Page to go to the last page of the log.
Click Previous to go to the previous page of the log.
Click Next to go to the next page of the log.

Click Clear to clear the current page of the log.

Click for advanced features (see next page).
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Using the Configuration Menu
Status > Log > Log Settings

D-Link

Bulkdmg Networks for People

m—az-wumi

A

Device Info
Log
Stats
Wireless

VPN Status

ilili

E-Mail Alert

SMTP Server IP

Email Address

Send Mail Now

IP Address of the
Syslog Server

Log Type

AarPlus G+

High-Speed 2.4GHz Wireless VPN Router
status  [CCT

Log ings
Logs can be saved by sending it to an admin email address or to a syslog
SErver.

Home Advanced Tools

E-mail Alert
SMTR Server { IP Address |

Ermail Address |

E-mail Suhject

Send Mail Now |

Syslog
Syslog Server IP Address 192.1680] | © Enabled & Disahled
Log Type ¥ System Activity
¥ Debug Information
¥ Attacks

¥ Dropped Packets
¥ Motice

9 OO

Apply Cancel Help

The DI-824VUP can be set up to send the log files to a spe-
cific email address.

Enter in the IP address of the mail server.

Enter in the email address of the recipient who will receive the
email log.

Click to send mail immediately.
Enter in the IP address of a syslog server within the network.

Click Enable to activate the policy. The DI-824VUP will send
all of it's logs to the specified syslog server.

Select the types of activity to log. By default, all values are
selected.
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Using the Configuration Menu
Status > Stats

D-Link

Bulmy Networks 1or People

AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

status TN

Advanced

Home

Tools

DI—824VUP+|
Traffic Statistics
= Traffic Statistics display Receive and Transmit packets passing through the DOl
6;/// B24VUP+.
Refresh | Reset |
I Log Help
Stats Receive Transmit
WAN 0 Packets 108 Packets
— LAN 1763 Packets 1580 Packets
Wireless 0 Packets 176 Packets
f VPN Status

In the Stats section, traffic statistics are displayed.

Refresh This will update the page.

Reset This will reset the packet counter to zero.

WAN Displays Received / Transmitted packets from the WAN port.
LAN Displays Received / Transmitted packets from the LAN port.
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Using the Configuration Menu
Status > Wireless
Dl AirPlus G+

High-Speed 2.4GHz Wireless VPN Router

Home Advanced Tools Status m
m—szwupai

Connected Wireless Client List

The Wireless Client table below displays Wireless clients Connected to the AP
(Access Point).

Refresh

Log Help

f Stats Connected Time MAC Address

Wireless

BT
VPN Status

This screen displays the connection time and the MAC Address of the connected
wireless clients. Click on Refresh for the most recent information.
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Using the Configuration Menu
Status > Wireless

D-Link

Bulkimyg Netwarks Jor Peopie # pl us G +
High-Speed 2.4GHz Wireless VPN Router
Home Advanced Tools Status m
o|—324vup+|
VPN Status

YPM status display YPM connection state

Refresh | RN setting |

[

Device Info
Remate Netwiork Lacal Metwork
IP Address/ Life
Log Marne IP Addressf Type State — Cirop
Subnet Maskf Subnet Mask Time
Gateway

Stats

Wireless

il

VPN Status

This screen displays the VPN connection state.
Click on Refresh for the most recent information.

66



Using the Configuration Menu
Help

Lol s AirPlus G+

High-Speed 2.4GHz Wireless VPN Router
| Home  Advanced Tools Status Help

DI—324VUP+|

-

Home

o Setup Wizard
Wireless
WWAN Settings
LAN Settings
DHCF Server
WP

Advanced

Wirtual Server

Special Applications
Filters

Firewall Rules

ShWP

DONS

Routing

DMz

Wireless Performance

Tools
» Administrator Settings
o Systemn Time
o Systern Settings
e Firmware Upgrade
e Miscellaneous lterns

Status

» Device Information

This screen displays the complete Help menu. For help at anytime, click the Help tab in
the Configuration menu.
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Installing the Print Server Software

Insert the installation CD-ROM into the CD-ROM drive. The following window will be
shown automatically. If it is not, please run “autorun.exe” on the CD-ROM.

ID D-Link DI-824YUP 4-Port Wireless Broadband YPN Router

AirPlus &G+ 1
Protect and Share Your Internet Connection S

l DI-824VUP+ _“.ﬂ‘

=
PRINTERS

Click Install Print
Server Software

z1+-P0rt Wireless Broadband VPN

Router

Select your Windows
operating system
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Installing the Print Server Software (continued)

USB Print Server Setup &‘

Welcome to the InstallShield Wizard for
Broadband Router USB Print Server

Wait until the following Welcome
dialog appears.

Welcome to the Broadband Fouter Print Server driver
Setup prograr, This program wil install Print Server an your
computer

Click Next

USB Print Server Setup

Choose Destination Location

Select folder where Setup will install files. L )‘
Setup wil install Broadband Router USE Print Server in the following folder. T
1 1 To install to this folder, click Nest. To install to a different folder, click Browse and select
Select the destination folder. Lonl

- Destination Folder

E MBroadband Router LISE Print Server Browse:

Click Next

Cancel

USB Print Server Setup
Then, the setup program will begin —
to install the programs into the b
destination folder.

InstallShield Wizard Complete

The InstalShield ‘Wizard has successfully instaled Broadband
Router USE Print Server. Click Finish to exit the wizard,

When the following window is
displayed.

Click Finish

“fau must reboat pour PC for all changes to take effect.

After rebooting your
computer, the software
installation procedure is -
finished. Click OK [ ]

(% ies, | want o restart my computer now.!

Mo, | will restart my computer later.
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Configuring on Windows 98se/Me Platforms

After you finish the software installation pro-
cedure, your computer will be capable of
network printing provided by the DI-
824VUP. For convenience, we call the
printer connected to the printer port of the
DI-824VUP a printer server. On a Win-
dows 95/98 platform, open the Printers
window in the My Computer menu.

Now, you can configure the print server of
the DI-824VUP:

Find out the corresponding icon of your
printer server, for example, the HP
LaserJet 6L. Right click on that icon, and
then select Properties.

The following screen appears:

Click on the

B3 Printers | 10] x]
Fie Edit \iew Hep
2
Add Printer i HP Laserl et
; Chinese
‘ 4 objectiz) o

HP Lazerdet 6L [PCL) Propestics

Generdl | Datais | Sharing | Paper | Frint Guaiity | Fonts | Device ations |
gﬁ? HP Lasenlet BL [POL]

LCommenl: I

Sepaialer pags Ilnune] *|  Browse. |

Fiink Test Page I

Cancel |

Aonly J HE I

'] Prepoibes

Details tab

Choose the “PRTmate: (All-in-1)”
from the list attached at the Print To
item. Be sure that the Printer Driver
item is configured to the correct driver
of your printer server.

L5 HP Lasesiet 6L POL)

Frint b the [ofkreng ok

| Papar | Prrd Qualy | Fante | Divies Opons |

-] EsiPo
e Pl
Frie g i beaing deives Dol
[he Carauet @ prn e L
Caphas Friver Fod.. | End Caphes |
Tiveeinid, sedtigs 1

Hut perlecingd 1= meeinids
Tranpmispon palyy | 07 pacandy

Click Port Settings

_' Firt Soficea '
<

Choose your printer interface.
Type in the IP address of the DI-824VUP.

| I = I ™ | Sl |
Printer Position H
Frinter's Interface
* DB2SParalelt Y
~ UsE ance
Help
All-in-1 IP-Sharer'z [P -
[192.168.0.1

Click OK




Configuring on Windows 2000/XP Platforms

%" HP Laserlet 6L Pronerties
'Click Port : heiens ;

Pt to 1he eliosng poet(e). Documents vl ponk b e frs) fres
checked port

The configuration procedure for a

Pt [ Deseriplion [ Privitet |
Windows 2000/XP platform is similar to gg:g Soet
that of Windows 95/98 except the Dcous Sl Pt
. . O coms Seiial Fort
screen of printer Properties. OPLE: B Fis
S FR T mats
4l

addPay. | Dielete Fest | Conrgies il
I Enable bidiessional suppait
- - I Epatis privee poaling
Click Configure Port

0K | meees | i |

Choose your printer interface.
Type in the IP address of the DI-824VUP.

All-in-1 IP-Sharer's IF

192.168.01

Click OK

(Note: Screen shots are taken in Windows 2000,
similar screens will appear in Windows XP.)
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work,
using Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking
computers using Windows 2000, ME or 98.

Go to Start > Control Panel > Network Connections
Select Set up a home or small office network

Network Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you zet up this computer to mwn on Yo
network, With a network, pou car;

+ Share an Internet connection

+ Setup Intemet Connection Firewall
+ Share filez and folders

+ Share a printer

To continue, click Mest.

Mest > '[ Cancel

When this screen appears, Click Next.
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Networking Basics

Please follow all the instructions in this window:

Network Setup Wizard

Before you continue...

Before you continue, review the checklist for creating a network.

Then, complete the following steps:

+ |nztall the network cards, modems, and cables.

+ Tum on all computers, printers, and external modems.
+ Connect to the Intemst,

“When vou click Nest, the wizard will search for a shared [nternet connection on your netwark.

Cepe (oo )

Click Next.

In the following window, select the best description of your computer. If your
computer connects to the internet through a gateway/router, select the
second option as shown.

Network Setup Wizard

Select a connection method.

Select the statement that best describes thiz computer:

() This computer connects directly to the Intemet. The other computers on my netwark, connect
to the Internet through this computer.

Wiew an example.

() Thiz computer connects to the Intemet through another computer on my netwark. or thraugh
a rezidential gatewsay.
“iew an example.

O

Learn mare about home ar small office network configurations.

[ < Back ﬂ Meut » ]'l Cancel

Click Next.
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Networking Basics

Enter a Computer description and a Computer name (optional).

Network Setup Wizard
Give this computer a description and name.

[ Computer description: | Mary's Computer I]

Examples: Family Room Computer or Monica's Caomputer

[ Cornputer hame: | Office |]
Examples; FAMILY ar MOMICH

The cument computer name iz Office

Learn mare about computer names and descriptions.

< Back I Mest » ' Cancel

Click Next.

Enter a Workgroup name. All computers on your network should have the
same Workgroup name.

Network Setup Wizard

Mame your network.

Mame your netwark by specifying a workaroup name below. All camputers an yaur netwark,
should have the same workaroup name.

Workgroup name: | Accounting
Examples: HOME or OFFICE

[ < Back Mexst » ][ Cancel

Click Next.



Networking Basics

Please wait while the Network Setup Wizard applies the changes.

Metwork Setup Wizard

Ready to apply network settings._.

The wizard will apply the following settings. This procezs may take a few minutes to complete
and cannot be interrupted.

Settings:
Mebwork settings: ~
Computer description: Mary's Computer
Cornputer tiame: Offica
Workgroup name; Accounting
The Shared Documents folder and any printers connected to thiz computer have been
shared,
b

To apply thezse seftings, click Mest.

’ < Back I| Mest > I[ Caticel
——

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait...

Pleaze wait while the wizard configures thiz computer for home or small office networking. This
process may take a few minubes.

. L
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