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Package Contents

pl-624VUP

Wife\'fpsﬁ power

Router

Contents of Package:

B D-Link AirPlus Xtreme G DI-824VUP High-Speed Enhanced
2.4GHz Wireless VPN Router

B  Power Adapter — 5V DC/2.5A

B Manualon CD

B Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included with the
DI-824VVUP will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements For Configuration:
B Ethernet-Based Cable or DSL Modem

m Computer with Windows, Macintosh, or Linux-based
operating system with an installed Ethernet adapter

B Internet Explorer version 6.0 or Netscape Navigator
version 6.0 and above, with JavaScript enabled



Introduction

The D-Link AirPlus Xtreme G DI-824VUP Wireless Broadband Router is an
enhanced 802.11b high-performance, wireless router with a printer port. Itis an
ideal way to extend the reach and number of computers connected to your
wireless network.

Unlike most 802.11g routers, the DI-824VUP is capable of data transfer speeds
up to 54 Mbps (compared to the standard 11 Mbps) when used with other D-
Link AirPlus Xtreme G products such as the DWL-G650 and DWL-G520
Wireless Adapters.

After completing the steps outlined in the Quick Installation Guide (included in
your package) you will have the ability to share information and resources, as
well as share a printer wirelessly on your network.

The DI-824VUP is compatible with most popular operating systems, including
Macintosh, Linux and Windows, and can be integrated into a large network.
This Manual is designed to help you connect the Router and D-Link AirPlus
2.4GHz Wireless Adapters into a network in Infrastructure mode. Please take
a look at the Getting Started section in this manual to see an example of an
Infrastructure network using the DI-824VUP.



Connections

Features & Benefits

All ports (both LAN and WAN)
auto-sense cable types to
accomodate straight-through or
cross-over cable.

Pressing the
Reset Button
restores the
router to its
original factory
default settings.

COM port is the connection
to another COM port or back-
up dial-up modem.

The LPT port or USB port is LAN ports provide Receptor
used to connect to your local connections to Ethernet- for the
printer. enabled devices. Power

Adapter.

WAN port is the connection
for the Ethernet cable to the
Cable or DSL modem.

Connects multiple computers to an Ethernet Broadband (Cable or DSL)
modem to share the Internet connection

Supports VPN pass-through, providing added security
Advanced Firewall features for added network security

DHCP server support enables all networked computers to automatically
receive IP addresses

Wireless connection of up to 54Mbps
Web-based interface for Management
Access Control to manage users on the network

Maximum reliability, throughput and connectivity with automatic data rate
switching

Stronger network security with 256-bit encryption

Printer port enables connection to a network printer

WAN and LAN ports auto detect cable types (straight-through or cross-over)
UPNP supported

Note: Please refer to the Resetting the DI-824VUP to the Factory
Defualt Settings section in this manual for instructions on how to use
the Reset button.




LEDS

LED stands for Light-Emitting Diode. The DI-824VUP has the following LEDs
as described below:

LED LED Activity

Power A steady light indicates
a connection to a power source

A solid light indicates connection on the
WAN WAN port. This LED blinks during data
transmission

Flashes once per second to indicate the

Status L :
unit is working properly
COM A steady light indicates a connection to COM
port or back-up dial-up modem
A steady light indicates a connection to a USB
uUSB .
device
LPT A steady light indicates a connection to a

parallel printer port

A blinking light indicates that the wireless
WLAN segment is ready. This LED blinks during
wireless data transmission.

LOCAL A solid light indicates a connection to an
NETWORK Ethernet-enabled computer on ports 1-4. This
(Ports 1-4) LED blinks during data transmission.

Wireless Basics

D-Link AirPlus wireless products are based on industry standards to provide easy-to-
use and compatible high-speed wireless connectivity within your home, business, or
public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
AirPlus wireless family of products will allow you to securely access the data you want,
when and where you want it. You will be able to enjoy the freedom that wireless networking
delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and
receives data with radio signals instead of wires. Wireless LANs are used increasingly
in both home and office environments, and public areas such as airports, coffee shops,
and universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.



Wireless Basics

Wireless users can use the same applications they use on a wired network.
Wireless adapter cards used on laptop and desktop systems support the same
protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to
link to a conventional Ethernet LAN in order to use servers, printers, or an Internet
connection supplied through the wired LAN. A Wireless Router is a device used
to provide this link.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any
location within the operating range of the WLAN. Management decisions based
on real-time information can significantly improve worker efficiency.

Low Implementation Costs — WLANs (Wireless Local Area Networks) are
easy to set up, manage, change, and relocate. Networks that frequently change,
both physically and logically, can benefit from WLANs ease of implementation.
WLANSs can operate in locations where installation of wiring may be impractical.

Installation Speed and Simplicity - Installing a wireless LAN system can
be fast, easy, and can eliminate the need to pull cable through walls and ceilings.

Network Expansion - Wireless technology allows the network to go where
wires cannot.

Scalability — Wireless Local Area Networks (WLANSs) can be configured in a
variety of topologies to meet the needs of specific applications or existing
infrastructure. Configurations are easily changed and range from peer-to-peer
networks suitable for a small number of users to larger infrastructure networks
to accommodate hundreds or thousands of users, depending on the number
of wireless devices deployed.



Wireless Basics

The DI-824VUP is compatible with other D-Link AirPlus Xtreme G 802.11g
products, which include:

¢+ Enhanced 2.4GHz Wireless Cardbus Adapters used with laptop
computers (DWL-G650)

¢+ Enhanced 2.4GHz Wireless PCI cards used with desktop computers
(DWL-G520)

Standards-Based Technology

Based on the IEEE 802.11g standard, the DI-824VUP is interoperable with
existing compatible 2.4GHz wireless technology with data transfer speeds of
up to 54Mbps (with the D-Link AirPlus family of wireless devices,) as well as
standard 802.11b technology ( the D-Link Air family of wireless devices), with
speeds of up to 11Mbps.

Installation Considerations

The D-Link AirPlus Xtreme G+ DI-824VVUP lets you access your network, using
a wireless connection, from virtually anywhere. Keep in mind, however, that
the number, thickness, and location of walls, ceilings, or other objects that the
wireless signals must pass through may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise
in your home or business. The key to maximizing wireless range is to follow
these basic guidelines:

1. Keep the number of walls and ceilings between the DI-824VUP and
your receiving device (e.g., the DWL-G650) to a minimum-each wall or
ceiling can reduce your D-Link AirPlus wireless product’s range from 3-90
feet (1-30 meters.) Position your receiving devices so that the number of
walls or ceilings is minimized.

2. Be aware of the direct line between routers and computers. A wall that is
1.5 feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet
(1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Try to make sure that devices are positioned so that the signal will travel
straight through a wall or ceiling for better reception.

3. Building Materials make a difference - a solid metal door or aluminum
studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate RF noise.



Getting Started

With its default settings, the DI-824VUP will connect with other
D-Link Air or AirPlus products, right out of the box.

With a single IP Address from your Broadband Internet Service provider you
can share the Internet with all the computers on your local network, without
sacrificing speed or security, using D-Link Air networking products.

4 IP ADDRESS )

Note: If you are using a DHCP-capable router in your network setup, such
as the DI-824VUP, you will not need to assign a static IP Address.

If you need to assign IP Addresses to the computers on the network, please
remember that the IP Address for each computer must be in the same
IP Address range as all the computers in the network, and the Subnet
Mask must be exactly the same for all the computers in the network.

For example: If the first computer is assigned an IP Address of 192.168.0.2
with a Subnet Mask of 255.255.255.0, then the second computer can be
assigned an IP Address of 192.168.0.3 with a Subnet Mask of 255.255.255.0,
etc.

IMPORTANT: If computers or other devices are assigned the same IP
Address, one or more of the devices may not function properly on
the network.

- J

An Infrastructure wireless network contains an Access Point. The
Infrastructure Network example, shown here, contains the following D-Link
network devices:

A wireless Broadband Router -
D-Link AirPlus Xtreme G DI-824VUP
A laptop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G650
A desktop computer with a wireless adapter -
D-Link AirPlus Xtreme G DWL-G520
A Cable modem -
D-Link DCM-201



Getting Started

Please refer to the following @
sections of this manual for @

additional information about

setting up a network:

Internet

. . Backi
Networking Basics - learn Dialop Moders
how to check and assign —=" USB/Parallel
your IP Address; share

DI-824VUP Printer
printers and files. @ do-

Using the Configuration g

Menu - learn the settings for
Computer 3

the DI-824VUP, using the S e — A
web-based interface.

Computer 2
Troubleshooting - learn ?&?ﬁ&‘lﬁiﬂpir Require)

how to check for common
installation issues and other
tips for troubleshooting.

Please remember that D-Link AirPlus wireless devices are pre-configured to connect
together, right out of the box, with their default settings.

For a typical wireless setup at home (as shown above), please do the
following:

0 You will need broadband Internet access (a Cable or DSL subscription line into
your home or office).

e Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-824VUP wireless broadband router
(See the Quick Installation Guide included with the DI-824VUP.)

If you are connecting a desktop computer to your network, you can install the
D-Link AirPlus Xtreme G DWL-G520 wireless PCl adapter into an available PCI
slot. (See the Quick Installation Guide included with the DWL-G520.)

If you are connecting a laptop computer to your network, install the drivers for
the wireless cardbus adapter (e.g., D-Link AirPlus Xtreme G DWL-G650) into a
laptop computer.(See the Quick Installation Guide included with the DWL-
G650.)

Connect your printer to the printer port on the DI-824VVUP. Please refer to
the quick installation guide for loading the print server software.

@ ©060 6
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Using the Configuration Menu

Whenever you want to configure your network or the DI-824VUP, you can access the
Configuration Menu by opening the web-browser and typing in the IP Address of the
DI-824VUP. The DI-824VUP default IP Address is shown below:

u Open the web browser
[ | Type in the IP Address of

the DI-824VUP

File Edit View Favorites

Q- O HMEA®

address |&] http://192.168.0.1

Tools  Help

Note: if you have changed the default IP Address assigned to the DI-824VUP, make sure
to enter the correct IP Address.

The factory default User name is admin and the default
Password is blank (empty). It is recommended that you
change the admin password for security purposes. Please
refer to Tools > Admin to change the admin password.

Home > Wizard

L G Advanced Tools Status Help
Dl—Bz4VUPi m—
The DI824VUP is an Etherne networking and
small business networking. configure the DI-
Wizard 824VUP t . The DI-B24VUP’s easy
setup wil . Please follow the
setup wiz;
==
—
VYR Run Wizard
=l o
DHCP el
™ ven

Apply

34”',95 IUE% el

High-Speed 2.4GHz Wireless Router

Connect to 192.168.0.1

2
ik
DI-824¥UP
User name: £ admin e
[Jremember my password

The Home>Wizard screen will
appear. Please refer to the
Quick Installation Guide for
more information regarding the
Setup Wizard.

Clicking Apply will save changes made to the page.

J Clicking Cancel will clear changes made to the page.

Cancel

0 Clicking Help will bring up helpful information regarding the page.

Help

@ Clicking Restart will restart the router. (Necessary for some changes.)

Restart

11



Using the Configuration Menu

Home > Wireless

D-Link

Butmg Networks for People

Dl—BZ-WUPI

A

Wizard
Wireless
T

WAN

LAN

DHCP

il

™

—‘Alr, Pﬁ lus
High-Speed 2.4GHz Wireless Router

TP Advanced | Tools. Status  Help

Wireless Settings
These are the wireless seftings for the AP{Access Paint) partion.

Er —
OEnabled
WEP Key1 @ |
Key2 O [
Key3 O |
Keyd O |

802.1X Settings

Metwork ID(SSID)
Channel

WER @ pisabled
WEP Encryption

O Enabled @ Disabled
Encryption Key Length | ength () 54 bits €128 bits () 256 bits

Lifstims [ wnutes |
i L 1
—

@ © 0

Apply Cancel Help

RADIUS Server 1
Port

Shared Secret

SSID

Channel

WEP

WEP Encryption

64-bit

128-bit
256-bit

Keys 1-4

default is the default setting. All devices on the network must
share the same SSID. If you change the default setting, the
SSID may be up to 32 characters long.

6 is the default channel. All devices on the network must share
the same channel.
Click Enabled or Disabled (default).

Select the level of encryption desired: 64, 128, or 256-bit.
Requires 10 digits
Requires 26 digits
Requires 58 digits

Input up to 4 WEP keys using Hexadecimal format; select the
one you wish to use.

Hexadecimal digits consist of the numbers 0-9 and the letters A-F.

WEP (Wired Equivalent Privacy) If you enable encryption on the
DI-824VUP, make sure to also enable encryption on all 802.11b wireless
clients, or wireless connection will not be established.

12




Using the Configuration Menu
Home > Wireless (Continued)

802.1x

Encryption Key

* Dynamic Keying is a
technique for changing
the WEP Key used
between the supplicant
(wireless client) and the

access point.

RADIUS Server

-AmrPlus

™
IGrermelG+
High-Speed 2.4GHz Wireless Router
Home [LUVELTED RIS 1 IE Status Hel
DI-824VUP| L
ﬁ” = \i ~ = These are the wireless setiings for the AP (Acsess Point portion.
Network ID(SSID) [seraut
WEP CEnabled @ Disabled
Wireloss WEP Encryption EEE
wepkey1 @]
WAN Key2 O [ |
Key3 O [
LAN r 2
Keya O | ]
il
O Enabled @ Disabled
VBN Encryption Key Length | ength O 64 bits O 128 bits O 256 bits
Litetime [ mnutes |
RADIUS Server 1 [ [ |
Port [ ]
Shared Secret ]
Apply Cancel Help

The 802.1x is an authentication method which is designed to
compliment the existing WEP encryption. During the authentication
process, the server verifies the identity of the client attempting to
connect to the network. With the proper client account and encryption
key, access to the network is granted. Unfamiliar encryption key or
clients are denied from accessing the wireless network. This feature
will help safe guard a Local Area Network (LAN) from unwanted
visitors.

To take the full advantage of the 802.1x in DI-824VUP, all of the
wireless devices on your network must be 802.1x compatible and
must have the 802.11x feature enabled to communicate with the
router. (Note: Windows 2000 users will find a few downloads to
enable 802.1x clients on the Microsoft website.)

Selection for Encryption Key

- 64 bits — This will generate a 10 digit Dynamic Key value for
encryption.

- 128 bits — This will generate a 26 digit Dynamic Key value for
encryption.

- 256bits — This will generate a 58 digit Dynamic Key value for
encryption.

- Lifetime — Select the period of time before a new Dynamic Key
is generated.

Enter the IP address and port number of the RADIUS server that

will be used as the 802.1x authenticator. Enter the secret key that

has also been entered into the RADIUS server’s configuration.

13



Using the Configuration Menu

Home > WAN
D-Link

Bulwng Networks jor Feople

D[—sz-wupi

Wizard

Wireless

o

WAN

DHCP

Choose WAN Type

Vi

P

(LE

N

WAHN S

Advanced

“AirrPlus e
Xoremelo+

High-Speed 2.4GHz Wireless Router

Status

Tools Help

Please select the appropriate option to connect to your ISP

@ Dynamic IP Address
() Static IP Addrees
© PPRoE

[} Dial-up Netwark

Choose this option to obtain an IP address automatically
frarm your I8P, (For most Cable modem users)

Choose this option to get static IP information provided to
you by your ISP

Choose this option if your ISP uses PPPoE. (For most DSL
users)

To surfthe Internetvia PSTHASDMN

() Others FPTF and BigPond Cable
Dynamic IP Ad
Host Mame [ | toptional)
[ I o
Primaty DNS Address looon |
gecondary DNS Address [poon ]
MTU EC
Auto-reconnect @ Enabled O Disabled
Auto-hackup ) Enabled (& Disabled
Fa a MM

WAN stands for Wide Area Network. In this case WAN represents the mode in which
your ISP connects to the Internet. If you are uncertain, please ask your ISP which of the

following represents your connection mode to the Internet:

Dynamic
IP Address

Static IP Address
PPP over Ethernet

Dial-up Network

Others
PPTP

Big Pond Cable

Obtain an IP address from your ISP automatically (mainly for
Cable users).

Your ISP assigns you a Static IP Address.

Some ISPs require the use of PPPoE to connect to their
services (mainly for DSL users).

Dial-up users can select this option to connect to their ISP
through an analog dial-up modem if broadband connectivity
is unavailable.

For use in Europe only.

For use in Australia only.

14



Using the Configuration Menu
Home > WAN > Dynamic IP Address

D-Link

Bulwimg Networks jor People

Dl—BZWUPi

=l
=

Wizard
Wireless

WAN

DHCP

JCE

VPN

WAN Set

=:¢Ii£rjp5 |l.é‘8w s

High-Speed 2.4GHz Wireless Router

M Advanced | Tools Status Help

s

Please selectthe appropriate option to connect to your ISP

(& Dynamic [P Address Chonse this option to obtain an IP address automatically
ftarm your ISP. (Far most Cable moderm users)

[ Static IP Address Choose this option to set static IP information provided to
wou by your ISP,

(» PPPOE Chooge this option ifyour ISP uses PPPOE. (For most DSL
users)

(5] Dial-up Metwork To surfthe Internetvia PSTHNASDN.

{7y Others FPTF and BigPond Cahle

Dynamic IP Address

Host Name \ | toptianan

MAG Address o Uso Ljes lez Lo L |

Prirnaty DMS Address 0004
Secondary DNS Address 0000

WTU a0 |
Auto-reconnect @ Enabled O Disahled
Auto-hackup () Enabled & Disabled

% 2 O

Most Cable modem users will select this option to obtain an IP Address automatically
from their ISP (Internet Service Provider).

Host Name

Renew IP Forever

MAC Address

Clone
MAC Address

This is optional, but may be required by some ISPs. The host
name is the device name of the Router.

Enable this feature to allow the router to automatically recon-
nect to the ISP if the connection drops.

The default MAC Address is set to the WAN’s physical inter-
face MAC address on the Router.

This feature will copy the MAC address of the Ethernet card,
and replace the WAN MAC address of the Router with this
Ethernet card MAC address. It is not recommended that you
change the default MAC address unless required by your ISP.

15



Using the Configuration Menu

Home > WAN > Static IP Address

D-Link

Buinimg Networks for People

DI—B’MVUPI

[Fweare|
szl

Wizard
Wireless
WAN

LAN

DHCP

[

VPN

“AirrPlus
IENE

High-Speed 2.4GHz Wireless Router

Home [CIENTCCREE 10 Status = Help

WAN Settings

Please selectthe appropriate option to connact ta vour ISP,

(@] Dynamic IP Address Choase this option tao obtain an IP address automatically
from your ISP. (For most Cahle modem users)

(O] Static IP Address Choase this option to set static IP information provided ta
wou by your ISP,

5] FFPOE Choose this option ifyour ISP uses PPPoE. (For most DSL
users)

Qo Dial-up Metwork Ta surfthe Internet via PSTHIISDN.

() Others PPTF and BigPond Cable.

Static IP Address
IP Address lnooo

Subnet Mask [ssszssassn |

I8P Gateway Address !—D_Dﬁ—i
Primary DMS Address Wl
Secondary DNG Address oo

MTU [1s00 |

Auto-hackup () Enabled @ Disabled

If you use a Static IP Address, you will input information here that your ISP has provided

to you.

WAN IP Address
WAN Subnet Mask
WAN Gateway
Primary DNS
Secondary DNS
MTU

Auto-backup

Input the IP Address provided by your ISP.

Input the Subnet Mask provided by your ISP.

Input the Gateway address provided by your ISP.

Input the primary DNS address provided by your ISP.

(Optional) Input the Secondary DNS address provided by your
ISP.

Maximum Transmission Unit; default is 1500; you may need to
change the MTU to conform to your ISP.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.
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Using the Configuration Menu

Home > WAN > PPPoE
D-Link

Most DSL users will
select this option to
obtain an |IP address
automatically from
their ISP through the
use of PPPoE.

User Name
Password
Service Name

IP Address

Primary DNS

Secondary DNS

Maximum
Idle Time

MTU

Auto-reconnect

Auto-backup

=AirPlus
EME,

High-Speed 2.4GHz Wireless Router

Bulking Networks lor People

Home [UIVELLTT RSN (115 Status Help
DI—SleUPl
= . Please selectthe appropriate option to connect to your ISP.
ﬁ © Dynamic IP Address Choose this option to obtain an IP address autamatically
- from your ISP (For most Cable modem users)
Wizard () Static IP Address Choose this option to set static IP information provided to
you by your ISP
. @ FPPROE Choose this option ifyour ISP uses FPPOE. (For most DSL.
Wireless usersy
© Diakup Netwark To surfthe Intemetvia PSTR/ISDN
WAN © Otners PPTF and BigPand Cable.
T
LAN
@ Dynamic PPPaE O Static PPPOE
——— User Name ——
DHCP 2
Passward |
™ ven Retype Password ]

[
T
[
Senice Name [ | (ontionan
IP Address [
Primary DNS Address I

L

Secondaty DNS Address

Maximum Idle Time [o | minutes

MU [1ee2_]
@ enabled O Disabled
O Enabled @ Disabled

Auto-reconnect

Your PPPoE username provided by your ISP.

Your PPPoE password provided by your ISP.

(Optional) Check with your ISP for more information if they
require the use of service name.

(Optional) Enter in the IP Address if you are assigned a static
PPPoE address.

You will get the DNS IP automatically from your ISP but you
may enter a specific DNS address that you want to use instead.

(Optional) Input the secondary DNS address.

Enter a maximum idle time during which Internet connection is
maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Maximum Transmission Unit; default is 1492; you may need to
change the MTU to conform to your ISP.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is

dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.

17



Using the Configuration Menu
Home > WAN > Dial-up Network

Most Dial-up users will
select this option to con-
nect to their ISP through
an analog dial-up modem.
This feature can be used
as a back-up when your
broadband connectivity is
unavailable.

Dial-up Telephone

Dial-up Account
Dial-up Password

Primary DNS/
Seconday DNS

Assigned
IP Address

Extra Settings

Maximum Idle Time

Baud Rate

Auto-reconnect

D-Link

“AirrPlus o

Bulamg Networts for People XH?EME G+
High-Speed 2.4GHz Wireless Router
Advanced Tools  Status

Home Help

DI—824VUPi -
WAN Settings

Please selectthe appropriate option to connect to your 5P,

¢ Dynamic |P Address Choose this option 1o obtain an IP address automatically

N fram your ISP. (For most Cable maodem users)

Choose this option to set static P information provided to

you by your ISP

Wizard (» Static IP Address

¢

] (& PPFoE Choose this option if your ISP uses PPPoE. (For most DSL
Wireless users)
@ Dial-up Metwark To surfthe Internet via PSTHASDN,
WAN ¢ Others FPTF and BigPond Cable
| mEETTE Dial-up Network
LAN
Dial-up Telephone
] Dial-Up Account
DHCP "
Diakup Password
VBN Retype Pasgword
Primary DNS

Secondary DNS

| optionan
Extra Settings [ |

Asgigned IP Address

Maiimur Idie Timea lo | Minutes

Baud Rats | 57600 ~ops
Disahle auto-dial O Enabled @ Disabled

@Enabled O Disahled

Auta-reconnect

Telephone number to connect to your ISP

Username provided by your ISP

Password provided by your ISP

If the settings are configured as “0.0.0.0,” they will be auto-
matically assigned upon connection.

(Optional) Enter in the IP Address if you are assigned a static
PPPoE address.

This setting is used to optimize the communication quality
between the ISP and your analog dial-up modem. (Initializa-
tion string) - optional.

Enter a maximum idle time during which Internet connection
is maintained during inactivity. To disable this feature, en-
able Auto-reconnect.

The communication speed between the DI-824VVUP and your
modem.

If enabled, the Broadband Router will automatically connect
to your ISP after your system is restarted or if the connection
is dropped.

18



Using the Configuration Menu
Home > WAN > Others > PPTP

D-Link
Butkng fetworks 10t Peopie
High-Speed 2.4GHz Wireless Router
Home [LUIUETTET RIS 10 ES Status Help
Dl-824VUPI -
WAN Settings
V Please selectthe appropriate option to connectto your ISP,
5] Dynamic |P Address Choosa this option to obtain an IP address automatically
from your ISP, (For most Cable modem users)
Wizard © Static IP Address Choose this option to set static IP information provided ta
you by your ISP,
|_ © PPPoE Choose this option ifyour ISP uses PPPoE. (For most DSL
Wireless users)
[] Dial-up Network To surfthe Internet via PSTMISDN.
WAN @ Otners PPTP and BigPond Cable
@ PPTP {for Europe use anly)
T Lan © BigPond Cable (for Australia use only)
DHCP
My P Address
—_—
VPN My Subnet Mask

Server IP Address
FPTP Account

PPTP Passward

Retype Password

Connection ID [ | toptional
Masimurn Idle Time 0 |Minutes

Auto-reconnect @Enabled O Disahled
Auto-backup O Enabled @ Disahled

Point-to-Point Tunneling Protocol (PPTP) is a WAN connection used in Europe.

My IP Address Enter the IP Address.

My Subnet Mask  Enter the Subnet Mask.
Server |IP Address Enterthe Server IP Address.
PPTP Account Enter the PPTP account name.

PPTP Password Enter the PPTP password.

Connection ID (Optional) Enter the connection ID if required by your ISP.

Maximum Enter a maximum idle time during which Internet connection is

Idle Time maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Auto-reconnect If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is
dropped.

Auto-backup Enabling this feature will connect your router to the Internet

using a dial-up service if your broadband connection becomes
unavailable. A subscription to a dial-up service is required for
the auto-backup to work.
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Using the Configuration Menu

Home > WAN > Others > BigPond Cable

D-Link

BulKimg Networks for People

DI—824WP|

J Wi

izard

[

WAN

DHCP

“AirPlus
EME
High-Speed 2.4GHz Wireless Router

[P - Advanced | Tools Status Help

settings

Flease select the appropriate option to connect to your 1SP.

Cyhamic [P Address Choose this option to abtain an IP address automatically
o}
from your ISP, (For most Cable modem users)
Static IP Address Choose this option to set static [P information provided to
O
you by your ISP,
FPPoE Choose this option if your ISP uses PPPoE. {For most DSL
o
users)
() Diglup Network To surfthe Internet via PSTNASDN.
Others FPTF and BigPond Cable
@
) PPTP {far Eurape use only)
® BigPond Cable (far Australia use only)

IP Address for [

Dy

User Name | |

Pasgword

Retype Password

Login Server IP | i(Opt\onaI)
Auto-reconnect ® Enabled O Disabled
Auto-hackup () Enabled & Disahbled

Dynamic IP Address for BigPond is a WAN connection used in Australia.

User Name

Password

Login Server IP

Auto-reconnect

Auto-backup

Enter in the user name for the BigPond account.

Enter the password for the BigPond account.

(Optional) Enter the Login Server IP if required.

If enabled, the Broadband Router will automatically connect to
your ISP after your system is restarted or if the connection is

dropped.

Enabling this feature will connect your router to the Internet us-
ing a dial-up service if your broadband connection becomes un-
available. A subscription to a dial-up service is required for the
auto-backup to work.
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Home > LAN

D-Link

Buliimg Networks 1or Peopie

“AirPlus
XrrenmE,
High-Speed 2.4GHz Wireless Router

Home P UAVET T S 01 Status Help
DI—824VUP| _ _

LAN Settings

The IP address of the DI-824YUP.

IP Address [to218a01 |
Wizard Subnet Mask %

Damain Mame [

|
Wireless a ‘:3 o

Apply Cancel Help

J0R ¢

WAN

LAN
' DHCP

I VPN

LAN is short for Local Area Network. This is considered your internal network. These are
the IP settings of the LAN interface for the DI-824VVUP. These settings may be referred to
as Private settings. You may change the LAN IP address if needed. The LAN IP address
is private to your internal network and cannot be seen on the Internet.

IP Address The IP address of the LAN interface.
The default IP address is: 192.168.0.1.
Subnet Mask The subnet mask of the LAN interface.

The default subnet mask is 255.255.255.0.

Domain Name (Optional) The name of your local domain.
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Using the Configuration Menu
Home > DHCP

-
I) ]‘ g p
Dlink i xrlﬂEMEGFW
High-Speed 2.4GHz Wireless Router
Home [LUVETTLT R fW701ES Status Help
DI-Bz-WUPi .
ﬁ\\ ) The DI-B24VUP can b satup as & DHOP Server to distribute |P addrasses 1o the LAN network
DHCP 8emver @ Enabled O Disabled
Wi Starting IP Address fe2tegotn
Ending IP Address 1021680/1%8 |
Leass Time [1weex v
'_ tat F
Static DHCP is used to allow DHCF server to assign same IP 1o specific MAC address
LAN O Enabled O Disablad
Name [ B i
DHCP IPAddress  192.168.0] ]
wacageress| [ M [ 1]
— [ | - -
i DHCR Client [~ sekctone— |
Apply Cancel Help
Narne P Address MAC Address
Host Name 1P Address MAC Address Expired Time
77777 Tue Sep 30
M 192.168.0.119 00-00-39-A3-51-32 e

DHCP stands for Dynamic Host Control Protocol. The DI-824VUP has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-824VUP. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending
address of the IP address pool.

DHCP Server Enable or disable the DHCP service.
Starting IP Address The starting IP address for the DHCP server’s IP assignment.

Ending IP Address The ending IP address for the DHCP server's IP assignment.

Lease Time The length of time for the DHCP lease.

Static DHCP Used to allow the DHCP server to assign the same IP adress to
a specific MAC address. Enter the name, IP address, and MAC
address into the fields. Select which DHCP client to clone.

DHCP Clients List Lists the DHCP clients connected to the DI-824VUP. Click Re-
fresh to update the list. The table will show the Host Name, IP
Address, and MAC Address of the DHCP client computer.
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Using the Configuration Menu

Home > VPN Settings

VPN Settings are settings
that are used to create
virtual private tunnels to
remote VPN gateways. The
tunnel technology supports
data confidentiality, data
origin, authentication, and
data integrity of network
information by utilizing
encapsulation protocols,
encryption algorithms, and
hashing algorithms.

VPN

NetBIOS broadcast

Max. number of
tunnels

Tunnel Name

Method

More

D-Link

BulKing Networks for Peopie

A

High-Speed 2.4GHz Wireless Router

Advanced Tools Status Help

Home

Dl—sz-wupi

tem
WP [ Enanle
NetBIDg broadeast [ Enable

b |

Setting

Wizard
Max. number of tunnels

Wireless

I Method

| 9] [ere]
] [ ] ore)
] IKE | [More]
|
|

Tunnel Name

il
s
E—

WAN e

@ e ow o = B

Lk

DHCP

VPN
Previous page Mext page

[ oynamis PN Settings I(

L2TP Server Setting I(

9 © O

Apply Cancel Help

Click Enable to enable VPN tunnels. When you are not
using the VPN feature, it is best to keep VPN disabled.

Enabile this to allow NetBIOS braodcast over the VPN
tunnels.

Select the maximum number of allowable tunnels.

Create a name for the tunnel.

IPSec VPN supports two kinds of key-obtained methods:
manual key and automatic key exchange. Manual key
approach indicates that the two endpoint VPN gateways
require setting up authentication and encryption key by
the Administrator manually. However, IKE approach will
perform automatic Internet key exchange. Admins of both
endpoint gateways will only need to set the same
pre-shared key.

For more in depth configuration to adjust manual key or IKE
method settings, click More.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Method >IKE

D-Link

BuIMINg Networks for Peopie

Dl—sz4vut=|

Wizard
Wireless
WAN

DEEDE ¢

DHCP

VPN

Tunnel Name

Aggressive Mode

Local Subnet
Local Netmask
Remote Subnet
Remote Netmask
Remote Gateway
Preshared Key

IKE Proposal index

IPSec Proposal
index

-AirPlus =
Xremels+
High-Speed 2.4GHz Wireless Router
Home
Item Setting
Tunnel Name i |
Aggressive Mode [ Enable
Local Subnet W‘
Local Netmask @
Remote Subnet @
Remota Natrnask [oooo |
Remote Gateway \—1
Preshare Key I — )
IKE Proposal index
IPSec Proposal index
9 9 OV O
Back Apply Cancel Help

Current tunnel name.
Enabling this mode will accelerate establishing tunnel, but
the device will have less security.

The subnet of the VPN gateway’s local network. It can be a
host, a partial subnet or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway’s local network. It
can be a host, a partial subnet, or a whole subnet.

The subnet of the remote VPN gateway’s local network.
It can be a host, a partial subnet, or a whole subnet.

The WAN [P address of remote VPN gateway.

The first key that supports IKE mechanism of both VPN
gateways for negotiating further security keys. The pre-
shared key must be the same for both endpoint gateways.

Click the button to setup a set of frequent-used IKE proposals
and select from the set of IKE proposals for the tunnel.

Click the button to setup a set of frequent-used IPSec proposals
and select from the set of IKE proposals for the tunnel.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

Dl—azwupi

DHCP

D-Link

BuIKamg Networks 1or Peopie

{ili§

i

?Air,Pﬁ ll.;_% el

High-Speed 2.4GHz Wireless Router

Home [LUVETLED B 10 EY Status Help
PN Settings - Tunnel 1 - Set IKE Proposal
tem Setting
IKE Proposal index  Empty -
Wizard

wirel
S 1D Propozal Name DH Group  Encryptalgorihr  Auth algoritm Life Time Life Time Unit

‘ [oss v [ b | [se ¥
s o] [serv] B [ 9]
[poes ] [swiw] b ] [ ]
foesi] [swi® [ | [s= ¥
[oesi]  [swiw] b ] [s= ¥
E N T I R |
fosse]  [swme B ] [se 9
=e e ] =
= I I I I N ==

]

Grown1 v |

WAN

VPN

wl  |[eowry] [osy]  [swiv] b ] [se ¥
ProposalIp | — select ane - | [ Add o | proposal index

Back Apply Cancel Help

IKE Proposal index Alist of selected proposal indexes from the IKE proposal pool

Proposal Name

DH Group

listed below.

This is the name used to classify the IKE proposal.

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

Encrypt algorithm  There are two algorithms that can be selected: 3DES and

Auth algorithm

DES.

There are two algorithms that can be selected: SHA1 and
MD5.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IKE Proposal

Continued...

D-Link

Bulximg Networks 1or Peopie

?;Airpltfs%’ el

High-Speed 2.4GHz Wireless Router

Status
m—mvupi
Item Setting
IKE Proposal index - Empty -
—
ID Proposal Mame DH Group  Encrypt algorithm  Auth algorithr Life Time Life Time Unit
—— 1] | [erowt ™| [a0es ¥ ECE T
W (=8 w8 ] =8
B 3 [shat | o B
. ee e ] =9
5 (o™ [wm B ] [se ¥
5 wss ][] B ] [ 9]
VPN H [ 30ES % [shm v| o [sec. =
8 GoniE [ [E ] =8
o | v M = [wE b ] =9
w  |[eowty] [osy]  [swiv] b ] [se ¥
Proposal I | select ore - | (4010 | proposal index
O @ 0 O
Back Apply Cancel Help
Life Time Enter in the life time value.
Life Time Unit There are two units that can be selected: second and KB.

Proposal ID

Add to

The identifier of IKE proposal can be chosen for adding the
corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IKE Proposal index list.
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Using the Configuration Menu
Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal

D-Link

BuIKImg Nerworks for Peopie

“AirrPlus %
EME,
High-Speed 2.4GHz Wireless Router

N IO Advanced = Taols | Status | Help
I VPN Settings - Tunnel 1 - Set IPSEC Proposal
v Item Setting
IPSet Proposal index “Empty -
—
Wizard
= -
M BHOmu R Chemm et Tme  Om
WAN 1 e ¥ ] (w0
" 1 e ¥ ] [
LAN s ew ¥ pm [wms] |
T 4 Were v [Ese v| [aoEs v
s e ¥ vN [wEs] |
— o[ e ¥ o] (s
1L e ¥ e [meN]
8 Nore v | [EsP | [dDES v
s e ¥ o [mE9]
o[ e ] [ vl [wes v [ene ¥
ProposalID | -- select one - v | Proposal index
Back Apply Cancel Help
IPSec Proposal A list of selected proposal indexes from the IPSec proposal
index pool listed below.

Proposal Name

DH Group

This is the name used to classify the IPSec Proposal

There are three groups that can be selected: group 1
(MODP768), group 2 (MODP1024), and group 5

(MODP1536).

Encap protocol

Encrypt algorithm There are two algorithms that can be selected: 3DES and

DES.

Auth algorithm

There are two algorithms that can be selected: SHA1 and

MD5.

There are two protocols that can be selected: ESP and AH.
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Using the Configuration Menu

Home > VPN Settings > Tunnel > Method > IKE > Select IPSEC Proposal
Continued...

Life Time

D-Link

‘Bulkmg NEIWOTKS 107 Peopie

DI—BZ4VUP|

A o
=l
=
—

Wizard
Wireless
WAN

LAN

il

DHCP

VPN

ttem
IPSee Proposal index

Proposal
© Name

VPN Settings - Tunnel 1 - Se

DH Group
P e ][] [spesi]  [Mone ] b
2 [wene ] [ese ] [aves | [wene v o
E I | S N =T e

atlir,lﬂ5 Ité%’ el

High-Speed 2.4GHz Wireless Router

LT E Advanced . Tools

Status Help
SEC Proposal
Setting
ety
Encap Encrypt Auth Lite Life Time
protocal  algorithm algoritarn Time  Unit

o[ e ¥ [N [pe9]

4
5
7
8

ol

o

| [
[ore @] o] [sec. 9]
e @ @ | [seo ]
[ore ) [0 | [see. ]
e @ 0| [0 ]
fore ¥ o] [seo ]
e @ @ | [sec ]
[vore @] o] [sec. 9]

ProposalIp - seiect one - | [ 5310 | propasal index

O 9 OO

Back Apply Cancel Help

Life Time Unit

Proposal ID

Add to

Enter in a life time value.

There are two units that can be selected: second and KB.

The identifier of IPSec proposal can be chosen for adding the

corresponding proposal to the dedicated tunnel.

Click it to add the chosen proposal indicated by proposal ID
to IPSec Proposal index list.
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