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Section 1 - Product Overview

Package Contents

DWR-755 HSPA+ 3G VPN Router
Ethernet Cable
Detachable Antenna

Power Adapter

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the DWR-755 will cause damage and void the warranty
for this product.
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Section 1 - Product Overview

System Requirements

« An Ethernet-based cable or DSL modem

«|[EEE 802.11n, 802.11g, or 802.11b wireless clients

« 10/100 Ethernet

« A compatible (U)SIM card with service.*

*Subject to services and service terms available from your carrier.

Network Requirements

Computer with the following:
« Windows®, Macintosh, or Linux-based operating system
+ An installed Ethernet adapter

Browser Requirements:
Web-based Configuration « Internet Explorer 6 or higher

Utility Requirements « Firefox 3.0 or higher
« Safari 3.0 or higher
« Chrome 2.0 or higher

Windows® Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.
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Section 1 - Product Overview

Introduction

The D-Link DWR-755 is a 802.11n/g/b compliant device that delivers real world performance of up to 14x faster than an 802.11g wireless
connection (also faster than a 100 Mbps wired Ethernet connection). Create a secure wireless network to share photos, files, music, video,
printers, and network storage throughout your home. Connect the DWR-755 router to a cable or DSL modem and share your high-speed

Internet access with everyone on the network. In addition, this router includes a Quality of Service (QoS) engine that keeps digital phone
calls (VoIP) and online gaming smooth and responsive, providing a better Internet experience.
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Section 1 - Product Overview

Features

« Ultimate Performance - The D-Link DWR-755 delivers real world performance of up to 14x faster than an 802.11g
wireless connection so you can stream photos, music, and videos smoothly throughout your home.

« Extended Whole Home Coverage - Powered by Wireless N technology, this high performance router provides superior
Whole Home Coverage while reducing dead spots. The router is designed for use in bigger homes and for users who
demand higher performance networking. Add a Wireless N notebook or desktop adapter and stay connected to your
network from virtually anywhere in your home.

 Total Network Security - The Wireless N router supports all of the latest wireless security features to prevent
unauthorized access, be it from over the wireless network or from the Internet. Support for WPA/WPA?2 standards ensures
that you'll be able to use the best possible encryption method, regardless of your client devices. In addition, this router
utilizes dual active firewalls (SPlI and NAT) to prevent potential attacks from across the Internet.

« Quality of Service (QoS) - For smooth, uninterrupted streaming, this router includes a Quality of Service (QoS) engine
that prioritizes according to data type so your digital phone calls (VolP) and online gaming stay smooth and responsive.
* Maximum wireless signal rate derived from IEEE Standard 802.11b, 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions and environmental

factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental conditions will
adversely affect wireless signal range.

D-Link DWR-755 User Manual 4



Section 1 - Product Overview

Hardware Overview
Rear Panel

LAN Ports (1-4) | Connect Ethernet devices such as computers, switches, and NAS.
WAN Port The auto MDI/MDIX Internet port connects to your cable or DSL modem via an Ethernet cable.
SIM Accepts a standard (U)SIM card for 2G/3G connectivity.

Power Receptor

Connects to the included power adapter.

Ui A W N =

Power Switch

Turns the device on or off.
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Section 1 - Product Overview

Hardware Overview
Front Panel

DIk _ @ D—QwB—8
GO gy waN

| 2 (1
STRENGTH REPET STATUS 26

1 Reset Press this button for 10 seconds with an unfolded paperclip to reset the device.
2 WPS Press this button to initiate a new WPS connection. Refer to “Add Wireless Device with WPS” on page 24
for more details.
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Section 1 - Product Overview
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Hardware Overview
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Blinking Red: No SIM card / signal or unverified PIN code

1 Sianal Strength Solid Red: Signal strength is at level one (weak)

9 9 Solid Amber: Signal strength is at level two or three (medium)

Solid Green: Signal strength is at level four or five (strong)

2 WAN Solid Green: Ethernet connection has been established
Blinking Green: Data is being transferred

3 LAN (1-4) Solid Green: Ethernet connection has been established
Blinking Green: Data is being transferred

4 Status Blinking Green: Device is working

5 G Solid Green: EDGE or GPRS connection has been established
Blinking Green: Data is being transferred via 2G

6 3G Solid Green: UMTS/HSDPA/HSUPA/HSPA+ connection is established
Blinking: Data is being transferred via 3G

- SMS Solid Green: SMS storage is full
Blinking Green: There is an unread SMS

3 WLAN Solid Green: WLAN is active and available
Blinking Green: Data is being transferred via WLAN
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Section 2 - Installation

Installation

This section will guide you through the installation process. Placement of the router is very important. Do not place the router in an enclosed area
such as a closet, cabinet, or in an attic or garage.

Before you Begin

1. Ensure that your DWR-755 is disconnected and powered off.

2. Insert a standard (U)SIM card into the SIM card slot on the back of the router as indicated by the SIM card logo next to the slot. The gold
contacts should face downwards.

Caution: Always unplug/power down the router before installing or removing the SIM card. Never insert or remove the SIM card while
the router is in use.

3. Connect the power adapter to the socket on the back panel of your DWR-755. Plug the other end of the power adapter into a wall
outlet or power strip and turn the device on.

a. The Status LED will light up to indicate that power has been supplied to the router.

b. The LEDs on the front panel will flash on and off as the DWR-755 performs initialization and Internet connection processes.

D-Link DWR-755 User Manual 8



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the
operating range of your wireless network. Keep in mind, however, that the number, thickness and location of walls, ceilings,
or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending on the types
of materials and background RF (radio frequency) noise in your home or business. The key to maximizing wireless range is to
follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum -
each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that
the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree angle
appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position
devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for better reception.

3. Building materials make a difference. A solid metal door or aluminum studs may have a negative effect on range.
Try to position access points, wireless routers, and computers so that the signal passes through drywall or open
doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file
cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF
noise.

5. If you are using 2.4 GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security
systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4 GHz phone
base is as far away from your wireless devices as possible. The base transmits a signal even if the phone in not
in use.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link mobile router using the web-based configuration utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser such as Internet Explorer and enter

the IP address of the router (http://192.168.0.1). é . -- —
II\:_

| I http://192.168.01,

Type Admin and then enter the password. By default, the password is blank.

Log in to the router @

User Namae @

If you get a Page Cannot be Displayed error, please refer to “Troubleshooting” on page 56 Lo
for assistance.

The configuration utility will open to the STATUS > DEVICE INFO page. You can view different mm]

configuration pages by clicking on the categories at the top of the screen (SETUP/ADVANCED/

TOOLS/STATUS/SUPPORT), and then selecting a configuration page from the bar on the left side. 3; ’n'"E'a Ln_;;r;;:d;:;wnrk connection defais are dispayed an this page. The frrmare

The following pages will describe each section in detail, starting with the SETUP pages.

Ime : Sun Sep 16, 2012 22:06:03 -UsU0
Firmware Version : V1.00, 2012/09/04
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Section 3 - Configuration

Setup

The setup wizard guides you through the initial setup of your router. There are two ways to setup your Internet connection. You can use the
web-based Internet Connection Setup Wizard or you can manually configure using the Manual Internet Connection Setup wizard.

Click Internet Connection Setup Wizard to begin.

If you want to enter your settings without running the wizard, click Manual Internet Connection Setup and refer to “Manual Internet Connection

Setup”on page 14.
o R T

There are two ways to set up your Internet connection: you can use the Web-based Internet
Connection Setup Wizard, or you can manually configure the connection.

INTERNET CONNECTION SETUP WIZARD

If you would ke to utilize our easy to use Web-based Wizard to assist you in connecting your
Router to the Internet, dick on the button below.

( Internet Connection Setup Wizard |

Note : Before unching the wizard, please make sure you have folowed all steps outlined in the
Quick Instalation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIONS

If you would ke to configure the Internet settings of your Router manually, then click on the
button below.

[ Manual Internet Connection Setup ]

D-Link DWR-755 User Manual 11



Section 3 - Configuration

Internet Connection Setup Wizard

This wizard will guide you through a step-by-step process to configure your router to connect

Tt appears that you have already successfully connected your new router to the Internet.
tO th e Internet. (Click Next it you still want to secure the router with a password and set the time zone.

® step 1: Set your Password
® Step 2: Select your Time Zone
® Step 3: Configure your Internet Connection

Click Next to continue. - Soey 45 St e gand Cannets

Note: While using the wizard, you can click Prev to go back to the previous step, or you can
click Cancel to close the wizard.

Create a new password and then click Next to continue.

To sacure your new networking device, please set and verify a password below:
Password : ||

Verify Password : |

Select your time zone from the drop-down box and then click Next to continue. STEP 2: SELECT YOUR TIME ZONE

Select the appropriate time 7one for your lncation. This information is required ta configure the
tme-based options for the router.

[ fsm11-m8:00) Pacfic Tme (Us & Canada) =]

Select the Internet connection type you use. The connection types are explained on the

Phaase select Lhe Intermel connection Lype below:

following page. If you are unsure which connection type you should use, contact your Internet | & ouce connection (oynamic 1o address)

H H Choosa this f your Intemet connecton automatically provides you with an 1P Addrass, Most Cable Modems usa
SerVICe PrOVld er (IS P) . this Lype of connection.
! C lon (PPPOE)

Choose this option f your Intemet connecbon requres 2 username and password to get onine. Most DSL
modems use this type of connaction.

Click Prev to go back to the previous page or click Cancel to close the wizard. Username / Password Connection (PRIF)
PPTP dient.
llsemame [ Password Connection (1 2TP)

Note: The DWR-755 has a WAN failover feature that allows the router to switch to a 2G/3G L2TP chit,

3G Conneclion

connection if the WAN connection is down or unavailable. 3.

statc 1* Address Connection

Choaose this option if your Intemet Setup Provider provided you with IP Address nformation that has to be
manually configured.

Prev | | Mext | | Cadd |

D-Link DWR-755 User Manual 12



Section 3 - Configuration

The subsequent configuration pages will differ depending on the selection you make on this page.

DHCP Connection
(Dynamic IP Address):

Username / Password
Connection (PPPoE):

Username / Password
Connection (PPTP):

Username / Password
Connection (L2TP):

3G Connection:

Static IP Address
Connection:

Choose this if your Internet connection automatically provides you with an IP address. Most cable modems use
this type of connection. See “Dynamic IP (DHCP)” on page 15 for information about how to configure this type of
connection.

Choose this option if your Internet connection requires a username and password to connect. Most DSL modems
use this style of connection. See “PPPoE” on page 16 for information about how to configure this type of
connection.

Choose this option if your Internet connection requires Point-to-Point Tunneling Protocol (PPTP). See “PPTP” on
page 17 for information about how to configure this type of connection.

Choose this option if your Internet connection requires Layer 2 Tunneling Protocol (L2TP). See “L2TP” on page 18
for information about how to configure this type of connection.

Choose this connection if you have installed a SIM card into the DWR-755. See “3G” on page 19 for information
about how to configure this type of connection.

Choose this option if your Internet Service Provider provided you with IP address information that has to be
manually configured. See “Static (assigned by ISP)” on page 14 for information about how to configure this type
of connection.

After entering the requested information,click Next to continue.

Note: If you are not sure what connection type to use or what settings to enter, check with your Internet Service Provider.

This completes the Internet Connection Setup Wizard. Click Connect to save your changes

and reboot the router.

The Intemet Connection Sctup Wizard has completed. Click the Connect button to save your settings
and reboot the router,

D-Link DWR-755 User Manual 13



Section 3 - Configuration

Manual Internet Connection Setup

Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP form, which
are four octets separated by a dot (x.x.x.x). The router will not accept the IP address if it is not in this format. After modifying any settings, click Save

Settings to save your changes.

Failover Internet Type Is:  This will display the failover Internet type, if available.
IP Address:  Enter the IP address assigned by your ISP.
Subnet Mask:  Enter the Subnet Mask assigned by your ISP.
Default Gateway: Enter the Gateway assigned by your ISP.

DNS Servers:  The DNS serverinformation will be supplied by your ISP (Internet
Service Provider.)

MTU:  Maximum Transmission Unit - you may need to change the
MTU for optimal performance with your specific ISP. 1500 is the
default MTU.

MAC Address:  The default MAC address is set to the Internet port’s physical
interface MAC address on the broadband router. It is not
recommended that you change the default MAC address unless
required by your ISP. You can use the Clone button to replace
the Internet port’s MAC address with the MAC address of your
Ethernet card.

INIERKNEI CONNECIION IYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is Static IP -
Failover Internet Type is Disable (N/A)

STATIC IP ADDRESS INTERNET CONNECTION TYPE

Enter the static address information provided by your Internet Sarvice Provider (ISP).

1P Address :

Subnet Mask :

Default Gateway :

Primary DNS Server :

Secondary DNS Server :

MTU : (bytes) MTU defauk = 1500
MAC Address : [ Clone |

D-Link DWR-755 User Manual
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Section 3 - Configuration

Dynamic IP (DHCP)

This section will help you to obtain IP address information automatically from your ISP. Use this option if your ISP didn’t provide you with IP address
information and/or a username and password. After modifying any settings, click Save Settings to save your changes.

Host Name:
Primary DNS Server:

Secondary DNS Server:

MTU (Maximum

Transmission Unit):

MAC Address:

Auto-reconnect:

(Optional) Fill in the host name of your DNS server.
(Optional) Fill in with IP address of the primary DNS server.
(Optional) Fill in with IP address of the secondary DNS server.

You may need to change the Maximum Transmission Unit
(MTU) for optimal performance. The default value is 1500.

The default MAC address is set to the Internet port’s physical
interface MAC address on the broadband router. It is not
recommended that you change the default MAC address
unless required by your ISP. You can use the Clone button to
replace the Internet port’s MAC address with the MAC address
of your PC.

This feature enables this product to renew the WAN IP address
automatically when the lease time has expired.

DYNAMIC 1P (DHCP) INIERNEI CONNECIION 1YPE

Use this Internet connection type if your Internet Service Provider (ISP) didn't provide
you with IP Address information and/or a username and password.

Host Name :

Primary NDNS Server :

Sewondary DNS Server :

MTU : (bytes) MTU default = 1500

MAC Address : [ctone |

Auto-reconnect : |¥] Enable

D-Link DWR-755 User Manual
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Section 3 - Configuration

PPPOE

Choose this Internet connection if your ISP provides you with a PPPoE account. After modifying any settings, click Save Settings to save your changes.

Username:

Password:
Verify Password:
Service Name:
IP Address:

Primary DNS Server:

Secondary DNS Server:

MAC Address:

Maximum Idle Time:

MTU:

Auto-reconnect:

The username/account name that your ISP provides to you for
PPPoE dial-up.

Password that your ISP provides to you for PPPoE dial-up.
Re-type your password in this field.

Fill in if provided by your ISP. (Optional)

Fill in if provided by your ISP. If not, keep the default value.

Fill in if provided by your ISP. If not, keep the default value
(optional).

Fill in if provided by your ISP. If not, keep the default value
(optional).

MAC address of WAN interface. You can also copy MAC address
of your PC to its WAN interface by clicking the Clone button.

The amount of time of inactivity before disconnecting an
established PPPoE session. Set it to zero or enable auto-
reconnect to disable this feature.

Maximum Transmission Unit - you may need to change the
MTU for optimal performance with your specific ISP. 1492 is the
default MTU.

The device will automatically reconnect to your PPPoE
connection automatically.

PPPOE

EnLer Lhe infurmaltion provided by your Inlernel Service Provider (ISP).

Username :
Password :
Verify Password :
Service Name :

IP Address :

{optinnal)

Pritnary DNS Server :
Sacondary DNS Server :

{upLivnal)
{optional)

MAC Address : Clone
Maximum Ldle hime : e saconds
MTU : ] (bytes) MTU default = 1492

Auto-reconnect : [ Fnahle

D-Link DWR-755 User Manual
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Section 3 - Configuration

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username and password. This
option is typically used for DSL services. Click Save Settings to save your changes.

Address Mode:

PPTP IP Address:

PPTP Subnet Mask:

PPTP Gateway IP

Address:

PPTP Server IP Address:

Username:

Password:
Verify Password:

Reconnect Mode:

Maximum Idle Time:

Choose Static IP only if your ISP assigns you an IP address.
Otherwise, please choose Dynamic IP.

Enter the information provided by your ISP
(Only applicable for Static IP PPTP).

Enter the information provided by your ISP
(Only applicable for Static IP PPTP).

Enter the information provided by your ISP
(Only applicable for Static IP PPTP).

IP address of PPTP server.

User/account name that your ISP provides to you for PPTP dial-
up.

Password that your ISP provides to you for PPTP dial-up.
Re-enter your password for verification.

Choose Always-on when you want to establish PPTP
connection all the time. If you choose Connect-on-demand,
the device will establish a PPTP connection when local users
want to connect to the Internet, and disconnect if there is no
traffic after the time period defined by the Maximum Idle
Time setting.

The time of no activity to disconnect your PPTP session. Set it
to zero or choose Always-on to disable this feature.

PPTP

EnLer Lhe infunmation provided by your Inlemel Service Pruvider (ISP).

Address Mode :

PPTP IP Address :

PPTP Subnet Mask :

PPTP Gateway IP Address :
PPTP Server IP Address :
Username :

O Nynamic 10 & Static

Password :

Verify Password :
Reconnect Mode :
Maximum Idle Time :

® aayson O Connect-on-demand
seconds
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L2TP

Choose this Internet connection if your ISP provides you with an L2TP account. After modifying any settings, click Save Settings to save your changes.

Address Mode:

L2TP IP Address:

L2TP Subnet Mask:

L2TP Gateway IP

Address:

L2TP Server IP Address:

Username:

Password:
Verify Password:

Reconnect Mode:

Maximum Idle Time:

Choose Static IP only if your ISP assigns you an IP address.
Otherwise, please choose Dynamic IP.

Enter the information provided by your ISP
(Only applicable for Static IP L2TP).

Enter the information provided by your ISP
(Only applicable for Static IP L2TP).

Enter the information provided by your ISP
(Only applicable for Static IP L2TP).

IP address of L2TP server.

User/account name that your ISP provides to you for L2TP dial-

up.
Password that your ISP provides to you for L2TP dial-up.
Re-type your password in this field.

Choose Always-on when you want to establish L2TP
connection all the time. If you choose Connect-on-demand
the device will establish L2TP connection when local users
want to use Internet, and disconnect if no traffic after time
period of Maximum Idle Time.

The time of no activity to disconnect your L2TP session. Set it
to 0 or choose Always-on to disable this feature.

LaTp

Enter the information provided by your Internet Service Provider (ISP).

Address Mode :

L2TP IP Address :

L2TP Subnet Mask :

L2TP Gateway IP Address :
L2TP Server IP Address :
username :

Opynamic P @ static P

Password :

Verify Password :
Reconnect Mode :
Maximum Idle Time :

@ Alwayson O Connect-on-demand
seconds

D-Link DWR-755 User Manual

18



Section 3 - Configuration

3G

Choose this Internet connection if you already use a SIM card for 2G/3G Internet service from your mobile Internet service provider. The fields here
may not be necessary for your connection. The information on this page should only be used if required by your service provider. After modifying
any settings, click Save Settings to save your changes.

Dial Up Profile:  Select Auto-Detection to have the router automatically detect
the settings for your connection. Select Manual to enter the Enker Hva infomeation. pravsdod Iny your Inbaral Sarss Broisdor (505
details of your connhection manua”y. Dial-Up Profile : ) Auto Detection @ Manual

Country : Angola -
. . . . Telecom : Unitel
Country/Telecom:  Select your country and service provider to automatically fill in || 36 serwork: WCoMANsA
some of the required settings. Mserne - fabeiisal
Password : (optional)
Verify Password : (optional)
3G Network  Choose between WCDMA/HSPA or CDMA2000/EV-DO. i e
Authentication : Auto =
Username: Fill in only if requested by ISP (optional). A (aptionel
Pin Code :
o . . Reconnect Mode : @ Auto 0 Manual
Password:  Fillin only if requested by ISP (optional). Maximum Idle Time : 0 sacond
Primary DNS Server :
. . _ Secondary DNS Server :
Verify Password:  Re-type your password. oy e —
Bridge ethernet ports : [] Enable
Dialed Number:  Enter the number to be dialed.

Authentication: Select PAP, CHAP, or Auto detection. The default
authentication method is Auto.

APN:  Enter the APN information (optional).
Pin Code:  Enter the PIN associated with your SIM card.
Reconnect Mode: Select Auto or Manual to determine whether the router

should reconnect to your 3G/4G network automatically or
manually.
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Maximum Idle Time:  Set the maximum time your connection can be idle before

disconnecting. Set it to 0 or choose Auto in Reconnect Mode

3G INTERNET CONNECTION TYPE

Enter the information provided by your Internet Service Provider (ISP).

Bridge Ethernet Ports:

required by your ISP. If you select Use Ping, set the ping
interval and the IP address to ping.

Activate this feature to use the Ethernet WAN port as an
additional LAN port.

Maximum Idle Time :

Primary DNS Server :

Secondary DNS Server :

Keep Alive :

Bridge ethernet ports :

saconds

@ Disable ) Use Ping

[[] Enable

to dlsa ble thiS feature. Dial-Up Profile : *) Auto Detection @ Manual
Country : Angola -
. e . . Telacom : Unitel =
Primary DNS Server:  Fill in if provided by your ISP. If not, keep the default value 36 Network: WeoMASFA
(Optional). Username : (optional)
Password : (optional)
I . Verify Password : (optional)
Secondary DNS Server:  Fill in if provided by your ISP. If not, keep the default value ——
(optional). Authentication : Mito -
APN : (optional)
Keep Alive:  Select Disable or Use Ping depending on the settings ::c::::c:mﬂde: S v
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GRE Settings

This page allows you to set up GRE Tunnels and view information about the amount of data transmitted and received. Generic Routing Encapsulation
(GRE) is an IP packet encapsulation protocol used when IP packets must be sent from one network to another. Click Save Settings to apply changes.

Name:

Tunnel IP:

Peer IP:

Key:

TTL:

Subnet:

Enable:

Default Gateway:

Refresh:

Choose a name for the GRE tunnel.
Enter the IP address for the tunnel.
Enter a Peer IP for the tunnel.

Define a key.

Set the time to live for the GRE tunnel.

Enter the subnet address.

Check this box to enable the individual GRE tunneling rule.

Choose a gateway from the drop-down menu (if any).

Update the information on current GRE tunnels.

GRLC TUNNEL

D Hame Tunnel IP Peeor IP Kay TIL Subnet Enabla

B N O B W N e

Dafauk Gateway Mone -

TUNNELS INFOMATION

ID Transmitted Packets
1

Transmitted Bytes Received Packetes

7
:
2

- - LT, I RN ]

Tl
T ol — - T — O —
it — o —
o o0 o000 Do

| Refresh |
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Wireless Settings
Wireless Connection Setup Wizard

This section will help you to manually configure the wireless settings of your router. Please note that changes made in this section may also need
to be duplicated on your wireless devices and clients. The Wireless Settings page allows you to configure how your router connects to the Internet.
There are several ways to set up your wireless connection. You can click on the Wireless Connection Setup Wizard button to start a wizard that
will guide you through setting up your wireless settings. If you want to manually configure your settings, click the Manual Wireless Connection
Setup button and skip to “Manual Wireless Connection Setup” on page 25. You can also set up a wireless connection to a device automatically,
or configure your router automatically through Windows by clicking the Wi-Fi Protected Setup button. This is described in “Add Wireless Device
with WPS” on page 24.

This wizard will guide you through a step-by-step process to configure your router’s wireless

H This wizard will guide you through a step-by-step process to setup your wircless network and make it
settings. s

» Step 1: Name your Wireless Netwark
» Step 2: Secure your Wireless Network

Cllck Next to co ntinue, « 5Step 3: Set your Wiralass Securky Password
. . . . . [ mewt | | comel |
Note: While using the wizard, you can click Prev to go back to the previous page or you can I
click Cancel to close the wizard.
Enter a name (SSID) for your wireless network, then click Next to continue. STEP 1: NAME YOUR WIRELESS NETWORK

Your wireless nebwork needs a name so L can be easily recognized by wirsless cdienls. For securily
purpases, it is highly recommended to change the pre-configured netwark name of [default].

Wirehes Nelwork Name

(SSID) : myMetwork

= = (e

Select a level of wireless security to use, then click Next to continue.

In order to protect your network from hackers and unauthorized users, it is highly recommended you
choose one of the following wircless network scourty settings.

Thers are Lhres kevels of wirsless securily -Good Securily, Belber Securily, or Besl Securily. The level
you chonse depends on the senwity features your wireless adapters support.

BLST: (2 Select this option if your wireless adapters SUPPORT WPA2
RFTTFR : () Select this nptinn f your wireless adapters SUPPORT WPA
GOOD : ) Select this option  your wireless adapters DO NOT SUPPORT WPA

NONE : ) Select this option if you do nol. want Lo activate any securily leatures

For mlurmation on which seourity feslures your wireless adaplers supporl, please refer Lo the adaplers'
documentation.

Note: All wreless adapters currently support WRA,

o) ()
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If you chose BEST or BETTER, select whether to use TKIP or AES encryption, then enter a
password to use for your wireless network. It is recommended that you use AES if your wireless
computers and devices support it, as it is more secure. Click Next to continue.

If you chose GOOD, select whether to use a HEX or ASCII password, then enter a password
to use for your wireless network. If you choose HEX, you will need to enter a 10 or 26 digit
password using only hex characters (0-9, A-F). If you choose ASCII, the password must be 5 or
13 alphanumeric characters. Click Next to continue.

This completes the Wireless Connection Setup Wizard. Click Save to save your changes and
reboot the router.

STEP 3: SET YOUR WIRELESS SECURITY PASSWORD

ince you have selected your security level - you will need to set a wireless seciwity password. With this
password, a unique security key will be generated.

Wircless Security Password @ |AP_=. |Z| myPassward
e |

Note: vou wil nead to enter the unique security J\g:s wredfated into your wireless chents enable proper wireless
corrmunicalion - nob the password you provided Lo ceale the secuily key.

(o) (oen) (ome)

STEP 3: SET YOUR WIRELESS SECURITY PASSWORD

Nnce you have selected your security level - you will need to set a wireless seciwity password. With this
password, a unique security key will be generated.

Wircless Security Password : [Hex [+] 1234567800

Nota: vou wil need to enter the unique security ,{‘_SF[,I“..“.EEEd into your wiraless chents enable proper wireless
vormrrunicalion - nob the password you provided Lo ceale the secuily key.

(o) (oen) (ome)

SETUP COMPLETE!

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
mformation on a piece of paper, so you can configure the correct settings on your wircless dient
adaplers.

Wirehess Nelwork Name
(SSIN) : myHetwork
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are quite beneficial, while the highest wireless Security setting of WPA2 is automatically used.

WPS:

AP PIN:

Config Mode:

Config Status:

Disable WPS-PIN

Method:

Config Method:

WPS Status:

Add Wireless Device with WPS

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the initial setup as well as the “Add New
Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well as manufacturers. The process is just as easy as pressing
a button for the Push-Button method or correctly entering the 8-digit code for the Pin Code method. The time reduction in setup and ease of use

Enable the Wi-Fi Protected Setup feature.

A PIN is a unique number that can be used to add the router to
an existing network or to create a new network. Pushing this
button will generate a new, random PIN.

Choose either Enrollee or Registrar from the drop-down menu.

Press Set to switch between Configured and Unconfigured
states.

Check this button to use the Push Button method only.

Select Push Button or PIN method from the drop-down menu.
For the Push Button method, to add a wireless client simply push
the WPS button on the device and click Trigger. In order to use
the PIN method you must know the wireless client’s 8 digit PIN
and click Trigger.

Note: Once you click Trigger, you will have a 120 second
time limit to apply the settings to your wireless client(s) and
successfully establish a connection.

Indicates whether WPS is In Use or Not In Use. The Trigger button
will activate WPS for up to 120 seconds.

WI-FI PROTECTED SETUP

WPS :

AP PIN:

Config Mode :

Config Status :

Disable WPS-PIN Method :
Config Method :

WPS status :

(3) Enable() Disable
Generate New PIN
Registrar =
UNCONFIGURED
4
Push Button =+

NOUSED Trigger

Set
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Manual Wireless Connection Setup

This page lets you set up your wireless network and choose a wireless security mode. After modifying any settings, click Save Settings to save your

changes.

Enable Wireless:

Wireless Network Name:

802.11 Mode:

Auto Channel Scan:

Wireless Channel:

Visibility Status:

Check this box to enable wireless access. When you enable this serur |‘

option, the following parameters take effect.

Also known as the SSID (Service Set Identifier), this is the name
of your Wireless Local Area Network (WLAN). Enter a name
using up to 32 alphanumeric characters. The SSID is case-
sensitive.

B/G mixed: Enable this mode if your network contains a mix of
802.11b and 802.11g devices.

N only: Enable this mode if your network only has 802.11n
devices.

B/G/N mixed: Enable this mode if you have a mix of 802.11n,
802.11g, and 802.11b clients.

Enabling this feature will allow the router to automatically
scan for the best wireless channel to use.

A wireless network uses specific channels in the wireless
spectrum to handle communication between clients. Some
channels in your area may experience interference from
other electronic devices. Choose the clearest channel to help
optimize the performance and coverage of your wireless
network, or enable Auto Channel Scan for the router to
automatically select the best channel.

This setting determines whether the SSID will be Visible or
Invisible to wireless clients looking for wireless networks.
Setting this to Invisible can increase the security of your
network by making it undetectable, but clients will need to
manually enter the SSID of your network to connect.

Use this section to conﬁgure the wireless settings for this device. Please note that changes made
on this section may also need to be dupliated on your wireless client.

10 protect your privacy you can configure wireless security features. 1his decve supports three
wireless security modes incuding: WEP, WPA and WPAZ.

| Save Seftings | | Don't Save Settings |

WIRELESS NETWORK SETTINGS

Fnahle Wireless : =

Wireless Network Name : dinrouter (Ao called the SSID)
802.11 Mode : BfGMN mixed -

Auto Channel Scan - )

Wirekess Channel : 2,462GHs-CH 11 ~

Visibility Status : @ Visble O Invisible

D-Link DWR-755 User Manual

25



Section 3 - Configuration

Security Mode:  You can choose from 4 different security modes.

» None: No security will be used. This setting is not
recommended.

« WEP: WEP encryption will be used. This setting is

only recommended if your wireless devices do not
support WPA or WPA2.

« WPA-Personal: WPA-PSK encryption will be used.
This setting is recommended for most users.

« WPA-Enterprise: WPA-EAP encryption will be
used. This setting is only recommended if you
have a RADIUS authentication server. Otherwise,
WPA-Personal should be used.

WIRELESS SECURITY MODE

Security Mode :
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WEP

Authentication:  Select whether to use Open or Shared authentication. WIRELESS SECURITY MODE
Security Mode : WEP Bl

WEP Encryption:  Select whether to use 64-bit or 128-bit encryption. fwee

WEP i the wireless encryption standard. To use it you must enter the same key(s) into the
router and the wireless stations. For 64 bit keys you must enter 10 hex digits into each key box.

Default WEP Key:  Select which WEP key (1-4) to use as the default key. This will G 40 9 5 Paies st £ £ For s sk s s o WS s T suehtiation fps
also change the WEP Key text box to that WEP key for you to S i
You may also enter any Text string Into 3 WEP key box, in which case it will be converted Into a3
Conﬁgure(1 —4), hexadecimal kay using the ASCII values of the characters. A maximum of 5 text characters can
be entered for 64 bit keys, and a maximum of 13 characters for 128 bit keys.
. Authentication : Open [w]
WEP Key:  Set the WEP key/password for your wireless network. Based WEP Encryption : st v
on whether you are using 64 or 128-bit encryption, and bl e
whether you are using a HEX or ASCII key, you will need to (5 ASCIl or 10 HEX)

enter different numbers of characters for your key, as indicated
below the WEP Key text box. ASCIl keys may use letters and
numbers only, and HEX keys may use numbers 0-9 and letters
A-F only.
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WPA Mode:

Cipher Type:

Network Key:

WPA-Personal

Select whether to use WPA2 only or WPA only. WPA2 only is
the most secure, provided that all of your clients can support
it.

Select whether to use the TKIP or AES cipher. The AES cipher
is the most secure, provided that all of your clients can support
it.

Enter the key/password you want to use for your wireless
network. The key must be between 8 and 63 characters long,
and may only contain letters and numbers.

WIRELESS SECURITY MODE

Security Mode : | wPA-Personal | v

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy clients while maintaining higher security with stations that are WPA2
capdble. Alsu Lhe sbrongesy dpher Ul Lhe dient suppoils will be used. For besl seourily, use
'WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are not alowed access
with WPA security. For maximum compatibiity, use WPA Only. This mode uses TKIP cipher.
Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mude : | wrPa only v'
Cipher Type : |AES (|

PRE-SHARED KEY

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of ample
length and should not be a commonly known phrase.

Network Key : TuSaeualubbou 534 3eUs8 TS HLTTITUE
(8-~63 ASCII or &4 11CX)
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WPA Mode:

Cipher Type:

RADIUS Server IP
Address:

RADIUS Server Port:

RADIUS Server Shared
Secret:

WPA-Enterprise

Select whether to use WPA2 only or WPA only. WPA2 only is
the most secure, provided that all of your clients can support
this security method.

Select whether to use the TKIP or AES cipher. The AES cipher
is the most secure, provided that all of your clients can support
it.

Enter the IP address of your RADIUS server.

Enter the port used for your RADIUS server.

Enter the shared secret/password for your RADIUS server.

WIRELESS SECURITY MODE

Security Mode : | WPA-Enterprise [v|

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility. This
mode uses WPA for legacy clients whie maintaining higher security with stations that are WPA2

capable. Also the strongest cipher that the chent supports will be used. For best securty, use
'WPA2 Only mode. This mode uses AES{CCMP) cipher and legacy stations are not allowed accesc
with WPA security. For maximum compatibility, use WPA Only. This mode uses TKIP cipher.
Some gaming and legacy devices work only in this mode.

To achieve better wireless performance use WPA2 Only security mode (or in other words AES
cipher).

WPA Mode : |WPAonly | v
Cipher Type : |25 [v]

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate dients
via a remote RADIUS server.

RADIUS Server IP Address : 0.0.0.0
RADIUS server Port : 1812
RADIUS server Shared Secret :
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Network Settings

This section will help you to change the internal network settings of your router and to configure the DHCP Server settings. After modifying any
settings, click Save Settings to save your changes.

ROUTER SETTINGS

Use this section to configure the Intemal network sattings of your router. The IP address that Is
configured here Is the IP address that you use to access the Web-based management Interface.

Router IP Address: Enter the IP address Of the router. The default IP address is I you change Lhe 1P address here, you mgy need Lo adjusl your PC's nebwork selligs Ly aciess

Lhe nelwuik gyain.

192.168.0.1.

Router IP Address : 192.168.0.1
Default Subnet Mask : 255.255.255.0

If you change the IP address, once you click Save Settings, you | "o Poman tame:
will need to enter the new IP address in your browser to get back
into the configuration utility.

Subnet Mask: Enterthe subnet mask.The default subnet maskis 255.255.255.0.

Local Domain  Enter the local domain name for your network.
Name:
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DHCP Server Settings

The DWR-755 has a built-in DHCP (Dynamic Host Control Protocol) server. The DHCP server assigns IP addresses to devices on the network that
request them. By default, the DHCP Server is enabled on the device. The DHCP address pool contains a range of IP addresses, which are automatically
assigned to the clients on the network. After modifying any settings, click Save Settings to save your changes.

Enable DHCP Server:  Select this box to enable the DHCP server on your router.

Use this section to configure the built-in DHCP server to assign IP address to the computers on
vour network.

DHCP IP Address Range:  Enter the range of IPs for the DHCP server to use to assign T
IP addresses to devices on your network. These values will DHCP IP Address Range : |50 |to|193 | (addresses within the LAN subnet)
represent the last octet of the IP addresses in the pool. R e i

Primary DNS IP Address :
Secondary DNS IP Address :
DHCP Lease Time: Enter the lease time for IP address assignments. Primary WINS P Address :
Secondary WINS IP Address :

Primary DNS IP Address:  Enter the primary DNS IP address that will be assigned to
DHCP clients.

Secondary DNS IP  Enter the secondary DNS IP address that will be assigned to
Address:  DHCP clients.

Primary WINS IP  Enter the primary WINS IP address that will be assigned to
Address:  DHCP clients.

Secondary WINS IP Enter the secondary WINS IP address that will be assigned to
Address:  DHCP clients.
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IPv6

There are several connection types to choose from: Static IPv6, LAN IPv6 Address, PPPoE, LAN IPv6 Link-Local, 6 to 4, 6rd, and Autoconfiguration. If
you are unsure of your connection method, please contact your IPv6 Internet Service Provider (ISP).

Note: If using the PPPoE option, you will need to ensure that any PPPoE client software on your computers has been removed or disabled.

SETUP | ADVANCED TOOLS STATUS

Use this section to configure your IPvG Connection Type. If you are unsure of your connection
method,please contact your Internet Service Provider.

[ Save Settings | [ Don't Save Settings ]

6 TO 4 SETTINGS

Choose the mode to be used by the router to connect to the IPve Internet.

PG : () Disable @ Enable
IPvée Connection : Static IPv6 -

LAN IPV6 ADDRESS SETTINGS

Use the section to configure the internal network settings of your router. The LAN IPve Link-
Local Address is the IPv6 Address that you use to access the Web-based management interface.
If you change the LAN IPve Address here,you may need to adjust your PC's network settings to
access the network again.

Enable DHCP-PD :

LAN IPv6 Address : J64
LAN IPv6 Link-Local Address : /64

LAN ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfigruation to assign IP addresses to the computers on
your network.

Enable Autoconfiguration : &l
Autoconfiguration Type : SLAAC+Stateless DHCPvE ~
Router Advertisement Lifetime : seconds
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IPv6:

IPv6 Connection:
Remote IPv4 Address:
Local IPv4 Address:
Default Gateway:
DNS Addresses:

LAN IPv6 Address:

LAN IPv6 Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

Router Advertisement
Lifetime:

DS-Lite Enable:
DS-Lite Configuration:

AFTR IPv6 Address:

Static IPve

Tick to Enable IPv6 tunneling.

Select Static IPv6 from the drop-down menu.

Enter the remote IPv4 address.

Enter the local IPv4 address.

Enter the default gateway.

Enter the primary and secondary DNS addresses here.
Enter the LAN IPv6 address.

Displays the LAN IPv6 link-local address.

Check to enable the autoconfiguration feature.

Select SLAAC + Stateless DHCPv6 or Stateful (DHCPv6).

Enter the IPv6 Address Lifetime (in seconds).

Tick to enable DS-Lite.

Tick Manual Configuration.

Enter the AFTR IPv6 address supplied by your service provider.

6 TO 4 SETTINGS

Choose the mode to be used by the router to connect to the IPv6 Internet.

IPV6 : (2) Disahle @ Fnahle
IPv6 Cunneclion : Slalic IPv6 -
ROUTER ADVERTISEMENT LIFETIME
Remote IPv4 Address :

1 ocal TPv4 Address :
Default Gateway :
Primary DNS Address :
Secundary DNS Address ;

LAN IPVG6 ADDRESS SETTINGS

Use the section to configure the intemal network settings of your router. The LAN IPv6 Link-
Local Address is the IPv6 Address that you use to access the Web-based management interface.
If you change the LAN IPv6 Address here,you may need to adjust your PC's network settings to
access the network again.

LAN IPv6 Address : /64
LAN IPv6 Link-Local Address : /64

LAN ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvé Autoconfigruation to assign IP addresses to the computers on
your network.

Enable Autoconfiguration :
Mutoconfiguration Type :
Router Advertisement Lifetime : seconds

DS-1TTF

Enter the AFIK address nformation provided by your Intemet Senvice Provider(15H)..

DS-Lite Enable :
DS-Lite Configuration : (@ DS-Lite DHCPv6 Option © Manual Confiquration
ATTR IPv6 Address :
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IPv6:

IPv6 Connection:
DNS Addresses:
Enable DHCP-PD:
LAN IPv6 Address:

LAN IPv6 Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

Router Advertisement
Lifetime:

DS-Lite Enable:
DS-Lite Configuration:

AFTR IPv6 Address:

LAN IPv6 Address Settings

Tick to Enable IPv6 tunneling.

Select LAN IPv6 Address Settings from the drop-down menu.
Enter the primary and secondary DNS addresses here.

Tick to enable DHCP-PD.

Enter the LAN IPv6 address.

Displays the LAN IPv6 link-local address.

Check to enable the autoconfiguration feature.

Select SLAAC + Stateless DHCPv6 or Stateful (DHCPv6).

Enter the IPv6 address lifetime (in seconds).

Tick to enable DS-Lite.
Tick DS-Lite DHCPv6 Option or Manual Configuration.

Enter the AFTR IPv6 address supplied by your service provider.

6 TO 4 SETTINGS
Choose the mode to be used by the router to connect to the IPv6 Internet.

IPV6 : () Disable @ Enable

IPve Connection : LAM IPvE Addrece Settinge =

IPV6 DNS SETTINGS

Use this section to configure @ When wnliguring Lhe rouler Lo duess Lhie IPvd
your IPvG Connection Type. If internet be sure to coose the cored IPvG Connection
you are unsure of your Type from the drop down menu,Ifyor are unsrue of
connection method,please  which option to choose,contact vour internet Service
contact your Internet Service Prvider(ISP.)

Provider. : * Use the following DNS address
Primary DNS Address :
Secondary DNS Address :

LAN IPV6 ADDRESS SETTINGS

Use the section to configure the internal network settings of your router. The LAN IPvE Link-
Lucal Address & Lhe IPv6 Address Lhal you use Lo gocess Lhe Web-based mgndgenenl nLerlace,
If you change the LAN IPv6 Address here,you may need to adjust your PC's network settings to
arcess the network again.

Fnahla DHCP-PD - &l

LAN IPvb Address : o4
LAN IPv6 Link-Local Address : /64

LAN ADDRESS AUTOCONFIGURATION SETTINGS
Use this section to setup IPvS Autoconfigruation to assign IP addresses to the computers on
your network.
Enable Autoconfiguration :
Autoconfiguration Type : SLAAC +5tateless DHCPvE v

Router Advertisement Lifetime : seconds

D5-LIIE

Enter the AFTR address information provided by your Internet Service Provider(ISP)..

DS-Lite Enable :
DS Lite Configuration :
AFTR IPv6 Address :

&) DS-Lite DHCPvG Option  Manual Configuration
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IPv6:
IPv6 Connection:
LAN IPv6 Address:

MTU:

DNS Addresses:
Enable DHCP-PD:
LAN IPv6 Address:

LAN IPv6 Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

Router Advertisement
Lifetime:

PPPOE

Tick to Enable IPv6 tunneling.

Select LAN IPv6 Address Settings from the drop-down menu.

Enter the LAN IPv6 address.

You may need to change the Maximum Transmission Unit
(MTU) for optimal performance.

Enter the primary and secondary DNS addresses here.
Tick to enable DHCP-PD.
Enter the LAN IPv6 address.

Displays the LAN IPv6 Link-local address.

Check to enable the autoconfiguration feature.

Select SLAAC + Stateless DHCPv6 or Stateful (DHCPv6).

Enter the IPv6 address lifetime (in seconds).

6 TO 4 SETTINGS

Choose the mode to be used by the router to connect to the IPvé Intemet.

IPveG : () Disable @ Cnable
IPv6 Connection : PPPoE -
Cororsermnes
LAN IPv6 Address :
Password :

Local IPv6 Address :
MTU :

IPVG DNS SETTINGS

Use this section to configure @ wWhen wonfiguring Uie rouler W dicess Lhe TP
your IPv6 Cunmeclion Type. IT  inlemel be sure L woose Lhe woned IPv6 Conneclion
you are unsure of your Type from the drop down menu,Ifyor are unsrue of
connection method,please which option to choose, contact your intermnct Service
contact your Internet Service Prvider(ISP.)

Provider. : ") Use the following DNS address
Primary DNS Address :
Secondary DNS Address :

LAN IPV6 ADDRESS SETTINGS

User Lhe seclion Lo confligure Lhe inlemal nelbwork sellings ol your iouler, The LAN IPv6 Link-
Local Address is the IPvG Address that you use to access the Web-based menagement interface.
If you change the LAN I'vé Address here,you may need to adjust your PC's network settings to
access the network again.

Enable DHCP-PD : [

LAN IPv6 Address : /64
LAN IPv6 Link-Local Address : /64

LAN ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfigruation to assign IP addresses to the computers on
ynur network.

=

&

Enable Autoconfiguration :
Autoconfiguration Type :
Router Advertisecment Lifetime :

SLAAC+Stateless DHCPvE ~

seconds
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IPv6:

IPv6 Connection:
Remote IPv4 Address:
Local IPv4 Address:
Local IPv6 Address:

DNS Setting:

DNS Addresses:
LAN IPv6 Address:

LAN IPv6 Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

Router Advertisement
Lifetime:

LAN IPv6 Link-Local Address

Tick to Enable IPv6 tunneling.

Select LAN IPv6 Link-Local Address from the drop-down menu.
Enter the remote IPv4 address.

Enter the local IPv4 address.

Enter the local IPv6 address.

Choose to automatically obtain the DNS server address or to set
manually.

Enter the primary and secondary DNS addresses here.
Enter the LAN IPv6 address.

Displays the LAN IPv6 link-local address.

Check to enable the autoconfiguration feature.

Select SLAAC + Stateless DHCPv6 or Stateful (DHCPv6).

Enter the IPv6 address lifetime (in seconds).

6 TO 4 SETTINGS

Choose the mode to be used by the router to connect to the IPvb Internet.

IPVE : " Disable @ Cnable
IPv6 Connection :

LAN ADDRESS AUTOCONFIGURATION SETTINGS

Remote IPv4 Address :

LAN IPv6 Link-Local Address =

Local IPv4 Address :
Local IPv6 Address : j64

IPV6 DNS SETTINGS

@ Obtain DNS Server address Automatically
(21 lise the following NNS address

DNS Setting :

Primary DNS Address :
Secondary Dis Address :

LAN IPV6 ADDRESS SETTINGS

Use the section to configure the internal network settings of your router. The LAN IPv6 Link-
Local Address 5 the IPvb Address that you use to access the Web-based management mnterface.
If you change the LAN IPv6 Address here,you may need to adjust your PC's network settings to
access the network again.

LAN IPv6 Address : j64
LAN IPv6 Link-Local Address : /64

LAN ADDRESS AUTOCONFIGURATION SETTINGS
Use this section to setup IPvé Autoconfigruation to assign IP addresses to the computers on
your network.
Cnable Autoconfiguration : =
Autoconfiguration Type :
Router Advertisement Lifetime :

SLAAC+5Stateless DHCPvE =

saconds
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IPv6:

IPv6 Connection:

6 to 4 Address:
Primary/Secondary
DNS Address:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

Router Advertisement
Lifetime:

6to4

Tick Enable to activate IPv6 tunneling.
Select 6 to 4 from the drop-down menu.

Displays the IPv6 settings supplied by your Internet
Service Provider (ISP).

Enter the primary and secondary DNS server addresses.

Displays the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.
Check to enable the autoconfiguration feature.
Select Stateful (DHCPv6) or SLAAC+Stateless

DHCPv6 autoconfiguration.

Enter the IPv6 address lifetime (in seconds).

6 TO 4 SETTINGS

Choose the mode to be used by the router to connect to the IPvG Internet.

IPVG : _ Disable @ Enable
IPv6 Connection : Gio 4 x
6 TO 4 SETTINGS
6 to 4 Address :

Primary DNS Address :
Secondary DNS Address :

LAN IPVG ADDRESS SETTINGS

Usa the section to configure the internal network settings of your router. Tha LANM IPv6 Link-
Local Address is the IPv6 Address that you use to access the Web-based management interface.
Tf your change the | AN TPv6 Address here,you may need o adjust your PC's network settings tn
arcess the netwnrk again.

1 AN TPvh Acddress : /pd
LAN IPv6 Link-Local Address : 61

LAN ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPvE Autoconfigruation to assign IP addresses to the computers on
yuur nelwuork,

Enable Autocontiguration : |
Autoconfiguration Type : SLAAC | Statcless DHCMvE =
Router Advertisement Lifetime : seconds
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IPv6:

IPv6 Connection:
Remote IPv4 Address:
IPv4 Mask Length:
Remote Prefix:

Prefix Length:

Primary/Secondary DNS
Addresses:

LAN IPv6 Address:
LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:

Router Advertisement
Lifetime:

érd

Tick to Enable IPv6 tunneling.

Select 6rd from the drop-down menu.
Enter the IPv4 (remote) address here.

Enter the mask length of the IPv4 address.
Enter the remote prefix of the IPv4 address.
Enter the length of the remote prefix.

Enter the DNS server addresses.

Displays the LAN (local) IPv6 address for the router.
Displays the router’s LAN link-local address.

Check to enable the autoconfiguration feature.
Select Stateful (DHCPv6) or SLAAC+Stateless
DHCPv6 autoconfiguration.

Enter the IPv6 address lifetime (in seconds).

b 10 4 SEITINGS

Choose the mode to be used by the router to connect to the IPvs Internet.

IPVE : ") Diszble @ Cnable
IPv6 Connection : ard -

6RD SLTTINGS

Remote IPv Address @
IPv4 Mask Length :
Remote Prefix :

Prefix Length :
Primary DNS Address :
Secondary DNS Address -

LAN IPV6 ADDRESS SETTINGS

Use the section to configure the internal network settings of your router. The LAN I'v6 Link
Local Address is the IPv6 Addraess that you use to access the Web-based managamant interfaca.
TF you change the | AN TPvA Address here,ynu may need tn adjust your PC's network settings fo
access the network again.

LAN IPv6 Address : 164
1 AN TPvh |ink-1 ocal Address = a4

LAN ADDRESS AUTOCONHIGURAITLION SEITINGS

Use this section to setup IPve Autoconfigruation to assign IP addresses to the computers on
vour network.
Enable Autoconfiguration : |}
Autoconfiguration Type : SLAAC+5Stateless DHCPvE
Router Advertisement Lifetime : seconds
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Autoconfiguration

IPv6:  Tick to Enable IPv6 tunneling.

IPv6 Connection:  Select Autoconfiguration Type from the drop-down menu.

LAN Link-Local Address:  Displays the router’s LAN link-local address.

6 TO 4 SETTINGS

Choose the mode to be used by the router to connect to the IPvG Intemet.

1PV : 7 Disable @ Enable
IPve Connection : Antoronfiguration Type -

LAN IPV6 ADDRESS SETTINGS

Use Lhe seclon Lo configure Lhe milemal nelwork sellngs of your rouler, The LAN IPv6 Link-
Local Address is the IPvG Address that you use to access the Web-based management interface.
If you change the LAM IPv6 Address here,you may need to adjust your PC's network settings to
access the network again.

LAN IPv6 Link Local Address: /64
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Message Service

If your ISP provides SMS service, you can check and send messages from this page.

SMS Inbox:  Click this button to view SMS messages that you have

rece|Ved . It you would like to view SMS message, click on the button below.

If you would fike to create and send SMS message, then diick on the button below.

Create Message

Create Message:  Click this button to create a new message to send.

SMS Inbox

This page shows all messages that are stored on the SIM card. Select a message to display its contents in the SMS window. After you have read a
message, you can delete it, or reply to the sender. Click the Refresh button to update the list.

Delete:  Deletes the selected SMS message.
Received SMS: 0
Reply: Opens a Create Message window to reply to the selected SMS Tm,";“,',iﬁ;ﬂ
message.

] From Timestamp = Text

Forward: Opens a Create Message windows to forward the selected SMS
message to another recipient.

Refresh:  Click this button to check for new messages.

D-Link DWR-755 User Manual 4
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Create Message

This page allows you to send an SMS to your contacts. Just fill in the phone number of the recipient, and type the content of the message. Then
click the Send Message button to send out the message. If you would like to add more than one recipient, you must put a semicolon (;) between
each of the phone numbers.

Receiver:  Type the phone number of the recipient.
. Text message :
Text Message: Type the message that you would like to send. Enler Message...

The max. length of a message
is 160 characters. :

Send Message:  Click this button to send the message.

Cancel:  Click this button to clear the message. L

Add '+ for nternational format of the phone number. :
0 Current input text length :
Send

Send message Cancel
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USSD

You can use this page to send Unstructured Supplementary Service Data (USSD) codes used by your service provider to activate specific applications
with an SMS message.

USSD:  Enter an application activation code and click the Send wsso

button. This Wi” a”ow you to activate applications by Sending El.?:glﬁ:mpmtnccl used by GSM cellutzr telephones to communicate with the service provider's
an SMS to your ISP.

Hssn :
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VPN Settings
VPN Setup Wizard

The DWR-755 allows you to set up VPN using the automated VPN Setup Wizard or using Manual VPN Setup. VPN settings are used to create
virtual private tunnels to remote VPN gateways. The tunnel technology supports data confidentiality, data origin authentication, and data integrity
of network information by utilizing encapsulation protocols, encryption algorithms, and hashing algorithms.

This window explains the steps you will be guided through to set up an IPSec VPN tunnel.

Click Next to continue.

If there is a trusted subnet for remote gateway, select Yes, otherwise choose No.

Click Next to continue.

If you chose “yes” you will now need to enter the Remote Subnet and Remote Netmask.

Click Next to continue.

Enter the Remote Gateway address.

Click Next to continue.

WFILCOMF TO THF SFTUP WIZARD

Gather following information for setting the configuration of an IPSec VPN tunnel:

= Step 1: Is there a trusted subnet [LAN) for remote gateway?
& Step 2: What & the IP addrass of ramote gateway?

» Step 3: What is the pre-shared key?

= Step 4: What is the IKE Proposal?

= Step 5: What & the IPSec Proposal?

[next ] [[cancel ]

SIEP 1: 15 THERE A TRUSTED SUBNEI (LAN) FOR REMUITE GATEWAY?

Is thare a trusted subnet (LAN) for remote gateway?
If yes, what are the subnet address and netmask of | AN side of remate gateway?

@ Yus
Hao

Prey Mext | Cancel |

STEP 2: SET THE IP ADDRESS OF REMOTE SUBNET AND NETMASK

Remote Subnet :
Remote Hetmask :
| | mext | Lcancei

STEP 2: SET THE IP ADDRESS OF REMOTE GATEWAY

Remote Gateway :

prev | | mest | " Cancel
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Set your Preshared Key.

Preshare Key @

Click Next to continue.

(e ] [ ] [ con

Set your IKE Proposal Settings by choosing your Encryption, Authentication,and DH Group EmrErrT T
settings from the drop-down menus.

Encryption @ MNone -
Aulhenlicalion :  Mone -

DH Group : Mone =

(o) (] (o]

Click Next to continue.

Set the type of encryption and authentication of your IPsec proposal settings and click Next. BRI R s

Cncryption @ Mone =
Aulhenlication : -

[prev | [text| [ concel |

When setup is completed the name and security details will be displayed and the router will |JFSEEGFTTTTTEe

rEbOOt. The device & rebooting....
Plaase DO NOT POWER OFF the davica.
C|iCk Save tO ﬁniSh And please wait for 57 seconds...
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Manual VPN Setup

This section will help you create and configure your VPN settings. The router supports IPSec as the Server Endpoint. IPSec (Internet Protocol Security)
is a set of protocols defined by the IETF (Internet Engineering Task Force) to provide IP security at the network layer.

VPN-IPSEC:  Check this box to enable IPSec VPN function.
VPN-IPSEC : ¥ Enabled
Netbios over IPSEC:  Check this box to receive Netbios from Network Neighborhood. "Nitt"f's ""‘”I""’EC: = E”ai:‘?:
raversal : " | Enzable
VPN Statistic : 7] Enabled
NAT Traversal:  Some NAT routers will block IPSec packets if it doesn’t support | max. number of tunnels : ©
IPSec passthrough. If you connect to another NAT router which
doesn’t support IPSec passthrough on the WAN side, you need | oy pynamic 1p setting : B Enabie (5]
to activate this option.
VPN Statistic: ~ Check this box to enable VPN Statistic options. W ime KemoteAddr. Gateway  Staws  Acton tnable
1 Tumelsr 2932932950/ 23457452  connecting... '(—m::lmnm el
Max Number of Tunnels:  The device supports 1~10 tunnels. 5 }M[:r— :
3 (ore ] a
VPN Dynamic IP Setting:  Check this box to enable this features and click More to configure | « (ore] u
VPN Dynamic IP on a separate page. Please see the next page | ° Lo E
. | XAUTH account | | Refresh |
for more details. PPIP Clent | [ PPTP Server | [ LZIP Chent | [ L2TP Server

Tunnel Settings:  Tunnel details are displayed here. Click More to configure a new
tunnel or click Disconnect to disconnect from an existing tunnel.
Select the Enable checkbox to activate this rule.

In tunnel settings page, you can click More under Action for
detail tunnel setting.

XAUTH account: select it to store XAUTH account information
such as user name and password.

PPTP client / PPTP Server: DWR-755 can act as either

client or server under PPTP, click it to configure this setting.
L2TP client / L2TP Server: DWR-755 can act as either

client or server under L2TP, click it to configure this setting.
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Tunnel Name:

Local Subnet/Netmask:

Phase1/2 Key Life Time:

Encapsulation Protocol:

PFS Group:

Preshare Key:

Remote ID:

Local ID:

Dead Peer Detection
(DPD):

XAUTH:

Set IKE Proposal:

Set IPSEC Proposal:

VPN Dynamic IP

Enter a name for your VPN.

Enter the local (LAN) subnet and mask.
(ex. 192.168.0.0/24)

Enter the amount of time in seconds that the Phase 1 and Phase
2 keys should last.

Choose either ESP, AH or ESP + AH from the drop-down menu.

Enable or Disable the PFS Group option using the drop-down
menu. PFS is an additional security protocol.

Manually enter an ASCII passphrase in box.
Choose from Username, FQDN, User@FQDN, or Key ID using
the drop-down menu and then the ID in the box.

Choose from Username, FQDN, User@FQDN, or Key ID using
the drop-down menu and then the ID in the box.

Check this box to enable Dead Peer Detection, then enter the
time in seconds in which a peer is determined to be no longer
active. You may also enter a delay period in seconds.

Check this box to include additional username and password
authentication requirements for the VPN. Select Server Mode or
None.Then enter the user name and password if required by the
remote VPN server endpoint configured in xAuth Server Mode.

Check this box to enable IKE Proposal.

Check this box to enable IPSec Proposal.

VPN DYNAMIC IP SLTTING

Tunnel Name :

Local Subnet :

Local Netmask :

Phasel Key Life Time :
Phase2 Key Life Time :
Encapsulation Protocol :
PFS Group :

Preshare Key :
Remote ID :

Local 1D :

KAUTH :

Set IKL Proposal :
Set IPSEC Proposal :

Dead Peer Detection (DPD) :

seconds
seconds
ESP hd
Misahle -

Tyne: Usemname -
ID:
Type: Usemame  ~
1D:
[T enable
» Timeout: 180
» Dely: 3n
@ None
(0 Server

Second(s)
Second(s)

[[] Enable

[T] Enable
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IKE Proposal Settings:

IPSEC Proposal Settings:

Use this area to Enable IKE Proposals. Then determine the
Encryption and Authentication types, as well as the DH Group
from the drop-down menus.

Use this area to Enable IPSec Proposals. Then determine the
Encryption and Authentication types from the drop-down
menus.

IKE PROPOSAL SETTINGS

1D Enuryplion
1 nFs -
2 DES -

Aulhenlication DH Gruup
HAT v Gropl -
SHAL ~ Groupl -

Enable

D Cncryption
1 DES -
2 DES x

Authentication
None

MNone ¥

IPSEC PROPOSAL SETTINGS

Cnable
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Tunnel Name:

Method:

Local Subnet:

Local Netmask:

Remote Subnet:

Remote Netmask:

Remote Gateway:

Phase 1 Key Life Time:

Phase 2 Key Life Time:

Encapsulation Protocol:

PFS Group:

Tunnel - IKE

Indicate a tunnel name for this VPN configuration.
Choose either IKE from the drop-down menu.

The subnet of the VPN gateway'’s local network. It can be a host,
a partial subnet or a whole subnet.

Local netmask combined with local subnet to form a subnet
domain.

The subnet of the remote VPN gateway’s local network. It can be
a host, a partial subnet, or a whole subnet.

The netmask of the remote VPN gateway'’s local network.
The WAN IP address of remote VPN gateway.

The phase 1 key life time of the dedicated VPN tunnel between
both end gateways (in seconds). Its value can range from 300
seconds to 172,800 seconds.

The phase 2 key life time of the dedicated VPN tunnel between
both end gateways (in seconds). Its value can range from 300
seconds to 172,800 seconds.

ESP, AH, or ESP+AH.

Three groups can be selected: None, Group 1, Group 2, Group 5.
None: No PFS group

Group 1: 768-bit Diffie-Hellman prime modulus

Group 2: 1024-bit Diffie-Hellman prime modulus

Group 5: 1536-bit Diffie-Hellman prime modulus

Tick Enabled, choose IKE in the Method field, and configure your settings. When you are done, click Save Settings to apply changes.

VPN SETTINGS - TUNNEL 1

Tunnel Name :
Method :

Local Subnet :

Local Netmask :
Remote Subnet :
Remote Netmask :
Remote Gateway :
Phasel Key Life Time :
Phase2 Key Lite Time :
Encapsulation Protocol :
PFS Group :
Aggressive Mode :
Preshare Key :

Connecting lype :
Remote ID :

Local ID :

Set IKE Proposal :
Sct IPSEC Proposal :

Dead Peer Detection (DPD) :

V| Enzbled
Tunnel#1

IKE -
192, 168.0.0
255.255.255.0
255.255.255.0
0.0.0.255

28800 seconds
23300 seconds
EsP -

Disable A

| Enable

adfaf

Alwayson ¥

Type: llsemame
ID:

Type: llsemame
ID:

] Enabla

* Timeout : 180 Second(s)

» Dely: 30 Second(s)
@ None
() Sarver
@ Client
» Usemame :
» Password :
¥ Enzble
¥ Enable
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Aggressive Mode:

Preshared Key:

Connecting Type:

Remote ID:

Local ID:

Dead Peer Detection
(DPD):

XAUTH:

Set IKE Proposal:

Set IPSEC Proposal:

Enabling this mode will accelerate the initial tunnel setup, but
the device will suffer from less security in the meantime. Hosts at
both ends of the tunnel must support this mode so as to establish
the tunnel properly.

The first key that supports IKE mechanism of both VPN gateway
and VPN client host for negotiating further security keys. The
pre-shared key must be same on both VPN gateways and clients.

Choose Always on or Manual from the drop-down menu.

The Type and the Value must be the same as the Type and the
Value of the Local ID of the remote VPN gateway.

The Type and the Value must be the same as the Type and the
Value of the Remote ID of the remote VPN gateway.

Input the IP address of remote host that exist in the remote side
of the VPN tunnel (Ex.You can input the LAN IP address of remote
VPN gateway). The device will start to Ping the remote host when
there is no traffic within the VPN tunnel. If the device is no longer
receiving an ICMP response from remote host, it will terminate
the VPN tunnel automatically.

Check this box to enable Dead Peer Detection, then enter the
time in seconds in which a peer is determined to be no longer
active. You may also enter a delay period in seconds.

Check this box to include additional username and password
authentication requirements for the VPN. Select Server Mode or
None.Then enter the user name and password if required by the
remote VPN server endpoint configured in xAuth Server Mode.

Check this box to enable IKE Proposal.

Check this box to enable IPSec Proposal.

VPN SETTINGS - TUNNEL 1

Tunnel Name :
Method :

Local Subnet :

Local Netmask :
Remote Subnet :
Remote Netmask :
Remote Gateway @
Phasel Key Life Time :
Phase Key Life lime :
Encapsulation Protocol :
PFS Group :
Aggressive Mode :

Preshare Key :

connecting Type :
Remote ID :

Local ID :

XAUTII :

Set IKE Proposal :
Sect IPSEC Proposal :

Dead Peer Detection (DPD) :

¥ Enabled
Tunncl#1

KE -
192, 168.0.U
255,255.255.0
255.255.255.0

0.0.0. 295

23800 seconds
28800 seconds

EsP -
Disable
[T] cnable
adfaf
Abwayson v
Tyne: Usemame
ID:
Tyne: Usemame
ID:
[ Enzble
» Timeout :
» Delay: 30
@ None
7l Server
o Client
» Usemname :
+ Password @

¥ Enable

-

-

-

180

Second(s}
Second(s)
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Encryption:

Authentication:

DH Group:

Enable:

Encryption:

Authentication:

Enable:

Five algorithms can be selected: DES, 3DES, AES-128, AES-192,
and AES-256.

Two algorithms can be selected: SHA1 and MD5.

Three groups can be selected: group 1 (MODP768), group 2
(MODP1024), and group 5 (MODP1536).

Select this checkbox to enable the IKE Proposal with this rule.
Five algorithms can be selected: DES, 3DES, AES-128, AES-192,
and AES-256. However, when the encapsulation protocol is set
to AH, the encryption algorithm is unnecessary.

Two algorithms can be selected: SHA1 and MD5.

Select this checkbox to enable the IKE Proposal with this rule.

IKE PROPOSAL SETTINGS
i

Enuryplion Aulhenlication DH Gruup Enablke
1 nFs - SHAT v Groipd ¥ [l
2 DES - SHAL - Groupl - M
IPSEC PROPOSAL SETTINGS
D Cnoryption Authentication Cnable
1 DES - Mone ¥ [F]
2 DES hd None ¥
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Tunnel - Manual

Tick Enabled, choose MANUAL in the Method field, and configure your settings. When you are done, click Save Settings to apply changes.

Tunnel Name: Indicate a tunnel name for this VPN configuration.
[# Enabled
Method: Choose Manual from the drop-down menu. Mt B Lot
Method : MANUAL ¥

Lucal Submel :

Local Subnet:  The subnet of the VPN gateway’s local network. It can be a host, | toctnetmask:

a partial subnet or a whole subnet. e
Remote Netmask :

Hemote Gateway :

Local Netmask: Local netmask combined with local subnet to form a subnet | tncapsulation Protocol : E
d . Outhound SPT - e
omain. Inbound SPI : 0x

Encryption Algorithm : 3ES v
Encryption Key :

Remote Subnet: The subnet of the remote VPN gateway’s local network. It can be
a host, a partial subnet, or a whole subnet.

Authentication Algorithm : SHAT w
Authentication Key :

Remote Netmask: The netmask of the remote VPN gateway'’s local network.
Remote Gateway: The WAN IP address of remote VPN gateway.
Encapsulation Protocol:  Select ESP or AH.

Outbound SPI:  SPI is an important parameter during hashing. Outbound SPI
will be included in the outbound packet transmitted from
local gateway. The value of outbound SPI should be set in hex
formatted.

Inbound SPI:  Inbound SPIwill be included in the inbound packet transmitted
from WAN site of remote gateway. It will be used to de-hash the
coming packet and check its integrity. The value of outbound
SPI should be set in hex formatted.
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Encryption Algorithm: ~ Two algorithms can be selected: 3DES and DES. When the

encapsulation protocol is set to AH, the encryption algorithm 7] Enabled
iS unnecessary Tunnel Name : Tunnel#1
) Method : MANUAL ~

Local Subnet :

Encryption Key:  Theencryption key is used by the encryption algorithm.Itslength | tocal netmask:
is 8 bytes if encryption algorithm is DES or 24 bytes if 3DES. The | Remete subret:

Remnte Netmask :

key value should be set in hex format. R Rt

Encapsulation Protocol : (=
Outbound SPI: 0x

Authentication  Two algorithms can be selected: SHA1 and MD5. G g <
Algorithm: Encryption Algorithm : ES v
Encryption Key :
Authentication Key:  Thisauthentication key is used by the authentication algorithm.
Its length is 16 bytes if authentication algorithm is MD5 or 20 :;:t:‘:‘:z”“ ke
bytes if SHA1. Its length will be 0 if no authentication algorithm
is chosen. The key value should be set in hex format.
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Advanced
Virtual Server

The device can be configured as a virtual server so that users can access services such as Web or FTP via the public (WAN) IP address of the router.
Click Save Settings to save your changes, or click Don’t Save Settings to discard your changes.

Well-known Services:  This contains a list of pre-defined services. B2 - T
Copyto:  Copies the rule to the line of the specified ID. 53 o A W Ak =S it At o e s e o

online services such as FTP or Web Servers.

| saveSettngs || Don'tSaveSettngs |

Use schedule rule:  You may select Always On or choose the number of a schedule

rule that you have defined. Well known servives ~sdeitoe~ - (Gopyw]D - -
Use schedule rule —ALWAYS ON-—

VIRTUAL SERVERS LIST ——

Service
Ports

=t
=]

Server IP : Port Enable Schedule Rule#

|__AddNewRule... |
| AddNewRule... |
| AddNewRule... |
| AddNewRule... |
| AddNew Rule...
| AddNew Rule...
| Add New Rule...

ID: This identifies the rule.
Service Ports:  Enter the public port(s) you want to open.

Server IP: Port:  Enter the IP address and port of the computer on your local
network that you want to forward the Service Ports to.

) S e el S Y

L= - - R N R - (N | B L I S

Enable: Check the box to enable the specified rule.

Schedule Rule #:  Specify the schedule rule number. To create schedules, click 12
on the Add New Rule button. For further information on i
schedules, please refer to “Schedules” on page 75.

<
R e e |

%}
=
™
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, and Internet telephony. These applications may
have difficulty working through NAT (Network Address Translation). Application Rules allow some of these applications to work with the DWR-755
by opening ports after detecting traffic being sent through a trigger port. After modifying any settings, click Save Settings to save your changes.

Popular Applications:

ID:
Trigger:

Incoming Ports:

Enable:

Select from a list of popular applications. You can select a [ s (N s | s
service, select a rule ID, then click the Copy to button to copy Caemrtcamowmmes

the defau It Settings for that SerVice tO the Speciﬁed rule ID. This option is used to open single or multiple ports on your router when the router senses data
sent to the Internet on a 'trigger’ port or port range. Special Applications rules apply to all
computers on your intermnal network.

Specifies which rule to copy the selected Popular application | [ sescirss [ Dentsoveseitng |

settings to when you click the Copy to button. ‘ Popule npplentions | motiee =) IGEREETD] = [
APPLICATION RULES
D Trigager Incoming Ports Enable
1 B
This identifies the rule. 2 &
3 [l
Enter the port to listen to in order to trigger the rule. ! £
5 Il
6 ]
Specify the incoming port(s) to open when traffic comes over 2 -
the Trigger port. 8 0
9 [
Check the box to enable the specified rule. 2 3
11 |
12 [}
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QoS Engine

The QoS engine improves your online gaming or streaming media experience by ensuring that your game or media traffic is prioritized over
other network traffic, such as FTP or web. For best performance, use the Automatic Classification option to automatically set the priority for your

applications. After modifying any settings, click Save Settings to save your changes.

QOS ENGINE SETUP

Enable QOS Packet  Select this box to enable the QoS feature.
Filter:

Upstream Bandwidth:  Specify the maximum upstream bandwidth here (e.g. 400
Kbps).

Use Schedule Rule:  Select a schedule to use and copy to the specified rule ID
when you click the Copy to button. You may select Always On
or use a specific schedule that you have defined. To create and
edit schedules, please refer to “Schedules” on page 75.

QOS RULES
ID:  This identifies the rule.

Local IP: Ports:  Specify the local IP address(es) and port(s) for the rule to
affect.

Remote IP : Ports:  Specify the remote IP address(es) and port(s) for the rule to
affect.

QoS Priority:  Select what priority level to use for traffic affected by the rule:
Low, Normal, or High.

Enable:  Check the box to enable the specified rule.
Use Rule #:  Specify the schedule rule number. To create a new schedule,

click on the Add New Rule button. For more information
about schedules, please refer to “Schedules” on page 75.

SETUP ADVANCED TOOLS STATUS I

Use this section to configure QoS Engine. The QoS Engine improves your online gaming
experience by ensuring that your game traffic is prioritized over other network traffic, such as FTP
or Web. For best performance, use the Automatic Classification option to automatically set the
priority for your applications.

Save Settings l Dion't Sawe Settings |

005 FNGTNF SFTUP

Enable QoS Packet Filtar : =
Upstream bandwidth : kbps

‘ Use schedule rule —ALWAYSON— + [Copyto |ID — =+ ‘

QOS5 RULES

10  LocallP: Ports  Hemote IP : Ports Pl'?!?:tv Enable Use Rule#

1 Hoh v [ [ AddNewRie... ]
2 Hh v [ [ AddNewhde. |
2 Hgh ~ ]
: e - [
7 e - [
8 o~ [
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MAC Address Filter

The MAC (Media Access Controller) address filter option is used to control network access based on the MAC address of the network adapter. A MAC
address is a unique ID assigned by the manufacturer of the network adapter. This feature can be configured to ALLOW or DENY network/Internet
access. After modifying any settings, click Save Settings to save your changes.

MAC FILTERING SETTINGS [ sooe (RSN oos | staws ||
MAC Address Control:  Tick this box to enable MAC filtering. A oDkt A e B o e W e e

manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
network/Internat access.

Connection Control:  Check the box to allow wireless and wired clients with C [ Sevesetums | [ DurtSeveseting |
selected to connect to this device. You can also select to allow
or deny connections from unspecified MAC addresses. T D —— B s
. Wireless and wired clients with C checked can connect
Association Control:  Check the box to allow wireless clients with A selected can oo et i e it
associate to the wireless LAN. You can also select to allow or Wireless clients with A checked can associate to the

| Association control wireless LAN; and alow = unspedlied MAC addizsses

deny connections from unspecified MAC addresses. Lo associale.

‘ DHCP dlients —selectone — ~ [ Copyto |ID — ~ [

MAC FILTERING RULES

MAC FILTERING RULES

ID:  This identifies the rule, ” — S

2 [ |

MAC Address:  Specify the MAC address of the computer to be filtered. 3 0 =
IP Address:  Specify the last section of the IP address. . e (i 2 =

C: If this box is ticked, the rule will follow the connection control
setting specified in MAC filtering settings specified above.

A: If this box is ticked, the rule will follow the association control
setting specified in MAC filtering settings specified above.
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URL Filter

The URL filter allows you to set up a list of websites that will be blocked from users on your network. After modifying any settings, click Save
Settings to save your changes.

URL Filtering:  Check the box to enable URL filtering. [ s DN oo | saws |
CeRLRLER
U RL FlLTERl NG RU LES URL Blocking will block LAN computers to connect to pre-defined Websites,
| savesSettings || Dor'tSave Settngs |

ID:  This identifies the rule. |
URL Filtering : ~] Enable

URL:  Enter URL that you would like to block. All URLs that begin

with this URL will be blocked. - i i
1
Enable: Check the box to enable the specified rule. 2
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Outbound Filter

The outbound filter enables you to control what packets are allowed to be sent out to the Internet. The outbound filter applies to all outbound
packets. After modifying any settings, click Save Settings to save your changes.

OUTBOUND FILTER SETTING e T s | e ||

Outbound Filter: Select this box to Enable outbound ﬁltering. Packet Fiter enahles you to contral what packets are allowed to pass the router. Outhound fiter

applies on all outbound packets.

[ savesettings |[ Don'tSaveSettings |

Use Schedule Rule:  Select a schedule to use and copy to the specified rule ID
when you click the Copy to button. You may select Always On
or use a specific schedule that you have defined. To create and
edit schedules, please refer to “Schedules” on page 75.

OUTROUND FTITER SETTING

Outbound Filter : | Enable

Use schedule rule —ALWAYSON-—- » |Copyto |[ID — ~

OUTBOUND FILTER RULES LIST

OUTBOUND FILTER RU LES LIST @ Allow all to pass except those match the following rules.
Deny all to pass except those match the folowing rules.
. D Source IP:Ports Destination IP:Ports Enable Schedule Rule#
Here, you can select whether to Allow or Deny all outgoing ] [ Addnew ]
traffic except for traffic that matches the listed rules. 2 [ addNewRe... ]
3 [ Add e ke ]
. . . 4 Add News Rude. .. |
ID:  This identifies the rule. : Ser—
6 [ AddNewRude... |
Source IP : Ports:  Specify the local IP address and then specify the port after the 7 [ Addtem ke
colon. 8 [ AddNewRie... |
MNext page

Destination IP : Ports:  Specify the remote IP address and then the port after the
colon.

Enable: Check the box to enable the specified rule.

Schedule Rule #:  Specify the schedule rule number. Click on the Add New Rule
button to create a new schedule rule.

Previous Page:  Go back to the previous filter page.

Next Page:  Advance to the next filter page.
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Inbound Filter

The inbound filter enables you to control what packets are allowed to come in to your network from the Internet. The inbound filter only applies
to packets that are destined for Virtual Servers or DMZ hosts. After modifying any settings, click Save Settings to save your changes.

Inbound Filter:

Use Schedule Rule:

ID:

Source IP : Ports:

Destination IP : Ports:

Enable:

Schedule Rule #:

Previous Page:

Next Page:

INBOUND FILTER SETTING B - EEEEEEEETRE N
i icket Fil Lol | wi ks lowed L . Inbound i
Select this box to Enable the filter. £t odeds bt o oty oot
| savesettings || Don'tSaveScttings |

Select a schedule to use and copy to the specified rule ID

INBOUND FILTER SETTING

when you click the Copy to button. You may select AlwaysOn [~~~ "~ ™

[T] Enable

or use a specific schedule that you have defined. To create and
edit schedules, please refer to “Schedules” on page 75.

‘ Usa schedule rule —AIWAYSON-— w [Copyto |ID ~ + ‘

INBOUND FILTER RULES LIST @ Allow all to pass except those match the following rules.

() Dany all to pass except those match the following rules.

-
=]

Source IP:Ports Destination IP:Ports  Enable Schedule Rule#

Add New Rule. ..

Here, you can select whether to Allow or Deny all incoming
traffic except for traffic that matches the listed rules.

This identifies the rule.

Add New Rule...

Specify the local IP address and then specify the port after the e

colon.

TR R, TR S PO

Specify the remote IP address and then the port after the
colon.

Check the box to enable the specified rule.

Specify the schedule rule number. Click on the Add New Rule
button to create a new schedule rule.

Go back to the previous filter page.

Advance to the next filter page.
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SNMP

SNMP (Simple Network Management Protocol) is a widely used network monitoring and control protocol that reports activity on each network
device to the administrator of the network. SNMP can be used to monitor traffic and statistics of the DWR-755. The DWR-755 supports SNMP v1
and v2c. After modifying any settings, click Save Settings to save your changes.

SNMP Local:

SNMP Remote:

Get Community:

Set Community:

IP 1/2/3/4:

SNMP Version:

WAN Access IP Address:

SNMP

Select whether to Enable or Disable local SNMP
administration.

Select whether to Enable or Disable remote SNMP
administration.

Enter the password public in this field to allow read-only
access to network administration using SNMP. You can view

the network, but no configuration is possible with this setting.

Enter the password private in this field to enable
read/write access to the network using SNMP.

Enter up to 4 IP addresses to use as trap targets for your
network.

Select the SNMP version of your system.

If you want to limit remote access SNMP access, enter the IP
address of the remote computer you will use to access this
device; all other IP addresses will be denied remote SNMP
access.

SLTUP ADVANCLD TOOLS STATUS ‘

Use Simple Network Management Protocol SNMP) for management purposes.

Save Selligs | | Duni'L Save Selliygs |

SHMP Local : D knabled @ Lisabled
SNMP Kemote : ") Enabled @ Disabled
Get Community :

Set Community :

P1:

P2:

IP3:

P4:

SHMP Version : @ V1 E V2o

WAN Access IP Address :
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