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1. Setup Method

1.1 Connections

First, it is required to login in order to set up this unit. There are two
nmet hods to | ogin; oneis through serial line, and two, through tel net or Secure Shell
(SSH) froma host on LAN.

When setting up with serial Iine, we suggest using term nal software such as
Hyperterm nal for personal conputers.

Setup configurations for termnal software are as foll ows:

Data Transfer Rate: 19200 bps

Character Bit Length: 8

Parity Check: None

Stop Bit Length: 1

Fl owControl : RGW2400/ OD- hardware flow&lsn’t it “None” ?, as Japanese nanual

says

To connect with SSH, prior setup by serial line or telnet is required. Refer
to "Generating Host key of SSH' (Section 1.7.50).

1.2 Setup

There are two methods for setup:

One is to use comand-1|ine shell by comand i nput fromconsole; the other is
to directly rewite configuration file frominternal OS shell

Setup through internal OS shell requires know edge of both OS and network.

Pl ease contact us regardi ng specific setup nethod

1.3 User Mdde and Privil eged Mde

The comand- 1 i ne shell has two nodes which are privil eged node and user node.

Mode Description Pr onpt

Privil eged Mdde | A nbde that can execute all comrands "$"

User Mode A node that can execute only basic comrands and display |">"
comands




1.4 Setting by Conmand Line Shel

A login pronpt is displayed when connected with tel net:

| ogi n:
Enter user nanme "admi n":
| ogi n: adm n<CR>
Proceed to enter password:
Passwor d: xxxxxxxx<CR> ( Not e:
Section 3 for factory default user node password setting.)

When login is acconplished, pronpt > is displayed.
is required to nmove to privil eged node.

Entered password is not displayed. See

When changi ng the setup, it

To nove to privileged node, enter command:
>admi ni strat or <CR>

Proceed to enter password for privileged nbde
passwor d: XXxxXxxxX<CR> (Note: Entered password is not displayed. See

Section 3 for factory default privileged node password setting.)

Pronpt $ is displayed.

To connect with SSH, please refer to "Cenerating Host key of SSH' (Section

1.7.50).



1.4.1 List of Conmand Line Shell Functions
Functi on Descri ption
Suppl enent to|By pressing [TAB] key, command string is inserted to the
Comrand suppl emental part possible

Hel p on Conmands

By pressing [?] key, displays list of available comuand or
description of each command.
Exanpl e:
$i p?
*ip address
*ip route add
*ip route delete
Since no comrandis formedinip, comands startingwth
ip are displayed.
$ ip address ?
i p address"Interface | paddress Netmask"
: $ipaddress ep0 192. 168. 0. 100 255. 255. 255. 0
usage and

usage:
e.g.
Since the comrand "ip address" is unique,

exanpl es are displ ayed.

Edi ti ng Command Li ne

This function supports editing of command |i ne.

The key bind of each is as foll ows:

Key Descri ption
Back Space Del et es one character before cursor
Grl-A Moves cursor to the head of conmand Iine
Grl-E Moves cursor to the end of command |ine
Crl-D Del etes the character on cursor
Grl-U Del etes the entire command i ne
Grl-F (->) Moves cursor to the right
Ctrl-B (<-) Moves cursor to the left
Grl-K Del etes the character after cursor
Record of Entered|Retains records of inputted comand
Commrands Key Descri ption
crl-P Cal |l s previous recorded entry
Crl-N Calls next recorded entry




1.5 List of Commmands

Setup Item Command
Setting password passwd
Setting host nane host nane
Setting I P address i p address

Setting static route

ip route add

Del eting static route

ip route delete

Setting | CVP Redirect send out ip icnp redirect
Setting wireless frequency wi rel ess channel
Setting wireless transnission rate wireless tx rate
Setting wireless VWEP function W rel ess wep encryption
Setting wirel ess WP key nunber wirel ess wep key use
Setting wireless VWP key val ue wirel ess wep key val ue
Setting wirel ess port type wirel ess port

Setting wirel ess network name wi rel ess network
Setting wirel ess station name wirel ess station
Switching infrastructure node to Access | wirel ess BSS AP node
Poi nt

Setting wireless SSID wireless ssid

Addi ng wirel ess MAC address filter wireless macfilter add

Del eting wirel ess MAC address filter

W rel ess

Setting static ARP entry

arp add

Del eting ARP entry

arp delete

Setting to choose the use of RIP

rip

Settingtochoosetosendstaticroutew th

rip

rip static-supply

Setting RI P action

rip action

Setting R P version

rip version

Setting to choose the use of filter

filter

Setting Filter

filter add

Del eting Filter

filter delete

Setting to choose the use of NAT

nat

Setting map action of NAT

nat add nap

Setting bimap action of nat

nat add bi map

macfilter delete




Setting map-bl ock action of nat

nat add map- bl ock

Setting rdr action of nat

nat add rdr

Del eti ng nat nat delete
Setting to choose the use of DHCP server | dhcp

Setting IP address to be distributed by | dhcp poo

DHCP server

Setting validity period of | P address to | dhcp expire

be distributed by DHCP server

Setting DNS server to be distributed by | dhcp dns add
DHCP server

Del eti ng DNS server to be distributed by | dhcp dns del ete

DHCP server

Setting domain nane to be distributed by | dhcp domain
DHCP server
Setting default routetobedistributedby |dhcp defaul troute

DHCP server

Setting DHCP rel ay agent dhcp rel ay
Setting to choose the use of SNVP function |snmp

Setting SNMP comunity nane snnp comunity
Setting | ocation of SNWP snnp | ocati on
Setting contact of SNW snnp cont act
Setting access of SNWP snnmp access
Setting TRAP of SNWP snnp trap
Setting of syslog sysl og

Setting of host to transfer syslog

sysl og host

Setting facility to transfer syslog

sysl og add

Deleting facility to transfer syslog

syslog delete

Generating SSH host key

ssh keygen

Setting SSH aut henticate nethod

ssh aut henticati on

Downl oadi ng SSH public key

ssh keyget

Setting tel net access

access tel net

Setting monitor access

access nonitor

Setting ssh access

access ssh

Save

save

Loadi ng setting contents

| oad




Col d start cold start

Updating firmare updat e

Setting date and tine dat e

Di spl ayi ng software version show versi on

Cl earing ARP cache clear arp

Confirm ng saved contents show set up

Di spl ayi ng host nane show host name

Di spl ayi ng | P address show i p address

Di spl aying static route show ip route

Di spl ayi ng date and tine show dat e

Di spl ayi ng | ease status of DHCP server |show dhcp

Di splaying filtering status show filtering

Di spl ayi ng status of NAT show nat

Di spl ayi ng status of SSH show ssh

Di spl ayi ng ARP cache table show arp

Di spl ayi ng el apsed tine fromstart show upti ne

Di spl ayi ng wirel ess signal strength show wi rel ess signal strength
Di spl ayi ng wirel ess setting show wi rel ess status
Di spl ayi ng status of MAC address filter |show wirel ess macfilter
Di splaying wireless infrastructure node | show wireless ap

of Access Poi nt

Di spl ayi ng SNWP setting show snnp

Restart restart

Pi ng pi ng

Log out qui t

Moving to privil eged node admi ni strator

Di spl ayi ng conmmand hel p hel p

Referring to comand history hi story

Cl ose exit




1.6 Typogr aphi cal

Typogr aphi cal

Conventi ons

conventions used in the conmand |i st

are shown bel ow.

Convention Description Example(s)

Couri er new, Command i p address

regul ar style

italics Indicates a variable which must be replaced | i p address Interface IPaddress
with a real value. Netmask

square brackets [ ]

The argument within the brackets may be
omitted. Do not enter the brackets in the

command line.

ssh keygen versi on [overwrite]

Quotation marks

Enclosed expression must be entered
exactly as shown (hard coded). Do not enter

the quotation marks in the command line.

all"

| bar (exclusive OR)

You must enter one, and only one, of the
items separated by the bar. Do not enter the

bar in the command line.

ne0|] wiO| |o0

Braces { }

List of arguments from which you must
choose an item in syntax descriptions, or an
enclosed phrase. Do not enter the braces in

the command line.

Port { =| ' | <= | >=1} portNo




1.7 Expl anation of

Each Conmand

Each itemis set without the need to restart.

1.7.1 Setting Password

| nput for mat

passwd user

Par anet er user
- user : Password of user node
- administrator : Password of privileged node
Description Sets password
Not e Password for privil ege node executes in only the privil ege node.

To di scontinue entry, enter Crl-D. Only al phabet characters and
nuneral s can be entered i n character string. Nunber of characters
is up to 8 characters. To refer or to change the setting will be
unabl e due to | oss of password. Also, nethod to initialize the

password (cold start) will be unable due to | oss of password.

1.7.2 Setting Host

Name

| nput for mat

host nanme host nane

Par amet er host nane

- Hostnane with domai n nane
Descri ption Set s host nane
Not e Executes only in privil eged node.
Exanpl e $ hostnane nypc. nydomai n.co.jp

1.7.3 Setting | P Address

| nput f or mat

i p address Interface | Paddress Netnask

Par anet er

-Interface

Interface nane Ethernet: ne0 Wreless: wiO0
-1 P address

i p address

- Net mask

net mask




Descri ption

Sets I P address to specified interface.

Exanpl e

$i p address wi 0 192.168. 0. 100 255. 255. 255.0

1.7.4 Setting Static Route

| nput for mat

ip route add Destination Netmask Gateway

Par amet er Destinati on
- Destination | P address
Net mask
- Destination netmask
Gat eway
- | P address of gateway
Descri ption Sets static route.
When Netnask is onmitted, host route is set.
Not e Executes only in privil eged node.
Exanpl es $ ip route add 10.0.0.0 255.0.0.0 192.168.0.1

$iproute add default 192. 168. 0. 254 (I n case of default node)
$iproute add 192. 168. 32. 3 192. 168. 33. 2 (I n case of host route)

1.7.5 Deleting Static Route

| nput f or mat

ip route del ete Destination Netmask Gateway

Par anet er Destination
- Destination | P address
Net mask
- Destination net mask
Gat eway
- | P address of gateway
Description Del etes static route
Not e Executes only in privilege node.
Exanpl es $ iproute delete 10.10.0.0 255.255.0.0

$ iproute delete default (In case of default route)
$ iproute delete 192.168.32.3 (I n case of host route)

1.7.6 Setting I COVWP Redirect Send CQut

| nput for mat

ipicnp redirect flags

Par amet er

flags




- enable In use

- disable Not in use

Description Chooses use of |CMP Redirect send out

function or not.

Exanpl e $ icnp redirect enable

1.7.7 Setting Wrel ess Frequency

I nput for mat wi rel ess channel Channel

Par amet er Channel

Descri ption Sets wireless frequency

Channel | Frequency(MHz) | Channel | Frequency( MHz)

1 2412 8 2447
2 2417 9 2452
3 2422 10 2457
4 2427 11 2462
5 2432 12 2467
6 2437 13 2472
7 2442 14 2484

Not e Executes only in privil eged node.

Exanpl e $ wirel ess channel 3

1.7.8 Setting Wrel ess Transm ssion Rate

| nput for mat wireless txrate Rate
Par anet er Rat e
-Wreless transnmission rate 1 — 15
Val ue | Rate Val ue | Rate
1 1Mops fi xed 9 11 -> 1Mops
2 2Mops fi xed 10 11 -> 2Mops
3 2 -> 1Mops 11 11 -> 2 -> 1Mops
4 5. 5Mops fi xed 12 11 -> 5. 5Mops
5 5.5 -> 1Mops 13 11 -> 5.5 -> 1Mops
6 5.5 -> 2Mops 14 11 -> 5.5 -> 2Mops
7 5.5 -> 2 ->1Mops |15 11->5.5->2-> 1Mbps
8 11Mops fi xed




Description Sets wireless transnission rate

Not e Executes only in privil eged node i n case of infrastructure node
on Access Point, it is not possibleto set wireless transm ssion
rate.

Exanpl e $ wireless txrate 8

1.7.9 Setting Wreless WEP Function

I nput for mat wireless wep encryption flag
Par anet er Fl ag
- enable : In use

- disable : Not in use

Descri ption Chooses the use of WEP in case of packet transni ssion.

Not e Executes only in privileged node. In case setting of
transm ssionrateis 5 5Mor 11Mops, actual transmissionrate

may be | owered when WEP is used.

Exanpl e $ wireless wep encryption enable

1.7.10 Setting Wrel ess VWP Key Nunber

I nput format wirel ess wep key use flag
Par anet er fl ag
- flag 1 - 4
Description Sets WEP key nunber to be used in transm ssion.
Not e Executes only in privileged node
Exanpl e $ wireless wep key use 1

1.7.11 Setting WEP Key Val ue

I nput for mat wirel ess wep key val ue flag val ue
Par anet er flag

- key nunber (1 - 4)

val ue

- ASCl| (5characters), or HEX( 10 charact er hexadeci mal nunber
starting with 0x.)

Descri ption Sets WEP key val ue.

Not e Key length is automatically decided according to I ength of

val ue.




Exanpl e

$ wirel ess wep key val ue My Key<the “key nunber” is m ssing
and 2 ASCI | wordi ng (“My” and “Key”). I s this exanpl e correct?

1.7.12 Setting Wreless Port Type

| nput for mat

wirel ess port val ue

Par amet er Val ue
-1: BSS node (client station in infrastructure node)
-3: Ad-hoc node (factory set val ue)

Descri ption Sets RGWto act as aclient stationininfrastructure (BSS)
or ad hoc node.

Not e Executes only in privil eged node.
Thi s command al | ows t he RGWt o functionas aw rel ess client
station in an 802.11b basic service set (BSS).
To set up the RGWas an Access Point, use the wirel ess BSS
AP nmode command (section1.7.15). The wi rel ess port comrand
cannot be used while wireless BSS AP node is enabl ed.

Exanpl e $ wireless port 3

1.7.13 Setting Wrel ess Network Name

| nput for mat

w rel ess network val ue

Par amet er val ue

- Network nane (SSID) in BSS node (nax. 30 characters)
Descri ption Sets network nane during BSS node.
Not es Executes only in privil eged node.

Enabl es comuni cati on wi t h an Access Poi nt havi ng t he sane
net wor k nanme (SSI D) when RGWi s functioning as a wirel ess
client station in infrastructure node.

To set the network nane (SSI D) when RGWNis functioning as
an Access Point, use the wireless ssid command (section
1.7.16) instead.




Exanpl e

$ wirel ess network Net BSD | BSS

1.7.14 Setting Wreless Station

| nput for mat

w rel ess station val ue

Par amet er Val ue
- Station name of BSS nobde (max. 30 characters)

Descri ption Sets station nane during BSS node

Not es Executes only in privil eged node.
Sets a di stinguishingnane andis validinwreless port 1 during
BSS node. Sone nonitoring programnms poll the station nanme of each
wireless client in the BSS for identification purposes.

Exanpl e $ wireless station Net BSD Wave LAN | EEE node

1.7.15 Switching to Wreless Infrastructure Mode of Access Point

| nput for mat

wirel ess BSS AP node fl ag

Par anet er fl ag
- enable: Set infrastructure node of Access Point
- disable: Delete infrastructure nmode of Access Point
Description Sets RGWVWto function as the Access Point in an 802.11b BSS.
Not es Executes only in privil eged node.
Access Poi nt i s enabl ed [di sabl ed] after the foll owi ng conmands
are entered:
1. wirel ess BSS AP node enabl e [di sabl e]
2. save
3. restart
4. save
When flag is set to disable, RGWNoperates in ad-hoc node.
| nportant note: The SSI D cannot be nodified after w rel ess BSS
AP node i s enabl ed. SSI D par anet er shoul d be set using wirel ess
ssid conmand (section 1.7.16) prior to enabling wirel ess BSS
AP node.
Exanpl e $ wirel ess BSS AP node enabl e

1.7.16 Setting Wreless SSID




| nput for mat

w rel ess ssid val ue

Par anet er val ue
-SSID of infrastructure node (max. 30
characters)

Description Speci fies SSI Dduringinfrastructure node
of Access Point.

Not es Executes only in privileged node.
Enabl es comuni cati on wi th station of BSS
nmode having same network nane. This
command can onl y be used when Access Poi nt
nmode of infrastructure is in operation.

Exanpl e $ wireless ssid NetBSD I BSS

1.7.17 MAC Address Filter

| nput for mat

wireless nmacfilter add param

Par anet er Par am
- Specify MAC address
Descri ption Sets MAC address that permits wreless LAN conmuni cati on.
Not es Executes only in privil eged node.
Permits conmunication with all wireless termnal, when MAC
address is not set.
Maxi mum nunber of entries of MAC address filter is 50.
Exanpl e $wireless macfilter add 11:22: 33: 44:55: 66

1.7.18 Deleting MAC Address Filter

| nput for mat

wireless macfilter del ete param

Par anet er par am

- Specify MAC address
Description Del etes MAC address that registered into MAC address filter.
Not e Executes only in privil eged node.

Permits conmmunication with all wreless term nal when MAC

address is not set.

Exanpl e

$ wireless macfilter delete 11:22:33:44:55: 66




1.7.19 Setting Use or Non Use of RIP

| nput format rip flag

Par anet er flag
- enable : use

- disable : Not in use
Description Chooses to use RIP or not.
Not e Executes only in privileged node

Exanpl e $ rip enable

1.7.20 Setting to Announce Static Route in RIP

I nput f or mat rip static-supply flag

Par anet er flag
- enabl e : Announce static route

- disable : Do not Announce static route

Descri ption Sets to announce static route in RIP
Not e Executes only in privil eged node.
Exanpl e $ rip static-supply enabl e

1.7.21 Setting R p Action

| nput f or mat rip action interface action

Par anet er interface

- interface nane

action

- supply : Send and receive route

- listen : Receives route only




- disable : Neither send nor receive route
Description Sets RIP action
Not e Executes only in privil eged node.
Exanpl e rip action wi0 supply

1.7.22 Setting R P Version

I nput format rip version interface version
Par amet er i nterface
-interface nane
ver si on
- ripv2:Uses RIPv2 (multicast)
- ripvl2:Uses RIPv2 (multicast ) and RI Pvl (broadcast).
- ripvl: Uses RIPvl (broadcast).
Descri ption Sets RI P version.
Not es Executes only in privil eged node.
Exanpl e $rip version w0 ripv2
1.7.23 Setting to Use Filter
I nput format Filter flag
Par anet er fl ag
- enable : In use
- disable : Not in use
Description Chooses to use IP filter or not
Not e Executes only in privileged node
Exanpl e $ filter enable

1.7.24 Setting IP Filter

I nput format |filter add nunber actioninout [log |eve

facility.level][quick] [on

interface] [proto proto] [ from[!] address [port] to [!] address
[port] ] [flags] [with] [keep] [group]
Par amet er nunber
-0-655335 : Filter No.

action




bl ock: puts mark on the packet to be cancell ed.

- pass: Puts mark on the packet to be passed.

i nout

- in: Arule for a packet which enters frominterface and enters
RGW

- out: Arule for a packet which exits fromRGWVto interface.
| og

- log: Specifies “log” keyword to log IP filtering

- level: Specifies syslogfacility and | evel preceded by “l evel ”

keywor d

- facility: facility of syslog (auth, user, daenon)

- level: level of syslog (info, notice, warning, err...)

Transfer to host specified by sysl og command nentionedinlater
qui ck

- quick: adapts imediately to rule
on interface

- on neO] wiOl] o0 : Specifies interface

proto
- tcp/udp | udp | tcp | icnp
address
-any | 1.2.3.4/24 format | 1.2.3.4 mask 255. 255. 255. 0 f or mat
port
- port{=] '] <|>] <=| >=]| eq| ne| It | gt | le| ge}
port No
flags
- Conbi nation of TCPfl ag, FSRPAU. Can be specified during proto
tcp(F=FIN, S=SYN, R=RST, P=PUSH, A=ACK, U=URQ
wth
- with ipopts : with | P option
- with short : extrenely short packet
- with frag : fragnented packet
keep
- keep state : inplenents filtering by keep state controlling
condition of session
group

- head N : makes new group N




- group N: sets rule in group N

Description |Sets filtering for |P packet
Not e Executes only in privileged node.
Sorted according to filter No. and set in ascending order.
Exanpl e $ filter add 100 bl ock out proto tcp from100.100.0.0/16 to any port

= 80

1.7.25 Deleting IP Filter

| nput for mat

filter del ete nunber

Par amet er number

- 0-65535 : filter No
Descri ption Del etes filtering for |IP packet
Not e Executes only in privil eged node.
Exanpl e $ filter delete 100

1.7.26 Setting the Use of NAT

I nput format nat flag
Par anet er flag
- enable : Use
- disable : No use
Description Chooses use or no use of NAT.
Not e Executes only in privil eged node.
NAT function in Ethernet side will be valid when switched to
enable , factory set (wireless side: global and Ethernet side:
private).
Exanpl e $ nat enable

1.7.27 Setting map Action of NAT

| nput for mat

nat add map nunber interface addressl -> address2 [portnmap Proto

ports| proxy port portnane tag/protocol]

Par amet er

Nurber

- 0-255 : NAT No. (compn at nat add * command)
interface

- nanme of interface

addr ess1




- I P address on |l ocal side
- 1.2.3.4/ xx fornmat

addr ess?2
- | P address on gl obal side
- 1.2.3.4/ xx format

proto
- tcp/udp|udp|tcp
ports
- auto|{lower limt of port No.}:{upper lint of port No.}
f or mat
por t name
- nanme of port (eg: ftp)
tag
- tag
pr ot ocol
- protocol
Description Sets map action of NAT
Not es Executes only in privileged node.
Sorted accordi ngtonat No. commopnto nat setup and set i nascendi ng
or der
Exanpl es $ nat add map 10 ne0 10. 0. 0/ 8-> 210. 100. 100. 101/ 32 port nmap t cp/ udp

1025: 65000
$ nat add map 15 neO 10.0.0/8-> 0/32 proxy port ftp ftp/tcp

1.7.28 Setting bimap Action of NAT

| nput for mat

Par amet er

nat add bi map nunber interface addressl -> address2
number

- 0-255 : NAT No. (commn at nat add comand)
interface

- nane of interface
addr essi

- | P address on |l ocal side

- 1.2.3.4/ xx format
addr ess?2

- | P address on gl obal side

- 1.2.3.4/ xx format




Descri ption Sets bimap action of NAT

Not es Executes only in privil eged node.
Sorted according to nat No. conmon to nat setup and set in

ascendi ng order.

Exanpl e $ nat add bimap 3 ne 10.0.0.5/32 -> 210.100. 100. 101/ 32

1.7.29 Setting map-bl ock Action of NAT

I nput f or mat nat add map- bl ock nunber interface addressl -> address2 [ports
port]
Par amet er number

- 0-255 : NAT No. (common at nat add*conmand)
interface

- nanme of interface
addressi

- | P address on |l ocal side

- 1.2.3.4/ xx format
adder ss2

- | P address on gl obal side

- 1.2.3.4/ xx format

port
- auto| port No.
Descri ption Sets mapbl ock action of NAT
Not e Executes only in privil eged node.

Sorted accordingtonat No. cormbnto nat setup and set i nascendi ng

order.

Exanpl e $ nat add map-bl ock 2 ne 10.0.0.5/8 -> 210. 100. 100. 101/ 24 ports

aut o




1.7.30 Setting rdr Action of NAT

I nput format nat add rdr nunber interface addressl port port ->address2 port
port proto
Par anet er nunber
- 0-255 : NAT No. (comon at nat add* comand)
i nterface
- nanme of interface
addressi
- | P address on |l ocal side
- 1.2.3.4/ 24 format
address?2
- | P address on gl obal side
port
- Port No.
proto
- tcp/udp|tcp|udp (default value: tcp)
Description Sets rdr action of NAT
Not es Executes only in privileged node.
Sorted according to nat No. common to nat setup and set in
ascendi ng order.
Exanpl e $ nat add rdr 5 ne0 10.0.0.5/32 port 7777 -> 210. 100. 100. 101 port
20

1.7.31 Del eting NAT

| nput for mat

nat del et e nunber

Par amet er nunber
- 0-255 : NAT No.
Descri ption Del etes NAT entry
Not e Executes only in privileged node
Exanpl e $ nat delete 3

1.7.32 Setting to Choose the Use of DHCP server




| nput for mat

nat flag [interface]

Par anet er fl ag
- enable : Use
- disable : Not in Use
interface
- name of interface using DHCP server function. It assunes
ne0 when onitted. Not required during disable.
Description Chooses between use and no use of DHCP server function
Not es Executes only in privil eged node.
Distribute | P address nust be in the interface network. Refer to
limtation for details.
Exanpl e $ dhcp enabl e

1.7.33 Setting IP

Address Range to be Distributed through DHCP server

I nput f or mat dhcp pool ipaddressl ipaddress2
Par anet er i paddress 1
- Head of |P address
i paddr ess?2
- End of | P address
Description Sets range of |P address to be distributed through
DHCP server
Not e Executes only in privil eged node.
Exanpl e $ dhcp pool 192.168.0.1 192.168.0. 254

1.7.34 Setting Expiration of

| P Address to be distributed through DHCP server

| nput f or mat

dhcp expire period

Par anet er peri od
- Expiration of |P address (Second)
Description Sets expiration of I P address to be distributed through DHCP
server.
Not e Executes only in privileged node.
Exanpl e $ dhcp expire 7200




1.7.35 Setting DNS Server to be distributed through DHCP server

| nput for mat

dhcp dns add i paddress

Par anet er i paddr ess
* | P address of DNS server
Descri ption Sets DNS server to be distributed through DHCP server
Not e Executes only in privil eged node. Maxi mnumof 2 can be regi stered.
Exanpl e $ dhcp dns add 210.100. 100. 101

1.7.36 Deleting DNS Server to be distributed through DHCP server

| nput for mat

dhcp dns del ete ipaddress

Par anet er i p address
-i P address of DNS server
Descri ption Del etes DNS server to be distributed through DHCP server
Not e Executes only in privileged node.
Exanpl e $ dhcp dns del ete 210.100.100. 101

1.7.37 Setting Domain Name to be distributed through DHCP server

| nput for mat

dhcp domai n domai nname

Par anmet er domai nnane
- Domai n name
Descri ption Sets donain name to be distributed through DHCP server. Wen
domai nnane is omtted, donamin nane is not distributed.
Not e Executes only in privil eged node.
Exanpl e $ dhcp domain root-hg. com

1.7.38 Setting Default Route to be distributed through DHCP server

| nput for mat

dhcp defaul troute [defaul troute]

Par amet er defaul troute
-1 P address of default route
Descri ption Sets default route to be distributed through DHCP server. Wen
defaultroute is omtted, default route is not distributed.
Not e Executes only in privil eged node.

Exanpl e

$ dhcp defaul troute 172.30.100. 2




1.7.39 Setting DHCP Rel ay Agent

| nput for mat

dhcp relay flag

Par anet er flag
- I P address : | P address of DHCP server
- disable : Not in use

Descri ption Sets DHCP rel ay agent.

Not e Executes only in privil eged node.

Exanpl e $ dhcp relay 172.10.0.1

1.7.40 Setting to

Choose the Use of SNWVP Server Function

I nput for mat snnp flag
Par anet er flag

- enable : Use

- disable : Not in use
Descri ption Chooses use and no use of SNWP server.
Not e Executes only in privileged node
Exanpl e $ snnp enabl e

1.7.41 Setting SNVP Community Nane

| nput for mat

snmp comuni ty nane

Par anet er name
- community nane
Description Sets SNMP community nane. Up to nmaxi num of 31 characters.
Not e Executes only in privil eged node.
Exanpl e $ snnmp conmunity secret

1.7.42 Setting Location of SNW

| nput for mat

snnp location str

Par anet er str

- Character string
Descri ption Sets location of SNWP. Up to nmaxi mum of 255 characters.
Not e Executes only in privil eged node.




Exanpl e

$ snnmp | ocation 1-17-8 Ni shi kata Bunkyo- ku Tokyo Japan

1.7.43 Setting Contact of SNW

| nput for mat

snnp contact str

Par anet er str
- Character string
Descri ption Sets contact of SNWP. Up To maxi num of 255 characters.
Not e Executes only in privil eged node.
Exanpl e $ snnp contact Tarou Yamada <taro@ oot - hq. con>

1.7.44 Setting Access of SNWP

| nput for mat

snnp access [i paddress| networ k]

Par anet er i paddr ess
-ip address | "all"
net wor k
-network address wth netmask 255.255.255.0
f or mat
Description Speci fi es accessible host range to RGNV w th SNWP .
Not es Executes only in privil eged node.
Checking of IP filter is inplenented prior to checking
the setting of this access.
Exanpl e $ snnp access 192.168.0. 0 255. 255. 255.0

1.7.45 Setting SNMP TRAP

| nput f or mat

snnp trap node flag [community [port]]

Par amet er

node
- vl|v2|inform
vl:snnp vl v2:snnp v2
i nf or m NOTI FI CATI ON
flag




- I P address : host of |IP address sending the trap
- disable : not in use
communi ty
name of conmmunity used for sendi ng trap and not requiredduring
di sabl e
port
- port No. (use 162 duri ng oni ssi on) not requiredduringdisable

Description Speci fies type of trap and host sendi ngsnnptrap whenrestartedand/ or
detected invalid access.

Not e Executes only in privileged node

Exanpl e $ snnp trap v2 210. 100. 100. 101 r oot

1.7.46 Setting to Choose the Use of syslog Function

I nput for mat syslog fl ag
Par anet er flag
- enable : use
- disable : not in use
Descri ption Chooses use and no use of syslog function
Not e Executes only in privil eged node.
Exanpl e $ syslog enabl e

1.7.47 Setting Host to Transfer syslog

| nput f or mat

sysl og host ipaddress

Par anet er i paddr ess
- I P address : | P address of host to transfer syslog
Descri ption Sets | P address of host to transfer syslog.
Not e Executes only in privil eged node.
Exanpl e $ syslog host 172.10.0.1

1.7.48 Setting Facility to Transfer syslog

| nput for mat

syslog add facility |evel




Par anet er facility

kern | user | auth | authpriv | syslog

| cron | ftp | uucp | local0-7
daenon | *
| evel

emerg | alert | crit | err | warning

notice | info | debug | none | *
Descri ption Sets facility and its level to transfer syslog.
Not e Executes only in privileged node.
Exanpl e $ syslog add * info

1.7.49 Deleting Facility to Transfer syslog

| nput for mat

syslog delete facility |evel

Par anet er facility
kern | user | auth authpriv| syslog
cron | ftp | uucp | local 0-7]
daenon | *
| evel
energ | alert | crit | err | warning
notice | info | debug | none | *
Descri ption Sets facility and its level to delete syslog.
Not e Executes only in privil eged node.
Exanpl e $ syslog delete kern crit

1.7.50 Generating Host Key of SSH

| nput f or mat

with “ “? because it is hard coding]

Par anet er

ver si on
- vl : generate host key of SSHv1l
- v2 : generate host key of SSHv2

ssh keygen version [overwite<lsn't it better toencloseit

- vl12 : generate host key of both SSHvl and SSHv2




overwite

Speci fi ed when overwiting host key al ready generat ed

Descri ption Generates host key of RGW

Not es Executes only in privileged node.
It takes a while to complete this comrmand. To specify v2 and
v12, Ver 1.4.0 and latter only can be used.

Exanpl e $ ssh keygen vl

1.7.51 Setting Authentication Method of SSH

| nput for mat

ssh authentication way

Par anet er way
- passwd: password authentication is valid
- key: public key authentication is valid
- both: both password and public key authentications
are valid
Descri ption Speci fies authentication nethod of SSH
Not es Executes only in privil eged node. Factory set default: both.
Exanpl e $ ssh aut hentication key

1.7.52 Downl oadi ng Public Key of SSH

| nput for mat

ssh keyget version URL

Par amet er version
- vl : downl oad public key of SSHv1
- v2 : downl oad public key of SSHv2
URL
- URL with open key
Description Downl oads public key to RGW
Not es An access will be valid with public key downl oaded by this

command. Executes only in privileged node. To specify v2, Ver

1.4.0 and later only can be used.




Exanpl e $ ssh keyget vl http://192.168.0.12/~rgw identity. pub

1.7.53 Switching Version of SSH

| nput format ssh version version
Par amet er versi on
- vl1l: SSHv1
- v2: SSHv2
- v12: both
Descri ption Swi t ches Version of SSH
Not es An access will be valid with specified SSH versi on by
this command. Executes only in privileged node. Ver
1.4.0 and later only can be used on this comrand.
Exanpl e $ ssh version vi12

1.7.54 Setting tel net Access

[ nput f or mat access telnet [ipaddress| networKk]
Par anet er i paddr ess
- | P address | "all"
net wor k

- networ k addr ess havi ng net nask 255. 255. 255. 0 f or mat

Description Speci fi es host range possible to access to RGWwith tel net.

Not es Executes only in privileged node. Checking IP filter is

i mpl enented prior to checking setup access

Exanpl e

1.7.55 Setting http Access

I nput format access http [i paddress| network]

Par amet er

Descri ption

Not es

Exanpl e

AThi s command expl anation i s m ssing.

1.7.56 Setting nonitor Access




I nput format access nonitor [ipaddress]|network]
Par anet er i paddr ess
- IP address | "all"
net wor k
- network address having netnask 255.255.255.0
f or mat

Description Speci fies host range possible to access to RGN with
noni tor.

Not es Executes only in privil eged node. Checking IPfilter is
i mpl emented prior to checking setup access. The nonitor
is an application which displays wireless condition of
RGWt hat operates on Wndows. It can be downl oaded from
ROOT I nc. hone page.

Exanpl e

1.7.57 Setting SSH Access

I nput f or mat access ssh [i paddress| networKk]
Par anet er i paddr ess
- IP address | "all"
net wor k
- net wor k addr ess havi ng net mask 255. 255. 255. 0 f or mat
Descri ption Speci fies host range possible to access to RGWwith ssh.
Not es Executes only in privileged node. Checking IP filter is
i mpl enented prior to checking setup access.
Exanpl e
1.7.58 Save
| nput for mat save
Par anet er None
Description Saves setup contents.
Not es Executes only in privileged node. Refl ected on systemfile and
setup file is saved in command format.




1.7.59 Setting Static ARP

| nput for mat

arp add i paddress macaddress

Par anet er i paddr ess
- | P address
macaddr ess
- MAC address
Descri ption Sets entry of static ARP
Exanpl e $ arp add 10.0.0.1 11:22:33:44:55: 66

1.7.60 Del eting ARP

| nput format

arp del ete ipaddress

Par anet er i paddr ess

- | P address
Descri ption Del etes ARP entry set to | P address.
Not e Executes only in privil eged node.
Exanpl e $ arp delete 10.0.0.1

1.7.61 Loading Setup with tftp

| nput for mat

load tftp ipaddress file

Par anet er i paddr ess
-1 P address | disable
file
-l oad specified file (not required during disable)
Description Loads contents of file.
Not es Executes only in privil eged node.
When save is i npl enented after specifying tftp server with
this comrand, | oad of setup file with tftp is inplenented
during restart. To get with tftp during start, inplenent
after setup of default route, and overwite paraneters that
were al ready set.
Exanpl e

1.7.62 Cold Start

| nput for mat

cold start




Par amet er None

Description Returns equi pnent to factory default setting.

Not e Executes only in privileged node.

Restarts after returning to factory default setting.

1.7.63 Updating Firmware

I nput for mat update url

Par anet er ur |
- URL of file to be downl oaded

Descri ption Downl oads file and update firmare.
Not e Executes only in privil eged node.
Exanpl e

1.7.64 Setting Date and Ti ne

I nput format date yyyy/nmm dd HH: MV
Par anet er yYyyy
- Year
nm
- Month
dd
- Day
HH
- Hour
MM
- Mnute
Description Sets date and tine.
Not e When this command is set, it is reflected on system
Exanpl e $ date 2000/ 12/24 12: 30

1.7.65 Restart

| nput for mat restart

Par amet er None

Descri ption Restarts system




Not es

Executes only in privileged node. This function is possible by

r eboot .

1.7.66 Cearing ARP Cache

| nput for mat clear arp

Par anet er None

Descri ption Cl ears ARP cache tabl e.

Not e Executes only in privil eged node.

1.7.67 D splaying Host Nane

| nput for mat

show host nane

Par anet er None
Description Di spl ays host nane regi stered in system
Not e

1.7.68 Displaying | P Address

| nput for mat

show i p address

Par anet er None
Description Di splays | P address registered in system
Not e Di splays | P address allocated to wireless and ethernet

1.7.69 Displaying Static Route

| nput for mat

show ip route

Par anet er None
Descri ption Di splays static route registered in system
Not e Does not display route that i s automatically generated by kernel

(route to directly connected network etc.).

1.7.70 Displaying Lease Status of DHCP server

| nput for mat

show dhcp

Par anet er

None




Descri ption

Di spl ays | ease status of DHCP server

Not e

None

1.7.71 Displaying Filtering

| nput f or mat

show filtering

Par anet er None

Descri ption Di splays status of filtering (Nunber of packet that natches
rul e).

Not e Head nunber of each rule is nunber of packet that matches rule

and is not afilter nunber. To display filter nunber, use show

setup conmmand.

1.7.72 Displayi ng ARP Cache Tabl e

| nput for mat show arp

Par anet er None

Description Di spl ays ARP cache table.
Not e

1.7.73 Displaying Elapsed Tine from Start

| nput for mat

show upti ne

Par anet er None
Descri ption Di spl ays el apsed time fromstart.
Not e

1.7.74 Displaying Firmvare Version

| nput format

show ver si on

Par amet er

None

Descri ption

Di spl aysthiscomuandlineshell andinformtionon OSversion.

1.7.75 Displaying Date and Tine




| nput for mat

show dat e

Par anet er

None

Descri ption

Di spl ays present date and tine.

1.7.76 Displaying Wreless Signal Strength

| nput for mat

Show wi rel ess signal strength

Par anet er None
Descri ption Di spl ays wirel ess signal strength.
Not e

1.7.77 Displaying Wreless Setting

| nput f or mat

Show wi rel ess status

Par anet er None
Description Di spl ays wirel ess status
Not e This command is i ntended to display status of internal driver as

mai nt enance purpose. To confirm setting value use show setup

conmand.

1.7.78 Displaying Access Point Mde on Wreless Infrastructure

| nput for mat

show wi rel ess AP

Par anet er None
Descri ption Di spl ays Access Point node on wireless infrastructure.
Not e This command displays to confirm Access Point node on

i nfrastructure.

1.7.79 Displaying SNVP Setting

| nput for mat

show snnp

Par amet er

None

Descri ption

Di spl ays SNMP setting.




Not e

1.7.80 Displaying SSH Setting

| nput for mat show ssh

Par anet er None

Descri ption Di spl ays SSH st at us.
Not e

1.7.81 Checking Contents of Setting

| nput for mat show set up
Par anet er None
Descri ption Checks contents of setting

1.7.82 Checking Saved Contents of Comrand For nat

I nput format show config

Par anet er None

Description Checks saved contents of command fornat.
Not e

1.7.83 ping

| nput for mat pi ng | paddress

Par anet er | paddr ess

- | P address of renote side

Descri ption | ssues | CVP Echo to | P address of renote side.

Not e

1.7.84 Log CQut

| nput for mat quit or exit

Par amet er None

Description Logs out from comand |ine shell




Not e

1.7.85 Mwing to Privileged Mde

| nput for mat

adm ni strator

Par anet er None
Descri ption Moves to privil eged node.
Not e

1.7.86 Displaying Conmmand Hel p

| nput for mat

hel p conmand

Par amet er

None

Descri ption

Di spl ays hel p of comrands.

1.7.87 Referring to History

| nput f or mat hi story
Par anet er None
Descri ption Di spl ays present history.

Not e




Not e

The conmand |ine shell can be i npl enented through serial line, telnet, or SSH, but
foll owi ng nessage is displayed when nultiple nunbers of command line shells are

oper ated si mul t aneously.

WARNI NG anot her adninistrator is still alive (Detected when conmmand |ine shell is

al ready in operation)

ATTENTI ON: Two or nore admini strator are activenow!! (Displayedto all command | ine

shell in operation)

When a separate setting is inplenmented sinultaneously a setting which can not be
anti ci pated nmay occur. In such case, it is recommended to i npl enent mi ni mum anount
of settings then restart.

The command |ine shell observes non-communication time when there is no input for
approxi mately 300 seconds, the session is shutdown autonatically.

However, non-comruni cation observation is not inplenmented during operation of each
comand.

1.8 Limtations

The command |ine shell has following linitations:

1.8.1 DHCP
To start DHCP it is required to set each item of DHCP and press comrand
"$ dhcp enable."

1.8.2 Ohers

Pl ease refer to "4. Tips and Hints for Setup."



3. Factory Default Settings

The settings when | eaving our factory are as foll ows:

Data Settings Content s
User Mbde user nane "adm n"
User Mbde Password "adm n"
Privil eged Mbde Password "adm n"
Host Nane rgw

| P Address and Net mask

Et hernet Side: 172.30.100.2/24
Wreless Side: 10.12.1.2/24

Static Route

None

Default Route 10.12.1.1
Access Contr ol None

Rl P Not Used

SNVP Used. No trap.
DHCP Not Used

IP Filter Not Used

MAC Address Filter Not Used

NAT Not Used
SYSLOG Not Used

Load Tftp Not Used

SSH: Versi on i npl enent ed SSHv1

SSH. Cenerating Host Key Not GCenerated
SSH: Publ i ¢ Key Downl oad Not Set

SSH: Aut henticati on Met hod

Passwor d Aut henti cati on/ public key Aut henti cati on

Wrel ess Conmuni cati on Mode

Ad- Hoc Mode




4. Tips and Hints for Setting Up

A various knacks for setting up RGN are described in this chapter:

4.1 Wreless

4.1.1 Conmuni cation Mde

In wirel ess conmuni cati on of RGN there are 2 nodes: Ad infrastructure.

The swi tching for these are i npl enent ed by usi ng wi rel ess set up of command |i ne shel | .

The factory default setting is in Ad-hoc, and to change to infrastructure node an

Ad- hoc node is inpl enented.

wireless port 1

wireless BSS AP
mode enable

wireless port 3

wireless BSS AP

mode disable

Access Point

In order to nake RGWto Access Point of infrastructure node, it is inplenented by
wi rel ess BSS AP node enabl e command fr omAd- hoc node. However, you nmust save & reboot
after that. After restart, it operates as Access Point of infrastructure node, so
t hat make required settings, and save. This enables to keep the setting of RGWas

Access Point of infrastructure node.
Following is sumary of switch over to infrastructure node:

-1. Various settings



-2. wireless BSS AP node enabl e
-3. save ( store setting)

-4, reboot ( restart RGW)

-5. After restart, other settings

-6. save ( store setting )

(Note: Evenif nochangeis nmadein"5. other settings", pl ease make sure to i npl enent

"6. save.")

It is not possibletodirectly switch Access Point of infrastructure node to Station
of infrastructure node.

It is necessary once to switch Access Point to Ad-hoc node fromwi rel ess BSS AP node
di sabl e.

The foll owi ng steps are nade to switch fromAccess Point of infrastructure node to
Ad- hoc node:

-1. wireless BSS AP npde
di sabl e

-2. save ( store setting)

-3. reboot ( restart RGW)

-4, After restart, save
( store setting )

(Note: Pl ease nake sure to

"4, save" after restart.)
The wi rel ess port conmand i s used to switch Ad- hoc node and St ati on of infrastructure
nmode. Use of this command i medi ately switches t he node of RGW, and there i s no need

to restart.

Pl ease not e t hat when above swit chi ng of nodes are made with wirel ess | i nkseAt he | i nk

wi Il be di sconnected when operation switch over.

On Access Point of infrastructure nmode, there are following limtations:

* * On wireless relay, MAC address filter and IP filter do not work.

* * There i s no roam ng function. The RGN does not support an Ext ended Service



Set (ESS).

* * Thewi reless transfer rate depends onthe settings ontheclient station side.
That is why it is not possible to set the wirel ess txrate conmand i n AP node.
Al so, when Access Point i s observed by nonitor program the transfer rate does
not indicate a valid value. (does this nmean that the transfer rate observed
by the nmonitor programis i naccurate, or that the invalid value ‘0 is shown?)

* * The possible link of Station is 200 naxi num

Since, oninfrastructure node flowof beacon and control data, general, anthe act ual

rate is | ower than Ad-hoc node.

4.1.2 WEP

It is possibletoencrypt the data (MPDU) that RGWtransnmits on air. In order to code
this, WEP (Wred Equival ent Privacy), a secret key nethod can be used. Up to 4 keys
can be regi stered for each RGN Since VEP requi re codi ng and conpoundi ng processes,
anactual transfer rate may bel oweredi nconpari sonw t hout usi ngthe WEP. For details,

pl ease refer to our hone page.

4.1.3 Wrel ess Rel ay

A single unit of RGWenables wirel ess packet rel ay.

There are 2 nethods for rel ayi ng:

When wirel ess port type is Ad-hoc, relay is in IP |ayer.

On infrastructure node, Access Point inplenents relay in MAC | ayer.

However, relay with a single unit becones a transfer using a sanme wi rel ess channel
as actual rate is |lowered to bel ow 1/ 2.

On relay in IP layer, the station inplenmented must set in an order as not to send
out I1CWP redirect.

Dependi ng uponits condition, host routingbecones required. For details, pleaserefer
to our home page.

Onrelay in MAC | ayer, please note that IPfilter and MAC address filter do not work

at the station inplenenting relay.



By using 2 units of RGWIinked both with Ethernet, each RGWis enable to be used with
di fferent wirel ess channel s, sothat generally an actual rateincreases thanrel aying
with a single RGW

4.2 Fire Wl

4.2.1 1P Filter
The syntax of IPfilter rule is explainedinthe previous chapter, but terns of each

paranmeter w th exanples are nentioned here:

Once nore, syntax of filter rule is indicated:

filter add number action inout [log level facility.level] [quick] [on interface]
[proto proto] [fronf!] address [port] to [!] address [port]][flags][wth]

[ keep] [ group]

Each filter rule has a nunber, and |IP packet received by RGWVis assessed in order
by all rules. And, it is processed accordingly to finally matched rule ( There are
exceptions which is nentioned |ater).
The IP filter of RGWis set to default permt (pass). In other words, a packet do
not matches to any rule is pernitted.
Inaddition, filter nunber having order and rul e sequence t o set RGWi s an i ndependent

one.

* For action, set "pass" or "block", and when it matches the rul e specify action of

ei ther pass or cancel.

* For inout, set "in" or "out

of RGW

, and specify either packet going in RGWor goi ng out

filter add 10 block in fromany to any

filter add 11 pass in fromany to any



When these 2 rul es are specified, all packets received by RGWinitially checks rule
No. 10. Al'l packet nat ches and becones acti on of bl ock(cancel ). Furthernore, rul e No. 11
is checked next. Al packet matches at No. 11l and beconmes action of pass (pass).

From above results, operation (pass) of rule No.11 which finally matched is

i npl enented. After all, in case of above 2 rules all packet passes.

* For quick, it is possibleto specify "quick." Wen a packet natches rul e specified
"qui ck", this packet is not assessed in later filter rule.

For exanpl e, in order to RGNt o un-pass packet fromhost 192. 168. 1. 2, when recei ved
packet fromthis address, block it, and there is no |l onger a need to check the rule.
I n such a case, by specifying qui ck keyword an actionis inmedi ately appliedin case
it matches it.

filter add 15 block in quick from 192.168.1.2 to any
filter add 16 pass in fromany to any

Inthissetting, the packet from192.168.1.2is bl ocked (bl ock) by rul e No. 15 speci fi ed
by qui ck.
In the next rule No.16, it is intended to pass all packets, but packet matched to

rule No.15 is specified as quick, checking of next rule is not applied.

*On"oninterface", it is possible to specify wiO (w reless side) and ne0 (et hernet
side). Al so, | 00 (I oopback devi ce) can be specifiedtoo. Oninternal RGV it possesses
| P address 127.0.0.1 in device 100, and it is used for internal process.

It is not possible to access externally to this address. On the contrary, please
note that an troubl e may occur to operati on of RGNWwhen any access i s bl ocked (bl ock)
to 127.0.0.1 of device 100. Wen this "on interface" keyword does not exist, all

interface, ne0, wi0 and | 00, become the target.

filter add 20 pass in quick on 100 fromany to 127.0.0.1
filter add 21 block in from 192.168.0.0/ 16 to any

filter add 22 pass in on wi0 from 192.168.0.0/24 to any
filter add 23 bl ock out on ne0 from172.16.0.0/12 to any

On rul e No.20, an access of |oop back device is imediately pernitted.



On rule No.2l1, the packet is blocked (block) from address for private network
192.168.0.0/16 that is already reserved.

The wirel ess side (wi 0), however, is |linked to network of 192.168.0.0/24 so that on
No. 22, pass is specified only in 192.168.0.0/24.

Sinceit follows finally matched rule, the rule up to this point, for exanpl e, when
packet from192. 168. 0. 3cones fromwi r el ess si de becones pass, but packet fr omEt her net
side and/or 192.168.1.2 is bl ocked (bl ock).

The rul e No. 23 is to prevent packet fromaddress 172.16.0.0/12 for reserved private
network to going to Ethernet side

On proto, is possible to specify "tcp/udp", "tcp", "udp", or "icnp", and based on
these protocol classifications the filter rule can be set. Wien there i s no proto,
it matches all classifications. In the exanple below packets tcp and udp from

Et hernet side passes (pass), but icnmp fromEthernet side is bl ocked (bl ock).

filter add 40 pass in on neO proto tcp/udp fromany to any

filter add 41 block in on ne0 proto icnp fromany to any

* As you understand al ready, the rul e can be set on packet by specifying | P address
and/ or network such as from and to.

Al so, "any" which expresses all hosts can be specified.

On port, port nunber for TCP/UDP can be specified, and filter rule specified with
specific port can be set. The port is valid in TCP and UDP packets. Al so, when port
is not specifiedall ports becones the target of rule. Inthe foll owi ng exanple, TCP

packet directed to port No.80 fromw rel ess side passes (pass).

filter add 50 pass in on w0 proto tcp fromany to any port = 80

On flags, it is possible to specify F(FIN), S(SYN, R(RST), P(PUSH), (ACK),
U URG of TCP flag, and it is also possible to set filter rule according
to type of flags. The packet of TCP flag which do not match specified in
flags do not match filter rule.



Onwith, it ispossibletospecify"ipopts","short",or "frag." i popt can det ect packet
having | P option on | P header. short can inproperly detect

packet with short IP header. frag can detect fragnented |IP header.

filter add 60 block in quick fromany to any with short

Inthis filter rule, packet with inproperly short | P header is i medi ately bl ocked
(bl ock).

When keep stateis specified, it ispossibletoset filter rulecontrollingthe status.
When keep state is specified, a new TCP session is settled and i nformation of this
session is stored internally. And the packet after this session whichis stored in
RGW can inplenent to pass without having to check with separate filter in both
directions. Even in case of UDP packet when keep state is specified, |P address and
port No. of UDP packet is stored in nmenory for 600 seconds, and can pass only UDP
packet of reverse directionw th sane | Paddress and port No. Onicnp, when keep state

is specified, the reply in respect to this icnp can pass for 600 seconds.

filter add 70 pass out quick on neO proto udp fromany to any keep state
filter add 71 pass out quick on neO proto tcp fromany to any flags S keep state

filter add 72 block in quick on ne0 proto tcp fromany to any flags FUP

On rule No.70, it passes (pass) udp packet going out to Ethernet side,

and passes (pass) udp packet of this response for 600 seconds.

On rule No.71, it passes (pass) tcp packet with S flag going out to Ethernet
side, and after that passes (pass) packet of session input/output w se.

On rule No.72 when a packet of flag F(FIN), UURG, P(PSH) cones from Et hernet
side, it is imediately bl ocked (bl ock). However, it does not reach this rul e when

the status is controlled in rule fromprevious checking of No.70 and 71

The head is an indicator to give discrimnnation nunber to the packet that natches
filter rul e. The packet which mat ched thi s rul e checks discrimnationnunber by filter
rule inthe group. Wth these head and group, group of filter rul e can be generat ed.
I n addition, by specifying quick on filter rule with this head, after checking the
rule with sane group of that discrimnation nunber, checking of other rules is not

appl i ed.



filter add 100 pass in on ne0 fromany to any

filter add 101 bl ock in quick on ne0 from 192.168.0.0/24 to any

filter add 102 bl ock in quick on ne0 from 172.16.0.0/12 to any

filter add 110 bl ock out on wi0O fromany to any

filter add 111 pass out quick on wi 0O proto tcp/udp fromany to any flags S keep state
filter add 112 pass out quick on wiO proto icnp fromany to any keep state

When above set of rule is optimzed by head and group, it becones as foll ows:

filter add 100 pass in on ne0 fromany to any head 1

filter add 101 block in quick on ne0 from 192.168.0.0/24 to any group 1

filter add 102 block in quick on ne0 from172.16.0.0/12 to any groupl

filter add 110 bl ock out on wi0O fromany to any head 2

filter add 111 pass out quick onwi O proto tcp/udp fromany to any flags S keep state
group 2

filter add 112 pass out quick on w0 proto icnp fromany to any keep state group 2

On set of rule optimzed by head and group when rul e No.100 matches

first, rules No.101 to 102 are checked in order. The rules No.101 to 102

are specified by quick so that it is imediately bl ocked (bl ock) when

mat ched. When it does not matchtherules fromNo. 101to 102, it is inmedi ately passed
(pass) fromrule of No.100

The packet going out to wireless side (wi0) do not match rule of No. 100,

so that the next rul e to be assessed beconmes No.110. Wien it matches rul e of No. 110,
rul es of No.111 and 112 are checked in order. Wen it matches

each an action appropriate to each rule is applied. Wen it does not

match rul es of No.111 and 112, the bl ock of action of No.110 is applied.

As you can see grouping of filter rule by use of head and group enables

better conprehension of conplex set of rules as well as inprovenment of filtering
per f or mance.

In addition, the values specified in head and/or group is not relevant

to filter nunber.



4.2.2 NAT

EGW
al network
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In the above network configuration, in order to access to gl obal side
fromclient linked to network of private side, it is made possible with

foll owi ng command:
nat add map nnn wi 0 172. 30.100.0/24 -> 10.12.1.2/32

On this conmand, the internal dispatch |IP address (172.30.100.0/24)

is rewitten to 10.12.1.2 in RGWVand goes out to the gl obal side.

However, the port nunber of dispatch packet of TCP/UDP do not change.

I n order to avoi d overl ap di spatch port nunber, it i s changed by speci fyi ng keyword,

por t map.
nat add map nnn wi 0 172. 30. 100. 0/ 24 -> 10. 12. 1. 2/ 32 portnap tcp/ udp 20000: 30000
On this conmand, on top of change of | P address of TCP and UDP packets, the di spatch
port nunber enables to change in the range of 20000 to 30000.
As for range of port nunber for portnap keyword, it is possible to specify in auto.
This comand works simlarly to the foll ow ng:

nat add rmap nnn wi 0 172.30.100.0/24 ->0/32 portmap tcp/udp 20000: 30000

Al'so, it is known that several application protocols do not work within NAT. The NAT



in RGNcorresponds with proxy to ftp, and access is possible for client without the

need to change to passive nbde by using followi ng command:

nat add map nnn wi 0 172. 30. 100. 0/ 24->0/ 32 proxy port ftp ftp/tcp

To summari ze above the rule for NAT in general is as foll ows:

nat add map 10 wi 0 172.30.100.0/24 -> 0/32 proxy port ftp ftp/tcp
nat add map 11 wi 0 172.30.100.0/24 -> 0/32 portmap tcp/udp auto
nat add map 12 wi 0 172. 30.100.0/24 -> 0/ 32

Each rul e of NAT is assessed in nunerical order. For exanple, when comrand No.12 is
speci fied before No.10, all packet going out to global side from 172.30.100.0/24

changes only I P address so that expected operation of NAT will not be obtained.
The packet of icnmp changes only the I P address so that for exanple, the
pingincontrary frommultipleclients to sane host at gl obal side is responded only
to initially demanded client.

It is possible to reach fromglobal side by setting server on inner side of NAT.

nat add bi map 100 wi 0 172.30.100.3/32 -> 10.12.0.2/32

Fromthis comand an access to 10.12.0.2 from outsi de of NAT corresponds
to access of host 172.30.100.3 of inside NAT.

On bi map, spoof to host is possible, but onrdr, spoof of service becones possible.

For exanpl e:

nat add rdr 101 wi 0 10.12.0.2/32 port 80 -> 172.30.100.4/32 port 8000

Wth this command, an access to port No. 80 of 10.12.0.2 from outside
of NAT becones access to host port No.8000 of 172.30.100.4 of inside NAT
Wth this rdr, it is possible during each port (each service) to distribute

packet to separate port of separate host.



Not e: The packet entering RGWi npl ements address change of NAT before
process of IP filter. On the other hand, packet going out of RGWNI nplenments

process of IP filter before address change of NAT.



