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This report is governed by, and incorporates by reference, the Conditions of Testing as posted at the date of issuance of this report at
http://www.bureauveritas.com/home/about-us/our-business/cps/about-us/terms-conditions/ and is intended for your exclusive use. Any copying or replication of this report
to or for any other person or entity, or use of our name or trademark, is permitted only with our prior written permission. This report sets forth our findings solely with respect
to the test samples identified herein. The results set forth in this report are not indicative or representative of the quality or characteristics of the lot from which a test sample
was taken or any similar or identical product unless specifically and expressly noted. Our report includes all of the tests requested by you and the results thereof based
upon the information that you provided to us. Measurement uncertainty is only provided upon request for accredited tests. Statements of conformity are based on simple
acceptance criteria without taking measurement uncertainty into account, unless otherwise requested in writing. You have 60 days from date of issuance of this report to
notify us of any material error or omission caused by our negligence or if you require measurement uncertainty; provided, however, that such notice shall be in writing and
shall specifically address the issue you wish to raise. A failure to raise such issue within the prescribed time shall constitute your unqualified acceptance of the
completeness of this report, the tests conducted and the correctness of the report contents.

Report No.: RFBEIH-WTW-P25080111-2 Page No. 1 / 46 Report Format Version: 6.1.1




TV
()
& 12
S >)
a H

Table of Contents
Release Control RECOId.............iiiiiiiiicccieeiris s iss s sssssse s resss s ssssss e s e e e s s s s s mns e e e e eesas s s smmsneenesasssnnmesensnnsnnssnnnns 4
1 Certificate of CONfOrMItY.......ccccciiiiiiiiicrrr s e e e ssmn e e e e e e s samnnn e e e e snnnnn 5
2 Summary of TeSt RESUILS .......eciiiiiiiicccccriri et s e sm s e s e s s snmn e e e e e e s e smmnn e e e e e nnnnnn 6
2.1 Measurement UNCEIAINTY ... e e e e e e e e e s e s e e e e e e e e ennreneeeas 9
D2 7 (o To 1) Tox=1 i o] T 2=Tot o] o [PPSR 9
3 (€= 0 L=T - 1IN 10 e g 4 P 1T o T PSR 10
3.1 General Description Of EUT ......ouiiiiiiii e e e e e e e e et e e e e e e e ennreaeeeas 10
3.2  General Description of Applied Standards ............cccuveiiiie i 11
4 1T = o 0T =Y g 1= | OSSN 12
4.1 CBSD MEASUIEIMENT .......eiiiiiiiiie ettt e e e ettt e e e e e et e e et e e e e e s s b e be e et aaeessaassbseeeaaeeesannsrneeeaeeeean 12
4.2  CBSD TESt PrOCEAUIE ...ttt e e ettt e e e e e s et e e et e e e e s satabbeeeaaaeesaenseneeeaaeeean 12
4.3 TESEENVIFONMENT ..cooiii et e e e e e e e e e e e s s et ee et e e e e e sassabeeeeeaeeesansrsrneeeaaeeean 12
S 1Y 1 =Lo 10T 0 0 =Y o PSSP 13
T =Y A0 1= (U o SRR 13
4.6 TESTRESUIS ... .ot e e e e e e e e e e e s e e et e e e e e e e e aa——raeaeeeeaaarararaaaaaaean 14
4.6.1 CBSD RegGIStration PrOCESS ......ccoiieiiiiiie ettt e e e e e et e e e e e e e e sennraeeeaeeeean 14
46.1.1 WINNF. FT.C.LREG.T ... ittt ettt e et e e st e e st e e ssteesseeesnteeenseeesnteeensseesnneens 14
46.1.2 WINNF.FT.C.LREG.. ... .ottt ettt et e s e sat e e e steestaeesnteeesaeesnseeenseeesnneenns 15
46.1.3 WINNF.FT.CLREG........ooi ittt ettt ettt et e e st e e s st e e e nteessaeesnteeesaeesnseeensseesnneenns 16
46.14 WINNF. FT.C.REG.T0. . eii ittt ettt et e st e et e e s e e ssteesnseeesnteeesaeesnseeeanseesnneeans 17
46.1.5 WINNF. FT.C.LREG.T2... oottt ettt e ettt e e e e e sae e e s steestee e snteeesaeesnseeeanseesnneeans 18
46.1.6 WINNF. FT.CLREG.T4 ...ttt ettt s e e et et e e s ste e stee e snteeenseeesnseeeanseesnneeans 19
46.1.7 WINNF. FT.C.REG.T6.....ei ittt ettt et sete e e e e st e e s steesntee e snteeaseeesnseeensseennnenans 20
46.1.8 WINNF. FT.C.REG.T8.. .ottt ettt et e e e et e e enteestee e snteeesaeesnseeeanseesnneeans 21
4.6.2 CBSD SpecCtrum Grant PrOCESS .........uviiiiieiiiiiciieeit ettt s e e e e e e st ee e e e e e s snnraeeeaeeeean 22
4.6.2.1 WINNF FT.C.GRA LT ittt ettt e et e e st e e s ateeasteesseeesnteeanseeesnseesasseeanneens 22
46.2.2 WINNF.FT.C.GRALZ ..ottt ettt et ee e st e e s st e e s steesbeeesnteeeseeesnseeeaseeeanneenns 23
4.6.3 CBSD Heart BEat PrOCESS ......ccciiiiiiiiiiiiee ettt e e e e e e e e e et e e e e e e e s aennrreeeaaeeean 24
4.6.3.1 WINNF. FT.CLHBT. T ettt ettt ettt et st e s st e e enteessaeesnteeesaeesnseeensseesnneenns 24
4.6.3.2 LT N LA I O | PSSR SUSRTR 26
46.3.3 WINNF.FT.CLHBT.A ..ottt ettt et e e st e s st e e e nteesseeesnteeesaeesnseeeasseesnneenns 27
46.34 WINNF FT.C.HBT.S ittt ettt sttt e e et e e st e e snteeesaeesnseeeaseeesnneenns 28
46.3.5 WINNF.FT.CLHBT.G .ttt ettt et s e sat e e s steessaeesmteeesaeesnseaensseesnneenns 29
46.3.6 LT N LA I O 1 SRR TRTR 30
4.6.3.7 WINNF. FT.C.LHBT.O ittt et e s e e sate e et e e s seeesnteeanaeesnseeensseesnneenns 31
46.3.8 WINNF.FT.CLHBT. MO ittt sttt ettt e e sse e e s nteesseeesnteeeseeesnseeennseesnneens 32
4.6.4 CBSD MeasuremMeNnt REPOI.........cccuuuiiiiiiie ettt e e e e e st e e e e e e ss b e e e e e e e e e sannrreeeaaeaean 33
4.6.4.1 WINNF. FT.CIMES. T ittt e et e st e e s st e e e steesbeeesnteeeseeesnseesaseeeanneens 33
4.6.5 CBSD RelinqQUISNMENT PrOCESS..........uuiiiiiiiei ittt e e e e e e e e e raneeaaae s 34
4.6.51 WINNF. FT.C.RLQLT ittt e e ettt e e e ettt e e e st e e e e st e e e e e snbeee e e sneeeeenneeas 34
4.6.6 CBSD Deregistration PrOCESS .........c..uviiiiiieeii ittt e ettt e e e st e e e e e e s et a e e e e e e e e s aennnreeaaaeenan 35
4.6.6.1 WINNF.FT.C.DRG.T ..ttt ettt ettt e et e st e e est e e snteesteeesnteeasaeesnseesanseesnneens 35
4.6.7 CBSD Security Validation ...........coiiiiiiiiiiii et e s e e e e e e e et e e e e e e e e e e e aae e s 36
46.71 L0 N A I O 0 T USROS 36
46.7.2 WINNF FT.C.SCS.2. .ottt ettt e et e et e e st s st e e s st esseeesnteeasaeesnseeeasseesnneens 37
46.7.3 LT N A I O 0 T PSSRSO URRR 38
46.7.4 WINNF. FT.C.SCS ...ttt ettt et e e st e st e e s steesteeesnbeeaseeesnseeeaseeesnneenns 39
46.7.5 WINNF FT.C.SCS 5. ittt ettt et e et e e st e e s st e e e steesteeesnteeaseeesnseaenseeesnneenns 40
4.6.8 CBSD RF POWEr MEASUIMEMENT ......uuiiiiiiiie e ittt e e e e e sttt e e e e e e st e e e e e e e s b e e e e e e e e e sennnaeeeaaaeaan 41
4.6.8.1 LT N LA O = e SR SURRTR 41
5 Pictures of Test ArrangemeEnts..........cccciiiiiiicciiemrrennisssssssre e e s s ssmsr s e e e s s s s smn e s e e e es s s s s ssnmne e e e ennnsssnns 45

Report No.: RFBEIH-WTW-P25080111-2 Page No. 2 / 46 Report Format Version: 6.1.1




RUVE

B
TRy
UL

7828

BUREAU
VERITAS

6 WINNFOIUM LOGS ...t smsr s e amm s e e e e an e e e e e e e n s nnnn 45

Appendix — Information of the Testing Laboratories ...........ccccuroierrieccemrsccer e e 46

Report No.: RFBEIH-WTW-P25080111-2 Page No. 3 / 46 Report Format Version: 6.1.1



7828
BUREAU

Release Control Record
Issue No. Description Date Issued
RFBEIH-WTW-P25080111-2 | Original release 2025/12/19
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1 Certificate of Conformity

Product: Moso Canopy 5GOD2
Brand: Sercomm / Moso networks
Test Model: SCP5173P
Sample Status: Engineering sample
Applicant: Sercomm
Test Date: 2025/9/19 ~ 2025/12/18

Standards: WINNF-TS-0122 V1.0.2
ONGO-TS-9001 V1.3.0

The above equipment has been tested by Bureau Veritas Consumer Products Services (H.K.) Ltd.,
Taoyuan Branch, and found compliance with the requirement of the above standards. The test record, data
evaluation & Equipment Under Test (EUT) configurations represented herein are true and accurate accounts

of the measurements of the sample’s RF characteristics under the conditions specified in this report.

> ~
Prepared by : CL\ M e (J\l\"\)\ , Date: 2025/12/19

Celine Chou / Senior Specialist

Approved by : ch rems) LA , Date: 2025/12/19
Jeremy Lin / Project Engineer
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Summary of Test Results

WINNF-TS-0122

Classes Test Case Items Pass ltems Pass Rate (%)
FT(CBSD, DP/CBSD) 26 26 100
PT(CBSD, DP/CBSD) 1 1 100

Total 27 27 100

Note:
Functional Test (FT): Test to validate the conformance of the Protocols and functionalities implemented in
the CBSD/DP UUT to the requirements developed by WinnForum and supporting FCC/DoD requirements.
Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various traffic

models and actual operations in the field.

1.

2.

Supported Features in details:

WINNF-TS-0122 Test Case
Definitions Test Case ID Supported
C1 WINNF.FT.C.REG.1 Yes
C2 NA No
C3 WINNF.FT.C.REG.5 Yes
Cc4 WINNF.FT.C.MES.1 Yes
C5 NA No
C6 NA No
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WINNF-TS-0122 Test Case
Section Test Case ID Test Case Title Test Result
6.1.4.1.1 | WINNF.FT.C.REG.1 Multi-Step registration Pass
6.1.4.1.2 | WINNF.FT.D.REG.2 Domain Proxy Multi-Step registration NA
6.1.4.1.3 | WINNF.FT.C.REG.3 Single-Step registration for Category A CBSD NA
6.1.4.1.4 | WINNF.FT.D.REG.4 Domain Proxy Single-Step registration for Cat A CBSD NA
6.1.4.1.5 | WINNF.FT.C.REG.5 Single-Step registration for CBSD with CPI signed data Pass
6.14.1.6 | WINNF.FT.D.REG.6 ggT;gnzgoggtgingle-Step registration for CBSD with NA
6.1.4.1.7 | WINNF.FT.C.REG.7 Registration due to change of an installation parameter NA
6.1.4.2.1 | WINNF.FT.C.REG.8 Missing Required parameters (responseCode 102) Pass
6.1.4.2.2 | WINNF.FT.D.REG.9 52;2?23':2’;‘3’6'\"1%32?9 Required parameters NA
6.1.4.2.3 | WINNF.FT.C.REG.10 | Pending registration (responseCode 200) Pass
61424 | WINNF.FT.D.REG.11 2D(())8;ain Proxy Pending registration (responseCode NA
6.1.4.2.5 | WINNF.FT.C.REG.12 | Invalid parameter (responseCode 103) Pass
6.1.4.2.6 | WINNF.FT.D.REG.13 | Domain Proxy Invalid parameters (responseCode 103) NA
6.1.4.2.7 | WINNF.FT.C.REG.14 | Blacklisted CBSD (responseCode 101) Pass
6.1.4.2.8 | WINNF.FT.D.REG.15 | Domain Proxy Blacklisted CBSD (responseCode 101) NA
61429 | WINNF.FT.C.REG.16 l#gg)upported SAS protocol version (responseCode Pass
6.1.4.2.10 | WINNF.FT.D.REG.17 Pe‘;?(‘;"r']’;:é%’éye%%‘;ppo”ed SAS protocol version NA
6.1.4.2.11 | WINNF.FT.C.REG.18 | Group Error (responseCode 201) Pass
6.1.4.2.12 | WINNF.FT.D.REG.19 | Domain Proxy Group Error (responseCode 201) NA
6.1.4.3.1 | WINNF.FT.C.REG.20 | Category A CBSD location update NA
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WINNF-TS-0122 Test Case

Section Test Case ID Test Case Title Test Result
Unsuccessful Grant responseCode=400

6.3.4.2.1 | WINNF.FT.D.GRA.1 (INTERFERENCE) Pass
Unsuccessful Grant responseCode=401

6.3.4.2.2 | WINNF.FT.C.GRA.2 (GRANT_CONFLICT) Pass

6.4.4.1.1 | WINNF.FT.C.HBT.1 Heartbeat Success Case (first Heartbeat Response) Pass

64412 | WINNF.ET.D HBT.2 Domain Proxy Heartbeat Success Case (first NA
Heartbeat Response)

6.4.4.21 | WINNF.FT.C.HBT.3 Heartbeat responseCode=105 (DEREGISTER) Pass
Heartbeat responseCode=500

6.4.4.2.2 | WINNF.FT.C.HBT .4 (TERMINATED_GRANT) Pass
Heartbeat responseCode=501

6.4.4.2.3 | WINNF.FT.CHBT.S | 5,SpENDED GRANT) in First Heartbeat Response Pass
Heartbeat responseCode=501

6.4.4.2.4 | WINNF.FT.C.HBT.6 (SUSPENDED_GRANT) in Subsequent Heartbeat Pass
Response
Heartbeat responseCode=502

6.4.4.2.5 | WINNF.FT.C.HBT.7 (UNSYNC_OP_PARAM) Pass
Domain Proxy Heartbeat responseCode=500

6.4.4.2.6 | WINNF.FT.D.HBT.8 (TEMINATED GRANT) NA

6.4.4.3.1 | WINNF.FT.C.HBT.9 Heartbeat Response Absent (First Heartbeat) Pass

6.4.4.3.2 | WINNF.FT.C.HBT.10 Heartbeat Response Absent (Subsequent Heartbeat) Pass

6.4.44.1 | WINNF.FT.C.HBT.11 Successful Grant Renewal in Heartbeat Test Case NA

6.5.4.2.1 | WINNF.FT.C.MES.1 Registration Response contains measReportConfig Pass

65422 | WINNF.FT.D.MES.2 Domain Proxy Re_'gistration Response contains NA
measReportConfig

6.5.4.2.3 | WINNF.FT.C.MES.3 Grant Response contains measReportConfig NA

6.5.4.2.4 | WINNF.FT.C.MES .4 Heartbeat Response contains measReportConfig NA

65425 | WINNF.ET.D.MES.5 Domain Proxy Heartbeat Response contains NA

measReportConfig
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WINNF-TS-0122 Test Case
Section Test Case ID Test Case Title Test Result
6.6.4.1.1 | WINNF.FT.C.RLQ.1 Successful Relinquishment Pass
6.6.4.1.2 | WINNF.FT.D.RLQ.2 Domain Proxy Successful Relinquishment NA
6.6.4.2.1 | WINNF.FT.C.RLQ.3 Unsuccessful Relinquishment, responseCode=102 NA
6.6.422 | WINNF.FT.D.RLQ.4 Domain Proxy EJnsuccessfuI Relinquishment, NA
responseCode=102
6.6.4.3.1 | WINNF.FT.C.RLQ.5 Unsuccessful Relinquishment, responseCode=103 NA
6.6.43.2 | WINNF.FT.D.RLQ.6 Domain Proxy EJnsuccessfuI Relinquishment, NA
responseCode=103
6.7.4.1.1 | WINNF.FT.C.DRG.1 Successful Deregistration Pass
6.7.4.1.2 | WINNF.FT.D.DRG.2 Domain Proxy Successful Deregistration NA
6.7.4.2.1 | WINNF.FT.C.DRG.3 Deregistration responseCode=102 NA
6.7.4.2.2 | WINNF.FT.D.DRG.4 Domain Proxy Deregistration responseCode=102 NA
6.7.4.3.1 | WINNF.FT.C.DRG.5 Deregistration responseCode=103 NA
6.84.11 | WINNF.FT.C.SCS.1 Successful TLS connection between UUT and SAS Pass
Test Harness
6.8.4.2.1 | WINNF.FT.C.SCS.2 TLS failure due to revoked certificate Pass
6.8.4.2.2 | WINNF.FT.C.SCS.3 TLS failure due to expired server certificate Pass
6.84.23 | WINNF.FT.C.SCS.4 TLS failure when SAS Test Harness certificate is issue Pass
by unknown CA
6.84.24 | WINNF.FT.C.SCS.5 TLS failure when certificate at the SAS Test Harness is Pass
corrupted
7.1.4.1.1 | WINNF.PT.C.HBT UUT RF Transmit Power Measurement Pass

Note: Section as per WINNF-TS-0122 If the product as tested complies with the specification, the UUT is
deemed to comply with the standard and is deemed a “Pass” grade. If not “Fail” grade is issued. Where
“NA” is stated this means the test case is not applicable.

2.1 Measurement Uncertainty

Where relevant, the following measurement uncertainty levels have been estimated for tests performed on the

UUT as specified in CISPR 16-4-2:

Measurement Frequency EXpanisgzL)Jr(lf)ertamty
Conducted Emissions above 1 GHz 1GHz ~ 18GHz 1dB

2.2 Modification Record

There were no modifications required for compliance.
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3 General Information
3.1  General Description of EUT
Product Moso Canopy 5GOD2
Brand Sercomm / Moso networks
Test Model SCP5173P
Hardware Version HWO0.2
Firmware Version DG6614@2510301134 MEM DEBUG
Status of EUT Engineering sample
Accessory Device NA
Data Cable Supplied NA
Test Condition:
Test Item Environmental Conditions Input Power Tested By
WINNF-TS-0122 25deg. C, 65%RH 120Vac, 60Hz Matthew Yang
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3.2 General Description of Applied Standards

The UUT is a BTS-CBSD product. According to the specifications of the manufacturer, it must comply with the
requirements of the following standards and references:

Test standard:
FCC 47 CFR Part 96

All test items have been performed and recorded as per the above standards.

References Test Guidance:
KDB 940660 D01 Part 96 CBRS Eqgpt v03

All test items have been performed as a reference to the above KDB test guidance.
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4 Measurement
41 CBSD Measurement

The CBSD shall validate and ensure that the Conformance and Performance Test results from compliance
with SAS functional requirements.

4.2 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface and RF
components. The highest level is set to test configuration.

b. UUT shall be UTC time synchronized

c. The frequency band is granted and set as UUT supported Modulation and Channels, transmitted power of
the UUT according to it granted parameters from the SAS Test Harness.

d. Each test case results was recorded and validated by SAS Test Harness system and RF instruments test
cases was recorded test results from SAS Test Harness system.

4.3 Test Environment

Test Harness Version V1.0.0.3

Operating System Microsoft Windows 10
TLS Version 1.2

Python 2.7.13

Report No.: RFBEIH-WTW-P25080111-2 Page No. 12 / 46 Report Format Version: 6.1.1
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4.4 Test Equipment

Description & Manufacturer Model no. Serial No. Calibrated Date | Calibrated Until
ROHDE & SCHWARZ Signal FSV E2-010642 May 29, 2024 | May 28, 2026
Analyzer
Temperature & Humidity Dec. 13, 2024 Dec. 12, 2025
Chamber TFA 452019 E2-010883
TERCHY Dec. 12, 2025 Dec. 11, 2026
Laptop P137G P137G001 NA NA
Lenovo

Note: 1. The test was performed in HY-OVEN Test Room.
2. The calibration interval of the above test instruments is 12 months and the calibrations are

traceable to NML/ROC and NIST/USA.

4.5 Test Setup

X] Test configuration without Domain Proxy

[] Test configuration with Domain Proxy

SAS-DP interface

i CBSD RF interface

SAS-DP interface

uuT

CBSD RF interface
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4.6
4.6.1

4.6.1

Test Results

CBSD Registration Process

.1 WINNF.FT.C.REG1

Wl Test Case ID : WINNF.FT.C.REG1 [ INA

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
the SAS Test Harness

® UUT is in the Unregistered state

CBSD sends correct Registration request information, as specified in [n.5], to the SAS

Test Harness:

®  The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges.

® Any REG-conditional or optional registration parameters that may be included in
the message shall be verified that they conform to proper format and are within
acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that

is supplied via another means.

Pass Fail

® SAS Test Harness sends a CBSD Registration Response as follows:
- cbsdld=C
- measReportConfig shall not be included

- responseCode =0

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:

® UUT shall not transmit RF

Pass Fail

Report No.: RFBEIH-WTW-P25080111-2 Page No. 14 / 46 Report Format Version: 6.1.1
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4.6.1.2 WINNF.FT.C.REG.5
M Test Case ID : WINNF.FT.C.REG.5 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness
1@ UUT is in the Unregistered state - .
®  All of the required and REG-Conditional parameters shall be configured and CPI
signature provided
CBSD sends Registration request to the SAS Test Harness:
®  The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m n
2 parameters shall be sent from the CBSD and conform to proper format and P Fail
acceptable ranges. ass al
®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.
®  SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld = C
- measReportConfig shall not be included
- responseCode =0
4 After completion of step 3, SAS Test Harness will not provide any positive response [ | U]
(responseCode=0) to further request messages from the UUT. Pass Fail
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:
®  UUT shall not transmit RF
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4.6.1.3 WINNF.FT.C.REG.8
M Test Case ID : WINNF.FT.C.REG.8 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ) UUT has successfully completed SAS Discovery and Authentication with SAS _ _
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 - SAS response does not include cbsdld h B
- responseCode = R =102
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [
) Pass Fail
® UUT shall not transmit RF
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4.6.1.4 WINNF.FT.C.REG.10
W Test Case ID : WINNF.FT.C.REG.10 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ) UUT has successfully completed SAS Discovery and Authentication with SAS _ _
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 - SAS response does not include cbsdld h B
- responseCode = R = 200
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=200) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [
) Pass Fail
® UUT shall not transmit RF
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4.6.1.5 WINNF.FT.C.REG.12
W Test Case ID : WINNF.FT.C.REG.12 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ) UUT has successfully completed SAS Discovery and Authentication with SAS _ _
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 - SAS response does not include cbsdld h B
- responseCode = R =103
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=103) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [
) Pass Fail
® UUT shall not transmit RF
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4.6.1.6 WINNF.FT.C.REG.14
W Test Case ID : WINNF.FT.C.REG.14 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ) UUT has successfully completed SAS Discovery and Authentication with SAS _ _
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 - SAS response does not include cbsdld h B
- responseCode = R =101
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=101) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [
) Pass Fail
® UUT shall not transmit RF
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4.6.1.7 WINNF.FT.C.REG.16
W Test Case ID : WINNF.FT.C.REG.16 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ) UUT has successfully completed SAS Discovery and Authentication with SAS _ _
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 - SAS response does not include cbsdld h B
- responseCode = R =100
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=100) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [
) Pass Fail
® UUT shall not transmit RF
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46.1.8 WINNF.FT.C.REG.18
M Test Case ID : WINNF.FT.C.REG.18 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ®  UUT has successfully completed SAS Discovery and Authentication with SAS _ _
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 - SAS response does not include cbsdld h B
- responseCode = R = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=201) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [
) Pass Fail
®  UUT shall not transmit RF
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4.6.2 CBSD Spectrum Grant Process
4.6.21 WINNF.FT.C.GRA1
Ml Test Case ID : WINNF.FT.C.GRA.1 L INA
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 |® cbsdld=C -- -
® responseCode = R =400
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u []
. Pass Fail
®  UUT shall not transmit RF
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46.22 WINNF.FT.C.GRA.2
M Test Case ID : WINNF.FT.C.GRA.2 L INA
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 | ® cbsdld=C -- -
® responseCode = R =401
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=401) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u []
. Pass Fail
®  UUT shall not transmit RF
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4.6.3 CBSD Heart Beat Process
4.6.3.1 WINNF.FT.C.HBT1
M Test Case ID : WINNF.FT.C.HBT.1 L INA
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: _ _
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® If message is type Grant Request, go to step 5
UUT sends Spectrum Inquiry Request. Validate:
3 ® cbsdld=C | L]
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 | ® cbsdld=C -- --
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® cbsdld=C
5 ® maxEIRP is at or below the limit appropriate for CBSD category as defined by | L]
Part 96 Pass Fail
® operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdld=C
6 | ® grantld=G =avalid grant ID -- --
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including: m n
7 |® cbsdld=C p Fail
® grantld=G ass al
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® cbsdld=C _ _
® grantld=G
® fransmitExpireTime = current UTC time + 200 seconds
® responseCode =0
For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatInterval, and:
® cbsdld=C
® grantld=G
®  operationState = “AUTHORIZED” m O
9 | and SAS Test Harness responds with a Heartbeat Response message including the .
following parameters: Pass Fail
® cbsdld=C
® grantld=G
®  fransmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:
10 ® UUT does not transmit at any time prior to completion of the first heartbeat [ | U]
response Pass Fail
® UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.
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4.6.3.2 WINNF.FT.C.HBT.3
Ml Test Case ID : WINNF.FT.C.HBT.3 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld = C
y O valid grantld = G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
2 latest Heartbeat Response, and formatted correctly, including: _ _
® cbhsdld=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdld=C _ _
® grantld=G
®  fransmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the _ _
UUT.
5 Monitor the RF output of the UUT. Verify: [ | ]
[ UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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4.6.3.3 WINNF.FT.C.HBT.4
M Test Case ID : WINNF.FT.C.HBT.4 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld = C
y O valid grantld = G _ _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 | and is formatted correctly, including: | L]
® cbhsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® cbsdld=C _ _
® grantld=G
®  fransmitExpireTime =T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the _ _
UUT.

5 Monitor the RF output of the UUT. Verify: [ | ]
[ UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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4.6.3.4 WINNF.FT.C.HBT.5
Ml Test Case ID : WINNF.FT.C.HBT.5 [ INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld=C
1 O valid grantld = G -- --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its first
Heartbeat Request)
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including: m n
2 | ® cbsdld=C ;
® grantld=G Pass Fail
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdld=C _ _
® grantld=G
®  fransmitExpireTime =T = current UTC time
?  responseCode = 501 (SUSPENDED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the _ _
UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatInterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”
c _ I
B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® cbdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT does not transmit at any time
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4.6.3.5 WINNF.FT.C.HBT.6
Ml Test Case ID : WINNF.FT.C.HBT.6 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld = C
y O valid grantld = G _ _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 | and is formatted correctly, including: | L]
® cbhsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® cbsdld=C
® grantld=G - -
®  fransmitExpireTime =T = current UTC time
® responseCode = 501 (SUSPENDED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the _ _
UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatInterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

5 | ]

B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® cbdsld=C
® grantld=G

Monitor the RF output of the UUT. Verify:

®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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4.6.3.6 WINNF.FT.C.HBT.7
M Test Case ID : WINNF.FT.C.HBT.7 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld=C
y O valid grantld = G _ _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 | and is formatted correctly, including: | L]
® cbhsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® cbsdld=C
® grantld=G - -
®  fransmitExpireTime =T = current UTC time
® responseCode = 502 (UNSYNC _OP _PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the _ _
UUT.

Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters: m n
5 O «cbsdld=C ;
O grantd=G Pass Fail
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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4.6.3.7 WINNF.FT.C.HBT.9
Ml Test Case ID : WINNF.FT.C.HBT.9 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld = C
y O valid grantld = G _ _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its first
Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 | and is formatted correctly, including: | L]
® cbsdld=C Pass Fail
® grantld=G
®  operationState = “GRANTED”

3 After completion of step 2, SAS Test Harness does not respond to any further _ _
messages from UUT to simulate loss of network connection

4 Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ | ]
® At any time during the test, UUT shall not transmit on RF interface Pass Fail
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4.6.3.8 WINNF.FT.C.HBT.10
Ml Test Case ID : WINNF.FT.C.HBT.10 L INA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld=C
y O valid grantld = G _ _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 | and is formatted correctly, including: | L]
® cbhsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® cbsdld=C
® grantld=G - -
®  fransmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the _ _
UUT.

Monitor the RF output of the UUT. Verify: m O

5 | @ UUT shall stop all transmission on RF interface within (transmitExpire Time + 60 .

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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4.6.4 CBSD Measurement Report
4.6.41 WINNF.FT.C.MES.1
M Test Case ID : WINNF.FT.C.MES.1 [ INA

#

Test Execution Steps

Results

1

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS

Test Harness

UUT sends a Registration Request message.

Validate the Registration Request message is formatted correctly, including:
userld is present and correct

® fccld is present and correct

® cbsdSerialNumber is present and correct

®  measCapability = “RECEIVED_POWER_WITHOUT GRANT”

SAS Test Harness sends a Registration Response message, with the following
parameters:

® cbsdld = C = valid cbsdld for this UUT

® measReportConfig= “RECEIVED _POWER_WITHOUT_GRANT”

® responseCode =0

UUT sends a message:
® [f message is type Spectrum Inquiry Request, go to step 5, or
® If message is type Grant Request, go to step 7

UUT sends message type Spectrum Inquiry Request. Verify message contains all
required parameters properly formatted, and specifically:

® cbsdld=C

® measReport is present, and is a properly formatted rcvdPowerMeasReport.

SAS Test Harness sends a Spectrum Inquiry Response, with the following
parameters:

® cbsdld=C

®  availableChannel is an array of availableChannel objects

® responseCode =0

UUT sends message type Grant Request message. Verify message contains all
required parameters properly formatted, and specifically:

® cbsdld=C

® measReport is present, and is a properly formatted rcvdPowerMeasReport.

Pass

Fail
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4.6.5 CBSD Relinquishment Process
4.6.51 WINNF.FT.C.RLQ1
M Test Case ID : WINNF.FT.C.RLQ.1 L INA

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

® UUT has received a valid grant with grantld = G

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:

® cbhsdld=C

® grantld=G

Pass

Fail

SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:

- cbsdld =C

- grantld = G

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify:

®  UUT shall stop RF transmission at any time between triggering the
relinquishment and UUT sending the relinquishment request

Pass

Fail
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4.6.6 CBSD Deregistration Process
4.6.6.1 WINNF.FT.C.DRG.1
Ml Test Case ID : WINNF.FT.C.DRG1 [ INA

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

® UUT has received a valid grant with grantld = G

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0

UUT sends Deregistration Request to SAS Test Harness with cbsdld = C.

SAS Test Harness shall approve the request with a Deregistration Response
message with parameters:

® cbsdld=C

® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
® UUT stopped RF transmission at any time between triggering the deregistration
and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message

Pass Fail
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4.6.7 CBSD Security Validation
4.6.71 WINNF.FT.C.SCS.1
Ml Test Case ID : WINNF.FT.C.SCS.1 L INA
# Test Execution Steps Results

1 configured certificate.

the connection

®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using

® Configure the SAS Test Harness to accept the security procedure and establish

Pass

[
Fail

Harness.

2 °

®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected,
TLS_RSA_WITH_AES_128 GCM_SHA256

® TLS RSA WITH_AES_256_GCM_SHA384

® TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256
® TLS ECDHE_ECDSA WITH_AES 256 _GCM_SHA384
® TLS ECDHE_RSA WITH AES 128 GCM_SHA256

®  Make sure that Mutual authentication happens between UUT and the SAS Test

Pass

Fail

A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability.
® UUT sends a registration request to the SAS Test Harness and the SAS Test

Harness sends a Registration Response with responseCode = 0 and cbsdld.

Pass

Fail

4 | complete. This is the end of the test. Verify:

[ UUT shall not transmit RF

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

Pass

Fail

Wireshark Capture Example for Test Case :

® Make sure that UUT uses TLS v1.2

M 5Cs.peapng *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
adw @ RERe=fe5Eaaax
[ tcp.port == 5000 8 ip.addr == 192.168.100.101 & ss| <] ~|+
Ne. Time Source Destination Protecol Lengtt Info ~
76 304.328854  192.168.100.60 192.168.100.161 TLSVL.2 571 Client Hello
71 304.338652  192.168.160.181 192.168.100.60 TLSv1.2 3387 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
74 304.349926  192.168.100.68 192.168.108.161 TLSv1.2 1514 Certificate, Client Key Exchange
75 304.349926  192.168.100.68 192.168.100.161 TLSvL.2 338 Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
77 304.353052  192.168.160.181 192.168.100.60 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
78 304.353414  192.168.100.60 192.168.108.161 TLSv1.2 510 Application Data
79 304.373853  192.168.16.181 192.168.100.60 TLSv1.2 180 Application Data
81 304.416258  192.168.160.181 192.168.100.60 TLSv1.2 544 Application Data, Application Data, Application Data, Application Data, Application Data, Applicatig
83 386.592414 192.168.1688.68 192.168.16@.101 TLSv1.2 362 Appli(atiun Data
B84 386.595044 192.168.168.1081 192.168.108.60 TLSv1.2 188 Appli(atiun Data
86 386.595336 192.168.168.1081 192.168.108.60 TLSv1.2 233 Appli(atiun Data, ﬂppli(atinn Data, Appli(atinn Data
88 386.595651 192.168.168.1081 192.168.1060.60 TLSv1.2 623 Appli(atiun Data, Appli(atinn Data, Appli(atinn Data, Appli(atinn Data
91 387.761589 192.168.1688.68 192.168.160.101 TLSv1.2 747 Appli(atiun Data
92 387.764360 192.168.168.181 192.168.1600.60 TLSv1.2 188 Appli(atiun Data
94 387.764658 192.168.168.181 192.168.1600.60 TLSv1.2 233 Appli(atiun Data, J—‘«ppli(atinn Data, Appli(atinn Data
96 387.764795 192.168.168.181 192.168.1600.60 TLSv1.2 593 Appli(atiun Data, J—‘«ppli(atinn Data, Appli(atinn Data
98 387.764999 192.168.168.181 192.168.100.60 TLSv1.2 84 Appli:atinn Data
188 388.834594 192.168.168.68 192.168.100.101 TLSv1.2 85 Encrypted Alert
189 319.423052  192.168.100.60 192.168.100.161 TLSv1.2 571 Client Hello 4
>
Frame 7@: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface \Device\NPF 8 75 a4 23 Of 4d 0@ c® ©2 Tf 04 61 08 00 45 60  -u #M a E ~
Ethernet II, Src: Sercomm_ff:84:51 (@8:c@:@2:7f:84:61), Dst: LCFCElectron_23:8f:4d (f8:75:a4:23: @2 2d @4 fb 4@ 8@ 48 86 =9 dd @ a8 64 3c c@ aB @ d<
Internet Protocol Version 4, Src: 192.168.160.68, Dst: 192.168.160.181 64 65 cf 56 13 83 52 49 71 dd 7c c2 96 d§ 58 18 de-V--RI q-|---P
Tranawission Control. Pratocel, Sr Rort: 33678, Dst Port: 5008, Seq: 1, Ack: 1, Len: 517 01 fs Fc 84 96 06 1 03 01 02 0 01 00 01 Fc 03 L
LUETEarE L= Soanrmizy Sd 4c 32 8e ec 98 d3 32 38 fc 8a 2b 98 Ba a4 85  ]L2 20 -+
79 28 8b 61 ab 98 f7 35 ©a @@ Be Be @f c6 bS5 a9 y ‘@ 5
Sa 71 ef @e 97 @f d@ d4 f6 38 ec 8d 48 4d @@ a3 g HM
Sc Se @3 3e 13 82 13 83 13 @1 @ 2c c@ 3@ 8@ 9f AT =}
cc a9 cc a8 cc aa c@ 2b @ 2f @8 9e c@ 24 @ 28 + -/ $(
@8 6b O 23 B 27 @@ 67 @ Ga B 14 80 39 B B9 k¥’ 9
€8 13 80 33 80 9d @@ 9c 0@ 3d 00 3c 80 35 08 2f 3 =<5/
@6 ff 01 80 81 75 0@ b 0@ 04 03 80 O1 62 08 Ga u
@6 16 80 14 88 1d @@ 17 08 le 00 19 80 18 Bl 00
@1 61 01 B2 B1 63 @1 04 33 74 00 @0 90 10 08 Gb 3t
> @6 09 08 68 74 74 7@ 2f 31 2e 31 @0 16 68 0@ 0O http/ 1.1 v

D 7 sCS.l.peapng

Packets: 205 - Displayed: 61 (29.8%)

Profile: Default
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4.6.7.2 WINNF.FT.C.SCS.2
W Test Case ID : WINNF.FT.C.SCS.2 [ INA
# Test Execution Steps Results
1 () UUT shall start CBSD-SAS communication with the security procedures [ | ]
Pass Fail

Make sure that UUT uses TLS v1.2 for security establishment.
Make sure UUT selects the correct cipher suite. m O
UUT shall use CRL or OCSP to verify the validity of the server certificate.
Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.

Pass Fail

UUT may retry for the security procedure which shall fail. [ | ]

4 | SAS Test-Harness shall not receive any Registration request or any application data. -- -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: P Fail
®  UUT shall not transmit RF ass al

Wireshark Capture Example for Test Case :
®  Make sure that UUT uses TLS v1.2

M SC5.2.peapng - %
File Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help
L ® REQes=s=Z=F a5 = aqamn
[ [tcp.port == 5000 &8¢ ip.addr == 192.168.100.101 &8t ss1 B -]+
Mo Time Source Destination Protocol Lengtt Info
69 228.354699 192.168.1688.68 192.168.100.1681 Tlsvi.2 H 266 Client Hello (5NI=192.158‘1%.181)
78 228.381@73 192.168.168.181 192.168.1600.60 TLSv1.2 3586 Server Hello, Certificate, Server Key Ex(hange, Certificate Request, Server Hello Done
72 228.384687 192.168.168.68 192.168.160.101 TLSv1.2 192 Certificate, Client Key Ex(hange, (hEHgE (ipher‘ Spec, En(rypted Handshake Message
73 220.384983 192.168.168.181 192.168.100.60 TLSv1.2 61 Alert (LE\/EII Fatal, DESCFiptiDnl Handshake Failurs)
92 220.538615 192.168.168.68 192.168.100.101 TLSv1.2 571 Client Hello
93 220.543456  192.168.100.181 192.168.100.68 TLSv1.2 3534 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
95 220.545491  192.168.100.68 192.168.108.161 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
185 237.537364  192.168.100.60 192.168.108.161 TLSv1.2 266 Client Hello (SNI=192.168.100.101)
186 237.542694  192.168.100.101 192.168.100.68 TLSv1.2 3586 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
188 237.545796  192.168.100.60 192.168.108.161 TLSv1.2 192 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
109 237.54588¢  192.168.160.101 192.168.100.68 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)
128 237.679084  192.168.100.60 192.168.108.161 TLSv1.2 571 Client Hello
129 237.685381  192.168.160.101 192.168.100.68 TLSv1.2 3534 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
131 237.689163  192.168.100.60 192.168.100.161 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
< >
Frame 69: 266 bytes on wire (2128 bits), 266 bytes captured (2128 bits) on interface \Device\NPF T8 75 a4 23 Of 4d 68 cb 02 Tf 04 61 B8 00 45 60 U .M 3 E
Ethernet II, Src: Sercomm_ff:84:51 (@8:c@:@2:7f:84:61), Dst: LCFCElectron_23:8f:4d (f8:75:a4:23: @9 fc 41 @4 4@ 8@ 48 86 af 05 @ a8 64 3c c@ a8 AB-@ d<
Internet Protocol Version 4, Src: 192.168.100.68, Dst: 192.168.100.181 ;‘1‘ i': 93 :g ;; gg fz Sg e ;3 Qi_ gi’ 5; S: 5: ;g de ()P
i ce c c
Transwission Control Protocol, Src Port: 37796, Dst Port: 5000, Seq: 1, Ack: 1, Len: 212 03 41 9b =0 54 98 of 87 7a de 16 11 40 02 20 51 A T... 2N N0
LUECTE LerEs SeaEy 71 d1 2a ef 7b f4 26 31 82 58 91 18 Ba 88 52 79 q *-{-&1 ‘X - Ry
34 6@ 8@ 38 c@ 2c <@ 38 8@ 9f cc ad cc a8 cc aa  4-B-,-@
c@ 2b c@ 2f @@ 9e cB 24 c@ 28 @8 6b c@ 23 c@ 27 +/ E(k#
@8 67 c@ @a c@ 14 88 39 @ 89 <@ 13 8@ 33 8@ 9d g a 3
@8 9c @8 3d @@ 3c @8 35 @e 2f ee ff @1 8@ e 6a =<5 -/ ]
@6 06 80 14 80 12 0@ 0B OF 31 39 32 2e 31 36 38 192.168
Ze 31 36 30 2e 31 30 31 00 Gb 00 B4 03 09 01 62  .106.101
@6 @2 90 Bc 80 Ba 0@ 1d 00 17 00 le 80 19 08 18
@6 23 00 B0 B0 16 00 0B 00 17 00 @6 02 od 08 2a % *
@6 28 84 B3 @5 63 06 03 05 07 08 @8 08 09 08 Ga - (
@8 @b 98 B4 B8 65 08 06 04 G1 05 @1 86 Bl 03 63
< > @3 @1 93 B2 B4 62 @5 02 06 02
O ¥ scs2pcapng Packets: 134 - Displayed: 14 (104%) - Dropped: 0 (0.0%) Profile: Default
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4.6.7.3 WINNF.FT.C.SCS.3
M Test Case ID : WINNF.FT.C.SCS.3 L INA
# Test Execution Steps Results

() UUT shall start CBSD-SAS communication with the security procedures [ |

Pass

Fail

Make sure that UUT uses TLS v1.2 for security establishment.
Make sure UUT selects the correct cipher suite. m
UUT shall use CRL or OCSP to verify the validity of the server certificate.

Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.

Pass

Fail

UUT may retry for the security procedure which shall fail. [ |

4 | SAS Test-Harness shall not receive any Registration request or any application data. --

5 | complete. This is the end of the test. Verify:

[ ) UUT shall not transmit RF

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m

Wireshark Capture Example for Test Case :

® Make sure that UUT uses TLS v1.2

M 5Cs3.peapng %
File Edit View Go Capture Analyze Statistics Telephony Wireless Iools Help
AEm:® RERez=f 5= aaam
[ [tcp.port == 5000 86 ip.addr == 192.168.100.101 &uf: ss1 B «|+
No. Time Source Destination Protocol Lengtt Info 2
66 228.223385 192.168.188.658 .168.168.181 TTLSv1.2 266 Client Hello (SNI=192.158‘163.191)
67 228.249758 192.168.188.181 .168.1688.650 MTLSVI‘? 3362 Server Hello, Certificate, Server Key Ex(hange, Certificate Request, Server Hello Done
69 228.253381 192.168.188.658 .168.168@.181 TLSv1.2 192 Certificate, Client Key Ex(hange, (hEHgE (ipHEr‘ Spec, En(r‘ypted Handshake Message
78 228.253614 192.168.188.181 .168.168.60 TLSv1.2 61 Alert (LEVEl‘ Fatal, DES(r‘iptiDn‘ Handshake Failure)
88 222.516946 192.168.188.68 .168.168.181 TLSv1.2 571 Client Hello
B89 222.543016 192.168.180.181 .168.100.60 TLSv1.2 3390 Server Hello, Certificate, Server Key Ex:hange, Certificate Request, Server Hello Done
91 222.545001 192.168.180.60 .168.10@.101 TLSv1.2 61 Alert (LE\/ElI Fatal, DESCFiFtiDﬂI Certificate EXFiF‘Ed)
188 237.266888 192.168.180.60 .168.10@.101 TLSv1.2 266 Client Hello (SNI:IEZ.IES‘IBB‘IBIJ
101 237.299442  192.168.100.181 .168.100.60 TLSv1.2 3362 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
103 237.294176  192.168.100.60 .168.100.101 TLSv1.2 192 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
104 237.294398  192.168.100.181 .168.100.60 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)
124 239.558173  192.168.100.60 .168.100.101 TLSv1.2 571 Client Hello
125 239.581176  192.168.100.181 .168.100.60 TLSv1.2 3399 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
127 239.583136  192.168.100.60 .168.100.101 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)
140 269.038393  192.168.100.60 .168.100.101 TLSv1.2 266 Client Hello (SNI=192.168.180.181)
141 269.061428  192.168.100.181 .168.100.60 TLSv1.2 3362 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
143 269.080538  192.168.100.60 .168.100.101 TLSv1.2 192 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
144 269.080723  192.168.100.181 .168.100.60 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure) v
< >
Frame 66: 266 bytes on wire (2128 bits), 266 bytes captured (2128 bits) on interface \Device\NPR T8 75 a4 23 Of 4d 8 cB ©2 ff 04 61 B8 6@ 45 88  -u M a E
Ethernet II, Src: Sercomm_ff:B4:51 (@8:c@:@2:ff:84:61), Dst: LCFCElectron_23:8f:4d (f8:75:a4:23: @9 fc 98 2f 4@ 8@ 48 86 57 da @ a8 64 3c @ aB JB@ W ed<
Internet Protocol Version 4, Src: 192.168.160.68, Dst: 192.168.160.181 84 65 e5 32 13 88 de 29 ef le a7 56 de c3 58 18 de2--) - P P
Transmission Control Erotacol, Src Port: 58674, Dst Port: 5088, Seq: 1, Ack: 1, Len: 212 S; ;—: ?: Z; :: Sz ;g Sz ?i :2 ;;- :i :2 ?: ;'; ?i e sg
T (LS SRR 37 66 29 a3 54 72 25 1c @ 31 22 47 9a a9 23 c6 7F) Tr¥ -17G ¥
8c 0@ @0 38 <@ 2c c@ 30 @8 9 cc a? cc af cc aa 8,0
B 2b @ 2f 8@ 9¢ cB 24 @ 28 08 6b <@ 23 <8 27 4/ % (k¥
80 57 cO @a c@ 14 @8 39 c@ 09 0 13 @0 33 @8 9d g - 9 E]
@0 oc @0 3d @8 3c @@ 35 @@ 2f @8 ff @1 60 0@ Ga =<5 o/ i
0 06 @0 14 @0 12 @ @0 of 31 39 32 2e 31 36 38 192.168
2e 31 30 3@ 2¢ 31 30 31 @0 Ob 00 G4 @3 0@ OL 62  .100.101
0 02 @0 Bc 86 Ga @8 1d @8 17 00 lc @0 19 08 18
0 23 @0 00 00 16 00 G0 GO 17 00 00 00 od 0@ 2a  # "
0 28 04 03 @5 03 06 03 OB 07 0B 05 08 09 08 2 - (
08 ©b 05 04 08 05 @3 06 04 O 05 Bl 06 OL 03 03
< > 03 01 @3 82 @4 02 05 02 06 02

O 7 sCs3peapng

Packets: 175 - Displayed: 21 (12.0%) - Dropped: 0 (0.0%)

Profile: Default
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4.6.7.4 WINNF.FT.C.SCS.4
M Test Case ID : WINNF.FT.C.SCS .4 L INA
# Test Execution Steps Results

1

() UUT shall start CBSD-SAS communication with the security procedures [ |
Pass

Fail

Make sure that UUT uses TLS v1.2 for security establishment.
Make sure UUT selects the correct cipher suite. m
UUT shall use CRL or OCSP to verify the validity of the server certificate
Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.

Pass

Fail

UUT may retry for the security procedure which shall fail. [ |

4 | SAS Test-Harness shall not receive any Registration request or any application data. --

5 | complete. This is the end of the test. Verify:

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m

[ ) UUT shall not transmit RF Pass

Wireshark Capture Example for Test Case :

Make sure that UUT uses TLS v1.2

M sCs4pcapng ®
File Edit View Ge Capture Analyze Statistics Telephony Wireless Tools Help
4= @ RE Qe==F2 S =EQaQam
[ Jtcp.port == 5000 && ip.addr == 192,168.100.101 &ék ss1 X] -+
No. Time Source Destination Protacol Lengtt Info
67 220.344446  192.165.100.68 192.168.180.161 TLsvi.2 266 ETient Hello (SHiT=153.165.168.161)
68 220.370102  192.168.108.181 192.168.108.60 TLSv1.2 3363 Server Hello, Certificate, Server Key Exchange, Certificate Request, server Hello Done
78 220.373548  192.168.108.68 192.168.100.161 TLSv1.2 192 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
71 220.373655  192.168.108.181 192.168.108.60 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)
98 222.613285  192.168.108.68 192.168.100.161 TLSv1.2 571 Client Hello
91 222.640071  192.168.108.181 192.168.108.60 TLSv1.2 3391 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
93 222.642229  192.168.108.68 192.168.100.161 TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)
183 237.563284  192.168.100.60 192.168.100.161 TLSv1.2 266 Client Hello (SNI-192.168.108.101)
184 237.526486  192.168.100.101 192.168.108.60 TLSv1.2 3363 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
106 237.529560  192.168.100.60 192.168.100.101 TLSvL.2 192 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
107 237.529758  192.168.100.101 192.168.109.60 TLSvL.2 61 Alert (Level: Fatal, Description: Handshake Failure)
127 239.779446  192.168.100.60 192.168.100.101 TLSVL.2 571 Client Hello
128 239.802268  192.168.100.101 192.168.100.60 TLSVL.2 3391 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
130 232.803681  192.168.100.60 192.168.100.101 TLSvL.2 61 Alert (Level: Fatal, Description: Unknown CA)
< >
Frame 67: 266 bytes on wire (2128 bits), 266 bytes captured (2128 bits) on interface \Device\NPF F8775 a4 33 GF 4d 68 <8 62 Tf 04 G1 63 68 45 66 U F-M =E
Ethernet II, Src: Sercomm_ff:84:61 (88:cB:82:ff:84:61), Dst: LCFCElectron_23:8f:4d (f8:75:a4:23: @9 fc Be 19 4@ 8@ 48 86 61 fB @ a8 64 3c c@ aB @@ a---d<
Internet Protocol Version 4, Src: 192.168.188.68, Dst: 192.168.108.181 ;‘; iz ;E ;E ;; gg iz Zg gi ;; G‘; ;i ;: g; 5: ég de-z- T 3 -wP
s a c c
b Control Protocel, Src Port: 49786, Dst Port: 5068, Seq: 1, Ack: 1, Len: 212
el RSSO el BrEis el SRE B o LS e b EEE o G 2 B ©3 17 21 @d 2c 8b 48 28 7e 6c bb 64 @a 83 27 7 I, H ~ld
T (LEyEe SEERER ca 7c 86 BB 25 cc 92 18 9@ @9 35 16 dc Bl 6e 83 |- ¥ 5..n
36 80 80 38 @ 2c cB 38 98 9f cc a9 cc a8 cc aa 68,8
@ 2b co 2f 80 %e cB@ 24 B 28 08 6b <@ 23 €@ 27 -+ /-3 (k¥
80 67 o @a c@ 14 @8 39 @ 09 co 13 B8 33 08 9d g 3 3
6 9c 0 3d @@ 3c @@ 35 6@ 2f e ff @1 @ 0@ 6a -<5 o/ j
0 80 80 14 80 12 @8 @8 OF 31 39 32 2e 31 36 38 192.163
2e 31 36 36 2e 31 38 31 6@ 6b 0@ 84 83 88 61 62  .160.101
6 @2 80 Bc 80 Ba @ 1d ©@ 17 08 lc 88 19 0@ 18
@0 23 60 B0 B0 16 @0 @6 09 17 06 86 B0 od B8 20 % *
0 28 B4 B3 ©5 B3 @6 @3 ©F 07 0 O3 08 89 68 6a - (
@8 @b B8 B4 B8 B5 @3 @6 84 Bl 05 91 85 Bl B3 83
< > @3 @1 83 B2 B4 B2 @5 @2 86 02
O ¥ sCsdpeapng Packets: 133 - Displayed: 14 (10.5%) - Dropped: 0 (0.0%) Profile: Default
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4.6.7.5 WINNF.FT.C.SCS.5
M Test Case ID : WINNF.FT.C.SCS.5 [ INA
# Test Execution Steps Results
1 () UUT shall start CBSD-SAS communication with the security procedures [ | ]
Pass Fail

Make sure that UUT uses TLS v1.2 for security establishment.
Make sure UUT selects the correct cipher suite.
UUT shall use CRL or OCSP to verify the validity of the server certificate
Make sure that Mutual authentication does not happen between UUT and the
SAS Test Harness.

Pass Fail

UUT may retry for the security procedure which shall fail.

SAS Test-Harness shall not receive any Registration request or any application data. -- -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m O
complete. This is the end of the test. Verify:
®  UUT shall not transmit RF

Wireshark Capture Example for Test Case :
Make sure that UUT uses TLS v1.2

189 237.344267 192.

61 Alert (Level: Fatal, Description:

M sCs5.pcapng — ®
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dma® RE Qe==F2 S =EQaQam
[ Jtcp.port == 5000 && ip.addr == 192,168.100.101 &ék ss1 X] -+
No. Time Source Destination Protacal Lengtt Info [ B

66 2208.317745 192.168.108.68 192.168.168.181 TLSV1.2 ________ 266 Client Hello (SNI=192.168.1@0.1@1)

68 2208.324@85 192.168.104.101 192.168.100.60 TLSv1.2 4158 Server Hello

71 22@.344695 192.168.104.101 192.168.100.60 TLSv1.2 678 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

73 2208.371176 192.168.100.68 192.168.1688.161 TLSv1.2 192 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

74 22@8.371338 192.168.104.101 192.168.100.60 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)

93 222.602476 192.168.100.68 192.168.1688.161 TLSv1.2 571 Client Hello

94 222.685155 192.168.104.101 192.168.100.60 TLSv1.2 4158 Server Hello

97 222.628073 192.168.104.101 192.168.100.60 TLSv1.2 786 Certificate, Server Key Exchange, Certificate Request, Server Hello Done

192.168.100.68 192.168.168.161 TLSv1.2 Decrypt Error) |

168.100. 181 192.168.100.60 TLSvL.2 4156 Server Hello
112 237.366014  192.168.100.161 192.168.100.60 TLSv1.2 678 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
114 237.378741  192.168.100.60 192.168.100. 161 TLSvL.2 192 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
115 237.378993  192.168.100.101 192.168.100.60 TLSvL.2 61 Alert (Level: Fatal, Description: Handshake Failure)
135 239.643854  192.163.100.60 192.168.100. 161 TLSVL.2 571 Client Hello
136 239.646567  192.163.100.101 192.168.100.60 TLSVL.2 4150 Server Hello
139 239.676775  192.168.100.161 192.168.100.60 TLSVL.2 786 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
141 239.673231  192.168.108.60 192.168.160. 161 TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error) v
< >
Frame 66: 266 bytes on wire (2128 bits), 266 bytes captured (2128 bits) on interface \Device\NPF 8 75 a4 23 of 4d @@ c@ 02 ff 04 61 @8 00 45 80  -u-#-M a E
Ethernet II, Src: Sercomm_ff:@4:61 (@8:c@:82:ff:84:61), Dst: LCFCElectron_23:8f:4d (f8:75:a4:23: @9 fc 57 @7 4@ 8@ 48 86 99 02 B a8 64 3c c@ aB W-g-@ d<
Internet Protocol Version 4, Src: 1892.168.188.68, Dst: 192.168.108.101 ;‘; iz ;: 9e ;; gg i: ;g ;i ;; Si ;i ‘;; g; 5: ég d . R-CjP
s ec c c
Transmission Control Protocol, Src Port: 58270, Dst Port: 5000, Seq: 1, Ack: 1, Len: 212 53 23 =5 95 Bc ba 17 51 5 oe 08 6d 7 Se b 3 R
Transport Layer Security a6 €0 eb 13 b5 68 3 43 dl 4d 74 @a e4 74 be d2 h?C M-t
15 @0 @@ 38 c@ 2c c@ 38 98 9f cc a9 cc 38 cc a3 8,8
<8 2b co 2f 89 9e c@ 24 @ 28 90 6b @ 23 B 27 4/ % (k#'
@8 67 c& Ba c@ 14 08 39 c@ @9 0 13 80 33 88 9d g 9 3
@@ 9c @@ 3d @@ 3c 0@ 35 0@ 2f 80 ff 81 8@ 88 6a =<5 -/
@@ 00 @6 14 B2 12 08 @6 OF 31 39 32 2e 31 36 33 192.168
2e 31 36 38 2e 31 38 31 68 Gb 08 B4 63 0@ 61 62  .180.161
@0 ©a @2 Bc B0 6a 08 1d 08 17 00 le B0 19 00 13
@0 23 60 B0 B0 16 08 @2 ©0 17 00 60 60 od 80 2a ¥ *
@0 28 @4 B3 85 83 06 @3 ©5 ©7 05 08 85 09 88 G2 - (
@3 b @8 B4 BS 85 05 @6 ©4 @1 05 @1 86 Bl 83 03
< > @3 @1 @3 B2 B4 B2 @5 82 06 02

O ¥ scsSpeapng

Packets: 143 . Displayed: 18 (12.6%) - Marked: 1 (0.7%) - Dropped: 0 (0.0%) || Profile: Default
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4.6.8
4.6.8

CBSD RF Power Measurement

.1 WINNF.PT.C.HBT.1

M Test Case ID : WINNF.PT.C.HBT.1 [ INA

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness

® UUT has registered with the SAS, with CBSD ID =C

® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case

Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide appropriate
guidance in the availableChannel object of the spectruminquiry response message,
and the operationParam object of the grant response message. Alternately, the UUT
vendor may provide the ability to set those parameters on the UUT so that the UUT
will request a grant with those parameters

UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
®  UUT sends Heartbeat Request, including:

O cbsdld=C

O grantld=G

®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O  transmitExpire Time = current UTC time + 200 seconds
O responseCode =0

Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method.

Note: it may be required for the vendor to provide a method or configuration to bring
the UUT to a mode which is required by the measurement methodology. Any such
mode is vendor-specific and depends upon UUT behavior and the measurement
methodology.

Pass

Fail
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RF measurement plot for Test Case :
°

method.

Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with the
maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may include
additional configuration of the UUT, as required, to fulfill the requirements of the power measurement

40MHz

Freq.

Channel (MHz)

Conducted Power Density (dBm/MHz)

Gain(dBi)

15.45 L

Chain 0 | Chain 1

Chain 2

Chain 3

Total

EIRP

(dBm/MHz2) maxEirp(dBm)=Pi

Pass / Fail

Middle

3570

1.50

1.05

0.94

1.01

7.15

22.60 25.0

Pass

Middle

3570

7.78

6.86

6.98

717

13.23

28.68 31.0

Pass

Middle

3570

14.20

13.58

13.92

13.82

19.91

35.36 37.0

Pass

maxEirp = 25 dBm/MHz

Chain 0

Chain 1

Spectrum =2 Spectrum =2
Ref Level 34.50 dBm _ Offset 4.50 dB @ RBW 1 MHz Ref Level 34.50 dBm _ Offset 4.50 dB @ RBW 1 MHz
fo Att 40 dB @ SWT 500 ms @ VBW 3 MHz Mode Auto Sweep [»_Att 40de @ SWT S00ms @ VBW 3 MHz Mode Auto Sweep
[ 1Rm Max [ 1Rm Max
20d M1[1] 1.50 dBm| 20d M1[1] 1.05 dBm|
3.5713200 GHy| 3.5687600 GH|
20d 20d
10 d 10 d
M1 ML
- / \ - [ \
-10 df ( \ -10 df { \
-20 f ] -20 [ ]
-30 d f \ -30 df J
-40 df e -40 df L
-50 -50
-60 d 60 df
CF 3.57 GHz 1000 pts Span 80.0 MHz CF 3.57 GHz 1000 pts Span 80.0 MHz
Marker Marker
Type | Ref | Tre | X-value | Y-value |_Function | Function Result | Type | Ref | Tre | X-value | Y-value |_Function | Function Result |
M1 1 3.57132 GHz 1.50 dBm M1 1 3.56876 GHz 1.05 dBm
— - — — — - — —
] teasuring.. WANNAAAAD W@ TUEET J e s
Date: 17.NOV.2025 15:13:38

Chain 2

Chain 3

e: 17.NOV.20

25 15:08:23

Spectrum =2 Spectrum =2
Ref Level 34.50 dBm  Offset 4.50 dB @ RBW 1 MHz Ref Level 34.50 dBm  Offset 4.50 dB @ RBW 1 MHz
fo Att 40 dB @ SWT 500 ms @ VBW 3 MHz Mode Auto Sweep [»_Att 40de @ SWT S00ms @ VBW 3 MHz Mode Auto Sweep
(@ 1Rm Max (@ 1Rm Max
20d M1[1] 0.94 dBm)| 20d M1[1] 1.01 dBm|
3.5871600 GHz| 3.5726000 GHz|
20 d 20 d
10 d 10 d
M1 M1
- \ - ( \
N f/ \ N ( \
-20 f ] -20 f ]
N ] \ N KJ \
-40 ——— -40
-50 -50
-60 d 60 df
CF 3.57 GHz 1000 pts Span 80.0 MHz CF 3.57 GHz 1000 pts Span 80.0 MHz
Marker Marker
type | Ref | 1rc| X-value | Y-value | Function | Function Result | type | Ref | 1rc| X-value | Y-value | Function | Function Result |
M1 1 3.58716 GHz 0.94 dBm M1 1 3.5726 GHz 1.01 deém
11 | teasuring...  QRRNNNNLD W s ) 1

] 7 v

e: 17.NOV.2025 1

T.11.2025

o )
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maxEirp = 31 dBm/MHz

Chain 0

=2 Spectrum

Ref Level 34.50 dem  Offset 4.50 dB @ RBW 1 MHz

Chain 1

=

Ref Level 34.50 dém

Offset 4.50 dé @ RBW 1 MHz
fo Att 40 dB @ SWT 500 ms @ VBW 3 MHz Mode Auto Sweep [»_Att 40de @ SWT S00ms @ VBW 3 MHz Mode Auto Sweep

(@ 1Rm Max (@ 1Rm Max

20d M1[1] 7.78 dBm)| 20d M1[1] 6.86 dBm)|

3.5718000 GHy| 3.5702000 GHy|

20d 20d

10 di M1 104

/w_m,_/.-f~
0 d / 0 d
10 di

J

| it
|y
40 di o 40 di
-50 -50
-60 d -60 d
CF 3.57 GHz 1000 pts Span 80.0 MHz CF 3.57 GHz 1000 pts Span 80.0 MHz
Marker Marker
Type | Ref | Tre | X-value | Y-value |_Function | Function Result | Type | Ref | Tre | X-value | Y-value |_Function | Function Result |
M1 1 3.5718 GHz 7.78 dBm M1 1 3.5702 GHz 6.86 dBm
v . ) Tais N . Tatos
JeSHeastrng:> e e J e e
17.NOV.2025 14:49:44 17.NOV.2025 14:54:10

Chain 2

=2 Spectrum

Ref Level 34.50 dem  Offset 4.50 dB @ RBW 1 MHz

Chain 3

=

Ref Level 34.50 dBm _ Offset 4.50 dB @ RBW 1 MHz
fo Att 40 dB @ SWT 500 ms @ VBW 3 MHz Mode Auto Sweep [»_Att 40de @ SWT S00ms @ VBW 3 MHz Mode Auto Sweep
(@ 1Rm Max (@ 1Rm Max
20d M1[1] 6.98 dBm)| 20d M1[1] 7.17 dBm)|
3.5877200 GHy| 3.5736400 GH|
20d 20d
104d 104d 11
/._..&_‘,M_.A——'—WM_.‘.J
0 d / 0 d
10 di

~n
S

D

~n
S

304 ) k 304 J \
-40 df -40 df =
W——

-50 -50

-60 d -60 d

CF 3.57 GHz 1000 pts Span 80.0 MHz CF 3.57 GHz 1000 pts Span 80.0 MHz
Marker Marker

Type | Ref | Tre | X-value | Y-value |_Function | Function Result | Type | Ref | Tre | X-value | Y-value |_Function | Function Result |

M1 1 3.58772 GHz 6.98 dBm M1 1 3.57364 GHz 7.17 dBm
il ] Measuring... [T il ] Measuring... . an )
17.NOV.2025 14:55:49 17.NOV.2025 14:56:51
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maxEirp = 37 dBm/MHz

Chain 0

Spectrum

Chain 1

=2 Spectrum

Ref Level 34.50 dém

Offset 4.50 dB @ RBW 1 MHz

=

Ref Level 34.50 dém

Offset 4.50 dB @ RBW 1 MHz

fo Att 40 dB @ SWT 500 ms @ VBW 3 MHz Mode Auto Sweep [»_Att 40de @ SWT S00ms @ VBW 3 MHz Mode Auto Sweep
(@ 1Rm Max (@ 1Rm Max
20d M1[1] 14.20 dBm)| 20d M1[1] 13.58 dBm)|
3.5729200 GHy| 3.5882800 GHy|
20d T 20d o
B |
[ S— R e,
04 / ——— \ 04 / b "’\\
0 d

~n
S

151
"

P tn .
-30 d -30 d
J [
-40 df -40 df
-50 -50
-60 di -60 df
CF 3.57 GHz 1000 pts Span 80.0 MHz CF 3.57 GHz 1000 pts Span 80.0 MHz
Marker Marker
Type | Ref | Tre | X-value | Y-value |_Function | Function Result | Type | Ref | Tre | X-value | Y-value |_Function | Function Result |
M1 1 3.57292 GHz 14.20 dBm M1 1 3.58828 GHz 13.58 dBm
il ] Measuring... N s ) il ]
20:43:47 20
Spectrum =2 Spectrum =2
Ref Level 34.50 dBm _ Offset 4.50 dB @ RBW 1 MHz Ref Level 34.50 dBm _ Offset 4.50 dB @ RBW 1 MHz
fo Att 40 dB @ SWT 500 ms @ VBW 3 MHz Mode Auto Sweep [»_Att 40de @ SWT S00ms @ VBW 3 MHz Mode Auto Sweep
(@ 1Rm Max (@ 1Rm Max
20d M1[1] 13.92 dBm)| 20d M1[1] 13.82 dBm)|
3.5874000 GHy| 3.5743600 GH|
20 M1 20 M1
. . |
ool N I U
10d / e \ 10d / \
- j \ - } \
-10 df } \ -10 df / \
-20 in -20
— ] j ]
-30 d -30 d
-40 df -40 df
-50 -50
-60 d -60 d
CF 3.57 GHz 1000 pts Span 80.0 MHz CF 3.57 GHz 1000 pts Span 80.0 MHz
Marker Marker
Type | Ref | Tre | X-value | Y-value |_Function | Function Result | Type | Ref | Tre | X-value | Y-value |_Function | Function Result |
M1 1 3.5874 GHz 13.92 dBm M1 1 3.57436 GHz 13.82 dBm
i T Measurng.. [ i T Measurng.. y
13.NOV.2025 20 13.N0V.2025
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5 Pictures of Test Arrangements

Please refer to the attached file (Test Setup Photo).

6 WinnForum Logs

Please refer to the attached file (Test Logs).
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Appendix — Information of the Testing Laboratories

We, Bureau Veritas Consumer Products Services (H.K.) Ltd., Taoyuan Branch, were founded in 1988 to
provide our best service in EMC, Radio, Telecom and Safety consultation. Our laboratories are FCC
recognized accredited test firms and accredited and approved according to ISO/IEC 17025.

If you have any comments, please feel free to contact us at the following:

Lin Kou EMC/RF Lab Hsin Chu EMC/RF Lab/Telecom Lab
Tel: 886-2-26052180 Tel: 886-3-6668565
Fax: 886-2-26051924 Fax: 886-3-6668323

Hwa Ya EMC/RF/Safety Lab
Tel: 886-3-3183232
Fax: 886-3-3270892

Email: service.adt@bureauveritas.com
Web Site: http://ee.bureauveritas.com.tw

The address and road map of all our labs can be found in our web site also.

--- END ---
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