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Software Security Declaration

SOFTWARE SECURITY DESCRIPTION

General
Description

1. Describe how any
software/firmware update will be
obtained, downloaded, and installed.

The signed binary software image can on
obtained througpw SRt Ay SQa a
portal which is only available to trained
and certified partners.

The software is either loaded in to the
device through ftp or tftp protocol.

2. Describe all the radio frequency
parameters that are modified by any
software/firmware without any
hardware changes. Are these
parameters in some way limited, suc
that, it will not exceed the authorized
parameters?

Redline uses a secyrencryptedsoftware
licensekey that contains the region of
operation. Without thidicensekey, the
radio is not functional. It can only be
accessed through its secure Ethernet
interface.

Once the controlledicensekey is loaded in
to the device, the user can only operate
the radiowith the authorized parameters
in its authorized region.

3. Are there any authentication
protocols in place to ensure that the
source of the software/firmware is
legitimate? If so, describe in detalils;
not, explain how the software is
secured from modification.

All firmware update files are embedded
with aMD5 hash checksum value, which
validated during the upgrade procedure.
the validation fails, the flash image is
invalidated.The binary image is signed by
Redline.

4. Are there any verification protocols
in place to ensure that the
software/firmware is legitimate? If so
describe in details.

All firmware update files are embedded
with a MD5 hash checksum value, which
validated during the upgrade procedure.
the validation fails, the flash image is
invalidated.
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5. Describe, iiny, encryption
methods used.

Device and manufacturer authentication
accomplished during subscriber
registration via signed x509 certificate
exchange. Dattayer encryption is done
via FPGAmplemented AE328/256
engine. User management security uses
SSH, HTTPS, and SNMPv3 which is
implemented using the standard OpenSS
libraries.

6. For a device that can be configure
as a master and client (with active or
passive scanning), explain how the
device ensures compliance for each
mode? In particular ifhe device acts
as master in some band of operation
and client in another; how is
compliance ensured in each band of
operation?

Compliance with local regulatory
requirements is enforced in all respects v
license key. This key is usjpecific and
controlsall functionality of a given radio.
The regulatory requirements of a specific
region and operating band are verified by
Redline and itsertified partners before
the operating parameters are selected ar
the license is generated.

Third Party
Access
Control

1. How are unauthorized
software/firmware changes
prevented?

Changes to the operating parameters of
the radio are restricted based on user

account security level. Unauthorized uset
cannot accesthe system.

2. Is it possible for thirdaoties to load
device drivers that could modify the
RF parameters, country of operation
or other parameters which impact
device compliance? If so, describe
procedures to ensure that only
approved drivers are loaded.

No. users and operators do not haveedit
access to the system. All interaction with
all aspects of the system is done via
Redlineimplemented CLI and GUI
interfaces, which restricts the possible
actions a user can take. The radio is an
embedded system, and does not need or
permit the loadingof any drivers, approve(
or otherwise.

3. Explain if any third parties have thg
capability to operate a US sold devic
on any other regulatory domain,
frequencies, or in any manner that is
in violation of the certification

The radio itself does ndtinction without
the user loading a license key into the

system. Licenses are regulatory region
specific. A radio purchased in the US ang
then transported to another region would
have a license key generated suited for tf
region in which it was to be depjed.

4. What prevents third parties from
loading nonUS versions of the
software/firmware on the device?

The Redline Partner Certification
programme is restricted by country code.
There areno non-USversiors of software.
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