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Chapter 1: Introduction

Introduction to your Router

The Billion BiPAC 8920NXL-600, a multi service VDSL2 Dual-lines (30a) Router over comparable
single-port model. It features fibre-ready triple-WAN VDSL2 supports backward compatibility to
ADSL2+ for a longer reach distance, an all-in-one advanced device including a 802.11n access
point support wireless speed of up to 600Mbps, Gigabit Ethernet, connections to 3G/4G LTE.
Being IPv6-capable, the BIPAC 8920NXL-600 VDSL2 router supports super-fast fibre connections
via a Gigabit Ethernet WAN port. It also has one USB port, hosting a 3G/4G LTE modem
connecting to the 3G/4G LTE network for Internet access as well as acting as a print server or a
NAS (Network Attached Storage) device with DLNA (Digital Living Network Alliance) and FTP (File
Transfer Protocol) access.

With an array of advanced features, the Billion BiPAC 8920NXL-600 delivers a future-proof solution
for VDSL2 connections, superfast FTTC and ultra-speed FTTH (Fibre-To-The-Home) network
deployment and services.

Flexible Deployment Options

The BIPAC 8920NXL-600 provides users with flexible, scalable deployment options optimized to
both reduce costs and provide the longest possible lifespan for the investment. The BIiPAC
8920NXL-600 integrates dual WAN options; a VDSL2/ADSL2+ interface and a second 10/100/1000
Ethernet WAN interface which can be used for broadband connectivity to any other Ethernet
broadband device. Operators can now deploy one device to support current and future network
migration.

Maximum wireless performance

With an integrated 802.11n Wireless Access Point, the router delivers ultra-fast wireless speeds of
up to 600Mbp and multiple SSIDs on 2.4GHZ frequency band. The Wireless Protected Access
(WPA-PSK/WPA2-PSK) and Wireless Encryption Protocol (WEP) features enhance the level of
transmission security and access control over wireless LAN. The router also supports the Wi-Fi
Protected Setup (WPS) standard, allowing users to establish a secure wireless network by simply
pushing a button. If your network requires wider coverage, the built-in Wireless Distribution System
(WDS) repeater function allows you to expand your wireless network without the need for any
external wires or cables.

3G/LTE mobility and Always-on Connectivity

With 3G/4G LTE-based Internet connection (requires an additional 3G/4G LTE USB modem
plugged into the built-in USB port), user can access internet through 3G/4G LTE, whether you are
seated at your desk or taking a cross-country trip. The auto fail-over feature ensures optimum
connectivity and minimum interruption by quickly and smoothly connecting to a 3G/4G LTE network
in the event that you ADSL/Fibre/Cable line fails. The BIiPAC 8920NXL-600 will then automatically
reconnect to the xDSL/Fibre/Cable connection when it is restored, reducing connection costs.
These features are perfect for office situations when a constant and smooth WAN connection is
critical.

Experience Gigabit

The BiPAC 8920NXL-600 has five Gigabit LAN ports and port #5 can be configured as an Ethernet
WAN port. This EWAN offers another broadband connectivity option for connecting to a cable, DSL,
1



fibore modem. The BiPAC8920NXL-600 again offers users convenience and optimal network
performance with data rates reaching up to 1Gbps.

Secure VPN Connections

The Billion routers support all currently popular secure VPNSs, including embedded IPSec VPN,
PPTP, L2TP, GRE, which satisfies different users’ needs, allowing users to establish encrypted
private connections over the Internet with your optimum VPN options. You can access your
corporate Intranet and transmit sensitive data between branch offices and remote sites anytime;
even when you are out of office, thus enhancing productivity.

IPv6 supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed
IPv4. IPv6 has a vastly larger address space than IPv4. This results from the use of a 128-bit
address, whereas IPv4 uses only 32 bits. The new address space thus supports 2'?® (about
3.4x10%) addresses. This expansion provides flexibility in allocating addresses and routing traffic
and eliminates the primary need for network address translation (NAT), which gained widespread
deployment as an effort to alleviate IPv4 address exhaustion.

IPv6 also implements new features that simplify aspects of address assignment (stateless address
autoconfiguration) and network renumbering (prefix and router announcements) when changing
Internet connectivity providers. The IPv6 subnet size has been standardized by fixing the size of the
host identifier portion of an address to 64 bits to facilitate an automatic mechanism for forming the
host identifier from Link Layer media addressing information (MAC address).

Network security is integrated into the design of the IPv6 architecture. Internet Protocol Security
(IPsec) was originally developed for IPv6, but found widespread optional deployment first in IPv4
(into which it was back-engineered). The IPv6 specifications mandate IPsec implementation as a
fundamental interoperability requirement.

Virtual AP

A “Virtual Access Point” is a logical entity that exists within a physical Access Point (AP). When a
single physical AP supports multiple “Virtual APs”, each Virtual AP appears to stations (STAs) to be
an independent physical AP, even though only a single physical AP is present. For example,
multiple Virtual APs might exist within a single physical AP, each advertising a distinct SSID and
capability set. Alternatively, multiple Virtual APs might advertise the same SSID but a different
capability set — allowing access to be provided via Web Portal, WEP, and WPA simultaneously.
Where APs are shared by multiple providers, Virtual APs provide each provider with separate
authentication and accounting data for their users, as well as diagnostic information, without
sharing sensitive management traffic or data between providers. You can enable the virtual AP.

Web Based GUI
It supports web based GUI for configuration and management. It is user-friendly and comes with

online help. It also supports remote management capability for remote users to configure and
manage this product.

Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.


http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/IPv4
http://en.wikipedia.org/wiki/Network_address_translation
http://en.wikipedia.org/wiki/Subnetwork
http://en.wikipedia.org/wiki/Link_Layer
http://en.wikipedia.org/wiki/MAC_address
http://en.wikipedia.org/wiki/Network_security
http://en.wikipedia.org/wiki/IPsec
http://en.wikipedia.org/wiki/IPsec
http://en.wikipedia.org/wiki/IPsec

Features

« Compliant with all ADSL2+/VDSL2 standards

* IPv6 ready (IPv4/IPv6 dual stack)

 Triple WAN approach — VDSL2/ADSL2+, 3G/4G LTE mobile connection, and Ethernet
WAN for Broadband Connectivity

* 5-port Gigabit Ethernet switch

* 1-port (Port#5) Gigabit Ethernet WAN (EWAN) port for broadband connectivity.

» Compliant with IEEE 802.11a/b/g/n standards

* Ultimate wireless speed up to 600Mbps

* WPS (Wi-Fi Protected Setup) for easy setup

» Wireless security with WPA-PSK/WPA2-PSK

» Supports WDS repeater function

 Multiple wireless SSIDs with wireless guest access and client isolation

« USB port for print server, NAS, DLNA media server, and 3G/4G LTE USB modem

* SNR adjustments to achieve highest sync speeds

* Monitoring of individual LAN/WAN traffic

« Universal Plug and Play (UPnP) Compliance

* QoS for traffic prioritization and bandwidth management

* 16 Secured IPSec VPN tunnels with powerful DES/ 3DES/ AES (BiPAC 8920NX-600
only)

* PPTP VPN with Pap/ Chap/ MS-CHAPV2 authentication (BiPAC 8920NX-600 only)
* Pure L2TP and L2TP over IPSec (BiPAC 8920NX-600 only)

* GRE tunnel (BiPAC 8920NX-600 only)

» SOHO firewall security

+ Auto failover and failback

« Supports IPTV application

 Ease of use with quick installation wizard (EZSO)

» Broadcom chipset for better stability

* [deal for Home and SOHO users

VDSL2/ADSL2+ Compliance
» Compliant with xDSL Standard

- ITU-T G.993.2 (VDSL2)
- ITU-T G998 .4 (G.inp)
- ITU-T G.993.5 (G.vector)

(
(
(
- ITU-T G.992.5 (G.dmt.bis plus, Annex M )



(ADSL2+ Annex M, available for BIiPAC 8920NXL-600 A model only)
- ITU-T G.992.3 (G.dmt.bis, Annex M, ADSL2

Annex M, available for BiPAC 8920NXL-600 A model only)

- Full-rate ANSI T1.413 Issue 2

- ITU-T G.992.1 (G.dmt)

- ITU-T G.992.2 (Gllite)

- ITU-T G.994.1 (G.hs)

» Supports VDSL2 band plan: 997 and 998

* ADSL/2/2+ fallback modes

» Supports ADSL and VDSL bonding up to 17a profile.

* ITU-T G.998.1, and G.998.2 (ADSL/VDSL2 lines bonded)

» Supports VDSL2 profiles: 8a, 8b, 8c, 8d, 12a, 12b, 17a and 30a in single line mode
» Supports ATM and PTM modes

Network Protocols and Features
« IPv4 or IPv4 / IPv6 Dual Stack
« NAT, static (v4/v6) routing and RIP-1/2
« IPv6 Stateless / Stateful Address Auto-configuration
« IPv6 Router Advertisement
« IPv6 over PPP
« DHCPv6
« IP Tunnel IPv6 in IPv4(6RD)
« IP Tunnel IPv4 in IPv6(DS-Lite)
« Universal Plug and Play (UPnP) Compliant
« Dynamic Domain Name System (DDNS)
« Virtual Server, DMZ
« SNTP, DNS relay, IGMP snooping and IGMP proxy for video service
« MLD snooping and MLD proxy for video service
« Management based-on IP protocol, port number and address

» Support port-based Interface Grouping (VLAN)

Firewall
« Built-in NAT Firewall
« Stateful Packet Inspection (SPI)
* DoS attack prevention
» Packet Filtering (v4/v6) - port, source IP address, destination IP address
* MAC Filter



* URL Content Filtering (v4/v6) — string or domain name detection in URL string

* Remote access control for web base access

* Packet filtering (v4/v6) - port, source IP address, destination IP address, MAC address
* URL content filtering (v4/v6) - string or domain name detection in URL string

* MAC filtering

» Password protection for system management

Quality of Service Control
 Supports the DiffServ approach
 Traffic prioritization and bandwidth management based-on |IPv4/IPv6 protocol, port

number and address

ATM and PPP Protocols
« ATM Adaptation Layer Type 5 (AALS)
* Multiple Protocol over ALL5 (RFC 268, formerly RFC 1483)
« Bridged or routed Ethernet encapsulation
« VC and LLC based multiplexing
« PPP over Ethernet (PPPoE)
« PPP over ATM (RFC 2364)
* Classical IP over ATM (RFC 1577)
« MAC Encapsulated Routing (RFC 1483 MER)
« OAM F4 / F5

IPTV Applications™
« IGMP Snooping and IGMP Proxy
* MLD Snooping and MLD Proxy
e Interface Grouping (VLAN)

* Quality of Service (QoS)

* VLAN MUX support

Wireless LAN
« Compliant with IEEE 802.11 a/ b/ g/ n standards
2.4 GHz frequency range
« Up to 600 Mbps wireless operation rate
» 64 / 128 bits WEP supported for encryption
« WPS (Wi-Fi Protected Setup) for easy setup
e Supports WPS v2



» Wireless Security with WPA-PSK / WPA2-PSK support
» Multiple wireless SSIDs with wireless guest access and client isolation
« WDS repeater function support

* Wireless LAN Schedule control

USB Application Server
» 3G/4G LTE dongle support
« Storage: FTP server, Samba server, DLNA

* Printer Server

Virtual Private Network (VPN) (BiPAC 8920NX-600 only)
* 16 IPSec VPN tunnels
* IKE key management
« DES, 3DES and AES encryption for IPSec
* L2TP over IPSec
» Pap/ Chap/ MS-CHAPvV2 authentication for PPTP
« IPSec pass-through
* GRE tunnel

Management
- Easy Sign-on (EZSO)
» Web-based GUI for remote and local management (IPv4/IPv6)
« Firmware upgrades and configuration data upload and download via web-based GUI
« Embedded Telnet server for remote and local management
» Supports DHCP server / client / relay
» Supports SNMP v1,v2, MIB-I and MIB-II
« TR-069*! supports remote management
« Available Syslog
* Mail alert for WAN IP changed
+ Auto failover and fallback

 Push Service for diagnostics and debug usage

”072‘! 1. On request for Telco / ISP projects
L

2. IPTV application may require subscription to IPTV services from a Telco / ISP.

3. Specifications on this datasheet are subject to change without prior notice.




Hardware Specifications

Physical Interface

« WLAN: 5 internal antennas

« DSL: VDSL port

« USB 2.0: 1-port USB 2.0 interface for storage service and printer server, FTP, DLNA
and 3G/4G LTE modem

« Ethernet: 5-port 10 / 100 / 1000Mbps auto-crossover (MDI / MDI-X) Switch

« EWAN: 1 Gigabit Ethernet port (port#5) connecting directly to Fiber/ xDSL/ Cable
modem, also serving as a Ethernet port#5 when not in EWAN use

» Wireless on/off and WPS push button

» Power jack

» Power switch

« Factory default reset button



Chapter 2: Installing the Router

Package Contents
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BiPAC 8920NX(L)-600 Dual Lines VDSL2/ADSL2+ Wireless 600Mbps 3G/4G LTE (VPN) Firewall Router

This Quick Start Guide

CD containing User Manual

RJ-45 Cat. 5e STP Ethernet Cable

RJ-11 xDSL/ telephone Cable

Vertical Stand

Two detachable Wi-Fi Antennas

Power adaptor

Splitter/ Micro-filter (Optional)

BEC 8920ACw/ )

CD

[ RJ-45 Cat. 5 STP |

a vertical stand Ethernet Cable
’ C
1 i .?____4)2);-/ ';a;}__&
N
N J i
p: ~ 2
xDSL Y-Cable Power Adapter Antemnas

y ~
Quick Start Guide

(This document)

|
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Important note for using this router

1. Do not use the router in high humidity or high temperatures.

2. Do not use the same power source for the router as other equipment.

3. Do not open or repair the case yourself. If the router is too hot, turn off the power
immediately and have it repaired at a qualified service center.

4. Avoid using this product and all accessories outdoors.

Warning
1. Place the router on a stable surface.
2. Only use the power adapter that comes with the package. Using a different voltage rating
power adapter may damage the router.
Attention




Device Description

The Front LEDs

LED Status Meaning
1 Red Boot failure or in emergency mode
Power
Green System ready
G Connected to an Gigabit Ethernet device or to a broadband
reen X .
connection device.
Gigabit Ethernet Port ]
| 5/EWAN Orange Connect to an 10/100Mbps Ethernet device
Blinking Data being transmitted / received
| e Green Successfully connected to a 1000Mbos LAN device
B igabit Eth P
Ems ?_Igablt thernet Port Orange Successfully connected to a 10/100Mbos LAN device
ETH4 Blinking Data being transmitted / received
£ UsB Green USB connection established
ETH2
Green Wireless connection established
. Wireless
Blinking Data being transmitted / received
G Wireless device(s) being connected successfully via WPS
reen
mode
G
e WPS Blinking WPS configuration being in progress
Off WPS is off
S Green Successfully connected to an VDSL DSLAM (Line Synced)
2 Green Blinking VDSL synchronizing or waiting for VDSL synchronizing
| ™ DSL 172 Orange Successfully connected to an ADSL DSLAM (Line Synced)
. Orange blinking ADSL synchronizing or waiting for VDSL synchronizing
B Off DSL cable unplugged
L Green IP connected and traffic is passing through the device
Blinking Data being transmitted / received
Internet
Red BiPAC 8920NXL-600 fails to obtain and IP.
N Off BiPAC 8920NXL-600 is either in bridged mode or WAN/DSL
connection is not ready
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The Rear Ports

Port Meaning
1
ON/OFF Power ON / OFF switch.
2
PWR Connect the supplied power adapter to this jack.

By controlling the pressing time, users can achieve two different
effects:

3 WPS /Wireless | (1) WPS: Press &hold the button for less than 6 seconds to trigger
on/off button WPS function.

(2) Wireless ON/OFF button: Press & hold the button for more than
6 seconds to On/Off the wireless.

Push and hold the reset button for five (5) seconds to restore to its
4 Reset factory default settings (this is used when you cannot login to the
router, e.g. forgot your password)

Connect to Fiber/ Cable/ xDSL Modem with a RJ-45 cable, for
broadband connectivity.
5 E (Gb EWAN
( ) Note: LAN 5 automatically becomes an EWAN port when EWAN
internet interface is being selected in the GUI

Connect PCs, Laptops or any other office/home LAN devices with the
GB LAN | supplied RJ-45 Ethernet cable (Cat-5 or Cat-5e) to any of the five

® | Ethernet (1-5) | LAN ports.
Note: Port 5 is a LAN / WAN Configurable Port.

- USB Connect with a 3G or 4G/LTE USB adaptor/dongle for mobile
connectivity.

8

Connect the device to an ADSL/VDSL telephone jack or splitter using

bSL a RJ-11 telephone cable / Y-Cable for xDSL Dual-lines

11



Cabling

One of the most common causes of problems is bad cabling or DSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and DSL line LEDs are all lit. If they are not, verify if you are using the proper cables. If the
error persists, you may have a hardware problem. In this case, you should contact technical support.

Make sure you have a line filter with all devices (e.g. telephones, fax machines, analogue modems)
connected to the same telephone line and the wall socket (unless you are using a Central Splitter or
Central Filter installed by a qualified and licensed electrician), and ensure that all line filters are
correctly installed and the right way around. Missing line filters or line filters installed the wrong way
around can cause problems with your DSL connection, including causing frequent disconnections. If
you have a back-to-base alarm system you should contact your security provider for a technician to
make any necessary changes.

12



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS / Windows 10/8/Vista/7/XP, etc. The
product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

¥
”072; Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation.

13




Connecting Your Router

Users can connect the ADSL2+ router as the following.

DSL Router mode:

- Single Pair-

| LT ]

g@

Power Adapter

Ethermet Cable

Ethernet Cable

Ethernet Cable

Ethernet Cable

/B (g !m g

‘g

=

USB Connection

3G/4G_LTE Adaptor/Dongle for Mobile Connectivity

RJ-11 phone cable

Splitter Phone
VDSL2/ | Line Ay "
ADSL2+ S

14

- Two Lines (bonded)

Power Adapter
Ethernet Cable ' ,q
-
Ethernet Cable o q
Ethernet Cable o .q
Ethernet Cable =
ol |
-
q i q
HUB s ]
=
USB Connection

3G/4G_LTE Adaptor/Dengle for Mobile Connectivity

L

Splitter P
vDSL2r | Line
ADSL2+

Y-Cable

g &%)

+
% splitter
Line vD
S



Broadband Connection

o Power Adapter

Modem

Ethernet Cable i

Cable, xDSL, Fiber, PON, efc.
Ethernet Cable

(5

Ethernet Cable

/

Ethernet Cable ;

Vﬁ

!

‘g

- USBE Connection |

—

: 3G/4G_LTE Adaptor/Dongle for Mobile Connectivity
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Automatic WAN Failover

|®

Power Adapter

Maodem
Ethernat Cable

. N

Cable, xDSL, Fiber, PON, etc.

Ethernet Cable

Ethernat Cable

H g

Ethermet Cable

§ (5

USB Connection J

: 3G/MG_LTE Adaptor/Dongle for Mobile Connectivity

Y-Cable

&

+
£y fa)
Splitter 7 %Splil‘tur
Line |
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Network Configuration

Configuring a PC in Windows 7/ 8

1. Go to Start. Click on Control -
Panel. () [+ contolPanci »

Then click on Network and
Internet.

Adjust your computer's settings View by:  Category ¥

System and Security
R
Bac

User Accounts and Family Safety
B Add or remove user accounts
Set up parental controls for any user

w your computer's status

ur computer

Find and fix problems

8

Network and Internet w
/]

-

Appearance and Personalization
Change the theme

Change desktop background

Choose homegroup and sharing eptions it screen resolution

Hardware and Sound

Clock, Language, and Region
View devices and printers (L =

Change keyboards o other input methods

Add a de

Ease of Access
Let Windows

settings
Optimize visual display

Adjust commonly used mability settings
I
E—# Programs

o8 I Uninstall a pregram

2. When the Network and Sharing _
Center window pops up, select & _
and click on Change adapter Contrl Panel Home -

View your basic network information and set up connections
settings on the left window A = @ Seefull map
panel. W@ TEST-PC BGSL0R-CNC Internet
(This computer)

tX « Metwork and Intenet » Network and Sharing Center +[44][ 5=

View your active netwerks Connect or disconnect

F==- BGSI10N-CNC
T

Public netwerk

Internet

ork Connection

reless N

0N

Change your networking settings

%

Set up a new connection or netwerk

Set up  wireless, broadband, dial-up, ad hoe, or VPN connection: or set up  router or access
point.

&. Connect to a network

Connect or recennect te a wireless, wired, dial-up, or VPN network cennection,

3. Select the Local Area =]

5l

COnnection and nght click the @U D « Network and Intemet » Network Connections » [ 4| == Co o
)
iCOﬂ tO Select Properties. Organize v Disable this netwerk device Diagnose this connection Rename this connection  » = O @
| &= Network Extender [ (@ standalone Network Extender
Dicable P>, Disconnected > _ Disconnected
S Metwork Extender SSLVPN Adapter % Standelone Network Extender

Status

etwork Connection 3

L
® Mot connected
kd{ﬂ] N

Nlicrosoft Virtual WiFi Miniport A...

Wirel
Diagnese

)  Bridge Connections

Create Shortcut
Delete
' Rename

# Properties I

—

17



IPv4:

4.

Select Internet Protocol
Version 4 (TCP/IPv4) then click
Properties

In the TCP/IPv4 properties
window, select the Obtain an IP
address automatically and
Obtain DNS Server address
automatically radio buttons.
Then click OK to exit the setting.

Click OK again in the Local
Area Connection Properties
window to apply the new
configuration.

# Local Area Connection Properties @

Metworking | Sharing

Connect using:

l_-'l'* Broadcom 57k Gigabit Integrated Contraller

This connection uses the following tems:

o8 Cliert for Microsoft Networks

QQDS Packet Scheduler

.Q File and Printer Sharing for Microsoft Metwarks
i arminm & TCF /| FyEl
4
i Linke-Layer Topology Discovery Mapper [0 Driver
v Linlke-Layer Topology Discovery Responder

KEEEREEE

[ Install... ] Uninst Froperties

[
a1}

Diescription

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse inferconnected networks.

[ OK ][ Cancel ]

Internet Protocol Version 4 (TCP/IPv4) Properties @

General | Alternate Configuration |

‘You can get IP settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrataor
for the appropriate IP settings.

i@ Obtain an IP address automatically
() Use the following IP address:

IP address:
Subriet mask;

Defaulk gateway:

(@ Obtain DMS server address automatically
{1 Use the following DMS server addresses:

Preferred DMS server:

Alkernate DMS server:

Validate settings upon exit

[ OK J [ Cancel

)
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IPv6:

4.

Select Internet Protocol
Version 6 (TCP/IPv6) then click
Properties

In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically
and Obtain DNS Server
address automatically radio
buttons. Then click OK to exit
the setting.

Click OK again in the Local
Area Connection Properties
window to apply the new
configuration.

[E] Local Area Connection Properties

Metworking | Sharing

Connect using:

This connection uses the following tems:

l_-'lf‘ Broadcom 570x Gigabit Integrated Controller

9™ Cliert for Microsoft Networks
QGDS Packet Scheduler

oncs

Imtemet Protocol Version g TCP/I Py

. TNEmet Protocol versiond (1L TPva]
i |inke-Layer Topology Discoveny Mapper 150 Driver
i Link-Layer Topology Discovery Responder

Imstall... Uininstall

Description

interconnected networks.

Froperties

TCPIAP version 6. The next-genetion version of the internet
pratacol that provides communication across diverse

OK

][ Cancel ]

Internet Protocal Version 6 (TCP/IPvE) Properties

]

General |

(@ Obtain an [PvE address automatically
Use the following IPvé address:

" Obtain DNS server address automatically
@' Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit

You can get IPv6 settings assigned automatically if your netwerk supports this capabity.
Otherwise, you need to ask your netwark administrator for the appropriate IPv6 settings.
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Configuring a PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and
Sharing Center at the top bar.

3. When the Network and Sharing
Center window pops up, select
and click on Manage network
connections on the left window
pane.

4. Select the Local Area
Connection, and right click the
icon to select Properties.

mt Add a printer 8 Add a'wire

‘ Organize ~ = Views ~ 3 NS0Tk and SHanng Center

This computer is not connected to a network. Click to connect...

Eavortelinks Workgroup Metwork location

I Name) ] C;teg_or.y
E| Documents .

Ej Pictures

Q‘ Music

|4 FRecently Changed

E Searches

M Public

3 < Network and Internet » Metwork and Sharing Center v [+ ! Search

Tasks

Network and Sharing Center

View computers and devices

Connect to a network

Set up a connection or network 1&] u
L *

Manage network connections :
TESTI-WHQL Internet
Diagnose and repair (This computer)

!.- Not connected

You are currently not connected to any networks.
Connect to a network

™ - oy

! <« MNetwork and Internet » Metwork Connections »

Disable this network device |y [hagnos

Marme Status Device Mame Connectivity Metwork Cate

Dial-up (2}

L-' Metwork Extender e Standalone Metwork Extende
- ; L- 3

o= Disconnected o Disconnected
o A 2 i :
!..*‘ Metwork EBxtender SS5LVPMN A... =.f‘ ISDM WAN Device

LAM or High-5peed Internet (1)

= | Local Area Connection
’ ' |\J = 1o Ll 1 |
K 2 In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties |
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IPv4:
5.

6.

7.

Select Internet Protocol
Version 4 (TCP/IPv4) then click
Properties.

In the TCP/IPv4 properties
window, select the Obtain an IP
address automatically and
Obtain DNS Server address
automatically radio buttons.
Then click OK to exit the setting.

Click OK again in the Local Area
Connection Properties window
to apply the new configuration.

. This connection uses the following tems:

" e ﬂ
WLD-EE:| Area Ccnnec‘-tlcm ﬁpertles " M

MNetworking |

Connect using:

'E’" Intel{R) 825660M Gigabit Network Connection

& Cligrt for Microsoft Networks
| =005 Packet Scheduler
Q File: and F‘nnter Shanng for Microsoft Networks

H'tteme‘. Protocal Version 4 (TCP/1Pwd) .

. Link-Layer Topology Discovery Mapper /0 Driver

& Link-Layer Topology Discovery Responder

Install. .. ] - Irinstall Properties

Dlescription

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

Internet Protocol Version 4 (TCP/IPvY) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically f your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(@ Obtain an IP address automatically
(71 Use the following IP address:

P addrecs:
IP address:

Subnet mask:

Default gateway:

(@ Cbtain DMNS server address automatically
() Use the following DMS server addresses:
Preferred DNG server:

alternake DNS server:

Advanced. ..

[ o

] [ Cancel

)
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IPv6:
8.

9.

10.

Select Internet Protocol
Version 6 (TCP/IPv6) then click
Properties.

In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically and
Obtain DNS Server address
automatically radio buttons.
Then click OK to exit the setting.

Click OK again in the Local Area
Connection Properties window
to apply the new configuration.

Y Local Area Connection Properties

Metworking | Sharing

Connect using:

lif‘ Intel{R) 825660M Gigabit Metwork Connection

This connection uses the following tems:

0% Client for Microsoft Netwarks
81 005 Packet Scheduler
.Q Filz and Printer Sharing for Microsoft Networks

i [ntemet Protocal Versiond (TCPAIPwd)

Jintemet Protocol Version/ [TCP/IPvE) R

i Linke-Layer Topology Discovery Mapper /0 Driver

i |ink-Layer Topology Discoveny Responder

[

Imstall... ] Uninstall

Properties

Description
TCPAR version §. The next-genetion version of the internet

protocal that provides communication across diverse
interconnected netwarks.

oK

H Cancel ]

Internet Protocol Version 6 (TCP/IPv6) Properties
—

|

General |

You can get IPvE settings assigned automatically if your network supports this capability,
Dtherwise, you need to ask your network administrator for the appropriate IPvE sattings.

@) Obtain an [Pvé address automatically
Use the following IPvé address:

") Dbtain DNS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

| validate settings upon et

[ox J[ come |
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Configuring a PC in Windows XP

IPv4:

1. Go to Start / Control Panel (in Classic EEEIRIELT E”E']
. . ile di e avarites oals L i
View). In the Control Panel, double-click |™ ™ ™" ° ; T__ﬁ i
on Network Connections Ot - @ - | Lo [y ron | B

Address ;[}‘ Contral Panel VI )

. A ~
2. Double-click Local Area Connection. B ol i E & °
ontrol Panel # K
Phone and  Power Options
G Switch bo Categary Yiew Modem ...
See Also H\-’r’j g %
Printers and  Regional and  Scanners and
‘“ ‘Windows Updake Faxes Language ... Cameras
@) Help and Support 2 @ -
L=/ 2 .B/ 4
Scheduled Sounds and Speech
Tasks Audio Devices 2

3. In the Local Area Connection Status EE e
window, click Properties. General | Support]

Connection
Status: Connected
Duration: o0:19:32
Speed: 100.0 Mbpsz
Aokt =
Sent J:,.-J—l Feceived
B
Packets: 27 o
d Froperties *[ Diizable ]
4
e

Close

4. Select Internet Protocol (TCP/IP) and [ e

General | Authentication | Advanced

click Properties. e

| EHE ASUSTek Broadocom 4402 104100 Integrated Controller |

This connection uses the following itermns:
B Client far Microsoft kHetworks
4=, File: and Printer S haring for Microsaft Metworks
4= 0 oS Packet Scheduler

Intemet Protocol [TCRAIF]

T
_ropenies _

Description

Tramsmission Control Protocaldlntermet Protocol. The default
wide area network protocol that provides communic ation
across diverse interconnected networks.

[] Sheow icon in notification area when connected

5. Select the Obtain an IP address Internet mmcnl (TCPfIP) Properties
. - General | alternate Configuration
automatically and the Obtain DNS || .. . ..o eiones sromeiots i vor et sopes
- . thiz capagili_ty. Dthewa_se, yo?.l rneed to ask yo.i’, n;twork administrpa?or Far
server address automatically radio | = =reeeraei cetinge
&) Obtain an IP address autornatically

buttons- 2 Use the following IP address:

]
]
(I

6. Click OK to finish the Configuration‘ &)Dbtain DMS server address automatically

2 Use the following DMS server addresses:

7]
[

[—r—
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IPv6:

IPv6 is supported by Windows XP, but you should install it first.

Act as shown below:

1. On the desktop, Click Start > Run, type cmd, then press Enter key in the keyboard, the following screen
appears.

et Cz\ZWINDOWS\=ysteni2\cad. exe

C:~Documents and Settingssytt>

2. Key in command ipv6 install
e CzA\WINDO¥S5h=ysten32\cad. exe
C:sDocuments and SettingssyttXipub inztall

Installing...
Succeeded.

C:“Documents and Settingssyttl

Configuration is OK now, you can test whether it works ok.
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

Three user levels are provided by this router, namely Administrator, Remote and Local
respectively. See Access Control .

@ Administrator

P Username: admin
B Password: admin

@ Local

B Username: user
= Password: user

@ Remote

B Username: support
Bk Password: support

If you have forgotten the username and/or password of the router, you can restore the device
to its default setting by pressing the Reset Button more than 5 seconds.

Attention

Device LAN IPv4 settings

Pk IPv4 Address: 192.168.1.254
P Subnet Mask: 255.255.255.0

Device LAN IPv6 settings

P |Pv6 Address / prefix: Default is a link-local address and is different from each other as MAC

address is different from one to one. For example: f€80:0000:0000:0000:0204:edff:fe01:0001 / 64,
the prefix initiates by fe80::

DHCP server for IPv4

» DHCP server is enabled.
B Start IP Address: 192.168.1.254
B |P pool counts: 100
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LAN and WAN Port Addresses
The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in

the table.

IPv4
LAN Port WAN Port
IPv4 address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is
DHCP server function Enabled enabled to automatically get
P the WAN port configuration
IP addresses for ;00 Iﬁ’gazd%%s?e;sogotrr\}tlnwnr? from the ISP. ?
distribution to PCs PR roug
192.168.1.199
IPv6
LAN Port WAN Port
IPv6 address/prefix Default is a link-local address and is
different from each other as MAC  The PPPOE function is
address is different from one to one. |enabled to automatically get
For example ‘the WAN port configuration
fe80::204:edff:fe01:1/64, from the ISP.
the prefix initiates by fe80::
DHCP server function Enabled
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE(RFC2516) [VPIVCI, VC [ LLC-based multiplexing, Username, Password, Service
Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Username, Password and Domain
PPPOA(RFC2364) Name System (DNS) IP address (it can be automatically assigned by your
ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Domain Name System (DNS) IP
DHCP Client address (it can be automatically assigned by your ISP when you connect or
be set manually).

IPOA(RECA577 VPI/NVCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
OA( ) address, and Domain Name System (DNS) IP address (it is a fixed IP
address).

Pure Bridge . ) )
VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode.
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Easy Sign On (EZSO)

This special feature makes it easier for you to configure your router so that you can connect to the
internet in a matter of seconds without having to logon to the router GUI for any detail configuration.
This configuration method is usually auto initiated if user is to connect to the internet via Billion's
router for the first time.

After setting up the router with all the appropriate cables plugged-in, open up your IE browser, the
EZSO WEB GUI will automatically pop up and request that you enter some basic information that
you have obtained from your ISP. By following the instructions given carefully and through the
information you provide, the router will be configured in no time and you will find yourself surfing the
internet sooner than you realize.

EZSO window pops up:
Step1: Set the administration password.

Easy Sign On “}[‘ .
I ; :

¥ Administrator Password

Configure Administrator Password

New Password (maximum length is 15}
Confirm Passward {maximum lengthis 15}
Continue

Step 2: Set the Time Zone.
IEasy Sign On Lmt‘! .

~Time Zone
Configure Time Zone Offset
Time zone offset (GMT-00:00) Greenwich lean Time: Dublin, Edinburgh, Lisbon, Landon |+

Continue

Step 3: Configure the WAN interface.

DSL mode (ADSL mode, please choose ATM; VDSL, please choose PTM)
Here take ADSL for example.

Before configuring with DSL mode, please confirm you have correctly connected the DSL line, and it
is now synchronized.

IEas_\- Sign On W\‘. .
a < -

~ WAN Interface  (WAN = Wireless )

Select VAN Interface

Main Port DSL  ~| (Cumentiiain Port DSL)
Layer2 Interface @amm OpTM

VPINCI 8135

Type FPFoE

Username username

WAN IP Address Obtain an IP Address Automatically

Select DSL, press Continue to go on to next step, press “Done” to quit the setting.
1. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
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Here IPv6 service is enabled by default.

Easy Sign On “‘}[‘ .
oo h &

TWAN Interface [ WAN = Wireless

VAN Service
Type [FFF over Ethemet (FFFOE) &

Pl Vel [ l10-2585) / | |[32-55528]
Username [

Password

Service Mame

Encapsulation Mode L!__C-'Sr-_l.i.P-E! R_I!;JG_IN-_S hd]|

Authentication Method AUTO v
IPv4 Address O static

IP Address
IPvE for this senice ¥ Enable
IPVG Address [ static

IF Address
MTU | 1492

If the DSL line doesn’t synchronize, the page will pop up warning of the DSL connection failure.

IEasy Sign On \ “"\r‘ .
4 = —

~ WAHN Interface ( WAHN = Wireless)

DSL Line Is Not Ready. Please Check your D5SL Line and wait for a while,

3. Wait while the device is configured (DSL synchronized).

Easy Sign On “‘}E .
oo h &

* WAN Interface { WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success and next to wireless, if you want skip wireless setting, click
Done.

Easy Sign On “\t‘ .
I ¥ 3ig A S

¥ WAN Interface [ WAN > Wirgless
Congratulations !
Your WAM port has been successfully configured.

Mextto Wireless H Done I

Click Done, web configuration will be loaded, you will enter the web configuration page.

IEasy Sign On A Q‘[\‘ .

TWAN Interface

Stop EZSO
You stopped the EZS0 procedure. Web Configuration will now load.

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable the wireless and set the SSID and encryption Key. (1. Leave
it empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-
PSK/AES).
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IEasy Sign On

TWireless (WAMN= Wireless )

Parameters
Wireless [l Enable
s8I0 wlan-ap

WPAZ Pre-Shared Key

\

I Easy Sign On

¥ Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success in configuring the EZSO.
IEasy Sign On

~ Process finished

Success.

The Easy-Sign-0On process is finished. Your device has been successfully configured.
You can now:

1. Log onto the router management interface for more advanced settings on 192.168.1.254
2. Continue to wpad.home.gatewaylwpad.dat
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Ethernet mode

1. Select Ethernet, press Continue to go on to next step.

I Easy Sign On

¥ WAN Interface [ WAN = Wireless)
Select WAN Interface

Iain Port Ethernet v | (Current Main Port: DSL)

N N

2. Enter the username, password from your ISP, for IP and DNS settings, also refer to your ISP.

Here IPVv6 service is enabled by default.
IEas',' Sign On

TWAN Interface  (WAN = Wireless
WAN Service

Tipe | PPF over Ethemnet (PPPOE) |

Username
Password
Service Name

Authentication Wethod [suto ]

IPv4 Address [ static
IP Address

IPVE for this senice lEnable

IPYE Address [ static
IP Address

WU [1202

Continue

3. Wait while the device is configured.
IEas‘,- Sign On

> WAN Interface [ WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success.
IEas',l Sign On

= WAN Interface [ WAN = Wireless )
Congratulations !
Your WAM port has been successfully configured.

Mext to Wireless H Done ]

Click Done, web configuration will be loaded, you will enter the web configuration page.

I Easy Sign On

T WAN Interface
Stop EZS0

You stopped the EZS0 procedure. Web Configuration will now load.
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).
IEasy Sign On ;“\% -

TWireless (WAN= Wireless

Parameters

Wireless [ Enable

SSID (wian-ap |

WPAZ Pre-Shared Key Click here to display

IEas',n Sign On A“"\C" .

¥ Wireless (Wak = Wireless

Please wail while the device is configured.

6. Success in configuring the EZSO.
IEasy Sign On ;“}E— -

~ Process Tinished

Success.
The Easy-Sign-On process is finished. Your device has been successfully configured

You can now:

1. Log onto the router management interface for more advanced setftings on 122.165.1 254
2. Continue to wpad.home. gateway/wpad dat
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3G/4G LTE
1. Select 3G/4G LTE, press Continue to go on to next step.

A
I Easy Sign On i“‘}ci_ .

T WAN Interface (WAN = Wireless )

Select WAN Interface

Main Port {Current Main Port: DSL)
Usermname

APN internet

2. Enter the APN, username, password from your ISP, for settings about Authentication method, PIN,
etc, also refer to your ISP.

IE-::S\; Sign On iﬂ'\é— !

TWWAN Interface (WWAN = \Wireless

Parameters

ode [Use 3G/4G LTE dongle seftings v
4PN inteet |
Username

Fassword _|
Authentication lethod [auTo ]

PIN [ ]

MTU I

Obtain DNE ® Use wan Inteface O Use staticDng O Parent Controls
Primary DNS / Secondary DNS | [4] |

*Warning: Entering the wrong PIN code three times will lock the SIW

3. Wait while the device is configured.

|
IEasy Sign On *“S-[& .

~ WAN Interface ( WAN > Wiraless

Please wait while the device is configured.

4. WAN port configuration is success.

IEasy Sign On ‘“_\[‘_ .

~ WAN Interface [ WAN = Wireless )
Congratulations !
Your WARN port has been successfully configured.

Nextto Wireless | [ Done |

Click Done, web configuration will be loaded, you will enter the web configuration page.
IEasy Sign On L“% -

TWAN Interface
Stop EZSO
You stopped the EZS0 procedure. Web Configuration will now load.
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).
IEasy Sign On ;“\% -

TWireless (WAN= Wireless

Parameters

Wireless [ Enable

SSID (wian-ap |

WPAZ Pre-Shared Key Click here to display

IEas',n Sign On A“"\C" .

¥ Wireless (Wak = Wireless

Please wail while the device is configured.

6. Success in configuring the EZSO.
IEas',l Sign On l“"\t" ...

T Process finished

Success.
The Easy-Sign-On process is finished. Your device has been successfully configured.

You can now:

1. Log onto the router management interface for more advanced settings on 192 158 1254
2. Continue to www sohu.com
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Chapter 4: Configuration

Configuration via Web Interface

Open your web browser; enter the IP address of your router, which by default is 192.168.1.254, and

click i or press ‘Enter’ key on the keyboard, a login prompt window will appear. The default root
username and password are “admin” and “admin” respectively.

Windows Security

iexplore.exe

The server 192,168.1.254 is asking for your user name and password, The
server reports that it is frem BEC 3920MXL-600

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure,

“JEEI'I"IEFI'IE |

I | | Password |

[[] Remember my credentials

Cancel

Congratulations! You are now successfully logged in to the VDSL2+ Router!
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Once you have logged on to your BiPAC 8920NXL-600 Router via your web browser, you can begin
to set it up according to your requirements. On the configuration homepage, the left navigation pane
links you directly to the setup pages, which include:

@ Status (Summary, WAN, Statistics, Bandwidth Usage, 3G/4G LTE Status, Route, ARP, DHCP,
Log,)

@ Quick Start (Quick Start)

@ Configuration (LAN, Wireless, WAN, System, USB, IP Tunnel, Security, Quality of Service, NAT,
Wake On LAN)

@ Advanced Setup (Routing, DNS, Static ARP, UPnP, Certificate, Multicast, Management,
Diagnostics)
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Status

This Section gives users an easy access to the information about the working router and access to
view the current status of the router. Here Summary, WAN, Statistics, Bandwidth Usage, 3G/4G
LTE Status, Route, ARP, DHCP , and Log subsections are included.

' Summary

* VAN

» Statistics

F Bandwidth Usage
* 3G/4G LTE Status
' Route

* ARP

* DHCP

VPN

¥ Log

rAdvanced Setup
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Summary

The basic information about the device is provided here (the following is a configured
screenshots to let users understand clearly).

Status “\‘
A = =

~ Device Information

Model Mame BEC 8920MXL-500

Host Mame home. gateway

System Up-Time 4D 17H 45M 518

Date/Time Tue May 17 04:03:02 2016 | Sync
Software Version 2.50a.dt1

LAM IPv4 Address 192.168.1.254

LAN IPvG Address 2001:6011:7009:1bba:204:edfffe01:1/64
MAC Address 00:04:ed:01:00:01

DSL PHY and Driver Version AZpvbF03801.d26a

Wireless Driver \Version 7.14.43 21 cped 16L02A 0-kdb

~VUAN

Traffic Type AT

Aggregate Line Rate - Upstream (Kbps) 1107

Aggregate Line Rate - Downstream (Kbps) 23545

Default Gateway / IPvd Address ppp0.1 (DSL)/ 118.166.86.183
Connection Time 17:00:21

Frimary DMNS Server 103.16.230.165

Secondary DNS Server 9.888

Default IPvG Gateway / IPvE Address ppp0.1 (DSL)/ 2001:0011:7009:0805:25¢ca:c0d7:5b7a:1267/64

Device Information

Model Name: Displays the model name.

Host Name: Displays the name of the router.

System Up-Time: Displays the elapsed time since the device is on.

Date/Time: Displays the current exact date and time. Sync button is to synchronize the
Date/Time with your PC time without regard to connecting to internet or not.

Software Version: Firmware version.

LAN IPv4 Address: Displays the LAN IPv4 address.

LAN IPv6 Address: Displays the LAN IPv6 address. Default is a Link-Local address, but
when connects to ISP, it will display the Global Address, like above figure.

MAC Address: Displays the MAC address.

DSL PHY and Driver Version: Display DSL PHY and Driver version.

Wireless Driver Version: Displays wireless driver version.

WAN

Line Rate — Upstream (Kbps): Displays Upstream line Rate in Kbps.

Line Rate — Downstream (Kbps): Displays Downstream line Rate in Kbps.
Default Gateway/IPv4 Address: Display Default Gateway and the IPv4 address.
Connection Time: Displays the elapsed time since ADSL connection is up.
Primary DNS Server: Displays IPV4 address of Primary DNS Server.

Secondary DNS Server: Displays IPV4 address of Secondary DNS Server.

Default IPv6 Gateway/IPv6 Address: Display the IPv6 Gateway and the obtained IPv6
address.
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WAN

This table displays the information of the WAN connections, users can turn here for WAN connection
information.

IStaius w’f .
A C T

VAN

Wan Info
Interface  Description Tipe Status %‘::;wm” IPyd Address  IPVG Address DNS
pPR01  pppoe_0_8 35 PFPGE 17:00:48 118,166.86.183  2001:b011:7009:0805:25ca:c0d7:5b7a; 1267/64 168.95.192.1,168.95.1.1

3G/4G LTE Card not

SB3G
LEERIEL found

Interface: The WAN connection interface.

Description: The description of this connection.

Type: The protocol used by this connection.

Status: To disconnect or connect the link.

Connection Time: The WAN connection time since WAN is up.
IPv4 Address: The WAN IPv4 Address the device obtained.
IPv6 Address: The WAN IPv6 Address the device obtained.
DNS: The DNS address the device obtained.
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Statistics

LAN

The table shows the statistics of LAN.

Note: P5 can be configured as EWAN, and when the device is in EWAN profile, there is no
P5/EWAN interface as P5 is working as a WAN port.

¥ LAN Statistics

Received Transmitted
Interface Total IMulticast Unicast Broadcast Total Multicast Unicast Broadcast
Byies Packets Errors Crops Byles Packets Packels Packets  Bytes Packets Errors Crops Bytes Packels Packels Packeis

P1 o ] ] ] 0 0 0 o ] ] ] ] ] ] ] 0

P2 ] 0 0 0 0 0 0 ] ] 0 ] ] ] 0 ] 0

P3 ] 0 0 0 0 0 ] ] 0 0 0 ] 0 0 0 0

P4 18324245 BB321 0 0 0 29204 54940 2087 103101689 62537 O i] 0 4618 57904 14
PEEWAN o ] ] ] 0 0 0 o ] ] ] ] ] ] ] 0

wil ] ] 0 ] ] 0 0 ] 11873874 34545 0O ] ] 32483 0 2398
(DSL)

T LAN Statistics

Received Transmitied
Interface Total Multicast Unicast Broadcast Total Multicast Unicast Broadcast
Bytes Packets Ermrors Drops Packets Packets Packets Byies Packets Errors Drops Packets Packets Packets

Pl 0 0 0 0 0 0] 0 0 0 o] 0 (1] 0 0

B2 T7435845 362447 0 0 134637 198486 20324 113085406 224505 D o 11191 213164 150

P3 197319 19280 O 0 34T 1437 145 G50G634 1044 O 0 412 1440 92

P4 0 0 0 0 0 0 0 0 0 0 a 0 0 0

wiD 165174 2435 D 0 1 AT T 66771179 179679 O 1] 137931 12289 29400

Reset

(EWAN)

Interface: List each LAN interface. P1-P5 indicates the LAN interfaces (P5 can be configured as
EWAN).

Bytes: Display the total Received and Transmitted traffic statistics in Bytes for each interface.
Packets: Display the total Received and Transmitted traffic statistics in Packets for each interface.

Errors: Display the total statistics of errors arising in Receiving or Transmitting data for each
interface.

Drops: Display the total statistics of drops arising in Receiving or Transmitting data for each
interface.

Multicast (packets): Display the Received and Transmitted multicast Packets for each interface.
Unicast (packets): Display the Received and Transmitted unicast Packets for each interface.
Broadcast (packets): Display the Received and Transmitted broadcast Packets for each interface.
Reset: Press this button to refresh the statistics.
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WAN Service

The table shows the statistics of VWAN.

I Status “\d .
A - =

T \WAN Service

Statistics

Received Transmitted
Interface Descripticn Total Multicast Unicast Broadcast Total lMulticast Unicast Broadcast
Bytes Fackets Errors Dreps Bytes Packets Packets FPackets Byies FPackets Errors Drops Bytes Packets Fackets Packets
ppp0.1  pppoe_0_0 33 209804 2671 i) 0 0 0 2671 0 593212 2133 0 0 0 0 2133 0

Reset

Interface: Display the connection interface.

Description: The description for the connection.

Bytes: Display the Received and Transmitted traffic statistics in Bytes for every WAN interface.
Packets: Display the Received and Transmitted traffic statistics in Packests for every WAN interface.

Errors: Display the statistics of errors arising in Receiving or Transmitting data for every WAN
interface.

Drops: Display the statistics of drops arising in Receiving or Transmitting data for every WAN
interface.

Multicast (packets): Display the Received and Transmitted multicast Packets for every WAN
interface.

Unicast (packets): Display the Received and Transmitted unicast Packets for every WAN interface.

Broadcast (packets): Display the Received and Transmitted broadcast Packets for every WAN
interface.

Reset: Press this button to refresh the statistics.
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xTM

The Statistics-xTM screen displays all the xTM statistics

I Status ;u‘\t‘ .

TxTM

Interface Statistics

Port Mumber  In Octets QutOctets  InPackets OutPackets InOAM Cells QutOAM Cells  In ASM Cells  OQutASM Cells  In PacketErrors  In Cell Errors
1 62009682 G564792 449426 24590 8 0 0 0 5 38

Port Number: Shows number of the port for xTM.

In Octets: Number of received octets over the interface.
Out Octets: Number of transmitted octets over the interface.
In Packets: Number of received packets over the interface.
Out Packets: Number of transmitted packets over the interface.
In OAM Cells: Number of OAM cells received.

Out OAM Cells: Number of OAM cells transmitted.

In ASM Cells: Number of ASM cells received.

Out ASM Cells: Number of ASM cells transmitted.

In Packet Errors: Number of received packets with errors.
In Cell Errors: Number of received cells with errors.

Reset: Click to reset the statistics.

xDSL
I Status h‘}t‘ .
i o
T xDSL
xDSL
Bonding Line Selection line 0 v
Mode ADSL 2plus
Traffic Type ATM
Status Up
Link Power State L0
Downstream Upstream
Line Coding (Trellis) on on
SNR Margin (dB) 72 72
Aftenuation (dB) 0.0 13
Output Power (dBm) 7.2 9.3
Attainable Rate (Kbpz) 28388 1335
Rate (Kbps) 27447 1299
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MSGce (# of bytes in overhead channel

message) 51 27

B (# of bytes in Mux Data Frame) 244 81

M (# of Mux Data Frames in FEC Data 1 1
Frame)

T (Mux Data Frames over sync bytes) 4 1

R (# of check bytes in FEC Data Frame) 0 0

3 (ratio of FEC over PMD Data Frame length) 0.2853 1.9939
L (# of bits in PMD Data Frame) GER9 329

D (interleaver depth) 1 1
Delay (msec) 07 0.49
INP (DMT symbaol) 0.0 0.0
Super Frames 0 0
Super Frame Errors 0 0

RS Words 0 3255787
RS Correctable Errors 0 0

RS Uncorrectable Errars 0 0
HEC Errors 0 0
OCD Errors 0 0

LCD Errors 0 0
Total Cells 246668876 11669357
Data Cells 174531 18211
Bit Errors 0 0
Total ES 0 0
Total SES 0 0
Total UAS 25 25

| xDSLBER Test | | Reset |

Mode: Modulation protocol, including G.dmt, G.lite, T1.413, ADSL2, AnnexL, ADSL2+ and AnnexM.
Traffic Type: Transfer mode, here supports ATM and PTM.

Status: Show the status of DSL link.

Link Power State: Show link output power state.

Line Coding (Trellis): Trellis on/off.

SNR Margin (dB): Show the Signal to Noise Ratio(SNR) margin.

Attenuation (dB): This is estimate of average loop attenuation of signal.

Output Power (dBm): Show the output power.

Attainable Rate (Kbps): The sync rate you would obtain.

Rate (Kbps): Show the downstream and upstream rate in Kbps.

MSGc (#of bytes in overhead channel message): The number of bytes in overhead channel
message.

B (# of bytes in Mux Data Frame): The number of bytes in Mux Data frame.

M (# of Mux Data Frames in FEC Data Frame): The number of Mux Data frames in FEC frame.
T (Mux Data Frames over sync bytes): The number of Mux Data frames over all the sync bytes.
R (# of check bytes in FEC Data Frame): The number of check bytes in FEC frame.

S (ratio of FEC over PMD Data Frame length): The ratio of FEC over PMD Data frame length

L (# of bits in PMD Data Frame): The number of bit in PMD Data frame

D (interleaver depth): Show the interleaver depth.

Delay (msec): Show the delay time in msec.

43



INP (DMT symbol): Show the DMT symbol.

Super Frames: The total number of super frames.

Super Frame Errors: the total number of super frame errors.

RS Words: Total number of Reed-Solomon code errors.

RS Correctable Errors: Total number of RS with correctable errors.
RS Uncorrectable Errors: Total number of RS words with uncorrectable errors.
HEC Errors: Total number of Header Error Checksum errors.

OCD Errors: Total number of out-of-cell Delineation errors.

LCD Errors: Total number of Loss of Cell Delineation.

Total Cells: Total number of cells.

Data Cells: Total number of data cells.

Bit Errors: Total number of bit errors.

Total ES: Total Number of Errored Seconds.

Total SES: Total Number of Severely Errored Seconds.

Total UAS: Total Number of Unavailable Seconds.

xDSL BER Test: Click this button to start a bit Error Rate Test. The ADSL Bit Error Rate (BER) test
determines the quality of the ADSL connection. The test is done by transferring idle cells containing
a known pattern and comparing the received data with this known pattern to check for any errors.

ADSL BER Test -- Start

The ADSL Bit Error Rate (BER) test determines the quality of the
ADSL connection. The testis done by transferring idle cells
containing a known pattern and comparing the received data with
this known pattern to check for any errors.

Tested Time (sec) 20 -

| Start | [ close |

Select the Tested Time(sec), press Start to start test.

ADSL BER Test -- Running
The xDSL BER testis in progress.

Connection Speed 27447 Kbps
The test will run far 20 seconds

| Stop || Close |

When it is OK, the following test result window will appear. You can view the quality of ADSL
connection. Here the connection is OK.

44



ADSL BER Test -- Result
The ADSL BER test completed successfully.

Test Time 20 seconds
Total Transferred Bits ~ 0x000000001DATFS00
Error Ratio 0.00e+00

Close

Reset: Click this button to reset the statistics.
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Bandwidth Usage

Bandwidth Usage provides users direct view of bandwidth usage with simple diagram. Bandwidth
usage shows the use of the bandwidth from two angles: Transmitted and Received, giving users a
clear idea of the usage.

LAN

Note: P5 can be configured as EWAN, and when the device is in EWAN profile, there is no
PS/EWAN interface as P5 is working as a WAN port.

- a
i —

¥ LAN Bandwidth Usage---Received

Fi: B2 P3 FESEWAN  wilD
View LAN Transmitted ] I View WAN Traffic concurrently

Press View LAN Transmitted button to change the diagram to the statistics of the LAN Transmitted

Bytes. (Note: means Ethernet port #4, and the traffic information of the port #4 is identified with
orange, the same color with P4 in the diagram; other ports all take the same mechanism.)
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When you press View WAN Traffic concurrently button, the WAN Bandwidth Usage pops up so
that users can view the WAN traffic concurrently.

~WAN Bandwidth Usage---Received

pppl

View WAN Transmitted
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WAN Service

I -

*\WAN Bandwidth Usage—--Received

pppd.1
View WAN Transmitted ] [ Wiew LARN Traffic concurrently ]

Press View WAN Transmitted button to change the diagram to the statistics of the WAN
Transmitted Bytes.
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Press View LAN Traffic concurrently button to directly switch to the LAN Bandwidth Usage page
to view the LAN traffic concurrently.

oo e
4 =

~ LAN Bandwidth Usage-—Received

Fi P2 P3. P4 PHEWAN wib

View LAN Transmitted
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3G/4G LTE Status

I Status \ “._\E' .
a =

T 3G/LTE Status

Parameters

Status 3AG/LTE Card not found
signal strepgth
Network Name MNiA

Netwark Mode A&

Card Mame

Card Firmware

Current TX Bytes | Packets 0/0
Current RX Bvtes / Packets n/o
Total TX Bytes / Packets n/o
Total RX Bytes / Fackets o/0
Total Connection Time 00:00:00

Status: The current status of the 3G/4G LTE connection.

Signal Strength: The signal strength bar and dBm value indicates the current 3G/4G-LTE signal
strength. The front panel 3G/4G LTE Signal Strength LED indicates the signal strength as well.

Network Name: The name of the 3G/4G LTE network the router is connecting to.

Network Mode: The current operation mode for 3G/4G LTE module, it depends on service provider
and card’s limitation, GSM or UMTS.

Card Name: Given a name for the embedded 3G/4G LTE module.

Card Firmware: Current used FW in the 3G/4G LTE module.

Current Received (RX) /Transmitted (TX) Bytes: Current Rx/TX (receive/transmit) packets in Byte
Total Received (RX) /Transmitted (TX) Bytes: The total Rx/TX (receive/transmit) packets in Byte

Total Connection Time: The total of 3G/4G LTE dongle connection time since the 3G/4G LTE is up
and running
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Route

ISiaius 1“}[‘

* Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate, D - dynamic (redirect), M - modified {redirect)

Destination Gateway Subnet Mask Flag etric Senvice Interface
0.0.00 0.00.0 0.0.0.0 U 0 pppoe_0_8_38 ppp0.1
168.95.95.254 0.00.0 256,255 255 255 UH 0 pppoe_0_8_35 ppp0.1
168.95.1921 0.0.0.0 255,255 265 255 UH 0 pppoe_0_8_38 pRpd.1
182.168.1.0 0.00.0 255255 2550 U 0 Bro

Destination: The IP address of destination network.

Gateway: The IP address of the gateway this route uses.

Subnet Mask: The destination subnet mask.

Flag: Show the status of the route.
® U: Show the route is activated or enabled.

H (host): destination is host not the subnet.

G: Show that the outside gateway is needed to forward packets in this route.

R: Show that the route is reinstated from dynamic routing.

D: Show that the route is dynamically installed by daemon or redirecting.
® M: Show the route is modified from routing daemon or redirect.

Metric: Display the number of hops counted as the Metric of the route.

Service: Display the service that this route uses.

Interface: Display the existing interface this route uses.

®
®
®
®
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ARP

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’'s Security
— MAC Filtering function. Here IPv6 Neighbor Table, listed with IPv6 address-MAC mapping, is
supported.

I Status \ W':' .

~ARP

ARP Table

IF Address Flag MAC 4ddress Device Iark
192.168.1.100 Complete a4:5d.30.c046:50 brd

Neighbor Cache Table

IPvE Address MAC Address Device Iark
fe80:204:edfffe78:7878 00:04:ed:78:78:78 atmi.1

ARP table
IP Address: Shows the IP Address of the device that the MAC address maps to.
Flag: Shows the current status of the ARP entries.

® Complete: the route resolving is processing well.

® M(Marked as permanent entry): the route is permanent.

® P (publish entry): publish this route item.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.

Neighbor Cache Table

IPv6 address: Shows the IPv6 Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IPv6 address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.
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DHCP

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP server
in the device.

[ n
i -

v DHCP

Leased Table

Host Mame MAC Address IP Address Expires In Mark
BFQA-PC a4:5d:36:c0:46:10 192.168.1.100 16 hours, 31 minutes, 57 seconds

hillion-37ceb0f 00:1e:8c42:bf12 192.168.1.101 2 hours, 41 minutes, 20 seconds

Host Name: The Host Name of DHCP client.

MAC Address: The MAC Address of internal DHCP client host.

IP Address: The IP address which is assigned to the host with this MAC address.
Expires in: Show the remaining time after registration.

Mark: Show clearly the SSID (WLAN) the device is in.
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VPN (BiPAC 8920NX-600 only)
VPN status viewing section provides users IPSec, PPTP, L2TP, and GRE VPN status.

IPSec

ISIatLla Y
L r

*|PSec Status

VPN Tunnels
Mame Active Local Subnet Femuote Subnet Remote Gateway SA
192.168.1.0 192.168.0.0

—255.255.255.0 —255.255:255.0

test » 172 16:1.235

Refresh

Name: The IPSec connection name.

Active: Display the connection status.

Local Subnet: Display the local network.

Remote Subnet: Display the remote network.
Remote Gateway: The remote gateway address.
SA: The Security Association for this IPSec entry.
Refresh: Click this button to refresh the tunnel status.
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PPTP

[ seue a: N
Y

¥ PPTP Status

PPTP Server »

Mame ¥ Enable Status Connection Type Peer Metwark IP Connect By Action

test v Connected Remote Access 172.16.1.207 Drop

PPTP Client *

Mame Enahle Status Connection Type Peer Metwark IP Client 1P Action
Refresh

PPTP Server

Name: The PPTP connection name.

Enable: Display the connection status with icons.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote network and subnet mask in LAN to LAN PPTP connection.
Connected By: Display the IP of remote connected client.

Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

PPTP Client

Name: The PPTP connection name.

Enable: Display the connection status with icons.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote network and subnet mask in LAN to LAN PPTP connection.
Client: Assigned IP by PPTP server.

Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

Refresh: Click this button to refresh the connection status.
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L2TP

I Status QBE .
A =

¥ L2TP Status

L2TP Server*

ame b Enahble Status Connection Type Peer Metwork IP Connect By Action
testl Connected Remote Access 192.168.1.10 Drap
L2TP Client »
Mame Enable Status Connection Type Peer Metwork IP Client IP Action
Refresh
L2TP Server

Name: The L2TP connection name.

Enable: Display the connection status with icons.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote network and subnet mask in LAN to LAN L2TP connection.
Connected By: Display the IP of remote connected client.

Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

L2TP Client

Name: The L2TP connection name.

Enable: Display the connection status with icons.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote network and subnet mask in LAN to LAN L2TP connection.
Client: Assigned IP by L2TP server.

Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

Refresh: Click this button to refresh the connection status.
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GRE

I Status “}-[a
A

*GRE Status

MName Enable Status Remote Gateway IP
test2 g Connected 69.121.1.22

Name: The GRE connection name.

Enable: Display the connection status with icons.
Status: The connection status, connected or disable.

Remote Gateway: The IP of remote gateway.

Refresh: Click this button to refresh the connection status.
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Log

System Log

Display system logs accumulated up to the present time. You can trace historical information with

this function. And the log policy can be configured in Configure Log section.

I Status

~ System Log

May 17 02:33:09 daemon warn radvd[2083]
May 17 02:40:42 daemon warn radvd[2083]
May 17 02:50:33 daemon warn radvd[2083]
May 17 02:54:45 daemon warn radvd[2083]
May 17 02:58:14 daemon warn radvd[9083]
May 17 03:02:28 daemon warn radvd[2083]
May 17 03:07:46 daemon warn radvd[9083]
May 17 03:17:27 daemon warn radvd[2083]
May 17 03:22:26 daemon warn radvd[9083]
May 17 03:25:55 daemon warn radvd[2083]
May 17 03:33:49 daemon warn radvd[9083]
May 17 03:41:11 daemon warn radvd[9083]
May 17 03:50:42 daemon warn radvd[9083]
May 17 03:54:30 daemon warn radvd[2083]
May 17 03:59:49 daemon warn radvd[2083]
May 17 04:06:39 daemon warn radvd[9083]

Refresh: Click to update the system log.
Clear: Click to clear the current log from the screen.

received RA from fe80
received RA from fe80::
received RA from fe80::
received RA from fe80:
received RA from feg0::
received RA from fe80::
received RA from feg0::
received RA from fe80::
received RA from fe80::
received RA from fe80
received RA from fe80::
received RA from fe80:
received RA from fe80::
received RA from fe80::
received RA from fe80:
received RA from feg0::
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204 edff.fe01
204 edff fe01
204 edff.fe01
204 edff fe01
204 edff.fe01
204 edff.fe01
204 edff:fe01
204 edff fe01
204 edff:fe01
204 edff.fe01
204 edff.fe01

204 edff-fe01:

204 edff.fe01
204 edff.fe01
204 edff fe01
204 edff:fe01

e i el Sl Sl e e

'



Security Log

Security log displays the message logged about security, like filter messages and some firewall
message. You can turn to [P _Filtering Outgoing, |IP Filtering Incoming, URL Filter to determine if you
want to log this information. Also you can turn to Configure Log section below to determine the level
to log the message. You can use this to track potential threats to your system and network.

[ s A o
2 —_—

¥ Security Log

Refresh: Click to update the security log.
Clear: Click to clear the current log from the screen.
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Quick Start

Quick Start

This part allows you to quickly configure and connect your router to internet.

DSL mode (ADSL mode, please choose ATM; VDSL, please choose PTM)
Here take ADSL for example.

IC.luick Start i‘\é !

¥ VAN Interface [ WAN > Wireless )

Select WAN Interface

lain Port {DT _:I {Current Main Fort: DSL)
Layer2 Interface ® AT OPTH

VRINCI 8135

Type PPPoE

Username username

WAN IP Address CObtain an IP Address Automatically

Select DSL, press Continue to go on to next step. Enter the username, password from your ISP, for
IP and DNS settings; also refer to your ISP. Here IPv6 service is enabled by default.

> WAN Interface (WAN = Wireless )

VUAN Service

Type |PFF ouer Ethermet (FPPE) |

VPIIVC , |10-255] 1 | |[32-85538]
Username ]

Password

Senice Mame

Encapsulation Mode | LLCISNAP-BRIDGING (|
Authentication Method AUTD = v_!
IPv4 Address [ static
IP Address .
IPvE for this service [ Enable
IPVE Address [ static
IP Address
MTU [1492 |

If the DSL line is not synchronized, the page will pop up warning of the DSL connection failure.

* VAN Interface (VAN = Wireless )
DSL Line Is Not Ready. Please Check your DSL Line and wait for a while,
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3. Wait while the device is configured.

I Quick Start

> VAN Interface (VAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.

I Quick Start

¥ VWAN Interface [ VWAN = Wireless )
Congratulations !
Your WAN port has been successfully configured.

Mext to Wireless

N N

e N

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable the wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).

IQuick Start

TWireless ([ WAN = Wireless )

Parameters
Wireless Enable
SsiD |wian-ap

WPA2 Pre-Shared Key |

Click here to display

I Quick Start

> Wireless (WAMN = VWireless )

Please wait while the device is configured.

6. Success.

ICIuicK Start

¥ Process finished

Success.

Go back to Status > Summary for more information.
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Ethernet mode
1. Select Ethernet, press Continue to go on to next step.

I Quick Start l‘\é— .

T WAN Interface [ WAN = Wireless )
Select WAN Interface
IMain Part

2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

[ s ar o

~WAN Interface  (WAN = Wireless )
VUAN Service
Tipe [FPP over Ethernet (PPPE) |

|
Username | |

Passward | |

Semice Mame | |

Authentication Methad | AUTO _V_!
IPv4 Address [ static
IP Address |
IPvE for this semvice Enable
IPvE Address [ static
IP Address |

WTU 1492 |

3. Wait while the device is configured.

ICIuick Start L“\‘tl_ -

* WAHN Interface [ WAMN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.

ICIuick Start i‘\tk_ .

* WAN Interface (WAN = Wircless )
Congratulations !

Your WAM port has been successfully configured.

Mext to Wireless
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable the wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-
PSK/AES). For detail setting, please go to the Wireless part in this Manual.

I Quick Start 1 “‘}C‘ .
3 n
vWireless (WAN > Wireless )
Parameters

Wireless Enable
S50

|wian-ap
WPA2 Pre-Shared Key |

Click here o display

ICIuicK Start 1“"\6_ .

¥ Wireless (WAM = Wireless )

Please wait while the device is configured.
6. Success.

ICIuick Start ‘“%_ .

¥ Process finished

Success.

Go back to Status > Summary for more information
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3G/4G LTE
1. Select 3G/4G LTE, press Continue to go on to next step.

¥ WAN Interface [ WAN = Wireless
Select WAN Interface

Main Port [26/46 LTE ~| (Current Main Port DSL)
Usermame
APN internet

2. Select the 3G mode, and enter the APN, username, password from your ISP; and check with your
ISP with the authentication method setting.

A
IOuick Start l‘_\é_ .

YVWAN Interface (WAN = Wireless

Parameters

Mode | Use 3G/4G LTE dangle seftings v |

APN [internet
Username |_
Password

Authentication Method [aT0 ¥

PIN [ '

WTU [1500 ]

Obtain DNS @ Usewan Inteface O Use StaticDNS O Parent Contrals

Primary DNS / Secondary DNS | /] |

*“Warning: Entering the wrong PIN code three times will lack the SIM

3. Wait while the device is configured.

ICIuick Start L“\‘tl_ -

* WAHN Interface [ WAMN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.

ICIuick Start i‘\%— .

* WAN Interface [WAN = Wircless )
Congratulations !
Your WAN pert has been successfully configured.

Mext to Wireless
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable the wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-
PSK/AES). For detail setting, please go to the Wireless part in this Manual.

IQuick Start ;“‘\[‘ .

TWireless (WAN = Wireless )

Parameters

Wireless Enable
ssiD |wian-ap

WPA2 Pre-Shared Key | Click here to display

Joi L

> Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success.

ICILHCK Start ‘“% .

¥ Process finished

Success,

Go back to Status > Summary for more information.
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your router.

LAN, Wireless, WAN, System, USB, IP Tunnel, Security, Quality of Service, NAT and Wake On
LAN.

Configuration
F LAN
F Wireless
F VAN
b System
F USB
kP Tunnel
P Security
b Quality of Service
F NAT
* Wake On LAN

rAdvanced Setup

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system network where many computers
are connected. This type of network is area defined and is usually limited to a confined region within

a building.

Ethernet

Il:nnriguratiun

vLAN
Parameters
Group Mame
IP Address
Subnet Mask
IGMP Snooping
IGMP Snooping Mode
IGMP LAM to LAN Multicast
LAN side firewall
DHCP Server
DHCF Server
Start IP Address
End IF Address
Leased Time (haur)
Option 68
Use Routers setting as ONS Server
Frimary DMS server
Secondary DNS server
Static IP Lease List
Host Lahel

Add
IP Alias
IF Alias
IP Address

Subnet Mask

Cancel

Parameters

Default »

192.168.1.254

M Enanle

O standard Mode @ Blocking Mode

ClEnable

Enable v
192.168.1.100
192.168.1.199

24

ClEnable |

MAC Address IP Address

ClEnable

\ .

Remaove

Edit

Group Name: This refers to the group you set in Interface Grouping section; you can set the
parameters for the specific group. Select the group via the drop-down box. For more information
please refer to Interface Grouping of this manual.

IP address: the IP address of the router. Default is 192.168.1.254.
Subnet Mask: the default Subnet mask on the router.

IGMP Snooping: Enable or disable the IGMP Snooping function. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all
ports. With IGMP snooping, multicast traffic of a group is only forwarded to ports that have

members of that group.”
When enabled, you will see two modes:

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there are no
client subscribes to a multicast group, it won’t flood to the bridge ports.
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IGMP LAN to LAN Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he wants to get IGMP
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.

LAN side firewall: Enable to drop all traffic from the specified LAN group interface. After activating it,
all incoming packets by default will be dropped, and the user on the specified LAN group interface
can't access CPE anymore. But, you can still access the internet service. If user wants to manage
the CPE, please turn to |P_Filtering Incoming to add the allowing rules. Note that all incoming
packets by default will be dropped if the LAN side firewall is enabled and user cannot manage this
CPE from the specified LAN group.

DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router's DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

® Disable

DHCP Server
DHCF Server Disable w

Disable the DHCP Server function.

® Enable

Enable the DHCP function, enter the information wanted. Here as default.
DHCP Server
DHCP Server Enahkle w

Start IP Address 192.168.1.100
End IP Address 182.168.1.199
Leased Time (hour) 24

Opticn 66 [JEnable
Use Routers setting as ONS Server

Primary DMNS server

Secondary DMS server

Start IP Address: The start IP address of the range the DHCP Server used to assign to the Clients.
End IP Address: The end IP address f the range the DHCP Server used to assign to the Clients.
Leased Time (hour): The leased time for each DHCP Client.

Option 66: Click Enable to activate DHCP option 66 for some special devices, like IPTV Set Box.
The devices can get firmware or some special service from the TFTP server. User needs to set the
IP or hostname of the TFTP server.

User Router’s setting as DNS server: Select whether to enable use router’s setting as DNS server,
if enabled, the PCs on the LAN side obtain the router’s setting as DNS server. If disabled, please
specify exactly the primary/secondary DNS server.

Primary/Secondary DNS server: Specify your primary/secondary DNS server for your LAN devices.

® DHCP Server Relay

DHCP Server
COHCP Server DHCP Server Relay

DHCP Server IP Address
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DHCP Server IP Address: Please enter the DHCP Server IP address.

Static IP Lease List
The specified IP will be assigned to the corresponding MAC Address listed in the following table
when DHCP Server assigns IP Addresses to Clients.

Stafic IP Lease List

Host Label MAC Address IP Address Remaove Edit

Add

Press Add to the Static IP List.

Ilionﬁgurazion u'\‘ .
a E :

¥ Static IP
Parameters
Hast Labkel

WMAC Address

IP Address

Cancel

Enter the MAC Address, IP Address, and then click Apply to confirm your settings. But the IP
assigned should be outside the range of 192.168.1.100-192.168.1.199.

Static IP Lease List

Host Label MAC Address IP Address Remove Edit
HP 18:29:05:38:04:05 192.168.1.200 O
IP Alias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to connect two
or more local networks to the ISP or remote node.

IP Alias

IP Alias [l Enakble
IP Address

Subnet Mask

Apply Cancel

IP Alias: Check whether to enable this function.
IP Address: Specify an IP address on this virtual interface.
Subnet Mask: Specify a subnet mask on this virtual interface.

Click Apply to apply your settings.
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IPv6 Autoconfig

The IPv6 address composes of two parts, the prefix and the interface ID.

There are two ways to dynamically configure IPv6 address on hosts. One is “stateful” configuration,
for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.) In the stateful auto-
configuration model, hosts obtain interface addresses and/or configuration information and
parameters from a DHCPv6 server. The Server maintains a database that keeps track of which
addresses have been assigned to which hosts.

The second way is “stateless” configuration. Stateless auto-configuration requires no manual
configuration of hosts, minimal (if any) configuration of routers, and no additional servers. The
stateless mechanism allows a host to generate its own addresses using a combination of locally
available information (MAC address) and information (prefix) advertised by routers. Routers
advertise prefixes that identify the subnet(s) associated with a link, while hosts generate an
"interface identifier" that uniquely identifies an interface on a subnet. An address is formed by
combining the two. When using stateless configuration, you needn’t configure anything on the client.

ICanigura:iDn u\r‘ .
A 3 —

¥ IPv6 Autoconfig

Parameters

MNote: Interface ID does NOT support ZERO COMPRESSION ™7 Please enter the complete information.
Forexampe: Please enter "0:0:0:2" instead of 227

Group Mame | Default »
Static LAN IPvE Address Configuration

Interface Address / Prefix Length

IPv6 LAN Applications

DHCFYE Server Enable

DHCPvE Server Type @ stateless O stateful

Startinterface ID 0:0:0:2 '

End interface ID [0:0:0:254

Leased Time (hour} |24

Issue Router Advertisements Enable

ULA Prefix Advertisement CEnable

RADVD Type ® Randomly Generate O Statically Configure
Prefix .

Preferred Life Time -1

Valid Life Time [

MLD Snooping Enable

MLD Snooping Mode O standard Mode @ Blocking Mode

ILD LAN to LAM Multicast [ EnableiLAN to LAN Multicast is enabled until the first WAN senvice is connected, regardless of this setting.)

Group Name: Here group refers to the group you set in Interface Grouping section, you can set
the parameters for the specific group. Select the group by the drop-down box. For more
information please refer to Interface Grouping of this manual.

Static LAN IPv6 Address Configuration
Interface Address / Prefix Length: Enter the static LAN IPv6 address.

IPv6 LAN application
DHCPv6 Server: Check whether to enable DHCPv6 server.
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DHCPv6 Server Type: Select Stateless or Stateful. When DHCPV6 is enabled, this parameter is
available. Stateless: If selected, the PCs in LAN are configured through RA mode, thus, the PCs in
LAN are configured through RA mode, to obtain the prefix message and generate an address using
a combination of locally available information (MAC address) and information (prefix) advertised by
routers, but they can obtain such information like DNS from DHCPv6 Server. Stateful: if selected,
the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses and DNS information
from DHCPVG6 server.

Start interface ID: Enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: Enter the end interface ID.

Note: Interface ID does NOT support ZERO COMPRESSION "::". Please enter the complete
information.
For example: Please enter "0:0:0:2" instead of "::2".

Leased Time (hour): The leased time, similar to leased time in DHCPv4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Issue Router Advertisement: Check whether to enable issue Router Advertisement feature. It is to
send Router Advertisement messages periodically.

ULA Prefix Advertisement: Enable this parameter to include the ipv6 ULA address in the RA
messages. ULA, unique local address, is an IPv6 address in the block fc00::/7. It is approximately
the IPv6 counterpart of the IPv4 private address. They are not routable in the global IPv6 Internet.

RADVD Type: The way that ULA prefix is generated.

® Randomly Generated

@® Statically Configured: select to set manually in the following parameters.
Prefix: Set the prefix manually.

Preferred Life Time: The ULA prefix life time. When the time is over, the ULA prefix is invalid any
more, -1 means no limit.

Valid Life Time: It is a time threshold, when the time is over, clients should obtain new IPv6 address
from the router through RA; -1 means to be limitless.

MLD snooping: Similar to IGMP snooping, listens in on the MLD conversation between hosts and
routers by processing MLD packets sent in a multicast network, and it analyzes all MLD packets
between hosts and the connected multicast routers in the network. Without MLD snooping, multicast
traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports. With
MLD snooping, multicast traffic of a group is only forwarded to ports that have members of that

group.
® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there is no
client subscribes to a multicast group, it won’t flood to the bridge ports.

MLD LAN to LAN Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get MLD
snooping enabled, then this LAN-to-LAN multicast feature should be enabled
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Stateless and Stateful IPv6 address Configuration

Stateless: Two methods can be carried.
® With DHCPV6 disabled, but Issue Router Advertisement Enabled

DHCPVE Server [ JEnable

|ssue Router Advertisements Enable

With this method, the PCs in LAN are configured through RA mode, thus, the PCs in LAN are
configured through RA mode, to obtain the prefix message and generate an address using a

combination of locally available information (MAC address) and information (prefix) advertised by
routers.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPVE Server ¥l Enable

DHCPvE Server Type ® stateless O Stateful
Startinterface 1D 0:0:0:2

End interface ID 000254

Leased Time (hour) 24

|ssue Router Advertisements [*] Enable

With this method, the PCs’ addresses in LAN are configured like above method, but they can
obtain such information like DNS from DHCPv6 Server.

72



Stateful: two methods can be adopted.
® With only DHCPv6 enabled

DHCPvE Server Enable

DHCPvE Server Type (O stateless () Stateful
Start interface (D 00z

End interface 1D 0000254

Leased Time (hour) 24

Issue Router Advertisements |:|En:3hle

With this method, the PCs’ addresses are configured the same as in IPv4, that is addresses are
assigned by DHCPV6 server.

@® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPYE Server Enahle

DHCPvE Server Type O Stateless & Stateful
Start interface 1D 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour)

|ssue Router Advertisements

With this method, the PCs’ addresses are configured the same like above, and the address
information in RA packets will be neglected.
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Interface Grouping

Interface grouping is a function to group interfaces, known as VLAN. A Virtual LAN, commonly known
as a VLAN, is a group of hosts with the common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of the physical location. A VLAN has the same
attributes as a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch.

Each group will perform as an independent network. To support this feature, you must create
mapping groups with appropriate LAN and WAN interfaces using the Add button.

(Please Note: P5 can be configured as EWAN, and when the device is in EWAN profile, there is no
P5/EWAN interface as P5 is working as a WAN port.)

ICDnﬂguraiion u\‘ .
A —

T Interface Grouping

Groups Isalation Enatle (]

Group Configuration
Maximum number of entries can be configured : 15

Group Mame Remaove WAN Interface LAN Interfaces DHCF Vendor IDs
pppoA B
P2
P3
P4
PS/EWAN
BECO01

Default

Add Remaove

Groups Isolation: If enabled, devices in one group are not able to access those in the other group.
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Click Add to add groups.

*Interface grouping Configuration

Parameters

If you like to automatically add LAN clients to a WARN Interface in the new group add the DHCP vendor 1D string.
By configuring a DHCP vendor ID string any DHCP client request with the specified vendor ID (DHCP option 80} will be denied an IP address from the local DHCP server.
IMPORTANT If a vendor 1D is configured for a specific client device, please REBOOT the client device attached to the modem to allow it to obtain an appropriate IP address.

Group Mame
Grouped WAN Interfaces Available WAM Interfaces

p |J|]-JE_U_8_3.5"|J|J|]U. 1

Grouped LAM Interfaces Available LAN Interfaces
P1
P2
P3
E
PE/EWAN
BECO01

Autornatically Add Clients With the following DHCF Vendar IDs

Group Name: Type a group name.
Grouped WAN Interfaces: Select from the box the WAN interface you want to applied in the group.

Grouped LAN Interfaces: Select the LAN interfaces you want to group as a single group from
Available LAN Interfaces.

Automatically Add Clients with following DHCP Vendor IDs: Enter the DHCP Vendor IDs for
which you want the Clients automatically added into the group. DHCP vendor ID (DHCP 60) is an
Authentication for DHCP Messages.

Click Apply to confirm your settings and your added group will be listed in the Interface Grouping
table below.
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In group "test", P2 and PPPO0.1 are grouped in one group, they have their only network , see LAN.

IC-)n!iguraiion _ H i\- .
4 = -

* Interface Grouping

Groups Isalation Enable [

Apply

Group Configuration
Maximum number of entries can be configured : 16

Group Mame Remove WAN Interface LAN Interfaces DHCP Vendor IDs
P
B3
Default P4
PE/EVWAN
BECO01
test i ppp0.1 P2

Add Remaove

If you want to remove the group, check the box as the following and press Remove.

IC-)nTiguraiir}n ) ur. .
a L —

~ Interface Grouping

Groups Isolation Enable [

Apply

Group Configuration
Maximum number of entries can be configured : 16

Group Mame Remaove WAN Interface LAM Interfaces DHCF Vendor IDs
P1
P3
Default P4
PSIEWAN
BECO01
test ppp0.1 Pz

Note: If you like to automatically add LAN clients to a WAN Interface in the new group add the
DHCP vendor ID string.

By configuring a DHCP vendor ID string any DHCP client request with the specified vendor
ID (DHCP option 60) will be denied an IP address from the local DHCP server.

If a vendor ID is configured for a specific client device, please REBOOT the client device
attached to the modem to allow it to obtain an appropriate IP address.

Each LAN interface can only be added into one group and one WAN interface can only be
used in one group.
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Wireless

This section introduces the wireless LAN and some basic configurations.

Wireless LANs can be as complex as a number of computers with wireless LAN cards
communicating through access points which bridge network traffic to the wired LAN. It allows
multiple wireless users in 2.4G radio band to surf the Internet, checking e-mail, watching video,
listening to music over the Internet concurrently.

T Configuration
* LAN
TWireless
' Basic
' Security
* MAC Filter
* Wireless Bridge
* Advanced
' Station Info
* Schedule Control
F VAN
F System
r USB
F 1P Tunnel
F Securty
b Quality of Service
* AT
* Wake On LAN

rAdvanced Setup
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Basic

It let you determine whether to enable Wireless function and set the basic parameters of an AP and
the Virtual APs.

ICIJnﬁguraiiDn ‘ i\_ .
i -

¥ Basic

Parameters

Wireless Enable

Hide SSID ClEnable

Clients Isalation [JEnable

Cisable WMM Advertise ClEnable

Wireless Multicast Forwarding (WIWF) O enable

551D [eECO01

B2SID 00:04:ED:01:00:02

Country UMITED STATES w

Country RegRev | a |

Max Clients 16 [1-18]

VWireless - Guest/Virtual Access Points

SsID Hidden  Clients Isalation Disable WM Advertise  WMF  Wax Clients BSSID Enable

wl0_Guestt | [ ] ] 16 MIA ]
wl0_Guest2 7] | O ] 18 MIA, [
- wi D_;Su est3 . | il ] ] . 18 . MIA ]

Wireless: Default setting is set to Enable. If you do not have any wireless devices, check the
checkbox again to unselect.

Hide SSID: It is function in which transmits its SSID to the air so that when wireless client searches
for a network, router can then be discovered and recognized. Check the checkbox to determine
whether you want to hide SSID.

Clients Isolation: if you enabled this function, then each of your wireless clients will not be able to
communicate with each other.

Disable WMM Advertise: Stop the router from ‘advertising’ its Wireless Multimedia (WMM)
functionality, which provides basic quality of service for time-sensitive applications (e.g. VoIP, Video).

Check to disable or enable this function.
Wireless multicast Forwarding (WMF): check to enable or disable wireless multicast forwarding.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security purpose, change the default o a unique ID name to the AP already built-in to the router’s
wireless interface. It is case sensitive and must not excess 32 characters. Make sure your wireless
clients have exactly the SSID as the device, in order to get connected to your network.

Note: SSID is case sensitive and must not exceed 32 characters.
BSSID: Basic Set Service Identifier, it is a local managed IEEE MAC address, and is 48 bits value.

Country: Different countries have different wireless band resources, so you can select the
appropriate Country according to your location.

Country RegRev: The regulatory revision number, together with the country set in the above
country field to uniquely mark a specific location. For example, US/3.

Max Clients: enter the number of max clients the wireless network can supports,1-16.

Guest/virtual Access Points: A “Virtual Access Point” is a logical entity that exists within a physical
Access Point (AP). When a single physical AP supports multiple “Virtual APs”, each Virtual AP
appears to stations (STAs) to be an independent physical AP, even though only a single physical AP
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is present. For example, multiple Virtual APs might exist within a single physical AP, each advertising
a distinct SSID and capability set. Alternatively, multiple Virtual APs might advertise the same SSID
but a different capability set — allowing access to be provided via Web Portal, WEP, and WPA
simultaneously. Where APs are shared by multiple providers, Virtual APs provide each provider with
separate authentication and accounting data for their users, as well as diagnostic information,
without sharing sensitive management traffic or data between providers. You can enable the virtual
AP.

Here you can enable some Virtual APs according to the request. And the other parameters of virtual
APs are the same to the above.

Click Apply to apply your settings.
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Security

Wireless security prevents unauthorized access or damage to computers using wireless network.

ICDnﬁguraail}n u\;. .
i L= =

~ Security

If Hide Access Point enabled or Mac filter list is empty with “allow” chaesen, WPS2 will be disabled.
WPS Setup

WPS Disahle v | (current: Disable)
Manual Setup AP

Select SSID BECO01  w
Netwerk Authentication Mixed WPAZANPA -PSK v
Protected Management Frames Disable |
WPAMAP] passphrase T TTT Y Y] Click here to display
WPA Group Rekey Interval 3600 [0-2147483647]
WRANWAPI Encryption AES v
Cancel
Note:

The WPS feature will also be unavailable when the security setting is not WPA2 or OPEN. So, if you

manually set the wireless security setting, you should give notice to it, but you can find prompt
indicating configuration.

Manual Setup AP
Select SSID: select the SSID you want these settings apply to.
Network Authentication

® Open
Metwark Authentication Open w
WEP Encryption Enable
Encryption Strength 128-bit »
Current Metwork Key 1w
Metwark: Key 1 1234567590123
Metwork Key 2 1234567890123
Metwark Key 3 1234567590123
Metwork Key 4 1234567890123

Enter 13 ASCII characters or 26 hexadecimal digits for 128-kit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.
Encryption Strength: Select the strength, 128-bit or 64-bit.
Current Network Key: Select the one to be the current network key. Please refer to key 1- 4 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® Shared
This is similar to network authentication ‘Open’. But here the WEP Encryption must be enabled.

Metwork Authentication Shared w
WEP Encrypticn Enable

Encryption Strength 128-hit w

Current Metwaork Key 2w

Metwork Key 1 1234567390123

Metwark Key 2 1234567880123

Metwork Key 3 1234567390123

Metwark Key 4 1234567880123

Enter 12 AZCIl characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-hit encryption keys.

® 802.1x
Metwork Authentication 8021 v
RADIUS Server IF Address 0.0.0.0
RADIUS Port 1812
RADIUS Key
YWEP Encryption Enable =
Encryption Strength 128-bit »
Current Metwark Key 2w

Metwork Key 1
Metwork Key 2 1234567880123
Metwork Key 3 1234567880123
Metwaork Key 4

Enter 13 ASCIl characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 84-bit encryption keys.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Port: Enter the port number of RADIUS authentication server here.

RADIUS Key: Enter the password of RADIUS authentication server.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.

Current Network Key: Select the one to be the current network key. Please refer to key 2- 3 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® WPA2

Metwork Authentication WPAZ hd

Frotected Management Frames Disahble |»

WFAZ Preauthentication Disable |+

Metwoark Re-auth Interval 36000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Part 1812

RADIUS Key

WPANARI Encryption AES W

WEP Encryption Disabled

Protected Management Frame: Select whether to enable protected management frame
mechanism. By default, it is disabled. If enabled, the network adapter of the attempting wireless
client should also support this feature.

WPA2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentication to the new AP, and when handoff happens,
this mode will help reduce the association time.

Network Re-auth Interval: the interval for network Re-authentication. This is in seconds.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server. This is in seconds.

RADIUS Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® WPA2-PSK
Metwork Authentication WPAZ -PSK w
Protected Management Frames Dizable |»
WPANVAF| passphrase sssssssses
WPA Group Rekey Interval 3600 [0-2147483647]
WPANVAFR| Encryption AES w
WEF Encryptien Disabled

Protected Management Frame: Select whether to enable protected management frame
mechanism. By default, it is disabled. If enabled, the network adapter of the attempting wireless
client should also support this feature.

WPA/WAPI passphrase: Enter the WPA.WAPI passphrase; you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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® Mixed WPA2/WPA

Metwork Authentication Mixed WPAZAWPA w

Frotected Management Frames Disahle »

WPAZ Preauthentication Disable |»

Metwork Re-auth Interval 3G000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.00

RADIUS Port 1812

RADIUS Key

WPAMAR] Encryption AES w

WEP Encryption Disahbled

Protected Management Frame: Select whether to enable protected management frame
mechanism. By default, it is disabled. If enabled, the network adapter of the attempting wireless
client should also support this feature.

WPA2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentications to the new AP, and when handoff happens,
this mode will help reduce the association time used.

Network Re-auth Interval: the interval for network Re-authentication. The unit is second.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA-PSk

Metwork Authentication WMixed WPAZWPA -PSK »
Protected Management Frames Disable |»
WPAWWAPR| passphrase (LTI YY)

WPA Group Rekey Interval 3600 [0-2147483647]
WPAMVAPI Encryption AES v
WEP Encryption Disabled

Protected Management Frame: Select whether to enable protected management frame
mechanism. By default, it is disabled. If enabled, the network adapter of the attempting wireless
client should also support this feature.

WPA/WAPI passphrase: enter the WPA.WAPI passphrase, you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). The unit is second.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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WPS Setup

WPS (Wi-Fi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. WPS is used
to exchange the AP setting with Station and configure Ap settings. This feature greatly simplifies the
steps needed to create a Wi-Fi network for a residential or an office setting. The commonly known
PIN method is supported to configure WPS.

WPS: Select enable to enable WPS function. Please note that WPS can only be available when
WPA2-PSK or OPEN mode is configured.

Note:
1) WPS feature is only available when in WPA2 or OPEN mode in security settings.

2) Here wireless can be configured as Registrar and Enrollee mode respectively. When AP is
configured as Registrar, you should select “Configured” in the WPS AP Mode below, and default
WPS AP Mode is “Configured”. When AP is configured as Enrollee, the WPS AP Mode below
should be changed to “Unconfigured”. Follow the following steps.

Change the SSID to “wlap-ap” for examples on WPS usage. The SSID change is only for example,
users can change to whatever desired in wireless Basic configuration section.

Configuration u\. .
I 3 L . -

¥ Security

If Hide Access Point enabled or Mac filter list is empty with allow’ chesen, WP 32 will be disabled.

WPS Setup

WES [ Enable | (Current Disahle)

i et @ use sTAPIN O Use AP PIN (This feature is available only when WPAZ PSK or OFEN
moede is configured)

PIN ' | Help

Authorized Station MAC Help

WPS AP Mode Configured v

Setup AP (Configure all security seftings with an external registrar)

Device PIN 108641 |Help
Manual Setup AP

Select SSID wianap v

Metworl Authentication Open L
WEP Encrypticn 'Disahle_cl v:
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Configure AP as Registrar
@ Add Enrollee with PIN method

1.
2.

3

Select radio button “Use STA PIN'.

Input PIN from Enrollee Station (16837546 in this example), Or else users can alternatively
enter the authorized station MAC Help: it is to help users to understand the concept and correct
operation.

_ CliCk[ Add Enrolee ]

ICDnﬂguraiion 1“\% .

~ Security

If Hide Access Point enabled or Mac filter list is empty with ‘allow’ chosen, WP S2 will be disabled.
WVPS Setup

WPS [Enable %] (current: Disable)

Add Client @ Use sTAPIN O Use AP PIN | AddEnrollee | (This feature is available only when WPA2 PSK or OPEN

mode is configured)

PIN 16837546 Help
Authorized Station MAC _- ﬂﬂ
WPS AP Mode --C_G r_nfig_L_[red b

Setup AP (Configure all security settings with an external registrar)

Device PIN 108641 | Help
Manual Setup AP .

Select SSID wlanap |

Metwaork Authentication -_Open__ »
WEP Encrypticn jD_@sa_h!e_c! v

(Station PIN)

Configuration u% .
Jeore \ -

> Security

If Hide Access Point enabled or Mac filter list is empty with "allow” chosen, WPS2 will be disabled.
WPS Setup
WFS Enable v (Current: Disable)

sdd Client @ usesTaPiN OUse APPIN | Add Enrollee | (This feature is available only when WRA2 PSK ar OPEN

made is configured)

PIN [ | Help
Authorized Station MAC [1ea0:0538:0400  |Help
WPS AP Mode | (_;-gnf!g.urecl 58|

Setup AP (Configure all security setings with an external registrar)

Device PIN (10884111 | Help
Manual Setup AP

Select 351D [wlan-ap |~

MNetwark Authentication | Open v
WEP Encryption [Disabled v |

(Station MAC)

Note: Users can alternatively input PIN from Enrollee Station or enter the authorized station MAC.
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4. Operate Station to start WPS Adding Enrollee. Launch the wireless client’'s WPS utility (eg.Ralink
Utility). Set the Config Mode as Enrollee, press the WPS button on the top bar, select the AP (eg.
wlan-ap) from the WPS AP List column. Then press the PIN button located on the middle left of

the page to run the scan.

E # B o0 ¢ 2 @

F'r"cu_ﬁ'le Metwark Advanced Statistics WM WPS Radio On/Off i';bcuut

WPS AF List
Rescan

ID : 0x0000 wian-ap 00-04-ED-EC:FF:D0 1 * Information
D 11 00-04-ED-00-00-01 i - Fin Code

1 L g 16837546  Renew

WPS Profile List Config Mode

Enrolee -

FIN [l wPs Associate IE Progress »» 0%
FEC WPS ALELLE WPS status is disconnected

Disconnect

Link Quality »» 0%
Signal 5trength 1 == 0%
Signal Strength 2 »> 0%

Hioise Strength => 0%

Status »> Disconnected
Extra Info ==
Channel »=
Authentication »»

Encryption =

Hetwork Type => Transmit
IP Address == Link Speed =»
R Throughput > 0.000
Defaut Gateway »» Kbps
Receive
HT
Link Speed ==
EW ==n/fa A0 => nfa
Throughput == 0,000
Gl »» nfa MC5»> nfa SMR1 »>» nia Kbps
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4. The client's SSID and security settings will now be configured to match the SSID and security
settings of the registrar.

ks # @ © 2 2Z

Profile Metworl Advanced Statistics WM WPS Radio .On JOff About

WPS AP List
Rescan
ID: o 00-04-ED-01-00-01 1 Information
ID: wdan-ap 00:04:ED:EC:FF:D0 1 & Pin Code
4 m 4 16837546  Renew
'WPS Profile List Config Mode
} wian-ap Enrolee o]
4 I o *
mn . @ oo N o
REC @ SR PIM - Get WPS profile successfuly. Dizzocpect

Export Profile

wilan-ap =--= [Q:04: CFF:00 ] Link Quality == 100%
Link is Up [TxPower: 100%] Signal 5trength 1 == 64%

Channel=: 1 <--= 2412 MHz; central channel\, 3 B - trenctn 2 - 345

Moise Strength > 26%

Ztra Info ==

Authentication => Open
Encryption => MNOMNE

Network Type ==  Infrastructure
IP Address == 192.168.1.100
Sub Mask == 255.255.255.0
192.168.1.254

Transmit
Link Speed == 270.0 Mbps

Throughput >> 5.600 Kbps

Receive
Link 5peed == 54.0 Mbps

HT

BW ==40 SNRO == 19
Throughput =>81.608 Kbps 146.840

Gl => long MCS5=> 1A SMR1 == nfa Kbps

You can check the message in the red ellipse with the security parameters you set, here we all use
the default.
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Configure AP as Enrollee

@ Add Registrar with PIN Method

1. Set AP to “Unconfigured Mode’.

ICDntigurati-}n [“'\'[" !

* Security

If Hide Access Point enahled or Mac filter list is empty with "allow’ chosen, WP S2 will be disabled.

WPS Setup

WP3S Enahle v {Current: Disable)

sdd Client O Use STAPIN @ Use APPIN | Add Enrollee | (This faaturs is available anly when WPAZ PSK ar OPEN
maode is configured)

WPS AP ode Unconfigured v |

Setup AP (Configure all security settings with an external registrar)

Device PIN [10864111 ..m
Manual Setup AP

Select 881D [wian-ap ¥

Netwark Authentication [ open ~|
WEP Encryption [ Disabled (]
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2. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number (10864111 (device) for example) in the PIN Code column then choose the
correct AP (eg. wlan-ap) from the WPS AP List section before pressing the PIN button to run the

scan.

g # @ 9 i 2
Profile Network Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
{004 EDEC:FF.D0 Information
ID: D2-VPH 00-1B-11-E4-DA-D5 ¥~ Fin Code
d | s L | » 10864111
WPS Profile CDI‘IﬁE Mode
wian-ap Registrar -
1 | 1N .G
PIN [ wPs Associate IE Progress »» 0% Rota
FEC [] wPs Probe IE Disconnect
Export Profile
b
Status == Disconnected Link Quality »» 0%
Extra Info == Signal Strength 1 == 0%
Channel == Signal 5Strength 2 == 0%
Authentication == MNoise Strength =» 0%
Encryption =»
Hetwork Type == Transmit
IP Address == Link Speed ==
Sub Mask »=
Throughput == 0.000
Default Gateway »= Kbps
Receive
HT
Link Speed ==
BW ==n/a SMRO == n/fa
Throughput == 0.000
Gl == nfa MC5 == nfa 5MR1 == nfa Kbps
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3. The router's (AP’s) SSID and security setting will now be configured to match the SSID and
security setting of the registrar.

- & A& @ O 3

Profile Metwaorl Advanced Statistics WM WPS Radio On/Off  About
WES AP List
Rescan
A x ) i -~
ID: 11 bk RBLSLf=Li= 1 Information
1D wian-ap 00:04:ED:EC:FF:D0 1 2 Fin Code
; i b 10864111 Renew
WPS Profile List Config Mode
} wilan-ap Registrar d
4 " |3
B @vessoceee o I o
RBC (] v/Ps Probe IE PIN - Get WPS profile successfuly. Disconnect
Export Profie

Link Quality == 100%
Lignal Strength 1 == 64%

Moise Strength >» 26%

Status == #fan-ap <--> 00:04:ED:EC:FF:DA

Extra Infps> Link is Up [TxPower: 100%]
grfnel == 1 <--» 2412 MHz; central channel 1 3
Authentifation > Open
Encfkyption => MNOMNE

Netwark Type »=  Infrastructure
192.168.1.100
255.255.255.0
Default Gateday => 192.168.1.254

Transmit
Link Speed == 270.0 Mbps

Throughput == 5.600 Kbps

Receive

Link Speed == 54.0 Mbps

HT

BW ==40 Il == 19
Throughput =>81.608 Kbps 146,340

Gl == long MC5 == 15 SMR1 == nia Kbps

4. Do Web Page refresh after ER complete AP Configuration to check the new parameters setting.
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MAC Filter

ICDnﬂgura:{ion ;mr" .

~ MAC Filter

Parameters

Select SSID BECO01 |

MAC Restrict Mode * @ pisable O allow O Deny

* If ‘allow’ is chosen and mac filter is empty, WPS will be disabled

MAC Address Remave Edit
Add Remave

Select SSID: select the SSID you want this filter applies to.

MAC Restrict Mode:
® Disable: disable the MAC Filter function.
® Allow: allow the hosts with the following listed MACs to access the wireless network.
® Deny: deny the hosts with the following listed MACs to access the wireless network.

Click Add to add the MACs.

¥ MAC Filter
Parameters

MAC Address 7 [f0:de:f1:31:68:70 << | —~type or select from listbox— ¥

2App!y_ _Cancel |

MAC Address: enter the MAC address(es). The format of MAC address could be: XX:XX:XX:XX:XX:XX
OF XX-XX-XX-XX-XX-XX.

Click Apply to apply your settings and the item will be listed below.

Configuration \.._ .
feomo e A

~MAC Filter

Parameters

Select 531D BECO01  »

MAC Restrict Mode * Opisable @ anow O Deny

*If‘allow’ is chosen and macfilter is empty, WPS will be disabled

MAC Address Remove Edit
FO'DEF1-31:58-70 0 [ Eat |

To delete entries , check the remove checkbox and press Remove to delete it.
To make changes, click Edit of a MAC address to reconfigure the MAC as needed.
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Wireless Bridge

WDS (wireless distributed system) is a wireless access point mode that enables wireless link and
communication with other access points. It's easy to install, simply define the peer's MAC address of
the connected AP. WDS takes advantage of cost saving and flexibility with no extra wireless client
device required to bridge between two access points and extending an existing wired or wireless
infrastructure network to create a larger network.

ICIJnﬂguraiiDn \ i \n_ .
A

¥ \Wireless Bridge

Parameters

Select Disabled in Bridge Restrict which disables wireless bridge restriction.

Any wireless bridge will be granted access.

Selecting Enabled or Enabled(Scan) enables wireless bridge restriction.

Only those bridges selected in Remote Bridges will be granted access.

Bridge Restrict Enable v

Remote Bridges MAC Address

Apply Refresh

Bridge Restrict: Set to enable or disable the WDS function.

® Enable: to enable wireless bridge restriction. Only those specified in the Remote MAC
Address the gateway can communicate with.

Bridge Restrict Enable R

Remuote Bridges MAC Address

[.i.ppl:.-'][ Refresh ]

Remote Bridge MAC Address: enter the remote bridge MAC addresses. Here up to 4 bridge
MAC addresses are supported.

® Enabled (Scan): to enable wireless bridge restriction. Only those scanned by the gateway
can communicate.

Bridge Restrict Enabled(Scan)

S3ID B3SID

Remuote Bridges MAC Address
FI wlan-ap 00:04:ED:14:27:13

[.i.ppl:.-'][ Refresh ]

Remote Bridge MAC Address: select the remote bridge MAC addresses.

@® Disable: Does not restrict the gateway communicating with bridges that have their MAC
address listed, but it is still open to communicate with all bridges that are in the same network.

Bridge Restrict Disable “

[.#.ppl:.-'][ Refresh ]

Click Apply to apply your settings.
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Advanced
lC-}nfiguraiion

* Advanced
Parameters
Band

Channel

Auto Channel Timer
802 1Mn/EWC
Bandwidth

Control Sideband

24GHz
1

| Current 1 (interference; acceptable) Zcan Used Channel

1 . minutes

i

Auto v

20MHz / 40MHz |» | Current: 20MHz

Lower % Current: Mis

802 11n Rate Auta v
802.11n Protection Auto w

Support 802 11n Client Only Off

RIFS Advertisement Auto w

0OBSS Coexistence | Disable »|
Turbo QAN Enable

RX Chain Power Save

Enable | Power Save status: Full Power

RX Chain Power Save Quiet Time 10

RX Chain Power Save PPS [10

54g™ Rate 1 Mbps

Multicast Rate Auto ~

Basic Rate Default v
Fragmentation Threshold 2346 l[25!3—23-‘el3:
RTS Threshold 2347 l[D—ES-!?:
DTIN Interval 1 _[1-255:
Beacon Interval 100 _[1-5553:‘
Global Max Clients [18 [1-128]
XPress™ Technology Disahle

Transmit Power 100% |

WIIOWNI-Fi Multimedia) | Enable s

WM No Acknowledgement Disable v

WMM APSD Enable

Beamforming Transmission (BFR) [Disahle +|
Beamforming Recepticn (BFE) Disahle

e

Band: In the 2.4 GHz radio frequency.
Channel: Choose a channel to use. Here is a list of available channels or select Auto mode instead.
Scan Used Channel: Press the button to scan and list all channels being used.

Auto Channel Timer (min): Available when Auto Channel is selected. The auto channel times
length it takes to scan in minutes.

802.11n/EWC: select to auto enable or disable 802.11n.

Bandwidth: The higher the bandwidth the better the performance will be but greater interference
with other wireless devices. Select 20MHz for lessen radio interference.

Control Sideband: only available for 40MHz. It allows you to select upper sideband or lower
sideband. Sideband refers to the frequency band either above (upper sideband) or below (lower

sideband) the carrier frequency, within which fall the spectral components produced by modulation
of a carrier wave.

802.11n Rate: This allows you to select the fixed transmission rate or auto.

802.11n Protection: turn off for maximize throughput.

Support 802.11n Client Only: turn on the option to only provide wireless access to the clients
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operating at 802.11n speeds.

RIFS Advertisement: Reduced Inter-frame Spacing (RIFS) is an 802.11n feature that also improves
performance by reducing the amount of dead time required between OFDM transmissions. Select
Off to disable this function or auto to enable this function.

OBSS Coexistence: coexistence (or not) between 20 MHZ and 40 MHZ overlapping basic service
sets (OBSS) in wireless local area networks.
Turbo QAM

RX Chain Power Save: Enabling this feature turns off one of the Receive chains, going from 2x2 to
2x1 to save power.

RX Chain Power Save Quiet Time: The number of seconds the traffic must be below the PPS
value before the Rx Chain Power Save feature activates itself.

RX Chain Power Save PPS: The maximum number of packets per seconds that can be processed
by the WLAN interface for duration of Quiet Time, described above, before the Rx Chain Power
Save feature activates itself.

54g™ Rate: Available after changing 802.11n Rate to “Use 54g Rate” in 802.11n Rate. It is used to
limit 11n speed to a specific rate, e.g. 1M, 6M, 12M, 24M, 48M, etc.

Multicast Rate: Setting for multicast packets transmission rate.

Basic Rate: Setting for basic transmission rate. It is not a specific kind of rate, it is a series of rates
supported. When set to Default, the router can transmit with all kinds of standardized rates.

Fragmentation Threshold: A threshold (in bytes) whether the packets will be fragmented and at
what size. Packets succeeding the fragmentation threshold of 802.11n WLAN will be split into
smaller units suitable for circuit size. While the packets smaller than fragmentation threshold will not
be fragmented. Default is 2346, setting the fragmentation too low may result in poor performance.

RTS Threshold: Request to Send (RTS) threshold specifies the packet size, when exceeds the size,
the RTS/CTS will be triggered. The default setting of 2347(max length) will disable the RTS.

DTIM Interval: Delivery Traffic Indication Message (DTIM). The entry range is a value between 1
and 255. A DTIM is countdown variable that informs clients of the next window for listening to
broadcast and multicast messages. When the AP has buffered broadcast or multicast messages for
associated clients, it sends the next DTIM with a DTIM interval value. AP clients hear the beacons
and awaken to receive the broadcast and multicast messages. The default is 1.

Beacon Interval: The amount of time between beacon transmissions in is milliseconds. The default
is 100ms and the acceptable is 1- 65535. The beacon transmissions identify the presence of an
access point.

Global Max Clients: Here you have the option of setting the limit of the number of clients who can
connect to your wireless network.

XPress™ Technology: It has been designed to improve the wireless network efficiency. Default is
disabled.

Transmit Power: select the transmitting power of your wireless signal.

WMM (Wi-Fi Multimedia): you can choose to enable or disable this function which allows for priority
of certain data over wireless network.

WMM No Acknowledgement: Refers to the acknowledge policy at the MAC level. Enabling WMM
No Acknowledgement can result in more efficient throughput but higher error rates in noisy Radio
Frequency (RF) environment.

WMM APSD: Automatic Power Save Delivery. Enable this to save power.

Beamforming Transmission (BFR) / Beamforming Reception (BFE): Enable to increase wireless
speed by focusing and concentrating transmitted (send) and/or receive signals with a wireless client
instead of broadcast signals in all directions. Note: Both router and client wireless must support
beamforming technology.
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Station Info

Here you can view information about the wireless clients.

Ilionﬂguraiir}n \ QL\E .
i -

¥ Station Info

Associated Stations
MAC Address Associated Authorized 381D Interface

MAC Address: The MAC address of the wireless clients.

Associated: List all the stations that are associated with the Access Point. If a station is idle for too
long, it is removed from this list

Authorized: List those devices with authorized access.

SSID: Show the current SSID of the client.

Interface: To show which interface the wireless client is connected to.
Refresh: To get the latest information.
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Schedule Control

Schedule control is aimed to offer methods to flexibly control when the wireless network (SSID) is

allowed for access.

The Wireless schedule only functions whilst Wireless is enabled.
The Guest/Virtual AP schedule control only operates whilst the associated AP is enabled.

For detail setting the timeslot, user can turn to Time Schedule .

I Configuration

T Schedule Control

The Wireless schedule only functions whilst Wireless is enabled.
The Guest/Virtual AP schedule control only operates whilst the associated AP is enabled.

BECO01 Enable
1] Always on v
Time Schedule —
2. | check ar select from listbox

Wireless - GuestVirtual Access Points

wil_Guestl Disable
i .»"\|'-.'\.I':3_'.-'Sl an
Time Schedule -
2, check or select fram listbox
wll_Guest2 Dizable
1) Always On
Time Schedule ——
2.1 | check or select fram listbox
wil_Guest3 Disahle
1] Always On
Time Schedule -
2. check or select from listbox

sun Man Tue Wed Thu Fri

Sun Ian Tue Wed Thu

Sun Ien Tue Wed Thu Fri

Sun Ian Tue Wed Thu

Zun Man Tue Wed Thu Fri

sun Ian Tue Wed Thu

sun llen Tue Wed Thu Fri

Sun KMan Tue Wed Thu

Sat From| 00

Fri Sat  From| 00

Sat From| 00

Fri . Sat From 00

Sat Fr-:nm.'DD_

Fri | sat From[00

Sat From| 00

Fri | |sat From| 00

|3 {00

|:[00

|:[00

|00

H

00

|| 00

|:[oo

Tol 00
| o0

T 00
To 00

To[ 00

| Tofmn

To| 00

| To[o0

:[oo ]
g

|:[oo

|:[o0

:[o0 ~]
|-{o0

|:[on

;00

R

-.-_.

Time Schedule: Set when the SSID works. If user wants the SSID works all the time, please select
“‘Always On’”; if not, please set or select the exact time your want the SSID works. Here user can set

two separate intervals.

For example: user wants the SSID “BEC001” to work on weekdays except for Wednesday, under
this circumstance, user can set as shown below. (8920NXL-600 offers a optimal way to set two
separate timeslots when user needs to activate the SSID during separate intervals. )

BECO01 Enahle

1] check or selectfrom listhox s| sun uon MTue Cwed O7he OFn Clsat From| oo«

Time Schedule

2. check or selectfrom listbox
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WAN-Wide Area Network

A WAN (Wide Area Network) is a computer network that covers a broad geographical area (eg.
Internet) that is used to connect LAN and other types of network systems.

WAN Service

Three WAN interfaces are provided for WAN connection: DSL (VDSL/ADSL), Ethernet and 3G/4G

LTE.
S N

II:onﬂgurazion

*WAN Service

3G/4G LTE Interface
Interface Description
UsB3aGo

Add Remaove

TEL Mo. AP
e

Dial on demand Edit

Enabled Edit

Firewall
Enabled

UUsername NAT

internet Enabled

Click Add to add new WAN connections.

® DsSL

In DSL mode, there are two transfer modes for you to configure for WAN connection, namely ATM
(ADSL) and PTM (VDSL) configuration of PTM mode is similar as ATM mode, here take ATM mode
WAN configuration for example.

w: o

I Configuration

TWAN Service
Parameters
WAN Fort DsL v

Layer2 Interface

®sm Crm

Type PPP over Ethemet (PPPoE]} v

VRLIVC [o 10258 1 [35 |[32-85525] Encapsulation ode LLC/SNAP-BRIDGING

Description .

802 1P Priarity -—1_ [tagged: 0-7; untagged: -1] 802 1C VLANID -1 [tagged: 0-4094; untagged; -1]
Username

Password

Senvice Mame

Authentication Method AUTO v_' Firewall Enahle

AT Enabla Fullcone NAT CJEnable

IPv4 Address [ static IP Address

Cial on demand I Enable Inactivity Timeout {minutes) [1-4320]
IPv@ for this semvice Enable

IPvE Address [ static IP Address

ATy 1492

PPPGE with Pass-through ClEnatle

IGMP Multicast Proxy Olenable AL M o ClEnabie

LD Multicast Proxy [JEnable MLD Multicast Source [JEnable

Layer2 Interface

: 2 transfer mode, ATM or PTM.
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@ PPPoE

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

Ilju}nﬂguraii-}n ;u.*\f .

TWAN Service

Parameters

VAN Port DsL v

LayerZ Interface ®atm Opm

Tipe [FPF over Ethemet (PPFoE) |

VP1/VCI [o [0-255] / |35 [32-65535] Encapsulation Mode LLC/SNAP-BRIDGING

Description

802.1P Priority -1 [tagged: 0-7; untagged: -1] 802 1C VLANID -1 [tagged: 0-4094; untagged: -1]

Username
Password
Service Mame

Authentication Methaod AUJTO ¥ Firewall Enable

NAT Enable Fullcone NAT [JEnable

IPv4 Address [ static IP Address

Cial on demand I Enable Inactivity Timeout {minutes) [1-4320]
IPv@ for this semvice Enable

IPvE Address [ static IP Address

MTU 1492 |

PPPGE with Pass-through ClEnatle

IGIP Hulticast Proxy FlEnable IGMP Multicast Source ClEnanle

WMLD Multicast Proxy CIEnable MLD Multicast Source Dlenable

VPI/VCI: Enter the VPI/VCI combination from you ISP.
Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Service Name: The item is for identification purposes, user can define this.

Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
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Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT or disable Fullcone NAT and only use NAT, the default NAT type is Port Restricted
cone NAT. Of Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an
external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

PPPoE with Pass-through: Enable or disable PPPoE pass-through. If it is enabled, PCs behind the
router can dial itself.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

IGMP Multicast Source: Enable to support the “source filtering” which is the ability for a system to
report interest in receiving packets “only ” from specific source address(es), or “all but” specific
source address(es), sent to a particular multicast address. Note: It works only on IGMP version 3.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

MLD Multicast Source: Used in a similar way by IPv6 system as IGMP Multicast source in IPv4
system. Enable it to support the source filtering functionality for IPv6 system. Note: It works only on
MLD version 2.
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Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.

IConﬂgurati-}n ;Q\}t‘ .

~ Default Gateway | DNS
Default Gateway
Selected Default Gateway Interfaces Available Routed WAN Interfaces

[pppo [3Go/U=R3G0
-=
<

Selected WAN Interface As The Systemn Default IPvE Gateway pppoe_0_8_35ippp0.1 (v

DHS
DNS Server Interface ® Available WAN Interfaces O Static DNS Address O Parent Controls
Selected DNS Server Interfaces Ayailable WAN Interfaces

[pppo4 3G0/USB3GO

D

E

Frimary DMS server

Secondary DNS server

Mote that selecting a WAN interface for IPvE DNS server will enable DHCPvE Client on that interface
DMNS Server Interface (& Available WAN Interfaces ) Static DNS IPvE Address
WAN Interface selected [pppoe_0_8_35mppo1

Primary IPvG DNS server

Secondary IPVE DNS server

Default Gateway
Select default gateway for you connection (IPv4 and IPv6).

DNS
> |IPv4
Three ways to set an IPv4 DNS server
® Available WAN interfaces: Select a desirable WAN interface as the IPv4 DNS server.

@® Static DNS Address: To specify DNS server manually by entering your primary and
secondary DNS server addresses.

® Parent Controls: If user registers and gets a DNS account in the parental control provider
website, expecting to enjoy a more reliable and safer internet surfing environment, please
select this option (need to configure at Parental Control Provider).

> IPv6
Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: Select one configured IPv6 WAN connection from the menu to be as an
IPv6 DNS.

Static DNS IPv6 Address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: Type the specific primary and secondary
IPv6 DNS Server address.
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If you don’t need a service, select the item you want to remove, check the checkbox, then press

Remove.

Press Edit button to re-edit this service settings.

II:onﬂguration

v\WAHN Service

AT Interface

Interface Descripticn
ppp0.1 pppoe_0_8_35
3G/4G LTE Interface
Interface Description
USB3G0

Add Remaove

Type
PPPoE

TEL Mo.

997 1%

N N

VPIIWCE  WanB8021p WianMuxld lgmp MAT Firewall IPv& Mid Remave Edit

8135 NIA NIA Disabled  Enabled Enabled Enabled Disabled [
APN Usemame NAT Firewall Dial on demand Edit
internet Enabled  Enabled  Enabled

Here you can configure WAN Service, if it is OK, you can access the internet. You can go to Status
>WAN or Summary to view the WAN connection information (if your ISP provides IPv6 service, then
you will obtain an IPv6 address).

(IPv4 or IPv6)

I Status

> VAN

Wan Info

Interface  Description
ppp0.1 pppoe_0_8_35

USB3GO

Type

FPFoE

N N

Connection

Status S IPv4 Address IPvE Address DNs

21:23:23 118.166.86.183  2001:b011:7009:0805:25¢ca:c0d7-5b7:1267/64 168.95.192.1,168 95 1.1

3G/4G LTE Card not
found
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@ PPPoA

IlionfiguraLion u_ - .
)

Y \WAN Service

Parameters
WAN Port DEL v
Layer? Interface ®@amm OPTM
Type PPFoA b
VPLIVC 0 [0-255] / [35 [32-65635]  Encapsulation Mode VCIMUX v
Description
Username
Password
Authentication Method AUTO ¥ Firewall Enable
AT Enable Fullcone MAT [CJEnabls
IPv4 Address [ static IF Address -
Dial on demand ClEnable Inactivity Timeout | (minutes) [1-4320]
IPvE far this service Enable
IPVG Address [ static I ddiess
AT 1500
IGHP Multicast Proxy [ClEnable IGIP Multicast Source ClEnatle
| LD Multicast Proxy ClEnable LD Multicast Source ClEnatie

VPI/VCI: Enter the VPI/VCI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Note: In this connection, NAT is enabled by default, you can determine whether to enable Fullcone
NAT or disable Fullcone NAT and only use NAT, the default NAT type is Port Restricted cone NAT.
With Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an external host
can send a packet, with source |IP address X and source port P, to the internal host only if the
internal host had previously sent a packet to IP address X and port P

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.
Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
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useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

IGMP Multicast Source: Enable to support the “source filtering” which is the ability for a system to
report interest in receiving packets “only ” from specific source address(es), or “all but” specific
source address(es), sent to a particular multicast address. Note: It works only on IGMP version 3.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

MLD Multicast Source: Used in a similar way by IPv6 system as IGMP Multicast source in IPv4
system. Enable it to support the source filtering functionality for IPv6 system. Note: It works only on
MLD version 2.

Click Next to continue to set the default gateway and DNS for IPv4 and IPVv6.
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@ IP over Ethernet

IConﬂgu:'a’.ion u - .
A | =

VAN Service

Parameters
VWAN Port DsL v
Layer2 Interface ®amm OPTM
Type | IP over Ethemnet el
VPLIVE |o :[0-255: )35 :[32-55535; Encapsulation Mode LLC/SNAP-BRIDGING
Description
802.1F Priority -1 [tagged: 0-7; untagoed: -1] g021QVLANID _-‘1 [tagged: 0-40924; untagged: -1]
Option 60 Vendar ID '
Option 81 Client ID
Option 125 & Disable O Enable
VWAM P Address
WAN Subnet Mask
WAN gateway IP Address |
IPVE for this senice Enable
WAMN IPvE Address/Prefix Lenath
WAN Mext-Hop IPvE Address
MAT Enable Fullcone NAT [CIEnahle
Firewall Enable
IGMP Multicast Proxy [CIEnable IGMP Multicast Source ClEnable
Ma Multicast VLAM Filter [Enable
LD Multicast Proxy [CJEnahble LD Multicast Source [ClEnanble
T | 1500 | MAC Spoofing

VPI/VCI: Enter the VPI/VCI combination from you ISP.
Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from O (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: Check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
identifiers to convey particular configuration or other identification information about a client.

Option 61 ClientID: Enter the associated information provided by your ISP.

Option 125: Option 125 is a complementary standard of DHCP protocaol, it is used to encapsulate
option 125 message into DHCP offer packet before forward it to clients. After the clients receive the
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packet, it check the option 125 field in the packet with the prestored message, if it is matched, then
the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.
Default setting is Disable.

WAN IP Address: Enter your IPv4 address to the device provided by your ISP.

WAN Subnet Mask: Enter your submask to the device provided by your ISP.

WAN gateway IP Address: Enter your gateway IP address to the device provided by your ISP.
IPv6 for this service: Enable to use IPv6 service.

Obtain an IPv6 address automatically: check whether to enable or disable this feature.

WAN IPv6 Address/Prefix Length: Enter the WAN IPv6 Address/Prefix Length from your ISP.
WAN Next-Hop IPv6 Address: Enter the WAN Next-Hop IPv6 Address from your ISP.

Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

IGMP Multicast Source: Enable to support the “source filtering” which is the ability for a system to
report interest in receiving packets “only ” from specific source address(es), or “all but” specific
source address(es), sent to a particular multicast address. Note: It works only on IGMP version 3.

No Multicast VLAN Filter: Enable to deactivate the multicast VLAN filter which allows users to filter
on all multicast packets or on specific multicast groups.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery

Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2. Note: It works only on MLD version 2.

MLD Multicast Source: Used in a similar way by IPv6 system as IGMP Multicast source in IPv4
system. Enable it to support the source filtering functionality for IPv6 system.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

MAC Spoofing: This option is required by some service providers specifying some specific MAC
allowed for joining network. You must fill in the MAC address specified by your service provider
when this information is required.

Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.
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@ IPoA

IC-}nfigura!_ion u\r; .
A —

¥ WAN Service

Parameters

WAN Paort DEL &

Layer2 Interface ®amm OpTH

Type IPaA M

VPIIVC 0 |10-258] 1 [35 [32-65535] Encapsulation Mode [LLC/snAP-ROUTING (v
Description [

WAN IP Address

WAN Subnet Mask

MAT ®Enable Fullcane NAT ClEnatle

Firewall [“IEnable

VPI/VCI: Enter the VPI/VCI combination from you ISP.

Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

WAN IP Address: Enter the WAN IP from the ISP.

WAN Subnet Mask: Enter the WAN Subnet Mask from the ISP.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |P_Filtering Incoming to add allowing rules.
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@ Bridging

IConﬂguraziL‘-n A Q\‘ .
. = -

~\WAN Service

Parameters

WAN Port DSL

Layer2 Interface ®am Oprm

Tipe Bridaing w

VP! 1 VCl [o [0-255] / [35 [32-55535] Encapsulation Mode LLC/SNAP-BRIDGING 1+

Cescription

802 1P Priority -_1 [tagged: 0-7; untagged: -1] 802 1QVLANID -1 [tagged: 0-4094; untagged: -1]
Allow as 1GNP Multicast Seurce ClEnable Allow as MLD Wulticast Source Flcnania

VPI/VCI: Enter the VPI/VVCI combination from you ISP.
Encapsulation Mode: Select the encapsulation mode, LLC/SNAP-BRIDGING, or VC/MUX.
Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Allow as IGMP Multicast Source: Enable to support the “source filtering” which is the ability for a
system to report interest in receiving packets “only ” from specific source address(es), or “all but”
specific source address(es), sent to a particular multicast address. Note: It works only on IGMP
version 3.

Allow as MLD Multicast Source: Used in a similar way by IPv6 system as IGMP Multicast source
in IPv4 system. Enable it to support the source filtering functionality for IPv6 system. Note: It works
only on MLD version 2.
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@® Ethernet

Ethernet WAN connection is well known as directly broadband WAN connection.

IConfiguration

VAN Service

e

- ..

Parameters

WAN Port [Ethemet v |

Tipe [ PPP over Ethemet (PPPOE) (v

Description | ¢

802.1F Priority .—1 | tagged: 0-7; untagged: -1] g02.1QVLAN ID :—1 |tagged: 0-4094; untagged: -1]
Username

Password

Senice Mame |

Authentication Method f_i._LJTO | Firewall Enakle

= Enabla Fullcone MAT ClEnable

IPv4 Address [ static IP Address

Dial on demand [ Enable Inactivity Timeout (minutes} [1-4320]
IPvG for this service Enable

IPVE Address O static IP Address

WTU [1492

FFPFPoE with Pass-through CEenable

IGMP Multicast Proxy [JEnakle IGMF Multicast Source CIEnable

WMLD Multicast Praoxy [lEnatkle WMLD Multicast Source CIEnable

@ PPPoE

IConiiguration 3“% -
*WAN Service

Parameters

WEN Port [Ethernet v

Tipe | PPP over Ethernet (PPROE) (v

Description | ¥

802 1P Priority .-1 | tagged: 0-7; untagged: -1] 802 1QVLAN ID :-1 | tagged: 0-4094; untagged: -1]
Username

Password

Senice Mame |

Authentication Method [AUTO &) Firewall Enable

MAT Enabla Fullcone MAT ClEnanle

IPv4 Address O static IP Address

Dial an demand CJEenable Inactivity Timeout (minutes) [1-4320]
IPVE for this senvice Enable

IPvE Address [ static IP Address

MTU :_1492

PPPOE with Pass-through CEnable

IGMP Multicast Proxy [JEnable IGMF Multicast Source ClEenanle

MLD Multicast Proxy [JEnable WMLD Multicast Source ClEenanle

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
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identification, tagged: 0-4094, untagged : -1.

Username: Enter the account obtained from the ISP.

Password: Enter the password obtained from the ISP.

Service Name: The item is for identification purpose, user can define it yourselfe.
Authentication Method: Default is Auto. Or else your ISP will advise you the appropriate mode.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |IP Filtering Incoming to add allowing rules.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT. and while you disable Fullcone NAT and only use NAT, the default NAT type is Port
Restricted or Port-Restricted cone NAT, the restriction includes port numbers. Specifically, an
external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P.

IPv4 Address: Select whether to set static IPv4 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address get from the ISP.

Dial on demand: It is a parameter to let users to dial for connection to internet themselves. It is
useful when saving internet fees.

Inactivity Timeout: The set Inactivity timeout period, unit: minutes. It is combined use with Dial on
Demand, users should specify the concrete time interval for dial on demand.

IPv6 for this service: Enable to use IPv6 service.
IPv6 Address: Select whether to set static IPv6 address or obtain automatically.
IP Address: If Static is enabled in the above field, enter the static IPv4 address.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

PPPoE with Pass-through: Enable or disable PPPoE pass-through. If it is enabled, PCs behind the
router can dial itself.

IGMP Multicast Proxy: Check whether to enable this feature. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and set up the multicast-forwarding table,
it takes over some of the router’s job, simplifying the router’s job and multicast communication.

IGMP Multicast Source: Enable to support the “source filtering” which is the ability for a system to
report interest in receiving packets “only ” from specific source address(es), or “all but” specific
source address(es), sent to a particular multicast address. Note: It works only on IGMP version 3.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

MLD Multicast Source: Used in a similar way by IPv6 system as IGMP Multicast source in IPv4
system. Enable it to support the source filtering functionality for IPv6 system. Note: It works only on
MLD version 2.
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Click Next to continue to set the default gateway and DNS for IPv4 and IPv6.

ICn}niiguraair}n A WE .

¥ Default Gateway / DNS

Default Gateway
Selected Default Gateway Interfaces Ayvailahle Routed WAN Interfaces

pppo.1 3G0/USB3G0

Selected WAN Interface As The System Default IPvG Gateway pppoe_eth0ippp0.1 %

DHNS
DNS Server Interface ® Available WAN Interfaces O Static DNS Address O Parent Controls
Selected DMNS Server Interfaces Availahle WAN Interfaces

ppp0A 3G0JSB3G0

Primary DMNS server

Secondary DMS server

Mote that selecting a WAN interface for IPvE DMS server will enable DHCPvE Client on that interface.
DME Server Interface (® available WAN Interfaces O Static DNS IPvG Address
WARN Interface selected ppp-:e_ethﬂ--'pp!ﬁtl.-'l v

Primary IPvE DMNS server

Secondary IPvE DNS server

Mext

Default Gateway
Select default gateway for you connection (IPv4 and IPv6).

DNS
> |IPv4
Three ways to set an IPv4 DNS server
@® Available WAN interfaces: Select a desirable WAN interface as the IPv4 DNS server.

@® Static DNS Address: To specify DNS server manually by entering your primary and
secondary DNS server addresses.

® Parent Controls: If user registers and gets a DNS account in the parental control provider
website, expecting to enjoy a more reliable and safer internet surfing environment, please
select this option (need to configure at Parental Control Provider).

> IPv6
Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: Select one configured IPv6 WAN connection from the menu to be as an
IPv6 DNS.

Static DNS IPv6 Address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: Type the specific primary and secondary
IPv6 DNS Server address.
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If you don’t need the service, select the item you want to remove, check the checkbox, then press
Remove, it will be OK.

Press Edit button to re-edit this service settings.

IConﬂguraiicn ;“}E .

TVWAN Service

ETH Interface

Interface Description Type Vlang021p VianMuzxld lgmp MAT Firewall IPvE Mid Remave Edit

ppp0.1 pppoe_ethd PPPoE MiA MIA Disabled Enabled Enahled Enahled Disabled Il

3G/4G LTE Interface

Interface Description TEL Ma. APN Username MNAT Firewall Dial on demand Edit

UsSB3GO *ggrerg internet Enabled Enabled Enabled
Add Remove

Here the corresponding WAN Service have been configured, if it is OK, you can access the internet.
You can go to StatussSWAN or Summary to view the WAN connection information (if your ISP
provides IPv6 service, then you will obtain an IPv6 address).

(IPv4 or IPv6)

: L N
I Status h“'!.:! - 2

T VUAN

Wan Info

Interface Description Tipe Status %:::echon IPvd Address IPvE Address DS

ppp0.1 pppoe_eth4 PFFoE Disconnect 21:26:09 118.166.86.183  2001:b011:7009:0805:25¢ca:c0d7:5h7a;1267/64 168.95.192.1,168.95.1.1
- 3G/M4G LTE Card not

USB3GO e
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@ IP over Ethernet

Iljunriguratiun u - .
i T

AN Service

Parameters

VAN Port Ethernet »
Tipe IP aver Ethernet v
Description ' '
802 1P Friority 1 tagged: 0-7; untagged: -1] 802 10 VLAN ID -1 tagged: 0-4084; untagged: -1]
S

Option 60 Vendar 1D

Cption 61 Client 1D

Optian 125 @ pisable O Enable

WAN IP Address

WAN Subnet Mask

VAN gateway IP Address
IPYE far this service Enable
SL?tt;::aatincel:l:; VB e 2als

WAN IPyE Address/Prefix Length

WAN MNext-Hop IPvE Address
MAT Enahle Fullcone NAT [dEnable
Firewall Enahle
IGMF Wulticast Proxy ClEnable IGMP Multicast Source ClEnable
Mo Multicast VLAN Filter [ Enable
MLD Multicast Proxy ClEenable MLD Multicast Source ClEenable
T 1500 MAC Spaofing

| Mext

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: Check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
identifiers to convey particular configuration or other identification information about a client.

Option 61 ClientID: Enter the associated information provided by your ISP.

Option 125: Option 125 is a complementary standard of DHCP protocaol, it is used to encapsulate
option 125 message into DHCP offer packet before forward it to clients. After the clients receive the
packet, it check the option 125 field in the packet with the pre-stored message, if it is matched, then
the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.
Default setting is Disable.

WAN IP Address: Enter your IPv4 address to the device provided by your ISP.
WAN Subnet Mask: Enter your submask to the device provided by your ISP.
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WAN gateway IP Address: Enter your gateway IP address to the device provided by your ISP.
IPv6 for this service: Enable to use IPv6 service.

Obtain an IPv6 address automatically: check whether to enable or disable this feature.

WAN IPv6 Address/Prefix Length: Enter the WAN IPv6 Address/Prefix Length from your ISP.
WAN Next-Hop IPv6 Address: Enter the WAN Next-Hop IPv6 Address from your ISP.

Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used.

Fullcone NAT: Enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |IP Filtering Incoming to add allowing rules.

IGMP Multicast Proxy: IGMP (Internet Group Membership Protocol) is a protocol used by IP
hosts to report their multicast group memberships to any immediately neighboring multicast routers.
Check this item to enable IGMP multicast on that WAN interface for multicast forwarding.

IGMP Multicast Source: Enable to support the “source filtering” which is the ability for a system to
report interest in receiving packets “only ” from specific source address(es), or “all but” specific
source address(es), sent to a particular multicast address. Note: It works only on IGMP version 3.

No Multicast VLAN Filter: Enable to deactivate the multicast VLAN filter which allows users to filter
on all multicast packets or on specific multicast groups.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients a set up the multicast-forwarding table. it
takes over some of the router’s job, simplifying the router's job and multicast communication.
Support MLDv1 and MLDv2.

MLD Multicast Source: Used in a similar way by IPv6 system as IGMP Multicast source in IPv4
system. Enable it to support the source filtering functionality for IPv6 system. Note: It works only on
MLD version 2.

MTU: Maximum Transmission Unit, the size of the largest datagram (excluding media-specific
headers) that IP will attempt to send through the interface.

MAC Spoofing: This option is required by some service providers specifying some specific MAC
allowed to join in network. You must fill in the MAC address specified by your service provider when
this information is required.
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@ Bridging

Ilinnfiguration \ Q\}t‘ .
A .

TWAN Service

Parameters

WAN Port Ethernet »

Type Bridging w

Diescription |

802.1F Pricrity .-1 tagged: 0-7; untagged: -1] B021QVLAN 1D .—1 [tagged: 0-4094; untagged: -1]
Allow as IGMP Multicast Source [Enakle Allow as MLD Multicast Source [CJEnatle

Description: User-defined description for the connection, commonly for friendly use.

802.1P Priority: The parameter indicates the frame priority level from 0 (lowest) to 7 (highest), which
can be used to prioritize different classes of traffic (voice, video, data, etc). Enter the priority
identification, tagged: 0-1, untagged: -1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged : -1.

Allow as IGMP Multicast Source: Enable to support the “source filtering” which is the ability for a
system to report interest in receiving packets “only ” from specific source address(es), or “all but”
specific source address(es), sent to a particular multicast address. Note: It works only on IGMP
version 3.

Allow as MLD Multicast Source: Used in a similar way by IPv6 system as IGMP Multicast source
in IPv4 system. Enable it to support the source filtering functionality for IPv6 system. Note: It works
only on MLD version 2.
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® 3G/4GLTE

Select 3G/4G LTE to configure the route to enjoy the mobility. By default the 3G/4G LTE interface is
on, user can edit the parameters to meet your own requirements.

Configuration

VVAN Service
ATM Interface

Interface Description Type YRIAVCT  Vlang021p Vianhuxld lgmp MAT Firewall IPvG Mid Remove  Edit
pppd. pppoe_0_8_35 FPPoE 8/35 MIA IA Disabled Enabled Enabled Enabled Disabled [
3G/4G LTE Interface

Interface Description TEL Mo. APMN Username MAT Firewall Dial on demand Edit
UsB3G0 *0g9e1g internet Enabled Enabled Enabled

Click Edit button to enter the 3G/4G LTE configuration page.

ICaniguraiion 4 QEE .

T\WAN Service

Parameters
Dial on demand Enable
lode Use 3G/4G LTE dongle settings »
Use PPP ClEnable
TEL Mao. *99**1% . APN internet
Username Password
Authentication Method AUTO M PIM
Dial on demand CEnable
Keep Alive ClEenable |7 :SECDHEIS [1-86400]
IP Address 8883 '
MTU 1500
MAT ERabia Firewall Enable
Selected Default Gateway Interfaces Ayailable Routed WAN Intefaces
USB2G0 [ppp01
Obtain DNS @ usewan Interface O Use staticONS O Parent Controls
Selected DMNS Server Interfaces Ayailable WAN Interfaces
USBAGO pppoT
=
[ =]
Frimary DhS . Secondary DNS
“Warning: Entering the wrong FIN code three times will lock the SIM.

Dial on demand: If enabled, the 3G/LTE will work in dial on demand and be brought up only when
there is no active default route. In this mode, 3G/4G LTE work as a backup for the WAN connectivity.
While if disabled, 3G/4G LTE serves as a normal interface, and can only be brought up when it has
been configured to achieve a mobile connectivity.

Mode: There are 6 options of phone service standards: GSM 2G only, UTMS 3G only, GSM 2G
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preferred, UMTS 3G preferred, Automatic, and Use 3G/4G LTE dongle settings. If you are uncertain
what services are available to you, and then please select Automatic.

TEL No.: The dial string to make a 3G/4G LTE user internetworking call. It may provide by your
mobile service provider.

APN: An APN is similar to a URL on the WWW, it is what the unit makes a GPRS / UMTS call. The
service provider is able to attach anything to an APN to create a data connection, requirements for
APNs varies between different service providers. Most service providers have an internet portal
which they use to connect to a DHCP Server, thus giving you access to the internet i.e. some 3G
operators use the APN ‘internet’ for their portal. The default value is “internet”.

Username/Password: Enter the username and password provided by your service provider. The
username and password are case sensitive.

Authentication Method: Default is Auto. Please consult your service provider on whether to use
PAP, CHAP or MSCHAP.

PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in certain
systems as a password to gain access, and authenticate. In mobile phones a PIN code locks the
SIM card until you enter the correct code. If you enter the PIN code incorrectly into the phone 3 times
in a row, then the SIM card will be blocked and you will require a PUK code from your network/
service provider.

@® Dial on Demand: If you want to make UMTS/GPRS call only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access
the Internet). In this mode, you must set Idle Timeout value at same time. Click on Connect on
Demand, the Idle Timeout field will display.

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on
the line for a predetermined period of time. Default is 600 seconds.

Dial on demand i¥iEnahle

Idle Timeout G00 secands [10-86400]

® Keep Alive: Check Enable to allow the router to send message out every 7 seconds (can be
changed base on need) to prevent the connection being dropped by ISP.

IP Address: The IP address is used to “ping”, and router will ping the IP to find whether the
connection is still on.

Dial on demand [ 1Enable
Keep Alive ¥ Enable |7 seconds [1-86400]
P Address 3.8.8.8

NAT: Check to enable the NAT function.

Firewall: Enable to drop all traffic from WAN side. If enabled, all incoming packets by default would
be dropped, and please turn to |IP Filtering Incoming to add allowing rules.

MTU: MTU (Maximum Transmission Unit) is the size of the largest datagram that IP will attempt to
send through the interface.

Select default gateway interfaces: Select from the interfaces the default gateway, here commonly
we select USB3GO.

Selected DNS Server Interfaces: Three ways to set a DNS server.
® Use WAN interface: Select a desirable WAN interface as the DNS server.
® Use Static DNS: To specify DNS server manually by entering your primary and secondary
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DNS server addresses.

® Parent Controls: If user registers and gets a DNS account in the parental control provider
website, expecting to enjoy a more reliable and safer internet surfing environment, please
select this option (need to configure at Parental Control Provider).

Click Apply to confirm the settings.

Here you can configure WAN Service, if it is OK, you can access the internet. You can go to Status
>WAN or Summary to view the WAN connection information.

I Status \ “’\t‘ -

¥ VAN

Wan Info

Interface Description Tipe Status %n;::ectlon IPvd Address IPvE Address DNS
ppp0.1 pppoe_0_8_35 PPFPoE Unconfigured

USB3G0 3G0 PPP Connected 00:01:10 10.44.183.197 2215455
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Failover

Auto failover/failback is to ensure an always-on internet connection. Users can set a Master WAN
interface (main WAN) and a slave interface (backup WAN), and when Master WAN fails, it will switch
to slave WAN, and when master WAN restores, it will switch to master WAN interface again.

ICanigura!lon u'\‘ .
4 | =

~ Failover
Parameters
L3 WAN Failover OEnable @ Disable

Master Interface pppoe_0_8_35/ppp01 Fing Gateway Host|

Slave Interface pppoe_0_8_ 38ippp0A Ping Gateway Host|
Probe Cycle 30 \seconds [3~B5400]
Connectivity Decision Fail aftel3 times[1~32]

Fall back

L3 WAN Failover: Check Enable to activate L3 WAN failover.
Master Interface: Select a master WAN interface.
Ping: To ping to check the master WAN interface’s connectivity.

® Gateway: It will send ping packets to gateway of master interface and wait for response from
it in every “Probe Cycle” to check the connectivity of the gateway of master interface.

® Host: It will send ping packets to specific host and wait for response in every “Probe Cycle”.
Slave Interface: Select a slave WAN interface as backup port.
Ping: To ping to check the slave WAN inteface’s connectivity.

® Gateway: It will send ping packets to gateway of slave interface and wait for response from it
in every “Probe Cycle” to check the connectivity of the gateway of slave interface.

® Host: It will send ping packets to specific host and wait for response in every “Probe Cycle”.

Probe Cycle: Set the time duration for the Probe Cycle to determine when the router will switch to
the backup connection once the main connection (main port) fails. For example, when set to 30
seconds, the probe will be conducted every 30 seconds.

Connectivity Decision: Set how many times of probing failure to switch to backup port.
Fallback: Enable to reconnect to the master interface when master interface connection recovers.

Note:

1) The time set is for each probe cycle, but the decision to change to the backup port is determined
by Probe Cycle multiplied by connection Decision amount (e.g. From the image above it will be
30 seconds multiplied by 3 consecutive fails, the router will determine failover to slave interface.

2).The failback setting follow the same decision policy as the failover. For example, according to
settings above in the screenshot, the connection probe will be carried out every 30 seconds, and 3
consecutive times of probe success is found, the router will determine failback to master interface.
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DSL

This screen allows you to set DSL parameters. DSL knowledge is required to configure these
settings. Contact your ISP to make sure that these parameters are correct.

ICanigura:ion lu\t.' .

*DSL

Parameters

Modulation Meomt Mot MT11413 Mapsiz Mannex. Mapsie+ Cannesn FlvbsLz
Profile Maa Men Mac Mad M12a Mazp Fli7a Maoa

uso Enahle

Phone line pair @ nnerpair - O outer pair

Capability Bitswap [1sRA

PhyR O Upstream Downstream

*** |fDSL line is not ready, related configuration cannot successfully set

Modulation: There are 8 modes “G.Dmt”, “G.lite”, “T1.413”, “ADSL2”, “AnnexL”, "ADSL2+”,
“AnnexM”, that user can select for this connection.

Profile: VDSL profiles up to 30a.

USO: Select to enable USO0. In VDSL mode, profiles like 8a, 8b, 8c, 8d and 12a need users to enable
USO band.

Phone line pair: This is for reserved only. You can choose "Inner Pair" or "Outer Pair".

Capability: There are 2 options “Bitswap Enable” and “SRA Enable” that user can select for this
connection.

® Bitswap Enable: Allows bitswaping function.

® SRAEnable: Allows seamless rate adaptation.
PhyR: A new technology to control impulse and noise to improve the BER and DSL data quality.
Click Apply to confirm the settings.
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DSL Bonding

This feature allows you to double your VDSL2/ADSL2+ data rate. Contact your ISP to see if you can
upgrade your Internet service in order to use this feature.

ICDnﬂgura:mn i “\‘\t‘ .
Y -

¥ DSL Bonding
Parameters
¥D'SL Bonding Capability Ml Enable

Current WAN xDSL Mode Bonded

Apply/Reboot

xDSL Bonding Capability: To enable or disable the Dual VDSL2/ADSL2+ feature.
® Enable: The device will attempt to make connection in two-pair VDSL2/ADSL2+ mode.
® Disable: The device will only make a connection in single-pair VDSL2/ADSL2+ mode.

Current WAN xDSL Mode: This displays your current VDSL2/ADSL2+ connection mode on the
DSLAM/ISP. two-pair VDSL2/ADSL2+ or single-pair VDSL2/ADSL2+ is available.

Click Apply/Reboot to save settings then reboot the system to activate the changes.
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SNR

Signal-to-noise ratio (often abbreviated SNR or S/N) is a measure used in science and engineering
that compares the level of a desired signal to the level of background noise. It is defined as the ratio
of signal power to the noise power.

IS?‘IR j,“’\r" -

T SNR

Parameters

This field can be adjusted to affectthe SMNR value so as to achieve the highest possible sync speed.

Mote that a value settoo low may affect stability, a balance needs to be achisved hetween speed and stability

There are no setvalues recommended as each ADSL line will be different.

Avalue of 6 is a good starting point, this is the target SNR, from here you can gradually reduce values to achieve the highest pessible sync speed whilst still maintaining stability.
eghd .

1is the lowest possible value.

SMR [ | dB1AUto:-1]

SNR: Change the value to adjust the DSL link rate, more suitable for an advanced user.
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