Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models l
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)
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6.6.4.1.2 | WINNF.FT.D.RLQ.2 | Domain Proxy Successful | Monitor RF transmission. Ensure:
Relinquishment . CBSD stops transmission at
any time prior to sending the
relinquishmentRequest message.
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IMSG STATUS

Test Harness logs and timing on graph was verified, the EUT passed the requirement.

Shutdown time taken from Domain Proxy logs, and shutdown confirmed by RF monitoring.
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models l
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)
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Canada

6.7.4.1.2 | WINNF.FT.D.DRG.2 | Domain Proxy Successful | Monitor RF transmission. Ensure:
Deregistration . CBSD stops transmission at
any time prior to sending the
relinquishmentRequest message or
deregistrationRequest message
(whichever is sent first)

Il Agilent Spectrum Analyzer - Swept SA

S0 Q AC SENSE:INT ALIGN AUTO 07:32:52 PM Jun 14, 2023
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MSG STATUS
Test Harness logs and timing on graph was verified, the EUT passed the requirement.
Shutdown time taken from Domain Proxy logs, and shutdown confirmed by RF
monitoring.
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canaa

Confirm that the device transmits at a power level less than or equal to the maximum power level
approved by the SAS.

7.14.1. | X X | WINNF.PT.C.H | UUT RF Transmit Power Spectral
1 BT Power Measurement | Density test case. P

Assume we use 1
carrier bandwidth
(say, 5 or 10 MHz),
one frequency (say
middle channel in
band) for

test. Measure at max
transmit power, and
reduce in steps of 3
dB to minimum
declared transmit
power.

Test Table
Channel (FMrEj) Conduc:jeBdr:/?\\AN:; Density Directional gain dBi | Power Density | Max EIRP(dBm) | Pass/Fail
Middle 3630 -6.37 15.82 -0.03 17 Pass
Middle 3630 11.09 15.82 17.12 36 Pass
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

3630 low power

I Agilent Spectrum Analyzer - Swept SA

S0 Q | AC SENSE:INT ALIGN AUTO 05:39:05 PM Jun 09, 2023
[Reference Level 10.00 dBm | Avg Type: Log-Pwr TRACE|112345 6 TacelDet
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MSG STATUS
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models l
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)
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3630-high power

Il Agilent Spectrum Analyzer - Swept SA
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IMSG STATUS
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Client

Product

Standard(s)

CradlePoint, Inc.

Cradlepoint Cellular access points, Models
A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

FCC Part 96 SAS requirements (CBRS Test Plan)

Canaa

DOT CBRS Radio: WINNF / Security Test Case Analysis

WINNF.FT.C.SCS.1

Successful TLS connection between UUT and SAS Test Harness

PCAP Capture

Server Cert

EDEPFILEE

> Transmission Control Protocol, Src Port: 500, Dst Por

Protocol | Lengtt | Info
289 Client Hello
3196 Server Hello, Certificate, Certificate Request, Server Hello Done
3571 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
123 Change Cipher Spec, Encrypted Handshake Message
1280 Application Data

Destination
152.119850
152.126054
152,122874
152.124745
152.124983

127.0.8.1
127.0.0.1
127.0.8.1

Frame 14: 3196 bytes on wire (25568 bits), 3196 bytes captured (25568 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
: 55708, Seq: 1, Ack: 218, Len: 3124
Transport Layer Security
TLSV1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0363)
Length: 2961
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2957
Certificates Length: 2954
Certificates (2954 bytes)
Certificate Length: 1372
Certificate: 30820558308203402003020102021405130a8c17e210126d95891746¢6df425a449c5930.. (id-at-conmonName=nocksas. testlab.winnf.github. com, id-at-organizationallnit
signedCertificate
version: v3 (2)
serialNumber: 0x05f38a8c17e210126d95891746c6d 425244959
signature (sha256WithRSAEncryption)
issuer: rdnSequence (0)
validity
subject: rdnSequence (8)
rdnSequence: 4 items (id-at-commonName=mocksas.testlab.winnf.github.com, id-at-organizationalUnitName=WInnForun SAS Provi
RONSequence item: 1 item (id-at-countryName=US)
RONSequence item: 1 item (id-at-organizationName=Test Lab for FCC PART 96)
RDNSequence item: 1 item (id-at-organizationalUnitName=WInnForum SAS Provider Certifica
RONSequence item: 1 item (id-at-commonName=mocksas.testlab.winnf.github.com)
subjectPublicKeyInfo
extensions: 5 items
algorithmIdentifier (sha256WithRSAEncryption)
Padding: @
encrypted: b198bf82bfda33515faeSf19fea75d2057act 2b2d56d248da2ea6ad6b  7162958cdb626...
Certificate Length: 1576
Certificate: 308206243082040ca0030201020214292a0475491€361150414daaa848cd838a76ba530... ( id-at-conmonName:
signedCertificate
version: v3 (2)
serialNumber: 0x29aa47549fe361150414daaaBd8cd838af76bas
signature (sha384WithRSAEncryption)
issuer: rdnSequence (0)
validity
subject: rdnSequence (8)
rdnSequence: 4 items (id-at-commonName=WInnForum RSA SAS Provider CA,id-at-organizationalUnitName=RSA SAS Provider CA9001,id-at-organizationName=Airspan Ne
1 item (id-at-countryName=US)
1 item (id-at-organizationName=Airspan Networks)
1 item (id-at-organizationalUnitName=RSA SAS Provider CA9001)

Certificate, id-at-organizationt

InnForum RSA SAS Provider CA,id-at-organizationalUnitNam

RDNSequence item
RONSequence ite:
RDNSequence item
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

Client Cert

= iBR Qe EF LN B

Destination | Protocol | Lengtt|Info
152.119850 127 289 Client Hello
152.120054 3196 Server Hello, Certificate, Certificate Request, Server Hello Done

152.122874 3571 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
152.124745 TLSv1.2 123 Change Cipher Spec, Encrypted Handshake Message

152.124983  127.0.0.1 127.0.0.1 TLSV1.2 1280 Application Data

Frame 16: 3571 bytes on wire (28568 bits), 3571 bytes captured (28568 bits) 7f 00 00 01 7f 00 00 01
Linux cooked capture v2 tee ENeTESICRISNpEIbZIN
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1 ® Z? ;g g: ;‘ gg é: 31 9¢
> Transmission Control Protocol, Src Port: 55708, Dst Port: 5000, Seq: 218, Ack: 3125, Len: 3499 03 62 o1 02 62 14
Transport Layer Security b2 e5 06 c@ c2 36 ¢3 4
TLSV1.2 Record Layer: Handshake Protocol: Certificate 48 86 17 0d 01 01 Ob 05
Content Type: Handshake (22) 03 55 04 06 ]-3 82 55 53
Version: TLS 1.2 (@x@3@3) a/; 2:) ;g ;: ;q 2o 10 06
Length; 2907 41 20 44 6f 6d 61 69 be
Handshake Protocol: Certificate 41 39 30 30 31 31 26 30
Type: Certificate (11) 57 49 6e be 46 6f 72 75
3 60 61 69 be 20 50 72 6f
s od 32 33 30 32 31 30 30
SALena i 2y 33 33 30 32 30 37 30 32
Certificates (2960 bytes) 6b 30 09 06 03 55 04 06
Certificate Length: 1318 06 03 55 04 0a Oc 10 41
Certificate: 30820522308203022003020102021444b5851017¢08701294bb2e506c0c236¢347db9730... (id-at-commonName=0020242111: netspan1, id-at-organizationalUnitNane=hInn. 65 74 77 6f 72 6b 73 31 2b 3
signedCertificate Oc 22 57 49 6e 6e 46 6f 72 75
e A () 20 43 65 72 74 69 66
serialNunber: 0x44bS8510f708701294bb2e506¢0c236¢3470b97 3592 50 32 34 3
signature (sha256WithRSAEncryption) Ge 30 30 31 30 82 01 22
issuer: rdnSequence (@) f7 0d 01 01 01 @5 0@ 03
validity 62 82 01 01 60 da 9d ab
subject: rdnSequence (0) el e LTt
rdnSequence: 4 items (id-at-commonName=8920242111:netspand@l, id-at-organizationalUnitNane=WInnForun Domain Proxy Certificate,id-at-organizationName=Airs.
RONSequence item: 1 item (id-at-countryName=US)
RONSequence item: 1 item (id-at-orgal lonName=Airspan Networks) 2a 13 16 e6 dc 4d 4da df
RONSequence item: 1 item (id-at-organizationalUnitName=WInnForum Domain Proxy Certificate) :5’ '7‘; ;; g; & 5,: 6? 3% e
> e e = : ab af ¢
RONSequence item: 1 item (id-at-commonName=0920242111:netspand@1) I C M B ek
subjectpublickeyl 89 9d c1 30 16 21 1f f0 b8 85 cb Ge 5
extensions: 5 items 4 3¢ 2e €9 17 5¢ 7a Se
algorithmIdentifier (sha256WithRSAEncryption) 8 b 4b Sc 97 9e 8¢ 8 ca 1f 9d
Padding: @ 02 69 2 4 f1 cf ff 02 af 14 36
encrypted: 9de7baclabadc3205757b40412a9e0e24843 fcd40e17B91c5T4d420941e806CC9a51dBa...
Certificate Length: 1576
Certificate: 308206243082040ca003020102021429a0475491e361150414daaaB48cd838af76ba730... (id-at-commonName=WInnForum RSA Domain Proxy CA,id-at-organizationalUnitN..

signedCertificate
O er e 31 06 03 55 10 23 04 10 3
serialNumber: @x29aa0475497e361150414daaa848cd838Baf76ba7 005 B 22 610

signature (sha38awithRSAEncryption) 30 e 06 03 55 1d of 01
issuer: rdnSequence (0) 30 26 06 03 55 1d 20 04
validity 66 01 04 01 82 ec 11 02

subject: rdnsequence (0) 98 30 26 36 24 06 62 25 06 o1 64 01 &
ence: (id-at- = X -at- z a ne= C -at— z = 26 20 2. a 2 2 ec
rdnSequence: 4 items (id-at-commonName=WInnForum RSA Domain Proxy CA,id-at-organizationalUnitName=RSA Domain Proxy CA9081,id-at-organizationName=Airspan.. 6 20 16 0c 14 44 6f 6d 61 69 6e 20 50 72 6f

RONSequence item: 1 item (id-at-countryName=US 79 20 55 55 54 20 46 52 4
RDNSequence item: 1 item (id-at-organizationName=Airspan Networks) 86 f7 0d 01 01 b 05 00
1 item (id-at-organizationalUnitName=RSA Domain Proxy CA9001) c1 ab 0a dc 32 85 75 7b 40

: 1 item (id-at-commonName=WInnForum RSA Domain Proxy CA) c4 40 el f8 91 ¢5 f4 dd4 2 6
8a 4c 57 e7 55 fd 4f Bc 08 e5 cd 18 6f 96 61

DP Logs

{"1v1":"DEBUG","ts":"2023-06-
14T17:39:34.53Z2","at":"dp/aggregator/aggregator_generics.go:80","msg":"registration
request"”,"request":{"userId":"LYFQR8","fccId":"UXX-

S1A228A", "cbsdSerialNumber":"2209DPT000261","cbsdCategory":"A","airInterface"”:{"radio
Technology":"E_UTRA", "supportedSpec":"FFS"}, "measCapability":["RECEIVED_POWER_WITHOUT
_GRANT"],"cpiSignatureData":{"protectedHeader":"eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCI9"
, 'encodedCpiSignedData": "eyJljYnNkU2VyaWFsTnVtYmVyIjoiMjIwOURQVDAWMDI2MSIsImZjY@QlkIjoi
VVhYLVMXQTIyNOEiLCIpbnNOYWXxsYXRpb25QYXJIhbSI6eyJhbnR1bm5hQXppbXvVOaCI6MCwiYW50ZW5uYUI1lY
W13aWROaCI6NjAsImFudGVubmFEb3dudGlsdCI6EMCwiYW50ZW5uYUdhaW4iOjExLCIoZW1lnaHQiOjUsImhlaW
dodFR5cGUi0iIBROWiLCIpbmRvb3JEZXBsb31tZW50IjpmYWxzZSwibGFOaXR1ZGUi0jQzLjYyNDkzODcONzg
20Dg4LCIsb25naXR1ZGUi0iOXMTYuMzUwWMjA3MDUYODgXxNz19LCIwcmOmZXNzaW9uYWxIbnNOYWxsZXIEYXRh
Ijp7ImNwaUlkIjoidGVzdFIDUE1fR1cINSIsImNwaU5hbWUi0iJOZXNOXONQSVIGVzUlIiwiaW5zdGFsbEN1c
NRpZmljYXRpb25UaW1l1lIjoiMjAyMyOwMiOwM1QwMzoxNjoOMS4zMTZaIn1l9"," "digitalSignature": "BVnC
2D7yDu-BbVAE_tWoGm-
xSAX1fICK65UTzCH10Z21cPhfMBLKV3v_CIbRWOCNIpgBUEVt2Ip59QaPlfin6_PdU4XeNQERpv1vuBOKeQ6N
SHLRA6DO5-AKy_76SUyavUFBOG8tjnoeGnCroi5jsl-
6YJ5KFS3Ttx27vYaoJlUXeiNUradIFW4qDwvo_20JON7BmApoPu-
vYGCGqtGCNVezoNkuJ1NOId7YHD1P62veGypMxAwbyHevYe7m3CH7cjLa-
CBssrv4m5a0s80vIWchkQhRCUaof7c7pKkTnbwTM9k1J223wqBYO0gnqERQo6VO4jyVyyUs4ANTkGk1b3Bw" }}

}
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

{"1v1l":"DEBUG", "ts":"2023-06-
14T17:39:34.531Z7","at":"dp/aggregator/aggregator_generics.go:131","msg" : "Aggregated 1
registration requests"}
{"1vl":"DEBUG","ts":"2023-06-14T17:39:34.533Z","at" :"helpers/tls-
helper/peer_verifier.go:45","msg":"No OCSP servers

provided", "certSubject":"mocksas.testlab.winnf.github.com"}
{"1vl":"INFO","ts":"2023-06-
14T17:39:34.62Z2","at":"dp/aggregator/aggregator_generics.go:240","msg" :"SAS http
request

succeeded", "httpStatus":200, "httpMethod" :"POST", "duration":"87.872327ms", "url":"https
://mocksas.testharness.cbsd.winnf.github.com:5000/v1.2/registration"}
{"1v1":"DEBUG","ts":"2023-06-14T17:39:34.62Z","at" :"dp/cbsd-
mgr/interface.go:185","msg":"response received","response":{"cbsdId":"UXX-
S1A228AMock-SAS2209DPTRR0261", "response” :{"responseCode":0}}}
{"1v1":"INFO","ts":"2023-06-14T17:39:34.62Z","at" :"dp/kpi-
mgr/kpi_mgr.go:109","msg":"KPI metric

received", "serialNumber":"2209DPT000261", "metricKey":"ap_sas_registration_success"}
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canaa

WINNF.FT.C.SCS.2

TLS failure due to revoked certificate

PCAP Capture

Server Cert

Re>2EF IE

| Destination | Protocol | Lengtt| Info
60800201 .0.0. 292 Client Hello
60.800407 0. 3352 Server Hello, Certificate, Certificate Request, Server Hello Done
60.801374 127.0.6.1 127.0.0.1 0CSP 379 Request
60.849443 127.0.0.1 127.0.0.1 ocsp 2022 Response
60849904 127.0.0.1 127.0.0.1 TLSV1.2 79 Alert (Level: Fatal, Description: Bad Certificate)

Frame 8: 3352 bytes on wire (26816 bits), 3352 bytes captured (26816 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.6.0.1
Transmission Control Protocol, Src Port: 5000, Dst Port: 41798, Seq: 1, Ack: 221, Len: 3280
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello
TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 3117
Handshake Protacol: Certificate
Handshake Type: Certificate (11)
Length: 3113
Certificates Length: 3110
Certificates (3110 bytes)
Certificate Length: 1528
Certificate: 308205f4308203dca030201020214053028¢17€210126495801746c6d14252449¢5b30... (id-at-commonName=sascertwithcrl. testlab.winnf.github.con, id-at-organizatio
signedCertificate
version: v3 (2)
serialNumber: 0x05f30a8¢176210126d9589f746c6df425a449¢5D
signature (sha256withRSAEncryption)
issuer: rdnSequence (@)
validity
subject: rdnSequence (0)
rdnSequence: 4 items (id-at-commonName=sascertwithcrl.testlab.winnf.github.com,id-at-organizationalUnitName=WInnForum SAS Provider Certificate,id-at-organ
RONSequence item: 1 item (id-at-countryName=US)
RONSequence item: 1 item (id-at-organizationName=Airspan Networks)
RONSequence item: 1 item (id-at-organizationalUnitName=WInnForum SAS Provider Certificate)
RONSequence item: 1 item (id-at-commonName=sascertwithcrl.testlab.winnf.github.com)
subjectPublicKeyInfo
extensions: 7 items
algorithmIdentifier (sha256WithRSAEncryption)
Padding: @
encrypted: 4b01e4270834cab17fadaaab74faad32fad4689ed 62510374780a5b47ec6c0b6225d37d-.
Certificate Length: 1576
Certificate: 308206243082040ca003020102021429aa047549e36150414daaa848cdB38af 76ba530... (id-at-commonName=WInnForum RSA SAS Provider CA,id-at-organizationalUnitNam
signedCertificate
version: v3 (2)
serialNumber: 0x292a047549e361150414daaa848cd83Baf76ba5
signature (sha384withRSAEncryption)
issuer: rdnSequence (8)

RSA SAS Provider CA9601,id-at-organizationName=Airspan Ne
1 item (id-at-countryName=US)
1 item (id-at-organizationName=Airspan Networks)
RDNSequence item: 1 item (id-at-organizationalUnitName=RSA SAS Provider CA9901)
RONSeauence i 1 iten (id-at-commonName=WInnForum RSA SAS Provider CA)

FRe>E=E2F IR

| Protocol
60.800201 .0.0. .0.0. 92 Client Hello
60.800407 server Hello, Certificate, Certificate Request, Server Hello Done
60.801374
60.849443 .0.0. -0.0. Response
60.849904  127.0.0.1 Alert (Level: Fatal, Description: Bad Certificate)

Frame 13: 379 bytes on wire (3032 bits), 379 bytes captured (3032 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 127.0.8.1, Dst: 127.6.0.1
Transmission Control Protocol, Src Port: 44744, Dst Port: 7000, Seq: 1, Ack: 1, Lei
Hypertext Transfer Protocol
Online Certificate Status Protocol
tbsRequest
requestList: 1 item
v Request
reqCert
hashAlgorithm (SHA-1)
issuerNameHash: ab2b204282381483787e5c2dc186c23a5¢179f4b
issuerKeyHash: da67d802ebde7edpas8c3bl779a1e24d63428110
serialNumber: 0x85f30a8c1721012695891746c6df425a449c5h
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

OCSP Response

a IO mEKNE SIe2=EF I H

| Protocol | Lengtt Info
6 60.800201 .0.0. .0.0. 292 Client Hello
8 60.800407 +0.0. .0.0. 3352 Server Hello, Certificate, Certificate Request, Server Hello Done
13 60.801374 .0.0. .0.0. 379 Request
15 60.849443 .0.0. .9.0. 2022 Response
20 60.849904 .0.0. 127.0.0.1 79 Alert (Level: Fatal, Description: Bad Certificate)

Frame 15: 2022 bytes on wire (16176 bits), 2022 bytes captured (16176 bits) 44 9c sb a1 11 18/0f 32 30 32 33 30 34 30 36
Linux cooked capture v2 30/33:37/35:35/5a 18 0f 32 30 32 33 30 36 31
Internet Protocol Version 4, Src: 127.0.8.1, Dst: 127.0.0.1 PR e e
Transmission Control Protocol, Src Port: 7008, Dst Port: 44744, Seq: 1, Ack: 308, Len: 1950 886 17 o1 61 81 95 05 %
97 e4 95 9f cc do 28 67
Online Certificate Status Protocol 88 89 43 51 fe 8b 7b dc
responsestatus: successful (0) 36 33 €6 c3 68 31 b9 cB
rssponteBytes 76 61 3¢ ac ac 23 7 &
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic) 48ics 57 o a4 T b3 b
BasicOCSPResponse b5 2e a9 ed 3b 9b Bl ea
tbsResponseData @e d1 16 43 7f 78 el 21
responderID: byKey (2) 56 9c e8 f7 ee 7b 04 53
producedAt: Jun 14, 2023 16:15:32.000000000 EDT e
P ] cd ec bl f4 2e 55 ab d5
SingleResponse 4a 04 ee d3 41 f2 48 e3 33
certId a3 ca 72 c9 62 37 8d 67
hashAlgorithm (SHA-1) 43 ef 6b bc 9c 86 7b 3d
issuerNameHash: ab2b204282381483787e5c2dc186¢23a5¢179f4b ;3 29 % gg g: Zg ;g 3?
issuerKeyl a67d802ebde7ed0as8c3b1779a1€24d63428110 62 0182 02 14 85 13 6
serialNun #51300Bc17621012609589f746C674252449C5h £7 46 c6 df 42 5a 44 9c
v certstatus: revoked (1) 86 {7 0d 01 61 0b 05 00
revoked 55 04 06 13 62 55 53 31

revocationTime: Apr 6, 2023 16:37:55.000000000 EDT Oc 10 41 69 72 73 70 61

6b 73 31 20 30 1e 06 63
thisUpdate: Jun 14, 2023 16:15:32.000000000 EDT 20 53 41 53 20 50 72 6f

nextUpdate: Jun 14, 2023 16:20:32.000060000 EDT 39 30 30 31 31 26 30 24
signatureAlgorithm (shalWithRSAEncryption) 49 6e Ge 46 6f 72 75 6d
Padding: 0 20 50 72 6f 76 69 64 65

: 6 f 9 6 636 3233303231303032 35

signature: 6b2c97e4959fccd028674a12ca7 fad56dfe888894351feBb7bdcoc2235a6e513be763633.. F A e e e el
certs: 1 item 0b 30 09 06 03 55 B4 86
86 03 55 04 0a 0c 10 41
65 74 77 6f 72 6b 73 31
8c 26 41 69 72 73 70 61
6b 73 20 49 Ge 74 65 72 2
6C 69 74 79 20 4c 61 62 31 29 30 27 06 83 55
03 0c 20 6f 63 73 70 2¢ 74 65 73 74 68 61 72
6573 73 2e 63 62 72 73 74 65 73 74 6c 61 62
63 6f 6d 30 82 01 22 30 d 06 09 2a 86 48 86
6d 01 01 01 65 €0 03 82 61 of 00 30 82 01 6a
82 01 01 00 5 15 €2 7b 77 dc c5 el b9 14 62
7f db fc ac 24 fd 46 73 d2 Oc a5 c2 32 43 c9
7a 3f 56 c0 47 90 7 60 23 20 fd Of cf a6 ff
fa ce b9 68 3b 64 69 54 6b 9b 9 38 17 97 27
41 83 66 2c a6 78 66 03 c7 74 0a 97 26 7T 02
c8 55 b4 85 9a 3b ae 8a 3f 49 a6 87 81 78 bd
89 el 79 30 63 €2 66 57 dd d5 07 74 a4 4d 95
20 b6 7e be 73 92 29 fd 67 23 78 99 46 81 a3
f7 €9 88 10 e6 3a c5 d3 62 f1 Bc 8a 30 9c 9f
6 97 5 5¢ bd 77 a9 25 26 4d d5 3f el 8d be
ae d 4e 0f @e b6 99 c2 53 13 d7 28 3f 8b 7f
20 3b c8 23 6b 17 dc db c5 a2 64 e4 83 44 3d
b0 5 31 58 8f 64 a0 3e 4d 77 ce ff 62 7d ee

® B cortStatus (ocsp.cortStatus), 17 bytes Packets: 46 - Displayod: 10 {21.7%) Profile: Default

DP Logs

{"1v1":"DEBUG","ts":"2023-06-
14720:15:3272","at":"dp/aggregator/aggregator_generics.go:80","msg":"registration
request"”,"request":{"userId":"LYFQR8","fccId":"UXX-
S1A228A","cbsdSerialNumber":"2209DPT0O00350","cbsdCategory":"A","airInterface":{"radio
Technology":"E_UTRA", "supportedSpec":"FFS"}, "measCapability":["RECEIVED_POWER_WITHOUT
_GRANT"],"cpiSignatureData":{"protectedHeader":"eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCI9"
, "encodedCpiSignedData": "eyJjYnNkU2VyaWFsTnVtYmVyIjoiMjIwOURQVDAWMDMIMCIsImZjYOlkIjoi
VVhYLVMXQTIyNOEiLCIpbnNOYWXxsYXRpb25QYXJIhbSI6eyJhbnR1bm5hQXppbXvVOaCI6MCwiYW50ZW5uYUI1lY
W13aWROaCI6NjAsImFudGVubmFEb3dudGlsdCIEMCwiYW50ZW5uYUdhaW4i0jExXLCIoZW1lnaHQiOjUsImhlalW
dodFR5cGUi01JBROWiLCIpbmRVb3JEZXBsb31tZW50IjpmYWxzZSwibGFO@aXR1ZGUiOjQzLjYOMTMONTM5NDC
ONzcxLCIsb25naXR1ZGUi0iOXMTYuMjMyOTM2NJUONjUBNZI9LCIwcmIOmZXNZzaWOuYWxIbnNOYWxsZXIEYXRh
Ijp7ImNwaUlkIjoidGVzdFIDUE1fR1cINSIsImNwaU5hbWUi0iJOZXNOXONQSVIGVzU1lIiwiaW5zdGFsbENIc
NRpZm1jYXRpb25UaW11IjoiMjAyMyOwMiOwM1QwMzoxNjoOMS4zMTZaIn19", " "digitalSignature": "EQof
HHLn1A6BnaMvuYmTgG1lSPozVi5sJa_wFT-
bfwQL3WthEkdsgacrUjtesoifeIMObgq2XMuAcyAobjUpxtSRVENEXmMNRTSV8sS7zxtE7e8iwdMn1DoXFC8kPM
S07Pa51KpZVIuQzOMriuj_6RyDjTQ6s0QIF -gPMtNBoykhM3aX1-1LMF-
eu5wj_ZLuEneKCUNZcoXCctCexvtRburbUlwMfB6S_z5k-3bQKDQy2DHj0-0wZXepececIM4P-
6XZ4UPp9UpjgBePzVMqz2g-

CFv6U_niSuB1hFCCQfQ48 Ly7wTEImeohniJ021MYNss5VNVUPKNSp LwbAE7Vwfw"}}}
{"1vl":"DEBUG","ts":"2023-06-
14720:15:327","at":"dp/aggregator/aggregator_generics.go:131","msg": "Aggregated 1
registration requests"}
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

{"1vl":"INFO","ts":"2023-06-14T720:15:32.001Z","at": "helpers/tls-
helper/peer_verifier.go:79","msg":"Checking certificate status with OCSP
server","ocspServer":"http://ocsp.testharness.cbsd.winnf.github.com:7000/"}
{"1vl":"WARN","ts":"2023-06-14T720:15:32.05Z2","at" : "helpers/tls-
helper/peer_verifier.go:21","msg":"Certificate status is
Revoked","certSubject":"sascertwithcrl.testlab.winnf.github.com","issuerCertSubject":
"WInnForum RSA SAS Provider
CA","serialNumber":"33964953731498854550067417388306975434247281755"}
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

WINNF.FT.C.SCS.3

TLS failure due to expired server certificate

PCAP Capture

Server Cert

i mERE AFe2EF S E E aQ M

Source | Destination | Protocol | Lengtt Info
6 57.129321 127.0.0.1 127.0.0.1 TLSv1.2 289 Client Hello
8 57.129431 127.0.0.1 127.0.0.1 TLSV1.2 3195 Server Hello, Certificate, Certificate Request, Server Hello Done
10 57.129579 127.9.0.1 127.0.0.1 TLSV1.2 79 Alert (Level: Fatal, Description: Bad Certificate)

Frane 8: 3195 bytes on wire (25560 bits), 3195 bytes captured (25560 bits) 0160 39 34 34 5a 17 od 321333632 3131303235
Linux cooked capture v2 @ 3: 34 5a 30 81 87 31 @b
Internet Protocol Version 4, Src: 127.0.8.1, Dst: 127.8.0.1 25 gg 3; g: éi 3: }IZ 22
Transmission Control Protocol, Src Port: 5000, Dst Port: 60940, Seq: 1, Ack: 218, Len: 3123 U e B
Transport Layer Security 75 64 20 53 41 53 20 50
TLSv1.2 Record Layer: Handshake Protocol: Server Hello 43 65 72 74 69 66 69 63
TLSV1.2 Record Layer: Handshake Protocol: Certificate 3 55 04 03 Oc 27 65 78
Content Type: Handshake (22) 63 65 72 74 2e 74 65 73

6e 66 2e 67 69 74 68 75
Version: TLS 1.2 (6x0303) 22 30 0d 06 09 2a 86 48 86 f7 @d 01 01 81 05

Length: 2960 83 82 01 of 00 30 82 01 @a 02 82 01 01 00 b6
Handshake Protacol: Certificate a 9c da b : 9f b 64 d6 da da 82
Handshake Type: Certificate (11) e 3 14 d7 12 d6 90 f5 ab
Length: 2956 S
6 ef 27 ae f2 61
Certificates Length: 2953 €1 18 73 55 4a of 34 4c
Certificates (2953 bytes) c a2 93 13 19 69 bS 19
Certificate Length: 1371
Certificate: 308205573082033fa203020102021405730a8¢17¢210126d95891746c6df4252449¢5230.. (id-at-commonName=expiredsascert.testlab.winnf.github.com,id-at-organizat..
signedcertificate 5 2 d7 el 9 c1 2f
version: v3 (2) 31 47 Se 45 39 b 9d c7
serialNumber: @x05f30a8¢17¢218126d95891746c6df425a449c5a e2 da c9 b5 6d 3b fd 2
signature (sha256nithRSAEncryption) 14 f5 9 37 69 1a 9 80
issuer: rdnSequence (8) 88 82 79 03 30 37 80 6a
Vatidtey 22 0f 53 d2 b9 4 33 59
85 d9 d4 d2 40 6¢c b9 43
notBefore: utcTime (0) 01 00 01 a3 81 ce 30 81
utcTime: 2023-02-10 02:59:44 (UTC) 94 16 04 14 ed 68 93 e6 6
notAfter: tcTime (@) 46 16 18 e® dd e3 48 94
utcTime: 2023-02-11 02:59:44 (UTC) :5 ;g }? 5g :“ gg gz gt;
subject: rdnSequence (8) i E S
rdnSequence: 4 items (id-at-commonName=expiredsascert. testlab.winnf.github.com,id-at-organizationalUnitName=WInnForun SAS Provider Certificate,id-at-org. it S ler e
RONSequence item: 1 item (id-at-countryName=US) 02 61 30 0d 06 b 2b 96
RONSequence item: 1 item (id-at-organizationName=Airspan Networks) 91 30 51 96 03
RONSequence item: 1 item (id-at-organizationalUnitName=WInnForum SAS Provider Certificate) 53 b 17361 ;3 e el
RONSequence item: 1 item (id-at-commonName=expiredsascert.testlab.winnf.github.com) IS (B e
subjectPublicKeyInfo 82 ec 11 91 06 a@ od Oc
extensions: 5 items 20 46 52 de 30 0d 06 09
algorithaldentifier (sha2S6ithRSAEncryption) 8b €5 00 03 82 62 01 00
Padding: 0 72 da 20 f1 07 ad 26 b8
encrypted: b251043d63b89cBc72da2bf107ad2eb813af86580d3484e3346¢3BbeIeBeIccdBOdaBD-. R e
Certificate Length: 1576 04 ¢5 aa 30 68 2a 19 Of
Certificate: 308206243082040ca003020102021429aa0475491e36150414daaaB48cd838af76ba530.. (id-at-commonName=hInnForum RSA SAS Provider CA,id-at-organizationalUnitN.. b0 dd 2e ec 80 8a le ba
TLSV1.2 Record Layer: Handshake Protocol: Certificate Request 71 77 db 21 ef 5a €9 01
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done 67 f1 a6 b8 c@ 9a 7f 61
cb 22 bb 44 6f 78 B2 79
9a 67 0b ab Of 5d 66
7d 47 77 25 ec 2e
cb fe 7 02 ef d9
4f e3 48 da cb fd
€8 52 26 7d 74 4e 95 2¢ 77 4b a9 dd 69 Se c5
07 6f 29 ee 4b e4 b8 fa c2 7f af 1d 8 66 ef

DP Logs

{"1vl":"DEBUG","ts":"2023-06-
14T19:54:12.973Z","at":"dp/aggregator/aggregator_generics.go:80","msg":"registration
request","request":{"userId":"LYFQR8","fccId":"UXX-
S1A228A","cbsdSerialNumber":"2209DPTO00350","cbsdCategory":"A","airInterface":{"radio
Technology":"E_UTRA", "supportedSpec":"FFS"}, "measCapability":["RECEIVED_POWER_WITHOUT
_GRANT"],"cpiSignatureData":{"protectedHeader":"eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCI9”
, 'encodedCpiSignedData": "eyJljYnNkU2VyaWFsTnVtYmVyIjoiMjIwOURQVDAWMDMIMCIsImZjYO1lkIjoi
VVhYLVMXQTIyNOEiLCIpbnNOYWXxsYXRpb25QYXJIhbSI6eyJhbnR1bm5hQXppbXvVOaCI6MCwiYW50ZW5uYUI1lY
W13aWROaCI6NjAsImFudGVubmFEb3dudGlsdCI6MCwiYW50ZW5uYUdhaW4iOjExLCIoZW1lnaHQiOjUsImhlaW
dodFR5cGUi0iIBROWiLCIpbmRVb3JIEZXBsb31tZW50I jpmYWxzZSwibGFOaXR1ZGUi0jQzLjYOMTMONTM5NDC
ONzcxLCIsb25naXR1ZGUi0iOXMTYuMjMyOTM2NJUONjUBNZzI9LCIwcmIOmZXNZzaWOuYWxIbnNOYWxsZXIEYXRh
Ijp7ImNwaUlkIjoidGVzdFIDUE1fR1cINSIsImNwaU5hbWUi0iJOZXNOXONQSVIGVzUlIiwiaW5zdGFsbEN1c
nRpZm1jYXRpb25UaW11IjoiMjAyMyOwMiOwM1QwMzoxNjoOMS4zMTZaIn19", "digitalSignature": "EQof
HHLn1A6BnaMvuYmTgG1SPozVi5sJa_wFT-
bfwQL3WthEkdsgacrUjtesoifeIMObgq2XMuAcyAobjUpxtSRVENEXmMNRTSV8sS7zxtE7e8iwdMn1DoXFC8kPM
S07Pa51KpZVIuQzOMriuj_6RyDjTQ6s0QIF -gPMtNBoykhM3aX1-1LMF-
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

eu5wj_ZLuEneKCUNZcoXCctCexvtRburbUlwMfB6S_z5k-3bQKDQy2DHj0-0wZXepececIM4P-
6XZ4UPp9UpjgBePzVMqz2g-

CFv6U_niSuB1hFCCQfQ48 Ly7wTEImeohniJ021MYNss5VNVUPKNSp LwbAE7Vwfw"}}}
{"1v1l":"DEBUG", "ts":"2023-06-
14719:54:12.973Z2","at":"dp/aggregator/aggregator_generics.go:131","msg":"Aggregated 1
registration requests"}

{"1v1":"INFO","ts":"2023-06-14T19:54:12.974Z","at" : "dp/kpi-
mgr/kpi_mgr.go:109","msg":"KPI metric

received", "serialNumber":"2209DPT000350", "metricKey":"ap_sas_derregistration_success"
¥

{"1v1":"ERROR","ts":"2023-06-

14T19:54:12.974Z2","at" :"dp/aggregator/aggregator_generics.go:210","msg":"Unable to
perform http request"”,"error":"Post
\"https://mocksas.testharness.cbsd.winnf.github.com:5000/v1.2/registration\": x509:
certificate has expired or is not yet valid: current time 2023-06-14T19:54:127 is
after 2023-02-11T02:59:447"}
{"1v1":"ERROR","ts":"2023-06-14T19:54:12.974Z","at" :"dp/cbsd-
mgr/interface.go:181","msg":"Error received from the channel”,"error":"Post
\"https://mocksas.testharness.cbsd.winnf.github.com:5000/v1.2/registration\": x509:
certificate has expired or is not yet valid: current time 2023-06-14T19:54:127Z is
after 2023-02-11T02:59:447"}
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

WINNF.FT.C.SCS.4

TLS failure when SAS Test Harness certificate is issue by unknown CA

PCAP Capture

Server Cert

) g
a i@ mENE RFe2EFIE E il
A [sslllocsp

lNu
U

Time. Source | Destination | Protocol | Lengtt Info

40.000091 127.0.6. 127.9.0.1 TLSV1.2 289 Client Hello

6 0.000336 127.0.0. 127.9.0.1 TLSv1.2 3197 Server Hello, Certificate, Certificate Request, Server Hello Done
8 0. 0.

000566 127.0. 127.9.0.1 TLSV1.2 79 Alert (Level: Fatal, Description: Bad Certificate.

Frame 6: 3197 bytes on wire (25576 bits), 3197 bytes captured (25576 bits) 30 39 32 35 39 34 33 5a 17 d 33 33 30 32 30
Linux cooked capture v2 3032 35 39 34 33 52 30 81 85 31 @b 30 09 06
Internet Protocol Version 4, Src: 127.0.6.1, Dst: 127.0.0.1 Rl e s L) St
Transmission Control Protocol, Src Port: 5000, Dst Port: 47274, Seq: 1, Ack: 218, Len: 3125 6b 73 31 2b 30 29 96 03
Transport Layer Security 6e 46 6f 72 75 6d 20 53
TLSv1.2 Record La andshake Protocol: Server Hello 64 65 72 20 43 65 72 74
TLSv1.2 Record La andshake Protacol: Certificate G o 79 6e 63 61 26 72 65 7374 6e 01 43 %6
v 5 e e e 3 e
Contant Typet ake (22) 69 6e be 66 2e 67 69 74 68 75 62 2e 63 6f 6d
Version: TLS 1.2:(0x8363) 82 01 22 30 6d 06 09 2a 86 48 86 f7 0d 01 61
Length: 2962 85 @0 03 82 01 of 00 30 82 01 6a 02 82 01 61
Handshake Protocol: Certificate db @a 9e d7 93 81 db ec 2e de b3 6a 7 4e 06
Handshake Type: Certificate (11) fb 86 f1 23 bo 1c d4 e3 39 9e e2 13 92 5b e
Length: 2958 11 4b do a3 9f ee 55 @b Se c6 06 Of 06 bd 65
= 1b 63 36 7c 57 0b 2c f2 46 dS ea e7 9f 6d 73
Certificates Length: 2955 b7 90 b5 90 84 16 41 b2 29 62 fc 21 0a 81 dd
Certificates (2955 bytes) 6e 42 d5 71 ae a4 7d f9 9c ea 89 e 86 38 9c
Certificate Length: 1373 4a 8c d2 5f 22 70 78 5b bf be 17 29 f@ a1 29
Certificate: 3082055930820341a003020102021475eb798fc6374fc78fd1628714d5d0a1017b7d6930... (id-at-commonName=sasunknownca. testlab.winnf.github.com, id-at-organizationa fb 18 49 ed f7 a9 7d 2c 36 d9 66 @4 92 41 71
signedCertificate 8a 59 14 74 89 bd 20 c1 5f a7 bd 57 04 €3 27
= 4a 6d ff ff 0f 1c 71 fd Sc 36 44 c1 d5 16 73
version: v3 (2) 0 7e a4 96 Oc a9 e3 ed 74 05 7d fe 46 23 84
serialNumber: 0x75eb798fc6374fc781d1628714d5d0a10f7b7d69 b4 b6 a5 14 87 ea ad 4a 97 49 38 67 4de 1b 68
signature (sha256WithRSAEncryption) 84 d9 bd B9 62 94 ec 23 fe 0a a4 98 7c 1b a5
issuer: rdnSequence (0) 9b ab b6 ce Ob 65 1f a4 9f Se el 49 4f 3c 19
validity a4 9b c@ 00 27 4a 1c 68 5d dc db 84 e9 2b 22
® 81 de b5 3f e2 30 43 c0 17 cd 58 8 9d 29 4b
subject: rdnSequence (@) 92 63 01 00 01 a3 81 ce
rdnSequence: 4 itens (id-at-commonName=sasunknownca.testlab.winnf.github.com, id-at-organizationalinitNane=WInnForum SAS Provider Certificate,id-at-organizi 1d Ge 04 16 84 14 53 40
RONSequence item: (id-at-countryName=Us) 92 8e ea ed 60 €3 71 1b
RDNSequence item: (id-at-organizationName=Airspan Networks) 23 04 18 30 16 890 14 od
RONSequence it (id-at-organizationalUnitName=WInnForum SAS Provider Certificate) S1ity S1Rcidac L ks
1d Of 01 01 ff 04 04 03
RDNSequence item: (id-at-commonName=sasunknownca. testlab.winnf.github.com) 1d 20 04 1f 30 1d 30 Oc
subjectPublicKeyInfo ec 11 02 01 38 od 86 @b
extensions: 5 items 91 @1 01 30 51 06 03 55
algorithmIdentifier (sha256WithRSAEncryption) 6d 6f 63 6b 73 61 73 2e
3 6573 73 2e 63 62 73 64
Fadding;ie 69 74 68 75 62 2e 63 6f
encrypted: 7206e0fb712522d24e24cb7eeaba0c410d3a8dc62faf81353a94ca87ee 4931981 7ab6.. 84 01 82 ec 11 01 96 a0
Certificate : 1576 41 53 20 46 52 de 30 0d
Certificate: 6243082040a00302010202142923047549e3611504140222848cd838af 76ba530... (id-at-commonName=WInnForum RSA SAS Provider CA,id-at-organizationalUnitNam 01 01 0b 05 00 03 82 62
TLSv1.2 Record Layer: Handshake Protocol: Certificate Request 25 22 d2 4e 24 cb 7e ea

Content Type: Handshake (22) 7a b 37 aa db 03 be 3¢

Version: TLS 1.2 (0x303) 25 34 0a 62 91 bl 5 26
Length: 58 6c 75 c8 e2 4d ae 49 1f
Handshake Protocol: Certificate Request 6a cb 77 37 fd 45 d6 18

Handshake Type: Certificate Request (13) a0 7f 17 B2 6c 2d f3 32

P 1f e 51 32 2e ad da 40
cenatht o4 02 31 al 2b 16 36 24 82
Certificate types count: 3 db 8d 23 42 75 9e 61 dd
Certificate types (3 types) 3c bb 36 be c3 cf 92 33
Signature Hash Algorithns Length: 46 a0 ef 92 a5 77 a3 al be
Signature Hash Algorithns (23 algorithms) 78 88 8f f5 36 fc d5 5c
Distinaiished Nasad  Usaatn:ie cd 55 ad ed 3a 3 c0 30 d2 e5 2e ce 93 cl f8

DP Logs

{"1vl":"DEBUG","ts":"2023-06-
14720:02:20.395Z2","at":"dp/aggregator/aggregator_generics.go:80","msg":"registration
request","request":{"userId":"LYFQR8","fccId":"UXX-
S1A228A","cbsdSerialNumber":"2209DPT0O00350","cbsdCategory":"A","airInterface":{"radio
Technology":"E_UTRA", "supportedSpec":"FFS"}, "measCapability":["RECEIVED_POWER_WITHOUT
_GRANT"],"cpiSignatureData":{"protectedHeader":"eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCI9"
, "encodedCpiSignedData": "eyJjYnNkU2VyaWFsTnVtYmVyIjoiMjIwOURQVDAWMDMIMCIsImZjYOlkIjoi
VVhYLVMXQTIyNOEiLCIpbnNOYWXxsYXRpb25QYXJIhbSI6eyJhbnR1bm5hQXppbXvVOaCI6MCwiYW50ZW5uYUI1lY
W13aWROaCI6NjAsImFudGVubmFEb3dudGlsdCIEMCwiYW50ZW5uYUdhaW4i0jExXLCIoZW1lnaHQiOjUsImhlalW
dodFR5cGUi0iIBROWiLCIpbmRVb3JIEZXBsb31tZW50I jpmYWxzZSwibGFOaXR1ZGUi0jQzLjYOMTMONTM5NDC
ONzcxLCIsb25naXR1ZGUi0iOXMTYuMjMyOTM2NJUONjUBNZI9LCIwcmIOmZXNZzaWOuYWxIbnNOYWxsZXIEYXRh
Ijp7ImNwaUlkIjoidGVzdFIDUE1fR1cINSIsImNwaU5hbWUi01iJOZXNOXONQSVIGVzU1IiwiaW5zdGFsbENIc
NRpZm1jYXRpb25UaW11IjoiMjAyMyOwMiOwM1QwMzoxNjoOMS4zMTZaIn19", "digitalSignature": "EQof
HHLn1A6BnaMvuYmTgG1lSPozVi5sJa_wFT-
bfwQL3WthEkdsqacrUjtesoifeIMObgq2XMuAcyAobjUpxtSRVENEXmMNRTSV8sS7zxtE7e8iwdMn1DoXFC8kPM
S07Pa51KpZVIuQzOMriuj_6RyDjTQ6s0QIF -gPMtNBoykhM3aX1-1LMF-
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

eu5wj_ZLuEneKCUNZcoXCctCexvtRburbUlwMfB6S_z5k-3bQKDQy2DHj0-0wZXepececIM4P-
6XZ4UPp9UpjgBePzVMqz2g-

CFv6U_niSuB1hFCCQfQ48 Ly7wTEImeohniJ021MYNss5VNVUPKNSp LwbAE7Vwfw"}}}

{"1v1l":"DEBUG", "ts":"2023-06-
14720:02:20.395Z2","at":"dp/aggregator/aggregator_generics.go:131","msg":"Aggregated 1
registration requests"}

{"1v1":"INFO","ts":"2023-06-14T720:02:20.3957","at" : "dp/kpi-
mgr/kpi_mgr.go:109","msg":"KPI metric

received", "serialNumber":"2209DPT000350", "metricKey":"ap_sas_derregistration_success"
¥

{"req":"0OUT","ts":"2023-06-
14720:02:20.395Z","dur":"1.370908ms", "status":500, "trace_id":"", "method":"POST", "clie
nt":"192.168.50.82","path":"/v1.2/registration"}

{"1v1":"ERROR","ts":"2023-06-
14720:02:20.395Z2","at":"dp/aggregator/aggregator_generics.go:210","msg":"Unable to
perform http request"”,"error":"Post
\"https://mocksas.testharness.cbsd.winnf.github.com:5000/v1.2/registration\": x509:
certificate signed by unknown authority"}
{"1v1":"ERROR","ts":"2023-06-14T720:02:20.395Z","at":"dp/cbsd-
mgr/interface.go:181","msg":"Error received from the channel”,"error":"Post
\"https://mocksas.testharness.cbsd.winnf.github.com:5000/v1.2/registration\": x509:
certificate signed by unknown authority"}
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canada

WINNF.FT.C.SCS.5

TLS failure when certificate at the SAS Test Harness is corrupted.

PCAP Capture

Sever Cert

out Protocol | Lengtt | info
6 60.954078 TLSV1.2 289 Client Hello

8 60.954187 TLSV1.2 3196 Server Hello, Certificate, Certificate Request, Server Hello Done
10 60.954718 0.1 0.1 TLSV1.2 79 Alert (Level: Fatal, Description: Bad Certificate)

17 64.664390 127.0.0.1 .0.0. TLSV1.2 289 Client Hello

19 64.664546 127.0.8.1 127.0.0.1 TLSV1.2 3196 Server Hello, Certificate, Certificate Request, Server Hello Done

Frame 8: 3196 bytes on wire (25568 bits), 3196 bytes captured (25568 bits) 39 34 33 5a 17 @d 33 33 30 32 30 37 30 32 35
Linux cooked capture v2 3433 52 30 81 88 31 0b 30 09 06 03 55 04 06
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.8.1 R
Transmission Control Protocol, Src Port: 5000, Dst Port: 33100, Seq: 1, Ack: 218, Len: 3124 41 52 54 20 39 36 31 2b 30 29 06 03 55 04 Ob
Transport Layer Security 22 57 49 6e 6e 46 6f 72 75 6 20 53 41 53 20
TLSV1.2 Record Layer: Handshake Protocol: Server Hello 72 6f 76 69 64 65 72 20
TLSV1.2 Record Layer: Handshake Protocol: Certificate 6174 65 3129 30 27 86
: e
Content Type: Handshake (22) b (o e e
Version: TLS 1.2 (0x0303) 01 22 30 6d 06 09 2a 86
Length: 2961 00 03 82 01 Of 00 30 82
Handshake Protocol: Certificate 7c 3a 19 07 a8 56 ed ea
Handshake Type: Certificate (11) 25 98 06 35 b9 Ba B¢ ba
Length: 8d 2f 03 81 c@ a3 6f ac
1 2 b2 1e 7d 24 57 51 7 72
Certif s Length: 2954 12 59 0f 9b 22 c4 10 06
Certificates (2954 bytes) of cd 46 72 22 cd 22 ed
Certificate Length: 1372 23 62 2f 8¢ 47 0a 3b 6f
Certificate: 3082055830820340a003020102021405130a8c17e210126d95891746c6df425a449c5930... (id-at-commonName=nocksas. testlab.winnf.github.com, id-at-organizationalUnit dc ae 95 a7 @b 4a 4f f5
signedCertificate Coiee bd 36 Sath7yad 62
i be ed 60 91 72 14 €5 ff
version: v3 (2 d7 65 1b 45 51 26 c8 7a
serialNumber: 0x05f30a8c17e21012695891746C601425a449¢59 7b 68 77 bb 92 f4 55 52
signature (sha256WithRSAEncryption) 2e 2d 34 86 Oc 5a 8f be
T nkcemieica (%) fb 56 95 88 8 d3 f9 od
:’;:j;l[ == ba 34 36 39 b5 14 ¢8 d7
y cf b8 fd b2 c2 79 a0 54
subject: rdnSequence (0) 03 01 00 61 a3 81 ce 30
e: 4 items (id-at-commonName=mocksas.testlab.winnf.github.com,id-at-organizationalUnitName=WInnForum SAS Provider Certificate,id-at-organizationt @e 04 16 B4 14 ee Se co
: 1 item (id-at-countryName=US) el ff c1 42 b2 86 3e 7f
n: 1 item (id-at-organizationName=Test Lab for FCC PART 96) 04 18 30 16 80 14 da 67
: 1 item (id-at-organizationalUnitNamesWInnForum SAS Provider Certificate) s eaddied 42
RONSequence item: 1 item (id-at-commonName=mocksas. testlab.winnf.github.com) 20 04 1f 30 1d 30 0c 96
subjectPublicKeyInfo 11 02 01 30 @d 06 Ob 2b
extensions: 5 items 01 01 30 51 06 03 55 1d
algorithmIdentifier (sha256WithRSAEncryption) 6f 63 6b 73 61 73 2e 74
73 73 2e 63 62 73 64 2e
74 68 75 62 2e 63 6f 6d
98bf82bfda33515fae519f ea75d2057act 22d56d248dazeabadbh  £7162958cdb626.. o1 82 ec 11 01 06 a0 od
gth: 1576 53 20 46 52 de 30 0d 06
308206243082040ca00302010202142022047549fe361150414daaa848cd838af 76ba530.. ( id-at-commonName=WInnForum RSA SAS Provider CA,id-at-organizationalUnitNam 01 6b 05 00 03 82 02 01
signedCertificate 51 5f ae 5f 19 fe a7 54 2
magexnii
serialNumber: 0x292a0475497e36150414daaa848cd838at76bas of be 64 51 d8 52 20 b4
signature (sha384WithRSAEncryption) of 09 a3 72 62 6d c0 19
issuer: rdnSequence (0) 79 bb 4d 70 98 56 1b 09
validity 7c 4f 60 be 2a 78 c4 e9
subject: rdnSequence (0) gg gg :g ;: ‘;: gg gg §‘-;
rdnSequence: 4 itens (id-at-commonName=WInnForum RSA SAS Provider CA,id-at-organizationalUnitName=RSA SAS Provider CA9001,id-at-organizationName=Airspan Ne 53 47 28 fc 1d 1c 04 62

RONSequence item: 1 item (id-at-countryName=US) 3 d6 22 ac e9 7a af e8
RONSequence item: 1 item (id-at-organizationNa letworks) b2 2b 2d 71 d3 2b d6 65
RONSequence item: 1 item (id-at-organizationa SAS Provider CA9001) €9 d1 bd ac c7 ca Bb 66
Bocaconco oo oo (il P r— 4 poo " 7b 81 ed 6a 8c b b3 8f 49 3f df d3 19 39 29

DP Logs

{"1v1l":"DEBUG","ts":"2023-06-

14T19:57:45.986Z2", "at" :"dp/aggregator/aggregator_generics.go:80","msg":"registration
request”,"request”:{"userId":"LYFQR8","fccId":"UXX-

S1A228A", "cbsdSerialNumber":"2209DPTO00350", "cbsdCategory":"A","airInterface"”:{"radio
Technology":"E_UTRA", "supportedSpec":"FFS"}, "measCapability":["RECEIVED_POWER_WITHOUT
_GRANT"],"cpiSignatureData":{"protectedHeader":"eyJhbGciO0iJSUzI1INiIsInR5cCI6IkpXVCI9"
, "encodedCpiSignedData": "eyJjYnNkU2VyaWFsTnVtYmVyIjoiMjIwOURQVDAWMDMIMCIsImZjYOlkIjoi
VVhYLVMXQTIyNOEiLCIpbnNOYWXxsYXRpb25QYXJIhbSI6eyJhbnR1bm5hQXppbXvVOaCI6MCwiYW50ZW5uYUI1lY
W13aWROaCI6NjAsImFudGVubmFEb3dudGlsdCIEMCwiYW50ZW5uYUdhaW4iOjExLCIoZW1lnaHQiOjUsImhlaW
dodFR5cGUi01IBROWiLCIpbmRVb3JEZXBsb31tZW50IjpmYWxzZSwibGFO@aXR1ZGUiOjQzLjYOMTMONTM5NDC
ONzcxLCIsb25naXR1ZGUi0iOXMTYuMjMyOTM2NjUONjUBNZI9LCIwcmOmZXNZzaW9uYWxIbnNOYWxsZXIEYXRh
Ijp7ImNwaUlkIjoidGVzdFIDUE1fR1cINSIsImNwaU5hbWUi0iJOZXNOXONQSVIGVzU1lIiwiaW5zdGFsbENIc
NRpZml1jYXRpb25UaW1l1lIjoiMjAyMyOwMiOwM1QwMzoxNjoOMS4zMTZaInl9","digitalSignature" :"EQof
HHLn1A6BnaMvuYmTgG1lSPozVi5sJa_wFT-
bfwQL3WthEkdsgacrUjtesoifeIMObgq2XMuAcyAobjUpxtSRVENEXmMNRTSV8sS7zxtE7e8iwdMn1DoXFC8kPM
S07Pa51KpZVIuQzOMriuj_6RyDjTQ6s0QIF -gPMtNBoykhM3aX1-1LMF-
eu5wj_ZLuEneKCUNZcoXCctCexvtRburbUlwMfB6S_z5k-3bQKDQy2DHj0-0wZXepececIM4P-
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

6XZ4UPp9UpjgBePzVMqz2g-
CFv6U_niSuB1hFCCQfQ48_Ly7wTEImeohniJO21MYNss5VNVUPKNSp_ LwbAE7Vwfw"}}}
{"1v1":"DEBUG","ts":"2023-06-

Canada

147T19:57:45.986Z2","at":"dp/aggregator/aggregator_generics.go:131","msg":"Aggregated 1

registration requests"}
{"1vl":"INFO","ts":"2023-06-14T19:57:45.987Z","at":"dp/kpi-
mgr/kpi_mgr.go:109", "msg":"KPI metric

received", "serialNumber":"2209DPT0O00350", "metricKey":"ap_sas_derregistration_success"”

}
{"1v1l":"ERROR","ts":"2023-06-

14T19:57:45.987Z2","at" :"dp/aggregator/aggregator_generics.go:210","msg":"Unable to

perform http request","error":"Post

\"https://mocksas.testharness.cbsd.winnf.github.com:5000/v1.2/registration\’

certificate signed by unknown authority (possibly because of \"crypto/rsa:
verification error\" while trying to verify candidate authority certificate
\"WInnForum RSA SAS Provider CA\")"}
{"1v1l":"ERROR","ts":"2023-06-14T19:57:45.987Z","at":"dp/cbsd-

mgr/interface.go:181","msg":"Error received from the channel”,"error":"Post

\"https://mocksas.testharness.cbsd.winnf.github.com:5000/v1.2/registration\"

certificate signed by unknown authority (possibly because of \"crypto/rsa:
verification error\" while trying to verify candidate authority certificate
\"WInnForum RSA SAS Provider CA\")"}

{"req":"OUT","ts":"2023-06-

': x509:

: x509:

14719:57:45.987Z2","dur":"1.83542ms", "status":500, "trace_id":"","method" :"POST", "clien

t":"192.168.50.82","path":"/v1l.2/registration"}

Test Equipment

Calibration
Instrument Manufacturer Type No. Serial No Period Calibration Due
(months)
Signal Analyzer Agilent MXA SSG013930 24 months | 2024-04-26
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canaa

Appendix A — EUT & Client Provided Details
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

Standard(s) FCC Part 96 SAS requirements (CBRS Test Plan)

Canaa

General EUT Description

Manufacturer Cradlepoint, Inc
Address 1100W. Idaho Street

Boise, Idaho 83702-5389 USA
Product Name A2400/A2405
Product Number(s) S1A227A/S1A228A
Serial Number(s) 2210CW5000134/2209DPT000261
Software Version DG3933v7@2305312023
Hardware Version 2.0/2.0
Test Specification/Issue/Date FCC CFR 47 Part 96: 2022
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Technical Description

The Equipment Under Test (EUT) is shown in the photograph below. A full technical
description
can be found in the Manufacturer’'s documentation.

Indoor Unit (IDU) model A2400
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Outdoor Unit Model A2405

EUT Configuration

Please see Appendix B for close up pictures of the unit as configured during testing
Cables and earthing when applicable were connected as per manufacturer's
specification.
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Appendix B — EUT, Peripherals, and Test Setup Photos

PERIPHERALS

“Shuttle” computer
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Cradlepoint ES3000 Router
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Client CradlePoint, Inc.

Cradlepoint Cellular access points, Models
Product A2400 Indoor Unit FCC ID: UXX-S1A227A
A2405 Outdoor Unit FCC ID: UXX-S1A228A

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Test setup
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