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1. Introduction
1.1 What is NB-loT 4-Channels Distance Sensor

The Dragino DDS04-NB is a NB-loT 4-Channels Distance Sensor for Internet of Things solution. It is capable
to add up to four Ultrasonic Sensors to measure four distances at the same time.
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The DDS04-NB can be applied to scenarios such as horizontal distance measurement, parking
management system, object proximity and presence detection, intelligent trash can management system,
robot obstacle avoidance, automatic control, sewer, etc.

It detects the distance between the measured object and the sensor, and uploads the value via wireless to
NB-1oT loT Server.

DDS04-NB supports different uplink methods including MQTT, MQTTs, UDP, TCP or CoAP for different
application requirement, and support uplinks to various IoT Servers.

DDS04-NB supports BLE configure and OTA update which make user easy to use.
DDS04-NB is powered by 8500mAh Li-SOCI2 battery, it is designed for long-term use up to several years.

DDS04-NB has optional built-in SIM card and default 10T server connection version. Which makes it works
with simple configuration.

1.2 Features

e NB-loT Bands: B1/B2/B3/B4/B5/B8/B12/B13/B17/B18/B19/B20/B25/B28/B66/B70/B85 @H-FDD
¢ Ultra-low power consumption

* max: 4 x Distance Detect Channels

* Different types of probes can be used together

¢ Detect Range: Base on External Probe

e Multiply Sampling and one uplink

* Support Bluetooth v5.1 remote configure and update firmware
* Uplink on periodically

* Downlink to change configure

* 8500mAh Battery for long term use

* Nano SIM card slot for NB-loT SIM

1.3 Specification

Common DC Characteristics:

* Supply Voltage: 2.5v ~ 3.6v
® Operating Temperature: -40 ~ 85°C

NB-loT Spec:
NB-loT Module: BC660K-GL
Support Bands:

e B1 @H-FDD: 2100MHz
e B2 @H-FDD: 1900MHz
e B3 @H-FDD: 1800MHz
e B4 @H-FDD: 2100MHz
e B5 @H-FDD: 860MHz

e B8 @H-FDD: 900MHz

e B12 @H-FDD: 720MHz
e B13 @H-FDD: 740MHz
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e B17 @H-FDD: 730MHz
e B18 @H-FDD: 870MHz
e B19 @H-FDD: 870MHz
e B20 @H-FDD: 790MHz
e B25 @H-FDD: 1900MHz
e B28 @H-FDD: 750MHz
* B66 @H-FDD: 2000MHz
e B70 @H-FDD: 2000MHz
e B85 @H-FDD: 700MHz

Battery:

® Li/SOCI2 un-chargeable battery
Capacity: 8500mAh

Self Discharge: <1% / Year @ 25°C
* Max continuously current: 130mA
e Max boost current: 2A, 1 second

Power Consumption

e STOP Mode: 10uA @ 3.3v
* Max transmit power: 350mA@3.3v

1.4 Probe Options

1.4.1 Probes Comparation

Model Photo Description

AO1A-15 Detect Distance: 28 cm ~ 750 cm
Blind Spot Distance: 0 ~ 28cm

Accuracy: £(1cm+5*0.3%) (S: Distance)

Measure Angle: ~ 40°

Cable Length: 1.5 meter
Temperature Compensation
Suitable for Flat Object Detect

IP67 Water Proof
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A02-15 Detect Distance: 3cm ~ 450cm
Blind Spot Distance: 0 ~ 3cm
Accuracy: £(1cm+S*0.3%) (S: Distance)
Measure Angle: ~ 60°
Cable Length: 1.5 meter
Temperature Compensation
Suitable for Flat Object Detect, Rubbish Bin

IP67 Water Proof

A13-15 Detect Distance: 25cm ~ 200cm
Blind Spot Distance: 0 ~ 25cm
Accuracy: £(1cm+5*0.3%) (S: Distance)

Measure Angle: ~ 20°

Cable Length: 1.5 meter
Temperature Compensation
Suitable for Flat Object Detect, Rubbish Bin

IP67 Water Proof

A16-15 Detect Distance: 50cm ~ 1500cm
Blind Spot Distance: 0 ~ 50cm

Accuracy: £(1cm+5*0.3%) (S: Distance)

Measure Angle: ~ 40°

Cable Length: 1.5 meter
Temperature Compensation
Suitable for Long Distance Detect

IP67 Water Proof

1.4.2 AO1A-15 probe

AO01A-15 is mainly used for plane distance measurement; it can carry out targeted measurement on plane
objects and can measure long distances and high accuracy.

Beam Chart:

(1) The tested object is a white cylindrical tube made of PVC, with a height of 100cm and a diameter of
7.5cm.
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(2) The object to be tested is a "corrugated cardboard box" perpendicular to the central axis of 0 °, and the
length * width is 60cm * 50cm.

50 50

&0 o

70 70

80 80 ¢!

90
10 9 8 7 6 5§ 4 3 2 1 0 1 2 3 45 6 7 8B 9 10
Cardbox Beam Map unit:meter

Mechanical:

¢ 30. 710. 2mn
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Application:

1.4.3 A02-15 probe

Beam Chart:

(1) The tested object is a white cylindrical tube made of PVC, with a height of 100cm and a diameter of
7.5cm.
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PV SR (i )

(2) The object to be tested is a "corrugated cardboard box" perpendicular to the central axis of 0 °, and the
length * width is 60cm * 50cm.
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Application:
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1.4.4 A13-15 probe

Beam Chart:

(1) The tested object is a white cylindrical tube made of PVC, with a height of 100cm and a diameter of
7.5cm.

4 3 2 1

(2) The object to be tested is a "corrugated cardboard box" perpendicular to the central axis of 0 °, and the
length * width is 60cm * 50cm.

Mechanical:
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Installation Requirement:
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1) The effective detection range of the product is 25¢cm-200cm, so the vertical distance between the installation
position of the module and the bottom of the trash bin is required to be less than 200cm.

2) The installation position of the product should be perpendicular to the trash bin to maintain a good horizontal
plane, and be located at the center of the trash bin diameter;

3) In order to effectively filter out the reflection echo from the diameter of the trash bin and baffle, the distance
between the installation position of the module and the edge of the diameter of the trash bin (non-vertical horizontal
distance) is required to be 30cm

For trash bins between 80cm and 25cm in diameter, it is recommended that the installation position of the module
and the height of the trash bin (the vertical and horizontal distance) be 30cm. For trash bins with a diameter of
about 60cm, it is recommended that the installation position of the module and the height of the trash bin (vertical
horizontal distance) be between 30cm-50cm. There is no such resftriction on large-diameter (>60cm) trash bins.

L REER
'- T

30-80CM

g ! b

HEEFNRIorEE

Application:

i (tm3) .
Iﬁa.-.-.-.-.-&
- MHE_-_

yugee *

|
IMTERNET

Lt dod B

1.4.5 A13-16 probe

Beam Chart:
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(1) The tested object is a white cylindrical tube made of PVC, with a height of 100cm and a diameter of

7.5cm.
10 1) 10
20 a
30 3 30
50 |
60 &0
70 ()
-
g
BO [
90 90
10 9 8 7 6 5 4 3 2 1 0 1 2 3 45 67 8 9 10
PVCE R & (s #)

(2) The object to be tested is a "corrugated cardboard box" perpendicular to the central axis of 0 °, and the
length * width is 60cm * 50cm.

10 o 10
20
g 30

H ,,

-1
w3y g=o

S0

11 12 13 14 15 16

90
1615 14 13 1211 10 & 8 7 & 5 4 3 2 1 0 1 2 3 45 6 7 8 9 10
(R{: #

EREHTEERE

Mechanical:
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|
o |
3 mmi [215]
|
|
i
L 150 cm £ 2Zeme!
= _ (TRed
191 S
A W @White
HV DAY white ghoe [with buckle position)
| /
ﬁ: specifications:Black pvc 2464 26AWG four-core wire [yellow, white, red and black) without shielding
Unmarked dimension tolerances as below.
TOLERANCE 0-~10 210~30 230~50 250~100 =100~200
{mm) 01 +0.15 +0.2 +0.3 +0.5
Application:
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1.5 Applications

* Horizontal distance measurement

* Parking management system

* Object proximity and presence detection
* Intelligent trash can management system
* Robot obstacle avoidance

* Automatic control

* Sewer

1.6 Sleep mode and working mode

Deep Sleep Mode: Sensor doesn't have any NB-1oT activate. This mode is used for storage and shipping to
save battery life.
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Working Mode: In this mode, Sensor will work as NB-loT Sensor to Join NB-loT network and send out
sensor data to server. Between each sampling/tx/rx periodically, sensor will be in IDLE mode), in IDLE
mode, sensor has the same power consumption as Deep Sleep mode.

1.7 Button & LEDs

-
) Antenna , Attachable
[l
[ 1
P
QL )
@® o)

7

Push Button

LED Indicator

S

© J
= -

\q—%
Behavior on ACT

@@1%5

CIcE

1

i
s

o)
4 Pressure Balance Valve
-—

Function

Send an uplink

Active Device

Action

If sensor has already attached to NB-loT net-
work, sensor will send an uplink packet, blue
led will blink once.

Meanwhile, BLE module will be active and
user can connect via BLE to configure
device.

Green led will fast blink 5 times, device will
enter OTA mode for 3 seconds. And then
start to attach NB-loT network.

Once sensor is active, BLE module will be ac-
tive and user can connect via BLE to config-
ure device, no matter if device attach NB-loT
network or not.
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@ 5 Deactivate Device Red led will solid on for 5 seconds. Means
device is in Deep Sleep Mode.

Note: When the device is executing a program, the buttons may become invalid. It is best to press the
buttons after the device has completed the program execution.

1.8 BLE connection

DDS04-NB support BLE remote configure and firmware update.

BLE can be used to configure the parameter of sensor or see the console output from sensor. BLE will be
only activate on below case:

* Press button to send an uplink
e Press button to active device.
e Device Power on or reset.

If there is no activity connection on BLE in 60 seconds, sensor will shut down BLE module to enter low
power mode.

1.9 Pin Definitions , Switch & SIM Direction

ISP RUN LED Power Jumper RESET
VBAT_OUT (Y NG e = |
A s LT L R GND
+5V UART _TXD
A UART_RXD
A NRST
SWCLK
BOARD_RX SWDIO

BOARD TX
GPIO_EXTI |
SCL
SDA

ONE_WIRE
GND

o

0
<
U]
18
4
n
Q

o~
>
)
?
0
®
+
»
a

1.9.1 Jumper JP2

Power on Device when put this jumper.
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1.9.2 BOOT MODE / SW1

1) ISP: upgrade mode, device won't have any signal in this mode. but ready for upgrade firmware. LED
won't work. Firmware won't run.

2) Flash: work mode, device starts to work and send out console output for further debug

1.9.3 Reset Button

Press to reboot the device.

1.9.4 SIM Card Direction

See this link. How to insert SIM Cardr.

1.10 Mechanical

47

1

o
|
|

YA = m‘ _
- @
i - - - [Te]
[Ty
L1
I
i\ 0 _ 11750
?)/ - ' 127.80

74

2150

&
I
I
J__,.._...i,.
4050

2. Use DDS04-NB to communicate with 10T Server
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2.1 Send data to |oT server via NB-loT network

The DDS04-NB is equipped with a NB-loT module, the pre-loaded firmware in DDS04-NB will get
environment data from sensors and send the value to local NB-loT network via the NB-loT module. The
NB-loT network will forward this value to loT server via the protocol defined by DDS04-NB.

Below shows the network structure:

DDS04-NB in a NB-loT Network

loT Server

v

NB-leT
Network

Internet Protocol
(MQTTs.MQTT.
TCP,UDP.COAF)

DDS04-NB_NB-loT
4-Channels Distance NB-loT Station
Detection Sensor

Dash Board

There are two version: -GE and -1T version of DDS04-NB.

GE Version: This version doesn't include SIM card or point to any loT server. User needs to use AT
Commands to configure below two steps to set LDS12-NB send data to loT server.

* |nstall NB-1oT SIM card and configure APN. See instruction of Attach Networkrs.

* Set up sensor to point to loT Server. See instruction of Configure to Connect Different Serverst.

Below shows result of different server as a glance.

Servers Dash Board Comments

Node-Red

SHT.TEMP Lins. O o nos 0k | BATLnG .

SHT-HUM Line O TH% e D4 | DSTEMP Line -
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A EE Dashboard 5 History 43 Configuraion 5\ Debug  ® Ruks 3% Permissions
ataCakenr

Humidity
3minutes ago

Temperature Battery Signal
i 3 minutes ago 3 minutes ago Sminutes ago
2500
53 23.50 3.58 9
% c vait
0 100 0. 60.00 200 400

Tago.l0r

General UDP Raw Payload. Need Developer to design Dash
Board

General MQTT# Raw Payload. Need Developer to design Dash
Board

Field 2 Chart [E =T

Temperature Humidity

ThingsBoard

1T Version: This version has 1NCE SIM card pre-installed and configure to send value to ThingsEye. User
Just need to select the sensor type in ThingsEyeand Activate DDS04-NB and user will be able to see data in
ThingsEye. See here for ThingsEye Config Instructionrs.

2.2 Payload Types

To meet different server requirement, DDS04-NB supports different payload type.
Includes:

* General JSON format payload. (Type=5)

e HEX format Payload. (Type=0)

® ThingSpeak Format. (Type=1)

* ThingsBoard Format. (Type=3)

User can specify the payload type when choose the connection protocol. Example:

AT+PRO=1,0 // Use COAP Connection & hex Payload
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AT+PRO=1,5 // Use COAP Connection & Json Payload
AT+PRO=2,0 // Use UDP Connection & hex Payload
AT+PRO=2,5 // Use UDP Connection & Json Payload
AT+PRO=3,0 // Use MQTT Connection & hex Payload
AT+PRO=3,5 // Use MQTT Connection & Json Payload
AT+PRO=4,0 // Use TCP Connection & hex Payload
AT+PRO=4,5 // Use TCP Connection & Json Payload

2.2.1 General Json Format(Type=5)

This is the General Json Format. As below:

{"IMEI":"863663062798914","IMSI":"460083513507314","Model":"DDS04-
NB","ds18b20_temperature":-0.1,"distance1":2249,"distance2":3507,"distance3":65535,"distance4":65535,"in
06:18:12","1":[2409,0,0,61441,"2024/11/21 05:26:12"],"2":[2415,0,1,61441,"2024/11/21 05:11:12"],"3":
[2442,0,0,61441,"2024/11/21 04:56:12"],"4":[2413,0,0,61441,"2024/11/21 04:41:12"],"5":
[2420,0,1,61441,"2024/11/21 04:26:12"],"6":[2521,0,0,61441,"2024/11/21 04:11:12"],"7":
[1300,0,5,61441,"2024/11/21 03:10:21"],"8":[1300,0,0,227,"2024/11/21 01:22:43"]}
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@ MQTT.fx - 1.7.1 — a X
Extras Help
i Disconnect i-‘o
Publish Scripts Broker Status Log
004_NB - [ Autoscroll I g
004 NB &D | 004 NB 3
Dump Messages ~ Mute  (UUEEEeiiog QoS0
004_NB
3
21-11-2024 14:18:42.51522017 QoS0
{"IMEI":"863663062798914" ,"IMSI": "460083513507314", "Model " : "DDS
04-NB" , "ds18b20_temperature":-0.1,"distancel":2249,"distance2":
3507, "distance3":65535, "distance4" :65535, "interrupt”:0, "interru
Topics Collector .. 5. ol pt_level”:8,"battery":2.26,"signal":14,"time":"2024/11/21

06:
e5:

18:
26:
11
56
41:
26:
11:
10:

12"],
:12"1,"

05:
04:
04:
04:
04:
03:

12"1,"

Notice, from above payload:

:[2409,0,0,61441, "2024/11/21
:[2415,0,1,61441, "2024/11/21
:[2442,0,0,61441, "2024/11/21

:12"],"4":

12"1,"5":

12"1,"6":

:[1300,0,5,61441, "2024/11/21

21"1,"8":

[2413,0,0,61441,"2024/11/21
[2420,0,1,61441,"2024/11/21
[2521,0,0,61441,"2024/11/21

[1300,0,0,227,"2024/11/21 01:22:43"1}

Payload decoded by Plain Text Decoder v

e DS18B20_temperature, Distance, Distance2, Distance3, Distance4, interrupt, interrupt_level,
Battery, Signal & time are the value at uplink time.

* Jsonentry 1 ~ 8 are the last 1 ~ 8 sampling data as specify by
AT+CLOCKLOG=1,65535,15,8 Command. Each entry includes (from left to right): DistanceT,

Distance2, Distance3, Distance4, Sampling time.

2.2.2 HEX format Payload(Type=0)

This is the HEX Format. As below:

f863663062798914f4600835135073140c820cce0e010000000008c60dc5ffffffff673ed1f3096900000000f0016

HEX Format for DDS04-NB(AT+CLOCKLOG=1,65535,15,8)

1863663062798914 f460083513507314 0c82 Occe 0e 01 00 00 0000 08c6 0dc5 ffff ffff 673ed1f3
f+IMEI f+IMSI Version ~ BAT signal MOD Interrupt Interrupt_level DS18B20 Distance! Distance2 Distance3 Distance4 Timestamp
8 Bytes 8 Bytes 22Bytes
0969 0000 0000 f001 673ec474 096f00000001f001673ec0f0 098a00000000f001673ebd6c 096d00000000f001673eb9e8
Distance1 Distance2 Di Di Ti last 2nd data last 3rd data last 4th data
12 Bytes 12 Bytes 12 Bytes 12 Bytes
097400000001f001673eb664 09d900000000f001673eb2e0 051400000005f001673ea49d 05140000000000e3673e8b63
last 5th data last 6th data last 7th data last 8th data
12 Bytes 12 Bytes 12 Bytes 12 Bytes
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If we use the MQTT client to subscribe to this MQTT topic, we can see the following information when the

NB sensor uplink data.

& MQTT.fx - 1.7.1

Extras Help

Publish Scripts Broker Status

004_NB

004_NB (2 ]

Dump Messages Mute [ Unsubscribe ]

Topics Collector ... S... o

Version:

— O X
Disconnect i-' o
Log
v [ Autoscroll =g
004_NB 3
QoS0
004_NB 4
QoS0
004_NB
a
21-11-2024 14:24:16.51856679 QoS0

f863663062798914f4600835135073140c820ccefef10000000008c6Rdc5TTT
fffff673ed1f3096900000000f001673ec474096f00000001f001673ec0f009
8a00000000f001673ebd6c096d00000000T001673eb928097400000001F0016
73eb66409d900000000f001673eb2e0051400000005f0016732a49d05140000
000000e3673e8b63

These bytes include the hardware and software version.

Higher byte: Specify Sensor Model: 0xOc for DDS04-NB

Payload decoded by

Plain Text Decoder

Lower byte: Specify the software version: 0x82=130, means firmware version 1.3.0

BAT (Battery Info):
Ex1: 0x0d3d = 3389mV

Interrupt:

This byte shows if this packet is generated by interrupt or not.

Ex1: 0x00 Normal uplink packet.

Ex2: 0x01 Interrupt Uplink Packet.

Interrupt level:
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This byte shows whether the interrupt is triggered by a high or low level.
Ex1: 0x00 Interrupt triggered by falling edge (low level)

Ex2: 0x01 Interrupt triggered by rising edge (high level)

Distance

The measuring distance of the four distance measuring modules, the default unit is cm.
Example:

Uplink Payload: OD 4A 03 16 03 18 03 1A 03 15 01

Data analysis:

Distance of UT sensor1 : 0316(H) = 790 (D)/10 = 79cm.

Distance of UT sensor2 : 0318(H) = 792 (D)/10 = 79.2cm.

Distance of UT sensor3 : 031A(H) = 794 (D)/10 = 79.4cm.

Distance of UT sensor4 : 0315(H) = 789 (D)/10 = 78.9cm.

TimeStamp:

Unit TimeStamp Example: 64e2d74f(H) = 1692587855(D)

Put the decimal value into this link(https://www.epochconverter.com)f)to get the time.

2.2.3 ThingsBoard Payload(Type=3)

Type3 payload special design for ThingsBoard, it will also configure other default server to ThingsBoard.

{

"topic": "004-NB",

"payload": {
"IMEI": "863663062765285",
"IMSI": "460086859301439",
"Model": "DDS04-NB",
"ds18b20_temperature": -0.1,
"distance1™: O,
"distance2": 0,
"distance3": 0,
"distance4": 0,
"interrupt": O,
"interrupt_level": O,
"battery": 3.37,
"signal": 28,
"time": "2024/12/07 02:30:59",
"1": [0, 0, 0, 0, "2024/12/07 02:18:48"],
"2":[0, 0, 0, 0, "2024/12/07 02:03:48"],
"3":[78, 11416, 26449, 31719, "1970/03/01 07:07:05"],
"4": [0, 0, 26449, 30819, "1970/07/14 04:20:16"],
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"5": [78, 11416, 26449, 29919, "1970/03/01 07:07:05"],
"6": [0, 0, 26449, 29019, "1970/07/14 04:20:16"],
"7":[78, 11416, 26449, 28119, "1970/03/01 07:07:05"],
"8": [0, 0, 26449, 27219, "1970/07/14 04:20:16"]

Message

{
"363663062765285"
0086850301439"
584-NB",
ure™: -

2.2.4 ThingSpeak Payload(Type=1)

This payload meets ThingSpeak platform requirement. It includes seven fields. Form 1~7 are:

Distance 1, Distance 2, Distance 3, Distance 4, Battery, Signal&Temp. This payload type only valid for
ThingsSpeak Platform.

As below:

field1=Distance1 value&field2=Distance2 value&field3=Distance3 value&field4=Distance4
value&field5=Battery value&field6=Singal value&field7=DS18B20 Temp value
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QThingSpeakH Channels = Apps = Devices™ Support™

PR A

distance]l distance2
47E
TES

g

E 4745 B

£

TEZ.E
474
172400 1724:30 17:25:00 172520 17:26:00 172400 1724:30 17:25:00 172530 172600
Date Date
ThingSpaak.com ThingSpaak.com
Field 3 Chart ' & # x Field & Chart [
distancel3 singal
20
=
= i
2 55558 3
El = 175
E
1724 17:25 1728 172400 17:24:30 17:25:00 1725:20 17:26z00
Date Date
ThingSpaak.com ThingSpaak.com
Field 7 Chart ' & # x Field 4 Chart [
D5153B20 distance4

Field Label 7
Field Label 4
H =)

17:24:00 17:24:80 17:25:090 17:25:80 7z E:DE-

17:24:00 17:24:30 172500 172530
Date

17-26:00

Date
THngSpaak.som

ThngSpaak.com

Field 5 Chart F o #fn

BatV

3.89

2.385

Field Label §

3.38
17:24:00 17:24:20 17:25:00 172530 172600
Date

ThingSpaak.com

2.3 Test Uplink and Change Update Interval
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By default, Sensor will send uplinks every 2 hours & AT+NOUD=8
User can use below commands to change the uplink interval.
AT+TDC=7200 // Set Update Interval to 7200s

User can also push the button for more than 1 seconds to activate an uplink.

2.4 Multi-Samplings and One uplink

Notice: The AT+NOUD feature is upgraded to Clock Logging, please refer Clock Logging Feature.

To save battery life, DDS04-NB will sample distance data every 15 minutes and send one uplink every 2
hours. So each uplink it will include 8 stored data + 1 real-time data. They are defined by:

e AT+TR=900 // The unit is seconds, and the default is to record data once every 900 seconds (15
minutes, the minimum can be set to 180 seconds)

e AT+NOUD=8 // The device uploads 8 sets of recorded data by default. Up to 32 sets of record data
can be uploaded.

The diagram below explains the relationship between TR, NOUD, and TDC more clearly:

Record #8
Upload Record Record Record Record Record Record Record l.lfl_i“k 1 ~ 8 logether
TR=900 Data #1 #2 5 w4 #5 #6 7 + TDC Sample data,
So lotal 9 datas
NOUD=8 i i ’
TDC=7200
_C) ' ) ) ' e ) ) C) ~
N Ny A p— N p— Ny
Last Uplink QO0S 18008 27008 600s 45008 54008 63008 '\'(":\J;:::;ml.
Record #8
'L'])lli h:ltd | Record R‘.‘\'I‘Iﬂt R“T.ml Record Rl‘i.'l._ll".l Record Rt‘ﬂ:ﬂl Uplink ;TIH l:mrllwl
TR=900 Data #1 #2 £3 #3 #5 #6 7 + TDC Sample data.
NOUD=3 So total 4 datas
TDC=7200 i - : - - | : . :
_O ' ) My ) Yy ' ' '
p—y p— h—y o p—y p— oy p—
Last Uplink 9O0S 1800s 27008 36005 45008 54008 63008 V(:;zlf"gi;nk
TR=900 Record Upload Record Record Record Record Uplink o ~ 4 together Record Record Record
20 Data #1 #2 3 £ T ] 5 =0 a7
NOUD=5 + TDC Sample data.
TDC=4000 So total 6 datas
_{j ' ' 'S ' ') ' 'S ' O
p— o Ly o L h— e o
— o 40008
05 Last L plml.: QOOS 1800s 27005 3600s New Uplink 45005 54008 6:3008
Upload Record Record Record I?:-rnrd e Record Record Record Fﬂ"‘mI o8
pioa " ’ Uplink 4 + TDC ! v Uplink 8 + TDC
TR=900 Data 1 . #3 Sample data. #5 #6 il Sample data.
NOUD=1 So total 2 datas ' So total 2 datas
TDC=3600 i j i i : i : i H
_O e et et et a e a et
Ly L \— Ly L S L L .
A 3600: 72008
Last Uplink 9008 1800s 27008 3b008 45008 54008 63005 p2o0e

New Uplink New Uplink
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2.5 Trggier an uplink by external interrupt

DDS04-NB has an external trigger interrupt function. Users can use the GPIO_EXTI pin to trigger the upload
of data packets.

AT command:

e AT+INTMOD /1 Set the trigger interrupt mode

AT+INTMOD=0 // Disable Interrupt

AT+INTMOD=1 // Trigger by rising and falling edge

AT+INTMOD=2 // Trigger by falling edge

AT+INTMOD=3 // Trigger by rising edge
2.6 Connect Probe

DDS04-NB has a converter, User need to connect the Ultrasonic Probes to the convert as below. Different
probes are supported, please see this link for the probe options.

Probe mapping as below.
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f ™

Vertical view

Front view

UT sensort UT sensor2 UT sensor3 UT sensord

2.7 Set enable or disable of the measurement channel

This command can be used when user connects less than four distance sensors. This command can turn
off unused measurement channels to save battery life.

AT Command: AT+ENCHANNEL

Command Example Function Response
AT+ENCHANNEL=? Get enabled channels. 1,1,1,1 (default)
OK
AT+ENCHANNEL=1,1,1,0 Channel 4 disabled. OK
AT+ENCHANNEL=1,1,0,0 Channel 3 and 4 disabled. OK

Downlink Command: 0x08
Format: Command Code (0x08) followed by 4 bytes.

The first byte means the first channel, the second byte means the second channel, the third byte means
the third channel, and the fourth byte means the fourth channel.And 1 means enable channel, 0 means
disable channel.

e Example 1: Downlink Payload: 08 01 01 01 01  ---> AT+ENCHANNEL=1,1,1,1  // All channels are
enabled

31/43



DDS04-NB -- NB-loT 4-Channels Distance Detection Sensor User Manual

e Example 2: Downlink Payload: 08 01 01 01 00  ---> AT+ENCHANNEL=1,1,1,0 // Channel 4 disabled

e Example 3: Downlink Payload: 08 01 01 00 00  -—-> AT+ENCHANNEL=1,1,0,0 // Channel 3 and 4
disabled

2.8 Clock logging (Since firmware version v1.2.1)

Sometimes when we deploy lots of end nodes in field. We want all sensors sample data at the same time,
and upload these data together for analyze. In such case, we can use clock loging feature.

We can use this command to set the start time of data recording and the time interval to meet the
requirements of the specific collection time of data.

¢ AT Command: AT+CLOCKLOG=a,b,c,d
a: 0: Disable Clock logging. 1: Enable Clock Logging

b: Specify First sampling start second: range (0 ~ 3599, 65535) // Note: If parameter b is set to 65535,
the log period starts after the node accesses the network and sends packets.

c: Specify the sampling interval: range (0 ~ 255 minutes)
d: How many entries should be uplink on every TDC (max 32)
Note: To disable clock recording, set the following parameters: AT+CLOCKLOG=1,65535,0,0

Example: AT+CLOCKLOG=1,0,15,8
Device will log data to memory start from the 0" second (11:00 00" of first hour and then sampling and log
every 15 minutes.Every TDC uplink, the uplink payload will consist: Battery info + last 8 memory record with
timestamp + the latest sample at uplink time) . See below for the example.
o]

First Sample  2nd Sample 3rd Sample  4th Sample  5th Sample  6th Sample  7th Sample  8th Sample  9th Sample
Attached Network and Log and Log and Log and Log and Log Gnd Log arcd Log and Log and Log
@ 10:34 35° @11:0000" @ 11:1500" @11:3000" @ 11:4500" @ 120000" @ 121500 @12:3000° @ 12:4500" @ 13:00 00"

: 1 1 ! 1 | te ! H
! |t 5 iy e st 1 5y e el { 5y | lffm | 5y ! s {5y e et 1 5y e L 1 5y e {5 e

PPN s il il il i i i i W

! I
:"‘ Uplink Interval (TDC time) is set to 2 hours b':
\ \

First uplink once Second uplink include 8

after attached sampling + the latest
network sampling at the uplink time

Example:
AT+CLOCKLOG=1,65535,1,5

After the node sends the first packet, data is recorded to the memory at intervals of 1 minute. For each
TDC uplink, the uplink load will include: battery information + the last 5 memory records (payload +
timestamp).
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)
complete (1

catch
status
link in
link call
out ‘

comment ‘

[~ Loop |1@00 Eli 3 |;

[ Serial Port Utility - Personal Edition = [u] X
4 File Edit View Tools Control Help
BolplINC |+ — D&
serial Port Setting ATFSERVADUR=E.Z17.91.287,5555 ﬂ
Port COMB(SilJ oK
Baudrate [9600 [AT+TDC=366 TDC: 6min
pata sits |3 J The node starts to record data aft
oK e node starts to record data after
parity [None  ~| sending the first packet.
stop Bits [1 - IAT+CLOCKLOG=1,65535,1,5
Flow Type [None =] Default: AT+CLOCKLOG=1,65535,15,8
oK Change it to: AT+CLOCKLOG=1,65535,1,5
Receive Setting
O TER | ® I +CCLK: 24/03/16,086:21:04+32 herefore, Clock logging has a total of 5 sets
of data, each set of data interval of 1 min.
[~ Auto Feed Line oK
[v Display Send
] ) AT+PRO=2,5
I Display Time Attention:Take effect after ATZ
Send Setting oK
@ Text C Hex
<]

i WiEn illg (% e 2wl -

2024/3/16 14:22:37 Fisx: debug 1
msg.payload : string[350]

"{"IMEI” :"863663062798971", "Model" : "DDS@4-
NB","ds18b20_temperature”:-@.1,"distance1":e,"distance2" 8,
"distance3":0,"distance4”:0,"battery”:3.28,"signal":16,"1"
[e,867,0,23,"2024/03/16 ©6:15:19"],"2":
[@,867,0,23,"2024/03/16 06:14:19" :
[e,867,0,23,"2024/03/16 @6:13:1!
[e,867,0,23,"2024/03/16 ©6:12:19"],"5":
[e,682,0,23,"2024/03/16 06:11:19"]}"

2024/3/16 14:29:20 TIs%: debug 1
msg.payload : string[335

"{"IMEI":"863663062798971", "Model"”: "DDS@4-
NB","ds18b20_temperature”:-@.1,"distancel”:e, "distance2":0,
"distance3":@,"distance4":0,"battery”:2.27,"signal":16,"1":
[e,0,0,0,"2024/03/16 ©6:28:23"],"2":[0,0,0,0,"2024/03/16
©6:27:23"],"3":[0,0,0,0,"2024/83/16 86:26:23"],"4":
[e,0,0,0,"2024/03/16 ©6:25:23"],"5":[0,0,0,0,"2024/03/16
©6:24:23"]}"

Note: Users need to synchronize the server time before configuring this command. If the server time is not
synchronized before this command is configured, the command takes effect only after the node is reset.

¢ Downlink Command: 0x0A

Format: Command Code (0x0A) followed by 5 bytes.

e Example 1: Downlink Payload: 0AO1FFFFOFO8

AT+CLOCKLOG=1,65535,15,8

¢ Example 1: Downlink Payload: 0A0104BO0OF08

AT+CLOCKLOG=1,1200,15,8

/! Set SHT record time:

/! Set SHT record time:

Note: When entering the downlink payload, there must be no Spaces between bytes.

2.9 Example Query saved historical records

e AT Command: AT+CDP

This command can be used to search the saved history, recording up to 32 groups of data, each group of
historical data contains a maximum of 100 bytes.
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. Serial Port Utility - Personal Edition

File Edit View Tools Control Help

Beo plIBC|+—|ME

serial Port Setting

Port m
Baudrate m
Data Bits m
Parity ’m
Stop Bits m
Flow Type ’m

Receive Setting

¢ Text " Hex
[ Auto Feed Line
Iv Display Send
[ Display Time
send Setting

(¢ Text " Hex

[ Loop |1e6@ EI: ms

[ Line by Line

— O X
AT+CDP =]
distancel:® distance2:647 distance3: distance4:22 Sat Mar 16
©5:55:19 2824
distancel:® distance2:861 distance3: distance4:22 Sat Mar 16
©5:56:19 2024
distancel:@ distance2:411 distance3: distance4:22 Sat Mar 16
©5:57:18 2024
distancel:® distance2:523 distance3: distance4:22 Sat Mar 16 —
©5:58:18 2824
distancel:® distance2:531 distance3: distance4:22 Sat Mar 16
©5:59:18 2824
distancel:® distance2:421 distance3: distance4:22 Sat Mar 16
©6:00:18 2024
distancel:@ distance2:848 distance3: distance4:22 Sat Mar 16
©6:01:18 2024
distancel:® distance2:856 distance3: distance4:22 Sat Mar 16
06:02:18 2824
distancel:® distance2:464 distance3: distance4:22 Sat Mar 16
©6:03:38 2024
distancel:® distance2:598 distance3: distance4:22 Sat Mar 16
06:04:19 2024
distancel:@ distance2:422 distance3: distance4:22 Sat Mar 16 ~
AT+CDP

Send
AT+CDP ~|
Tx: 8 Bytes

COM3 OPENED, 9600, 8, NONE, 1, OFF [Rx: 2,469 Bytes

2.10 Uplink log query

e AT Command: AT+GETLOG

This command can be used to query upstream logs of data packets.
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. Serial Port Utility - Personal Edition
File Edit View Tools Control Help

BeoplIBC +— D&

Serial Port Setting

Port |coM3(Silicon Lab v/

Baudrate‘gﬁea

Data Bits‘&

Parity‘None

Stop Bits‘l

Led L Lef Lo Lo

Flow Type‘None

Receive Setting

® Text " Hex
[ Auto Feed Line

v pisplay send

v Display Time

Send Setting

® Text C Hex

[~ Loop 1000 3: ms

" Line by Line

[Tx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:

[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:

[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:
[Rx][19:

rm..aran

18:
18:
18:
18:
18:
18:
18:
18:

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

18:
18:
18:
18:
18:
18:
18:

.o

51.

51

51.
51.
.905]
51.
51.
.954]
51.
52.
.845]
.865]
52.
.115]
52.
52.
.164]

52

52.
.204]
52.
52.
.305]
52.
52.

)

683]

.704]
.704]
51.
51.
.764]
51.
51.

724]
745]

794]
835]

865]
895]

935]
935]

975]
0e5]
995]
144]
144]
184]

245]
275]

315]
345]

mara

AT+GETLOG

Exit sleep mode

Signal Strength:99 *1

Signal Strength:18

*¥kxx¥pload start:g****x

Open a Socket Service successfully
Upload data successfully

Close the port successfully
Send complete
*****End Of upload*****

Exit sleep mode

Signal Strength:1e

*¥kxx¥pload start:g¥***x

Open a Socket Service successfully
Upload data successfully

Close the port successfully

Send complete

*****End of upload*****

Exit sleep mode
Signal Strength:16

¥¥xx¥Upload start:1@***xx*

Open a Socket Service successfully
Upload data successfully

Close the port successfully

Send complete

*****End of upload*****

[T, U

AT+GETLOG

2.11 Scheduled domain name resolution

This command is used to set up scheduled domain name resolution.

AT command:

e AT+DNSTIMER=XX // Unit: hour

After setting this command, domain name resolution will be performed regularly.

2.12 Set the QoS level

This command is used to set the QoS level of MQTT.

AT command:

e AT+MQOS=XX //0~2

Downlink command: 0x07

Format: Command Code (0x07) followed by 1 byte.

Ex1: Downlink payload: 0x0700 // AT+MQOS=0

Ex2: Downlink payload: 0x0701 // AT+MQOS=1
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2.13 Set the downlink debugging mode(Since firmware v1.3.0)

Feature: Set the conversion between the standard version and 1T version downlinks.

AT command: AT+DOWNTE

Command Example Function/Parameters Response/Explanation
AT+DOWNTE=? Get current Settings 0,0 (default)
OK
a: Set the conversion be- 0: Set the downlink of the standard version.
tween the downlink of the 1: Set the downlink of the 1T
standard version and 1T version(ThingsEye platform)
AT+DOWNTE=a,b version

b: Enable/Disable downlink 0: Disable downlink debugging mode.
debugging 1: Enable downlink debugging mode, users
can see the original downlink reception.

Example:

e AT+DOWNTE=0,1 // Set to standard version downlink, and enable downlink debugging.
e AT+DOWNTE=1,1 // Set to 1T version downlink, and enable downlink debugging.

Downlink Command:

No downlink commands for feature

2.14 Domain name resolution settings(Since firmware v1.3.0)

Feature: Set dynamic domain name resolution IP.

AT command: AT+BKDNS

Command Example Function/Parameters Response/Explanation
AT+BKDNS=? Get current Settings 0,0,NULL (default)
OK
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a: Enable/Disable dynamic 1: Disable dynamic domain name update.
domain name resolution. The ip address will be saved after the domain
name is resolved, if the next domain name
resolution fails, the last saved ip address will
be used.

2: Enable dynamic domain name update. The
ip address will be saved after domain name
resolution, if the next domain name resolu-
AT+BKDNS=a,b,c tion fails, the last saved ip address will be
used, and the domain name resolution will
be updated regularly according to the time
set by the customer.

b: Set the time to update the | Unit: hour
domain name resolution at
regular intervals.

c: Set the IP address The format is the same as AT+SERVADDR.
manually. If domain name resolution fails, this ip ad-
dress will be used directly, if domain name
resolution succeeds, parameter ¢ will be up-
dated to the successfully resolved IP address.

Example:

e AT+BKDNS=1,0 // Dynamic domain name resolution is disabled.

e AT+BKDNS=2,1 // The dynamic domain name resolution function is enabled and the automatic
update time is set to 1 hour.

e AT+BKDNS=2,4,3.69.98.183,1883 // The dynamic domain name resolution function is enabled and
the automatic update time is set to 4 hour, and manually set the ip address, if the domain name
failed to resolve, it will directly use this ip to communicate. When the next domain name resolution is
successful, it will be updated to the ip address of the successful resolution.

Downlink Command:

No downlink commands for feature

2.15 Set CoAP option

This command sets the connection parameters of the COAP.

AT command:

AT+URI1 // CoAP option name, CoAP option length, "CoAP option value"
AT+URI2  // CoAP option name, CoAP option length, "CoAP option value"
AT+URI3  // CoAP option name, CoAP option length, "CoAP option value"
AT+URI4  // CoAP option name, CoAP option length, "CoAP option value"

Example:
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e AT+URI1=11,38,"i/faaa241f-af4a-b780-4468-c671bb574858"

3. Configure DDS04-NB

3.1 Configure Methods

DDS04-NB supports below configure method:

e AT Command via Bluetooth Connection (Recommended): BLE Configure Instructiont.

e AT Command via UART Connection : See UART Connectionr?.

3.2 Serial Access Password

After the Bluetooth or UART connection is successful, use the Serial Access Password to enter the AT
command window.

The label on the box of the node will print the initial password: AT+PIN=xxxxxx, and directly use the six-digit
password to access the AT instruction window.

Bl serial Part Utility - Persanal Edition — ] b4
Eile Edit View Tools Control Help

Boo[p IINC +— D&
serial Port Setting oK .|
port [com3(sil v
Baudrate |9600 hd | - UpLinkCounter= 1@ =#**+*
Data Bits (s |
Paritﬂm TX on freq 867.188 MHz at DR 5

txDone
Stop Bits |1 |

R¥X on freq 867.18@ MHz at DR 5
Flow Type [None | g

Receive setting rxTimeout
@ Text Hex ' ||RX on freq 869.525 MHz at DR @
rxTimeout

[T Auto Feed Line
v pisplay send

. . 123458 ,
" pisplay Time Correct Password Don't use AT+PIN=xxxx to enter
send setting ! password. 3]

o~ F =
 Text  C Hex 123458 Just use xxxxx is enough send |
[ Loop |1=3E!E! _|:| ms

[ Line by Line |123456 -

COMZ OPENED, 9600, 8, NONE, 1, OFF | Bx: 1,604 Bytes Tx- 42 Bytes

If you need to change the password, use AT+PWORD=xxxxxx (6 characters), NB nodes only support
lowercase letters.
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B serial Port Utility - Persanal Edition - O x
File Edit Eiew_lonli Control Help -

S plIBC +— D&

Serial Port Setting -]

####% UpLinkCounter= 1 ###*#
Port |COM3(Silw|

ST m I;{Dg:‘jr‘eq 867.908 MHz at DR 5
pata Bits m

Paritym RX on freq 867.988& MHz at DR 5
stop Bits m Received: ADR Message
Flow Type Im

Receive Setting

rxDane
® Text " Hex Rssi= -36
_ AT+PWRM2

I Auto Feed Line AT+PWORD=123ab;

[« Display Send

[ Display Time oK :‘

send Setting =

S mie AT+PWORD=123ab/ —
en

[ Loop |16@@ 3: ms

[ Line by Line [AT+PHORD=123ab/ -]

| COM3I OPFNFT. 96000 8. NOMNF. 1. OFF | Rx: 2.472 Rvtes Tx: 133 Rvtes |

Note: After entering the command, you need to add a line break, and you can also set automatic line
breaks in the Bluetooth tool or UART connection tool.
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B serial P t Parson ticr O
BeeplIBC +— D&
~-Serial Port Setting . -
_l *¥*#=** UpLinkCounter= 1 **%** J
Port Bl Cption ? *
Baudrate . -
Port | Recelve Send | Log ] Display
Data Bits
# Text  Hex
Parit
¥ ™ Loop |1E!E!E ::Hmsﬂ
Stop Bits ] -
[+ auto add line feed when send (Only valid in text mode)
Flow Type
| " comment Support
Receive § [ Format Send
@ Text ' Line Ending Mode
i» CLi i i i
r auto o CR & LF (\r\n) Line Feed (\n) Carriage Return (\r) LF & Ccr (\n\r)
[« Display
[ Display
| K | Cancal I Apply |
- Send Settumg :
& Toxt  Hex AT+PWORD=123ab/
send
[ Loop |166@ 3: ms
[ Line by Line |AT+PWORD=123ab/ =]

3.3 AT Commands Set

AT+<CMD>? : Help on <CMD>
AT+<CMD> : Run <CMD>
AT+<CMD>=<value> :Setthe value

AT+<CMD>=? : Get the value

General Commands

AT : Attention

AT? : Short Help

ATZ : MCU Reset

AT+TDC : Application Data Transmission Interval
AT+CFG : Print all configurations

AT+CFGMOD : Working mode selection
AT+DEUI : Get or set the Device ID
AT+INTMOD : Set the trigger interrupt mode

40/ 43



DDS04-NB -- NB-loT 4-Channels Distance Detection Sensor User Manual

AT+5VT : Set extend the time of 5V power

AT+PRO : Choose agreement

AT+RXDL : Extend the sending and receiving time

AT+DNSCFG : Get or Set DNS Server

AT+GETSENSORVALUE : Returns the current sensor measurement
AT+NOUD : Get or Set the number of data to be uploaded
AT+CDP :Read or Clear cached data

AT+SHTEMP: Get or Set alarm of temp

AT+SHHUM: Get or Set alarm of moisture

AT+SERVADDR : Server Address

MQTT Management

AT+CLIENT : Get or Set MQTT client

AT+UNAME : Get or Set MQTT Username
AT+PWD : Get or Set MQTT password
AT+PUBTOPIC : Get or Set MQTT publish topic
AT+SUBTOPIC : Get or Set MQTT subscription topic
Information

AT+FDR : Factory Data Reset

AT+PWORD : Serial Access Password
AT+LDATA : Get the last upload data

AT+CDP : Read or Clear cached data

4. Battery & Power Consumption

DDS04-NB use ER26500 + SPC1520 battery pack. See below link for detail information about the battery
info and how to replace.

Battery Info & Power Consumption Analyzer .

5. Firmware update

User can change device firmware to:

* Update with new features.
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* Fix bugs.

Firmware and changelog can be downloaded from : Firmware download link

Methods to Update Firmware:
* (Recommended way) OTA firmware update via BLE: Instructiont.

* Update through UART TTL interface : Instructionr?.

6. FAQ
6.1 How can | access the BC660K-GL AT Commands?

User can access to BC660K-GL directly and send AT Commands.

See BC660K-GL AT Command setrd

6.2 How to configure the certificate?

User can can refer to this descriptiontf to configure the certificate.

6.3 Why does the sensor reading show 0 or "No sensor"

1. The measurement object is very close to the sensor, but in the blind spot of the sensor.
2. Sensor wiring is disconnected

3. Not using the correct decoder

6.4 Why is there no LED response when | press the button on the solar
panel model?

If the LED does not light up when you press the button, it may be because the battery has entered
protection mode.

Solution: To reactivate the battery, simply expose the solar panel to direct sunlight.
For more details, please refer to: Battery Protection State (Apply_to Solar Panel + Li-ion battery)c

7. Order Info

7.1 Main Device DDS04-NB

Part Number: DDS04-NB-XX

42 /43


https://www.dropbox.com/sh/82y41qxxaypn6n4/AACuN8dxt1gIqZ8iOX2wCGZga?dl=0
http://wiki.dragino.com/xwiki/bin/view/Main/BLE_Firmware_Update_NB_Sensors_BC660K-GL/
http://wiki.dragino.com/xwiki/bin/view/Main/UART_Access_for_NB_ST_BC660K-GL/#H4.2UpdateFirmware28Assumethedevicealreadyhaveabootloader29
https://www.dropbox.com/sh/5f6ssda5fum8rvs/AABT68l8ZzWOvZ5eg2qwOoFda?dl=0
https://www.dropbox.com/sh/5f6ssda5fum8rvs/AABT68l8ZzWOvZ5eg2qwOoFda?dl=0
http://wiki.dragino.com/xwiki/bin/view/How%20to%20configure%20the%20certificate%3F/
https://wiki.dragino.com/xwiki/bin/view/Main/How%20to%20calculate%20the%20battery%20life%20of%20Dragino%20sensors%3F/#H6.1BatteryProtectionState28ApplytoA0SolarPanel2BLi-ionbattery29

DDS04-NB -- NB-loT 4-Channels Distance Detection Sensor User Manual

XX:
e GE: General version ( Exclude SIM card)

* 1T: with INCE * 10 years 500MB SIM card and Pre-configure to ThingsEye server
7.2 Probe Model

Detail See Probe Option Section

e AO1A-15
e A02-15
e A13-15
e Al16-15

8. Packing Info

Package Includes:
e DDS04-NB NB-loT 4-Channels Distance Detection sensor x 1
e External antenna x 1
Dimension and weight:
® Device Size: 13.0x5x4.5cm
* Device Weight: 150g
* Package Size / pcs:14.0x 8x5cm
* Weight/ pcs: 180g

9. Support

e Support is provided Monday to Friday, from 09:00 to 18:00 GMT+8. Due to different timezones we
cannot offer live support. However, your questions will be answered as soon as possible in the
before-mentioned schedule.

* Provide as much information as possible regarding your enquiry (product models, accurately
describe your problem and steps to replicate it etc) and send a mail to Support@dragino.ccr.
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