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Seneca Z-PC Line modules: Z-PASS1, Z-PASS2
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1 Preliminary information / Informazioni preliminari

WARNING!

IN NO EVENT WILL SENECA OR ITS SUPPLIERS BE LIABLE FOR ANY LOST DATA, REVENUE OR
PROFIT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE DAMAGES,
REGARDLESS OF CAUSE (INCLUDING NEGLIGENCE), ARISING OUT OF OR RELATED TO THE USE OF
OR INABILITY TO USE Z-PASS1/Z-PASS2, EVEN IF SENECA HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

SENECA, ITS SUBSIDIARIES AND AFFILIATES COMPANY OR GROUP OF DISTRIBUTORS AND
SENECA RETAILERS NOT WARRANT THAT THE FUNCTIONS WILL MEET YOUR EXPECTATIONS, AND
THAT Z-PASS1/Z-PASS2, ITS FIRMWARE AND SOFTWARE WILL BE FREE FROM ERRORS OR IT
OPERATES UNINTERRUPTED.

SENECA SRL CAN MODIFY THE CONTENTS OF THIS MANUAL IN ANY TIME WITHOUT NOTICE TO
CORRECT, EXTEND OR INTEGRATING FUNCTION AND CHARACTERISTICS OF THE PRODUCT.

ATTENZIONE!

IN NESSUN CASO SENECA O 1 SUOI FORNITORI SARANNO RITENUTI RESPONSABILI PER
EVENTUALI PERDITE DI DATI ENTRATE O PROFITTI, O PER CAUSE INDIRETTE, CONSEQUENZIALI O
INCIDENTALI, PER CAUSE (COMPRESA LA NEGLIGENZA), DERIVANTI O COLLEGATE ALL' USO O
ALL' INCAPACITA DI USARE Z-PASS1/Z-PASS2, ANCHE SE SENECA E STATA AVVISATA DELLA
POSSIBILITA DI TALI DANNI.

SENECA, LE SUSSIDIARIE O AFFILIATE O SOCIETA DEL GRUPPO O DISTRIBUTORI E RIVENDITORI
SENECA NON GARANTISCONO CHE LE FUNZIONI SODDISFERANNO FEDELMENTE LE ASPETTATIVE
E CHE Z-PASS1/Z-PASS2, IL SUO FIRMWARE E SOFTWARE SIA ESENTE DA ERRORI O CHE
FUNZIONI ININTERROTTAMENTE.

SENECA SRL PUO’ MODIFICARE IL CONTENUTO DI QUESTO MANUALE IN QUALUNQUE
MOMENTO E SENZA PREAVVISO AL FINE DI CORREGGERE, ESTENDERE O INTEGRARE
FUNZIONALITA’ E CARATTERISTICHE DEL PRODOTTO.
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Date Revision Notes

06/09/2016 06 - Chapter "Features": new features for Z-PASS1-R01/Z-PASS2-R01
- Chapter "LEDs signalling": new par. "Z- PASS1-R01/Z-PASS2-R01"
- New chapter "Ethernet Mode (Z- PASS1-R01/Z-PASS2-R01)"
- Chapter: "Discovering the IP address": network parameters setting
- Chapter "Upgrading the firmware by a USB pen": revision
- Par. "Web Configuration Pages/Administrator pages": changed
paragraphs:
- "Main View"
- "Network and Services"
- "Router Configuration"
- "FW Upgrade"
new paragraphs:
- "VPN Configuration/OpenVPN Client/LED signalling (Z- PASS1-1/2-

PASS2-R01)"
- "VPN Configuration/VPN Box/LED signalling (Z- PASS1-1/Z-PASS2-

RO1)"

20/09/2016 07 - Paragraph "VPN Configuration/Open VPN Client": revision into "VPN
Configuration/Open VPN”

15/12/2016 08 Renamed “Z-PASS1-1"” = “Z-PASS1-R01”; “Z-PASS2-1" - “Z-PASS2-
R01”; added “DNS Mode” parameter

18/01/2017 09 - Chapter "Electrical Connections”: added SD Card figure

- Chapter “Discovering the IP address”: discovery working on both LAN
and WAN interfaces

- Paragraph “Main View” revision

- Paragraph “Network and Services”: changed some default values

- Paragraph “Real Time Clock Setup”: added “Central Europe” time
zone value

- Paragraph "VPN Configuration/OpenVPN Client": added packet/byte
counters description

- Paragraph "VPN Configuration/VPN Box”: added packet/byte counters
description

- Paragraph “Mobile Network”: added packet/byte counters
description

- Paragraph “Router Configuration”: Port Mapping parameters no more
disabled when “Use Local Addresses” is ON

- Paragraph “Users Configuration”: added “guest” and FTP user
credentials

- New paragraph “Ethernet Interfaces”

- New paragraph “Guest Pages”

- New chapter “FTP/SFTP access”

29/05/2017 10 - Chapter "Features": new features for Z-PASS1-10/Z-PASS2-10
- Fixed COM1 connector pin numbers

- New “LEDs signaling” sub-paragraph for 10 HW revision
- New chapter “Remote Access Disable”
- New chapter “Auto-APN”

- Paragraph “Network and Services”: added screen-shots for “I0”
version; added “COM1/Mode” parameter

- Paragraph “VPN Box”: added “License Limit Reached” error reason

- “Use Local Address through VPN” parameter: “ON” option always
available
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- Paragraph “FW Upgrade”: changed “Stop Gateway Services” pop-up
- New paragraph “Configuration Management”
- Paragraph “Mobile Network”: added “APN Mode” parameter

- New paragraph “Digital I/0O Configuration”

15/09/2017

11

- Chapter “Features”: HW IO features split between Z-PASS1 and Z-
PASS2

- Chapter “Technical Specifications”: some fixes; added I/Os for Z-
PASS1-10/ZPASS2-10; added features for Z-PASS2-10 modem

- Chapter “Electrical Connections”: some fixes for Z-PASS1-10/ZPASS2-
10

- Paragraph “LEDs signaling”/10: split between Z-PASS1 and Z-PASS2;
added info about modem “STAT “ LED

- Chapter “Upgrading the firmware...”: added notes about LEDs blinking
- Chapter “VPN”: added description of Layer 2 and Layer 3 VPN

- Paragraph “Main View”: updated figure

- Paragraph “Network and Services”: added info about new Web Server
and File Transfer parameters; updated figures

- Paragraph “Gateway Configuration/Modbus Bridge”: updated figures;
added sub-paragraph “Embedded I/0”

- Paragraph “Gateway Tag Setup”: added sub-paragraph “Tags for
Embedded I/0”

- Paragraph “Real Time Clock Setup”: updated figure

- Paragraph “VPN Configuration/VPN Box”: changes related to L2 VPN
and info about connected user; updated figures

- Paragraph “Router Configuration”: changed default value for “Allow
Access through Mobile Public IP Address” parameter

- Paragraph “Configuration Management”: added info about zip
archive; updated figures

- Paragraph “Mobile Network”: updated figures

- Paragraph “Digital I/O Configuration”: split between Z-PASS1 and Z-
PASS2; updated figures

- “Remote Access Disable” - “Remote Connection Disable”

06/10/2017

12

- Changed “-R02” = “-10”

- Chapters “Features”, “Technical Specifications”: note about GPS
module and antenna

- Chapter “Electrical Connections”: added sub-paragraph for Z-PASS1-
10/Z-PASS2-10 Digital I/Os

- Paragraphs “Main View”, “Network and Services”: updated figures

- Paragraph “Real Time Clock Setup”: added figure with new time zones
- Paragraph “VPN Box”: updated first figure

- Paragraph “Router Configuration”: updated figures

- Paragraph “Users Configuration”: updated figure and added info
about allowed characters

- Paragraph “FW Upgrade”: updated figures

- New sub-paragraph “Factory reset by USB pen”

- Paragraph “Mobile Network”: added info and figure about “GPS
Location”; updated some figures

- New paragraph “FW Versions”

- Deleted “DHCP on LAN” parameter

19/12/2017

13

- Chapter “Features”: added Z-PASS2-10-4G product
- Chapter “Technical specifications”: updated info about modem
- “Modbus Bridge” - “Modbus Ethernet to Serial Gateway”
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- “Transparent Bridge” - “Transparent Gateway”

- “Modbus Gateway” - “Modbus Shared Memory Gateway”

- “Remote Serial COM” - “Virtual COM”

- Paragraph “Router Configuration”: parameter “Allow access through
Mobile Public IP Address” changed to “Mobile Network Firewall”

- Paragraph “Mobile Network”: changes related to “Operator
Selection” and PIN handling

- New paragraph “DDNS Configuration”

- Paragraphs “Main View” and “Guest pages”: “RESET” button renamed
to “RESTART”; updated figures

- Chapter “Remote Connection Disable”: added “Security Level 4 (SMS
Service)”

- Paragraph “Digital I/O Configuration”: added “Security Level 4 (SMS
Service)”

- Modbus Ethernet to Serial Gateway, sub-paragraph “Embedded 1/0”:
added GPS info registers table

- Modbus Shared Memory Gateway: added sub-paragraph “Tags for
GPS Info”

- Paragraph “Digital I/O Configuration”: added procedure to toggle
digital output status

- Users Configuration: maximum length of 32 characters changed to
100 characters

- Deleted references to Z-MODEM-3G

- Nearly all web pages screen-shots updated

25/01/2018 14 - Removed CTS signal from COM1 port.

- Removed “None” value of “Security Level / Service Disable”
parameter

- Paragraph “Gateway Configuration”: reviewed for “Gateway Mode”
selection on each serial port

13/03/2018 15 - New chapter “SMS Commands”

- Paragraph “Main View”: added “Logic Configuration” section; updated
figure

- New paragraph “SMS Configuration”

- New paragraph “Phonebook”

2 Firmware Licensing Terms

2.1 Firmware with Open Source GPL

The Z-PASS firmware contains Open Source software under GPL. According to Section 3b of GPL, we offer you the
source code. You can obtain the source code with licensing terms of the Open Source software from Seneca s.r.l. on
request. Send your request to support@seneca.it with the subject "Open Source Z-PASS ".

3 Features

The Z-PASS1 and Z-PASS2 devices are “Ethernet to Serial Gateways” (also known as “Serial Device Servers”) with
three main operating modes:

e  Modbus Ethernet to Serial Gateway
e  Transparent Gateway (Virtual COM, Serial Tunneling)

o Modbus Shared Memory Gateway
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Both devices provide the following features:
e VPN connectivity
e full configuration by an integrated web site
e  FW upgrade, that can be performed locally, by a USB pen, or remotely, by means of the web site

The main difference between the two devices is that Z-PASS2 integrates a 3G HSPA modem. Actually, Z-PASS1 is aimed
at applications where an Internet connection is already available, while Z-PASS2 provides connectivity by itself.

Z-PASS2 and Z-PASS1 (when connected to an external modem) can be used as a Router, routing packets between the
WAN (Mobile Network) and the LAN (Ethernet).

Both devices are based on a 32bits ARM9 processor, equipped with the Linux operating system (Linux kernel 2.6.28).

Z-PASS1-R01 and Z-PASS2-R01 are new versions of the Z-PASS1 and Z-PASS2 products, providing the following new
features:

e the two available Ethernet ports can be configured as two fully separated network interfaces (“LAN” and
“WAN”), whereas in the older versions they could only work as ports of an Ethernet switch; the user can
choose if the two ports shall work in “LAN/WAN” mode or “Switch” mode, by means of a new configuration
parameter (“Ethernet Mode”);

e there are 4 more LEDs, providing information about the “Ethernet Mode” and the VPN functionalities.
Z-PASS1-10 is a new version of the Z-PASS1 product, providing the following new features:

e onedigital input which can be used to disable remote connection to the device

e one digital output which goes HIGH when the device is remotely accessed

e one digital input which can also be used as a local alarm

e one digital output which can also be used as a remote command

e two configurable digital inputs/outputs

e anew setof LEDs

e COM1 RS232/RS485 mode set by software (configuration parameter), instead of HW DIP switch
Z-PASS2-10 is a new version of the Z-PASS2 product, providing the following new features:

e one digital input which can be used to disable remote connection to the device

e one digital output which goes HIGH when the device is remotely accessed

e one digital output which can also be used as a remote command

e one configurable digital input/output which can also be used as a local alarm

e anew setof LEDs

e COM1 RS232/RS485 mode set by software (configuration parameter), instead of HW DIP switch

e anew penta-band 3G+ modem, which also features a GPS module

Z-PASS2-10-4G is a new version of the Z-PASS2-10 product, providing a new 4G LTE Cat.1 modem, instead of the 3G+
modem.

NOTE 1:
in the following chapters, the term “Z-PASS” will be used when describing features or characteristics that are available
in both Z-PASS1 and Z-PASS2 products.

NOTE 2:
in the following chapters, any reference to 3G modem/connection applies also to 4G modem/connection.
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4 Technical specifications

COMMUNICATION PORTS

RS 485 Baud rate: maximum 115 Kbps, minimum 200 bps
COM 4 (screw terminals 4-5-6)
COM 2 (screw terminals 1-2-3 or IDC10 connector)

COM 1 (removable 4 pin connector, as an alternative to R5232)

RS 232 Baud rate: maximum 115 Kbps, minimum 200 bps

COM 1 (removable 4 pin connector, as an alternative to R5485)

Ethernet 1 and Ethernet 2 Ethernet 10/100 Mbps
Two RJ45 connectors on front-panel
Maximum connection length 100 m

In Z-PASS1-R01/Z-PASS2-R01/Z-PASS1-10/Z-PASS2-10, the two ports can work
either as LAN/WAN ports (ETH1=LAN, ETH2=WAN) or ports of an Ethernet
switch.

In Z-PASS1/Z-PASS2, the two ports can work only as ports of an Ethernet

switch.
USB #1 HOST Plug-in: USB type A
USB #2 HOST Plug-in: micro USB (available only in Z-PASS1, Z-PASS1-R01)
Microprocessor ARM 9, 32 bits, 400 MHz
Memories 64 Mbytes of RAM

1 Gbyte of FLASH

Slot for external memory Micro SD card: max 32 Gbytes
HSPA Modem 14.4 Mbps in downlink, 5.76 Mbps in uplink
Slot for SIM card Mini SIM with push-push connector

3G+ MODEM (Z-PASS2-10)
10
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Speed

HSPA+: max 14.4 Mbps DL, max 5.76 Mbps UL
UMTS: max 384 Kbps (DL), max 384 Kbps (UL)
EDGE: max 236.8 Kbps (DL), max 236.8 Kbps (UL)
GPRS: max 85.6 Kbps (DL), max 85.6 Kbps (UL)

GNSS

GPS/GLONASS

16 GPS channels

14 GLONASS channels

Accuracy <1.5m CEP-50 @ Open Sky

Approvals

RoHS Compliant, CE/GCF/Vodafone (Europe), DoC (Russia), FCC/PTCRB/AT&T
(North America), RCM (Australia), ICASA (South Africa), SRRC/NAL/OFCA
(China), JATE & TELEC (Japan), NCC (Taiwan), KC/SKT (Korea), IC/Rogers
(Canada), Anatel (Brazil), NBTC (Thailand)

Slot for mini SIM

Speed

Mini SIM with push-push connector

4G (LTE Cat. 1) MODEM (Z-PASS2-10-4G)

LTE FDD: max 10 Mbps (DL), max 5Mbps (UL)

LTE TDD: max 8.96 Mbps (DL), max 3.1 Mbps (UL)
DC-HSPA+: max 42Mbps (DL), max 5.76 Mbps (UL)
UMTS: max 384 Kbps (DL), max 384 Kbps (UL)
EDGE: max 296 Kbps (DL), max 236.8 Kbps (UL)
GPRS: max 107 Kbps (DL), max 85.6 Kbps (UL)

GNSS

GPS/GLONASS/BeiDou/Galileo/QZSS

Approvals

RoHS Compliant, CE/GCF/Vodafone (Europe), FCC/PTCRB/AT&T/Verizon*
(North America), RCM/Telstra (Australia), JATE/TELEC/DOCOMO* (Japan), NCC
(Taiwan), KC/SKT/KT*/LGU+* (Korea), IC/Rogers (Canada), Anatel (Brazil),
CCC/SRRC/NAL (China)

*= Under Development

Slot for mini SIM

Power supply

Mini SIM with push-push connector

POWER SUPPLY

11..40 Vdc or 19..28 Vac @ 50..60 Hz

Consumption

Typical 4 W @ 24 Vdc; Max 6 W

ENVIRONMENTAL CONDITIONS

Connections

Temperature -20..+55°C

Humidity 30..90 % @ 40 °C not condensing
Storage temperature -20..+85 °C

Degree protection IP20

CONNECTIONS

Removable 3 way screw terminals, 5.08 pitch
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Rear IDC10 connector for DIN 46277 rail

Removable 4 pin connector, two RJ45 connectors, USB connector and micro
USB connector (only in Z-PASS1, Z-PASS1-R01)

Two SMA antenna connectors:
- for Main and Diversity antennas (only in Z-PASS2, Z-PASS2-R01)
- for 3G and GPS antennas (only in Z-PASS2-10)

BOX / DIMENSIONS

Dimensions Z-PASS1: L:100 mm; H:112 mm; W:35 mm

Z-PASS2: L:100 mm; H:112 mm; W:53 mm

Case Nylon 6 with 30% fiberglass field, self-extinguishing class VO, black color
INPUTS / OUTPUTS (Z-PASS1-10)
Digital Inputs Max. number of channels: 2

Voltage: OFF<4V ON>8V; Max. Current (Vout+): 20mA
Current absorbed: 3mA at 12VC; 6mA at 24VC

Digital Outputs Max. number of channels: 3
Voltage (+Vext): 10 — 24VC
Max. current delivered: 400mA

INPUTS / OUTPUTS (Z-PASS2-10)

Digital Inputs Max. number of channels: 4

Voltage: OFF<4V ON>8V; Max. Current (Vout+): 20mA
Current absorbed: 3mA at 12VC; 6mA at 24VC

Digital Outputs Max. number of channels: 4

Voltage (+Vext): 10 — 24VC

Max. current delivered: 400mA

The following table shows which frequency bands are supported by the 3G/4G modem available in Z-PASS2, Z-PASS2-
RO1, Z-PASS2-10 and Z-PASS2-10-4G products.

Standard Frequency/Feature Z-PASS2, Z-PASS2-R01 Z-PASS2-10 Z-PASS2-10-4G
GSM 850 MHz OK OK
GSM EGSM 900 MHz OK OK OK
DCS 1800 MHz OK OK OK
PCS 1900 MHz OK OK
WCDMA 800 MHz OK
WCDMA 850 MHz OK OK
WCDMA WCDMA 900 MHz OK OK OK
WCDMA 1900 MHz OK
WCDMA 2100 MHz oK OK oK
LTE 800 DD OK
LTE 850 OK
LTE 900 OK
LTE LTE 1800 OK
LTE 2100 OK
LTE 2600 OK
HSPA HSDPA OK OK
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HSUPA OK OK

HSPA+ OK

DC-HSPA+ OK
DRX Receiver Diversity OK

5 Electrical Connections

Power Supply and Modbus interface are available by using the bus for the Seneca DIN rail, by the rear IDC10 connector
or by Z-PC-DINAL1-35 accessory for Z-PASS1, Z-PC-DINAL2-52.5-17 for Z-PASS2. The following picture shows the
meaning of the IDC10 connector pins.

RS485 GND Power Supply AC / +
RS485 A Power Supply AC / -
N /

IDC 10

RS485 B «+—@ |

Power supply is available only from the rear connector for Z-PASS1/ZPASS1-R01, while:

Z-PASS1-10 can be powered also through 17-18 screw terminals;

Z-PASS2/ZPASS2-R01/ZPASS2-10 can be powered also through 14-15 screw terminals.
If Z-PC-DINAL1-35 or Z-PC-DINAL2-52.5-17 accessory is used, the power supply signals and communication signals may
be provided by the terminals block into the DIN rail support. In the following figure the meaning and the position of

the terminal blocks are shown.
GNDSHLD: Shield to protect the connection cables against interference (recommended).

GROUND
POWER POWER DIP SWITCH
SUPPLY{*C SUPPLY AC NOT USED
z —
/
4 3 21
. J—
RS485 GND \ GND
RS485 A “— R'S485 B —

13



USER MANUAL — Z-PASS1/Z-PASS2

The Z-PASS has two RS 485 serial ports for Modbus communication: COM 2 and COM 4. The RS485 connection for
COM 2 can be set up by means of the corresponding screw terminals or by the IDC10 connector.

RS 485 (COM 2) RS 485 (COM 4)
S =

32 1 65 4

A(+) B(-) GND A(+) B(-) GND

Through a removable 4 pin connector, the Z-PASS provides a serial RS232 port or, as an alternative, a third RS485 port.
In order to select the RS232 port on the removable 4 pin connector, put the SW2 DIP-switch® on ON position; to select
the RS485 port on the removable 4 pin connector, put the SW2 DIP-switch on OFF position.

In Z-PASS1-10/Z-PASS2-10, the mode (RS485/RS232) of this port is set as a parameter in software configuration.

The cable length for the RS232 interface must be less than 3 meters.

RS5485/RS232 COM1

— _F 7

= AN
AN

! While in Z-PASS1 the SW2 DIP-switch position can be changed by the user, in Z-PASS2 the DIP-switch is internal and
its position is permanently set in the factory.
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The connector pin-out is given in the following table:

Pin RS232 RS485
1 (bottom) - -

2 Tx B

3 Rx A

4 (top) GND GND

The Z-PASS has a USB HOST type A connector, that can be used to connect an external USB memory; this is used for
FW upgrade (see chapter “Upgrading the firmware by USB pen”).

Please note that, on this USB port, the “hotplug” feature is not available; so, after plugging the USB device, it is
necessary to power off/on the Z-PASS to let it detect the USB device.

321

h

<\ USB #1 HOST

I ) C |

/4

The Z-PASS1 also has a second USB HOST connector, with micro-USB plug-in, that can be used to connect a USB device
by means of a “Micro USB to USB” adapter; this port is no more available in Z-PASS1-10.

A\ USB #2 HOST

The Z-PASS has two Ethernet ports with RJ45 connectors on the front panel. The two ports are internally connected in
HUB/SWITCH mode. The two ports have the same MAC Address.

15
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Ethernet 1 RJ45
\Ethemet 2 RJ45

x"

\

The Z-PASS has a plug-in connector for micro SD card placed in the side part of the case.
To insert the SD card into the connector, be sure that the SD card is oriented with metal contacts facing towards left
(with reference to the figure).

The SD card can be of any class.

|
3

I 01
NN

SD card
metal
contacts

(
\

D

a1 Ve

The Z-PASS2 has a slot for SIM card, placed on the side of the case. Before pushing the SIM card into this slot, please
be sure that the SIM card golden contacts are facing towards right (please see the figure below).

16




USER MANUAL — Z-PASS1/Z-PASS2

SIM Card . g‘

5.1.1 Z-PASS1-10 Digital 1/0s

)
N

In Z-PASS1-10, the electrical connections for the Digital Inputs shall be arranged as in the following figures.

0 Ofizl19RCD 16 +12v
L5 o—{|@|20 DIDO17 PWR.
[[@|21+Vext 18 PWR.

Max 24V mmm—

= |
1+ z = FEEUF‘N (@] 19 rCD
|

12V = 20mA

T e 23 DO @] 20 DI

24 GND @] 214Vext
The electrical connections for the Digital Outputs shall be arranged as in the following figure.

19 RCD
20 DIDO
21+Vext

Max 24V =

22 VPN |® Load
2300 | O[] Load T
24 GND|® .

V=

5.1.2 Z-PASS2-10 Digital 1/0s

In Z-PASS2-10, the electrical connections for the Digital Inputs shall be arranged as in the following figures.

17
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Tens. Vout+ 12V= 20mA

| 2|190I001 16 +12v [SF = |
—O @|(20DIDO2 17 RCD |S]]
@|21+Vext 18DI |®] o—
—O 19 DIDO1 16 +12V|8] ===
5511220 DIDO2 17 RCD |8
[21+\Vext 18 DI &
22 VPN
23D0
24 GND

189 DIDOT | Load
20DIDOZ | &) Load
21+Vext |&

I+

22VPN S| Load
2300  |S[f—] Load
24 GND S}

6 LEDs signaling

6.1 Z-PASS1/Z-PASS2

LED STATUS LED meaning

PWR Green ON The module is powered on

RUN Red Blinking The module is ready for use

LINK1 Yellow ON Ethernet 1 connection detected
OFF Ethernet 1 connection absent

ACT1 Green Blinking There is data activity (Ethernet 1)
OFF There is no data activity (Ethernet 1)

LINK2 Yellow ON Ethernet 2 connection detected
OFF Ethernet 2 connection absent

ACT2 Green Blinking There is data activity (Ethernet 2)
OFF There is no data activity (Ethernet 2)

18
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RX1/TX1 Red Blinking Data reception/transmission on COM1 port
OFF No data reception/transmission on COM1 port

RX2/TX2 Red Blinking Data reception/transmission on COM2 port
OFF No data reception/transmission on COM2 port

RX4/TX4 Red Blinking Data reception/transmission on COM4 port
OFF No data reception/transmission on COM4 port

3G PWR Green | ON The 3G Modem is powered on

(2-PASS2 only)

STAT Yellow ON Not registered on GSM network

(z-PASS2 only) Slow Blinking Registered on GSM network
Fast Blinking PPP connection active

6.2 Z-PASS1-R01/Z-PASS2-R0O1

LED Status Meaning
PWR Green ON The module is powered on
RUN Red Blinking The module is ready for use
LAN/WAN ON The Ethernet ports are working in “LAN/WAN” mode
Yellow
OFF -
SWITCH Green ON The Ethernet ports are working in “Switch” mode
OFF -
VPN Yellow ON VPN connection is working properly
Blinking VPN connection is not working properly
OFF VPN functionality is disabled or
VPN Box/Point-to-Point functionality is enabled but no client is connected or
VPN Box/Single LAN functionality is enabled but the Device is not configured
yet
SERV Green ON VPN Box “SERVICE” connection is working properly
Blinking VPN Box “SERVICE” connection is not working properly
OFF VPN Box functionality is disabled
RX1-2-4 Red Blinking Data reception (COM 1-2-4)
ON Check the connection (COM 1-2-4)

19
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OFF No data reception (COM 1-2-4)
TX1-2-4 Red Blinking Data transmission (COM 1-2-4)
ON Check the connection (COM 1-2-4)
OFF No data transmission (COM 1-2-4)
3G PWR Green | ON The 3G Modem is powered on
(z-PASS2-RO1 only)
STAT Yellow ON Not registered on GSM network
(z-PASS2-R01 only) | Slow Blinking Registered on GSM network
Fast Blinking PPP connection active

6.3 Z-PASS2-10

LED Status Meaning
PWR Green ON The module is powered on
RUN Green Blinking The module is ready for use
DIDO1 Green ON Configurable Digital Input/Output 1 state is HIGH
OFF Configurable Digital Input/Output 1 state is LOW
DIDO2 Green ON Configurable Digital Input/Output 2 state is HIGH
OFF Configurable Digital Input/Output 2 state is LOW
DI Green ON Digital Input state is HIGH
OFF Digital Input state is LOW
DO Green ON Digital Output state is HIGH
OFF Digital Output state is LOW
RCD Green ON Remote Connection is disabled
OFF Remote Connection is enabled
VPN Green ON VPN connection is working properly
Blinking VPN connection is not working properly
OFF VPN functionality is disabled or
VPN Box/Point-to-Point functionality is enabled but no client is connected or
VPN Box/Single LAN functionality is enabled but the Device is not configured
yet
LAN/WAN ON The Ethernet ports are working in “LAN/WAN” mode

20
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Green OFF The Ethernet ports are working in “Switch” mode
SERV Green ON VPN Box “SERVICE” connection is working properly
Blinking VPN Box “SERVICE” connection is not working properly
OFF VPN Box functionality is disabled
RX2-4 Green Blinking Data reception (COM 2-4)
ON Check the connection (COM 2-4)
OFF No data reception (COM 2-4)
TX2-4 Green Blinking Data transmission (COM 2-4)
ON Check the connection (COM 2-4)
OFF No data transmission (COM 2-4)
3G PWR Green | ON The 3G Modem is powered on
STAT Yellow Slow blinking
(200 ms OFF,
1800 ms ON) Searching for GSM network
Slow blinking
(210?)0:1:1;\]0)”’ Registered on GSM network
Fast blinking

(125 ms OFF, 125
ms ON)

Data transfer is ongoing

Ethernet Connector LEDS

LED Status Meaning
ETH1-2 Green ON Ethernet 1-2 connection detected
OFF Ethernet 1-2 connection absent
ETH1-2 Yellow Blinking There is data activity (Ethernet 1-2)
OFF There is no data activity (Ethernet 1-2)

6.4 Z-PASS1-10

LED Status Meaning
PWR Green ON The module is powered on
RUN Green Blinking The module is ready for use

21
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DIDO Green ON Configurable Digital Input/Output state is HIGH
OFF Configurable Digital Input/Output state is LOW
DO Green ON Digital Output state is HIGH
OFF Digital Output state is LOW
RCD Green ON Remote Connection is disabled
OFF Remote Connection is enabled
VPN Green ON VPN connection is working properly
Blinking VPN connection is not working properly
OFF VPN functionality is disabled or
VPN Box/Point-to-Point functionality is enabled but no client is connected or
VPN Box/Single LAN functionality is enabled but the Device is not configured
yet
LAN/WAN ON The Ethernet ports are working in “LAN/WAN” mode
Green
OFF The Ethernet ports are working in “Switch” mode
SERV Green ON VPN Box “SERVICE” connection is working properly
Blinking VPN Box “SERVICE” connection is not working properly
OFF VPN Box functionality is disabled
RX2-4 Green Blinking Data reception (COM 2-4)
ON Check the connection (COM 2-4)
OFF No data reception (COM 2-4)
TX2-4 Green Blinking Data transmission (COM 2-4)
ON Check the connection (COM 2-4)
OFF No data transmission (COM 2-4)

Ethernet Connector LEDS

LED Status Meaning
ETH1-2 Green ON Ethernet 1-2 connection detected
OFF Ethernet 1-2 connection absent
ETH1-2 Yellow Blinking There is data activity (Ethernet 1-2)
OFF There is no data activity (Ethernet 1-2)
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7 Upgrading the firmware by USB pen

Z-PASS firmware can be upgraded by means of a USB pen; a pen drive formatted with FAT32 file-system is
needed.

The procedure is the following:
1) download the FW file from one of the following links:

http://www.seneca.it/products/z-passl
http://www.seneca.it/products/z-pass2

the downloaded file is a .zip file; extract the FW file from it;
the FW file shall have a name like the following:

SW003900_xxx.bin

2) copy the file into the root of the USB pen

3) switch off the Z-PASS

4) insert the USB pen into the USB#1 port

5) switch on the Z-PASS; the upgrade procedure will take some minutes to be completed; during this

time, the Z-PASS MUST NOT be switched off; during the procedure, the Z-PASS will be rebooted
several times; also, during the procedure, several LEDS will blink simultaneously®

6) the upgrade procedure is ended when only the LED “RUN” is blinking®

7) remove the USB pen

8 Discovering the Z-PASS IP address
Z-PASS devices come out of the factory with the default IP address 192.168.90.101, on the Ethernet (LAN)
network interface.

If this address is changed, and forgotten, it can be retrieved using the “Seneca Device Discovery”
application (SDD), as shown in the following figure:

% This applies only to products with HW revisions 10 and R0O1; in details: for I0 HW revision, all LEDs will blink
simultaneously, except for Power, LAN/WAN, COM and modem LEDs; for RO1 HW revision, RUN, VPN and SERV LEDs
will blink.

* Also SERV and VPN LEDs might blink, depending on the Device configuration and status.
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&3 Seneca Device Discavery - rev, 2.1.3.0 - O *

Eile

Devices found

# P Mode MAC Ping Name Hostname Firmware CRC Commands
@ 192.168.90.225  STATIC C8:FA:81:16:00:03 Different Subnet  Z-TW54 192.168.90.225 2940310 OK
@ 192.168.85.83 STATIC C8:F9:81:0C:01:9E Tms Z-KEY 192.168.85.83 1133 OK Assign
@ 192.168.85.8 STATIC C8:F9:81:0C:01:9D 2 ms Z-KEY 192.168.85.8 1100 oK
@ 192.168.85.200  STATIC C8:F9:81:02:01:ED 2ms Z-TW54 ZTW354 2940.220 OK
@ 192,168.84102  STATIC C8:F9:81:02:03:5F Tms Z-TW34 ZTW3S4 2940.210 oK
@ 192.168.85.7 STATIC C8:F9:81:02:02:85 1ms Z-PASS 192.168.85.7 3900.122 oK
@ 192.168.85.6 STATIC C8:F9:81:11:00:02 2ms Z-PASS2-S  192.168.8586 2940.221 OK
@ 192.168.84.155  STATIC 00:22:4D:BG:D4:06 1 ms Cloud BOX  cloud-dev.senec  7800.106 K
@ 192.168.85.102  STATIC C8:F9:81:02:01:58 1ms Z-TW54 ZTW54 2940.222 oK
@ 192.168.85.103  STATIC C8:FA:51:16:00:02 8 ms Z-PASS 192.168.85.103  3900.205 OK
@ 192.168.85.69 STATIC 08:00:27:58:CB:12 2 ms Cloud BOX  192.168.85.60 7800.106 oK

Found 11 devices

Search

This application shows the IP address, MAC address, FW version and some other useful information, for
every Z-PASS device (and other Seneca products) found in the LAN.

Moreover, by clicking on the “Assign” button, it is possible to change the network configuration parameters
of a device, as shown in the following figure:

Assign [P n

P
[ ] Static IP 192.168.95.101
Metmask Gateway
255.255.255.0 192.168.95.1

For security reasons, this feature can be disabled on the device (see paragraph 19.2); in this case, the
following error message is shown, after clicking on the “Assign” button”.
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SEMECA Discovery X

@5 Error changing IP (maybe this option has been disabled from
& configuration]!

oK

The SDD can be easily installed by running the installer program available at the following link:

http://www.seneca.it/products/sdd

NOTE:

- when Z-PASS is working in “Switch” mode, the IP Address shown by the SDD is the same regardless of the
Ethernet port which the PC running the SDD is connected to;

- when Z-PASS is working in “LAN/WAN” mode, the IP Address shown by the SDD is the LAN IP Address
when the PCis connected to the LAN port, the WAN IP Address when the PC is connected to the WAN port;
moreover, the network configuration parameter changes apply to the relevant port.

9 Ethernet Mode (Z-PASS1-R01/Z-PASS2-R01/Z-PASS1-10/Z-PASS2-10)

In Z-PASS1-R01/Z-PASS2-R01/Z-PASS1-10/Z-PASS2-10 products, the two available Ethernet ports can be
configured as two fully separated network interfaces (“LAN” and “WAN”) or, as in the older versions, they
can work as ports of an Ethernet switch; the user can choose between the “LAN/WAN” mode and the
“Switch” mode, by means of a new configuration parameter (“Ethernet Mode”) (see paragraph 19.2).

The “LAN/WAN” mode is needed when the “industrial” network connected to the LAN interface
(comprising e.g. HMI and PLC devices) shall be separated from the “enterprise” network connected to the
WAN interface (comprising enterprise PCs and servers); when the Z-PASS is remotely accessed through the
WAN interface, only devices connected to the LAN interface can be reached, while access to machines lying
in the enterprise network is forbidden; this is depicted in the following two figures.
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When this separation is not needed or when the Internet access is achieved only through the mobile (3G+)
interface, the “Switch” mode still lets the Z-PASS to be used as an Ethernet switch, as shown in the
following figure.
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10 Modbus Ethernet to Serial Gateway

Z-PASS can be configured to run as a Modbus Ethernet to Serial Gateway: Modbus TCP requests received
from the Ethernet interface (but also from the PPP [Mobile Network] and VPN interfaces) are converted
into Modbus RTU requests and sent to the serial interface; in the same way, the Modbus RTU responses
received from the serial interface are converted to Modbus TCP responses and sent back to the source
network interface.

A Modbus Ethernet to Serial Gateway instance can be activated for each of the three available serial ports:
COM1 (RS232/RS485), COM2 (RS485) and COM4 (RS485); each one can receive the Modbus TCP requests
on a different TCP port (e.g.: 501, 502, 503).

Another possible configuration is to run a Modbus Ethernet to Serial Gateway instance, receiving Modbus
TCP requests on a single TCP port (e.g.: 502) and handling two or all the three serial ports. In this case,
Modbus RTU requests are simultaneously sent to all the configured ports; obviously, in this configuration,
each slave module on the two or three buses shall have a distinct Modbus address;

Each Modbus Ethernet to Serial Gateway instance can support up to 32 simultaneous TCP connections.
The TCP connection can be established over a VPN tunnel, as shown in the following figure.

A detailed description of the Modbus Ethernet to Serial Gateway configuration can be found in 19.4.1
paragraph.
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11 Transparent Gateway

As an alternative to Modbus Ethernet to Serial Gateway, Z-PASS can be configured to run as a “Transparent
Gateway”. The big difference between these two modes is that, while the first works just with the Modbus
protocol, the second could virtually be applied to any serial protocol that can be transported over the
TCP/IP stack.

As a Transparent Gateway, Z-PASS provides the following operating modes:

e Virtual COM (with RFC 2217 support)

e Serial Tunnel Point-to-Point on TCP

e Serial Tunnel Point-to-Point on UDP

e Serial Tunnel Point-to-Multipoint on UDP

Each mode will be fully described in a specific paragraph below.

11.1 Virtual COM (with RFC 2217)

PC PN NSNS NSNANASSSSENNESEASSSSSSSASESSSSSSSENSESSSSSSASESSSESESSSSmsESEmEssans .

VIRTUAL COM = SESC (Seneca

SEMNECA ' Ethernet to Serial

L_onnectlon] :

!. TCP-IP ﬁ B

Eth t H

Router Router sne H

xDSL2 xDSL'2 :

Client e e e B B B R A R R AN A AR m e nn e et *
OPEMVPMN

Su PC
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a Ethernet
Connection

Client
OPEMNVPMN
Su PC

The Virtual COM functionality lets to a PC Application, which transmits data only over a serial line, to
communicate with a remote serial device, using Ethernet/Internet; in other word, through a Z-PASS, a PC
and a serial device, placed in sites distant from each other, can communicate as they are directly
connected.

In this mode, data sent over the LAN or WAN network, are received by the Z-PASS and sent to the serial
port; response packets follow the reverse path.

RFC 2217 defines some features that let the PC remotely set the properties (baud rate, data bits, stop bits
and parity) of the Z-PASS serial port; so, when the Virtual COM operating mode is selected for one port, the
port is reconfigured regardless of the previous settings and the values configured by means of the “Serial
Ports” web page are overwritten.

To let the Virtual COM work, an utility called “Seneca Ethernet to Serial Connection” shall be installed on
the PC; this is explained in details in 11.1.1 paragraph.

The TCP connection can be established over a VPN tunnel, as shown in the figures at the beginning of the
paragraph.

Once the connection is established, a program using the virtual COM port will transmit data to the Z-PASS
serial port; for example, Modbus RTU requests sent by a Modbus Master program will reach Modbus slave
devices connected to the COM2 RS485 bus.

A particular notice shall be given about the “Data Packing Interval” parameter, that can be set when Virtual
COM operating mode is selected: this parameter lets you define the time interval, in milliseconds, used by
Z-PASS as a criterion to pack the data bytes received from the serial port before sending them to the
network; in other words, when Z-PASS does not receive any more bytes from the serial port for the given
time interval, it packs the received bytes and send them over the established TCP connection; the optimal
value to be set for this parameter depends on the protocol that is transparently routed from the TCP/IP
network to the serial line and vice versa.

WARNING!

In the Virtual COM operating mode, just one connection is accepted for a given serial port.
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11.1.1S5eneca Serial to Ethernet Connect

11.1.1.1 Installing Seneca Serial to Ethernet Connect driver
Seneca Ethernet to Serial Connect runs on Windows Vista™, Windows 7™ and Windows 8.1™.

Double click the installer:

lu#] Setup - Seneca ES Connect = =

Welcome to the Seneca ES
Connect Setup Wizard

This will install Seneca ES Connect ver, 1.0, 1.0 on your
computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup,

Cancel

After that, the comOcom driver will be installed:

5, Mull-modem emulator (comOcom) Setup = ':'

Welcome to the Null-modem
emulator (com0Ocom) Setup Wizard

This wizard will guide you through the installation of
Null-modem emulator (comOcom).

It is recommended that you dose &l other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Cancel
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Select the CNCAO<->CNCBO and the COM#<->COM# virtual port names:

(o Null-modem emulator {comOcom) Setup = =
Chooze Components [
Choose which features of Mull-modem emulator {comdcom) you want to install, i @ |

Checdk the components you want to install and unchedk the components you don't want to
install. Click Next to continue.

Select components to install: Desdription

Start Menu Shortcuts
CNCAD <-> CHCEO
COM# <-» COM#

Space required: 344.0KB

Now Click on “Launch Setup”:

(5 Null-modem emulator (comOcom) Setup  — &

Completing the Null-modem
emulator (comOcom) Setup Wizard

Mull-modem emulator (comOcom) has been installed on your
computer,

Click Finish to dose this wizard.

[]show Readme

Visit comDcom homepage

....
g
2
Im
5,
%]
=
i
'
i
]
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Press Finish, the comOcom setup will open:

o) Setup for comOcom - =
=R Virtual Port Pair 0] CNCAD CNCED
"CNCAE' use Ports class [ | [ | use Ports class
i [-CNCED emulate baud rate [ ][] emulate baud rate
= Vitual Port Fair 1 enable buffer ovemun ] [_] enable buffer ovemun
- Com11 enable plug4n mede [_] [ enable plug-n mode
E-COM12 enable exclusive mode || [| enable exclusive mode
enable hidden mode [ | [_] enable hidden mode
RX >< ® RX
TX = . TX
DTR = x & DTR
DSR / \ & D5R
DCD & DCD
RTS & x & RTS
CTS ®CTS
RI %] [>® R
ouT1 - ®OUT1
ouTZ ™ & OUT2
OPEN ‘@ » ® OPEN
oH
Add Pair Remove Reset Apphy

We have installed two pairs of Virtual Ports:
CNCAO, CNCBO
and also:

COM11, COM12 (note that in your system the com# can be different).

The first pair can be used in software that support the CNCA names, the other in software that support only
the Ports class.

If you need to add more virtual ports, press the “Add Pair” button, then select if you need or not a port
class.

Confirm the driver installation with “Apply”.
The serial port emulator couple COM11-COM12 will be available:

> ﬂ Maouse e altri dispositivi di puntamento
a "% Porte (COM e LPT)
‘?’ combcom - serial port emulator (COMT1)
‘? combcom - serial port emulator (COM12)
s Proceszori
. ¥ Schede di rete
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11.1.1.2 Select the COM port for Seneca Serial to Ethernet Connect

The driver installation will use the first 2 serial ports that are free (in our case the driver has created the
COM4 and COMS pair):

- |)® Dispositivi di sicurezza

- (M Dispositivi di sisterna

|| Dispositivi software

» E‘ﬁ Human Interface Device (HID)

» & Input e output audic

> E!, Mouse e altri dispositivi di puntamento
a "7 Porte (COM e LPT)
"? combcom - serial port emulator (COM4)
"'? com{com - serial port emulator (COM3)
» Processon
» ¥ Schede di rete

The Ethernet to Serial Connection software will use only one port (the right port in the comOcom setup),
only the comOcom ports will be displayed.

We connect the COMS5 to the Seneca ES Connector:

L%] Seneca Ethernet to Serial Connection = =

Seneca Bthemet to Serial Connection rev. 1.04

© SENECA

Select PC Virtual Com Port | COMS ]

Select ZPASS / ZKEY IP address (152 | 168 | (30 | 101

Select Z-PASS / Z-KEY PORT | 2000

CONNECT DISCONNECT
PORT ALL PORTS

[] Open Debug Window

Local port connected to remote ip 152.168.90.101

DEVICE
MANAGER

Now use the same COMS5 (for example in a terminal software):
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- b
Connetti a b

Test

Immettere | dettagli per il numero telefonico da compome:
Paese: ltalia (35)
Indicativo localita:

Mumero di telefona:

Connetti: COM5 W

o

The COMS5 is now connected to Z-PASS, on the TCP port 8000:

11.1.1.3 Configuring Seneca Serial to Ethernet Connect

%] Seneca Ethernet to Serial Connection = =

Seneca Ethemet to Serial Connection rev. 1.01

© SENECA

Select PC Virtual Com Port Y]
Select Z-PASS / Z-KEY IP address (192 | |168 | (30 | |101

Select Z-PASS / Z-KEY PORT | 8000

CONMNECT DISCONNECT
FORT ALL PORTS

[ Open Debug Window

e Select the Virtual COM Port
o Select the Z-PASS IP address (default 192.168.90.101).
e Select the TCP-IP port (default 8000).

Then click on “CONNECT PORT”.
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If you need to connect another serial com to another Z-PASS, configure the new com port and the new IP
address, then click on “CONNECT PORT”.

To disconnect all ports, click on “DISCONNECT ALL PORTS”.

11.1.1.4 Debugging the Connection

Before clicking on “CONNECT PORT”, you can choose to open a debug window to verify the connection:

CONNECT DISCOMNECT
FORT ALL PORTS

Open Debug Window

Then click on “CONNECT PORT”:

If you see “Connect Error” like here:

=X CAWINDOWS\system32\cmd.exe
onnect<98> TCP(1> ERROR 10868 — Cnull)

CP<{1>: Cnnnecé(l?c 192.168.90.181:86068> ...
onnect{1?7c> TCP(1> ERROR 1868668 - <null>

-98.1681:8808> ...
EgﬁOR 18868 — <null>

J>: Close{cd) -
Focket<B.B.8.8:8> =
CP{1>: Connect{?8. 192 168.96.161:-888@> ...

check the configuration (Z-PASS IP address and TCP port).

11.1.1.5 Changing the COM port number

Old software applications can use only a little range of COM ports, so you may need to change the virtual
COM number.

In our case the COM pair created is COM4/COM5, but we want to change it to COM2/COM3:

Click on “DEVICE MANAGER” button:
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S oEN

Seneca Ethernet to Serial Connection

Seneca Bthemet to Seral Connection rev. 1.04

©SENECA

Select PC Virual Com Port | COM4 w
Select Z-PASS / Z-KEY IP address | 192 | 168 | |30 | 101

Select Z-PASS / Z-KEY PORT | 2000

CONNECT
PORT

DISCONNECT
ALL PORTS

[] Open Debug Window

DEVICE
MANAGER

The comOcom setup window will open:

Fre) Setup for comOcom = =
- Virtual Port Pair 0 COM4
" Coms use Ports class use Ports class
(- COM4 emulate baud ate [ | [] emulate baud rate
enable buffer overun [_] [ enable buffer overun
enable plugin mede [ ][] enable plugn mode
enable exclusive mode [ ][] enable exclusive mode
enable hidden mode [ [] enable hidden mode
RX - ® RX
TX = . TX
DTR ‘& & OTR
DSH & & DSR
DCD = ® DCD
RTS & & RTS
CTS = ®CTS
Rl [® R
ouT1 . ®0UT1
ouTZ @ ®0UT2
OPEN ® ] ® OPEN
oW
Add Pair Remave Reszet Apply

Now change COMS5 to COM3 and COM4 to COM2, then click “Apply”:
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2] Setup for comOcom = =
(=1 Virtual Port Pair 0 COM3 coma
" COM5 use Ports class use Ports class
(- COM4 emulate baud rate [ [ emulate baud rate
enable buffer averun [_] [ ] enable buffer overun
enable plugin mode [ ][] enable plugin mode
enable exclusive mode [ | [ | enable exclusive mode
enable hidden mode [ ][] enable hidden mode
RX = ®RX
TX & 87X
DTR & & DTR
DSR = ® DSR
DCD = ®DCD
RTS ‘& ® RTS
CTS ®CTS
Rl ] [>® R
ouT1 @ ®0UT1
ouTZ @ ®0OUTZ
OFEN @ L ®0OPEN
ON
Add Pair Remove Reset Apply

Sometimes the COM can be marked as “in use”:

Setup for comOcom (CHANGE)

The port name COMS3 is already logged as "in use"”
in the COM port database.

Annulla | Riprova | LContinua |

If you need to use this COM number, click on “Continue”, then go to the device manager.

We must uncheck the “in use” flag by uninstalling the port. Since the port is not connected, click on “Show
hidden peripherals”:

1 = Gestione dispositivi

| File Azione | Visualizza | 7
| & ‘$| | lz‘ Dispositivi per tipo

Dispositivi per connessione

,BBatt

4 g Blue Risorse per connessione

Risorse per tipo

o Codf—
. 1'? co Meostra dispositivi nascosti
- (M Co .
“ Personalizza...
> % Con -

B Y | R R NN S

Now all the ports that are not in use are displayed in transparent (also our COM3):
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4 ‘? Porte (COM e LPT)

‘? comlcom - serial port emulator (COM3)

‘? comOcom - serial port emulater CNCBO (COMZ)
Seneca Virtual Com Port (COM13)
Seneca Virtual Com Port (COM135)
Seneca Virtual Com Port (COM1E)
Seneca Virtual Com Port (COM1T)
Seneca Virtual Com Port (COM18)
Seneca Virtual Com Port (COM18)
Seneca Virtual Com Port (COM3)
USE Serial Port (COM10)

USE Serial Port (COM14)
| = 3, PO

Now select the COM3 port and click on “Uninstall”:

Seneca Virtual Com Port (COM19
" Seneca Virtual Com Port (COM
USB Serial Port (COM10) Aggiornamenta software driver..

USE Serial Port (COM14) Disinstalla

2} Processori

L Schede direte Rileva modifiche hardware
B Schede video Propriets
Bl Srhermi

Now the COM3 is free and we can use it on the comOcom setup:

%’ Setup for comOcom - O
S8 ‘u"!rtual Port Pair 0 Ccoma comz
* use Ports class use Ports class
(- COM2 emulate baud rate [ | [ | emulate baud rate
enable buffer overun [_] [ enable buffer overrun
enable plugn mode [ ][] enable plugin mode
enable exclusive mode [ | [ enable sxclusive mods
enable hidden mode [ ] [[] enable hidden mode
L & RX
L . TX
DTR = & DTR
D5SR = ® D5R
DCD = ® DCD
RTS & ® RTS
CTS ®CTS
G [® Rl
ouT1 =@ ®0UT1
ouTZ - ®0UT2
OPEN @ [ ] & OPEN
oN
Add Pair Remove Reset Apply

Finally click on “Apply”, now the COM3/COM2 pair is created:

4 "% Porte (COM e LPT)
‘? comOcom - serial port emulator CNCAD (COM3)
'? com{com - serial port emulator CNCBOD (COMZ)
. ¥ Processori

WARNING!

Seneca Serial to Ethernet connector always uses the right port in the comOcom setup (in our case COM2).
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B Setup for comOcom - 0O

(=) Vitual Port Pair 0 E Comz
"COM3 use Ports class [+] us=Fors class

11.2 Serial Tunnel Point-to-Point on TCP

PLC SLAVE

3G @

= l,} f v}
v Vi
a S A = =] o Internet = S
54 Tunnel

Tunn unnel | INVERTER
CLIENT SERVER i = %

PRINTER

PLC Z-PASST

MASTER e PLC SLAVE
a4 . ‘
v L
i j~ e Internet
U= = () il
RS485 : . RS485
Tunnel =1 INVERTER
e SERVER | | g
CLIENT m N
PRINTER

The Serial Tunnel Point-to-Point allows to extend a serial connection between two serial devices that
support the same serial protocol by a TCP/UDP connection.

In TCP operating mode, one Z-PASS is defined as the “Master” and another Z-PASS is the “Slave”: the first is
a Tunnel Client, which receives data from the serial line and sends them to an outgoing TCP connection,
while the second is a Tunnel Server, which receives data from an incoming TCP connection and sends them
to the serial line; in this mode a “tunnel” is established between the two serial ports.

In configuration phase, on the Master it is necessary to set the Destination IP Address and the Destination
Port that defines the outgoing TCP connection; on the Slave, you have to set the Listen Port on which the
incoming TCP connection is accepted.

The tunnel can be established through the LAN (Ethernet) or through the WAN (Mobile Network), also
exploiting VPN connectivity.

WARNING!

In the Serial Tunnel Point-to-Point on TCP operating mode, just one connection is accepted for a given
serial port.

11.3 Serial Tunnel Point-to-Point on UDP

The Serial Tunnel Point-to-Point on UDP operating mode is much like that on TCP.
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The only difference is that no TCP connection is established and serial data are transported by UDP packets.
The configuration parameters are the same as those for the serial tunnel on TCP.

Also in this case, the tunnel can be established through the LAN (Ethernet) or through the WAN (Mobile
Network), also exploiting VPN connectivity.

WARNING!

In the Serial Tunnel Point-to-Point on UDP operating mode, just one connection is accepted for a given
serial port.

11.4 Serial Tunnel Point-to-Multipoint

INVERTER

,} 36 [ } PLC SLAVE _____ PRINTER
, T
[ (@ : _r““q B I A -
TUNNEL “"} INVERTER Slav
MASTER RS232 =

_ Rsdes I E I | '

INVERTER

e N 12

The Serial Tunnel Point-to-Multipoint allows to create a tunnel with a master and more than one slave; on

the master side, the data received from the serial line are sent to all the slaves, by means of multicast
transmission mode, in UDP packets.

To let the multicast work, the master and the slaves shall be part of the same multicast group, so there is a
“Multicast Group” parameter that shall be properly set; furthermore, for the Master Configuration have to
be defined “Destination Port” and “Multicast Interface” parameters, the latter shall be set to select the
network interface that allows to send the packets; for the slave configuration, “Listen Port” and “Multicast
Interface” are requested; the latter shall be set to select the network interface which allows to receive the
packets.

The tunnel can be established through the LAN (Ethernet) or through the VPN (Ethernet or 3G based).
WARNING!

In the Serial Tunnel Point-to-Multipoint operating mode, just one connection is accepted for a given serial
port.
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12 Modbus Shared Memory Gateway

Z-PASS can be configured to run as a Modbus Shared Memory Gateway: in this mode, a set of configured
tags are periodically and continuously read from Modbus RTU devices and these values are always available
in a shared memory, readable via Modbus TCP.

Z-PASS Modbus Shared Memory Gateway supports up to 2000 tags and up to 32 Modbus TCP Client
simultaneously.

In the Z-PASS Modbus Shared Memory Gateway, a Modbus TCP/IP Server (or slave) is always running on a
configured TCP port.

As for Modbus Ethernet to Serial Gateway functionality (see chapter 10), the Modbus TCP requests can be
forwarded through the Ethernet interface or through the Mobile/VPN interface.

Then, for each of the three available serial ports (COM1, COM2, COM4), the kind of “Task” can be defined:
a serial port can be Configured as a Modbus RTU Master or Modbus RTU Slave or not running at all.

In this manner, a number of possible combinations are available, to a maximum of three Modbus RTU
Masters or three Modbus RTU Slaves; normally, a combination of the two will be chosen, for example:
Modbus RTU Slave on COM1 and Modbus RTU Masters on COM2,COM4.

In the following pictures are shown, some typical scenarios.

Maodbus,
TCP-1P
PLC '
SIEMENS™
l Modbus RTU
Modbus, & RS485
TCP-IP B

In the above picture, two serial ports (RS232 — COM1, RS485 — COM2) are configured as Modbus RTU
Master.
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Modbus
RTU

Modbus
Slave
Port

Modbus

Modbus Slaves

—_ =
58
Madbus i
Master Modbus
Port RTU

In this case, one serial port (e.g. COM1) is configured as Modbus Slave and another (e.g. COM2) is
configured as Modbus Master.

When some measures acquired from the Modbus Slaves must be available for a PLC, which supports only
Modbus Master protocol, and also for a SCADA/Datalogger, the Z-PASS can be configured with one serial
port defined as Modbus Slave (connected to the PLC) and another in Modbus Master (connected to the
Modbus Slaves bus).

The PLC Modbus RTU Master and the Modbus TCP client(s) write/read the Z-PASS shared memory registers,
while the Z-PASS Modbus Shared Memory Gateway keeps the shared memory aligned with the Modbus
Slaves registers.

Modbus

RTU
Z-PASS
Modbus
Slave
o— Por\T Modbus
oanus \ A r
W Master
Modbus
Slave Modbus
Port RTU

Modbus

Master
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In the above picture, two serial ports (e.g. COM2 and COMA4) are configured as Modbus Slave and
connected to a PLC Modbus Master port; so, the two PLCs and the Modbus TCP Client can write/read the Z-
PASS shared memory to share data among them.

The Z-PASS Modbus Shared Memory Gateway provides some interesting features as explained in the
following.

Besides “classic” gateway behavior, Tags can be configured to work in “Bridge” mode; this mode allows to
acquire Tag values from the serial side, only when Gateway receives Modbus TCP Requests; that can be
very useful when in the serial line there are RTU devices with “Fail safe” outputs®, as explained in details in
19.5.1 paragraph.

Z-PASS Modbus Shared Memory Gateway performs Requests optimization on the RTU side, inserting as
many tags as possible in a single read/write request; the maximum number of registers in a request can be
set independently for each serial port and for read and write operations; this option can be useful to
connect RTU devices which support different maximum number of registers on different serial ports.

Tag configuration can be created using a Microsoft Excel™ Template provided by Seneca (see 19.5.3
paragraph); this can largely reduce configuration time, particularly when a large number of tags shall be
configured.

13 VPN

SCADAT
Router

u ¥DSL3
.
ModBUS

TCP-IP

Router

4 o

Ethernet

Z-PASS supports the standard OpenVPN protocol.

The main advantages that come from using a VPN are:
e secure connections, since transported data are encrypted;
e the ability to establish connections without interfering with the corporate LAN;
e no need to have a static/public IP address on the WAN side;

* This feature is available in many Seneca products.
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e remote configurability by a built-in Web Server.
Two “VPN modes” are available, named “OpenVPN” and “VPN Box”, respectively.

The “OpenVPN” mode can be used when the Z-PASS shall be installed in an already existing VPN. In this
case, an OpenVPN server shall be available and the configuration, certificate and key files for the Z-PASS
client shall be provided by the VPN administrator; the files can be uploaded to the Z-PASS using the “VPN
configuration” page of Z-PASS Web Server.

If the VPN infrastructure does not exist yet, the advisable choice is to adopt the “VPN Box” solution,
developed by Seneca. The “VPN Box” is an hardware appliance (or a virtual machine) which lets the user
easily setup two alternative kinds of VPN:

“Single LAN” VPN

“Point-to-Point” VPN

In the “Single LAN” VPN, all devices and PCs (and associated local subnets) configured into VPN are always
connected in the same network. In this scenario any PC Client can connect to any device (Z-PASS) and to
other machines which lie in the Z-PASS LAN, but also any device/machine can connect to any other remote
device/machine which belongs to the same VPN network. This VPN architecture puts some constraints on
the device sub-networks definition, in fact all VPN clients must have a different IP address and different
local LAN, to avoid conflicts. The software named “VPN BOX Manager” configures VPN BOX and will help
you to avoid errors defining local subnet.

In the “Point-to-Point” VPN, a client PC, in a given moment, can perform a single connection, on demand,
to only one device (Z-PASS) (and to machines which lie in the Z-PASS LAN) at time. Furthermore, devices
can’t communicate each other also if they belong to the same VPN. The advantage of this architecture is
that the same sub-network can be used in all sites. Point to point mode makes it possible to define user
groups and manage them. This VPN modality must be configured on “VPN Box” by VPN BOX Manager.

There are two kinds of “Point-to-Point” VPN:
e routing Layer 3 VPN
e bridging Layer 2 VPN

In “Routing Layer 3 VPN”, only IP (Layer 3) packets are transported over the VPN tunnel and a new virtual
LAN is created with a network subnet which must be different from the LAN subnets of the server and
clients.

Conversely, in “Bridging Layer 2 VPN”, all Ethernet frames are transported over the VPN tunnel and the
clients are inserted in the server LAN.

Each of the two kinds has benefits and drawbacks:

Layer 2 benefits/drawbacks:

» can transport any network protocol
> broadcast traffic (e.g.: DHCP) is transported
> causes much more traffic overhead on the VPN tunnel

Layer 3 benefits/drawbacks:

> can transport only IP traffic
> broadcast traffic (e.g.: DHCP) is not transported
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> lower traffic overhead, transports only traffic which is destined for the VPN clients

The “VPN Box” is supplied with two Windows applications:

e the “VPN Box Manager”, which allows to configure the VPN® mode on the VPN Box and manage the
devices®

e the “VPN Client Communicator”, which lets the user connect the PC to the network (in the “Single
LAN” case) or to a specific device (in the “Point-to-Point” case)

A detailed description of “VPN Box” can be found in the “VPN Box User Manual”.
A detailed description of Z-PASS VPN configuration parameters is given in 19.7 paragraph.

The following two sub-paragraphs give some more info about the two kinds of VPN.

13.1 “Single LAN” VPN

. Z-PASS2
_ 3 ‘ l .
® 3 g
: A E 192,168.10.101
h’} e
v : 192,168.10.154 T

Router
xDSL?

Mo, @ ’} i pmss_
VPN BOX , < - ( ) E ﬂ!

‘ 192.168.20.101
=

19216820254 L IH Jl[ il

192.168.20.102

192.168.10.102
192.168.1.X

7-PAS

SCADA :
o . % : = V}
v
Ethernet

192.168.30.254 ‘ .

192.168.30.101

i

ade=

192.168.2.X
192.168.30.102

The above figure gives an example of a “Single LAN” VPN.

The client PC (with IP address 192.168.1.X) can connect, just as an example, to the first Z-PASS2 by using its
192.168.10.154 IP address and to the PLC in the Z-PASS LAN by using its local IP address 192.168.10.102.

Also, two devices which lie in two different LANs of the same VPN network (e.g.: 192.168.10.101 and
192.168.20.102) can connect to each other, again using their local IP addresses.

> Only one of the two kinds of VPN can be configured on a given VPN Box.
® “VPN Box” functionality is available also on Seneca Z-TWS4, Z-PASS2-S and S6001-RTU products.
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To let this scenario work correctly, an essential rule must always be followed: the Z-PASS LANs and the PC
LAN shall have different and not colliding subnets; so, in the above figure, the following subnets allocation
has been depicted:

PC LAN 192.168.1.0/24
SCADA LAN 192.168.2.0/24
Z-PASS2 LAN 192.168.10.0/24
Z-PASS2 LAN 192.168.20.0/24
Z-PASS1 LAN 192.168.30.0/24

The “VPN Box Manager” application guides you in the configuration task, checking that no subnet/IP
address conflict is present in the network.

If subnet/conflicts cannot be avoided, using a “Single LAN” VPN is still possible if local IP addresses are not
used; devices can be reached by means of their VPN IP addresses and machines beyond them can be
reached by configuring some “port forwarding” rules on the Device Router (see 19.8 paragraph).

13.2 “Point-to-Point” VPN

!
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The above figure gives an example of a “Point-to-Point” VPN.

D),
™
»_

In this scenario a PC (acting as a VPN Client) can connect, on demand, to only one Z-PASS and its subnet,
using local IP addresses. Since the client “sees” just one Z-PASS (and attached devices) at time, the same
subnet configuration can be assigned to different sites, without creating conflicts.

For this kind of VPN, the “VPN Box Manager” application lets define group of users that can connect only
to assigned devices.
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The “VPN Client Communicator” application retrieves the list of devices which are available for the logged
user; then the user can select one device on the list and connect to it.

14 Router
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As already told before, “Router” functionality routes packets between the LAN (Ethernet) interface and the
WAN (Mobile Network) interface; so, this functionality specially makes sense when a mobile connection is
active, which needs the availability of a 3G modem (true for Z-PASS2).

More specifically, an important feature of the Router is what is known as “IP forwarding”; this means that
when Z-PASS receives a packet not targeted for it, it does not discard the packet but forwards it to its actual
destination; when a packet is routed from the LAN to the WAN, Z-PASS also performs what is known as “IP
masquerading”, meaning that the original source IP address is replaced with the IP address of the WAN
(PPP) interface.

Another important feature is the availability of a DNS server/forwarder, which can resolve names either by
itself or querying the external configured DNS server.

Also, a DHCP server is available which assigns IP addresses to clients connected on the Z-PASS LAN; here,
you can configure the range of addresses used by the server and the lease time.

There is also the possibility to define up to five “Port Forwarding” rules or “Virtual Servers”; using these
rules, you can, for example, redirect packets received from a TCP or UDP port to another Z-PASS port or to
another machine, with a different IP address, on the same or another port.

As an alternative to using “Port Forwarding” rules, Router + VPN functionalities allow the use of local
addresses, as shown in the previous chapter; in the router configuration, a flag is given to enable this
feature.
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A detailed description of the Router configuration can be found in 19.8 paragraph.

15 Network Redundancy

“Network Redundancy” is a functionality than can be enabled on Z-PASS2 devices, where a 3G modem is
available.

This functionality is aimed at switching the network interface used to access the Internet from the Ethernet
(“primary” interface) to the Mobile/3G (“secondary” interface), when Internet access through the primary
interface becomes unavailable; when access through the primary interface become available again, the
network interface is switched back to Ethernet.

The parameters provided to configure Network Redundancy are explained in paragraph 19.2 “Network and
Services”.

16 Remote Connection Disable

Z-PASS1-10 and Z-PASS2-10 products provide a dedicated digital input and a dedicated digital output to
control and monitor remote connection to the device.

In details:

- when “Remote Connection Disable” digital input is set to HIGH state, remote connection to the
device is disabled; conversely, when “Remote Connection Disable” digital input is set to LOW state,
remote connection to the device is enabled; “Remote Connection Disable” digital input state is
reported by the “RCD” LED;

- “Remote Connection Active” digital output is set to HIGH state when the device is remotely
accessed (VPN connection is active); it is set to LOW state when VPN connection is not active.

Four levels of security can be configured to disable remote connection:
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- Level 1 (“VPN Connection”): VPN connections are disabled in any VPN mode (VPN Box Point-to-
Point, VPN Box Single LAN, OpenVPN), but VPN Box Service is still running, so the device can still be
monitored on VPN Box Manager;

- Level 2 (“VPN Service”): VPN Box Service is disabled, but the device can still access the Internet and
send/receive SMSs;

- Level 3 (“Internet Connection”): any Internet access is disabled, but the device can still
send/receive SMSs;

- Level 4 (“SMS Service”): modem is off, so SMSs can’t be sent/received.

See “Digital I/0 Configuration” paragraph to learn how to set the desired security level.

17 Auto-APN

The Auto-APN feature lets the Z-PASS establish mobile data connections without requiring the user to
configure APN data’ for the SIM in use.

This is accomplished by using the SIM IMSI and, possibly, some other data available on the SIM, to select
the proper APN record in an internal DB, containing APN records for all mobile operators in the world.

In some particular cases, however, when a “custom APN” shall be used, the Auto-APN feature can be
disabled, setting the “APN Mode” parameter to “Manual”, in the “Mobile Network” page (see paragraph
19.12).

18 SMS Commands

On Z-PASS devices, a number of features can be controlled by means of “SMS commands”; such features
include setting up a mobile data (PPP) connection, activating the VPN Box functionality, setting a digital
output etc.

SMS Commands can be sent by phone numbers that are present in the Z-PASS Phonebook as “admin” or
“manager” users; as an alternative, any phone number can send an SMS command, provided that the
command contains a “password”; the password is made by the last four digits of the Z-PASS modem IMEI;

so the command will have the following format (there must be a blank character between the “password”
and the command text):

<last four IMEI digits> <command text>

Example:

6172 PPP ON

Please note that the command text can be written in any letter case, all uppercase, all lowercase or a mix
between the two.

7 APN data are: APN, Username, Password and Authentication Type.
® This DB is updated to the one used in the last Android O.S. version.
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Any SMS command received from a number that is not recognized as an “admin” or “manager” user and
does not contain the password will be discarded; as an option, these messages and all messages that are
not recognized as valid commands can be “relayed” to the “admin” user (see paragraph 19.15).

Example:

PPP ON RELAYED

SMS commands substantially fall into two categories:
- “set” commands which execute an action

- “get” commands which ask for some information

While “get” commands always have an answer, “set commands” can be given an answer (“acknowledge”)
or not, depending on a configuration parameter (see paragraph 19.15).

Any response to a command, both “set” or “get”, will contain the original message text, plus a result string,
which can be:

“EXECUTING”
meaning that the command has been correctly processed; the “ING” form is used to tell that the procedure
started by the command might not be completed yet

“FAILED”

meaning that the command could not be processed or something failed; in this case, an error string is
present giving the failure reason

Examples:

PPP ON EXECUTING (100.70.179.88)

PPP ON FAILED (System PPP ON)

Obviously, the response to a “get” command also contains the requested info, if the command has been
successfully processed.

Example:

GET DIN EXECUTING (1,0,0,0)

Finally, the whole SMS commands functionality can be disabled, if not needed, by means of a configuration
parameter (see paragraph 19.15).

Obviously, SMS commands are available only in Z-PASS2 product (for all HW revisions), where a GSM model
is available.

In the following paragraphs, the full list of supported commands is given along with the corresponding
responses.

18.1 PPP ON

This command can be used to setup the mobile data (PPP) connection; the connection is setup using
system configuration parameters (APN Mode, APN, Auth Type etc.).
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If the command is successfully processed, the response contains the IP address assigned to the PPP
network interface.

This command is rejected in the following cases:

- if the mobile data (PPP) connection is enabled in the system configuration (parameter “Data
Connection/Enable” = ON), the command will fail with the "System PPP ON" error;

- if “Remote Connection Disable” (RCD) digital input is HIGH and “Security Level/Service Disable”
parameter is set to “Internet Connection”, the command will fail with the "Security Level error”
error.

Also, if the connection setup procedure is not completed after a timeout (currently fixed to 30 seconds),
the command will fail with the “Timeout error” error.

Please note that this command that does not enable the mobile data connection in a persistent way, so if
the Z-PASS is restarted, the mobile data (PPP) connection is not re-established.

Example:

. PPP ON
- PPP ON EXECUTING (100.70.179.88)

18.2 PPP OFF

This command can be used to drop down the mobile data (PPP) connection setup by a previous “PPP ON”
command.

This command is rejected in the following case:

- if the mobile data (PPP) connection is enabled in the system configuration (parameter “Data
Connection/Enable” = ON), the command will fail with the "System PPP ON" error.

Example:

. PPP OFF
- PPP OFF EXECUTING

18.3 PPP IP

This command can be used to get the IP address assigned to the mobile data (PPP) connection; if the PPP
connection is not active, the “dummy” IP address (0.0.0.0) will be given.

This command is never rejected.
Example:

— PPP IP
— PPP IP EXECUTING (100.70.179.88)

18.4 PPP CNF

This command can be used to change the value of the system configuration parameters related to the
mobile data (PPP) connection.
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The command shall have the following format, where parameter values shall be separated by a blank
character:

PPP CNF <APN mode> <APN> <Authentication Type> <Username> <Password> <PPP Connection
Testing IP Address>

Please note that all the parameters shall be present, in the above order; no parameter can be left empty.

For the meaning of these parameters, please see 19.12 paragraph.

<APN> and <Authentication Type> are numeric fields with the following values.

APN Mode
0: Automatic
1: Manual

Authentication Type

0: None

1: CHAP/PAP

2: CHAP only
3 PAP only

This command is rejected in the following cases:

- if the mobile data (PPP) connection is enabled in the system configuration (parameter “Data
Connection/Enable” = ON), the command will fail with the "System PPP ON" error;

- if any of the command parameters is missing or invalid, the command will fail with the “Command
parameter error”.

Example:

- PPP CNF 0 mobile.vodafone.it 0 user pass www.google.com
— PPP CNF EXECUTING

18.5 VPN ON

This command can be used to activate the VPN Box functionality; the functionality is activated using system
configuration parameters (Server, Password, Tag Name).

The command has two optional parameters, so its format is the following:
VPN ON [PPP] [NOFWL]9

IIPPPII
if this parameter is present, the mobile data (PPP) connection is setup (if it’s not already active), before
activating the VPN Box functionality

“NOFWL”
if this parameter is present, the “Mobile Network Firewall” is disabled, in the system configuration

This command is rejected in the following cases:

? Square brackets tell that parameter is optional.
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- if the VPN Box functionality is enabled in the system configuration (parameter “VPN Box/Enable” =
ON, “VPN Mode” = “VPN Box”), the command will fail with the "System VPN ON" error;

- if the “custom” VPN functionality is enabled in the system configuration (parameter “VPN/Enable”
= ON, “VPN Mode” = “OpenVPN"), the command will fail with the "System VPN ON" error;

- if “Remote Connection Disable” (RCD) digital input is HIGH and “Security Level/Service Disable”
parameter is set to “VPN Connection” or “VPN Service” or “Internet Connection”, the command will
fail with the "Security Level error” error.

Please note that this command that does not activate the VPN Box functionality in a persistent way, so if

the Z-PASS is restarted, the functionality is not re-activated.

Examples:

- VPN ON

— VPN ON EXECUTING

- VPN ON PPP

— VPN ON PPP EXECUTING

N VPN ON NOFWL

— VPN ON NOFWL EXECUTING

- VPN ON PPP NOFWL

— VPN ON PPP NOFWL EXECUTING
18.6 VPN OFF

This command can be used to deactivate the VPN Box functionality activated by a previous “VPN ON”
command; it also drops down the mobile data (PPP) connection setup by a previous “VPN ON PPP”
command or “PPP ON” command.

This command is rejected in the following case:

- if the VPN Box functionality is enabled in the system configuration (parameter “VPN Box/Enable” =
ON, “VPN Mode” = “VPN Box”), the command will fail with the "System VPN ON" error.

Example:

. VPN OFF
- VPN OFF EXECUTING

18.7 VPN CNF
This command can be used to change the value of the system configuration parameters related to the VPN
Box.

The command shall have the following format, where parameter values shall be separated by a blank
character:

VPN CNF <Server> <Password> <Tag Name>

Please note that all the parameters shall be present, in the above order; no parameter can be left empty.

For the meaning of these parameters, please see 19.7.2 paragraph.
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This command is rejected in the following cases:

- if the VPN Box functionality is enabled in the system configuration (parameter “VPN Box/Enable” =
ON, “VPN Mode” = “VPN Box”), the command will fail with the "System VPN ON" error;

- if any of the command parameters is missing or invalid, the command will fail with the “Command
parameter error”.

Example:

- VPN CNF myvpnbox.seneca.it myvpnbox zpass2-GSP
- VPN CNF EXECUTING

18.8 FWL ON

This command can be used to enable the “Mobile Network Firewall” in the system configuration
(parameter “Mobile Network Firewall/Enable” = ON).

This command is never rejected.
Example:

- FWL ON
— FWL ON EXECUTING

18.9 FWL OFF

This command can be used to disable the “Mobile Network Firewall” in the system configuration
(parameter “Mobile Network Firewall/Enable” = OFF).

This command is never rejected.

Example:
— FWL OFF
— FWL OFF EXECUTING

18.10 GET DIN

This command can be used to get the status of one or all of the four digital inputs; if a digital input is not
available (since it is used as an output)™, the “0” value is given.

The command can have two formats:

GET DIN<n> with <n>=1..4 get the status of a single digital input

GET DIN get the status of all the digital inputs

This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R01 device, which has no digital I/Os, the
command will fail with the “Digital I/0 not available” error;

1% This can be true for DI3 an DI4.
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- if the digital I/O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error.

Examples:

N GET DIN

- GET DIN EXECUTING (1,0,0,0)
N GET DIN1

— GET DIN1 EXECUTING (1)

- GET DINZ2

- GET DINZ EXECUTING (0)

18.11 GET DOUT

This command can be used to get the status of one or all of the four digital outputs; if a digital output is not
available (since it is used as an input)™, the “0” value is given.

The command can have two formats:

GET DOUT<n> with <n>=1..4 get the status of a single digital output

GET DOUT get the status of all the digital outputs

This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R0O1 device, which has no digital I/Os, the
command will fail with the “Digital I/0 not available” error;

- if the digital I/O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error.

Examples:

- GET DOUT

— GET DOUT EXECUTING (0,1,0,0)
— GET DOUT1

— GET DOUT1 EXECUTING (0)

- GET DOUT2

— GET DOUTZ2 EXECUTING (1)

18.12SET DOUT

This command can be used to set the status of one of the four digital outputs.

The command can have two formats:
SET DOUT<n>.CLOSE with <n>=1..4 set the digital output to the HIGH state
SET DOUT<n>.OPEN with <n>=1..4 set the digital output to the LOW state

This command is rejected in the following cases:

" This can be true for DO3 an DO4.
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if the command is received on a Z-PASS2, Z-PASS2-R01 device, which has no digital 1/Os, the
command will fail with the “Digital I/0 not available” error;

if the digital output is not configured as “General output” or the digital I/O is used as an input®, the
command will fail with the “Digital I/0 mode error” error;

if the digital I/O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error;

if the requested state is neither “.CLOSE”, nor “.OPEN”, the command will fail with the “Command
parameter error” error.

Example:

—

«—

SET DOUT2.CLOSE
SET DOUTZ2.CLOSE EXECUTING

18.13SET PULSE

This command can be used to generate a pulse on one of the four digital outputs.

The command can have two formats:

SET PULSE<n>.CLOSE <duration> with <n>=1..4
to generate a LOW-HIGH-LOW pulse, with the HIGH state set for the number of seconds given by the
<duration> parameter

SET PULSE<n>.0OPEN <duration> with <n>=1..4
to generate a HIGH-LOW-HIGH pulse, with the LOW state set for the number of seconds given by the

<duration> parameter

This command is rejected in the following cases:

if the command is received on a Z-PASS2, Z-PASS2-R01 device, which has no digital 1/Os, the
command will fail with the “Digital I/0O not available” error;

if the digital output is not configured as “General output” or the digital /0 is used as an input®, the
command will fail with the “Digital I/0 mode error” error;

if the digital I/O number in the command is out of range (e.g.: 0 or 5), the command will fail with
the “Command parameter error” error;

if the requested state is neither “.CLOSE”, nor “.OPEN”, the command will fail with the “Command
parameter error” error;

if the <duration> parameter is missing or invalid, the command will fail with the “Command
parameter error” error;

if the “.CLOSE” parameter is given and the digital output is already in the HIGH state, the command
will fail with the “No pulse generated” error;

if the “.OPEN” parameter is given and the digital output is already in the LOW state, the command
will fail with the “No pulse generated” error.

Example:

—

SET PULSEZ2.CLOSE 10

!2 This can be true for DO3 and DOA4.
3 This can be true for DO3 and DO4.
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- SET PULSE2.CLOSE 10 EXECUTING

18.14 SET USER.PHONE

This command can be used to insert a user with the specified telephone number and type into the
Phonebook; it can also be used to change the type of an already existing user.

The command has the following format:

SET USER.PHONE +<number> <type>, with<type>=ADM |MGR |USR

Please note that the telephone number shall always be given in the “international format”, so the initial ‘+’

character shall always be present.

This command is rejected in the following cases:

- if the specified <number> already exists in the Phonebook, with the specified <type>, the command
will fail with the “Number already exists” error;

- if the <number> parameter is missing or invalid (including the case when the ‘+’ character is
missing), the command will fail with the “Command parameter error” error;

- if the <type> parameter is missing or invalid, the command will fail with the “Command parameter
error” error.

Example:
- SET USER.PHONE +390123456789 ADM
— SET USER.PHONE +390123456789 ADM EXECUTING

18.15 RESET PHONE
This command can be used to delete a user with the specified telephone number from the Phonebook.
The command has the following format:

RESET PHONE +<number>

Please note that the telephone number shall always be given in the “international format”, so the initial ‘+

character shall always be present.

This command is rejected in the following cases:

- if the specified <number> does not exist in the Phonebook, the command will fail with the
“Number does not exist” error;

- if the <number> parameter is missing or invalid (including the case when the ‘+’ character is
missing), the command will fail with the “Command parameter error” error.

Example:
N RESET PHONE +390123456789
- RESET PHONE +390123456789 EXECUTING
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18.16 STATUS
This command can be used to get some status information from the device.

The status info given in the response has the following format:

Z-PASS2<hwrev> <date> <time> RUNNING <service status>,<vpn status>
<DI1>,<DI2>,<D0O1>,<D02>,<DIDO1>,<DID0O2>

where:

<hwrev>: “”, “-R01”, “-10”

<date> is in the form “yyyy/mm/dd”

<hour> is in the form “hh:mm:ss”

<service status> reports the status of the “SERV” LED™ (“OFF” | “ON” | ”FAIL")

<vpn status> reports the status of the “VPN” LED (“OFF” | “ON”"|”FAIL”)
<DI1>,<DI2>,<D01>,<D02>,<DIDO1>,<DID0O2> status (“LO”|”HI”) of the digital I/Os (only for Z-PASS2-10)

This command is never rejected.

Example:
= STATUS
- STATUS EXECUTING (Z-PASS2-I0O 2018/03/09 08:01:31 RUNNING OFF,OQOFF

HI,L1LO,HI,LO,LO, LO)

18.17 GET GPS
This command can be used to get GPS location info from the device.

The response is given as an URL to Google Maps™:
https://www.google.com/maps/?q=<latitude>,<longitude>

This command is rejected in the following cases:

- if the command is received on a Z-PASS2, Z-PASS2-R01 device, which does not have a GPS module,
the command will fail with the “GPS not available” error;
- If the GPS signal is not available, the command will fail with the “GPS not fixed” error.

Example:

- GET GPS
- GET GPS EXECUTING (https://www.google.com/maps/?q=45.3742,11.94557)

18.18 RESET
This command can be used to restart (“reboot”) the device.

This command is never rejected.

!4 See Chapter “LEDs signaling”.
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Example:
N RESET
— RESET EXECUTING

18.19 Initial Configuration

This paragraph describes a possible procedure to configure a new Z-PASS device, starting from “factory
default” situation.

Firstly, a SIM with PIN check disabled is needed; this SIM shall also be usable with Auto-APN feature (that is
it should not require a private custom APN); obviously, the SIM shall support SMS service.

Since no user is present in the Phonebook yet, SMS commands shall be sent with the password, so the
modem IMEI shall be known.

If the previous conditions are satisfied, only two commands are needed to let the device connect to the
VPN Box; these are:
<password> VPN CFG <parameters>

<password> VPN ON PPP

Once these commands are successfully processed, the new device appears in the device list presented by
the VPN Box Manager SW; after inserting the device in a user’s group (in case of Point-to-Point VPN Box) or
applying the device configuration (in case of Single-LAN VPN Box), the device will be reachable via the VPN,
letting the user fully configure it.

19 Web Configuration Pages

Z-PASS can be fully configured by means of a set of web configuration pages.

To access Z-PASS configuration site, you have to connect the browser to the Z-PASS IP address on port
8080, e.g.:

http://192.168.90.101:8080

and, when asked, provide the following credentials (default values):

Username: admin
Password: admin

You come to the “Main View” page, described in the following paragraph.
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19.1 Main View
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In this page, main Z-PASS configuration parameters are shown, with their current values.

On the left side of the page, like in any other page, a menu is shown which lets you access all the

configuration pages; the menu is divided in several sections:

e General Configuration

e Shared Memory Tag Configuration (when Gateway Mode is set to Modbus Shared Memory

Gateway, see paragraph 19.4)
e Mobile Configuration (not available on Z-PASS1, Z-PASS1-R01 and Z-PASS1-10)
e Digital I/O Configuration (on Z-PASS1-10, Z-PASS2-10 products)

e Logic Configuration (not available on Z-PASS1, Z-PASS1-R01 and Z-PASS1-10)
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e Diagnostics

Furthermore, in this like in any other page, the following information are shown:

e the page name

e the Z-PASS FW version (along with the modem FW revision, for Z-PASS2)

e the Z-PASS MAC address; the modem IMEI, for Z-PASS2; the SIM IMSI, for Z-PASS2, when a SIM is
present

e the network interface used for Internet Access (i.e.: “Ethernet” or “Mobile”)

e the Modbus Ethernet to Serial/Transparent/Modbus Shared Memory Gateway status (i.e.:
“running” or “stopped”)

e the Router status (i.e.: “running” or “disabled”)

The currently logged user (e.g.: “admin”) and the “Logout” link are also present, near the page name.

In this page, two buttons are available:
e  “RESTART”, to perform Z-PASS reboot;
e  “FACTORY DEFAULT”, to reset Z-PASS to its factory state.

Probably, the first parameters you need to change when setting up a new Z-PASS device are those related
to its network configuration.

You can accomplish this in the “Network and Services” page, described in the following paragraph.

19.2 Network and Services

The parameters shown in this page slightly change, depending on the HW version of the product (Z-
PASS1/Z-PASS2 or Z-PASS1-R01/Z-PASS2-R01 or Z-PASS1-10/Z-PASS2-10) and, for new HW versions, on the
selected “Ethernet Mode”; this is shown in the following figures.
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The previous figure shows the “Network and Services” page for a Z-PASS2-10, when the “Ethernet Mode”
parameter is set to “LAN/WAN”; it also applies to a Z-PASS1-10 in “LAN/WAN” mode.
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The previous figure shows the “Network and Services” page for a Z-PASS2-10, when the “Ethernet Mode”
parameter is set to “Switch”; it also applies to a Z-PASS1-10 in “Switch” mode.
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The previous figure shows the “Network and Services” page for a Z-PASS2-R01, when the “Ethernet Mode”
parameter is set to “LAN/WAN”; it also applies to a Z-PASS1-R01 in “LAN/WAN"” mode.
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60 B0 |
orF

g

The previous figure shows the “Network and Services” page for a Z-PASS2-R01, when the “Ethernet Mode”
parameter is set to “Switch”; it also applies to a Z-PASS1-R01 in “Switch” mode.
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() Eevemmd - O X

/ [ Z-Passz2 X \\

< C IG) 192.168.85.105:8080/setup.php Q :

@

©SENECA s

General Configuration Network and Services [user: admin] [logout]

AT TR Firmware Version: SW003900_224 [Modem: 1231 B02SIM5350E_20141015]
_ MAC Address: C8F9810201D7 [IMEl: 862264020120878]

Serial Ports

Gateway Configuration Internet Access: Ethernet

Real Time Clock Satup Modbus Ethernet to Serial Gateway: running

WE EETITE L e Router: disabled

Router Configuration

Users Configuration . cummeNT  uPpATED

e o wewem

Conf. Management

OFF OFF v
Mobile Configuration
. 192.168.85.105 192.168.85.105

DDNS Configuration 255.255.252.0 255.255.252 0

Diagnostics OFF

FW Versions 192.168.100.101  [192.168.100.101

Ethernet Inferfaces 255.255.,255.0 255 255 255 0

192.168.85.1 [192.168.85.1 |

19216684113 [192.168.84.113 |

:

[=]
=

HTTP/HTTPS HTTF/HTTPS v
18080

)
a3 |

FTR/SFTP FTR/SFTP v

21 |

22 |
or
8.8.4.4 8844 |
o
60 60 |
or

The previous figure shows the “Network and Services” page for a Z-PASS2 (old version); it also applies to a
Z-PASS1 (old version).

There is an important difference between the parameter values shown in this page and those shown in the
“Main View” page: the former are configured values, whereas the latter are actual values.
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To better explain this difference, let’s consider the case when the DHCP parameter is set to ON; in the
“Network and Services” page, you may see the 192.168.90.101 default value for the “IP Address”
parameter, whereas the “Main View” page shows the actual IP Address, assigned by the DHCP server.

In the following table, all configuration parameters available in this page are listed, with a short explanation
and the parameter default value for each of them.

Field Meaning Default value

NETWORK/Ethernet Mode This parameter determines if the | LAN/WAN
two Ethernet ports work as two
fully separated network interfaces
(“LAN/WAN”") or as the ports of an
Ethernet switch (“Switch”);
depending on the value of this
parameter, some other network
parameters are hidden/shown or
renamed as described below.

This parameter is available only for
Z-PASS1-RO1, Z-PASS2-R01, Z-
PASS1-10 and Z-PASS2-10 products.
For Z-PASS1 and Z-PASS2 products,
only “Switch” mode is available,

hence the parameter is not shown.

Ethernet Mode = “Switch”

NETWORK/DHCP Flag to enable/disable the DHCP | OFF
functionality on the Ethernet
interface.

NETWORK/IP Address IP address of the Ethernet interface | 192.168.90.101
(disabled when “DHCP” is set to
llON”)

NETWORK/Network Mask Network mask of the Ethernet | 255.255.255.0
interface (disabled when “DHCP” is
set to “ON”)

NETWORK/IP Address 2 Enable Flag to enable/disable the second | OFF
IP address on the Ethernet
interface.

Note that the second IP address
can be enabled also when the
DHCP functionality is active.

NETWORK/IP Address 2 Second IP address of the Ethernet | 192.168.100.101
interface
NETWORK/Network Mask 2 Second network mask of the | 255.255.255.0

Ethernet interface

Ethernet Mode = “LAN/WAN”

NETWORK/DHCP on WAN Flag to enable/disable the DHCP | ON
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functionality on the WAN Ethernet
interface

NETWORK/LAN IP Address

IP address of the LAN Ethernet
interface

192.168.90.101

NETWORK/LAN Network Mask

Network mask of the LAN Ethernet
interface

255.255.255.0

NETWORK/WAN IP Address

IP address of the WAN Ethernet
interface (disabled when “DHCP on
WAN” is set to “ON”)

192.168.100.101

NETWORK/WAN Network Mask

the WAN
Ethernet interface (disabled when
“DHCP on WAN” is set to “ON”)

Network mask of

255.255.255.0

NETWORK/Default Gateway

Default Gateway I[P  address
(disabled when DHCP functionality
is enabled).

When “Ethernet Mode” is set to
“LAN/WAN”, the Default Gateway
shall be in the WAN subnet.

192.168.100.1 , for Z-PASS1-
ROx and Z-PASS2-ROx (x=1,2)
192.168.90.1,
products

for all other

NETWORK/DNS Mode

Tells if the DNS Server shall be set
statically “Static”)
dinamically assigned by the DHCP
Server (value: “DHCP”)

(value: or

DHCP, for Z-PASS1-ROx and Z-
PASS2-ROx (x=1,2)
Static, for Z-PASS1 and Z-PASS2

NETWORK/DNS Server

DNS server IP address (disabled
when DHCP functionality is enabled
and DNS Mode = DHCP)

192.168.100.1 , for Z-PASS1-
ROx and Z-PASS2-R0x (x=1,2)
192.168.90.1,
products

for all other

NETWORK/IP Configuration from
Discovery

Flag the
possibility of changing some of the

to  enable/disable
network configuration parameters
by means of the SDD application
(see chapter 8)

ON

WEB SERVER/Protocol

Protocol used to access the web
pages:
HTTP/HTTPS, HTTPS, HTTP

HTTP/HTTPS

WEB SERVER/HTTP Conf Port

TCP  port the
configuration pages, using HTTP

to access

protocol.
Please note that if this parameter is

set to 80 (standard HTTP port), the

web user site won’t be available

anymore.

8080
Default URL for conf pages:
http://<IP_address>:8080

WEB SERVER/HTTP User Port

TCP port to access the user pages,
using HTTP protocol.

80
Default URL for user pages:
http://<IP_address>
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WEB SERVER/HTTPS Port

TCP the
configuration and user pages, using
HTTPS protocol.

port to access

443

Default URL for conf pages:
https://<IP _address>/maintenance
Default URL for user pages:
https://<IP_address>

FILE TRANSFER/Protocol

Protocol used for File Transfer:
FTP/SFTP, SFTP, FTP

FTP/SFTP

FTP Port

TCP Port for FTP protocol

21

SFTP Port

TCP Port for SFTP protocol

22

NETWORK REDUNDANCY/Enable

the
Redundancy”

Flag to enable/disable
“Network
that

Ethernet interface as the primary

functionality, is using the
interface to access the Internet and
the Mobile the
secondary interface, if the access

interface as

through the primary interface

becomes unavailable

OFF

NETWORK REDUNDANCY/Ping
Address

IP Address used as ping destination
to check if access to the Internet
the
(Ethernet) is available.

This address shall be different from
“DNS Server”
parameter, otherwise an error is

through primary interface

the one set for

shown (see figure below).

8.8.4.4

WATCHDOG/Enable

Flag to enable/disable the

watchdog functionality

ON

WATCHDOG/Timeout (s)

Watchdog timeout, in seconds;
when watchdog is enabled, if it’s
not refreshed for this amount of
seconds, the system will be
rebooted.

Possible values are in the range

[30..3600].

60

DEBUG LOGS/Enable

Flag to enable/disable the debug
logs

OFF

COM1/Mode

Operating mode of the COM1 serial
port

Possible values: RS485 | RS232
This parameter is available only for
Z-PASS1-10 Z-PASS2-10

products.

and

RS485
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One note about the “DHCP” parameters:
o the “DHCP” parameter can be set to “ON” only if the “DHCP Server” parameter of the “Router
Configuration” page is set to “OFF” (see paragraph 19.8).

In the “Network and Services” page, you can change any of the above parameters; to apply the changes,
press the “APPLY” button; as warned by the note on the page, only for some parameters, the parameter
change requires rebooting the Z-PASS; these parameters are:

e NETWORK/Ethernet Mode

e WEB SERVER/Port

e WATCHDOG/Enable, only when changing ON -> OFF

e DEBUG LOGS/Enable, only when changing ON -> OFF
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() Efipvenmd - O st
[Y z-Pass? %
& C |® 192.168.85.104:8080/changesetup.php?do=1 w :
i}
SENECA 7+
General Configuration Network and Services [user: admin] [logout]
Ty Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
Network and Senvices

Seral P MAGC Addresas: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
erial Ports
T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Configuration

FW Upgrade

DNS Server and Ping Address shall be different ! Configuration not changed.

Conf. Management

Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration

Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

19.3 Serial Ports

By clicking on the “Serial Ports” link, in the “General Configuration” menu, you come to the following page:
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(DN Giciang

/ [ Z-Pass2

b4 \\;

C IG) 192.168.85.104:8080/serial_ports.php

©SENECA

General Configuration

Main View

Network and Services
SedalPots

Gateway Configuration

Real Time Clock Setup

VPN Configuration

Router Configuration

Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Z-PASS2

Serial Porta [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

=)
=
[=]

-

116200 115,

o

None

-

38400 v

"

— — -
- - -

None

-

38400 v

" i

None

-

This page is made up of three sections, corresponding to the three serial ports available in Z-PASS devices:

e COM1
e COM2
e (COM4

RS232 or RS485"%
RS485
RS485

For each serial port, the following configuration parameters are available:

> Depending on the position of the SW2 DIP switch.
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Field Meaning Default value

Baud Rate Baud rate (in bps); possible values | 38400
are:
200
300
600
1200
2400
4800
9600
19200
38400
57600
115200

Data Bits Data bits; possible values are: 5/6/7/8 | 8

Parity Parity; possible values are: | None
None/Even/Odd

Stop Bits Stop bits; possible values are: 1/2 1

In the “Serial Ports” page, you can change any of the above parameters; to apply the changes, press the
“APPLY” button.

Note that when you change the serial ports configuration, the Gateway services are automatically
restarted, to actually apply the changes.

19.4 Gateway Configuration

By clicking on the “Gateway Configuration” link, in the “General Configuration” menu, you come to the
following page:
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/ [ Z-Passz

A\

&« c l @® 192.168.85.104:8080/gateway_conf.php

G

SSENECA -

Main Wiew

MNetwork and Services
Serial Ports

Real Time Clock Setup
VPN Configuration
Router Configuration
Uszers Configuration
FW Upgrade

Conf. Management
Mobile Configuration
Mobile Network

DDMS Configuration
Digital VO

Digital KO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

y Configuration [user: admin] [logout]

Firmware Version: SW003900_225 [Modem: UC20GQBRO3A14E1G]

MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI]: 901280990053007]
Internet Access: Ethernet

Gateway: running

Router: running

Modbus Ethernet
to Serial

Modbus Ethernet
to Serial

Modbus Ethernet

| Modbus Ethernet to Serial ¥ |

| Modbus Ethernet to Serial v |

| Modbus Ethernet to Serial v |

]

=]
2
i
w
=

o
=

:

[=]

=
= =
%] -

@
=
=]

:

@
(=]
=

o o
2 2
o
[=]
[¥%)

:

APPLY

The first thing you have to do in this page is to select, for each serial port, the type of gateway bound to the
port, by means of the “Gateway Mode” parameter; the possible modes are “Modbus Ethernet to Serial”,
“Transparent” and “Modbus Shared Memory”.

The page is substantially made up of three sections, corresponding to the three serial ports available in Z-
PASS devices.

The configuration parameters available in each of these sections depend on the selected mode, as
described in the following sub-paragraphs.
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19.4.1 Modbus Ethernet to Serial Gateway

For each serial port with “Gateway Mode” = “Modbus Ethernet to Serial”, the following configuration
parameters are available:

Field Meaning Default value
Enable Flag to enable/disable the Modbus | ON
Ethernet to Serial Gateway
functionality on the port
Port TCP port to access the Modbus | COM1: 501
Ethernet to Serial Gateway COM2: 502

If three distinct values are set, three | COM4: 503
Modbus Ethernet to Serial Gateway
instances are run, each handling a
single serial port.

If the same port value is set for more
than one serial port, the same
Modbus Ethernet to Serial Gateway
instance will handle two or three
serial ports, that is the Modbus RTU
requests will be simultaneously sent
to the serial ports.

Response Wait Time Timeout on the reception of the | 1000
Modbus RTU responses
The value is in milliseconds; possible

values are in the range [10 - 10000].

The following screen-shots give some examples of Modbus Ethernet to Serial Gateway configurations.
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[ONGicvann] - O x

/ [ zZ-pass2

x \\_\

< > C l (© 192.168.85.104:3080/gateway_conf.php ¥

General Configuration
Main View

Network and Services
Serial Ports

Real Time Clock Setup
VPN Caonfiguration
Router Configuration

Users Configuration

©SENECA  =»==

Gateway Configuration [user: admin] [logout]

Firmware Version: SW003900_225 [Modem: UC20GQBRO3A14E1G]

MAC Addreas: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 901280990053007]
Internet Access: Ethernet

Gateway: running

Router: running

FW Upgrade
Modbus Ethernet | Modbus Ethernet to Serial ¥ |
Conf. Management to Serial
o e _ o Soral | Modbus Ethernet to Serial ¥ |
Mobile Netwerk to Serial
DDNS Cenfiguration Modbus Ethernet | Modbus Ethernet to Serial ¥ |
to Serial
Digital VO
Digital 'O Configuration
Diagnostics 354
FW Versions

Ethernst Interfaces

o
=

:

@
[=]
=)
wn
=]
%)

a o
8 2
o
(=]
%]

:

@
[=]
=)
5
=
%)

o
=

:

o

In the above configuration, all the Modbus requests received on the 502 TCP port will be sent to all the
three serial ports (COM1, COM2 and COMA4); the communication parameters on the serial ports are those
set in the “Serial Ports” page (see 19.3).
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/ [ zZ-pass2

x \\_\

[ONGicvann]

< > C l (© 192.168.85.104:3080/gateway_conf.php

©SENECA  =»==

General Configuration
Main View

Network and Services
Serial Ports

Fieal Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Mobile Configuration
Mobile Metwork

DDMNS Configuration
Digital VO

Digital 'O Configuration
Diagnostics

FW Versions

Ethernst Interfaces

Gateway Configuration [user: admin] [logout]

Firmware Version: SW003900_225 [Modem: UC20GQBRO3A14E1G]

MAC Addreas: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 901280990053007]
Internet Access: Ethernet

Gateway: running

Router: running

Modbus Ethernet
to Serial

Modbus Ethernet
to Serial

Modbus Ethernet

| Modbus Ethemet to Serial ¥ |

| Modbus Ethernet to Serial ¥ |

| Modbus Ethernet to Serial 7 |

]

B
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H

o
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:
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8 2
o
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:

@
[=]
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=
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o
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:

o

In the above configuration, the Modbus requests received on the 501 TCP port will be sent to the COM1
port, while those received on the 502 TCP port will be sent to the COM2 and COM4 ports.
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(O =] - O >
/ [ zZ-Passz x \\
&« c [G) 192.168.85.104:3080/gateway_conf.php 4
@
©SENECA ===
G | Configurati G y Configuration [user: admin] [logout]
HEm B Firmware Version: SW003900_225 [Modem: UC20GQBRO3A14E1G]

MNetwork and Services
MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 901280990053007]

Serial Ports

Internet Access: Ethernet

Real Time Clock Setup Gateway: running

VPN Configuration Router: running
Router Configuration
oo e[ g e
FW Upgrade
Modbus Ethernet | Modbus Ethemnet to Serial ¥ |
Conf. Management to Serial
Mobile: Network to Serial
Digital VO
Digital KO Configuration
Diagnostics 254
FW Versions

Ethernet Interfaces

[=]
=

:

[=]

=
= =
%] -

@
=
n

:

@
(=]
=

a o
2 2
(53]
[=]
Ll

:

APPLY

Finally, in the above configuration, each TCP port corresponds to a single serial port, that is Modbus
requests received on a TCP port are sent to a single serial port.

Please note that if you set the same TCP port value for more than one serial port, the “Response Wait
Time” values shall also be the same for those serial ports; otherwise, clicking on the “APPLY” button, the
following error message is shown.
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() S - O X
[ z-PAss2 x
< C | ® 192.168.85.104:8080/gateway_conf_save.php?do=1 w :
cl
@8ENEGA Z-PASS2
General Configuration Gateway Configuration [user: admin] [logout]
Ry Firmware Version: SW003900_225 [Modem: UC20GQBR0O3A14E1G]

Network and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 801280990053007]

Serial Ports

Bt G L Internet Access: Ethernet
Real Time Clock Setup Gateway: running

VPN Configuration Router: running

Router Configuration
Users Configuration
FW Upgrade

Caonf. Management

Mabile Configuration Configuration not changed.
Maobile Network

DDMNS Configuration
Digital VO
Digital 'O Configuration

'‘Response Wait Time' values must be equal for COMs having the same 'Port’ values !

Diagnostics
FW Versions

Ethernst Interfaces

19.4.1.1 Embedded 1/0 (Z-PASS1-10, Z-PASS2-10)

As shown in the above figures, when at least one port has “Gateway Mode” = “Modbus Ethernet to Serial”,
the “Gateway Configuration” page contains the following parameter:

Field Meaning Default value

Slave ID for Embedded 1/0 Slave ID used to access the Modbus | 254
Registers corresponding to the
“embedded” digital 1/Os (for “I0” HW
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revision).

In Z-PASS2-10, this id can also be used
to  access Modbus Registers
containing GPS information.

Possible values: [1..255].

This parameter is meaningful only for
Z-PASS1-10 and Z-PASS2-10 products.

The Modbus Registers representing the Digital I/Os are given in the following table:

Data Type Digital 1/0s Address
Holding Registers Bit 0: DI1 (LSB) 0 (40001)
Bit 1: DI2
Bit 2: DI3
Bit 3: D14
Holding Registers Bit 0: DO1 (LSB) 0 (40002)
Bit 1: DO2
Bit 2: DO3
Bit 3: DO4
Discrete Inputs DI1 0 (10001)
Discrete Inputs DI2 1 (10002)
Discrete Inputs DI3 2 (10003)
Discrete Inputs DI4 3 (10004)
Coils DO1 0
Coils D02 1
Coils DO3 2
Coils DO4 3

The mapping between DI1..DI4, DO1..D04 and the Digital I/O names described in the “Digital 1/O
Configuration” paragraph is as follows:

DI1 DI1

DI2 DI 2

DI3 DIDO 1, if input
DI4 DIDO 2, if input
DO1 DO 1

D02 DO 2

DO3 DIDO 1, if output
D04 DIDO 2, if output

If DIx or DOx is not available (e.g.: DI4, when DIDO 2 is configured as an output), the corresponding bit
value is always 0.

DOx can be actually set only if the corresponding Digital 1/0O Mode is “General Output” (see “Digital 1/0
Configuration” paragraph); otherwise, the write request will have no effect.

The Modbus Registers containing the GPS information are given in the following table (all Holding
Registers):
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Info Address Data Type
GPS_ERROR 9 (40010) INT

(0: OK,

-1: Not fixed

-2: Internal error)
GPS_UTC_HH 10 (40011) UINT
GPS_UTC_MM 11 (40012) UINT
GPS_UTC_SS 12 (40013) UINT
GPS_DATE_DD 13 (40014) UINT
GPS_DATE_MM 14 (40015) UINT
GPS_DATE_YY 15 (40016) UINT
GPS_LATITUDE 16 — 19 (40017 — 40020) LREAL
GPS_LONGITUDE 20-23 (40021 - 40024) LREAL
GPS_HDOP 24 —27 (40025 —40028) LREAL
GPS_ALTITUDE 28 — 31 (40029 - 40032) LREAL
GPS_COG 32 -35 (40033 - 40036) LREAL
GPS_SPEED_KM 36 — 39 (40037 — 40040) LREAL
GPS_SPEED_KN 40 - 43 (40041 - 40044) LREAL
GPS_FIX 44 (40045) UINT
GPS_NSAT 45 (40046) UINT

19.4.2 Transparent Gateway

Selecting “Transparent” as the gateway mode for one of the serial ports, e.g. “COM1”, the “Gateway

Configuration” page will change to look like the one shown in the following figure:
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[ RGiavann] - O X
/ [ zZ-pass2 X \\
< > C l (© 192.168.85.104:3080/gateway_conf.php ¥ l :
@
@ SENECA Z-PASS2
General Configuration Gateway Configuration [user: admin] [logout]
W W Firmware Version: SW003900_225 [Modem: UC20GQBRO3A14E1G]

Network and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 801280990053007]

Serial Ports

Internet Access: Ethernet
Real Time Clock Setup Gateway: running
VPN Canfiguration Router: running

Router Configuration
e Cnbormen (L g g
FW Upgrade

Conf. Management
Mobile Configuration
Mobile Metwork

Transparent | Transparent v |

Modbus Ethernet
to Serial

| Modbus Ethemet to Serial ¥ |

“mjbl_ls Ethernet | Modbus Ethernet to Serial ¥ |
DDNS Configuration to Serial
Digital VO
Digital 'O Configuration
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FW Versions

Ethernst Interfaces
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For each serial port with “Gateway Mode” = “Transparent”, the available configuration parameters depend
on the value of the “Operating Mode” parameter selected for the port.

The possible values for the “Operating Mode” parameter are:
e None (default value)
e Virtual COM
e Serial Tunnel Point-to-Point on TCP
e Serial Tunnel Point-to-Point on UDP
e Serial Tunnel Point-to-Multipoint

82



USER MANUAL — Z-PASS1/Z-PASS2

Furthermore, for the “Serial Tunnel” operating modes, the available parameters depend on the selected

“Tunnel Role” (Master or Slave).

The following tables describe the relevant parameters for the various operating modes.

Virtual COM
Field Meaning Default value
Listen Port TCP port to access the transparent | COM1: 8000
gateway COM2: 8001
COM4: 8002
Data Packing Interval Time interval used as a criterion to | 20

pack data bytes received from the
serial port, before sending them to
the network; that is, if no byte is
received for this time, available bytes
are sent to the network.

The value is in milliseconds; possible
values are in the range [0 - 1000].

Serial Tunnel Point-to-Point on TCP (Slave)

Serial Tunnel Point-to-Point on UDP (Slave)

Field Meaning Default value
Listen Port TCP/UDP port to access the | COM1:8000
transparent gateway COM2: 8001
COMA4: 8002

Serial Tunnel Point-to-Point on TCP (Master)

Serial Tunnel Point-to-Point on UDP (Master)

Field

Meaning

Default value

Destination Address

The IP Address which the transparent
gateway will connect to

COM1:192.168.90.102
COM2:192.168.90.103
COM4: 192.168.90.104

Destination Port

The TCP/UDP port which the
transparent gateway will connect to

COM1: 8000
COM2: 8001
COM4: 8002

Serial Tunnel Point-to-Multipoint (Master)

Field Meaning Default value
Destination Port The UDP port which the packets will | COM1: 8000
be sent to COM2: 8001
COM4: 8002
Multicast Group IP Address which identifies the | 224.1.0.1

Multicast Group
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Multicast Interface Network Interface which the UDP | Ethernet
packets are sent to; possible values:
Ethernet|VPN; “VPN” _ option is
available only when VPN is active

Serial Tunnel Point-to-Multipoint (Slave)

Field Meaning Default value
Listen Port The UDP port which the packets will | COM1: 8000
be received from COM2: 8001
COM4: 8002
Multicast Group IP  Address which identifies the | 224.1.0.1

Multicast Group

Multicast Interface Network Interface which the UDP | Ethernet
packets are received from; possible
values: Ethernet|VPN; “VPN” option

is available only when VPN is active

19.4.3 Modbus Shared Memory Gateway

Selecting “Modbus Shared Memory” as the gateway mode for one of the serial ports, e.g. “COM4”, the
“Gateway Configuration” page will change to look like the one shown in the following figure:
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/ [ zZ-pass2

[ONGicvann] - O x

&« (= l @® 192.168.85.104:8080/gateway_conf.php

a | &

SSENECA

General Configuration
Main View

Network and Services
Serial Ports

Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Coni. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mabile Metwork

DDMS Cenfiguration
Digital VO

Digital I'C Configuration
Diagnostics

FW Versions

[Ethernet Interfaces

Z-PASS2

Gateway Configuration [user: admin] [logout]

Firmware Version: SW003900_225 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 901280990053007]

m Internet Access: Ethernet

Gateway: running

Router: running

Transparent | Transparent v
Modbus Ethernet
to Serial

Modbus Sh
Memory

| Modbus Ethernet to Serial v |

| Modbus Shared Memory v |

_25‘
IR ————
[ R

[Virtual COM v

g8
2
B
g

192.168.85.104

224.1.0.1

]

i

g
i

- com
- Enable
e 02
C remmewamemamotiom o 10
- com
T sk Master
o e -
B T w
L o romma oo w
o reewmereo :
L e wnemer e s

As shown in the above figure, when at least one port has “Gateway Mode”

the “Gateway Configuration” page contains the following parameters:

= “Modbus Shared Memory”,

Field Meaning Default value
TCP Port Listening port for the Modbus TCP | 502

server
TCP Connections Max Number [1- | Maximum number of TCP | 32

50]

connections that can be accepted by
the Modbus TCP server
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Response Mode when Resource in | This parameter defines how the | Exception
Fail response to a Modbus TCP (read)
request is built for a tag
corresponding to a Modbus RTU slave
which is not responding; when mode
is “Last read value”, the last available
value is given in the Modbus TCP
response; when mode is “Exception”,
the response contains an exception
with the value 11 (“Gateway target

device failed to respond”).

Then, for each serial port with “Gateway Mode” = “Modbus Shared Memory”, the parameters described in
the following table are available.

Field Meaning Default value

Task This parameter defines  which | None
Modbus Shared Memory Gateway
task is running on the serial port;
possibile values are: None, Master,
Slave

Slave Address Modbus Address for the RTU Slave; | 1
this is the only parameter available
when Task=Slave

Timeout (ms) [10 — 10000] Response timeout for Modbus RTU | 100
requests, in milliseconds (available
only when Task=Master)

Delay between Polls (ms) [10 — | Interval between Modbus RTU | 100
1000] requests, in milliseconds (available
only when Task=Master)

Read/Write Retries [0 — 10] Maximum number of retries for | O
Modbus RTU requests; this always
applies to write requests; for read
requests, it applies only to tags with
“Gateway Tag Mode”="BRIDGE” (see
19.5.1.1 paragraph)

Multiple Read Max Number [1 — | Maximum number of Modbus | 16
32] registers that can be read in a single
Modbus RTU request; this is used to
reduce the number of read requests
sent on the serial bus, thus
performing optimization

Multiple Write Max Number [1 — | Maximum number of Modbus | 16
32] registers that can be written in a
single Modbus RTU request; this is
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used to reduce the number of write
requests sent on the serial bus, thus

performing optimization

Please note that, if any of the configured TCP/UDP port values collide, the configuration is not applied and

the following error message is shown:

General Configuration
Main View

MNetwaork and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configurafion

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Maobile Metwork

DDMS Configuration
Digital 1O

Digital 'O Configuration
Diagnostics

PW Versions

Ethernet Interfaces

Gateway Configuration [user: admin] [logout]

Firmware Version: SW003900_225 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 901230990053007]

Internet Access: Ethernet

Gateway: running

Router: running

Port values must be distinct !
Configuration not changed.

) Eewemn -
[% Z-pass2 X
&« C | ® 192.168.85.104:8080/gateway_conf_save.php?do=1 Q ¥
®
©SENECA ==
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19.5 Shared Memory Tag Configuration

When the “Gateway Mode” parameter, in the “Gateway Configuration” page, is set to “Modbus Shared
Memory”, in the left side menu, a new section named “Shared Memory Tag Configuration” is available,
containing two links, as shown in the following figure.

General Configuration
Main View

Metwork and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configurafion
Router Configuration
Users Configurafion

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Seiup

Tag View

Mobile Configuration
Mobile Metwork

DDMS Configuration
Digital 1O

Digital 'C Configuration
Diagnostics

FW Versions

Ethernet Interfaces
19.5.1 Tag Setup

This page is used to perform Modbus Shared Memory Gateway tag configuration.
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[N Gicann] - O *
[ zZ-passz x
&« c | @ 192.168.85.104:8080/mbgw_tag_setup.php hd
il

General Configuration Gateway Tag Setup [user: admin] [logout]

= Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

Metwerk and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Serial Ports

Felmy Gl Internet Acceasa: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Caonfiguration Router: running

Router Configuration

e CrmtmriT Scegli file | Messun file selezionato | Import tag configuration |

(i LG | Export tag configuration || Save current tag configuration |

Conf. Management

Shared Memory Tag Conf. ADD MODIFY DELETE

Tag Setup

Tag View Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

Mobile Configuration

Maobile Network -

DDNS Configuration

Digital VO

Digital IO Configuration

Diagnostics

EW Versions 1 1 TAG1  CUSTOM 1 ColL BOOL COM4 1 GATEWAY

T - S— 2 2 TAG2 CUSTOM 2 COIL BOOL COM4 1 GATEWAY
3 3 TAG3 CUSTOM 3 COIL BOOL COM4 1 GATEWAY
4 4 TAG4 CUSTOM 4 COIL BOOL COM4 1 GATEWAY
5 5 TAGS CUSTOM 5 COIL BOOL COM4 1 GATEWAY
L] L] TAGE CUSTOM L] COIL BOOL COM4 1 GATEWAY
7 7 TAGT CUSTOM 7 COIL BOOL COM4 1 GATEWAY
] ] TAGS CUSTOM ] COIL BOOL COM4 1 GATEWAY
] ] TAGS CUSTOM ] COIL BOOL COM4 1 GATEWAY
10 10 TAG10 CUSTOM 10 COIL BOOL COM4 1 GATEWAY
11 11 TAG11  CUSTOM 11 COIL BOOL COM4 1 GATEWAY
12 12 TAG12 CUSTOM 12 COIL BOOL COM4 1 GATEWAY
13 13 TAG13 CUSTOM 13 COIL BOOL COM4 1 GATEWAY
14 14 TAG14 CUSTOM 14 COIL BOOL COM4 1 GATEWAY
15 15 TAG15 CUSTOM 15 COIL BOOL COM4 1 GATEWAY
16 16 TAG16 CUSTOM 16 COIL BOOL COM4 1 GATEWAY
17 17 TAG17  CUSTOM 17 COIL BOOL COM4 1 GATEWAY
18 18 TAG12 CUSTOM 18 COIL BOOL COM4 1 GATEWAY
19 19 TAG12 CUSTOM 19 COIL BOOL COM4 1 GATEWAY
20 20 TAG20 CUSTOM 20 COIL BOOL COM4 1 GATEWAY -

In this page, the following buttons (i.e. functionalities) are available.

Import tag configuration |

This button allows the user to upload a binary file containing the tag configuration to the Z-PASS; this file
shall have been exported from the “Microsoft Excel™ Template” (see 19.5.3 paragraph).

Export tag configuration

This button allows the user to download a binary file containing the tag configuration from the Z-PASS; this
file can be imported into the “Microsoft Excel™ Template” (see 19.5.3 paragraph).

Save current tag configuration
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This button allows the user to save the current tag configuration in Z-PASS memory, in a permanent way. In
fact, it is important to note that, when you add, modify or delete a tag, the corresponding changes are not

saved to non-volatile memory. To have those changes stored permanently, you have to click on this button.

ADD

This button allows the user to add a new tag (see paragraph below); up to 2000 tags can be configured.

This button allows the user to modify an existing tag (see paragraph below); the tag shall have been

previously selected, by clicking on the corresponding table row, as shown in the following figure.

General Configuration

Main View

Network and Services
Serial Porte

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Mobile Configuration
Mobile Network

DDNS Configuration
Digital VO

Digital 'O Configuration

Diagnostics

) @owmd 0 — O X
[ z-Pass2 x
&« c |(D 192.168.85.104:8080/mbgw_tag_setup.php hd
@
©SENECA 7+~

Shared Memory Tag Conf. ADD MODIFY DELETE
Tag Setup
Tag View Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

EW Versions 1 1 TAGT  CUSTOM 1 colL BOOL COM4 1 GATEWAY
T —— 2 2 TAGZ  CUSTOM 2 colL BOOL COM4 1 GATEWAY
3 3 TAGE  CUSTOM 3 colL BOOL COM4 1 GATEWAY

4 4 TAG4  CUSTOM 4 colL BOOL COM4 1 GATEWAY

5 5 TAGE  CUSTOM 5 colL BOOL COM4 1 GATEWAY

6 6 TAGE  CUSTOM 6 colL BOOL COM4 1 GATEWAY

7 7 TAG7  CUSTOM 7 colL BOOL COM4 1 GATEWAY

E: E: TAGE  CUSTOM E: colL BOOL COM4 1 GATEWAY

9 9 TAGE  CUSTOM 9 colL BOOL COM4 1 GATEWAY

10 10 TAGID CUSTOM 10 colL BOOL COM4 1 GATEWAY

TAG11 CUSTOM colL BOOL COM4 1 GATEWAY
___-_______

TAG13 CUSTOM colL BOOL COM4 1 GATEWAY

14 14 TAG14 CUSTOM 14 colL BOOL COM4 1 GATEWAY

15 15 TAG15 CUSTOM 15 colL BOOL COM4 1 GATEWAY

16 16 TAG16 CUSTOM 16 colL BOOL COM4 1 GATEWAY

17 17 TAG17 CUSTOM 17 colL BOOL COM4 1 GATEWAY

18 18 TAG18 CUSTOM 18 colL BOOL COM4 1 GATEWAY

19 19 TAG1e CUSTOM 19 colL BOOL COM4 1 GATEWAY

20 20 TAG20 CUSTOM 20 colL BOOL COM4 1 GATEWAY

Gateway Tag Setup [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI1: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Scegli file | Messun file selezionato

| Export tag configuration || Save current tag configuration |

| Import tag configuration |

90



USER MANUAL - Z-PASS1/Z-PASS2

This button allows the user to delete a tag; the tag shall have been previously selected, by clicking on the
corresponding table row.

19.5.1.1 Tag Creation/Modification

By clicking on the “ADD” or “MODIFY” button, you come to the following page.

O @i — O X
[} Z-passz x
<« C | @ 192.168.85.104:3080/mbgw_tag_mod.php?sid=0.225202631633169&r=27 ¢ H
®
SSENECA ==
General Configuration Gateway Tag Setup [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
Seral P MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
erial Ports

Triy Cole Internet Access: Mobile

Real Time Clock Sstup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Cenfiguration TAG 27

FW Upgrade CURRENT UPDATED

Conf. Management
Shared Memory Tag Conf.
Tag Setup

TAG

Equivalent to the address
|1 | in the Seneca

Tag View documentation : 40001
E

DDNS Configuration EI

Digital YO

Digital 'O Configuration

Diagnostics
FW Versicne

Equivalent to the address
|1 | in the Seneca
documentation : 40001

Ethernet Interfaces

|HOLDING REGISTER ¥ |

| 16BIT SIGNED v

| GATEWAY v |
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The following table describes the available parameters.

Field

Meaning

Default value

Gateway Tag Name

Mnemonic name to identify the tag

TAG

Gateway Modbus TCP/IP Start

Register Address

Start Register Address of the tag on
the Modbus TCP/IP side

1

Target Modbus RTU Device

Type of RTU device: “CUSTOM” or one
of the
"Z-D-IN"
"Z-10-D-IN"
"Z-D-OUT"
"Z-10-D-OUT"
"Z-D-10"
"ZC-24-DI"
"ZC-24-DO"
"ZC-16DI-8DO"
"z-4-Al-1"
"Z-8-Al-1"
"Z-3-A0"
"Z-4-TC"

"Z-8-TC"

"Z-203"
"Z-4RTD-2"
"Z-SG"
"Z-DAQ-PID"
"S-203T"
"S-203TA"
"ZE-4DI-2A1-2DO"
"ZE-2Al"
"Z-4DI-2A1-2DO"
"S203TA-D"
"S203RC-D"
“Z-PASS-10”

following Seneca devices:

CUSTOM

Target Resource

This field
resource (tag) on one of Seneca

identifies a particular

devices; possibile values depend on
the selected RTU device, in “Target
Modbus RTU Device” field; if that
field is set to “CUSTOM”, “Target
field is empty;
“Target Resource” field is set,
“Target Modbus RTU Start Register
Address”, “Target Modbus Request
Type” and “Target Register Data

Resource” when

Type” fields are automatically set

Empty

Target connected to Serial Port

This field identifies the serial port
the target RTU device is connected
COoM1,

to; possible values are:

The first available serial port,
that is the first port with
“Task” other than “None”
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COM2, COM4; if, for one serial port,
“Task” parameter is set to “None”,
the port is labelled as “COMx -
UNUSED” and can’t be selected; if
“Task” parameter is set to “Slave”,
the port is labelled as “COMx -
SHARED"; if such a port is selected, a
number of fields are no more

available, as shown in the figure

below
Target Modbus Slave Station | Modbus Address of the target RTU | 1
Address device
Target Modbus RTU Start Register | Start Register Address of the tag on | 1

Address

the Modbus RTU device

Target Modbus Request Type

Possible Modbus data types:
COIL

DISCRETE INPUT

HOLDING REGISTER

INPUT REGISTER

HOLDING REGISTER

Target Register Data Type

Possible data types:

16BIT SIGNED

16BIT UNSIGNED

32BIT SIGNED MSW

32BIT UNSIGNED MSW
32BIT SIGNED LSW

32BIT UNSIGNED LSW
32BIT REAL MSW

32BIT REAL LSW

BOOL

For more information about the above
data types, see table below

16 BIT SIGNED

Gateway Tag Mode

This field defines how the tag will be
handled by the gateway processes;
possible values are:

GATEWAY or BRIDGE if Task=Master
on the selected port

SHARED MEMORY if Task=Slave on
the selected port

GATEWAY, if Task=Master
SHARED MEMORY, if
Task=Slave

Data Type

Meaning

16BIT SIGNED

1 register, from -32768 to +32767

16BIT UNSIGNED

1 register, from 0 to 65535

32BIT SIGNED MSW

2 registers with the lowest address register holding the Most
Significant Word, from -2147483648 to +2147483647

32BIT UNSIGNED MSW

2 registers with the lowest address register holding the Most
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Significant Word, from 0 to 4294967295

32BIT SIGNED LSW 2 registers with the lowest address register holding the Least
Significant Word, from -2147483648 to +2147483647

32BIT UNSIGNED LSW 2 registers with the lowest address register holding the Least
Significant Word, from 0 to 4294967295

32BIT REAL MSW 2 registers with the lowest address register holding the Most
Significant Word, Floating Point single precision (IEEE 758-
2008)

32BIT REAL LSW 2 registers with the lowest address register holding the Least
Significant Word, Floating Point single precision (IEEE 758-
2008)

BOOL 1 Boolean Coil or Discrete Input register
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Shared Memory Tag Conf.

Gateway Tag Setup [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

¢ G = — O
[ Z-Pass2 x
&« c |® 192.168.85.104:8080/mbgw_tag_mod.php?sid=0.367944375848636268r=27 A e
i}
©SENECA -+

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

TAG 27

CURRENT

UPDATED

[TaG

1 |

L]

com2 v
COM1 - UNUSED

com2.

COM4 - SHARED
EMBEDDED
I

|HOLDING REGISTER ¥ |

| 16BIT SIGNED v |

| GATEWAY v |

Equivalent to the address
in the Seneca
documentation : 40001

Equivalent to the address
in the Seneca
documentation : 40001
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(DN Giciang - O X
[ Z-Passz x
& (& |® 192.168.85.104:8080/mbgw_tag_mod.php?sid=0.367944375848636268r=27 w :
®
©SENECA =rnss:
General Configuration Gateway Tag Setup [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
Serial P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Cenfiguration TAG 27

FW Upgrade CURRENT UPDATED

Conf. Management
Shared Memory Tag Conf.
Tag Setup

[TaG

Equivalent to the address
|1 | in the Seneca

Tag View documentation : 40001
Mobile Configuration
Mebile Metwork
DDMNS Configuration |HOLDING REGISTER ¥ |
Digital VO
Digital /O Ceonfiguration | 16BIT SIGNED v
Diagnostics
. | SHARED MEMORY ¥ |
FW Versicns
Ethernet Interfaces

Some more explanations are needed for “Gateway Tag Mode” parameter.

Tags with Mode=GATEWAY are handled in the “classic” Modbus Shared Memory Gateway way, that is tags
are read periodically, even if no Modbus read request is received for those tags on the Modbus TCP/IP side.

Tags with Mode=BRIDGE are read only when a Modbus read request is received for those tags on the
Modbus TCP/IP side.
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Instead, for write operations, tags with Mode=GATEWAY and tags with Mode=BRIDGE are handled in the
same way, that is tags are written only when a Modbus write request is received for those tags on the
Modbus TCP/IP side.

The Mode=BRIDGE option is particularly useful for Modbus RTU devices with the “Fail Safe” feature
available for output lines, as for many Seneca devices; normally, those devices are designed to put their
output lines to “fail safe” value, when the connection to the master (e.g. a SCADA system) goes down; since
the criterion to detect the “connection failure” is that no Modbus (write and read) request is received, the
“fail safe” mode can’t be entered with “classic” gateway behaviour.

Finally, tags with Mode=SHARED MEMORY are stored only in CPU memory, not in any RTU device, so their
values are written/read only when a Modbus write/read request is received for those tags on the Modbus
TCP/IP side.

NOTE: all considerations related to requests received on the Modbus TCP/IP side identically apply to
requests received on a serial port configured as Modbus RTU Slave.

By clicking on the “APPLY” button, the tag is added/modified and the following page is shown.
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00 S - [m| ped
[ Z-Passi/Z-PAss2 X

& C | ® 192.168.85.104:8080/cgi-bin/tagfile.cgi?sid=0.8821288470986568&=1 i s

@SENE[:ﬁ Z-PASS1/2-PASS2

General Configuration

T W Configuration successfully changed.

Network and Services

Serial Ports

Gateway Configuration Iﬁl
Real Time Clock Setup

VPN Configuration

Router Configuration

Users Configuration

FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Setup

Tag View

Diagnostics

FW Versions

Ethernet Interfaces

By clicking on the “OK” button, you go back to the “Gateway Tag Setup” page.

19.5.1.2 Tags for Embedded 1/0 (Z-PASS1-10, Z-PASS2-10)

A special value for “TARGET MODBUS RTU DEVICE” parameter is “Z-PASS-10”: this value lets you define tags
corresponding to the Z-PASS1-10/Z-PASS2-10 embedded digital I/0Os, as shown in the following figure:
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(DN Giciang - O *
[ Z-Passz x
& C | ® 192.168.85.104:3080/mbgw_tag_mod.php?sid=0.088575147054492888&r=1 w
®
©SENECA 7=
General Configuration Gateway Tag Setup [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
Serial P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Cenfiguration TAGA1

FW Upgrade CURRENT UPDATED

Conf. Management

ZPASS_DI ZPASS DI
Shared Memory Tag Conf. =
Equivalent to the address

Tag Setup 1 in the Seneca

-

Tag View _ documentation : 40001
Mebile Metwork
Digital VO
Digital /0 Configuration _ EMBEDDED DIGITAL QUTPUTS
Diagnostics DIGITAL INPUT 1
srEens DIGITAL INPUT 3
Ethernet Interfaces DIGITAL INPUT 4 Equivalent to the address
1 DIGITAL OUTPUT 1 in the Seneca
DIGITAL OUTPUT 2 documentation : 40001
HOLDING DIGITAL OQUTPUT 3 [
REGISTER DIGITAL OUTPUT 4
16BIT
APPLY

Depending on the value of the “TARGET RESOURCE” parameter, the other parameters are set to the values
shown in the following table:

TARGET RESOURCE TARGET MODBUS RTU TARGET MODBUS TARGET REGISTER DATA
START REGISTER ADDRESS | REQUEST TYPE TYPE

DIGITAL INPUTS 1 (40001) HOLDING REGISTER 16BIT UNSIGNED

DIGITAL OUTPUTS 2 (40002) HOLDING REGISTER 16BIT UNSIGNED

DIGITALINPUT 1 1(10001) DISCRETE INPUT BOOL

DIGITAL INPUT 2 2 (10002) DISCRETE INPUT BOOL
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DIGITAL INPUT 3 3 (10003) DISCRETE INPUT BOOL
DIGITAL INPUT 4 4 (10004) DISCRETE INPUT BOOL
DIGITAL OUTPUT 1 1(1) COIL BOOL
DIGITAL OUTPUT 2 2(2) COIL BOOL
DIGITAL OUTPUT 3 3(3) COIL BOOL
DIGITAL OUTPUT 4 4 (4) COIL BOOL

You can easily check that these tags correspond to Modbus Registers defined in paragraph 19.4.1.1.

For these tags, other parameter values are fixed:

- TARGET MODBUS SLAVE STATION ADDRESS 1
- TARGET CONNECTED TO SERIAL PORT EMBEDDED
- GATEWAY TAG MODE EMBEDDED

“EMBEDDED” tag mode is similar to “BRIDGE” mode, that is the values of these tags are updated only when
there is a Modbus (read or write) request related to them.

The default configuration for Z-PASS1-10 and Z-PASS2-10 already contain tags for embedded 1/Os, as shown
in the following figure.
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) Eovemmd — m} x
[ z-Passz X
& c | @ 192.168.85.104:3080/mbgw_tag_setup.php ¥ H
®
©SENECA =+»s=

General Configuration Gateway Tag Setup [user: admin] [logout]

S Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

MNetwork and Services

— MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

erial Ports

PelerEy CREETED Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

T =i Sceglifile | Nessun file selezionato Import tag configuration

(Rl UpamEnE | Export tag configuration || Save current tag configuration |

Conf. Management

Shared Memory Tag Conf. ADD IFY

Tag Setup

Tag View Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |

Mobile Configuration

Mobile Network

DDNS Configuration

Digital /O

Digital 'O Configuration

Diagnostics

FW Versions z- F'ASS- HOLDING  16BIT

ZPASS_DI DIGITAL INPUTS FEGETER UNSIGNED EMBEDDED
Ethernet Interfaces
Z-PASS- DIGITAL HOLDING  16BIT
2 2 ZPASS_DO 10 OUTPUTS 2 REGISTER UNsignep EMBEDDED 1 El
3 1 zeass D1 ZFASS DIGITALINPUT 1 1 DISCRETE BooL  EmBEDDED 1 H
4 2 zeass D2 ZFASS piamauneute 2 PRCRETE ool EmeEDDED 1 H
5 3 zeassDis  ZFASS piamauneuts s PRCRETE pool  EmeEDDED 1 H
6 4 zeassDia  ZFASS pimauneuts 4 PRCRETE ool EmBEDDED 1 H
7 . ZPASS_DO_1 Z'PI’;SS' piG 'TALPUTPUT . coiL BOOL  EMBEDDED 1 E
5 2 ZPASS_DO_2 Z'FI’;SS' piG 'TA'-L?UTFUT 2 coiL BOOL  EMBEDDED 1 E
o 3 ZPASS DO_3 Z'FI%SS' piG 'TA'-;’UTFUT 3 coiL BOOL  EMBEDDED 1|
10 4 ZPASS DO_4 Z'FI%SS' DIGITAL fUTFUT 4 coiL BOOL  EMBEDDED 1|
Z-PASS- HOLDING  168IT
11 10 GPs ERROR  “CAZ%  GPS_ERROR 10 fELINS onEp  EMBEDDED 1 |
e 7-PASS- R, HOI NIMNG 16BIT e _
4 »r

19.5.1.3 Tags for GPS Info (Z-PASS2-10)

A special value for “TARGET MODBUS RTU DEVICE” parameter is “Z-PASS-GPS”: this value lets you define
tags corresponding to the Z-PASS2-10 GPS information, as shown in the following figure:
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General Configuration

Main View

Metwerk and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Raouter Configuration
Uszers Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Makile Metwork

DDMS Configuration
Digital VO

Digital 'O Configuration
Diagnostics

FW Versionz

Ethernet Interfaces

Shared Memory Tag Conf.

Gateway Tag Setup [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

) @wEmd = — O *
[ Z-Pass2 x
<« (& |G} 192.168.85.104:3080/mbgw_tag_mod.php?sid=0.224081089881605248r=27 ¥r
]
©SENECA s

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Acceas: Mobile

Modbus Shared Memory Gateway: running

Router: running

TAG 27

CURRENT

]
]
]
]
]

(]

UPDATED

TAG

i |

GPS ERROR v
GPS_ERROR
GPS_UTC_HH
GPS_UTC_MM
GPS_UTC_SS
GPS_DATE_DD
GPS_DATE_MM
GPS_DATE_YY
GPS_LATITUDE
GPS_LONGITUDE
GPS_HDOP
GPS_ALTITUDE
GPS_COG
GPS_SPKM
GPS_SPKN
GPS_FIX
GPS_NSAT

Equivalent to the address
in the Seneca
documentation : 40001

Equivalent to the address
in the Seneca
documentation : 40010

Depending on the value of the “TARGET RESOURCE” parameter, the other parameters are set to the values

shown in the following table:

TARGET RESOURCE TARGET MODBUS RTU TARGET MODBUS TARGET REGISTER DATA
START REGISTER ADDRESS | REQUEST TYPE TYPE

GPS_ERROR 10 (40010) HOLDING REGISTER 16BIT SIGNED

GPS_UTC_HH 11 (40011) HOLDING REGISTER 16BIT UNSIGNED

GPS_UTC_MM 12 (40012) HOLDING REGISTER 16BIT UNSIGNED
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GPS_UTC_SS 13 (40013) HOLDING REGISTER 16BIT UNSIGNED
GPS_DATE_DD 14 (40014) HOLDING REGISTER 16BIT UNSIGNED
GPS_DATE_MM 15 (40015) HOLDING REGISTER 16BIT UNSIGNED
GPS_DATE_YY 16 (40016) HOLDING REGISTER 16BIT UNSIGNED
GPS_LATITUDE 17 —20 (40017 —40020) HOLDING REGISTER 64BIT REAL
GPS_LONGITUDE 21-24 (40021 - 40024) HOLDING REGISTER 64BIT REAL
GPS_HDOP 25-128 (40025 - 40028) HOLDING REGISTER 64BIT REAL
GPS_ALTITUDE 29 —32 (40029 - 40032) HOLDING REGISTER 64BIT REAL
GPS_COG 33 -36 (40033 —40036) HOLDING REGISTER 64BIT REAL
GPS_SPEED_KM 37 — 40 (40037 — 40040) HOLDING REGISTER 64BIT REAL
GPS_SPEED_KN 41— 44 (40041 - 40044) HOLDING REGISTER 64BIT REAL

GPS_FIX

45 (40045)

HOLDING REGISTER

16BIT UNSIGNED

GPS_NSAT

46 (40046)

HOLDING REGISTER

16BIT UNSIGNED

For these tags, other parameter values are fixed:
- TARGET MODBUS SLAVE STATION ADDRESS 1
- TARGET CONNECTED TO SERIAL PORT EMBEDDED
- GATEWAY TAG MODE EMBEDDED

“EMBEDDED” tag mode is similar to “BRIDGE” mode, that is the values of these tags are updated only when
there is a Modbus (read or write) request related to them.

The default configuration for Z-PASS2-10 already contain tags for GPS information, as shown in the

following figure.
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. ! (RG]
/[ Z-pass2 x
& c | @ 192.168.85.104:3080/mbgw_tag_setup.php
@
ENE A Z-PASS2
General Configuration Gateway Tag Setup [user: admin] [logout]
S Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
Network and Services
MAC Address: CBF9311B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports
ey G Internet Access: Mobile
Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running
Router Configuration
T =i Sceglifile | Nessun file selezionato Import tag configuration
(Rl UpamEnE | Export tag configuration || Save current tag configuration |
Conf. Management
Shared Memory Tag Conf. DELETE
Tag Setup
Tag View Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE |
Mobile Configuration
Mobile Network
Z-PASS- HOLDING 16BIT
DDNS Configuration 11 10 GPS_ERROR GPS GPS_ERROR 10 REGISTER SIGNED EMBEDDED El
Digital VO Z-PASS- HOLDING 16BIT
12 11 GPS_HOUR GPS_UTC_HH 11 EMBEDDED El
Digital I/Q Gonfiguration GPS REGISTER UNSIGNED
i : Z-PASS- HOLDING 16BIT
:::!\]Jﬂoftmé 13 12 GPS_MINUTE GPS GPS_UTC_MM 12 REGISTER UNSIGNED EMBEDDED El
Ersions
Z-PASS- HOLDING 16BIT
Ethernet Interfaces 14 s GPS SECOND " gpg”  GPSUTC SS 5 REGISTER UNSIGNED EMBEDDED El
Z-PASS- HOLDING 16BIT
15 14 GPS_DAY GPS GPS_DATE_DD 14 REGISTER UNSIGNED EMEEDDED El
Z-PASS- HOLDING 16BIT
16 15 GPS_MONTH GPS GPS_DATE_MM 15 REGISTER UNSIGNED EMEEDDED El
Z-PASS- HOLDING 16BIT
17 16 GPS_YEAR GPS GPS_DATE_YY 16 REGISTER UNSIGNED EMEEDDED El
Z-PASS- HOLDING 64BIT
18 17 GPS_LATITUDE GPS GPS_LATITUDE 17 REGISTER REAL EMBEDDED El
Z-PASS- HOLDING 64BIT
10 21 GPS_LONGITUDE GPS GPS_LONGITUDE 21 REGISTER REAL EMBEDDED El
Z-PASS- HOLDING G4BIT
20 25 GPS_HDOP GPS GPS_HDOP 25 REGISTER REAL EMBEDDED El
Z-PASS- HOLDING G4BIT
21 20 GPS_ALTITUDE GPS GPS_ALTITUDE 20 REGISTER REAL EMBEDDED El
Z-PASS- HOLDING G4BIT
22 33 GPS_COG GPS GPS_COG 33 REGISTER REAL EMEBEDDED El
Z-PASS- HOLDING G4BIT
23 a7 GPS_SPEED_KM GPS GPS_SPKM a7 REGISTER REAL EMEBEDDED El
Z-PASS- HOLDING G4BIT
24 41 GPS_SPEED_KN GPS GPS_SPKM 41 REGISTER REAL EMEBEDDED El

19.5.2 Tag View

The “Gateway Tag View” page shows the tag values in real-time, as shown in the following figure.
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[ Z-PASS1 / Z-PASS2 *®

= €' | [3 192.168.85.104:8080/mbgw_tag_view.php w|E
. SENEBA Z-PASS1/Z-PASS2
General Configuration Gateway Tag View
LT CTE Firmware Version: SW003900_110 [Modem: 1231B02SIM5350E]
MNetwork and Services

MAC Address: C8F981020242
Serial Ports
Gateway Configuration Internet Access: Ethernet

Real Time Clock Setup Modbus Gateway: running

VPN Configuration Router: disabled
Router Configuration

Users Configuration

Page : 1/20 | PREVIOUS PAGE | | NEXT PAGE

FW Upgrade
Tag Configuration .
Gateway Tag Setup B
Gateway Tag View
Mobile Configuration
Mobile Network HOLDING  16BIT 12/11/2015
TAG REGISTER UNSIGNED 2°% 17:12:16.124270
HOLDING  16BIT 121112015
2 TAG2 2 REGISTER UNSIGNED 0 OK 17:13:16.124289
HOLDING  1BBIT 12M1/2015
3 TAG3 3 REGISTER UNSIGNED (020 OK 17:13:16.124303
HOLDING  16BIT
4 TAG4 4 REGISTER UNSIGNED 3332  FAIL(BRIDGE) —
HOLDING  16BIT
5 TAGS 5 REGISTER UNSIGNED 0  FAIL(BRIDGE) — L

HOLDING 16BIT

5 TAGE 6  mEeoTER UNSGNED O FAIL(BRIDGE) —
HOLDING  16BIT 1211112015
7 TAGT 7 REGISTER UNsiGNED ~ ° . 17:09:50.285640
HOLDING  16BIT 1211112015
8 TAGE 8 RecisTER unsiGneD O i 17:09:50.285660
HOLDING  16BIT 1211112015
g TAGS ®  REGISTER UNsiGNED  ° ) 17:09:50.285671
328IT
HOLDING 1211112015
10 TAGTO 10 RegigTER UNSIGNED 0 - 17:09:50 285680
Lsw
32817
HOLDING 1211112015
1 TAGT1 12 oEGisTer UNSIGNED 0 - 17:09:50.285690
Lsw
e .. Howowe 2B 12112015 7

The view is automatically refreshed.
Some notes are worthy about the “TAG READING STATUS” and “LAST REFRESH TIME” columns.

The possible “TAG READING STATUS” values depend on the “GATEWAY TAG MODE” value, in the following
way:

OK / FAIL for tags with Mode=GATEWAY
OK(BRIDGE) / FAIL(BRIDGE) for tags with Mode=BRIDGE
- for tags with Mode=SHARED MEMORY or EMBEDDED

The timestamp in the “LAST REFRESH TIME” column is updated:
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- onasuccessful RTU (Master) read/write operation, for tags with Mode=GATEWAY | BRIDGE
- on Modbus Shared Memory Gateway start and on a successful TCP or RTU (Slave) write operation,
for tags with Mode=SHARED MEMORY | EMBEDDED

In the above figure, the first three tags (Mode=GATEWAY) have been successfully read, so the “TAG
READING STATUS” column shows “OK” and the “LAST REFRESH TIME” column contains a valid timestamp.

The next three tags (Mode=BRIDGE) have not been read nor written yet, so the “TAG READING STATUS”
column shows “FAIL(BRIDGE)” and the “LAST REFRESH TIME” column does not contain a timestamp.

Finally, for the last tags (Mode=SHARED MEMORY), the “TAG READING STATUS” column shows “-“ and the
“LAST REFRESH TIME” column contains a valid timestamp that, in this example, corresponds to the Modbus
Shared Memory Gateway start time.

Just as an example, the tag configuration corresponding to the above figure is show below.
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[ Z-PASS1 / Z-PASS2 *®

= €' | [} 192.168.85.104:8080/mbgw_tag_setup.php w|E
.SENEBA Z-PASS1/Z-PASS2
General Configuration Gateway Tag Setup
LT CTE Firmware Version: SW003900_110 [Modem: 1231B02SIM5350E]
MNetwork and Services

MAC Address: C8F981020242
Serial Ports

Gateway Configuration Internet Access: Ethernet

Real Time Clock Setup Modbus Gateway: running

VPN Configuration Router: disabled
Router Configuration

Users Configuration Scegli file | Nessun file selezionato | Import tag configuration |

FW Upgrade

Tag Configuration
Gateway Tag Setup ADD
Gateway Tag View
Mobile Configuration
Mohile Network

| Export tag configuration || Save current tag configuration |

Page : 1/20 | PREVIOUS PAGE | [ NEXT PAGE |

HOLDING 16BIT
TAG1  CUSTOM REGISTER UNSIGNED comz GATEWAY

HOLDIMG 16BIT
2 2 TAGZ  CUSTOM 2 REGISTER UNSIGNED comz 2 GATEWAY

HOLDING 16BIT
3 3 TAG3  CUSTOM 3 REGISTER UNSIGNED comz 2 GATEWAY

HOLDING 16BIT
4 4 TAG4  CUSTOM 1 REGISTER UNSIGNED comz 3 BRIDGE

HOLDIMG 16BIT
& 5 TAG5S  CUSTOM 2 REGISTER UNSIGNED comz 3 BRIDGE

HOLDING 16BIT

6 6 TAGE  CUSTOM 3 REGISTER UNSIGNED com2 3 BRIDGE
7 7 TAGT . . . HOLDING 16BIT COM4 - . SHARED-
REGISTER UNSIGNED  SHARED MEMORY
g g TAGE - - - HOLDING 16BIT COM4 - - SHARED-
REGISTER UNSIGNED  SHARED MEMORY
g g TAGE - - - HOLDING 16BIT COM4 - - SHARED-
REGISTER. UNSIGNED SHARED MEMORY
32BIT
HOLDING COM4 - SHARED-
10 10 TAG10 - - - REGISTER UN?Q’EED SHARED - MEMORY
32BIT
HOLDING COM4 - SHARED-
" 12 TAGT - - - REGISTER UN??#ED SHARED - MEMORY
1 | »

19.5.3 Microsoft Excel™ Template for Tag Setup

Another way to create the tag configuration is by means of the “Microsoft Excel™ Template” provided by
Seneca, shown in the following figure.
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Laynutra@pfgmva 7F0H| :ﬁne wsvﬁm — —
E - Calibri -1 - Ny E% B =4 Testo a capo Testo % ﬁ E' EEI- Q( @ @ %r (ﬁ
ol 57| @ c o8- Ee| & A SEIE| P Eumocoincaomor 8- v, oo |38 ot fomts | S| it S forta | Ons e
Appurti | Carattere 5 Allineamento A HNumeri G stili Celle | Madifica
13 - fe | GATEWAY

A B c D E F G H 1 b [k [ ] Mﬁl

1 Export CGI
file... @sE
GATEWAY Importcal
MODE file...

2 SENECA Z-PASS TAGS TEMPLATE FOR(
3 GATEWAY |~
4 GATEWAY
5 GATEWAY
6 GATEWAY
7 GATEWAY
8 GATEWAY
39 GATEWAY
10 GATEWAY
11 GATEWAY
12 GATEWAY
13 GATEWAY
14 GATEWAY
15 BRIDGE
16 BRIDGE
17 BRIDGE
18 BRIDGE
15 BRIDGE
20 BRIDGE
21 BRIDGE
22 BRIDGE
23 BRIDGE
24 BRIDGE
25 GATEWAY
26 GATEWAY
27 GATEWAY
28 GATEWAY
29 GATEWAY
30 GATEWAY
31 GATEWAY
22 GATEWAY
33 GATEWAY
24 GATEWAY
ES GATEWAY -
M 4 » M| TAGs /Legenda %1 I 4 il »
Pronta | \.Dﬂ 100% (=——U—(#) A

The tag configuration in the Excel sheet can be exported by clicking on the “Export CGI file...” button; the
exported binary file can be uploaded to the Z-PASS, by means of the “Import tag configuration” button in
“Gateway Tag Setup” page (see 19.5.1 paragraph).

Conversely, the tag configuration created by means of the web page can be imported into the Excel sheet
by clicking on the “Import CGl file...” button.

The following table gives the correspondence between the sheet columns and the parameters in the
“Gateway Tag Setup” page; therefore, see 19.5.1.1 paragraph for their meanings.

Column Parameter

Tag NR -

Gateway Tag Name Gateway Tag Name

Gateway Modbus TCP/IP Register Address Gateway Modbus TCP/IP Start Register Address
Target Modbus RTU Register Type Target Modbus Request Type

Target Modbus RTU Data Type Target Register Data Type

Target connected to Serial Port NR Target connected to Serial Port

Target Modbus RTU Start Register Target Modbus RTU Start Register Address
Target Modbus RTU Slave Address Target Modbus Slave Station Address

Gateway Mode Gateway Tag Mode
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19.6 Real Time Clock Setup

By clicking on the “Real Time Clock Setup” link, in the “General Configuration” menu, you come to the
following page:

(DR Giovann - O >

/ [ Z-passz x \\

& (&} l (@ 192.168.85.104:8050/rtc.php bxd :

®

©SENECA 2o

General Configuration Real Time Clock Setup [user: admin] [logout]

MEm B Firmware Version: SW003900_224 [Modem: UC20GQBR0O2A14E1G]

Metwork and Services

Seral B MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

rial Ports
Internet Acceas: Mobile

Gateway Configuration

Modbus Shared Memory Gateway: running

VPN Canfiguration Router: running

Router Configuration
e ot [ G G

FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Setup

|ntp1_inrim.it |

ntpi.inrim.it

Tag View

Mobile Configuration
Mohbile Network

DDNS Configuration
Digital V'O

Digital /O Configuration
Diagnostics

FW Versions

ntp2.inrim.it  |ntp2.inrim.it |

Central Europe

(CETICEST) | Central Europe (CET/CEST) v |

Ethernet Interfaces

SET CLOCK

This page is made up of two sections: “NTP” and “RTC”.

In the “NTP” section, you can change the parameters related to the Network Time Protocol and to the Time
Zone, as listed in the following table:
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Field Meaning Default value
NTP/Enable Flag to enable/disable time | ON
synchronization by means of NTP
protocol
NTP/Primary Server IP address or FQDN™ of the Primary | ntpl.inrim.it
NTP Server
NTP/Secondary Server IP address or FQDN of the Secondary | ntp2.inrim.it
NTP Server
NTP/Time Zone Time Zone Central Europe (CET/CEST)

When the “Time Zone” parameter is set to “Central Europe (CET/CEST)” value, the Device automatically
enables (CEST) / disables (CET) the “Daylight Saving Time” setting.

A large number of Time Zones are available, as partially shown in the following figure:

'® FQDN: Fully Qualified Domain Name, e.g.: “pool.ntp.org”.
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[ Z-Pass2

@SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Aeal Time Clock Ssiup
VPN Configuration
Router Configuration
Users Configuration

FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

*

C | ® 192.168.85.104:8080/ric.php

DN Giovanil

Z-PASS2

Real Time Clock Setup [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Shared Memory Tag Conf.

CURRENT
NTP

Enable ON
Primary Server ntpi.inrim.it

Secondary Server ntp2.inrim.it

UPDATED

ON v
ntp 1.inrim.it

ntp2.inrim.it

Central Europe

Time Zone o1 cEsT)

RTC

YEAR 20
MONTH D¢
DAY 19
HOUR 12
MINUTE 02

SECOND bg

Central Europe (CET/CEST) v

UTC-10:00 Hawaii -

UTC-10:00 Aleutian
UTC-09:30 Marguesas
UTC-09:00 Alaska
UTC-08:00 Pacific Coast
UTC-07:00 Arizona
UTC-07:00 Chihuahua
UTC-06:00 Central Zone
UTC-06:00 Mexico City
UTC-05:00 Bogota
UTC-05:00 Eastern Zone
UTC-05:00 Indiana
UTC-05:00 Havana
UTC-04:00 Asuncion
UTC-04:00 Caracas
UTC-04:00 Cuiaba
UTC-04:00 La Paz
UTC-04:00 Atlantic Coast
UTC-04:00 Santiago

UTC-03:00 Araguaina

The “RTC” section of the page lets you manually change the Z-PASS date/time settings; since this makes
sense only if NTP time synchronization is not enabled, when “NTP/Enable” parameter is “ON” the input
fields and the “SET CLOCK” button are disabled and the parameters are only for viewing.

Instead, when “NTP/Enable” parameter is “OFF”, the input fields in the “NTP” section are still enabled; this
lets you change and save the parameter values, even if they are not actually used.

111



USER MANUAL - Z-PASS1/Z-PASS2

19.7 VPN Configuration

By clicking on the “VPN Configuration” link, in the “General Configuration” menu, you come to the
following page:

(DR Giovann - O >
/ [ Z-passz x \'\ \
<« c [ ® 192.168.85.104:3080/vpn_files.php e :
®
©SENECA 2o
General Configuration VPN Configuration [user: admin] [logout]
MEm B Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
Seral B MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
rial Ports
Tty G Internet Acceas: Mobile
Real Time Clock Setup Modbus Shared Memory Gateway: running
Router Configuration

Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.

VPN Box v

us|
5]
E
@
3
=
s
=
2
=1
@

— | ]

Tag View e

Mobile Configuration L Enable ON

Mobile Network U0 severrsaaesssire (19216885176 |
oo Corfoeion [ e s s |
Digital V'O

Digta O Confguraton | g e zoaes pass |
Diagnostics | APPLY || SHOW VPN STATUS |

FW Versions

Ethernet Interfaces

The page has a different layout depending on the value of the “VPN Mode” parameter, which can be
“OpenVPN” or “VPN Box".

19.7.1 OpenVPN
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The page is made up of two sections: “VPN Files” and “VPN Configuration”.

(DN Giciang - O X
/ [ Z-Passz X \\
< C IG) 192.168.85.104:3080/vpn_files. php T :
®
©SENECA -+
General Configuration VPN Configuration [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
el P MAC Addresa: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
rial Ports
iy Gl Internet Access: Mobile
Real Time Clock Setup Modbus Shared Memory Gateway: running
VAN Configurston | Router: running
Router Configuration

Users Configuration
FW Upgrade

=
)
=
Ju]
£

Canf. Management OpenVPN v

Shared Memory Tag Conf.

Tag Setup

Tag View

Mobile Configuration

Meobile Network Scegli file | Nessun file selezionato

DDMS Configuration

Digital VO

Digital IO Configuration : i
__S li file | Messun file selezionato

Diagnostics =

FW Versions Scegli file | Messun file selezionato

Ethernet Interfaces
Scegli file | Nessun file selezionato

Scegli file | Nessun file selezionato

=]

rr

o 5
s g
< g
— o
% —
o m
= 7]
= m
4 =y
= I
£

=

=

w

The “VPN Files” section lets you load the files needed to configure Open VPN and establish a secure VPN
connection on the Z-PASS; these files are described in the following.
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19.7.1.1 Configuration File

This file shall contain all the information needed to configure the Open VPN behaviour; the main
configuration options are'’:

e if Z-PASS shall act as a client or a server (typically, it will be a client)
e the transport protocol (UDP or TCP)

e the server IP address/host name and port

e the files needed to perform authentication procedures

e etc.

This file has the .ovpn extension (in Windows systems) or .conf extension (in Linux systems); regardless of
the original name, it will be renamed as ovpn.conf on the Z-PASS.

This is the only mandatory file, that is if this file has not been loaded on the Z-PASS, VPN can’t be enabled.

As reminded in the web page, in options requiring a file argument, only the file name shall be given, with

no path, as in the following example:
ca ca.crt OK
ca /home/config/vpn/ca.crt KO'!

Other two important rules that shall be followed are:
e the “dev” option shall be: “dev tun0” or “dev tap0”
e the “log” option shall be omitted (so that, logs are written to syslog)

An example of a client configuration file is given in paragraph 19.7.1.7.

19.7.1.2 CA certificate

This file shall contain the Certification Authority (CA) certificate and has the .crt extension.
It is needed when the configuration file contains the “ca” option.

19.7.1.3 Client certificate

This file shall contain the client certificate and has the .crt extension.

It is needed when the configuration file contains the “cert” option.

19.7.1.4 Client key

This file shall contain the client key and has the .key extension.

It is needed when the configuration file contains the “key” option.

' For more information about configuration options, please refer to the OpenVPN web page (“openvpn.net”).
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19.7.1.5 Additional file

This file can be of any type and may be needed for configuration options other than “ca”, “cert” and “key”.

Please note that more than one additional file can be loaded.

You can browse your PC to select the above files and send them to the Z-PASS by pressing the “UPLOAD”
button.

Once the upload is done, a result page is shown like in the following figure.
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Shared Memory Tag Conf.

/ \ DN Giovanil
/ [ Z-passz x N
< C |® 192.168.85.104:8080/vpn_upload_files_cust.php
ci]
©SENECA =+

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Upload: CLIENT1a.conf

== Size: 193 bytes

=== Stored in: /home/configivpn/ovpn.conf
Upload: ca.crt

--- Size: 1139 bytea

--- Stored in: /home/configivpn/ca.crt
Upload: CLIENT1.crt

=== Size: 3600 bytes

--- Stored in: /home/config/ivpn/CLIENT1.crt
Upload: CLIENT1.key

--- Size: 912 bytes

=== Stored in: /home/configivpn/CGLIENT1.key
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You can check which VPN files are stored on the Z-PASS by clicking on the “SHOW VPN STATUS” button, as
shown in the following figure (remember that the configuration file is renamed as “ovpn.conf”):

) EawEm - O >

/B zess2 x \W

< > C [@ 192.168.85.104:3080/vpn_files.php?showinfo=1 Q ﬁ] :

©SENECA 7+

@General Configuration VPN Configuration [user: admin] [logout]
Main View

Metwork and Services
Serial Ports

Gateway Configuration Internet Access: Mobile

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Real Time Clock Setup Modbus Shared Memory Gateway: running
(VRN Genfiguriion | Router: running

Router Configuration

Users Configuration

FW Upgrade

Conf. Management

Bhared Memory Tag Conf.
Tag Sefup

COpenVPN v

Tag View

Mobile Configuration
Mobile Network

DDNS Configuration
Digital 110

Digital 1'0 Configuration
Diagnostics

FW \ersions

Eihernet Interfaces

Scegli file | Nessun file selezionato

Scegli file | Nessun file selezionato
e | Nessun file selezionato

e | Nessun file selezionato

Messun file selezionato

OFF
APPLY || HIDE VPN STATUS
Disconnected
0.0.0.0
Stopped
o/0
0o/0
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As reminded by the web page, the VPN files can be downloaded from the Z-PASS, if needed, via FTP/SFTP;
they can be found in the /home/config/vpn directory, as shown in the following figure.

& OpenVPN_Client - user@192.168.85.117 - WinSCP - [m] X

Locale Seleziona File Comzndi Sessione Opzioni Remoto Aiuto

48 | 5 Coda - [ 5 3 Sincronizza Bl P [ Impostazioni trasferimento Predefinito - @

I user@192.168.85.117 ' Muova sessione

[ Desktop -EE e BEEMZ % vpn A e EERE B Tovafie |Fs

£ & £ (&

Ci\Users\Spagiari\Desktop\OpenVPN_Client /home/config/vpn

Nome - Dimensi... Tipe Modificato Attr Nome Dimensi.. Modificato Diritti Proprictaric

It i Cartella superi...  16/09/2016 15.36.06 + 20/09/2016 09.26.52 root

il cacrt 2KB Cenificatodis.. 04/05/2015 093028  a Erlca.crt 2KB  20/09/2016 10.42.53 root

[ CLIENT1 conf 1KB  File CONF 06/09/2016 141940 a GICLIENTT.crt 4KB  20/09/2016 104253 root

L CLIENT T ert 4KB Certificato dis.. 04/05/2015 09.30.42 a || CLIENT1.key TKB  20/09/2016 10.42.53 root

[ ] CLIENT1 key 1KB  File KEY 04/05/2015 093040  a [ oven.conf 1KB  20/09/2016 10.42.53 root

Q{CLIENTH conf 1KB File CONF 07/09/2016 08.26.05 a

[ CLIENT1.0vpn 1KB  File OVPN 07/09/2016 082605  a

5] CLENTZ.crt 4KB Cetificatodis.. 04/052015 093044 a2

|| CLIENTZ key 1KB File KEY 04/05/2015 09.30.44 a

5] CLIENTS3.crt 4KE Cetificatodis.. 04/05/2015 003354 a

d CLIENTS3.key 1KB File KEY 04/05/2015 09.33.52 a

[ CLIENTS4.0vpn 1KB  File OVPN 06/05/2015 152311 a

< >
0B di15504Bin0di 11 0Bdi5844Bin0di4
& sFTP-3 0.00.52

Is is possible to clear all the VPN files, by clicking on the “RESET” button; a pop-up will appear, requiring a
confirmation:

' 192.168.85.117:8080 dice:

This will delete VPN files. Are you sure ?

kd

If VPN is enabled, the user is not allowed to delete VPN files, as warned by the following pop-up:

192.168.85.117:8080 dice:

Y

YEM is enabled: files can't be delsted.

|
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In the “VPN Configuration” section, there is only one parameter, as described in the following table:

Field Meaning Default value

VPN Configuration/Enable Flag to enable/disable the VPN | OFF
connectivity; when enabled, Z-PASS
will run the Open VPN process with
the loaded configuration

As already told above, if you try to enable the VPN connectivity, but no configuration file has been
uploaded to the Z-PASS yet, an error is given as shown in the following figure:
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[ Z-Pass2

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration

FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

DN Giovanil
X

C | ® 192.168.85.104:8050/vpn_save.php?do=1

Z-PASS2

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

VPN files are not loaded yet ! Configuration not changed.

Shared Memory Tag Conf.

When you click on the “SHOW VPN STATUS” button, a third section appears, named “VPN Status”, showing:

e the VPN “Connection Status” (i.e.: “Disconnected” or “Connected”)

e the IP address assigned to the VPN interface when “Connected”, the “dummy” IP address “0.0.0.0”

when “Disconnected”
e the “OpenVPN Status” (i.e.: “Stopped” or “Running”)

e the number of packets/bytes received from the VPN interface, when connected; “0/0” when

disconnected

e the number of packets/bytes sent to the VPN interface, when connected; “0/0” when disconnected
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e the VPN files stored on the Z-PASS (see above)

as shown in the following couple of figures:

¢ Goemi & — O X

/ [4 Z-Passz x\\ \

<« - C [G)192.158.85.1m;aoao;vpn_ﬂ|es.php?showinfo:1 a ¥ :
@

©SENECA =+

General Configuration

Main View

Metwork and Services

Serial Ports

Gateway Configuration

Real Time Clock Setup
VPN Confguration

Router Configuration

Users Configuration

FW Upgrade

Conf. Management

Bhared Memory Tag Conf.

Tag Setup

Tag View

Mobile Configuration

Mobile Metwork

DDNS Configuration

Digital 110

Digital 1'C Configuration

Diagnostics

FW Versions

Eithernet Inferfaces

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEIL: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

OpenVPN OpenVPN v

_ e

| Sceglifile | Nessun file selezionato

OFF

I —
1
APPL HIDE VPN STATUS

Disconnected
0.0.0.0

o/0
o/0
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Giovanni — O b4

/ [} Z-PASS1/Z-Pass2 X \\ 3

&« c [(D 192,168.85.103:8080/vpn_files.php?showinfo=1 Q¥

SSENECA - o

General Configuration VPN Configuration [user: admin] [logout]

[EE Firmware Version: SW003900_205 [Modem: 1231 B02SIM5350E]
Network and Services
MAC Address: CBFAB1160002
Serial Ports
7 y Configuration Internet Access: Mobile
Real Time Clock Satup Modbus Bridge: running
(VP Confguraion | Router: disabled
Router Configuration
Users Configurafion
FW Upgrade
Mobile Configuration ObenVeN 5 VAN
| OpenVPN v |
Mobile Metwork pen pen v

Diagnostics

eremeimetaces L veNrks

Sceglifile | Messun file selezionato

Sceglifile | Messun file selezionato
UPLOAD || RESET

HIDE VPN STATUS

Connected
10.9.7.5
Running
26/ 24K
20/1.6K

REFRESH

An important status information is given by the “OpenVPN Status” field; if VPN is enabled (“ON”), but this
status is “Stopped”, this means that Open VPN process could not be correctly started: probably, the
configuration file contains some errors or, maybe, some options not supported by the Z-PASS Open VPN
implementation.

You can refresh the VPN status, by clicking on the “REFRESH” button.

Finally, you can hide the “VPN Status” section, by clicking on the “HIDE VPN STATUS” button.
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19.7.1.6 OpenVPN Server configuration file

This paragraph gives an example of OpenVPN server configuration; this is the server configuration typically
used with Z-PASS devices.

port 1194

proto udp

dev tun

ca ca.crt

cert server.crt

key server.key

dh dhl1024.pem

server 10.9.7.0 255.255.255.0
ifconfig-pool-persist ipp.txt
client-config-dir ccd
client-to-client

keepalive 10 120

comp-1z0

persist-key

persist-tun

status openvpn-status.log
verb 3

19.7.1.7 OpenVPN Client configuration file

This paragraph gives an example of OpenVPN client configuration; this is the client configuration typically
loaded on Z-PASS devices.

client

dev tun

port 1194

proto udp

remote 2.192.5.105 1194
nobind

ca ca.crt

cert twsd.crt

key twséd.key

comp-1lzo

persist-key
persist-tun
script-security 3 system
verb 3

19.7.1.8 LED signalling (Z-PASS1-R01/Z-PASS2-R01/Z-PASS1-10/Z-PASS2-10)

In Z-PASS1-R01/Z-PASS2-R01/Z-PASS1-10/Z-PASS2-10 products, when VPN functionality is enabled in
“OpenVPN” mode, the “SERV” and “VPN“ LEDs give the following status information (see paragraph 6.2):

LED Status Meaning
VPN Yellow ON VPN connection is working properly
Blinking VPN connection is not working properly
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OFF

VPN functionality is disabled

SERV Green -

Not used

19.7.2 VPN Box

The page contains only ony section: “VPN Box”, as shown in the following figure.

General Configuration

Main View

Network and Services
Serial Porte

Gateway Configuration
Real Time Clock Setup
VPN Cenfiguration
Router Configuration
Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mcbile Metwork

DDNS Configuration
Digital V'O

Digital /O Configuration
Diagnostics

FW Versions

Ethernet Interfaces

(DR Giovann - O
[ Z-PAss2 x
&« c |® 192.168.85.104:8080/vpn_files.php b
@
©SENECA 2+

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBR0O2A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Acceasa: Mobile

Modbus Shared Memory Gateway: running

Router: running

CURRENT UPDATED

VPN Mode VPN Box VPN Box ¥

VPN Box
Enable OFF
Server 192.166.86.176  |192.168.85.176 |
Password seneca |Seﬂeca |
Tag Name zpass zpass |

| APPLY || SHOW VPN STATUS

The “VPN Box” section contains the following parameters:
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Field Meaning Default value
VPN BOX/Enable Flag to enable/disable the “VPN | OFF
Box” functionality, that is the

procedure/protocol that lets the Z-
PASS setup the VPN, by interacting
with the “VPN Box” server (see “VPN
Box User Manual”)

VPN BOX/Server IP address or FQDN of the “VPN Box” | 192.168.90.1
server

VPN BOX/Password Password to access the “VPN Box” | seneca
server

VPN BOX/Tag Name Mnemonic name used to uniquely | zpass

identify the Z-PASS; if the default
(“zpass”) value is left, the Device will
register as “zpass_<MACAddress>"
on the VPN Box

When you click on the “SHOW VPN STATUS” button, a new section appears, named “VPN Status”, showing:

e the VPN “Connection Status” (i.e.: “Disconnected” or “Connected”)

e the VPN IP address assigned to the Z-PASS when “Connected”, the “dummy” IP address “0.0.0.0”
when “Disconnected”; this row is not shown for “Point-to-Point (L2)” VPN Box, since no IP address
is assigned to the VPN interface

e the “OpenVPN Status” (i.e.: “Stopped” or “Running”)

e the number of packets/bytes received from the VPN interface, when connected; “0/0” when
disconnected

e the number of packets/bytes sent to the VPN interface, when connected; “0/0” when disconnected

e the “VPN Box Type”, which can be “Point-to-Point”, “Point-to-Point (L2)” or “Single LAN”, if VPN
Box is enabled

e the “VPN Box Status”, if VPN Box is enabled

e the username of the connected user, if any

as shown in the following three figures:
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/ [ Z-Pass2

b4 \\;

« IG) 192.168.85.104:8080,vpn_files.php?showinfo=1

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup

Router Configuration

Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Z-PASS2

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

VPN Box VPN Box v

Router: running

192.168.86.176  |192.168.85.176 |
SEneca |seneca |

zpass |zpass |

HIDE VPN STATUS

C ComsotonStuus Discomnected
O padiem 0000
C omniesme Stonped
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(DN Giciang

/ [ Z-Pass2

b4 \\;

« IG) 192.168.85.104:8080,vpn_files.php?showinfo=1

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup

Router Configuration

Users Cenfiguration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mohbile Network

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Z-PASS2

VPN Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

VPN Box VPN Box ¥

Router: running

on

192.168.86.176  |192.168.85.176 |

SEneca |seneca |

zpass |zpass |

HIDE VPN STATUS

Connected
10.9.0.4

Running

olo

o/
Paint-to-Point
OK (Configured)
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() Efipvenmd - O x
/ [ Z-Passz X \\
& (& [ @ 192.168.85.104:3080/vpn_files.php?showinfo=1 v i
®
©SENECA =7
General Configuration VPN Configuration [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metwork and Services
el P MAGC Addresas: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
rial Ports
iy Gl Internet Access: Mobile
Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Confguraton. | Router: runni
Router Configuration

Users Configuration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.

VPN Box v

=]
=
@
h |
=
=
5
g
5
&

Tag View —_—
H:hile Configuration _ ON
Mokile Network _ 192.168.86.176  |192.168.85.176 |
oo [ e s |
Digital VO
Digital /0 Canfiguration _ zpass zpass |
pecmone
i Hersions - veNsaus
Ethernet Interfaces
~ Connestion Stalus Conneoted
 IPAddress 10.9.04
~ OpenVPNStatus Running
~ RXPackets/Bytes o/0
~ TXPackets/Bytes o/0
O e -
~ VPNBoxStstus OK (Configured)

For an explanation of the differences between a “Single LAN” VPN and a “Point-to-Point” VPN, see chapter
13.

The “VPN Box Status” string has the following format:
Result (Status)

The following table gives a short explanation of the possible “Result” and “Status” strings:

| Result Status Meaning
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Error (Unexpected response)

A response code has been received that is not
handled by the Z-PASS (it should never occur)

Error (No response from VPN
Box)

No response has been received from the VPN Box
(response timeout)

Error (Invalid response from
VPN Box)

A response has been received whose content is
not valid for the Z-PASS (it should never occur)

Error (Wrong password)

The password set on Z-PASS is wrong

Error (License Limit Reached)

The maximum number of devices allowed by the
license are already registered on VPN Box

Error (VPN Box not configured)

The VPN Box has not been configured yet

Error (Generic error)

A generic error has occurred on the VPN Box

OK The Z-PASS has just been registered on the VPN
Box

OK New The Z-PASS is registered on the VPN Box, but it is
not configured yet (“Single LAN” only)

OK Configuration updated The Z-PASS configuration has just been updated

OK Configured The Z-PASS is properly configured and available
for VPN connection

OK Ban The Z-PASS has been banned

OK Not found The Z-PASS is unknown for the VPN Box; this
happens when Z-PASS registration is deleted on
the VPN Box

OK Unknown The Z-PASS has an “unknown” status in the VPN
Box (it should never occur)

OK Not bound The “tunnel” between the Z-PASS and the VPN
Box is not up; this may occur when the tunnel
port is blocked (“not open”) in the ADSL router
on the VPN Box side (“Point-to-Point” only)

OK Unexpected status A status code has been received that is not

handled by the Z-PASS (it should never occur)

You can refresh the VPN status, by clicking on the “REFRESH” button.

Finally, you can hide the “VPN Status” section, by clicking on the “HIDE VPN STATUS” button.

19.7.2.1.1 LED signalling (Z-PASS1-R01/Z-PASS2-R01/Z-PASS1-10/Z-PASS2-10)

In Z-PASS1-R01/Z-PASS2-R01/Z-PASS1-10/Z-PASS2-10 products, when VPN functionality is enabled in “VPN
Box/Single LAN” mode, the “SERV” and “VPN“ LEDs give the following status information (see paragraph

6.2):
LED Status Meaning
VPN Yellow ON VPN connection is working properly
Blinking VPN connection is not working properly
OFF The Device has not been configured by the VPN Box yet or VPN Box

functionality is disabled
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SERV Green

ON
Blinking

OFF

VPN Box “SERVICE” connection is working properly
VPN Box “SERVICE” connection is not working properly

VPN Box functionality is disabled

Similarly, when VPN functionality is enabled in “VPN Box/Point-to-Point” mode, the “SERV” and “VPN“ LEDs
give the following status information (see paragraph 6.2):

LED Status Meaning
VPN Yellow ON A VPN client is connected to the Device

OFF No VPN client is connected to the Device or VPN Box functionality is disabled
SERV Green ON VPN Box “SERVICE” connection is working properly

Blinking VPN Box “SERVICE” connection is not working properly

OFF VPN Box functionality is disabled

19.8 Router Configuration

By clicking on the “Router Configuration” link, in the “General Configuration” menu, you come to the

following page:
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_/ [4 Z-Pass2

x \ W

(N Giovann

«  C [G) 192.168.85.104:3080/mobile_router.php

Q T

S SENECA

Ganeral Configuration
Main Visw

Z-PASS2
Router Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GOBR0O3A14E1G])
MAC Address: CaF9811B0000 [IMEl: 861076026600976] [IMS]: 222101600237390]

Internet Access: Ethernet

Modbus Shared Memory Gateway: running
Router: dizabled

3

82

18216890201
182 16800210

-
(L]

%

2

TCPUDP

TCPUDP

TCPUDP

TCPUDP

TCPUDP

i

.168.90.201
.168.90.210

—

CFP/UDP ¥

I

TCPR/UDP ¥

I

TCP/UDP ¥

I

TCP/UDP ¥

|

In this page, you can change the parameters related to the Z-PASS Router functionality.

First, you have a set of general parameters, as listed in the following table:

Field

Meaning

Default value
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Router Enable Flag to enable/disable the Router | OFF
functionality

DNS Enable Flag to enable/disable the DNS | ON
forwarding service

DHCP Server Enable Flag to enable/disable the DHCP | OFF

service (DHCP server)

NOTE: this parameter can be set to
“ON” only if the “DHCP” parameter
of the “Network and Services” page

is set to “OFF”.
DHCP First Address These parameters define the range | 192.168.90.201
DHCP Last Address of IP addresses assigned by the | 192.168.90.210
DHCP server to requesting clients
DHCP Lease Time (min) Validity time interval for the IP | 15

address assignment, in minutes.
Possible values are in the range
[1..60].

Then, you have the parameter shown in the following table.

Field Meaning Default value

Use Local Addresses Through | Flag to enable/disable the access to | OFF
VPN/Enable the Z-PASS and other devices which
are in the Z-PASS LAN, by using their
local (LAN) IP addresses

Then, you have another important parameter, which is shown in the following table.

Field Meaning Default value
Mobile Network Firewall/Enable Flag to enable/disable the “Mobile | OFF
Network Firewall”, that is

disable/enable access to the Z-PASS
and other devices which are in the Z-
PASS LAN, by using the IP address
assigned to the Mobile Network (3G)
interface.

To open a port in _the firewall, a

“Port Mapping / Virtual Server” rule
shall be defined.

The above parameter shall be set to ON, to protect the Z-PASS against undesired (maybe malicious)
accesses.

This is the only parameter in the “Router Configuration” page that is working also when the Router
functionality is disabled (Router Enable = OFF).
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It is important to note that, when the VPN is activated (see 19.7 paragraph), the parameter is automatically
set to ON, as warned by the message shown in the following figure.

) EawErm - O et
[ z-pass2 x
& (& |® 192.168.85.104:8080/vpn_save.php?do=2 i :
@
©SENECA 7o»s=
General Configuration VPN Configuration [user: admin] [logout]
SE LT Firmware Version: SW003900_224 [Modem: UG20GQBR0O3A14E1G]

Metweork and Services

Sl P MAC Addresa: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
erial Fers

a ' ) Internet Accesa: Ethernet
ateway Configuration

Real Time Clock Setup Modbusa Shared Memory Gateway: running
VPN Configuration Router: running

Router Configuration

Users Configuration

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

VPN Box configuration changed.

Mobile Network Firewall has been enabled.

Tag View

Mobile Configuration
Mchile Metwork

DDNS Configuration
Digital VO

Digital I'Q Configuration
Diagnostics

FW Verzions

Ethernet Interfaces
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Finally, there are 5 sections which let you define up to 5 “Port Mapping” rules (also known as “Virtual
Servers”); for each section, the available parameters are the following:

Field Meaning Default value

Protocol This parameter defines the transport | TCP/UDP
protocol (or kind of port) which is
affected by the rule: TCP, UDP or

both

External Port TCP or UDP port which a packet was | Empty
originally sent to

Server IP Address IP address which the received packet | Empty

is forwarded to

Internal Port TCP or UDP port which the received | Empty
packet is forwarded to

If Router is left disabled (Router Enabled = OFF), you can still change parameters; changes will be saved
without actually applying them (except for the “Mobile Network Firewall” parameter, as told before); the
following message will be given, after clicking the “APPLY” button:
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() (EheEmn - O *
[ z-Pass2 x
|® 192.168.85.104:3080/mabile_router_save.php?do=1 i :
(SDSENECA
General Configuration Router Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metweork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports

' ) Internet Accesa: Ethernet
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: disabled
Router Configuration

Users Configuration

Router Configuration changed (router not active).
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Makile Metwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

If you try to enable the DHCP server functionality (DHCP Enable = ON), but the “DHCP First Address” and
“DHCP Last Address” parameters define an address range that is not congruent with the Ethernet
configuration (IP address and network mask), an error is given, as shown in the following figure:
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() (EheEmn - O *
[ z-Pass2 x
|® 192.168.85.104:3080/mabile_router_save.php?do=1 i :
®SENECA
General Configuration Router Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metweork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports

' ) Internet Accesa: Ethernet
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: disabled
Router Configuration

Users Configuration

Invalid DHCP parameters ! Configuration not changed.
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Makile Metwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

As already told before, the Router configuration page lets you define up to 5 “Port Forwarding” rules or
“Virtual Servers”.

An example is given in the following figure:

136



USER MANUAL - Z-PASS1/Z-PASS2

_/ [4 Z-Pass2

x \ W

(N Giovann

«  C [G) 192.168.85.104:3080/mobile_router.php

Q T

S SENECA

Ganeral Configuration
Main Visw

Matwork and Sarvices
Serial Portz.

Gateway Configuration
Raal Time Clock Sstup
VPN Configuration
Routsr Gonfigurséon
Uzers Configuration
FW Upgrada

Conf. Managamsnt

Shared Memory Tag Conf.
Tag Sctup

Tag View

Mobile Configuration
Mobila Matwork:

DDNES Configurstion

Digital VO

Digital KO Configuraticn

Diegnostice

W Verzions

Ethemst Interfacas

Z-PASS2
Router Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GOBR0O3A14E1G])

Modbus Shared Memory Gateway: running
Router: running

g

82

18216890201
182 16800210

e g =

:

.168.90.201
.168.90.210

TCPIUDP TCF/UDP ¥

s02 sz
102.168.85.103 192.168.85.103

o0z sz
TCGPUDP TCF/UDP ¥

TCPIUDP TCR/UDP ¥

TCPIUDP TCF/UDP ¥

In this example, 2 rules have been set:
e the first rule tells Z-PASS that any TCP packet received on the 80 (HTTP) port has to be forwarded to
the 8080 port, leaving the original destination IP address unchanged; so, this rule lets you access
the Z-PASS configuration web site on the standard HTTP port;
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e the second rule tells Z-PASS that any TCP or UDP packet received on the 502 port (which is often
used for Modbus TCP protocol) shall be forwarded to the 192.168.85.103 IP address (which
corresponds to another device) on the same (502) destination port.

Another important aspect of “Port Mapping / Virtual Server” rules is that they let define which ports are
open in the “Mobile Network Firewall”; for example, if you want to connect to the web configuration site
and to the SSH console, through the public IP address assigned to the 3G interface, the 8080 and 22 TCP
ports shall be open; this can be done as shown in the following figure.
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(N Giovann - d X

/D zeass2 x\

«  C [G) 192.168.85.104:3080/mobile_router.php 2 1

SSENECA 2=

General Configuration Router Configuration [user: admin] [logout]

L Firmware Version: SW002900_224 [Modem: UC20GQBRO3A14E1G]
Matwork and Sarvices
o MAC Address: C8F9811B0000 [IMEl: 861076026600976] [IMSI: 222101600237590]

Gatewsy Configuration Internet Access: Ethernet

Reaal Tima Clock Sstup Modbus Shared Memory Gateway: running

SR BT T Router: running
———— o

FW Upgrada ON

Conf. Managamsnt

Shared Memory Tag Conf

Tag Sctup ON

Tag View OFF

Mabile Configuration 18216800201 92 168.90.201
Miabila Netwark: 102.168.00.210 92.168.90.210
DDMNE Configuration 15

Digital VO

Digital VD Configuration

Diegnostice OFF

W Varzionz

i3 ¢

g
=
—
%
-

= 2]
22
TCPUDP TCR/UDP ¥
TCPUDP TCR/UDP ¥
TCPUDP TCP/UDP ¥

19.9 Users Configuration

By clicking on the “Users Configuration” link, in the “General Configuration” menu, you come to the
following page:
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[ Z-Pass2

@SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

*

C | ® 192.168.85.104:8080,users.php

DN Giovanil

Z-PASS2

Users Configuration [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Shared Memory Tag Conf.

CURRENT

WEB ADMINISTRATOR

Username admin

Password admin

WEB GUEST

Uszername guest

Password guest
FTP USER

Username user

Password 123466

UPDATED

admin

admin

guest

guest

user

123456

APPLY

In this page, you can change the “Web Administrator”,

explained in the following table:

“Web Guest” and “FTP User”

credentials, as

Field Meaning Default value

WEB ADMINISTRATOR/Username Username to access the web | admin
configuration site (full access)

WEB ADMINISTRATOR/Password Password to access the web | admin
configuration site (full access)
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WEB GUEST/Username Username to access the web | guest
configuration site, in “view-only
mode” (see paragraph 19.19)

WEB GUEST/Password Password to access the web | guest
configuration site, in “view-only
mode” (see paragraph 19.19)

FTP USER/Username Username to access the Device | user
FTP/SFTP site

FTP USER/Password Password to access the Device | 123456
FTP/SFTP site

For all the fields in this page, the following characters are allowed:
a-zA-720-9- [!1@S3"&*?2+{}<>;, =,

each field can contain up to 100 characters.

The same rules apply to the other “Username” and “Password” fields of the web pages and to the “Tag
Name” field of the “VPN Configuration” page.

Please note that, after changing the Web Administrator credentials, a new login will be required to access
any page.

19.10 FW Upgrade

When clicking on the “FW Upgrade” link, in the “General Configuration” menu, the following pop-up is
shown:

192.168.85.104:8080 dice:

Do you want to stop gateway services during upload ?

(Once services are stopped, you can restart them by clicking on the

'‘RESTART GATEWAY SERVICES' button.)

If you click on the “OK” button, Modbus Ethernet to Serial/Transparent/Modbus Shared Memory Gateway
Services are stopped and you come to the “FW Upgrade” page, shown in the following figure.
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() Eimwenmd - O *
[Y z-Pass? %
& C | ® 192.168.85.104:5080/fw_files_bin.php?stop=1 i :
i}
©SENECA -+
General Configuration FW Upgrade [user: admin] [logout]
L Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

MNetwork and Services

Sl P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: stopped

VPN Configuration Router: running

Router Configuration

Users Configuration
FW Upgrade

Conf. Management

FW Upgrade

FW file (SW003900_"bin) | Scegli file | Nessun file selezionato
Shared Memory Tag Conf.

Tag Setup UPLOAD || RESTART GATEWAY SERVICES |

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Now, if you want to leave this page without performing the FW upgrade, the “RESTART GATEWAY
SERVICES” button lets you restart the gateway services which, otherwise, would remain in the “stopped”
state.

Otherwise, if you click on the “Cancel” button of the pop-up, Gateway Services are not stopped and you
come to the same page where the “RESTART TWS SERVICES” button is disabled.
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(DN Giciang - O *
[ Z-Passz X
& c |® 192.168.85.104:8080/fw_files_bin.php?stop=0 i :
®
©QSENECA -»s
General Configuration FW Upgrade [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]

Serial Ports
' ) Internet Access: Mobile
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Configuration

FW Upgrade

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup UPLOAD || RESTART GATEWAY SERVICES |

FW file (SW003900_"bin) | Scegli file | Nessun file selezionato

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

So, it is up to the user to choose if Gateway Services shall be stopped or not, during FW Upload; on one
side, stopping them is more safe and let the upload be completed in a shorter time; on the other side, there
are situations in which gateway services stop time shall be as short as possible.
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Since an erroneous use of the FW Upgrade functionality might compromise the proper Z-PASS operation,
use this page only to apply upgrades provided by Seneca, with the support of Seneca personnel.

This page lets you browse your PC to select the file containing the FW, which shall have a name of the
following type:

SW003900_xxx.bin™

If you select a file with a different name, an error will be shown at the end of the upload, as in the following
figure.

'® The FW file can be downloaded from Seneca web site (see chapter “Upgrading the firmware by USB pen”).
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

Shared Memory Tag Conf.

[ W invanil
[y Z-Pass2 x
< C |® 192.168.85.104:8080/fw_upgrade_bin.php
ci]
©SENECA =+»

FW Upgrade [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Invalid file 'disk.tar.gz"' !

A 'SW003300_*.bin’ file is needed.

Once a file is selected, you can start the upload, by pressing the “UPLOAD"” button.

145



USER MANUAL - Z-PASS1/Z-PASS2

[ Z-Pass2

(SR Giovangi - O
X

< C |® 192.168.85.104:8080/fw_files_bin.php?stop=1 T

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital V'O

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

©SENECA -+

FW Upgrade [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: stopped

Router: running

Shared Memory Tag Conf.

FW Upgrade

FW file (SW003900_".bin) | Scegli file | SW003900_224.bin
UPLOAD || RESTART GATEWAY SERVICES |

Once the upload is successfully completed, the following page is shown:
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(DN Giciang - O *
[ Z-Passz X
& c |® 192.168.85.104:8080/fw_upgrade_bin.php i :
®
©QSENECA -»s
General Configuration FW Upgrade [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]

Serial Ports
' ) Internet Access: Mobile
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: stopped

VPN Configuration Router: running

Router Configuration

Users Configuration

File 'SW003900_224.bin' successfully uploaded !
FW Upgrade

Conf. Managsment Upgrade and Reboot || Cancel and Reboot
Shared Memory Tag Conf.

Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

In this page, you can:

e press the “Upgrade and Reboot” button: this will start the upgrade procedure, which takes some
minutes to be completed; during this time, the Z-PASS MUST NOT be switched off; during the
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procedure, the Z-PASS will be rebooted several times; also, during the procedure, several LEDS will
blink simultaneously™; the upgrade procedure is ended when only the LED “RUN” is blinking®;

[l Giciann - O X
[ Z-Passz X
& C | ® 192.168.85.104:3080/fw_upgrade_start.php?do=3 i :
@
@ SENECA Z-PASS2
General Configuration FW Upgrade [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
Serial P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

Gateway Configuration Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: stopped
VPN Configuration Router: running

Router Configuration

Users Configuration

Upg.l"ﬂdfﬂg firmware, thig will take some time...
FW Upgrads

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mebile Metwork

DDMS Configuration
Digital /O

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

¥ This applies only to products with HW revisions 10 and R01; in details: for |0 HW revision, all LEDs will blink
simultaneously, except for Power, LAN/WAN, COM and modem LEDs; for RO1 HW revision, RUN, VPN and SERV LEDs
will blink.

%% Also SERV and VPN LEDs might blink, depending on the Device configuration and status.
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e press the “Cancel and Reboot” button: this will delete the uploaded file on the Z-PASS and perform

the reboot.
) EHawenm - O
[ Z-Passz x
<« (&} |® 192.168.85.104:3080/fw_upgrade_start.php?do=0 w
ci]
©SENECA =+»s
General Configuration FW Upgrade [user: admin] [logout]
Miain View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

Serial P MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: stopped
VPN Configuration Router: running

Router Configuration

Uszerz Cenfiguration

Upgrade cancelled, rebooting...
FW Upgrades

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mabile Configuration
Mabile Network

DDNS Configuration
Digital /O

Digital 'O Configuration
Diagnostics

FW Versicns

Ethernet Interfaces

19.11 Configuration Management

By clicking on the “Conf. Management” link, in the “General Configuration” menu, you come to the
following page:
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[ Z-Pass2

General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration

DN Giovanil
X

C | ® 192.168.85.104:8080/conf_mgr.php

@SENECA zonsss

Configuration Management [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GAQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile

Modbus Shared Memory Gateway: running

Router: running

Router Configuration
Users Configuration

FW Upgrade

Load Configuration

Conf file
(SW003900_conf.tar.gz
or SW003900_conf.zip)

Conf. Management
Shared Memory Tag Conf.

Tag Setup | LOAD | | Scegli file | Nessun file selezionato
All parameters will be overwritten
Tag View and
Mobile Configuration a system reboot will be performed
Mebile Metwork
DDMS Configuration ST iy o)
Digital VO Configuration will be downloaded
Digital /0 Configuration as file SW003300_conf.tar.gz SAVE
Diagnostics
FW Versicns L2 e
Ethernet Interfaces Debug Logs will be downloaded
as file SW003900_logs.tar.gz | SAVE
(this will take some minutes)

This page lets you save and load the whole Device configuration; this is very useful, for example, when you
have to apply the same configuration to many devices.

The configuration archive file is named SW003900 conf.tar.gz and carries:
o files containing all configuration parameter values;
o files containing the Modbus Shared Memory Gateway tags, if present;
e web user pages, if present.
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The configuration archive, once created and downloaded by means of the “SAVE” button can be uploaded
to the same or another device, in two ways:

by means of the “LOAD” button, in this page
by means of a USB pen

The procedure to load the configuration into the Z-PASS by means of a USB pen is the following:

copy the SW003900_conf.tar.gz file into the root folder of the USB pen;

switch off the Device;

insert the USB pen into the USB#1 port of the Z-PASS;

switch on the Z-PASS; the procedure will take some minutes to be completed; during this time, the
Z-PASS MUST NOT be switched off; during the procedure, the Z-PASS will be rebooted;

after the reboot, wait until you see the “RUN” LED blinking;

remove the USB pen;

the configuration has been applied to the Z-PASS.

The only care when you carry the configuration archive from a device to another one is that the two

devices should be the same product model; for example, it’s not safe to load the configuration archive
saved on a Z-PASS2-R01 into a Z-PASS2.

This page lets you load also the configuration archive as a zip file (SW003900 conf.zip).

Another useful feature available in this page is the one provided by the “Save Debug Logs / SAVE” button:
when you click on it, a file named SW003900 logs.tar.gz is downloaded, which contains the debug logs
stored by the CPU during its operation.
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() Eimwenmd - O *
[ Z-Passz x
& C | ® 192.168.85.104:3080/canf_mgr.php i :
®
©QSENECA -+»s
General Configuration Configuration Management [user: admin] [logout]
T Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

Metwork and Services
Serial P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Cenfiguration Load Configuration
Fw U d
parace Conf file
Conf. Management (SW003900_conf.tar.gz
Shared Memory Tag Conf. or SW003900_conf.zip)
Tag Setup | LOAD | | Scegli file | Nessun file selezionato
: All parameters will be overwritten
Tag View and
Mobile Configuration a system reboot will be performed
Mebile Metwork
DDMS Configuration ST iy o)
Digital VO Configuration will be downloaded
Digital /0 Configuration as file SW003300_conf.tar.gz SAVE
Diagnostics
FW Versicns L2 e
Ethernet Interfaces Debug Logs will be downloaded
as file SW003900_logs.tar.gz | SAVE
(this will take some minutes)
B SWO003900_conftargz Maostra tutto | X

Please note that, to get detailed debug logs, the “DEBUG LOGS / Enable” parameter, in “Network and
Services” page, shall be set to ON.

19.11.1 Factory reset by USB pen

A USB pen can be used also to reset the Z-PASS to its factory state; the procedure is the following:

e create an empty file named SW003900_reset_cmd into the root of the USB pen;
e switch off the Z-PASS;
e insert the USB pen into the USB#1 port of the Z-PASS;

152



USER MANUAL — Z-PASS1/Z-PASS2

e switch on the Z-PASS; the procedure will take some minutes to be completed; during this time,
the Z-PASS MUST NOT be switched off; during the procedure, the Z-PASS will be rebooted;

e after the reboot, wait until you see the “RUN” LED blinking;

e remove the USB pen;

e the factory reset has been performed.

19.12 Mobile Network

By clicking on the “Mobile Network” link, in the “Mobile Configuration” menu, you come to the following
page:
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() (EheEmn - O *

_/ [ Z-Pass2 X \\

&« & [ @ 192.168.85.104:5080/mabile_network.php T :

@

©SENECA 77

General Configuration Mobile Network [user: admin] [logout]

Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Serial Ports

G Configuration Internet Accesa: Ethernet

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Configuration
FW Upgrade
Conf. Management

Shared Memory Tag Conf. 8342 8342 |
Tag Setup
Tag View

Automatic | Automatic v |

Mobile Configuration

_ £2U22“TGSI;I'I'IM | Operator list not available ¥ |
DDNS Configuration
Digital YO
Digital IO Configuration
Diagnostics OFF
FW Versicns Automatic

Ethernet Interfaces iboax.tim.it |ihux.ﬁm.it

|US€T

:

pass |pass

www.google.com |www.guogle.cum

&
e
o
(o
w
S
=
=
o
=
=
m
£
5
c
o
G
m
=
=}
T
m
:
o
A
-
o
=

The above figure shows the “Mobile Network” page for Z-PASS2-10.

For Z-PASS2-R01 and Z-PASS2, the “Operator Selection” section and the “GET OPERATOR LIST” button are
not available, so the page is as shown in the following figure.
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() (EhrEmn - O *
_/ [ Z-Pass2 b \\
&« & [ @ 192.168.85.105:5080/mabile_network.php T :
@
©SENECA 2+
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: 1231B02SIM5350E]
Metwork and Services
MAC Address: CBFAS1160002 [IMEI: 862264020406715] [IMSI: 222101600237889]
Serial Ports
G Configuration Internet Accesa: Ethernet
Real Time Clock Setup Modbus Ethernet to Serial Gateway: running
VPN Canfiguration Router: disabled

Router Configuration

Users Configuration

P Dpereae - sm
Conf. Management —
Mobile Configuration _ 8342 |8342 |
bt o cometon
DDNS Configuration I —————
i I
Ethsmnet Interfaces _ ibox.tim.it libox.tim.it |
D - |
O |

T
-
©
L
w
=
=
=
o
@
=
m
£
=
=
w

In this page, you can change the parameters related to the Mobile Network, as listed in the following table:

Field Meaning Default value

SIM/PIN (if required by SIM) PIN needed to unlock the SIM card, | 1234
if PIN locking functionality is enabled
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on it

Operator Selection/Mode
(only on Z-PASS2-10)

This parameter tells if the modem

shall select the Mobile Network

Operator:

- automatically
(Mode=Automatic)

- as selected by the user
(Mode=Manual)

- reverting to “automatic” mode,

|ll

if “manual” selection fails (Mode

= Manual/ Automatic)

Automatic

Operator Selection/Operator
(only on Z-PASS2-10)

This parameter contains the list of
the Mobile
currently available, that is detected

Network Operators

by the modem.

The list items are strings with the

following format:

- the MCC+MNC? code in square
brackets (e.g.: “[22201]")

- the identifying  the
operator (e.g.: “I TIM”)

string

- the access technology, that is
“GSM” or “UMTS”, in brackets

This list is initially empty: it shall be

filled by clicking on the “GET

OPERATOR LIST” button.

“[22201] I TIM (UMTS)”

Data Connection/Enable

Flag to enable/disable the Mobile
Network connectivity

OFF

Data Connection/APN Mode

This parameter tells if the APN and
related parameters are
automatically retrieved (based on
SIM IMSI) (Mode=Automatic) or the
values given in this page are used
(Mode=Manual).

When APN Mode = Automatic, APN,
Authentication Type, Username and

Password parameters are disabled.

Automatic

Data Connection/APN

Access Point Name, as given by the
Mobile Network Operator

ibox.tim.it

Data Connection/Authentication
Type

Type of authentication required;

possible  values are: “None”,

None

*! please note that the procedure to enable/disable the PIN locking functionality on the SIM is not performed by the

Device.

> MCC = Mobile Country Code, MNC = Mobile Network Code
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“CHAP/PAP”, “CHAP only”, “PAP
only”

Data Connection/Username Username needed for UMTS/GPRS | user

connectivity, as given by the Mobile
Network Operator; it may be empty,
if “Authentication Type” parameter
is “None”

Data Connection/Password Password needed for UMTS/GPRS | pass

connectivity, as given by the Mobile
Network Operator; it may be empty,
if “Authentication Type” parameter
is “None”

Data Connection/Ping Connection | FQRDN or IP address used to | www.google.com

Testing IP Address (if empty, testing | periodically check, by means of
is disabled) “ping” packets, if the mobile

connection is actually working; if the
field is lefty empty, the check is not
performed.

It is important to note that the
FQDN or IP address specified must
be reachable from the Z-PASS
mobile network, otherwise the Z-
PASS will detect that the mobile
connection is not working and will
drop it.

In the “Mobile Network” page, when you click on the “SHOW MOBILE STATUS” button, a new section
appears, named “Mobile Status”, showing:

the SIM/PIN Status; if an error in PIN setting has occurred or PUK/PUK2 setting is needed, this
status is shown in red color

the number of remaining attempts for PIN setting; when this value is less than 3 (shown in red

color), it means that PIN setting has failed, that is the configured PIN value is wrong

IM

the radio “Signal Level”, in the range [0..7]

the selected operator (only for Z-PASS2-10)

the GSM “Registration Status”

the Mobile Network “Connection Status” (i.e.: “Disconnected” or “Connected”)

the IP address assigned to the Mobile Network interface when connected, the “dummy” IP address
“0.0.0.0” when disconnected

the number of packets/bytes received from the Mobile Network interface, when connected; “0/0”
when disconnected

the number of packets/bytes sent to the Mobile Network interface, when connected; “0/0” when
disconnected

as shown in the following couple of figures:
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_/ [4 Z-Pass2

x \ W

(N Giovann

«  C [G) 192.168.85.104:3080/mobile_network.php?showinfo=1

a #| | o

SSENECA ==

General Configuration
Main View

Metwork and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration

Router: running

Mobile Network [user: admin] [logout]

Internet Access: Ethernet
Modbus Shared Memory Gateway: running

Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Users Configuration

FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Sefup

Tag View

Mobile Configuration
osie Netore
DDME Cenfiguration

Digital 110

Digital L'C Configuration

Diagnostics

FWW Versions

Ethernet Interfaces

I||‘|‘]“I“|
B

:

:

matic
[22201] 1 TIM
(UMTS)

PEE

i

8342 |

| Operator list not available v |

Automatic ¥
ibox_tim.it |

|I.ISBI' |

lpass |

www.google.com |ww.gougle.mm |

APPLY || HIDE MQEILE STATUS | GET OPERATOR LIST |

PIN required

3

5

"wodafone IT" (UMTS)
Registered (home network)
Disconnected

0.0.0.0

o/

o/

45.37421,11.94562 [Mag]
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() (EheEmn - a *
_/ [ Z-PAss2 x \\
&« & [ @ 192.168.85.104:3080/maobile_network.php?showinfa=1 2 1 :
@
© SENECA 7o+
General Configuration Mobile Network [user: admin] [logout]
[SETYET Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Network and Services
S MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Gateway Configuration Internet Access: Mobile
Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Canfiguration Router: running

Router Configurafion
Users Configuration . cumeNT  UPDATED
FW Upgrade

Conf. Management

Shared Memory Tag Conf.
Tag Sefup

:
H

Tag View Automatic

Mobile Configuration [22201] 1 TIM - e
_ (UMTS) | Operator list not available v |

DDME Cenfiguration

Digital /O

Digital 'O Configuration Auto Automatic ¥

Diagnostics . e S

a0 - iboax.tim.it ||I:Iw(_hm_rt |

FWW Versions

g
A

Ethernet Interfaces

|I.ISBI' |

i

lpass |

www.google.com |ww.gougle.mm |

APPLY || HIDE MQEILE STATUS | GET OPERATOR LIST |

/ o
=

PIN required

3

5

"wodafone IT" (UMTS)
Registered (home network)
Connected

10.211.101.167

6/65

6/98

45.37421,11.94562 [Mag]

As shown in the above figures, only for Z-PASS2-10, the last row of the “Mobile Status” gives the “GPS
Location” as Latitude, Longitude values; clicking on the Map link, the Google Maps™ on the current
position are shown.
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(BN Gicvantil - O

*

/B 4572227.0'N 11756441 X\

« > C | & Sicuro |hitps:,ﬂf’www.google.com;’maps;'place;'45=22'2?.0"N+'I1°56'44.1"E,f'@45.3T4166?.1‘1.943394... 1}|

= 45°2227.0°'N11°56'44.1°E

@ : _
= © unistara
Cogne Acciai
(o) Speciali srL O
Etichettificio Antoniano

Sicom S.r.|

ol
= Lighting Store
70
~
&
S

padova Packaging Electronics Store o
. . e . CAEL s.r.|
45°22°27.0°N 11°56'44.1°E b ol
45374167, 11.945583 — ~Libri S RL A © Full Spot
' A g Eterno |
* ® 3 < Via Poy, & © Krupps SRL o o
onj, =
SAVE NEARBY  SENDTOYOUR  SHARE '5'
PHONE Vig 4, A
Sﬁfj&, g,‘:
o 94, A
9_'_ Add a missing place é@.‘* Slrig &
&
3 o
T
S ,
g Officina 3 | Global o
c.:,;:f:-‘ Apparel Branding =
¥
o
&
2
$
S
¥
@
Ny

Satellite

Gooale

Terma 200t

Map data 2017 Google  United States
www.geogleit/maps  Send feedback

Valcom's S.p.4

Jofa Q)

not shown.

If the GPS signal is not available, the “GPS Location” row contains the string “Not fixed” and the Map link is

The following figure shows the situation when an error in PIN setting has occurred, due to a wrong value of

the PIN parameter.
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Conf. Management

1234 1234

Shared Memory Tag Conf. | |
Tag Sefup

Tag View Automatic

Mobile Configuration [22207] 1 TIM

| Operator list not available v |

Mobie Network e

DDME Cenfiguration

Digital 4O OFF

Digital 'O Gonfiguration Automatic

Diagnostics - - E S

a0 - iboax.tim.it ||I:Iw(_hm_rt |

FWW Versions
No

Ethernet Inferfaces
user |user |
pass |pass |

www.google.com |mvw.gougle.mm |

HIDE MOBILE STATUS | GET OPERATOR LIST |

:

APPLY

PIN error

2

4

No operator
Searching for network
Disconnected

0.0.0.0

o/

o/

Mot fixed

() (EheEmn - a *

_/ Y Z-Pass2 P \\

&« & [ @ 192.168.85.104:3080/maobile_network.php?showinfa=1 2 1 :

@

© SENECA 7o+

General Configuration Mobile Network [user: admin] [logout]

[SETYET Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Network and Services

S MAC Address: CBF9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Gateway Configuration Internet Access: Ethernet

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Canfiguration Router: running

Router Configuration

Users Configuration . cumeNT  UPDATED

P Ui .

It should be noted that, when the PIN is set during procedures automatically performed by the Z-PASS
firmware, if the number of remaining attempts is 1, no more attempt is done to avoid blocking the SIM.

You can refresh the Mobile Network status, by clicking on the “REFRESH” button.

161




USER MANUAL — Z-PASS1/Z-PASS2

You can hide the “Mobile Status” section, by clicking on the “HIDE MOBILE STATUS” button.

As already told above, the “GET OPERATOR LIST” button lets you retrieve the list of the operators currently
available, that is detected by the modem (only on Z-PASS2-10).

When you click on the button, the following page is shown.
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mobile Nehwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

) Egwamm — O
[ Z-pass2 X
‘ @ 192.168.85.104:5080/mabile_network_scan.php o
.SENEBA

Mobile Network [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Modbus Shared Memory Gateway: running

Router: running

Start retrieving operator list, please wait...

(this will take some minutes)...

Tipically, it takes about 1 minute to get the list, so the page shows the number of seconds elapsed.
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General Configuration

Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Tag Setup

Tag View

Mobile Configuration
Mobile Nehwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Shared Memory Tag Conf.

Mobile Network [user: admin] [logout]

Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Ethernet

Modbus Shared Memory Gateway: running

Router: running

Operator list retrieval in progress, please wait...

{15 seconds elapsed)

() (EheEmn - O *
[ z-Pass2 x
‘ (@ 192.168.85.104:8080/maobile_network_scan.php i :
.SENECA

When the procedure is completed, the following page is shown.
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(N Giovann - d X
[ Z-pass2 X
| @ 192.168.85.104:5080/mabile_network_scan.php o
@SENECA
General Configuration Mobile Network [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metweork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports

' ) Internet Accesa: Ethernet
Gateway Configuration

Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running

Router Configuration

Users Configuration

Operator list successfully retrieved [
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Mobile Nehwork

DDNS Configuration
Digital IFO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

After some seconds, the page automatically evolves to the “Mobile Network” page, with the operator list
filled, as shown in the following figure.
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(N Giovann - O

_/ [ Z-Pass2 X \\

&« & [ @ 192.168.85.104:5080/mabile_network.php T

@

S SENECA 27

General Configuration Mobile Network [user: admin] [logout]

Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Network and Services

MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]

Serial Ports

G Configuration Internet Access: Ethernet

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Gt [ RN G

FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

g
=]
L
=
3]

Tag View
Mobile Configuration

Automatic | Automatic v |
[22201] 1 TIM

[22210] vodafone IT (GSM) ¥

UMTS
DDNS Configuration ( ) [22210] vodafone IT (GSM})
Digital VO [22210] vodafone IT (UMTS)
Digital IO Configuration orr Egg;} I TLM {GS:TJ]MTS}
_ - unknown
D'“g“""_““ Automatic [22288] 1 WIND (UMTS)
FW Versions [22288] | WIND (GSM)
Ethernet Interfaces ibox.tim.it [22299] 3 ITA (UMTS)
[22201] 1 TIM (UMTS)
MNone TYOTTS
user |US€T |
pass |pass |

www.google.com |www.guogle.cum |

&
e
o
(o
w
S
=
=
o
=
=
m
£
5
c
o
G
m
=
=}
T
m
:
o
A
-
o
=

You can choose an operator from the list, to perform “Manual” or “Manual/Automatic” selection.
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19.13 DDNS Configuration

By clicking on the “DDNS Configuration” link, in the “Mobile Configuration” menu, you come to the
following page:

() (Eawanmi - | X
/ [ Z-PaAss2 x \\
[(D 192.168.85.104:8080/ddns_conf.php e :
@ SENECA  #7»s=-
General Configuration DDNS Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]
Network and Services
Soral P MAC Addresa: C8F9811B0000 [IMEI: 861075026500973] [IMSI: 222101600237890]
rial Perts
Gat e Internet Accesa: Ethernet
Beal Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration

Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View
Mobile Configuration
Mchile Metwork

Digital ¥O

Digital IO Configuration
Diagnostics

FW Verzions

Ethernet Interfaces

[y
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In this page, you can set the parameters related to the Dynamic DNS service, as listed in the following table:

Field Meaning Default value

Type Type of Dynamic DNS service; None
possible values are:
- None

- dyndns.it

- dyndns.org

- no-ip.com

Hostname The hostname provided with the | empty
service subscription

Username The username provided with the | empty
service subscription

Password The password provided with the | empty

service subscription

The parameters shall be set according to the DDNS service subscription; an example is given in the
following figure.
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(1) Ehowernd — a *
_/ [3 z-pass2 x \\
[ @ 192.168.85.104:5080/ddns_conf.php o :
(S) SENECA  zexs=:
General Configuration DDNS Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]
Metweork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Serial Ports
G Configuration Internet Accesa: Ethernet
Real Time Clock Setup Modbus Shared Memory Gateway: running
VPN Configuration Router: running
Router Configuration
e Cotuton [ RN 1 GABAES
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

dyndns.it

zpasstesti.ns0.it |2passtest1.nsl]_il

Tag View
Mobile Configuration
Mobile Metwork

gsp-seneca |gsp—seneca

123466 1123456

Digital YO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

When an IP address assigned to the Mobile Network Interface has been bound with the hostname, the
“DDNS Update Status” section appears like in the following figure.
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() (EheEmn - O

_/ [4 Z-Pass2

[ (@ 192.168.85.104:8080/ddns_conf.php

@SENECA

General Configuration
Main View

Network and Services
Serial Ports
Gateway Configuration
Real Time Clock Setup
VPN Caonfiguration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management
Shared Memory Tag Conf.
Tag Setup

Tag View

Mobile Configuration
Makile Metwork

Digital YO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces

Z-PASS2

MAG Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
Internet Access: Mobile
Modbus Shared Memory Gateway: running

Router: running

zpasstesti.ns0.it |2passtest1.nsl]_'rl

dyndns.it

|gsp-seneca

egdirbal

gsp-seneca

egdirbal

good
91.80.6.100
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19.14 Digital 1/0 Configuration

By clicking on the “Digital I/O Configuration” link, in the “Digital I/0” menu, you come to the page described
in the following sub-paragraphs®; the page differs between Z-PASS1-10 and Z-PASS2-10:

19.14.1.1 Z-PASS2-10

[ORG i) - O X
[3 Z-Pass2 X
&« C | (@ 192.168.85.104:8080/digio_conf.php o
@
©SENECA 7o+
General Configuration Digital I/O Configuration [user: admin] [logout]
T W Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

Network and Services

Senal P MAC Address: C8F9811B0000 [IMEI: 861075026500975] [IMSI: 222101600237890]
erial Ports

Trimey GOt Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Caonfiguration Router: running

Router Configuration

Users Configuration CURRENT UPDATED
FW Upgrade Digital YO Confi o
Conf. Management
Remote
Shared M Tag Conf. : ”
ared emory 1ag Lon Input 1 Mode connection Remote connection disable v

Tag Setup dizable
Tag Vi i i

R Qutput 1 Mode Hemole. . Remote connection active ¥
Mobile Configuration connection active
Mobile Network Input 2 Mode General input General input ¥
DDMNS Configuration Qutput 2 Mode General output General output ¥
Digital VO -

1aita Input/Output 1 Mode General input General input ¥
Digital 'O Cenfiguration
Diagnostics Input/Output 2 Mode General output General output ¥
FW Versions Security Level

Ethernet Interfaces
Service Disable VPN Connection | VPN Connection v

APPLY
Digital O Status
LOW LOW LOW LOW LOW LOW

In this page, you can configure the operating modes of the Digital I/Os and the security level applied by the
“Remote Connection Disable” feature (see chapter 16).

Field Meaning Default value

Input 1 Mode This parameter represents the | Remote connection disable

2 This page is available only for Z-PASS1-10 and Z-PASS2-10 products.
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operating mode of the Digital Input
1 (DI 1).

Since this is the digital input used for
“Remote Connection Disable”
feature, its value (“Remote
connection disable”) cannot be
changed.

Output 1 Mode

This parameter represents the
operating mode of the Digital
Output 1 (DO 1).

Since this is the digital output used
to monitor remote connection, its
value (“Remote connection active”)
cannot be changed.

Remote connection active

Input 2 Mode

This parameter represents the
operating mode of the Digital Input
2 (DI 2).

Possible modes are: “General input”
| “Local alarm”.

General input

Output 2 Mode

This parameter represents the
operating mode of the Digital
Output 2 (DO 2).

Possible modes are: “General
output” | “Remote toggle”*”.

General output

Input/Output 1 Mode

This parameter represents the
operating mode of the Digital
Input/Output 1 (first configurable
digital I/0) (DIDO 1).
Possible modes are: “General input”
| “General output”.

General input

Input/Output 2 Mode

This parameter represents the
operating mode of the Digital
Input/Output 2 (second configurable
digital I/0) (DIDO 2).
Possible modes are: “General input”
| “General output”.

General output

Service Disable

This parameter determines which
access services are disabled when
“Remote Connection Disable” digital

input is HIGH.

Possible values are: “VPN
Connection” | “VPN Service” |
“Internet Connection” | “SMS

VPN Connection

** “Remote toggle” function is still to be defined.
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Service”.
See chapter 16, for a detailed
description of these values.

The “Digital /0 Status” section of the page gives the current status values (“LOW”/”HIGH”) for each of the
six available digital 1/Os.

From this page, you can also change the status of the digital outputs working as “General Output”; the
procedure is the following:

- when you move the mouse over one of the rectangles containing the digital /O label (in the following
figure, “DO 2”), the rectangle becomes red:

[ORG i) - O X
[3 Z-Pass2 X
<« C | @ 192.168.85.104:8080/digio_conf.php i
@
©SENECA 7+~
General Configuration Digital I/O Configuration [user: admin] [logout]
T W Firmware Version: SW003900_224 [Modem: UC20GQBR0O3A14E1G]

Network and Services

Senal P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

Trimey GOt Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Caonfiguration Router: running

Router Configuration

Users Configuration CURRENT UPDATED
[Pl Wit Digital /0 Configuration
Conf. Management
Remote
Shared M Tag Conf. f .
ared femary fag Lon Input 1 Mode connection Remote connection disable v

Tag Setup disable
Tag Vi . n

R Qutput 1 Mode Remote. . Remote connection active ¥
Mobile Configuration connection active
Mobile Network Input 2 Mode General input General input ¥
DDMNS Configuration Qutput 2 Mode General output General output ¥
Digital VO -

1aita Input/Output 1 Mode General input General input v

Digital 'O Cenfiguration
Diagnostics Input/Output 2 Mode General output General output ¥
FW Versions Security Level
Ethernet Interfaces

Service Disable VPN Connection | VPN Connection v

APPLY
Digital /O Status
LOW LOw LOW LOW LOW LOW

- when you click on the rectangle (only when 1/O mode is “General Output”), a confirm pop-up is shown:
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192.168.85.104:8080 dice:

Teggle 'DO 2' 7

- if you click on “Cancel” button, no action is performed; if you click on “OK” button, the digital output

status is toggled and a new pop-up is shown:

192.168.85.104:8080 dice:

Digital Cutput succesfully toggled.

Please note that the above procedure applies also to Z-PASS1-10.

The status of the digital input configured as “Local Alarm” is reported in the “ALARM” column in the
“Devices” tab of the “Seneca VPN Box Manager” and “Seneca VPN Client Communicator” applications.

#3 VPN Box Manager - 3.2.0.8 — m] e

VPN BOX SinglelLan (tlcseneca.it)

Single Lan, Utente Connesso SUPERVISOR

Status  Disposttivi SENECA  Accessi VPN

7 Dispositivo/i, 2 nuovi, 0in aggiomamento, 5 configurati, 0in allarme | @ Aggoma
TAG MAC IMEI STATUS ALARM - SIGNAL UPTIME

Ressat

@ |ELTECO C8:F9:81:1B:00:06 861075026509463 SERVICE OFF - VPN DO.. [ ] Reset
@ | GREEN_METHANE2 C8:F9:81:02:01:D6 862264020120993 SERVICEON - VPN UP ® &7 Last 06/10/2017 11.435... Resat
B |Demo C8:F9:81:16:00:3E 862264020393319 SERVICE OFF - VPN DO.. [ ] Reset
@  |zpass?s_CHFIRTIG0MT C8:F9:81:16:00:17 862264020382288 SERVICE OFF - VPN DO [ ] Reset
@ |zeusoot C8:F9:81:15:00:94 MODEM NON INSTALLA... | SERVICE CFF - VPN DO.. [ ] Reset
@ |Torco C8:F59:81:11:00:6D 862264020400825 SERVICE OFF - VPN DO [ ] Reset

Corfigurazione  CONFIGURED, ultimo refresh 27/08/2017 14.17.08 - DIT NA OFF  DIDO1CONNECTION DISAE

Connession=  Network 192.168.96.0/255.255.255.0 (VPN 10.9.1.133) ON  DO1VPN STATUS OFF  DIDO2 INPUT
Versione  wer. SW002940_331, hw Z-PASS51-R02, mode LANWAN - D2 NA

OFF  DOZQUTPUT
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19.14.1.2 Z-PASS1-10
) EsvEmmi — O
[ z-Passt x
C | ® 192.168.85.177:8080/digio_conf.php hd

General Configuration
Main View

Network and Services
Serial Porte

Gateway Configuration
Real Time Clock Setup
VPN Configuration

Router Configuration

©SENECA

Z-PASS1

Digital I/0 Configuration [user: admin] [logout]
Firmware Version: SW003900_224

MAC Address: CBF9811B0000

Internet Access: Ethernet

Modbus Ethernet to Serial Gateway: running

Router: disabled

Users Configuration CURRENT UPDATED

FW Upgrade Digital 'O Confi tion

Conf. Management

Digital VO Output 1 Mode Remme_ ) Remote connection active ¥
connection active

Digital IO Configuration

Qutput 2 Mode| General output General output ¥

Diagnostics

FW Versions Remote - -
Input/Output 1 Mode connection Remote connection disable v
Ethernet Interfaces dizable

Input/Output 2 Mode General output General output ¥

Security Level
Service Disable VPN Connection | VPN Connection ¥
APPLY
Digital VO Status
Low LOW Low Low

In this page, you can configure the operating modes of the Digital I/Os and the security level applied by the
“Remote Connection Disable” feature (see chapter 16).

Field Meaning Default value

This the | Remote connection active
operating mode of the Digital
Output 1 (DO 1).

Since this is the digital output used

Output 1 Mode parameter represents

to monitor remote connection, its
value (“Remote connection active”)

175



USER MANUAL — Z-PASS1/Z-PASS2

cannot be changed.

Output 2 Mode This parameter represents the | General output
operating mode of the Digital
Output 2 (DO 2).

Possible modes are: “General

output” | “Remote toggle””.

Input/Output 1 Mode This parameter represents the | Remote connection disable
operating mode of the Digital
Input/Output 1 (first configurable
digital I/0) (DIDO 1).

Since this is used as an input for
“Remote Connection Disable”
feature, its value (“Remote
connection disable”) cannot be
changed.

Input/Output 2 Mode This parameter represents the | General output
operating mode of the Digital
Input/Output 2 (second configurable
digital I/0) (DIDO 2).

Possible modes are: “General input”
| “General output” | “Local alarm”.

Service Disable This parameter determines which | VPN Connection
access services are disabled when
“Remote Connection Disable” digital

input is HIGH.

Possible values are: “VPN
Connection” | “VPN Service” |
“Internet Connection” | “SMS
Service”.

See chapter 16, for a detailed

description of these values.

The “Digital I/O Status” section of the page gives the current status values (“LOW”/”HIGH”) for each of the
four available digital I/Os.

19.15SMS Configuration

By clicking on the “SMS Configuration” link, in the “Logic Configuration” menu, you come to the following
page:

> “Remote toggle” function is still to be defined.
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[ONGiovani] - O X
[ Z-Pass2 x
&« C | ® 192.168.85.104:8080/sms_conf.php @
®
SSENECA ===
General Configuration SMS Configuration [user: admin] [logout]
Main View Firmware Version: SW003900_226 [Modem: UC20GQBRO3A14E1G]

Network and Services

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237893]
Serial Ports

N Internet Access: Ethernet
Gateway Configuration

Real Time Glock Setup Gateway: running
VPN Configuration Router: disabled
Router Configuration
Users Gonfiguration CURRENT UPDATED
FW Upgrade SMS Configuration
Conf. Management

. 5 i SMS Commands Enable ON ON -
Mobile Configuration
Mobile Network SMS Acknowledge ON ON v
DDNS Configuration §MS Relay to Admin ON ON v
Digital VO Configuration Startup SMS OFF QFF »
Digital 'O Configuration

) _ i SMS Send Attempts 1 1
Logic Configuration
SMS Gonfiguration Send Delay Between Attempts (s) 10 10
Phonebook Service Centre
Diagnostics

APPLY

FW Versions I—I

Ethernet Interfaces

In this page, you can set the parameters related to the “SMS Commands” functionality (see chapter 18), as
listed in the following table:

Field Meaning Default value

SMS Commands Enable Flag to enable/disable the SMS | ON
commands functionality

SMS Acknowledge Flag to enable/disable the sending of | ON

a response (“acknowledge”) to “set”
commands (while “get” commands
always have a response) (see
chapter 18)

SMS Relay To Admin Flag to enable/disable the relaying | ON
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of rejected or unrecognized
commands to the “admin” user

Startup SMS Flag to enable/disable the sending of | OFF
a “startup” message to the “admin”

user
SMS Send Attempts Number of attempts to send an SMS | 1
Send Delay Between Attempts (s) Delay, in seconds, between attempts | 10
to send an SMS
Service Centre SMS Service Centre (SMS-SC) | empty
number

Typically, this parameter can be left
empty, since SMS-SC number is
already configured on the SIM

The “Startup SMS”, controlled by the corresponding parameter, has the following format:

Z-PASS2<hwrev> '<vpnbox tag name>' (IMEI:<modem IMEI>) STARTED
as in the following ezample:

Z-PASS2-I0 'zpass' (IMEI:861108030033046) STARTED

19.16 Phonebook

By clicking on the “Phonebook” link, in the “Logic Configuration” menu, you come to the following page:
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[ zZ-Passz

*

C | @ 192.168.85.104:53080/phonebook.php

(S)SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration
FW Upgrade

Conf. Management

Mobile Configuration
Mabile Netwark

DDNS Configuration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS Configuration
FPhonebook

Diagnostics

FW Versions

Ethernet Interfaces

Z-PASS2

Phonebook [user: admin] [logout]

Firmware Version: SW003900_226 [Modem: UC20GQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237893]
Internet Access: Ethernet

Gateway: running

Router: disabled

| IMPORT FROMGCSV | | Sceglifile |Nessun file selezionato EXPORT TO CSV
ADD MODIFY DELETE

admin +390123456789 admin@seneca.it
2 manager 0 +391234567890 mgr@seneca.it
3 user 0 +399876543210

In this page, the list of the Phonebook “users” is shown.

By clicking on the “ADD” button, a new user can be inserted into the Phonebook, as in the following figure.
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[ zZ-Passz

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration
FW Upgrade

Conf. Management

Mobile Configuration
Mabile Netwark

DDNS Configuration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS Configuration
Fhonebook

Diagnostics

FW Versions

Ethernet Interfaces

*

C | ® 192.168.85.104:8080/phonebook_mod.php?id=0

Z-PASS2

Phonebook [user: admin] [logout]

Firmware Version: SW003900_226 [Modem: UC20GQBR0O3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237893]

Internet Access: Ethernet
Gateway: running

Router: disabled

CURRENT
Phonebook User
User Type user user
User Group (*) 0 0
Phone Number

Email Address (¥)
NOTE: fields marked with * will be used

in a future release.
APPLY

UPDATED

The following table explains the meaning of the parameters related to a Phonebook user.

Field

Meaning

Default value

User Type

Possible user types:
“admin”: this
receives all the
the “SMS Relay to

“Startup SMS”

ON; this user can
commands to the device

is the wuser with
rejected
unrecognized SMS commands, if
Admin”
parameter is set to ON and the
if the
“Startup SMS” parameter is set to
send SMS

messages,

ON

or
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- “manager”: this user can send SMS
commands to the device

- “user”: currently, this type of user
does not have any role (to be
devloped in a future FW release)

User Group Currently this parameter has no use | 0
(to be developed in a future FW
release)

Phone Number Phone Number in “international | Empty
format”; the initial ‘+’ character shall be
present

Email Address Currently this parameter has no use | Empty
(to be developed in a future FW
release)

Two users with the same phone number cannot be present in the Phonebook; so, when trying to add a new
user with an already existing phone number, the following error is given.
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[ zZ-Passz

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration
FW Upgrade

Conf. Management

Mobile Configuration
Mabile Netwark

DDNS Configuration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS Configuration
Fhonebook

Diagnostics

FW Versions

Ethernet Interfaces

*

C | ® 192.168.85.104:8080/phonebook_save.php?act=saveflid=0

Z-PASS2

Phonebook [user: admin] [logout]

Firmware Version: SW003900_226 [Modem: UC20GQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237893]
Internet Access: Ethernet

Gateway: running

Router: disabled

Number already present ! Phonebook User not added.

It is possible to insert more than one “admin” user into the Phonebook; just note that only the most

recently inserted “admin” user will receive “relayed” SMS commands and “Startup SMS” messages.

Conversely, if no “admin” user is present in the Phonebook, rejected and unrecognized SMS commands
won’t be relayed and “Startup SMS” messages won’t be sent, even if the corresponding enable parameters

are set to ON.

Selecting a user in the list and clicking on the “MODIFY” button, you can modify the user’s parameters, as in

the following figures.
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/[ z-pass2

|/

(= | @ 192.168.85.104:53080/phonebook.php

@SENEBA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Configuration
FW Upgrade

Conf. Management

Mobile Configuration
Mobile Network

DDNS Gonfiguration

Digital VO Configuration

Digital 'O Configuration
Logic Configuration
SMS Configuration
Fhonebook
Diagnostics

FW Versions

Ethernet Interfaces

Z-PASS2

Phonebook [user: admin] [logout]

Firmware Version: SW003900_226 [Modem: UC20GQBR0O3A14E1G]

MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237893]
Internet Access: Ethernet

Gateway: running

Router: disabled

| IMPORT FROMGCSV | | Sceglifile |Nessun file selezionato EXPORT TO CSV
ADD MODIFY DELETE

admin +390123456789 admin@seneca.it

3 user +399876543210
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[ zZ-Passz

©SENECA

General Configuration
Main View

Network and Services
Serial Ports

Gateway Configuration
Real Time Clock Setup
VPN Configuration
Router Configuration
Users Gonfiguration
FW Upgrade

Conf. Management

Mobile Configuration
Mabile Netwark

DDNS Configuration
Digital VO Configuration
Digital 'O Configuration
Logic Configuration
SMS Configuration
Fhonebook

Diagnostics

FW Versions

Ethernet Interfaces

*

C | ® 192.168.85.104:8080/phonebook_mod.php?id=2

Z-PASS2

Phonebook [user: admin] [logout]

Firmware Version: SW003900_226 [Modem: UC20GQBR0O3A14E1G]
MAC Address: C8F9811B0000 [IMEI: 861075026666172] [IMSI: 222101600237893]

Internet Access: Ethernet
Gateway: running

Router: disabled

CURRENT
Phonebook User

User Type manager
User Group (*) 0
Phone Number +391234567890

Email Address (*) mgr@seneca.it

NOTE: fields marked with * will be used

in a future release.
APPLY

UPDATED

manager ¥
0
+391234567890

mgr@seneca.it

Selecting a user in the list and clicking on the “DELETE” button, you can remove a user from the Phonebook.

Finally, the “EXPORT TO CSV” and “IMPORT FROM CVS” buttons let you export/import the Phonebook

to/from a “.csv” file (the separator character is “;”).

Please note that, when importing the Phonebook from a .csv file, the previous Phonebook contents are
deleted; so, a fast way to “clean” the Phonebook, if it contains many users, is to import an empty .csv file.

19.17 FW Versions

By clicking on the “FW Versions” link, in the “Diagnostics” menu, you come to the following page:
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DN Giovanil
[ Z-pass2 X

C | ® 192.168.85.104:3050/fwver_full.php

@SENECA zrnsss

General Configuration FW Versiona [user: admin] [logout]

BT B Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]

Serial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Configuration HW Version

T HW Revision z-PASS2-10

Conf. Management

Shared Memory Tag Conf. FW Components Versions

Tag Setup L Karmg] 2-6-28 #137 PREEMPT Tue Jun 20
Tag View 10:46:10 CEST 2017
Mobile Configuration Initial RAM Disk| Jun 1 13:66:29 2017
Mobile Network Root File System 227_20171201
DODNS Configuration Default Digk File System SW003900_224
Digital VO Dizk File System SW003900_224
Digital IO Configuration

Diagnostics

FW Versions

Ethernet Interfaces

In this page, the following information are shown:

- the product name along with its HW revision (in the above figure: “Z-PASS2-R01")
- the version strings of all the FW components, which are:
o Linux Kernel (kernel)
Initial RAM Disk (initrd)

o Root File System (rootfs)
o Default Disk File System (diskdfl)
o Disk File System (disk)
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19.18Ethernet Interfaces

By clicking on the “Ethernet Interfaces” link, in the “Diagnostics” menu, you come to the following page:

() Eimwenmd - O X
[ Z-Passz x
& C | ® 192.168.85.104:5080/eth_stats.php i :
®
©SENECA ==
General Configuration Ethernet Status [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
Serial P MAC Address: CBF9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

T Internet Access: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

VPN Configuration Router: running

Router Configuration

Users Cenfiguration LAN ETHERNET
Fw U cl
e Link Status Down

Conf. Management RX Packets / Bytes ofa
Shared M Tag Conf.

red Memory Tag Co TX Packets / Byt oo
Tag Setup
Tag View WAN ETHERNET
Mobile Configuration Link Status Up
Mabile Metwork RX Packets / Bytes 196612 / 16.6M
DDMS Configuration TX Packets / Bytes 14664 / 2.6M
Digital /O REFRESH

Digital IO Configuration
Diagnostics
FW Versicns

Ethernet Interfaces

The above figure applies to a Z-PASS2-R01/Z-PASS2-10, when the “Ethernet Mode” is “LAN/WAN”; a similar
page also applies to a Z-PASS1-R01/Z-PASS1-10.

In this page, for each of the two available Ethernet interfaces (LAN and WAN), the following information is
shown:
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e the Ethernet link status (i.e. “Down” or “Up”)

e the number of packets/bytes received from the Ethernet interface, when the link is up; “0/0” when
the link is down

e the number of packets/bytes sent to the Ethernet interface, when the link is up; “0/0” when the
link is down

For Z-PASS1, Z-PASS2 and for Z-PASS1-R01/Z-PASS1-10, Z-PASS2-R01/Z-PASS2-10 when the “Ethernet
Mode” is “Switch”, the “Ethernet Interfaces” page is similar to the one shown in the following figure.

) EawEm - O X
[q Z-Pass2 X
&« C | ® 192.168.85.104:53080/eth_stats.php r :
@
©SENECA znse:
General Configuration Ethernet Status [user: admin] [logout]
Main View Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services
Serial P MAC Address: C8F9811B0000 [IMEI: 861075026500875] [IMSI: 222101600237890]
erial Ports

Gateway Configuration Internet Accessa: Mobile

Real Time Clock Setup Modbus Shared Memory Gateway: running

WVPM Configuration Bouter: running

Router Configuration

Users Cenfiguration ETHERNET
FWw U fal

PR RX Packets / Bytes 50470 / 4.5M
Conf. Management TX Packets / Bytes 1086 / 227.2K
Shared Memory Tag Conf.

REFRESH

Tag Setup
Tag View

Mobile Configuration
Mabile Metwerk

DDMS Configuration
Digital VO

Digital IO Configuration
Diagnostics

FW Versions

Ethernet Interfaces
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In this page, for the one available Ethernet interface, the following information is shown:
e the number of packets/bytes received from the Ethernet interface
e the number of packets/bytes sent to the Ethernet interface

You can refresh the Ethernet status, by clicking on the “REFRESH” button.

19.19 Guest pages

It is also possible to access the Device configuration site as a “guest” user; this user is allowed to access all
the pages except for “FW Upgrade” page, viewing all configuration parameters and status information,
without changing any parameter; so, in all the pages, the “APPLY” buttons (and any other button used to
perform changes) are disabled.

To login as “guest” user, connect the browser to the Device IP address on port 8080, e.g.:

http://192.168.90.101:8080

and, when asked, provide the following credentials (default values):

Username: guest
Password: guest

You come to the “Main View” page, shown in the following figure.

188


http://192.168.90.101:8080/

USER MANUAL - Z-PASS1/Z-PASS2

_/ [4 Z-Pass2

x \ W

() G

<« - C [G) 192.168.85.104:8080/index.php

Q or ¥

S SENECA ==-==

Mein View [usar: guest] [logout]

General Configuration
Firmyvara Viersion: SW003200_224 [Modem: UC20GOBROZAT4E1G]
and MAC Addresa: C3F2811E0000 [IMEL: 861075028500075] [IMS1: 222101600227300]
Serizl Pans
= Intermet Accesa: Mobile
Gatmway Configuration
Feal Time Clock Setup Modbus Ethernst to Serial Geteway: running
VPN Configuraticn Router: running
Fiouser G
Gescomwer [ e
et =81 [ Emet Made LANWAN
el e o onorenwanor
EEE 1 A e 152.165.90.101
DigalV0 LA Nk ek 255 255 255.0
Dol 10 Configumien | WA e 152 165.55.104
Dizgnaciios F WA Newar ek 255.255.2520
Pl ermer D e 10.54.54.54
Ethemet Imefanes

DN Mads St
S S 9,224 5.149 3.224.65.194
© iPConwation feom Dissovery o

[ ersicsal HTTRHTTRS
[ T Cand P 2050
. HITPUserPon®
S wTesPenum

I PeGhaae TP/ TP
. F#Ran
e srwRmz

L Bl o
nep inrim.it
el inrim it

VS ZGR Cerral Expe (CETICEST)

g

192.166.85.176

|

B

T e rssgs

[ FACTORY DEFALLT |[ RESTART |

Note that, as told above, the “FACTORY DEFAULT” and “RESTART” buttons are disabled.

Another example of a page accessed by the “guest” user is given in the following figure.
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DN Giovanil - O X
/ [} Z-Passz x \\
& C l@ 192.168.85.104:8080/maobile_network.php?showinfo=1 a v
®

©SENECA -+

General Configuration Mobile Network [user: guest] [logout]

[T WD Firmware Version: SW003900_224 [Modem: UC20GQBRO3A14E1G]

Metwork and Services

T MAC Address: C8F9811B0000 [IMEIL: 861075026500975] [IMS1: 222101600237890]

Gateway Configuration Internet Access: Mobile

Real Time Clock Satup Modbus Shared Memory Gateway: running

WE AL e Router: running

Router Configuration

Users Configuration S comeNT  UPDATED

SreattemoniTagCont [ e

Tag Setup

Tag View 8342 8342 |

Mobile Configuration

e uomee

DDNS Configuration [22210] vodafone IT - :

S D O oo ot

Dot 10 Conuaton [ pataComnecton

e e

FW Versions Oon

Cinemet nterac L APNMode Manual

T =

_mzmbis.vodafone.il Im2mbis vodafone it
© Authenticaton Type Nore None v
o vsemamen e
L e =

APPLY || HIDE MOBILE STATUS | GET OPERATOR LIST |

PIN required

3

6

"vodafone IT" (UMTS)
Registered (home network)
Connected

91.80.15.232

738 / 579K

698/ 511K
45.37421,11.94561 [Mag]

. SWPINSiatus
. PINRemaining Attempis
S signallevel[0.7]
. selecied Operator
. RegistrationSiatus
. Connection Status
S IPAddress
.~ PXPackeis/Byles
. TXPackets/Byles
. GPSlocation
REFRESH

In the “Mobile Network” page, the “APPLY” and “GET OPERATOR LIST” buttons are disabled, whereas the
“SHOW MOBILE STATUS”/”HIDE MOBILE STATUS” and “REFRESH” buttons are enabled, letting the “guest”
user view the Mobile Status.

20 FTP/SFTP access

To easily access the Z-PASS by means of FTP/SFTP, you can use the WINSCP™ program; you can free
download WINSCP™ from:

190



USER MANUAL — Z-PASS1/Z-PASS2

http://winscp.net/eng/download.php

You must set the connection as in the following figure (the screenshot shows a connection to the
192.168.85.103 IP address):

By Login — by

E’ Muovo sito Sessione

B myFTP Protocollo file
B Sviluppo@194. 184,235,245

& Telecontraollo SFTP e
E test@32.106.243.61 Maome server Mumero porta
ZTWS4
E :;irtfx |192.168.85.1I]3 | | 22 ls |
Mome utente Password
|user | |-"'II| |
Salva... hd Avanzate... |V

Strumenti Gestisc - | ol Accedi |"| Chiudi Ajuto

The credentials (username and password) are those (“user”, “123456”) set for the “FTP USER” (see “Users
Configuration” web page in paragraph 0).

After clicking the “Access” button, you will get a new window, as in the following screenshot; on the right,
you can copy and delete files directly to/from the Device.
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Bl user - user@182.162.25.103 - WinSCP - o X
Locsle Seleziona File Comandi Sessione Opzioni Remota Aiuto
& | £ Coda ~ “[f] & 3 Sincronizza Bl F [H Impostazioni trasferimento Predefinito - i@
I user®192.166.85.103 | [ Nuova sessione
%] Documenti -EE D % user -EE D2 B Tovafile Ty
B (& & (&
CaUsers\Spagiar\Documents Feliskipagesuser
Nome a Dimensi.. Tipo Modificato Attr ~ || Nome Dimensi.. Modificato Diitti Proprictario
K- Cartells superi..  23/12/2016 110447 1 ki 60172017 094341 rwmrwxrx oot
Adf_lighting Cartella di file 27/04/2016 09.05.43
Azienda Cartelladifile  23/12/2016 11.04.14
Blustooth Felder Cattelladifile  15/11/2013 07.46.42
Boards Cartella di file 24/06/2016 13.54.46
Bug 1474 - Etc GMT Timezones misplaced_... Canelladifile 221172013 12.18.50
CaseHistory Cartella di file 07/10/2016 13.12.38
Codesys Cartelladifile  07/10/2014 11.07.56
Copalp Cattelladifile  D5/03/2014 121409
CPU_Linux Cartella di file 23/12/2016 11.33.33
Crickets Canelladifile  15/04/2015 15.32.58
Dewnloaded Installations Cartella di file 29/03/2016 09.52.49
File di Outlook Cartelladifile  18/01/2017 08.21.16
Freescale Cattelladifile  29/10/2014 17.42.51
Gara_Pubbliacque Cartella di file 24/11/2016 07.33.24
Huawei Cartels di file
HW Cartella di file
& immagini Cartells di ile sh
Mobile Suite Cartella difile
Manuali Cartella di file 01/09/2016 10.49.25
Max Cantelladifile  13/01/2017 15.52.36
Jﬁ Musica Cartella di file 25, 6 18.42.40 sh
NAT with Linux snd iptsbles - Tutorisl (... Cartelladifile  26/03/2014 134154
Oldies Cattelladifile  13/03/2015 14.07.57
OPC_Server IO Cartella di file 26/08/2016 09.59.37
OpenEmbedded Cantelladifile  10/08/2014 12.23.41
OpenSIPS Cartella di file 14/12/2015 13.57.38
Origini dati utente Cartelladifile  D4/11/2015 07.43.41 s
Processo Sviluppe Cartella difile 12/01/2015 10.26.13 v« >
DB di 836 KB in 0 ci 88 DB Ai0BIn0 G0

& SFTP-3 0.00.16

The WinSCP program can be used both as an FTP or SFTP client to transfer files to/from the Z-PASS; just
select “FTP” or “SFTP” protocol in the “WinSCP Login” window; normally, it's better to use SFTP, since it
provides a secure (i.e. encrypted) service.

21 Glossary

Bridge: a device that translates from one communications protocol into another.

Gateway: a device that acts as a portal between two programs allowing them to share information by
communicating between different protocols.

Serial Device Server: a device that enables devices with an RS-232, RS-422 or RS-485 serial interface to
connect to a local area network (LAN) or, more generally, an IP network.

Router: a networking device that forwards data packets between computer networks, e.g. between a LAN
and a WAN (the Internet).

Switch: a networking device that connects devices together on a computer network, by using a form of
packet switching to forward data to the destination device.

VPN: a Virtual Private Network extends a private network across a public network, such as the Internet. It
enables a device to send and receive data across the public network as if it were directly connected to the
private network. A VPN is created by establishing a virtual point-to-point connection through the use of
tunnelling protocols, with traffic encryption.

Tunnel: an IP tunnel is an Internet Protocol (IP) network communications channel between two networks. It
is used to transport another network protocol by encapsulation of its packets.

Tunnel Point-to-Point: an IP tunnel between a single Master device and a single Slave device.

Tunnel Point-to-Multipoint: an IP tunnel between a single Master device and multiple Slave devices.
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