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General Notes 
The product is deemed to have been accepted by the recipient and is provided without an interface for the 
recipient's products. The documentation and/or the product are provided for testing, evaluation, integration and 
information purposes. The documentation and/or products are provided “as is” and may include defects. The 
documentation and/or products are provided without a warranty of any kind, either express or implied. To the 
fullest extent permitted by the applicable laws, Webdyn further disclaims all guarantees; including, but not limited 
to, all implied guarantees of merchantability, integrity, fitness for a particular purpose, and non-infringement of 
third party rights. All risks arising out of the use or performance of the product or the documentation are borne by 
the recipient. This product is not intended for use in life support devices or systems where a malfunction of the 
product can reasonably be expected to result in personal injury. Applications incorporating the described product 
must be designed in accordance with the technical specifications provided in these guidelines. Failure to follow 
any of the required procedures may result in a malfunction or serious discrepancies in the results.  

 

Furthermore, all safety instructions related to the use of mobile technical systems, including GSM products, which 
also apply to cell phones, must be strictly followed. Regardless of the legal theory on which a claim may be based, 
neither Webdyn nor its suppliers shall be held liable for any consequential, incidental, direct, indirect, punitive or 
other damages (including, without limitation, damages for lost profits, interruption of business, loss of business 
data or information, or other pecuniary losses) arising from the use, or inability to use, the documentation and/or 
the product, even if Matrix Electronics has been advised of the possibility of such damages occurring. The foregoing 
limitations of liability shall not apply in the event of mandatory liability, e.g. pursuant to the Spanish Product Liability 
Law, or in the event of intent, gross negligence, injury to life, body and health, or breach of a condition in relation 
to the contract. However, claims for damages arising from a breach of a condition relating to the contract, shall be 
limited to the foreseeable damage which is intrinsic to the contract, unless caused by intent or gross negligence, 
or is based on the liability for injury to life, body and health. The aforementioned provision does not imply a change 
in the burden of proof to the detriment of the recipient. Subject to change without notice. The interpretation of this 
general note will be governed and interpreted in accordance with Spanish law, without reference to any other 
substantive law.  
  

 

Important Information 
This technical description contains important information about starting up and using the equipment. Please read 
it carefully before you start working with them. The warranty will be void if damage occurs due to non-compliance 
with these instructions. We cannot accept liability for related losses.  
 

 
 

Revisions  
VERSION. 1.0.0 
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1 Introduction 

The Webdyn EasyDot device allows you to easily create 4G/2G - RS232/485 gateways to access devices such as 
electricity meters, execute AT commands via SMS (to check coverage, configuration changes, etc.), autonomously 
read Modbus RTU devices, send readings to WEB platforms and much more.   

 
We provide free, fast and efficient support to all users of modems and routers when required.  So, if you have any 
doubts after reading this manual, please do not hesitate to contact us at soporte@matrix.es. The same applies if 
you need a feature not included in our equipment, or if you need customisation. Let us know and we will look into 
it. 
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2 FAQ-Basic Concepts 

 
 Does the Webdyn EasyDot device have serial gateways? 

Yes, up to 2 IP-Serial gateways can be configured. These gateways can be of TCP Client or TCP Server type and can 
work simultaneously.  

 

 RS232 or RS485 serial gateways? 

The Webdyn EasyDot device has one RS232 serial port and one RS485 serial port, so you can have one 4G/2G – 
RS232 gateway and one 4G/2G – RS485 gateway. 

 

 I want a 4G/2G device but I need to be able to send AT commands directly to the device, send SMS 
messages, check coverage, etc. Does the Webdyn EasyDot equipment allow this?   

Yes, in several ways. It is possible to send AT commands REMOTELY from a “Telnet-like” connection, via HTTP or 
MQTT/MQTTs, by SMS, and even embedded commands in the IP-Serial gateways themselves.  AT commands can 
also be sent LOCALLY via the RS232 serial port. 

 

 Can the Webdyn-EasyDot device operate autonomously by reading Modbus RTU devices and sending the 
readings obtained to the cloud? 

Yes. Webdyn EasyDot devices can read Modbus RTU devices, store the readings internally and send them to WEB 
platforms through a JSON object via HTTP/HTTPs or MQTT/MQTTS. 

 

 What if the Webdyn EasyDot device is reading Modbus RTU devices autonomously? Would that prevent 
me from connecting sporadically and remotely to the Modbus RTU devices from my office to make 
occasional readings, change firmware, etc.? 

No. You can configure the Webdyn EasyDot device to read Modbus devices autonomously and set up a sporadic 
direct gateway to access Modbus RTU devices from your premises. 

 

 Do Webdyn EasyDot devices have datalogger capability and can they store data? 

Yes. As mentioned above, data can be stored for subsequent delivery to web platforms via HTTP and/or MQTT.  

 

 How do I configure a Webdyn EasyDot device?  

There are several ways to configure Webdyn EasyDot devices, but generally, all device configuration can be done 
via web configuration, i.e. via the internal web server using your web browser. 

 

 

 Is it possible to read/upload a complete configuration to the devices? This facilitates the production 
process when there are a significant number of devices to configure. 

Yes, it is possible to make full configuration backups/restores from the web configuration environment. 
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 Can you order Webdyn EasyDot devices pre-loaded with a particular configuration from the factory? 

Yes, you can. But only for high volumes (>500 units). Please contact your sales representative for more 
information. 

 

 Do you support the DynDNS service? 

Yes. It is also compatible with NO-IP.  You also have the additional option of “Private DynDNS” to send your current 
IP every time it changes or periodically to a private server, e.g. your company’s server. As part of this additional 
option, as well as sending the current IP address, other data such as coverage, technology, IMEI, cell, etc. is 
attached. 

 

 Do Webdyn EasyDot devices have a clock? 

Yes, they have a built-in clock. It is synchronised via NTP over the Internet.  

 

 Can Webdyn EasyDot devices be configured via SMS? 

Yes, Webdyn EasyDot devices can be configured through AT commands. And AT commands (in addition to Telnet, 
MQTT/S and Serial) can be sent to the device by SMS. Commands can be sent to the devices to reboot them, 
change their configuration, find out their IP address, check coverage, etc. 

 

 Do Webdyn EasyDot devices have indicative LEDs? 

Yes, they have 3 LEDs: a green power supply LED, a yellow coverage LED (off: no coverage, flashing: low coverage, 
steady: good coverage) and a blue LED (off: the device has no IP, on: the device has IP). 

 

 Can Webdyn EasyDot devices be used to read IEC 870-5-102 meters? 

Yes. With the Webdyn EasyModem device, you can read electricity meters via an IP – Serial gateway.  If you need 
to read via GSM call, you need another type of device, such as a Webdyn EasyModem. 
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3 Step-by-step configuration. 

The Webdyn EasyDot device is primarily configured using your web environment. 

 

What is required? 

 A PC with a web browser (Chrome, Brave, Firefox, etc.) and a USB port. 
 A mini-USB cable to connect the PC to the device. 

 

Steps to access the configuration environment. 

 Connect the USB cable between the PC and the device. 
 Open a browser with the address http://192.168.1.1. The following window should appear the first time 

the modem is started. 
 

 

 

 For security reasons, you must enter a password for the “admin” user.  The password must be at least 10 
characters long and contain upper and lower case letters and numbers. 

 The next time you start the modem you will be able to log in with the username “admin” and the 
password you have set. 

 

mailto:contact@webdyn.com
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4 Configuration 

4.1 Mobile  

The Mobile section covers all aspects related to the device’s 2G/4G configuration, including the connection status, 
network configuration parameters and connection monitoring.  

4.1.1 Mobile  Status 

This screen shows the general status of the device.   

 Firmware Version: FW version of the device  
 WAN Mobile IP: WAN IP address (IP address assigned to the 4G/2G connection) if available. 
 IMEI: unique identifier of the internal modem 
 SIM: SIM card status 
 Network (4G/2G): indicates whether the current WAN connection is using the 2G (GPRS) or 4G network 
 Signal Strength: indicates the strength of the signal. 0=none, 31=maximum 
 Extra signal info: indicates the RSRP/RSRQ for 4G connectivity 
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4.1.2 Mobile  Basic Settings 

This section covers the configuration of the WAN connection (4G/2G) parameters. You will need to know about 
your SIM card, including the APN, username and password. Your provider must give them to you. 

 Mobile WAN: If you need IP connectivity (4G/2G), you must enable this option. 
 APN: APN of the SIM operator. Ask your GSM provider. 

 Username: Username of the SIM operator. Ask your GSM provider. 

 Password: SIM operator password. Ask your GSM provider. 

 PIN: if your SIM card has a PIN, you must enter it here. 

 Authentication: authentication method “NONE”, “PAP” or “CHAP”.  

 Network selection:   

Auto the device will use 4G if there is coverage, or 2G otherwise. 

4G:   the device will use the 4G network in all cases. If there is no 4G coverage, the device will not switch to 2G. 

2G:   the device will use the 2G network in all cases. If there is no 2G coverage, the device will not switch to 4G. 

 DNS selection:       

“Get DNS from Operator” makes the DNSs used by the device the ones assigned by the telephone operator. 

  “Selected DNS servers” means that, if DNSs are not received from the operator, the DNSs used are those 
specified in the DNS1 and DNS2 parameters. 
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 DNS1 and DNS2:  DNS servers for domain name resolution. We recommend using Google’s 8.8.8.8 and 
8.8.4.4, or those indicated by your provider.  
 

USB network access enabled:    If this box is checked, the device will give network access (Internet or SIM-provided 
network) to devices connected to the USB port of the Webdyn EasyDot (e.g. PC). For security reasons, it is 
recommended NOT to check this box unless your application requires it. 

   

  
 

Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 
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4.1.3 Mobile  Keep Online 

On this screen you can configure a PING to check the device’s connectivity. If the PING fails in the configured 
instances, the 4G/2G session will be restarted.  

 Enabled: check the box to allow the device to send a PING periodically to check connectivity. 
 Ping Server: indicates the IP or DNS address of the server to PING. 
 Period: indicates the number of minutes between each PING 

 

  
 

Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 
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4.2 Firewall  

Section for configuring the device's security features.  

4.2.1 Firewall  Authorized IPs 

This screen allows you to define up to 3 IP addresses authorised to accept connections on the WAN interface for 
the different services provided by the device. For example, if an authorised IP address of 90.166.108.200 is 
specified (such as the IP of an office, for example), certain services of the device will only be accessible from that 
IP address. 

 

 Authorized IP1: authorised IP address number 1 

 Authorized IP2: authorised IP address number 2 

 Authorized IP3: authorised IP address number 3 

 Remote configuration: Specifies whether remote connections to the web configuration environment 
are accepted from any IP, or only from authorised IP addresses. 

 Serial Gateways: specifies whether remote connections to 4G/2G-RS232/485 gateway services 
are accepted from any IP, or only from authorised IP addresses. 

 Remote console: specifies whether to accept remote connections to the remote console service 
(Telnet) from any IP, or only from authorised IP addresses. 

 

  
 

     Additional Notes  

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 
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4.3 Serial Settings  Serial portX 

In the Serial Settings section it is possible to configure each serial port of the device (speed, parity, etc.), as well 
as the special function that each of them will have (IP-serial gateways, Modbus concentrator, etc.). 

4.3.1 Serial Settings  Serial portX 

Each port can be used to create 4G/2G-Serial gateways to remotely control RS232 or RS485 devices. The number 
of RS232 or RS485 serial ports will depend on the device model.  

 

 
 

 Baudrate: specifies the speed of the serial port (115200,…, 300) 

 Data bits: specifies the number of data bits (8) 

 Parity: specifies the parity (none, even, odd) 

 Stop bits: number of stop bits (1) 

 Flow Control: specifies flow control (none or hardware) 

 Timeout ms:   indicates the number of milliseconds the device will wait without receiving data 
through the serial port before sending the data with IP.  If you specify a “0” (default value), the data 
will be sent via IP as it arrives at the serial port. A value of 10, for example, specifies that no data is 
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sent if a period of at least 10ms has not passed without receiving data at the serial port. This 
ensures that the data arrives at the destination less fragmented. 

 

 Allow remote embedded AT Commands: checking this box enables the sending of REMOTE AT 
commands embedded in a Server or Client 4G/2G-Serial gateway. AT commands must be sent 
over the established gateway connection, but placed between the <MTXTUNNELR> and 
</MTXTUNNELR> tags. For example, if coverage is desired, the <MTXTUNNEL R>AT+CSQ</ 
MTXTUNNEL> command can be sent.  Or, if you wish to re-set a device remotely, you can send the 
command <MTXTUNNELR>AT^MTXTUNNEL=REBOOT </MTXTUNNELR> 

 

 Function:   Nothing or Used by External Device:      select this operating option if you do not want to 
use a given serial port as an IP/serial gateway, or if you want the serial port (RS232 or RS485) to 
be used by an external device specified in the “External Devices” configuration section. 

 

 Function:   Serial – IP Gateway (TCP Server):  select this operating option if you want to create a 
4G/2G TCP Server-Serial gateway, i.e. a scenario in which the Webdyn EasyDot device is listening 
on a certain TCP port, waiting to receive a connection to establish the IP-Serial gateway. 

 

 TCP Local Port: TCP listening port for the 4G/2G Serial gateway 

 Timeout:   time (seconds) without data on the gateway to close the socket automatically. 

 TCP Local Priority Port: priority TCP listening port for the 4G/2G Serial gateway. If there is an active 
connection in this port, connections within the TCP Local Port will not be allowed. Useful for reading 
electricity meters with IP connection priority. 

 

 

 Function:   Serial – IP Gateway (TCP Client): select this operating option if you wish to establish a 
transparent Serial – 4G/2G gateway in TCP Client mode, i.e. a scenario where the device connects 
to a given IP / TCP port to establish the Serial – 4G/2G gateway 

 Remote IP: the IP address to which the device will be connected  

 Remote TCP Port: the TCP port to which the device will be connected  

 Reconnection time: in case of connection failure or connection problems, this indicates how many 
milliseconds should be left between connection attempts. 0 = immediate reconnection.  Be careful 
with this value if you do not have a flat rate SIM card or if you have a contract with a very low monthly 
data volume. 

 ID String: string of text that is sent just after connecting the socket to the remote IP.  This text will 
allow you to identify the Webdyn EasyDot device making the connection.  For example, if you have 
100 devices in this operating mode, you will be able to determine, after receiving a connection, 
which of these 100 devices has made it. It is possible to add the special tags [IMEI], [CR] and [LF] 
which will be substituted by the IMEI, and the characters 0x13 and 0x10 respectively. 

 

 

 Function:   Direct (AT Command): select this operating option if you need to be able to send AT 
commands directly to the modem. For example, if you want to send SMS messages by sending AT 
commands through the serial port, use this option. The AT commands used must be sent with 
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caution so as not to interfere with the proper functioning of the device. For example, using AT 
commands and setting the modem to airplane mode will interfere with the Webdyn’s IP connectivity. 

 

 

 
                  Additional Notes  

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 
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4.4 External Devices  

 
In this section, the internal datalogger is configured, as well as external serial peripherals (Modbus RTU 
devices).  

4.4.1 External Devices Logger configuration 

If you need the Webdyn EasyDot to collect data from external devices (Modbus devices) to send it to a 
server, you first need to configure the internal Logger, i.e. configure how to collect the data, and where and 
how to send it. That is what this section is for. 

This section allows you to configure the parameters related to the internal datalogger. You can send the 
data to a server via HTTP/HTTPS or MQTT/MQTTS. In all cases, the data will be sent in JSON format 

 

 General parameters: 

  
 

  ID: Optional. This is a text parameter that allows you to enter an identifying string included within 
the JSON file. 

 Check date: If the box is checked, data cannot be recorded in the datalogger memory if the device 
date/time is not correct. This means that data cannot be sent to a server with an incorrect 
TimeStamp.  
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 HTTP mode  

  
 

 Enabled:   click to enable the mode for sending data to a web platform via HTTP/HTTPs. 

 Mode:   data-sending mode. You can choose between HTTP GET (JSON), HTTPS GET (JSON), HTTP 
POST (JSON) and HTTPS POST (JSON) 

 Custom header1, Custom header2 and Custom header3:  allows you to add headers to 
HTTP/HTTPS requests. Many WEB platforms require a header with an identifying token. You can 
configure it in this section. You must separate the header name from the value with a semicolon (;). 

 Server:    Complete URL to send data collected in the datalogger. For example 
www.myDomain.com/json/set.php?data= 

 Server username:   if your platform has restricted access, please enter your username here. 

 Server password:  if your platform has restricted access, please enter your user password here. 

 

 

MQTT mode  

           
 

 Enabled: click to enable the data-sending mode on an MQTT broker (all data is sent in JSON format). 

 MQTT Topic: MQTT topic to which the stored logger data will be sent. 

 
 

 

 

 

Logger operation. 

When the EasyDot reads external devices (e.g. Modbus RTU device registers), the data read is stored in 
the EasyDot’s internal logger. Once stored in the internal logger, it is immediately sent to a web platform 
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via MQTT and/or HTTP.  Storing the data read in the internal logger means that, in the event of problems 
with sending (coverage problems, platform downtime, etc.), the data read is not lost and can be sent at a 
later date. 

The Logger has space for 20 registers in RAM and 128 in FLASH (non-volatile) memory with a size of up to 
512 bytes for each register stored. By default, the read data is stored in the RAM registers and immediately 
transmitted to the platform.  If there are problems sending data to the platform, the data stored in RAM is 
immediately dumped to the FLASH memory. From then on, new data readings will be stored in FLASH 
memory until it is empty because all the registers have been correctly transmitted to the remote platform. 
At that point, the read data will once again be stored in RAM.   

The purpose of using RAM registers is to reduce the wear and tear on the FLASH memory, since in normal 
conditions only the RAM will be used. 

 

 
           Additional Notes 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 

- When using HTTP or MQTT send mode, data is sent to your server as it is read. If there is no 
4G/2G coverage or if there are problems sending data (e.g. a remote server crash), the device 
will store the data internally to be sent later when communications are back to normal. 

- If you use the MQTT mode, remember to properly configure the section in the “OTHER  Mqtt”. 
In this section, you must enter all the configuration parameters necessary to connect the 
device to your MQTT broker. 
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4.4.2  External Devices  Modbus Devices 

Webdyn EasyDot devices are equipped to read, store and send registers of external Modbus RTU devices 
to an external server (via HTTP/HTTPS or MQTT/MQTTS).  That is, they can schedule a periodic reading of 
up to 16 Modbus RTU devices, selecting the reading registers, and then sending the readings to a server 
via a JSON object. 

 

 Enabled: check this box if you have one or more Modbus RTU devices connected to a serial port 
and you intend to read Modbus registers autonomously. 

 Serial Port: allows you to select the RS232 or RS485 serial port of the Webdyn EasyDot where the 
Modbus RTU device is connected. 

 Logger: if you wish to use the internal logger to store the Modbus registers read (to send to a web 
platform later), you must select this option.   

 Device name: name identifying a Modbus RTU device. 

 Address: Modbus RTU address of the device to be read. 

 Command: Modbus read command. 

 Start: initial reading register. 

 Num Words: number of registers to be read. 

 Reg type: type of register to be read. 

 Period: reading period, i.e. after how many minutes the set of registers should be read each time. 
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Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 

- If you wish to create a new Modbus RTU device, you must fill in the form and press the “SAVE 
DEVICE” button. 

- Here is an example of the JSON frame format stored with the readings to be sent to a server: 

 

{"TYPE":"MODB", "ID":"pepino5", "TS":"2024-09-05T12:20:02Z", "IMEI":"866069069150439", 
"P":"1234", "A":5, "ST":0, "N":10, "V":[0,1,2,3,4,5 ,6,7,8,9]} 

 

Where: 

TYPE: type of data. In this case, Modbus. 

ID: Modbus device name or ID. 

TS: timestamp DD:MM:YYYYY HH:MM:SS. 

IMEI: equipment identification number. Unique for each device. 

P: Logger ID field (External Devices > Logger configuration). 

A: Modbus address of the device read. 

ST: initial register. 

N: no. of words (0x03/0x04 commands) or bits (0x01/0x02 commands) to read 

V: array containing the registers read. 

 

- We recommend you read the chapter on available AT commands, because you can read and 
change values of Modbus registers via AT commands, in the web configuration environment, 
from Remote Console (Telnet), SSH or SMS, etc. 

 

- In the “Start” and “Num Words” fields, it is possible to create non-consecutive registers. This 
means if we want to read registers: 
 
1;10;11;12;55;56;69;70;72;73;74;75;76;77;78;79;80;100;101;102;103;104;105;106;10
7;108;109;120;121;122;123;124;130;131;132;133;152;153;154;160;161;162;163;164;
165;166;170 
 

We must enter the following in the Start field (the initial register of each block): 
 
1;10;55;69;72;100;120;130;152;160;170 
 
And, in the “Number Words” field (the number of registers to be read from each block): 
 
1;3;2;2;9;10;5;4;3;7;1 
 
An example of a JSON received in this case: 
 
{"TYPE":"MODB", "ID":"1", "TS":"17/06/2017 

17:01:04", "IMEI":"357044060009633", "P":"12345678", "A":"1", "STX":[1, 10, 55, 69, 72, 
100, 120, 130, 152, 160, 170], "NX":[1, 3, 2, 2, 9, 10, 5, 4, 3, 7, 1], "PX":[0, 1, 4, 6, 8, 17, 27, 
32, 36, 39, 46], 

mailto:contact@webdyn.com


 
|  22 

contact@webdyn.com | webdyn.com 
V 1.1 | Webdyn © by Flexitron Group 

"V":[1, 10, 11, 12, 55, 56, 69, 70, 72, 73, 74, 75, 76, 77, 78, 79, 80, 100, 101, 102, 103, 
104, 105, 106, 107, 108, 109, 120, 121, 122, 123, 124, 130, 131, 132, 133, 152, 153, 
154, 160, 161, 162, 163, 164, 165, 166, 170]} 
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4.4.3  Other  AT Command 

In this section, you can send an AT command directly to the device’s internal modem. For example, you may 
wish to check the coverage or to identify nearby telephone cells, etc. 

It is also possible to configure up to 5 special AT commands through which to configure the device at start-
up. 

 

 AT Command:   AT command for real-time execution (e.g. AT+CSQ).  Once you click on the “SEND AT 
COMMAND” button, the AT command will be executed. 

 AT1, … AT5:    AT initialization commands. 

 

  

 

Additional Notes. 

- Once the AT initialisation commands have been created, click on the “SAVE CONFIG” button to 
save the changes. Remember that you must restart the device for the new changes to take 
effect. 
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4.4.4  Other  DynDNS 

 
The Webdyn EasyDot device supports the DynDNS and No-IP service.  If you do not have a SIM card with a 
fixed IP and you are interested in using the external DynDNS or NO-IP services, you can configure them in 
this section. 

 Enabled:  Check this box if you wish to enable the use of DynDNS or NO-IP. 

 Server:  Specify the service server (members.dyndns.org or dynupdate.no-ip.com). 

 Domain:  enter the dns you have created (e.g. mydomain.dyndns.org) 

 Login: login for your DynDNS or NO-IP account 

 Password: password for your DynDNS or NO-IP account 

 Period: period, in minutes, in which the current IP is refreshed on the DynDNS or NO-IP servers 

  
 

Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 

- The IP is updated on the DynDNS or NO-IP servers every time it changes. However, we 
recommend the IP use the configuration parameter “Period”, e.g. at a value of 60, so that 
whatever happens, the IP is sent every hour. 
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4.4.5  Other  Private DynDNS 

The Private DynDNS service enables the current IP address of the Webdyn EasyDot and certain status 
values to be sent to its own server.  Data can be sent either via HTTP (HTTP/S GET, HTTP/S POST) or via 
MQTT/MQTTS. 

 

HTTP method 

 Enabled:  check this box if you wish to enable the use of Private DNS 

 Mode:  you can choose between HTTP/S GET and HTTP/S POST 

 Server:  IP or DNS of the remote server 

 Server Login: login of your web server (if you use “HTTP” mode) 

 Server Password: password of your web server (if you use “HTTP” mode) 

 ID:  identifier string (for “HTTP” mode) 

 Period: the period, in minutes, in which the current IP is refreshed on your server. Please bear in mind 
that, regardless of this period, as soon as the Webdyn EasyDot’s IP changes, it is sent. 

 Custom header1: Custom HTTP header 1 

 Custom header2: Custom HTTP header 2 

 Custom header3: Custom HTTP header 3 

 Client cert for HTTPS:   client certificate in PEM format for HTTPS connections. Enter your digital 
certificate here, if required on your server. 

 Client KEY for HTTPS:   KEY of the client certificate in PEM format for HTTPS connections. Enter the 
KEY of your digital certificate here, if required on your server. 

 

MQTT method 

 Enabled: check this box if you wish to enable MQTT 

 Period: period, in minutes, in which the current IP of the Webdyn EasyDot device will be sent to your 
server via MQTT. Please bear in mind that, regardless of this period, as soon as the IP changes, it is 
sent. 

 MQTT Topic: MQTT topic to be used to send data 

 MQTT QoS: quality of service used by MQTT to send data 
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Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 

- Example of the JSON format frame sent: 

{"IMEI" "866069061410252", "RSRP": -78, "CID": "214;07;0x219b;0x15f2d23", "RSRQ": -15, 
"P": "", "MOD": "000000000", "IP": "95.125.137.178", "IMSI": "214075536243578", "CSQ": 31, 
"TECH": "4G", "VER": "1.0.1", "TYPE": "DNS", "TS": "2024-08-08T13:02:06Z", "RSSI": -51} 

Where: 

 TYPE: type of frame. In this case, DNS. 

 IMEI:   device identification number. Unique for each device 

 P:    Logger ID field (External Devices > Logger configuration) 

 IP:   IP of WAN interface (4G / 2G) 

 CSQ: 0...31 (signal strength) 

 MOD:   Part number of the device 

 See:   FW Version 

 IMSI:     IMSI of the SIM card 

 TECH: technology used (2G, 4G) 

 TS: timestamp 

 CID: identification of telephone cell used 

 RSSI: signal strength level. 

 RSRP: 4G rsrp 

 RSRQ: 4G rsrq 
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4.4.6 Other  SMS Control 

This section lets you configure control of the device using SMS messages. For example, you can configure 
this section to restart the device by sending an SMS message, to get coverage or to get the current IP of 
the device, among other things. From here, you can also specify the phone numbers authorised for this 
purpose. 

 

 AT enabled: check this box if you wish to send AT commands to the device via SMS, e.g. to find out 
the coverage remotely, to perform a re-set or to change a configuration, etc.    

 AT header: here you can enter the header text for SMS command messages. For example, if you 
type the text “mtx” in this box, when an AT command is sent by SMS to the device, e.g. the “AT+CSQ” 
command to find out the general coverage level, you must send an SMS message with the following 
text “mtx AT+CSQ”. 

 All phones: check this box if you want all phone numbers to be authorised to send AT commands to 
the Webdyn EasyDot by SMS.  Do not check this box if you want to specify a set of authorised phone 
numbers to enhance security (recommended). 

 Authorized Number X: in these boxes you can specify up to 10 authorised telephone numbers.    

 

Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 
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4.4.7 Other  Periodic autoreset 

In this section you can configure a scheduled autoreset for the Webdyn EasyDot device. 

 

 Disabled: enable the option if you do not want the Webdyn EasyDot to reset periodically. 

 Timer autoreset: enable the option if you want the device to autoreset every X hours. 

 Number of hours: if you select autoreset every X hours (Timer autoreset enabled), you must specify 
in this box the number of hours after which the reset takes place. Specify 24 to generate a daily 
reset. 

 Hour autoreset: enable this option if you want the device to autoreset at a certain time of day. 

 Selected hour: specific time for daily autoreset. 

 IP reset enabled: highly recommended option for situations where context is lost. For example, it 
lets you specify the number of minutes after which the device will reset itself if it cannot obtain an 
IP address. 

 Time for reset: If the “IP reset enabled” box is checked, it allows you to set the number of minutes 
without obtaining an IP address for autoreset. 

 

  
 

Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 

4.4.8 Other  Time Servers (NTP) 
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The modem has a built-in, real-time clock that enables it to keep the time even if power is lost for several 
hours. This built-in clock must be synchronised periodically with time servers via the NTP protocol.  

 

Time Servers (NTP) 

 Enabled: check this box if you want to use NTP time servers. 

 NTP Server 1:  IP or DNS address of the NTP 1 time server 

 NTP Server 2:  IP or DNS address of the NTP 2 time server 

 

  
 

Additional Notes. 

- At start-up, the modem will attempt to synchronise the time with the network of the telephone 
operator, provided that the network offers this functionality. However, it is strongly 
recommended to use NTP, as it is a significantly more accurate and more secure method of 
ensuring that the correct time is obtained. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 
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4.4.9 Other  Remote Console 

If at any time you need to perform a special operation on the device using a “Telnet” type connection, you 
can do so by configuring this section. This special connection makes it possible to send AT commands to 
the Webdyn EasyDot device. This lets you change the configuration, consult status data, etc. See section 5 
of this manual for a list of available AT commands. 

 

 Enabled: check this box if you want to use this connection. 

 TCP Port: listening TCP port of the device where the connection must be made. 

 Username: username that will be requested after establishing the connection. 

 Password: user password (will be requested after entering the username) 

 

  
 

Additional Notes. 

- Once the configuration process is finished, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect.  

 

mailto:contact@webdyn.com


 
|  31 

contact@webdyn.com | webdyn.com 
V 1.1 | Webdyn © by Flexitron Group 

4.4.10 Other  MQTT 

The Webdyn EasyDot device can work as an MQTT client by connecting against a broker.  A configuration as an 
MQTT client allows the Webdyn EasyDot to send the data collected in its internal datalogger (from reading Modbus 
devices) via MQTT. You must properly configure this section if you select sending by MQTT in the LOGGER section. 

 

 MQTT Enabled:   Select whether you wish to enable the MQTT Client service 

 Broker:   URL to the mqtt broker. Format:    tcp://urlbroker:port   for mqtt connections and 
ssl://urlbroker:port   for ssl/tls connections 

 MQTT Username. MQTT username. Blank if not used 

 MQTT Password: MQTT password. Blank if not used 

 MQTT ID: Device identification field. You can use the [IMEI] tag if you want to use the device IMEI as 
the MQTT identifier 

 MQTT QoS: Quality of service (0,1,2) 

 MQTT KeepAlive: Seconds for keepalive (recommended 300) 

 AT Topic: Topic 1 to which Webdyn EasyDot will subscribe. AT commands sent to this mqtt topic will 
be executed on the Webdyn EasyDot. 

 AT Resp Topic: Responses to AT commands received via MQTT by the device in the “AT Topic” will 
be sent to this Topic via MQTT. 

 AT Topic 2: Topic 2 to which Webdyn EasyDot will subscribe. AT commands sent to this mqtt topic will 
be executed on the Webdyn EasyDot. 

 AT Resp Topic 2: Responses to AT commands received via MQTT by the device in the “AT Topic 2” will 
be sent to this Topic via MQTT. 

 AT Topic 3: Topic 3 to which Webdyn EasyDot will subscribe. AT commands sent to this mqtt topic will 
be executed on the Webdyn EasyDot. 

 AT Resp Topic 3: Responses to AT commands received via MQTT by the device in the “AT Topic 3” will 
be sent to this Topic via MQTT. 

 Client Certificate: When using MQTTS with client authentication, you will need to enter the client 
certificate in PEM format in this field. 

 Client KEY: When using MQTTS with client authentication, you will need to enter the KEY of the client 
certificate in PEM format in this field. 
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Additional Notes. 

- Once the configuration process is complete, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 

- Please note that it is possible to enter the text [IMEI] instead of the IMEI number.  That is, if the 
IMEI is 012345678912345, that would be the same as using TOPIC /0123456789012345/TEST 
as the topic /[IMEI]/ TEST 

- Please note that if you use MQTTS, you must include the CA certificate used by the MQTT broker 
in the “Other  CA Certificates” section. 
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4.4.11  Other  HTTP  

HTTP configuration and HTTPS activation for the configuration environment. 

 Remote access: Check the box if you want to enable remote access to the device’s configuration 
interface.  

 HTTP Port: Indicates the TCP port for HTTP remote configuration. For example, if you specify 8080, 
the configuration URL will be http://x.x.x.x:8080.  By default, the standard port is 80, but it is 
recommended to use another port, especially if you are going to use SIM cards with Public IPs.  

 Username: Username to access the web configuration. Default “admin” 

 Password: Password to access the web configuration. Default “admin” 

 

    
 

Additional Notes. 

- Once the configuration process is complete, click on the “SAVE CONFIG” button to save the 
changes. Remember that you must restart the device for the new changes to take effect. 
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4.4.12 Other  CA Certificates 

All services using secure connections under SSL/TLS connected to HTTPS or MQTTS servers must have the 
CA Root certificate used by that server, in order to verify the server's certificate. In this section, you can 
enter up to 3 custom CA Root servers (in PEM format). 

It is also possible to select the “Allow all certificates” option. This is not recommended unless you have a 
secure connection (SIM with private APN), as the certificate of the remote server you want to connect to will 
not be verified. 

 

  
 

Additional Notes. 

- The certificates entered must be in PEM format, including the tags “-----BEGIN CERTIFICATE-----
” and “-----END CERTIFICATE-----” 
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4.4.13  Other  SYSLOG 

In this section, you can access an internal log of the device, where you will be able to see the status of the 
device itself (coverage, network registration, operator, result of sending data to servers, etc.). It also has a 
button to configure the syslog to send it via MQTT if necessary. 

  

      
 

Additional Notes. 

- Press the “REFRESH LOG” button for the latest status of the log. 
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To enable the syslog to be sent by MQTT, it is necessary to specify the sending TOPIC in the “MQTT topic” box. To 
disable it, simply leave the box blank. If enabled, the MQTT service must also be activated from the configuration 
menu “Other  Mqtt”. 
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4.4.14  Other  Backup / Factory. 

You can make a full backup of the device configuration in this menu. You can save the configuration to a 
file and restore it back to the device when needed. You can also re-set the device to factory settings. 

 

 “Factory Settings” button:   press this button if you wish to restore the device to the default factory 
configuration.  

 “Download Configuration” button:   click on the button to download the device configuration as 
a file named “config.mtx”. 

 “Select file” button:    to restore a saved configuration, after indicating the configuration file to 
be used, press the “Upload” button to upload the file. 

 

   
 

Additional Notes. 

- It is also possible to reset to factory settings by pressing a physical button. To reset to factory 
settings using this button: 1) Switch off the power to the device 2) Use a paper clip to keep the 
button pressed 3) Switch on the power to the device. 4) Wait about 10 seconds (until the yellow 
and blue LEDs flash). 5) Release the button. The device will restart automatically. 

 

 

 

 

 

 

 

 

4.4.15  Other  Reboot. 
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In this section, you can restart the device. For example, to apply the changes after a configuration change. 
To do so, simply press the “Reboot” button. 
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4.4.16 Other  Firmware Upgrade 

In this section, you can update the device’s firmware. 

 

  
 

 

Firmware Upgrade (OTAP) 

To use this option, the device must have a SIM with Internet access, as the firmware will be downloaded 
from Webdyn’s servers.  To carry out the OTAP process, click on the “Check for updates” button. After a 
few seconds, if there are firmware updates available for your device, they will appear in the drop-down list. 
Select the firmware version you wish to install and click on the “Download and Install” button to start the 
process. 

Remember that any firmware change process on any device carries risks. It is highly recommended that 
you verify that the scenario you have configured on the Webdyn EasyDot works correctly in the lab with the 
firmware version you intend to install before proceeding with mass firmware upgrades of remotely located 
devices. 
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5  AT commands  

Webdyn EasyDot devices allow AT commands to be sent directly to the internal modem through multiple 
interfaces: 

 

 1.- Via a serial port. 
 2.- Via a 4G/2G-Serial Gateway through embedded AT commands. 
 3.- By SMS 
 4.- Via Telnet (Remote Console, via 4G/2G) 
 5.- Via Webserver (via 4G/2G) 

 

You can therefore send AT commands to the device at your own risk.   

 

• AT^MTXTUNNEL=REBOOT 

Action:     resets the device. 

 
         Result: 
   OK:  Command executed correctly.  
  ERROR: Command executed, but with an error. 

 Example:     AT^MTXTUNNEL=REBOOT 
   OK 

 

• AT^MTXTUNNEL=VERSION 

Action:     returns the firmware version of the device. 

 
         Result: 
   OK:  Command executed correctly.  
  ERROR: Command executed, but with an error. 

Example:     AT^MTXTUNNEL=VERSION 5.2.6.17 OK 

 

• AT^MTXTUNNEL=GETIP 

Action:     returns the WAN IP address (2G/4G) 

 
        Result: 
   OK:  Command executed correctly.  
  ERROR: Command executed, but with an error. 

Example:     AT^MTXTUNNEL=GETIP 88.28.221.14 OK 

 

 

• AT^MTXTUNNEL=GETIMEI 

Action:     returns the IMEI of the internal modem 

mailto:contact@webdyn.com


 
|  41 

contact@webdyn.com | webdyn.com 
V 1.1 | Webdyn © by Flexitron Group 

 
        Result: 
   OK:  Command executed correctly.  
  ERROR: Command executed, but with an error. 

Example:     AT^MTXTUNNEL=GETIMEI 869101054255506 OK 

 

 

 

AT commands related to messaging: 

• AT^MTXTUNNEL=SMS,<telephoneNumber>,<message> 
 

Action:     allows you to send an SMS message to a specific telephone number. 

 
       Parameters: 

<telephoneNumber>:  phone number to which the SMS message <message> will be sent:  
text message to be sent 

Result: 
   OK:  Command executed correctly. SMS message sent to the outgoing queue. 
  ERROR: Command executed, but with an error. 

 
Example:     AT^MTXTUNNEL=SMS,+34677123456,burglar alarm 
   OK 

 

 

AT commands related to MODBUS: 

• AT^MTXTUNNEL=GETMODBUS,<modbusAddress>;<addressFirstRegister>;<numWords>;<co
mand> 
 

Action:     returns the value of one of more Modbus registers for a particular device. Please 
note: Modbus-related parameters are separated by “;” not “,” 

 
Parameters: 

<modbusAddress>: Modbus device address (1 … 255) IP address @dir:puerto 

<addressFirstRegister>: address of the first register to be read (0 … 65,535) 

<numWords>:  number of Modbus registers to be read (1 ... 64) 

<command>:  Write Modbus command (5,6,15,16) 

 

Result: 
  OK:  Command executed correctly. This will return the words read, separated by 
“,” 
 ERROR: Command executed, but with an error. 
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       Example:    AT^MTXTUNNEL=GETMODBUS,192.168.1.200:502;1;1;3;3 

sent from the Web configuration environment (but it could also be sent by SMS or Remote 
Console (Telnet)), obtaining the values 20, 21 and 22 as responses. 

 

 

 

 

 

 

 

Example:    AT^MTXTUNNEL=SETMODBUS,192.168.1.202@1:502;3;16;10;11;12;13;14;15 

writes to the Modbus TCP device with IP address 192.168.1.202 the values 
10,11,12,13,14 and 15, using RTU address @1 and TCP port 502, starting in register 3 
and using the Modbus write command 16. 

 

Example:    AT^MTXTUNNEL=SETMODBUS,1;3;6;10 

writes to the Modbus RTU device with address 1 the value 10, starting in register 3 and 
using the Modbus write command 6. 

 

Example:    AT^MTXTUNNEL=SETMODBUS,1;18;5;1 

writes to the Modbus RTU device with address 1 the value 1, in coil 18 and using the 
Modbus write command 5. 

 

Example:    AT^MTXTUNNEL=SETMODBUS,1;25;15;1;0;1;0;1 

writes to the Modbus RTU device with address 1 the coil values 1.0,1.0 and 1, from coil 25 
and using the Modbus write command 15. 

 

 

 

 

 

 

AT commands related to system time: 

• AT^MTXTUNNEL=GETTIME 

 
Action:     returns the current system time in YYYYY-MM-DDTHH:NN:SSZ (UTC) format 

mailto:contact@webdyn.com


 
|  43 

contact@webdyn.com | webdyn.com 
V 1.1 | Webdyn © by Flexitron Group 

 
Result: 
  OK:  Command executed successfully ERROR: Command executed, but with 
an error. 

       Example:     
   AT^MTXTUNNEL=GETTIME 
   2024-08-09T08:54:39Z  
   OK 

          

• AT^MTXTUNNEL=SETTIME,<dateAndHour> AT^MTXTUNNEL=SETTIME,<dateAndHour> 

 

Action:     displays the current time.  

 
Parameters: 

<dateAndHour> date / time in UTC format YYYYY-MM-DDTHH:NN:SSZ 

 
       Result: 

   OK:  Command executed successfully ERROR: Command executed, but with 
an error. 

        Example:     

AT^MTXTUNNEL=SETTIME,2023-01-10T14:42:23Z OK 

 

 

 

 

 

 

 

 

 

 

AT commands related to the Webdyn EasyDot device configuration: 

• AT^MTXTUNNEL=GETPARAM,<paramName> 

 
Action:     lets you read the value of any configuration parameter of the device. If you need the 
name of the configuration parameters, please contact soporte@matrix.es  
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Parameters: 

<paramName> name of the configuration parameter to be read 

 

        Result: 

   OK:  Configuration parameter read correctly ERROR: Configuration 
parameter read, but with an error 

       
       Example: 

 AT^MTXTUNNEL=GETPARAM,WAN_APN m2m.movistar.es OK 

 

 

• AT^MTXTUNNEL=SETPARAM,<paramName>,<paramValue> 
 
Action:     lets you change the value of any configuration parameter of the device. If you need 
the name of the configuration parameters, please contact soporte@matrix.es 

 

      Parameters: 

<paramName> name of the configuration parameter to be modified <paramValue> New 
value of the configuration parameter  

 
      Result: 

   OK:  The configuration parameter value has been edited correctly ERROR:
 Configuration parameter edited, but with an error. 

 
        Example: 

AT^MTXTUNNEL=SETPARAM,WAN_APN,m2m.movistar.es OK 

 

 
For the rest of the standard commands, please refer to the AT commands manual for the internal gsm 
module for information on the exact format and functionality of each of the module’s commands. If you do 
not have this documentation, please send an email to soporte@matrix.es  

 

In addition to sending AT commands via SMS, Telnet, etc., it is possible to send AT commands via HTTP 
GET, both locally and remotely.  For example, to execute a device FW version reading command, you would 
need to make a call like this: 
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http://192.168.1.1/other-api.html?USER=admin&PASS=admin&COMMAND=AT^MTXTUNNEL=VERSION 

 

 

 

6 New Firmware releases 

1.1.0 Initial version of the Webdyn EasyDot device 
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7 Sales & Support 

 

SPAIN 

C/ Alejandro Sánchez 109 
28019 Madrid 
 
Telephone: +34.915602737 
Email: contact@webdyn.com 
 

 

FRANCE 

26 Rue des Gaudines 
78100 Saint-Germain-en-Laye 
 
Telephone: +33.139042940 
Email: contact@webdyn.com 
 

 

INDIA 

803-804 8th floor, Vishwadeep Building  
District Centre, Janakpurt, 110058 Delhi 
 
Telephone: +91.1141519011 
Email: contact@webdyn.com 
 

 

PORTUGAL 

Av. Coronel Eduardo Galhardo 7-1ºC 
1170-105 Lisbon 
 
Telephone: +351.218162625 
Email: comercial@lusomatrix.pt 
 

 

 

SUPPORT 

Madrid 
 
Telephone: +34.915602737 
Email: iotsupport@matrix.es 
 

 

Saint-Germain-en-Laye 
 
Telephone: +33.139042940 
Email: support@webdyn.com 
 

 

Delhi 
 
Telephone: +91.1141519011 
Email: support-india@webdyn.com 
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