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一、Leshan Platform Application 

1.1 About Leshan Server 

Leshan platform client login URL：https://leshan.eclipseprojects.io/#/clients 

CoAP over UDP：coap://leshan.eclipseprojects.io:5683 

CoAP over DTLS：coaps://leshan.eclipseprojects.io:5684 

 

1.2 About PSK Security Mode 

Notice: The Key of PSK in security mode must be a hex code string. 

 



 

 

 

1.3 Connect and Register with Leshan 

◼ In non-security mode: 

➢ AT+QSCLK=0              // to disable the default deepsleep function of the modem is commanded firstly 

➢ OK 

➢ AT+CPIN?  

➢ +CPIN: READY 

 

➢ OK 

➢ AT+CEREG?               // Ensure that the modem is successfully registered with the network 

➢ +CEREG: 0,1 

 

➢ OK 

➢ AT+CGPADDR             // Make sure that the PDP is activated 

➢ +CGPADDR: 1,100.101.5.9 



 

 

➢ OK 

➢ AT+QLWCONFIG=0,leshan.eclipseprojects.io,5683,"leshan99",300,3   // Register leshan server in non-security mode 

➢ OK 

➢ AT+QLWREG  

➢ OK 

➢  

➢ +QLWREG: 0 

 

◼ In security mode with PSK: 

For details on how to create the secure mode PSK, see Section 1.2; 

➢ AT+QSCLK=0  

➢ OK 

➢ AT+CEREG?  

➢ +CEREG: 0,1 

➢  

➢ OK 

➢ AT+CGPADDR  

➢ +CGPADDR: 1,100.101.5.9 

➢  

➢ OK 

➢ AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836"  

➢ OK 

➢ AT+QLWREG 

➢ OK 

➢  

➢ +QLWREG: 0 



 

 

Notice: 

If the following error occurs during modem debugging or terminal or when connecting to the registered Leshan 

server, it is recommended to restart the modem or terminal. 

➢ AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836" 

➢  

➢ +CMEE ERROR: 32 

 

As can be seen from the figure below, leshan platform has defined many objects with protocol specifications for 

servers, devices, firmware upgrades, etc. Note that it is recommended to change the “timeout” in leshan platform 

to 15min or longer to avoid request timeout easily. 



 

 

 



 

1.4 LwM2M update for Leshan Server 

 

Click W to change lifetime. 

 



 

 

 

The COM port output logs are as follows; 

➢ +QLWURC: "lifetime_changed",86400 

➢  

➢ +QLWUPDATE: 0,13317 

The "Update" operation can be initiated by the LwM2M Server via an "Execute" operation on the 

"Registration Update Trigger" Resource of the LwM2M Server Object. The LwM2M Client can perform an 

"Update" operation to refresh the lifetime of its registration to the LwM2M Server. 



 

 

The COM port output logs are as follows; 

➢ +QLWURC: "ping",0 

1.5 LwM2M update the Binding Mode for Leshan Server 

 



 

 

Binding mode operation and the COM port output logs are as follows; 

➢ +QLWUPDATE: 1,35458                        // Binding mode read request via Leshan 

➢  

➢ +QLWREG: 0 

_________________________________________________________________________________________________ 

➢ AT+QLWUPDATE=1,0                          //Update binding mode to UDP mode 

➢  

➢ +QLWUPDATE: 60879 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,60879 

➢                                            // Binding mode writes updates via Leshan 

➢ +QLWURC: "binding_changed",U 

二、LwM2M Objects Related operations 

2.1 Add Objects and Object/instances for Leshan Server 

IPSO Object ObjectID ResourceName ResourceID AccessType The Sample Data 

Temperature 3303 

SensorValue 5700 R 28.3 

Units 5701 R Cel 

MinRangeValue 5603 R -55 

MaxRangeValue 5604 R 120 

Humidity 3304 

SensorValue 5700 R 41 

Units 5701 R %rh 

MinRangeValue 5603 R 0 

MaxRangeValue 5604 R 100 

Actuation 3306 On/Off 5850 R,W ON 



 

Dimmer 5851 R,W 87 

ApplicationType 5750 R,W AirPressure 

◼ Add Object and Resoure: 

➢ AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836"  

➢ OK 

➢ AT+QLWREG  

➢ OK 

➢  

➢ +QLWREG: 0 

➢ AT+QLWADDOBJ=3304,0,4,5700,5701,5603,5604  

➢ OK 

➢  

➢ +QLWADDOBJ: 0 

➢  

➢ +QLWURC: "ping",0 

➢ AT+QLWADDOBJ=3306,0,3,5850,5851,5750  

➢ OK 

➢  

➢ +QLWADDOBJ: 0 

➢  

➢ +QLWURC: "ping",0 

➢ AT+QLWADDOBJ=3303,0,4,5700,5701,5603,5604  

➢ OK 

➢  

➢ +QLWADDOBJ: 0 

➢  

➢ +QLWURC: "ping",0 

 



 

2.2 Observe Operation 

 

 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 2262 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,2262 

➢  

➢ +QLWURC: "observe",47702,0,3303,0,5700             //The Server initiates an observation request for resource (3303/0/5700) 

changes 

➢ AT+QLWOBSRSP=47702,1,3303,0,5700,4,4,”28.3”,0      // In response to observe 

➢ OK 

➢  

➢ +QLWOBSRSP: 0                                   //Observed successfully 



 

 

2.3 Read Operation 

 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 1784 

➢  

➢ OK 

➢  

➢ +QLWURC: "read",51998,3303,0,5700                      //The LwM2M Client has registered to Leshan Server successfully 

and a read request related to 3303/0/5700 has been issued from the LwM2M Server. 

➢  

➢ +QLWUPDATE: 0,1784 

➢ AT+QLWRDRSP=51998,1,3303,0,5700,4,4,”27.2”,0           // The response to read 

➢ OK 

➢  

➢ +QLWRDRSP: 0 



 

 

2.4 Write Operation 

 



 

 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 33163 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,33163 

➢  

➢ +QLWURC: "write",14822,3306,0,5750,1,11,"AirPressure",0      // Returns the result of the write operation 

2.5 Notify Operation 

Crucial Note:  

The LwM2M Client has registered to Leshan Server successfully，And the leshan’s OBS is triggered manually 

and the modem responds to Observe, or “AUTO_ACK” automatically responds to observe, make sure that objects 

has been observed successfully by the server. 

◼ OBS trigger manually method: 

Refer to Section 2.2 for manually triggering OBS of Leshan's Object and responding to Observe via modem. The 

modem will remember and save the Observe and then send data through notify. 



 

 

 

➢ AT+QLWUPDATE=1,0 

➢  

➢ +QLWUPDATE: 64485 

➢  

➢ OK 

➢  

➢ +QLWURC: "observe",50320,0,3303,0,5701 

➢  

➢ +QLWUPDATE: 0,64485 

➢ AT+QLWOBSRSP=50320,1,3303,0,5701,1,6,"degree",0 

➢  

➢ OK 

➢  

➢ +QLWOBSRSP: 0 

➢  

➢ +QLWURC: "observe",50320,0,3303,0,5701 

➢ AT+QLWNOTIFY=3303,0,5701,1,7,"Celsius",0 



 

➢  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

 

◼ Objects automatically respone observe method: 

Firstly,configure AUTO_ACK,1 with the AT Command “AT+QLWCFG”.Then,the modem automatically acquires and 

responds to the Observe request by triggering the OBS in object. Finally, data is sent through notify. 

 

➢ AT+QLWCFG? 

➢ +QLWCFG: "auto_ack",0 

➢  

➢ OK 

➢ AT+QLWCFG="auto_ack",1 

➢ OK 

➢ AT+QLWCFG? 

➢ +QLWCFG: "auto_ack",1 



 

➢  

➢ OK 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 64487 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 1,64487 

➢  

➢ +QLWREG: 0 

➢  

➢ +QLWURC: "observe",28539,0,3304,0,5701 

➢ AT+QLWNOTIFY=3304,0,5701,1,3,"%RH",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

 

2.6 Excute Operation 

Notice: 

First, you need to add the corresponding executable object and resource, then enter the content and click EXE to 

take effect. 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 5722 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,5722 

➢ AT+QLWADDOBJ=3304,0,1,5605            //Add executable object and resource 

➢ OK 

➢  



 

➢ +QLWADDOBJ: 0 

➢  

➢ +QLWURC: "execute",37557,3304,0,5605 

➢  

➢ AT+QLWEXERSP=37557,2                  //Step:3 Need for quick response 

➢ OK 

➢  

➢ +QLWEXERSP: 0 

 

2.7 Up_report Sample Data 

//Firstly,OBS in Object3303 must be triggered 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 16919 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,16919 

➢ AT+QLWNOTIFY=3303,0,5603,4,3,"-55",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 1                     //The Observe request response timed out 

If the above error occurs during execution, you should re-click OBS in this object. 

//Firstly,OBS in Object3303 must be triggered 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 16919 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,16919 

➢ AT+QLWNOTIFY=3303,0,5603,4,3,"-55",0  

➢ OK 



 

➢  

➢ +QLWNOTIFY: 0 

➢ AT+QLWNOTIFY=3303,0,5604,4,3,"120",0  

➢ OK 

➢ AT+QLWNOTIFY=3303,0,5701,1,3,"Cel",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

➢  

➢ +QLWNOTIFY: 0 

➢ AT+QLWNOTIFY=3303,0,5700,4,3,"28.3",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

 

//Firstly,OBS in Object3304 must be triggered 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 3914 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,3914 

➢ AT+QLWNOTIFY=3304,0,5603,4,1,"0",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

➢ AT+QLWNOTIFY=3304,0,5604,4,3,"100",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

➢ AT+QLWNOTIFY=3304,0,5701,1,3,"%rh",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 



 

➢ AT+QLWNOTIFY=3304,0,5700,4,2,"41",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

 

//Firstly,OBS in Object3304 must be triggered 

➢ AT+QLWUPDATE=1,0  

➢ +QLWUPDATE: 3062 

➢  

➢ OK 

➢  

➢ +QLWUPDATE: 0,3062 

➢ AT+QLWNOTIFY=3306,0,5850,5,1,"1",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

➢ AT+QLWNOTIFY=3306,0,5851,3,1,"87",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 

➢ AT+QLWNOTIFY=3306,0,5750,1,11,"AirPressure",0  

➢ OK 

➢  

➢ +QLWNOTIFY: 0 



 

 

2.8 Delete LwM2M Object and Deregister 

➢ AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836"  

➢ OK 

➢ AT+QLWREG                          // Register the Leshan server 

➢ OK 

➢  

➢ +QLWREG: 0 

➢ AT+QLWADDOBJ=3303,0,1,5701          //Add objects and resources 

➢ OK 

➢  

➢ +QLWADDOBJ: 0 

➢ AT+QLWDELOBJ=3303                  // Delete the object3303 

➢ OK 

➢  

➢ +QLWDELOBJ: 0 

➢  

➢ +QLWURC: "ping",0 

➢ AT+QLWDEREG                       // Deregister the Leshan server 

➢ OK 

➢  

➢ +QLWDEREG: 0 

三、About Object 19 

Leshan platform LwM2M server supports object 19, but based on testing, to create instance 1 is recommended. 



 

 

四、Notes 

1. To add objects and resources that comply with the IPSO standard specifications《IPSO-Smart-Objects-Starter-

Pack》, It's also recommended. 

2. This example was tested using Quectel's BC66, using the standard LwM2M AT Command to connect to the 

Leshan server. 

3. If the server does not respond during the operation, it is recommended to issue the update request 

"AT+QLWUPDATE". 

4. If there are exceptions that you cannot resolve, it is recommended that you restart the device or module, 

reconnect to leshan server, and test patiently. 
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