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—. Leshan Platform Application

1.1 About Leshan Server

Leshan platform client login URL: https://leshan.eclipseprojects.io/#/clients

CoAP over UDP: coap://leshan.eclipseprojects.io:5683

CoAP over DTLS: coaps://leshan.eclipseprojects.io:5684

LESHAN [0 CLIENTS

He me informatio his server

COAP ENDPOINT RPK X509

£
I

iz

Server URL

vailable e

Server Public

Server Certificate

* coap://leshan eclipseprojects io:5

683 : COAP over UDP.

+ coaps //leshan eclipseprojects io:

Hex :

5684 | COAP over DTLS

e 30820228 30820 1CFADO3020102021446TCOBCS T33428AE00 D 3ER4C0948F0GE1S5091 53
zecp?B6r1 [NIST P-256, %9 62 primeZB6vl] 30040608 248648CE3D0403023069 3 10B30090603550406130241553113301106035504
(1.2.840. 10046, 3.1. 7} 080C0ASSAFIDE52DES 7461746531 215301F0603 5504040018 498ET465T 26E65T4205769
Public x I 64678974 7320507473 204CT46431 2250200603 5504030C196CE 573686 L 6EZEA TG 36069
4ac3e3dBbedob] 16765a4f£22d71b30ebabl 276304 ddTE3204232 491 0eatE TOTIE5T0 T26F5A6563 T4T32E606F 30201 T0D32 3130373035 3134345431 3454180F32 51
T3 32313036 3135313434 343134543089310B30090603550406 1302415531 133011060355
P d 040B0C04S36FEDA52D 537461 74553121 301F0A035504040C 18456E 74657 26E65 742057
0fE0310860a222 21347 ec 750301 7552b31 b35282013a =B FIR525F d2aeBal e G9548 769 7473205074 7920407454 3122302006035504030C 19806573680 1GEZEG DG 36C
40 GAT0T365 T)T20FEAG563T4T32EGREF 305230130607 2486 48CE3D02010608 2488 45CE 3D
Hex: 03010703 4200044 AC3ESDAGERCE1 THTH9A4FF2 2D T1B3CEDADOTZTE3C4DD TO3ABD 234D

1.2 About PSK Security Mode

Notice: The Key of PSK in security mode must be a hex code string.

LESHAN CLIENTS @ securiTy
Endpoint Security mode Details Actions
8 sk Identity: aasbbb add psk o
Jessie ? Key: AMBED s u

Rows per page: 10 - T-1of1
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Add Security Information -

leshanPSK Endpoint

psk -
IZISZ:Z;";I97030295686 The IMEI of the module is recommended

383637393937303330323935363836 The Key must be in HEX code format

CANCEL -

LESHAN [eO CLIENTS o5 SERVER e SECURITY ® ABOUT
SECUrity Information Search Q, ADD SECURITY INFORMATION ¢r
Endpoint Security mode Details Actions
Identity: aaabbb

essie Sk s =

j & p Key: AMABED -
Identity: s67997030295686

leshanPSK B psk i s i
Key: 383637393937303330323935363836

Rows per page: 10 - 1-20f2

1.3 Connect and Register with Leshan
B In non-security mode:

>  AT+QSCLK=0 // to disable the default deepsleep function of the modem is commanded firstly

> OK

> AT+CPIN?

> +CPIN: READY

> OK

>  AT+CEREG? // Ensure that the modem is successfully registered with the network

>  +CEREG: 0,1

> OK

A\

AT+CGPADDR // Make sure that the PDP is activated
> +CGPADDR: 1,100.101.5.9
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YV V V V V V V

OK

OK
AT+QLWREG
OK

+QLWREG: 0

AT+QLWCONFIG=0,leshan.eclipseprojects.io,5683,"leshan99",300,3

// Register leshan server in non-security mode

LESHAN [cO CLIENTS &5 SERVER @ security  (©) ABouT
Registered Clients Search Q
Client Endpoint Registration ID Registration Date «- Last Update
leshan9g COTNjMiJ5h Nov 5, 5:34:47 PM Nov 5, 5:34:47 PM o
urnimei:867578050000832 Fjwp9¥cKgo Nov 5, 5:17:41 PM Nov 5, 5:35:33 PM o
urnimei:864200054260196 6SetE0JyBo Nov 5, 5:12:39 PM Nov 5, 5:36:00 PM o
urn:dev:os:PIK-NBS180000000 RhKjvo8yUv Nov 5, 4:48:31 PM Nov 5, 4:48:31 PM ﬂ
urn:iimei:867578050000600 3GjxacSxAb Nov 5, 4:42:48 PM Nov 5, 5:36:10 PM ﬂ
nri-352656106104774 eskzBLkJbg Nov 5, 4:04:06 PM Nov 5, 5:32:20 PM o 722
github_com_moonglow_ulwm2m PUBE3NOEry Nov 5, 3:53:49 PM Nov 5, 5:35:50 PM o
urnimei:864475041093120 ZjbbKIQvJX Nov 5, 9:32:36 AM Nov 5, 9:33:03 AM o 22%
aradtec2 xkKUT52n82 Nov 5, 9:21:06 AM Nov 5, 9:21:06 AM o 22%
Michael K1HOjRsedN Nov 5, 8:29:15 AM Mov 5, 5:36:25 PM o

Rows per page: 10 - 1-100f 1 >
B In security mode with PSK:

For details on how to create the secure mode PSK, see Section 1.2;

Y

YV V V V V V V VYV VYV V V V V V VY

AT+QSCLK=0
OK
AT+CEREG?
+CEREG: 0,1

OK
AT+CGPADDR

+CGPADDR: 1,100.101.5.9

OK

AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836"

OK
AT+QLWREG
OK

+QLWREG: 0
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LESHAN [ed CLIENTS seRvER @ security () ABouT
Registered Clients Search Q
Client Endpoint Registration ID Registration Date <l Last Update
leshanPsk SzVfjPxWoe Nov 6,9:30:11 AM Nov 6, 9:30:11 AM o &
Michael UiSERyaEps Nov 6, 8:30:36 AM Nov 6, 9:30:25 AM o
github_com_moonglow_ulwm2m DAVD3ALUZh Nov 6, 7:54:05 AM Nov 6, 9:30:06 AM o
urniimei:351521100330596 AbZTmzMYép Now 6, 4:44:56 AM Nov 6, 4:44:56 AM o zzz
urniimei:863593050017714 Ww34hsu0GU Nov 5, 10:33:23 PM Nov 5, 10:33:46 PM o
urn:dev:os:PIK-NBS180000000 tBk3oy2xuZ Nov 5, 7:58:13 PM Nov 5, 7:58:13 PM e
aradtec2 xkKUT52n82 Nowv 5,9:21:06 AM Nov 5,9:21:06 AM o zzz

Rows per page: 10 - 1-70f7
Notice:

If the following error occurs during modem debugging or terminal or when connecting to the registered Leshan
server, it is recommended to restart the modem or terminal.
>  AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836"
>

»  +CMEE ERROR: 32

LESHAN [eO CLIENTS SERVER Q securiTy ® asout

Jo)

Registered Clients Search

Select and click to enter the devicl:eé or Ellnd’%oint

Client Endpoint gistratior Registration Date - Last Update

leshanPSK nédfcsDEMF Nov 6, 9:53:10 AM MNov 6, 9:53:10 AM o &

Michael UiSERyaEps Nov 6, 8:30:36 AM Nov 6, 9:55:48 AM o

github_com_moonglow_ulwm2m DAVD3ALUZh Nov 6, 7:54:05 AM Nov 6, 9:54:07 AM o

urniimei:351521100330596 AbZTmzMYép Nov 6, 4:44:56 AM Nov 6, 4:44:56 AM e zzz

urniimei:863593050017714 Ww34hsu0GU Nov 5, 10:33:23 PM Nov 5, 10:33:46 PM o

urn:dev:os:PIK-NBS180000000 tBk3oy2xuZ Nov 5, 7:58:13 PM MNov 5, 7:58:13 PM o

aradtec? *kKUT52n82 Now 5,9:21:06 AM Nov 5,9:21:06 AM o 722
Rows per page: 10 = 1-7of 7

As can be seen from the figure below, leshan platform has defined many objects with protocol specifications for
servers, devices, firmware upgrades, etc. Note that it is recommended to change the “timeout” in leshan platform

to 15min or longer to avoid request timeout easily.
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LESHAN [cO CLIENTS B SERVER Q

leshanPSK @ & [:0 Device-v1.0 create
Reg. ID: nédfcsDEMF

This LwM2M Object provides a range of device related information which can be queried by the LwM2M Server, and a device reboot and factory reset
Registered: Nov 6, 9:53:10

function.
AM
Updated: Nov 6, 9:53:10
Instance0: 08s @ R w DELETE
AM
Timeout : 15min - @ | Manufacturer OBS @ R v
Single Value : TEXT M Model Number OBS @ R v
Multi Value : JSON - )
Serial Number 0BS o R v
o= LwM2M Server Firmware Version 0BS o R v
o
1
Reboot EXE b v
@ LwM2M Access Control
— Factory Reset EXE R v
Gﬂ Device
/3 Available Power Sources OBS @ R v
Connectivity Monitorin
M . o ¢ Power Source Voltage OBS o R v
[3] Firmware Update Power Source Current 0BS O R v
Battery Level 0BS O R v
9 Location

o

LESHAN [eO CLIENTS ?:% SERVER

leshanPSK @ & = LwM2M Server-v1.0 create
Reg. ID: nédfcsDEMF

This LwM2M Objects provides the data related to a LwM2M Server. A Bootstrap-Server has no such an Object Instance associated to it.
Registered: Nov 6, 9:53:10

AM
Instance0: 08§ [o R w DELETE
Updated: Nov 6, 9:53:10
AM Short Server ID 0BS @ R v
Timeout:15min  ~ (%)
— Lifetime OBS @ R w v
Single Value : TEXT -
Default Minimum Period OBS o R w v
Multi Value : JSON hd
Default Maximum Period 0BS o R w v
o= LwM2M Server
oA Disable EXE & v
() LwM2M Access Cantrol Disable Timeout 0BS @ R w v
/2
— Device No1i\::|;auon Storing When Disabled or 0BS & R - "
S\ Connectivity Monitoring Binding OES g & QYW A
Registration Update Trigger EXE fid v
[3] Firmware Update

9 Location
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1.4 LWM2M update for Leshan Server

LESHAN

.
[cO CLIENTS o

leshanPSK @ &

Reg. ID: FdywaGbWMG
Registered: Nov 6,
10:14:01 AM

Updated: Nov 6, 10:14:01

AM
Timeout : 15min

- ®

Single Value : TEXT A

Multi Value : JSON h

o= LwM2M Server
=

@ LwM2M Access Control

o Device

.%\ ijnnectivitj.v Monitoring

[}] Firmware Update
[ I

O Location

&= LwM2M Server-v1.0

CREATE
]

This LwM2M Objects provides the data related to a LwM2M Server. A Bootstrap-Server has no such an Object Instance associated to it.

Instance 0: o©8s @ R W DELETE

Short Server ID 0BS (O]
Lifetime OBS @
Default Minimum Period 0BS o
Default Maximum Period 0BS o
Disable EXE i}
Disable Timeout OBS @
Nmmgation Storing When Disabled or e &
Binding 0BS @
Registration Update Trigger EXE &

Click W to change lifetime.

LESHAN

Click R to read the lifetime of the server stay connected time

2 / currently configured through the modem >
R w 900 v
[

R w v
R w v

v
R w v
R w v
R w v

v

[cO CLIENTS

leshanPSK @ &

Reg. ID: p2w0rdGHuv
Registered: Nov 6,
10:26:27 AM

Updated: Nov 6, 10:27:24
AM

Timeout: 15min  ~ (%)
Single Value : TEXT ~
Multi Value : JSON v

o= LwM2M Server

@ LwM2M Access Control

[~ Device

ﬁ Cf:umectwlty Monitoring

Firmware Update

9 Location

2= LwM2M Server-v1.0 create

This LwM2M Objects provides the data related to a LwM2M Server. A Bootsirap-Server has no such an Object Instance associated to it.

Instance0: 08s @ R w DELETE
Short Server ID OBS @
Lifetime
Model:
Range or
Operations Instances Mandatory Type Unit
enumeration
RW Single True Integer s

Registration)

Default Minimum Period QBS @
Default Maximum Period 0BS Q

Disable EXE o]

0BS

S00

v
A~
@ R w /
°
w W
w v
v
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Write "Lifetime" Resource

N 5.3 Registration

WRITE CANCEL

LESHAN [c@ CLIENTS s @ security (@ ABouT

leshanPSK @ & = LwM2M Server-v1.0 create
Reg. ID: p2w0rdGHuv
Registered: Nov 6,

This LwM2M Objects provides the data related to a LwM2M Server. A Bootstrap-Server has no such an Object Instance associated to it.

10:26:27 AM .
Instance 0: 08S [o R W DELETE

Updated: Nov 6, 10:29:06
AM Short Server ID 0BS @ R v
Timeout: 15min  ~ (3
— Lifetime ~
Single Value : TEXT -

R Model 0OBS @ R W
Multi Value : JSON ~ — [ .

Oerations ctances Jandatory e Range or |
Operations Instances Mandatory Type enumeration Uni 86400
E _L__‘I"'MEM ST RW Single True Integer s
»

@ LwM2M Access Control
[ Device
N Canectivit:.r Monitoring
— Default Minimum Period OBS @ R w v
7| Firmware Update

’ Default Maximum Period 0BS @ R W v
9 Location

6 Disable EXE & v

The COM port output logs are as follows;

> +QLWURC: "lifetime_changed",86400

>

»  +QLWUPDATE: 0,13317
The "Update" operation can be initiated by the LwM2M Server via an "Execute" operation on the
"Registration Update Trigger" Resource of the LwM2M Server Object. The LwM2M Client can perform an

"Update" operation to refresh the lifetime of its registration to the LwM2M Server.
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LESHAN [eO CLIENTS &5

ol

leshanPSK @ & = LwM2M Server-v1.0 create
Reg. ID: N2ZMfwEQbs;]

This LwM2M Objects provides the data related to a LwM2M Server. A Bootstrap-Server has no such an Object Instance associated to it.
Registered: Nov 6,

10:35:03 AM .
Instance0: 08§ [o R W DELETE
Updated: Nov 6, 10:35:37
AM Short Server ID 0BS @ R v
Timeout:15min  ~ (%)
— Lifetime OBS @ R w v
Single Value : TEXT -
Multi Value - JSON - Default Minimum Period OBS o R w v
Default Maximum Period 0BS O R w v

o= LwM2M Server

n Disable EXE & v
() LwM2M Access Cantrol Disable Timeout 0BS @ R w v
2
— Device g%}i\'f]lsation Storing When Disabled or 0BS & R W "
L - Bindin: 0BS @ R W v
N C@nectwlty Monitoring 9
Registration Update Trigger EXE fid v
T Firmware Update L
click here
9 Location

The COM port output logs are as follows;

»  +QLWURC: "ping",0

1.5 LWM2M update the Binding Mode for Leshan Server

leshanPSK @ & 5= LwM2M Serverv1.0 create
Reg. ID: Q205zKa9p8

This LwM2M Objects provides the data related to a LwM2M Server. A Bootstrap-Server has no such an Object Instance associated to it.
Registered: Nov 6,

10:56:54 AM )
Instance 0: o©8s @ R W DELETE
Updated: Nov 6, 10:58:41
AM Short Server ID 0BS @ R v
Timeout: 15min = @
e Lifetime 0BS @ R w v
Single Value : TEXT A
Multi Value : JSON - Default Minimum Period OBS O R w v
Default Maximum Period 0BS Ol R w v

o= LwM2M Server

i Disable EXE & v
() LwM2M Access Control Disable Timeout 0BS @ R w v
— Devic Nmi\rf]lsanon Storing When Disabled or e @ = - o
Click R,read the request
- Binding ~
5\ Connectivity Monitoring
) del - 0BS @ R W
[}] Firmware Update : ~ b4
= Range or
5 Operations Instances Mandatory Type Units U
enumeration
O Location The
5 Paossible
Values Of
v Connectivity Statistics RW single True String

- Resource
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leshanPSK @ & = LwM2M Server-v1.0 create
Reg. ID: 4nPmzXjFXC
Registered: Nov 6,
11:03:55 AM

This LwM2M Objects provides the data related to a LwM?2M Server. A Bootstrap-Server has no such an Object Instance associated to it.

Instance0: 08s @ R w DELETE
Updated: Nov 6, 11:05:27
AM Short Server ID 0BS @ R v
Timeout: 15min = @
- Lifetime OBS @ R w v
Single Value : TEXT ~

Default Minimum Period 0BS @ R w v
Multi Value : JSON ~

Default Maximum Period OBS @ R w 600 v
— ]
s LWMZ2M Server
il Disable EXE B v
@ LwM2M Access Control Disable Timeout 0BS @& R w v

/2

Notification Storing When Disabled ar

[en Device Hline 0BS Lo R w v
: o Click W. and Currently, only character "U" is supported
ﬁ Connectivity Monitoring Binding l -~
B odel - 0BS @& R W
[T] Firmware Update DGR Range or ® .
= 5 Operations Instances Mandatory Type omerstion Units U
Location The
° 5 Possible
. Values Of
R C_onnectmtj.' Statistics RW Single True string Resource
Binding mode operation and the COM port output logs are as follows;
»  +QLWUPDATE: 1,35458 // Binding mode read request via Leshan
>
»  +QLWREG: 0
AT+QLWUPDATE=1,0 //Update binding mode to UDP mode

+QLWUPDATE: 60879

OK

+QLWUPDATE: 0,60879

// Binding mode writes updates via Leshan

YV V V V V V V V V

+QLWURC: "binding_changed",U

—. LwM2M Objects Related operations

2.1 Add Objects and Object/instances for Leshan Server

IPSO Object ObjectID AccessType The Sample Data

SensorValue 5700 28.3
Units 5701 R Cel
Temperature 3303 i
MinRangeValue 5603 R -55
MaxRangeValue 5604 R 120
SensorValue 5700 R 41
L Units 5701 R Yrh
Humidity 3304 X
MinRangeValue 5603 R 0
MaxRangeValue 5604 R 100

Actuation 3306 On/Off 5850 R,W ON
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Dimmer 5851 R,W 87
ApplicationType 5750 R,W AirPressure

B Add Object and Resoure:

AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836"
OK

AT+QLWREG

OK

+QLWREG: 0
AT+QLWADDOBIJ=3304,0,4,5700,5701,5603,5604
OK

+QLWADDOBIJ: 0

+QLWURC: "ping",0
AT+QLWADDOBIJ=3306,0,3,5850,5851,5750

OK

+QLWADDOBIJ: 0

+QLWURC: "ping",0
AT+QLWADDOBIJ=3303,0,4,5700,5701,5603,5604

OK

+QLWADDOBIJ: 0

YV V V V V V V V V V V V V V V V V V V V V V V V

+QLWURC: "ping",0

o= LwM2M Server Firmware Version 0BS (o] R v
o
1
Reboot EXE b v
@ LwM2M Access Control
B Factory Reset EXE b v
Gﬂ Device
3 Available Power Sources 0BS @ R v
M C;Olmec-' vity Menitaring Power Source Voltage 0BS @ R v
[3] Firmware Update Power Source Current 0BS @ R v
) Battery Level OBS @ R v
9 Location
Memory Free 0BS (o] R v
X Connectivity Statistics
- Error Code 0BS & R v
§ Temperature
¢ Reset Error Code EXE & v
@ Humidity Current Time 0BS (o R w v
’ UTC Offset 0BS @ R w v
(o) LWM2M Cellular Connecti...
= -
Timezone 0BS @ R w v
@ Actuation
3306 Supported Binding and Modes 0BS L] R v
LWM2M APN Connection
g o Device Type 0BS (o] R v
(9) LWM2M Bearer Selection Hardware Version 0BS @ R v
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2.2 Observe Operation

LESHAN [cO CLIENTS BG5S

leshanPSK @ & | § Temperature-v1.0 create
Reg. ID: dLsORbJTdz
Registered: Nov 6,

This IPSO object should be used with a temperature sensor to report a temperature measurement. It also provides resources for minimum/maximum
measured values and the minimum/maximum range that can be measured by the temperature sensor. An example measurement unit is degrees Celsius.

12:49:15PM
Updated: Nov 6, 12:50:05
P Instance0: 08S @ R w DELETE
PM
Timeout : 15min - @ Min Measured Value 0BS @ R v
Single Value : TEXT ~ Max Measured Value 0BS @ R v
Multi Value : JSON A i
Min Range Value OBS o R v
o= LwM2M Server Max Range Value OBS o R v
)
1
Reset Min and Max Measured Values EXE = v
@ LwM2M Access Control
- Sensor Value 0BS @ R v
- Device
B Sensor Units OBS o R v
.%\ ijnnectivitj.v Monitoring
T Firmware Update
O Location
upaartea: Nov b, 34122 N
g Instance0: o08s @ R w DELETE
PM
Timeout: 15min = @ Min Measured Value 0BS @ R v
Single Value : TEXT . Max Measured Value oBS @& R v
Multi Value : JSON - i
Min Range Value OBS o R v
== LwM2M Server Max Range Value OBS o R v
]
1
Reset Min and Max Measured Values EXE b v
@ LwM2M Access Control
B Sensor Value ~
[~ Device
: LIt @ [} !
:\\\ Connectivity Monitoring Operations Instances Mandatory Type Range or Units
4 enumeration L .
Click "OBS" to observe request
R Single True Float

[E3]

Firmware Update

©

Location

8\, Connectivy Statstics
a T;"“EF;EFB'IUTG Sensor Units 0BS (o] R v
@ Homidiy

> AT+QLWUPDATE=1,0

> +QLWUPDATE: 2262

>

> OK

>

> +QLWUPDATE: 0,2262

>

»  +QLWURC: "observe",47702,0,3303,0,5700 //The Server initiates an observation request for resource (3303/0/5700)

changes

»  AT+QLWOBSRSP=47702,1,3303,0,5700,4,4,”28.3”,0 // In response to observe

> OK

>

>  +QLWOBSRSP: 0 //Observed successfully
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leshanPSK @ &

Reg. ID: c7ZPhGfUAR
Registered: Nov 6, 3:47:29
PM

Updated: Nov 6, 3:49:05
PM

Timeout: 15min ~ ~ (%)
Single Value : TEXT A
Multi Value : JSON h

o= LwM2M Server
|

@ LwM2M Access Control

/2
Fn Device

Connectivity Monitoring
4

£

=

Firmware Update

©

Location

Connectivity Statistics

4

§ Temperature-v1.0 create

This IPSO object should be used with a temperature sensor to report a temperature measurement. It also provides resources for minimum/maximum
measured values and the minimum/maximum range that can be measured by the temperature sensor. An example measurement unit is degrees Celsius.

Instance0: 08S @ R w DELETE

Min Measured Value OBS @ R v
Max Measured Value 0BS [o R v
Min Range Value OBS o R v
Max Range Value OBS O R v
Reset Min and Max Measured Values EXE = v
Sensor Value ® ~
. 0BS @& R
Model : .
Range or
Operations Instances Mandatory Type Units
enumeration
R single True Float
s
modem report value successed
Description

Last or Current Measured Value from the Sensor.

2.3 Read Operation

Updated: Nov 6, 3:49:05
PM

Instance0: 08S @ R w DELETE

Timeout: 15min ~ ~ (%) Min Measured Value 0BS @& R v
Single Value : TEXT 7 Max Measured Value 0BS [ R v
Multi Value : JSON A Min Range Value oBs = R g
E LWM2M Server Max Range Value 0BS o R v
o L;Mm [— Reset Min and Max Measured Values EXE @ v
Sensor Value o ~

G:l DEEHCe Model : 0BS & R

S\ Comnectity Monttring Operstions nstances  Mandsory  Type T s - LN

P et R Single True Float ’ Click “R* toread request

0 fe Description ©

5 Connectivty Statistics Last or Current Measured Value from the Sensor.

a ngﬂtﬂerature Sensor Units 0BS @& R v
@ HEuETinity
> AT+QLWUPDATE=1,0
> +QLWUPDATE: 1784
>
> OK
>
»  +QLWURC: "read",51998,3303,0,5700 //The LwWM2M Client has registered to Leshan Server successfully

and a read request related to 3303/0/5700 has been issued from the LwWM2M Server.

>
> +QLWUPDATE: 0,1784
»  AT+QLWRDRSP=51998,1,3303,0,5700,4,4,”27.2”,0 // The response to read
> OK
>
> +QLWRDRSP: 0
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Updated: Nov 6, 4:.02:40
PM

Timeout: 15min = @

Single Value : TEXT

Multi Value : JSON

= LwM2M Server
=

@ LwM2M Access Control

/2

m Davice

Connectivity Monitoring
4

£

Firmware Update
/5

©° @[

Location

1#

Connectivity Statistics
7

Temperature
/3303

[ -]

Humidity
/3304

@

Instance0: 08§ @ R w DELETE

Min Measured Value 3303/0/560 0BS @ R v
Max Measured Value 3303/ 0BS o R v
Min Range Value 3303/ OBS O R v
Max Range Value 3303/0/5604 0BS o R v
Reset Min and Max Measured Values 5605 EXE = v
Sensor Value 0/57 A
Model : e @ ¢ °
Operaions  Instances  Mandatory  Type Range or Units
enumeration
R single True Float
4 »
Description
Last or Current Measured Value from the Sensor.
Sensor Units 3303/0/570 0BS (o] R v

2.4 Write Operation

leshanPSK @ &
Reg. ID: O9r7oWwu27

Registered: Nov 6, 4:00:16

PM
Updated: Nov 6, 4:02:40
PM

Timeout:15min ~ ~ (%)

Single Value : TEXT

Multi Value : JSON

o= LwM2M Server
=

@ LwM2M Access Control

/2

(] D‘ewce
Connectivity Monitoring
/4

£

Firmware Update
5

©° @[

Location

1#

Connectivity Statistics
7

(D) Actuation-v1.0 creaTe

This IPSO object is dedicated to remote actuation such as ON/OFF action or dimming. A multi-state output can also be described as a string. This is
useful to send pilot wire orders for instance. It also provides a resource to reflect the time that the device has been switched on.

Instance0: 08S @ R w DELETE

Application Type

0BS g R w
Model: @ \

Operations  Instances  Mandatory  Type Range ‘:l Units

enumeration . . .
Click W, write the value and COM print the value

RW Single False String
4 »
Description

The application type of the sensor or actuator as a string depending on the

use case

On/Off OBS @ R w v
Dimmer OBS o R w v
On time 3306/0/5852 0BS = R w v
Muti-state Output 3306/ 0BS o R w v
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Write "Application Type" Resource

AirPressure

WRITE CANCEL

1

AT+QLWUPDATE=1,0
+QLWUPDATE: 33163

OK

+QLWUPDATE: 0,33163

YV V V V V V V V

+QLWURC: "write",14822,3306,0,5750,1,11,"AirPressure",0 // Returns the result of the write operation

2.5 Notify Operation

Crucial Note:

The LwM2M Client has registered to Leshan Server successfully, And the leshan’s OBS is triggered manually
and the modem responds to Observe, or “AUTO_ACK” automatically responds to observe, make sure that objects
has been observed successfully by the server.

B OBS trigger manually method:

Refer to Section 2.2 for manually triggering OBS of Leshan's Object and responding to Observe via modem. The

modem will remember and save the Observe and then send data through notify.
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LESHAN [cO CLIENTS &5 SERVER @ security (O ABouT

leshanPSK @ & § Temperature-v1.0 create
Reg. ID: GdOPyrSftr

This IPSO object should be used with a temperature sensor to report a temperature measurement. It also provides resources for minimum/maximum
Registered: Nov 8, 5:52:57

measured values and the minimum/maximum range that can be measured by the temperature sensor. An example measurement unit is degrees Celsius.

PM
Updated: Nov 8, 5:53:36 .
Instance0: 08s @ R W DELETE
PM
Timeout : 15min - @ Min Measured Value OBS @ R v
Single Value : TLV = Max Measured Value 0BS (o] R b
Multi Value : TLV - i
Min Range Value 0BS o R v
o= LwM2M Server Max Range Value 0BS o R v
o
1
Reset Min and Max Measured Values EXE B v
@ LwM2M Access Control
- Sensor Value 0BS @ R v
[ Device
B Sensor Units o R v
[ ]

£

Connectivity Monitoring

[3] Firmware Update

9 Location

LESHAN [cO CLIENTS &5 SERVER @ security (O ABouT

leshanPSK @ & § Temperature-v1.0 create
Reg. ID: GdOPyrSftr

This IPSO object should be used with a temperature sensor to report a temperature measurement. It also provides resources for minimum/maximum
Registered: Nov 8, 5:52:57

measured values and the minimum/maximum range that can be measured by the temperature sensor. An example measurement unit is degrees Celsius.

PM
Updated: Nov 8, 5:53:36 .
Instance0: 08s @ R W DELETE
PM
Timeout : 15min - @ Min Measured Value OBS @ R v
Single Value : TLV = Max Measured Value 0BS (o] R b
Multi Value : TLV - i
Min Range Value 0BS o R v
o= LwM2M Server Max Range Value 0BS o R v
o
1
Reset Min and Max Measured Values EXE B v
@ LwM2M Access Control
- Sensor Value 0BS @ R v
[ Device
B Sensor Units e 0BS o R degree v
[] []

R\ Connectivity Manitoring

[1] Firmware Update

9 Location

AT+QLWUPDATE=1,0
+QLWUPDATE: 64485
OK

+QLWURC: "observe",50320,0,3303,0,5701

AT+QLWOBSRSP=50320,1,3303,0,5701,1,6,"degree",0
OK
+QLWOBSRSP: 0

+QLWURC: "observe",50320,0,3303,0,5701

>
>
>
>
>
>
>
>
»  +QLWUPDATE: 0,64485
>
>
>
>
>
>
>
»  AT+QLWNOTIFY=3303,0,5701,1,7,"Celsius",0
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>
> OK
>
>

+QLWNOTIFY: 0

LESHAN [0 CLIENTS &= SERVER

om0

leshanPSK @ & § Temperature-v1.0 create
Reg. ID: GdOPyrSftr

This IPSO object should be used with a temperature sensor to report a temperature measurement. It also provides resources for minimum/maximum
Registered: Nov 8, 5:52:57

measured values and the minimum/maximum range that can be measured by the temperature sensor. An example measurement unit is degrees Celsius.

PM
Updated: Nov 8, 5:53:36 .
Instance0: o08s @ R W DELETE
PM
Timeout: 15min  ~ @ Min Measured Value 0BS @ R v
Single Value : TLV M Max Measured Value oBS @ R v
Multi Value : TLV - .
Min Range Value OBS o R v
o= LwM2M Server Max Range Value 0BS o R v
o
1
Reset Min and Max Measured Values EXE b} v
@ LwM2M Access Control
- Sensor Value 0BS @ R v
[~ Device
T3 Sensor Units 0BS oy R Celsius v

Connectivity Monitoring

2

Fimuare Update
B Objects automatically respone observe method:
Firstly,configure AUTO_ACK,1 with the AT Command “AT+QLWCFG”.Then,the modem automatically acquires and

responds to the Observe request by triggering the OBS in object. Finally, data is sent through notify.

LESHAN [e0 CLIENTS = SE

=0

leshanPSK @ & (@ Humidity-v1.0 create
Reg. ID: G3ig0zKpOA

This IPSQO object should be used with a humidity sensor to report a humidity measurement. It also provides resources for minimum/maximum measured
Registered: Nov 8, 6:24:20

values and the minimum/maximum range that can be measured by the humidity sensor. An example measurement unit is relative humidity as a

Fl percentage.
Updated: Nov 8, 6:25:21
AL Instance0: 08S @ R w DELETE
Timeout: 15min  ~ (3)
Min Measured Value 0BS @ R v
Single Value : TLV ~
Multi Value : TLV - Max Measured Value OBS @ R v
Min Range Value 0BS o R v
= LwM2M Server
! Max Range Value 0BS o R v
@ LwM2M Access Control
2 Reset Min and Max Measured Values EXE b v
[eq Device Sensor Value 0BS @& R v
5, Connectivity Monitoring Sensor Units OB{ 2 R e
f7] Firmware Update Click and trigger after configuration
° Location
> AT+QLWCFG?
»  +QLWCFG: "auto_ack",0
>
> 0K
>  AT+QLWCFG="auto_ack",1
» 0K
> AT+QLWCFG?
>

+QLWCFG: "auto_ack",1
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OK

AT+QLWUPDATE=1,0

+QLWUPDATE: 64487

OK

+QLWUPDATE: 1,64487

+QLWREG: 0

+QLWURC: "observe",28539,0,3304,0,5701

AT+QLWNOTIFY=3304,0,5701,1,3,"%RH",0
OK

V V V V V V V V V V V V V V V V

+QLWNOTIFY: 0

LESHAN [cO CLIENTS &5 SERVER @ security  (©) ABouT

leshanPSK @ & (@ Humidity-v1.0 create
Reg. ID: IKxJjSQt2x

This IPSO object should be used with a humidity sensor to report a humidity measurement. It also provides resources for minimum/maximum measured
Registered: Nov 8, 6:02:51

values and the minimum/maximum range that can be measured by the humidity sensor. An example measurement unit is relative humidity as a

i percentage.
Updated: Nov 8, 6:02:51
M Instance 0: o©8s @ R W DELETE
Timeout: 15min  ~ (3)
Min Measured Value OBS (o R v
Single Value : TLV -
Multi Value - TLV - Max Measured Value 0BS @ R v
Min Range Value 0BS [ R v
== LwM2M Server
o
! Max Range Value o0BS @ R v
@ LwM2M Access Control
2 Reset Min and Max Measured Values EXE b v
[eg Device Sensor Value 0BS & R v
Sensor Units = 0BS @ R %RH v

N Connectivity Monitoring

7| Firmware Update

o Location

2.6 Excute Operation

Notice:

First, you need to add the corresponding executable object and resource, then enter the content and click EXE to

take effect.

A\

AT+QLWUPDATE=1,0
+QLWUPDATE: 5722

OK

+QLWUPDATE: 0,5722

AT+QLWADDOBJ=3304,0,1,5605 //Add executable object and resource
OK

YV V V V V V V V
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> +QLWADDOBIJ: 0

>

»  +QLWURC: "execute",37557,3304,0,5605

>

>  AT+QLWEXERSP=37557,2 //Step:3 Need for quick response
» OK

>

>

+QLWEXERSP: 0

LESHAN [cO CLIENTS &5 SERVER @ security  (©) ABouT

leshanPSK @ & (@ Humidity-v1.0 create
Reg. ID: tX075Wr8Q0

This IPSO object should be used with a humidity sensor to report a humidity measurement. It also provides resources for minimum/maximum measured
Registered: Nov 9,

values and the minimum/maximum range that can be measured by the humidity sensor. An example measurement unit is relative humidity as a

11:19:53 AM percentage.
Updated: Nov 9, 11:23:57
AM -
Instance 0: o©8s @ R W DELETE
Timeout: 15min  ~ (3)
Min Measured Value OBS (o R v
Single Value : TLV -
Multi Value : TLV - Max Measured Value 0BS @ R v
Min Range Value 0BS [ R v
o= LwM2M Server
=n Max Range Value o0BS @ R v
Q) LwM2M Access Control ) ‘ - 4 Enter the result of the request response
2 Reset Min and Max Measured Values step:2 EXE step:1 v
(0 [:-_ew:e Sensor Value 0BS @& R v
N Connectivity Monitoring Sensor Units 0BS Lo R v
| Frrm-.-,-areUpdate
o Location
2.7 Up_report Sample Data
//Firstly,OBS in Object3303 must be triggered
> AT+QLWUPDATE=1,0
> +QLWUPDATE: 16919
>
> oK
>
> +QLWUPDATE: 0,16919
> AT+QLWNOTIFY=3303,0,5603,4,3,"-55",0
> OK
>
»  +QLWNOTIFY: 1 //The Observe request response timed out

If the above error occurs during execution, you should re-click OBS in this object.

//Firstly,OBS in Object3303 must be triggered
AT+QLWUPDATE=1,0
+QLWUPDATE: 16919

OK
+QLWUPDATE: 0,16919

AT+QLWNOTIFY=3303,0,5603,4,3,"-55",0
OK

YV V V V V V V V
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+QLWNOTIFY: 0
AT+QLWNOTIFY=3303,0,5604,4,3,"120",0
OK
AT+QLWNOTIFY=3303,0,5701,1,3,"Cel",0
OK

+QLWNOTIFY: 0

+QLWNOTIFY: 0

AT+QLWNOTIFY=3303,0,5700,4,3,"28.3",0
OK

YV V V V V V V V V V V V V V

+QLWNOTIFY: 0

LESHAN [cO CLIENTS g SERVER Q sEcuriTy (@ aBout

leshanPSK @ & | § Temperature-v1.0 create
Reg. ID: zZH4zFQ9hrs
Registered: Nov 9, 9:45:26

This IPSO object should be used with a temperature sensor to report a temperature measurement. It also provides resources for minimum/maximum
measured values and the minimum/maximum range that can be measured by the temperature sensor. An example measurement unit is degrees Celsius.

AM
Updated: Nov 9, 9:49:12 .
Instance0: o8BS @ R W DELETE
AM
Timeout: 15min  ~ @ Min Measured Value 0BS @ R v
Single Value : TLV b Max Measured Value 0BS @ R e
Multi Value : TLV - . ,
Min Range Value & 0BS @ R -55 v
== LwM2M Server Max Range Value > 0BS @ R 120 v
o
1
Reset Min and Max Measured Values EXE = v
@ LwM2M Access Control
B Sensor Value = 0BS @ R 28.299999237060547 v
[~ Device
3 Sensor Units oBs @ R Cel v
N Connectivity Monitoring

[¥] Firmware Update
o Location

//Firstly,OBS in Object3304 must be triggered
AT+QLWUPDATE=1,0
+QLWUPDATE: 3914

OK

+QLWUPDATE: 0,3914
AT+QLWNOTIFY=3304,0,5603,4,1,"0",0
OK

+QLWNOTIFY: O
AT+QLWNOTIFY=3304,0,5604,4,3,"100",0
OK

+QLWNOTIFY: O
AT+QLWNOTIFY=3304,0,5701,1,3,"%rh",0
OK

YV VV V V VYV V VYV V VYV VYV V V V V V V VY

+QLWNOTIFY: O
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AT+QLWNOTIFY=3304,0,5700,4,2,"41",0
OK

YV V V V

+QLWNOTIFY: 0

LESHAN [cO CLIENTS &5 SERVER @ security  (©) ABouT

leshanPSK @ & (@ Humidity-v1.0 create
Reg. ID: zZH4zFQ9hrs
Registered: Nov 9, 9:45:26

This IPSO object should be used with a humidity sensor to report a humidity measurement. It also provides resources for minimum/maximum measured
values and the minimum/maximum range that can be measured by the humidity sensor. An example measurement unit is relative humidity as a

o percentage.
Updated: Nov 9, 9:46:25
Lh Instance 0: o©8s @ R W DELETE
Timeout: 15min  ~ (3)
Min Measured Value OBS @ R v
Single Value : TLV -
Multi Value : TLV - Max Measured Value 0BS @ R v
Min Range Value o 0BS [ R 0 v
== LwM2M Server
o
! Max Range Value oBs @ R 100 v
@ LwM2M Access Control
2 Reset Min and Max Measured Values EXE & v
[eg Device Sensor Value > 0BS [ R 41 v
5, Connectivity Monitoring Sensor Units = 0BS @ R %RH v

7| Firmware Update
o Location

//Firstly,OBS in Object3304 must be triggered
AT+QLWUPDATE=1,0
+QLWUPDATE: 3062

OK

+QLWUPDATE: 0,3062
AT+QLWNOTIFY=3306,0,5850,5,1,"1",0
OK

+QLWNOTIFY: 0
AT+QLWNOTIFY=3306,0,5851,3,1,"87",0
OK

+QLWNOTIFY: 0
AT+QLWNOTIFY=3306,0,5750,1,11,"AirPressure",0
OK

YV VV V V VYV V VYV V VY VYV V V VY V V V VY

+QLWNOTIFY: 0
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— 31 ) SEr 2" ARD
LESHAN [oO CLIENTS =5 SERVER Q SECURITY @® asout

leshanPSK @ & (@ Actuation-v1.0 create
Reg. ID: GD9dgmwyY]

This IPSO object is dedicated to remote actuation such as ON/OFF action or dimming. A multi-state output can also be described as a string. This is
Registered: Nov 9, 9:59:45

useful to send pilot wire orders for instance. It also provides a resource to reflect the time that the device has been switched on.

AM
Updated: Nov 9, 9:59:45 .

Instance0: 08s @ R W DELETE
AM
Timeout: 15min  ~ (3 Application Type ® 0BS @ R w AirPressure v
Single Value : TLV = On/Off & 0BS @ R W true v
Multi Value : TLV - _

Dimmer = 0BS @ R W 87 v
o= LwM2M Server On time 0BS (o] R w v
o 1 [}
. Muti-state Output 0BS @ R w v
() LwM2ZM Access Control Y
[ Device
N Connectivity Monitoring

7| Firmware Update

9 Location

2.8 Delete LWM2M Object and Deregister

AT+QLWCONFIG=0,leshan.eclipseprojects.io,5684,"leshanPSK",900,0,"867997030295686","383637393937303330323935363836"
OK

AT+QLWREG // Register the Leshan server

OK

+QLWREG: 0
AT+QLWADDOBJ=3303,0,1,5701 //Add objects and resources
OK

+QLWADDOBIJ: 0
AT+QLWDELOBJ=3303 // Delete the object3303
OK

+QLWDELOBJ: 0
+QLWURC: "ping",0

AT+QLWDEREG // Deregister the Leshan server
OK

YV V V V V V VYV VYV VY VYV VY VYV V VY VYV VYV V V V VY

+QLWDEREG: 0

. About Object 19

Leshan platform LwM2M server supports object 19, but based on testing, to create instance 1 is recommended.
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LESHAN

[=0 CLIENTS

O o rpYER
o5 SERVER

Q security (@ aABout

leshanPSK @ &

Reg. ID: r'V9chiro16
Registered: Nov 9, 1:50:09
PM

Updated: Nov 9, 1:51:54
PM

Ez BinaryAppDataContainer-v1.0  create

Timeout: 15min  ~ (3
Single Value : TLV -
Multi Value : TLV hd

== LwM2M Server
o 1

@ LwM2M Access Control
2

— Device

N C@nectivit‘; Monitoring

7| Firmware Update

9 Location

. Notes

This LwM2M Objects provides the application service data related to a LwM2M Server, eg. Water meter data.

There are several methods to create instance to indicate the message direction based on the negotiaticn between Application and LwM2M. The Client and
Server should negotiate the instance(s) used to exchange the data. For example:

- Using a single instance for both directions communication, from Client to Server and from Server to Client.

- Using an instance for communication from Client to Server and another one for communication from Server to Client

- Using several instances

Instance 1:| ©Bs @ R w

DELETE
Data 0BS @ R w v
Data Priority 0BS @ R w v
Data Creation Time OBS @ R w v
Data Description 0BS @ R w v
Data Format 0BS @ R w v
App ID 0BS @ R w v

To add objects and resources that comply with the IPSO standard specifications{IPSO-Smart-Objects-Starter-

This example was tested using Quectel's BC66, using the standard LwM2M AT Command to connect to the

If the server does not respond during the operation, it is recommended to issue the update request

1.
Pack) , It's also recommended.
2.
Leshan server.
3.
"AT+QLWUPDATE".
4,

If there are exceptions that you cannot resolve, it is recommended that you restart the device or module,

reconnect to leshan server, and test patiently.
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