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2.2 MemberAP &y k7 v

DHCP H4—/N\—HWFETIRIETIE. *Y bT—VICEHKETHLET IP 7 FLRAERE
L. MasterAP /5 WLAN % EDT B—NILEEEZBEMICREL. EBILET,
ZOBFITIE, FyT4UTEEEEEL, DHCP TlE#4 <. MemberAP [ZH 5L HO—
AP ZEEL. TDHE, 2y FT—VIZHEL L T Master AP & EREHRRD RHAZEHE
LET,

HERA PC EITIHEHAERO Unleashed AP ZEEA —H Ry F5—TJILTEEL.
Unleashed AP ##&£& L £9 ., Unleashed AP &£&#%&. PC D4 —IF+IJILY 7 rE2FERALT
SSH 2T <192.168.0.1> A74H XL, CLIOY A o &#TLET,

192.168.0.100/24
Default IP Address: 192.168.0.1/24

CLI O4 4 VEOXETTMN. AP ORHIZFH 3 SBETT, PWR LED ASEL AR,
CTLLED AEWERBICHE - T-DZHEREL. EML TSI,

e Unleashed CLI

Please login: super
Password: sp—admin

Welcome to Ruckus Wireless Unleashed CLI Setup Wizard
Would you like to start the Setup Wizard? [yes/no]: no
ruckus> enable

ruckus# ap-mode

You have all rights in this mode
ruckus (ap-mode)# set ipaddr wan 192. 168.22. 98 255. 255.255.0 192. 168. 22. 1

LRDATU FEHEALIBETAP O IP 7 FLANERE SN AT, SSH HERA IR
ENnFEY,

%% L7z Member AP % Master AP £[E L Unleashed v k7—% (RI—H4THxv k)
[CE#EL. a4 0EETLIEEL,
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EhE
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s

LTS,

1 ol e [____FXE
56 Q AR & FPS5—h T|RANLEETS—AP
LSAT N rSTAws
DSAF b+ AF—H A (2B 1 65
RuckusAPI...16:51:10] B =7 =E @l s
2 0 o 0 24C 5-
5G
BT M rSTrws 4-

i FIERARAB s 2 Birs 2 s 0
oo
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3. Unleashed AP DEAKEIE

-
A

31 7A—FF¥ X b N—FE—Ft [T&DEHRKME

Unleashed AP (. Z® AP M%#%&Zl (role) & LT Master XI& Member @ WLZ\FhMIZT
YA oINFET, A—EJ A2 FEICEE SNz Unleashed AP (&, Role IZBbH 53 70
—FFvRAMZ&KBN—FE—FZTL, BELDOEFEE. ) Y—RIKR, Config ID HEEXK
L, & AP ODRET—2RX—X (AP DB) NMEHFELET ., N—FE— k5 vy R,
UDP:60000 /R— k3EIZ5#0fEFE RUL2/87y FTI10MERTIO—FXv X FLET,

AP1 Databage AP2 Database
AP2 Info —Broadcast Heartbeat —» AP1 Info
AP3 Info «+—Broadcast Heartbeat —

[ » AP3 Info
\\9 /;
L) &
Q% gg» &
T f? s Heartbeat 3 {548
“"'.-;,56 & & Station Rate
k) a})‘% & Free Memory
’)‘% % & %§’ Mesh Node
ks “ ’/QJ © Mesh Type
N\ / Master UP Time
Timestamp
» AP Model
AP3 Database MAC Address
IP Address
AP1 Info
AP? Info Election Role
Config ID

AP DB DRI,

“getelection” AT RCTHRT S ENTEET,

ruckus (ap—mode) # get election

The local AP's ip address is 192.168.22.99, Election role is master, Fix role is NO, Debug level is

ERROR, Prefer master is 00:00:00:00:00:00

[Fri Apr 17 08:59:18 2020]
0K

MacAddress IpAddress Role CfglD StaRate FreeMem MeshEna MeshNode MeshNodeType
Model ActiveVer BackupVer SysTime BoardType UpTime LastSeen
€c:8c:a2:16:69:00 192.168.22.99 master 6 59 294540 0 0 0

R510 200. 8. 10. 3. 243 110.0.0.0. 663 9503 r510-5-31-4bss  [2 hrs 39 mins 58 secs]
[Fri Apr 17 08:59:16 2020]

ec:8c:a2:16:5f:10 192.168.22.98  member 6 60 346884 0 0 0

R510 200. 8. 10. 3. 243 114.0.0.0. 1360 0 r510-5-31-4bss  [1 hr 54 mins 40 secs]
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3.2 Unleashed AP D#ZE}

BEICIEEEENH S Unleashed AP [F. AP RERICANY I 7y TIT74ILE LTRES
NTWLEREFRRETICEESLET, £8%. TO—FF v X b—FE— FOZEEZHE
TH5DEFEBEIC, 1D UnleashedAP oD TA— KX ¥ X b/N—FE—FE2EL. AP
DB ##ELET. HEL T30 W&, APDB &Y. I TIZIEEDD MasterAP DEE%
R L. i MasterAP BEZELLZLMEEICIEBS D Role & Master & LE3 ., APDB
RNIZ MasterAP BNEHET SBEICIXEE®D Role % Member & LETH. BED Prefer
AP ELTERESNTLASZEIZIE Master ELET,

Unleashed AP EAXEFH—47 X

O 1

ZELf=/\—bE—HERE
AP Database HIZEEA#

N—hE—MEIE

!

30 #i&. AP DB
® Master &2

FELGWL BEIE

Prefer
Master 2

Master AP Member AP

3.3 Master AP EAXEEL—47 R

BRELEENTONEE. BRERNBRENVITYTITI7AIIZREL. N—+LE—FTTF
INZ A4 XT3 ConfigD EHRZEZEHLET,

F1=. Master AP NEHE LAV KE 5. 30 #EIT AP DB AIZ Master AP HFFE LA LA
DFT v %ETNET, DB HIZ Master AP A 7F7E L. Fhh Prefer Master XI&< R

A—&RT7ILT) XL (MSA) Tith AP A Master AP &% >1=1H5&IZIE. BE®D Role

# MemberAP ~ZEE L, Bie#LET,
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F1-. 60 EIZ Free Memory DR %1TLY., 100Mbyte U TDIHFEIZIET R4 —&ER
7T ZLIZHEWHF =77 Master AP Z:&IRLE T,
BHE. YRI—EBROELIBLLIZLUTOIBIZHWVET,

1) Station Rate

2) Free memory

3) Meshrole & Mesh node

4) Uptime

5) MAC Address (K& LMEAME )

Station Rate [&. AP BFHKREZRIETRKEVIEBREIBALAIELGY FT,
ZhlE. AP DIN—FJTF7RARYVIZEKH>TEDBNTLVS AP max capacity M5, =

BRICIEBLTWAImRHEY A S ALEELHYET,

Station Rate = AP max capacity — online station
AP max capacity: R720 (72), R710 (60), R610 (66), R510 (60), R310 (46)

Master AP EXFHEL—47 U R

MSA: Master Selection Algorithm
) —R &M
@ + mem < 100M

'I l + Station Count > Threshold
+ Mesh Role != Root
N—hE—FEE

¢

Z{ELI\—FE—MEHRE
AP Database RIZ&ZiAH

AP DB @ RREL

Master #30 #: &

60 #&EIc
1) —AREER

BEEN\VITYT

ITFAIIZRE I-Fe:
JU—ZTR
Config ID Prefer Master |
MSA [ZHELY
Master 1R
@ B &A% Master
B &A% Master

A
Member AP @ Member AP
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3.4 Member AP EN{EEARL—4H VR

Role ' Member DZETH>TH. 30 #%EIC APDB AD Master AP DFEEZHEZRL
E3 N

Master & B&® Config ID NELZBZBAIZIE. MasterAP DNy HO 7y T I774IIL%B
BONYITvTI7AIATE—L, BENBEAEYICKRBL. ConfigID ZE#H L
£9, MasterAP NEELLEWMERIX. YR —ERT7IILTY XL (MSA) AT
Master AP DZEIRZITLNET, BED Master AP ITEIRLI-IHFAICIL. Role % Master
~EELFET,

Member AP
O,

] }

N—rE—RiEE SELEN—FE—MERE

AP DB HRIZEE=AH

Member AP EXEEL—47 R

MSA: Master Selection Algorithm

AP DB @

Master #30 #& Master 77

aster AP @
Config ID 1%
BHLREL?

MSAIZHELY fft AP A Master

Master :#iR

Master AP m5/\w 27w
I7AIELA—F

avkA—3
H—E ABHIR

Config ID B
o Master AP
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4.1 E¥ VLAN & 7V +£X VLAN

Unleashed AP @ Ethernet R— kX S U R— b ELTEMEL. B (Management)
VLAN [& UnTag THD=H. XA v FRIDKR— FEREH. Native VLAN &755 3L DNE
B VLAN &HYFET,

Tt EHRI1—YHAFEATS75 X VLAN (L. WLAN (SSID) BIZ7H A VEEET
UnTag RU Tag #HR— kL TET, E|HRI1—Y VLAN LEE VLAN 258 LT1I-L\5
BIZIE. LTD WebUl &Y Access VLAN ZIEELET, Shik WLAN TEIZHRET
5 ENFRETY,

HH. VLANID1 (T74J K) [£ UnTagVLAN & LTERELET,

WiFi Networks > [Create] [Edit] > Show Advanced Options

Priority I Access Control Radio Control Others

Priority: @® High Low
Hide SSID : Hide SSID in Beacon Broadcasting (Closed System)
I Access VLAN: |1 Enable Dynamic VLAN I

Max Clients : Allowupto |1do | clients per AP radio

Service. ' Luauson Always off Specific

User VLAN #$87%

74 +X VLAN DIEFE

42 MasterAP £EHE IP 7 KL R

WebUI T Unleashed Y X TLDEEZITHIZIX, MasterAP ®B—AhJL IP 7 FLXIZ
Web 79+tRX%EZLEF, MemberAP ~ Web 74+ XL THEHHHIZ MasterAP ~ 1)
FA4 LY rENFET,

4.2.1 Management Interface D #|/A

BH®D Unleashed AP #EE Y 515E(1L. Management Interface DFIRZHEH L FE
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T, B—AHAI IP 7 RLRERFFD IP 7 KL A% Management Interface & L TRET
5 &ET, MasterAP A7V EATELHBOEEASN VE—T A RELTEELE
Y. chld. MasterAP NEEENHZFETELREL IP 7 FLAT MasterAP A7+
A TZE,. RADIUS Server ADT7 Y £RXX SNMP #—4y k IP £ LTHERINET,
f=ZL. SNMP Trap &, B—7AJL IP 7 FLAAAVLLNET,

% #. Management Interface @ IP 7 KL RIE, B—AIL IP ERLCET AV D IP 7
FLRATHILENHYFET,

Z D& 512 Management Interface (&. BER IP ZEELT H=HICHLLNET,

Management Interface

Management Interface
192.168.22.100

Master Member Member
192.168.22.99 192.168.22.98 192.168.22.97
System > IP Setting > Management Interface
IP Settings Management Interface DHCP

v/ Enable IPv4 Management Interface
Please set IP address in the same subnet with device IP

IP Address* | 192.168.22 100

Netmask* | 2552552550
¥ Use for RADIUS services

Use for SNMP services

Management Interface ME%E

4.2.2 Prefer Master
Unleashed X T Lld, Master AP AMa 5 MDERIZKYA T4 UIZHE o155,

Member AP @ 1 &/ Master Role &7 Y £9, £NDE. TR Master & L TEMEL TLY
= AP AU S A VIZiE-> T4, % T Master &% o= AP NB|EHZE Master Role &
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MELET,

Prefer Master (X, $$E® AP IZ Master AP #EBEA S B-WEEICFIRALET, Prefer
[CERESINTULS AP HEIET 5 & MasterAP & LTEIMEL. %D Master AP [
Member ~NRAEEZITLNE T,

Prefer Master M1EEIL. WebUI BN SEET A EMNTE. UTDL S ICEEFD
Unleashed AP QU & DD HEIRLET,

System Info > Preferred Master

Preferred Master

Preferred Master | PM_47[R500-d: v

No Preference | AP will become a Master AP if it's not a Master AP currently and the previous Master AP will be rebooted to become a Member AP. As a result, there may be a

Member_46[R500 - e0-10:77.12:31:10]

PM_47[R500 - 04:68:4:02:20:80] Apply

Prefer Master D¥§%E

HENRBEINSB E. CLI NS Prefer master DZEFFIRENFERTEET,

rkscli: get election

The local AP’s ip address is 192.168.22.98, Election role is member, Fix role is NO, Debug
level is ERROR, Prefer master is d4:68:4d:25:35:30

mac_address ipaddress role configlD station_rate free_memory mesh_enabled mesh_node
mesh_node_type model version bak_version systime board_type uptime last_seen

d4:68:4d:02:34:a0 192.168. 22. 98 member 29 48 181060 0 0 0 R500 200.5.10.0.179 3.6.0.99. 499
0 zf7752-3-29-4bss 1 day 1 hr 44 mins 34 secs Fri Sep 22 09:38:48 2017

d4:68:4d:25:35:30 192.168. 22. 99 master 29 48 170992 0 0 0 R500 200.5.10.0.179 3.6.0.99. 499
92784 zf7752-3-29-4bss 2 days 14 mins 27 secs Fri Sep 22 09:38:46 2017

0K

4.2.3 Role OEFE

54T MEGBMMNEZL AP (X Master & L TEMEESET. MemberAP & L TETE
IHEHENVES. ULTOAT Y RTHRETEHENTEET,

set election {options}

-> role <0=Clear 1=Member 3=Master>
-> debug <1=ERROR 2=WARN 4=INFO 8=DEBUG
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rkscli: set election role 1
Fix role set ok

0K

rkscli: get election

The local AP's ip address is 192.168.22.98, Election role is member, Fix role is member,
Debug level is ERROR, Prefer master is d4:68:4d:25:35:30

mac_address ipaddress role configlD station_rate free_memory mesh_enabled mesh_node
mesh_node_type model version bak_version systime board_type uptime last_seen

d4:68:4d:02:34:a0 192. 168. 22. 98 member (Fix) 29 48 180636 0 0 0 R500 200.5.10.0.179
3.6.0.99.499 0 zf7752-3-29-4bss 1 day 1 hr 49 mins 5 secs Fri Sep 22 09:43:15 2017
d4:68:4d:25:35:30 192.168. 22. 99 master 29 48 170704 0 0 0 R500 200.5.10.0.179 3.6.0.99. 499
93056 zf7752-3-29-4bss 2 days 18 mins 59 secs Fri Sep 22 09:43:12 2017

0K

AT 320 Tdebug BEOHALARNILEZIEET A EMNARETT , BEERKFICKRET S
WEFHEL, PSS TN a—TFT 1o U TITERCESL,
Master AP ZEE L1=LME&IE. BIR® Prefer Master OFIRE#HELET,

424 BEAUARA—TIARAADT Y EREIRE

EEETIVEREHREDRY NIT—IOHLDHIZFTEHET, EXa)T1E2MLEEIES
CEMNHEETT, BEICIELCTUTOFIBETEREL T EZELY,

7. Unleashed YR TLTIE, CLI KYEEBA U A—T 4 AANDT Y £ AFEDFHRE
METEETY ., WebUl BEATOREFZIFHFTTEY FHA,

1) Mgmt-ACL #4{ERL

2) FOERRHFATEHT7 FLRAZUTOWT NN TEE

e IP7FLXR : restrict-type single ip-addr <ip address>

e H IRy MEfI : restrict-type subnet ip-subnet <ip Network address> <mask>

e IP 7KRLRL2Y :restrict-type range ip-range <BfiR ip address> <#£7T ip address>

LI, 192.168.22.0/124 W DHEEBT VR =Hul I 5REDHITY,
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Please login: admin
Password:
Welcome to Ruckus Unleashed Network Command Line Interface
ruckus> enable
ruckus# config
You have all rights in this mode
ruckus (config) # system
ruckus (config-sys)# mgmt-ac| mgmt-subnet
ruckus (config-mgmt-ac|)# restrict-type subnet ip-subnet 192.168.22.0 255.255.255.0
The command was executed successfully. To save the changes, type 'end or "exit’
ruckus (config-mgmt-ac|)# show
Management ACL:
Name= mgmt-subnet
Restriction Type= subnet
IP subnet= 192.168.22.0/255. 255. 255. 0
ruckus (config-mgmt-acl)# end
The management ACL 'mgmt-subnet’ has been updated and saved
Your changes have been saved
ruckus (config-sys) #

4.3 Unleashed /1 X &

Unleashed (¥, BIEEBEROEERLGEE., 1NV MEREZBMNIEICEELTLVEY, =
CTIEUTOEBIZOWLWTHEHELET,

e Alarms

e Events

e Logs

e Syslog

¢ SNMP

e Debug info
4.3.1 Alarms

Member AP A% Master AP & DA RO =k, BEIY—/\— & DIEEMENKDA
FRGE, SATLICESDTEELRARY MARELBICTI—LELTERRLET,
DT F—LiAyE—2F, LUTOWebUl ICTHRTHIENTE. AP AAEEFL T
LElEMERTSN, EEENBHMIZV VT LBVRYRTESNET,
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Admin & Services > Administer > Diagnostics > All Alarms

|AIIAIarms Events | Debug Info | Logs | Remote Troubleshooting

All Alarms

This workspace lists all uncleared alarms. If all listed alarms have been cleared or are no longer valid, click Clear All

Date/Time Name Severity Activities Action

20171010 181228 AP. Has High AP[d4:68:4d 92 3_4 a0] joins with uptime [63] s and last disconnecied reason [AP Clear
Joined Restart : application reboot]

T — High AP[d4:68:4d'25 3; 30] joins with uptime [57] s and last disconnected reason [AP clear
Joined Restart * application reboot]

20171010 152954 AP HAS High AP[34:68:4d:26:35:30] oins with uptime [63] s and Iast disconnected reason [AP
Joined Restart * application reboot]

2017/10/10 12:45:07 AP Has High AP[d4:68:4d:02:2b:80] joins with uptime [155] s and |ast disconnected reason [AP Clear
Joined Restart : power cycle]

20171010 12:46:06 AP Has High AP[e0:10:71:12:91:10] joins with uptime [159] s and last disconnecied reasen [AP Clear
Joined Restart : power cycle]

Search terms ® Include all terms Include any of these terms
(s |Gl o100

Alarms

4.3.2 Events

LIF®D WebUl & Y  Unleashed AEICRES LSBT I 74 IILDER 64 1 N2 FERTR
LET. 7o7—LELHBEL, EEENMEVA vE—UNEFEN, FIE AP RHE. AP Fr 1
WER, AV I« TR, V34T MRBHEENAARV FELTRRSINET,
Unleasehd 200.7 A\ > DHRIRHEEEICE 2 T, RERT HA XN FLARILDRENAREIZGY
F L71=, Any (£7T). Critical & Warning, Critical Only H 5:#IiRAIAETY .

Admin & Services > Administer > Diagnostics > Events

All Alarms | Events

Debug Info | Logs | Remote Troubleshooting | Client Troubleshooting

Events Settings

Select severity level of events to be show in next Events section

Event Log Level: () Any ¢ Critical & Warning @ Critical Only
Apply

Events

This workspace displays the most recent records in Unleashed's internal log file. (For information on saving this information to a syslog server, see the Online Help.)

Date/Time Severity User Activities

User[90:94:97:25:25:43] £F AP[0:10:7112:91:10] 75 WLAN[UN-HN] [Z2MILED & LT, ES U TEAFEEEECEHL

2019/04/23 16:56:32 High .
& TWET. User[20:94:97:€5:28:43] [4 [30 seconds] [CL DT AFADS—BNICIOvI=NET.

User[f4:ch:52:49:8d-e3] A AP[04:68:4d:02:2b:80] 7' WLAN[UN-HN] [CENL &S & LT, EREL THELIRTICERL

2019/04/23 14.14.09 High TUET, User(fdch:52:49:8de3] 1 [30 seconds] L& D SRF AR S—BRECT Oy FTan=T,

Events
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4.3.3 Logs

e System Logs
AT LAYIE, Alarms, Events, APLogs 2T SATWSO51EHRTT . WebUl TIE.
VATLATORREVATLAIZRELTWVWSAOIDA Do O0—FEREBELET,
BHE. DXTLAYJIE, 10,000 TOTFRA LI 7M4I)L%E tar KA TEMHBLTREL. &KX
21 774 L% Unleashed AT LRNIZHRFT S EHNAEETT,

e APLogs

LLTD WebUl &Y, AP IZEEET H5R T DRRERHLET,

Admin & Services > Administer > Diagnostics > Logs

Remote Troubleshooting

All Alarms | Events | Debug Info | Logs

System Logs

To show current System logs, click here | Save System Log

AP Logs

To show current APs' logs. click here .

Logs

4.3.4 Syslog

Unleashed ¥R T LRNICRFARELROTERICIELRAH L=, OV ERORENEE
HIZEIZIE, 9MEB Syslog U—/IN—ZHWSZ EEZHEHLET, Syslog H—/\—DEEK
(¥ Command Line Interface (CLI) i 5 1 BIZR Y AIEETT,

Syslog * vtE—2(d, a2 bA—FIZET 51FHIE Master AP M oEFE S, AP ICET
5 1EMITE Member AP BN SEESNFET, £, #EIExX IP 7 FLXIE Management
Interface [FfEASNT. A—hIL IP BAVLNET,

BREINT A—4

server <IP-ADDR> Syslog H—/\7 FLRAZE &%
facility <FAGILITY NAME> Syslog facility (local0 - locall) #EEFTE
priority <PRIORITY LEVEL> Syslog LAR)L (emerg, alert, crit, err, warning,
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notice, info, debug) #EX7E
ap—facility <FACILITY NAME> AP Syslog facility (local0 - local7) ZEXFE
ap—priority <PRIORITY LEVEL> AP Syslog L)L (emerg, alert, crit, err, warning,
notice, info, debug) #EX7E

LTI, Syslog —/\—DHREFITI,

ruckus (config) # system
ruckus (config-sys)# syslog
ruckus (config-sys—syslog)# server 192.168. 222. 183
ruckus (config-sys-syslog)# facility local0
The syslog settings have been updated
ruckus (config-sys-syslog)# ap—facility locall
The syslog settings have been updated
ruckus (config-sys—syslog)# priority warning
The syslog settings have been updated
ruckus (config-sys—syslog)# ap—priority warning
The syslog settings have been updated
ruckus (config-sys—syslog)# end
The syslog settings have been updated
Your changes have been saved
ruckus (config-sys)# show
Country Code:

Code= Japan
Identity:

Name= Ruckus-Unleashed
Session Statistics:

Enable= false

Limited Unauthorized Session= true
NTP:

Status= Enabled

Address= ntp. ruckuswireless. com

Timezone= GMT+9
Log:

Status= Enabled

Address= 192.168. 222. 183

Facility= local0

Priority= warning

AP Facility= locall

AP Priority= warning

event log level= 1

_— :é‘m% _

ruckus (config-sys) #

page. 28



Ruckus Smart Guide

Unleashed Smart Start Guide QUCKUSM

an ARRIS company

4.4 Unleashed Multi-Site Manager 12 & % &
LLTF®D WebUl & Y Unleashed Multi-Site Manager (UMM) D& %1TWVET,

Administer > Network Management > [Unleashed Multi-Site Manager]

SNMPv2 Agent | SNMPwv3 Agent | SNMP Trap ‘ Unleashed Multi-Site Manager | Alarm Notification

Unleashed Multi-Site Manager

Enter the Unleashed Multi-Site Manager server URL and set the time interval at which Unleashed will send status
updates to Unleashed Multi-Site Manager.

Unleashed Multi-Site Ma... ¥/ Enable management by Unleashed Multi-Site Manager

URL* hltps:ﬂ| 192.168.111.31 |Iintunea’server

Interval* (minutes)

Last successful contact (2017/10/18 15:07:06)

)nd"?
il
&
=)

Unleashed Multi-Site Manager &

45SNMP [Z X5 ER
Unleashed TIl&. SNMPVv2/v3 &, SNMPTrap ZHR— kL TEY EJ ., SNMP Trap
#1T5121&. LLT® WebUl & Y Protocol, Community, Trap %@ Server #i5%E L. MIB

Y=L EHEFEHS>T SNMPSET T TRAP 354 RY M2EFETALENHYET,

Administer > Network Management > [SNMPv2 Agent]

SNMPv2 Agent | SNMPv3 Agent | SNMP Trap | Unleashed Multi-Site Manager | Alarm Notification

SNMPv2 Agent v/ Enable SNMP Agent

System Contact” | support@ruckuswireless.com |

System Location* | 880 West Maude Avenue, Suite 101, |

SNMP RO community* | pubiic |

SNMP RW community* | private |

SNMP v2 % EEH
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Administer > Network Management > [SNMPv3 Agent]

SNMPv2 Agent

SNMPv3 Agent

SNMP Trap Unleashed Multi-Site Manager | Alarm Notification

[ Enable SNMPv3 Agent

PriViIege User Authentication Auth Pass Phrase Pri\"acy Frivacy Phrase
Read Only | | [mps ]| | [oes ] |
Read/write | | [vps ]| | [oes ]| |

SNMP v3 % EEmE

Administer > Network Management > [SNMP Trap]

SNMPvVZ Agent | SNMPv3 Agent

SNMF Trap ‘ Unleashed Multi-Site Manager | Alarm Notification

SNMP Trap v/ Enable SNMP Trap
SNMP Trap Format
SNMP Community* | public
Trap ServerIP | 192 168.150.104
Trap Server2 IP

Trap Server3 IP

I

Trap Server4 IP

SNMP Trap % EmE

Ff-. LTFIE MIB W—JLZ{#E>T SNMP SET #f7-o=#HIT9,

SNMP Trap #E7%E

& SNMP SET >

QI .1,3.6.1.4,1,25053,2,15.3. 1.0
Data Type |Integer

value |1]

Cancel
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@& iReasoning MIB Browser - (] X

File Edit Operations Tools Bookmarks Help

Address: | 192.168.22,100 ~ Advanced... QOID:|.1.3.6.1.4.1,25053.2,15.3.1.0 | Operations: Set ~ 'Gc

SHMP MIBs Result Table

=3 ruckusUnleashedEventTrapSwitchCmd ~ Name/OID © Value Type Fport
ruckusUnleashedEventAP JoinTrapSwitchCmd, 0 enable (1) [Integer 192,168.2...

{y ruckusUnleashedEventAPLostTrapSwitchCmd

@ ruckusUnleashedEventAPSystemColdStartTrapSwitchCmd
[ rudwsUnleashedEventAPSystemiarmStar tTrapSwitchCmd
@ ruckusUnleashedEventAPRadioOnTrapSwitchCmd

@ ruckusUnleashedEventAPRadioOffTrapSwitchCmd

ruckusUnleashedEventAPLostTrapSwitchCmd.0 enable (1) [Integer 192,168.2,
ruckusUnleashed ¥ oldStartTrapSwitchCmd.0 |enable (1) [Integer 192,168.2.
ruckusUnleashed ¥ mStartTrapswitchCmd.0  |enable (1) [Integer 192.168.2...
ruckusUnleashedEventAPRadioOnTrapSwitchCmd, 0 enable (1) |Tnteger 192,168.2...

@ ruckusUnleashedEventMaster APSwitchTrapSwitchCmd = ruckusUnleashedEventaPRadioQffTrapSwitchCmd,0 enable (1) [Integer 192, 168.2,
a > ruckusUnleashedEventMasterAPSwitchTrapSwitchCmd. 0 enzble (1) [Integer 192.168.2.
Mame ruckusUnleashedEventAP JoinTrapSwitchCmd ~
(a)in] .1.3.6.1.4.1.25053.2.15.3.1
MIEB RUCKUS-UNLEASHED-EVENT-MIB
Syntax INTEGER {enable{1),disable(0)}
Access read-write
Status current
Defyal disable
Indexes

trap switch command.
v

.is0.org.dod.internet. private. enterprises. ruckusR oo tMIB. ruckusEvents. ruckusUnleashedEventMIB . ruckusUnleashedEventTrapSwitchCmd. ruckusUnleashedEventAP JoinTrapSwitchCmd. 0

46 TILFEEBDYR— b+

Unleashed X7 LMD WebUl (&, EHEBDOYR—FZ2T-THY. BREICLLEHE
T CEMNARETT . REIE WebUl MNSBHICHEETT,

Admin & Services > Administer > Preferences

O Admin & Services v

L] System » Language

Select the display language that you want to use on the Web interface.

&, Services > Language: | English v

Administra English

ﬁ Administer v Change the Brazilian Portuguese (portugués brasileiro) - Ruckus Wireless recommends that you change your admin
Proferences PassWOrd € Chinese Simplfied(EHE-)
Backup & Restore Chinese Traditional($38-537) j
Curre :‘
Upgrade N Czech (estina) j
Registration Confirm Ny Dutch (Nederlands) :‘

Diagnostics French (Francais)

Cerfificate German (Deutsch)

Japanese (B
Network Connectivity

Spanish (Espafiol)
Network Management

Swedish (Svenska)
Mobile App

Turkish (Tarkge)

ltalian (In ltaliano)

page. 31



Ruckus Smart Guide

Unleashed Smart Start Guide I-Q UC KUS‘-

an ARRIS company

5 WLAN 4> 7)Laroq44

Unleashed TX K FIAEINTLYS WLAN DEREFEBNLET,
5.1 Open PSK

RLVUTVEBERET, Y by T O —FRTEERTDHIENTEET, UTOD
WebUl MLERET D ENTEET,

WiFi & FT—% > R XL &
WLAN ODfREE

Z 5 | unleashed. 40

EAST:

Ty B2ty k-2
Y=l AT T V=Sl AT F Ty kO

AR © A-—T 302.1X EAP MAC 7 FL-A

Be{tAE @ WPA2 None

JUAD—F: | ruckus123

Fhovho—)— | =

@?ﬁ%ﬁ?x@l’élﬁtiﬁ?: 53
HEATISLEET b “ ol

ERAT 23 mIEER W

Zero-IT & DPSK ‘ B ‘ Fovzam | ssnm | zow

BEE 0 5 0 &
SSID ZIEFR: E—aL070— FEfrZ T S50 2ESTIILET (F0—X 22F4)
P4 A VLAN: E29 VLAN 25053
ISAT Y OBRAR: SAFIH POUARA L BT EDISA T M

HY—EARTTa—)b: @ =BEAL BiAT =E

WLAN PSK %7

o
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5.2 WPA2-PSK-AES & MAC 7 KL X35

INGRER Y FT =128 T, WPA2-PSK T MAC 7 RLRRBEEZTLM=LV e WS TR
A—HHREHZ WS- Lv b ERWVET, Unleashed RE1—HT—42 X—2X (Local
Database) X [34+88 RADIUS H—/N\—&LEE LT MAC 7 FLREBEEZ1TS WLAN %
BELET, UTD WebUl MoRET D ENTEET,

WiFi &2y T —2 > i XIT HwE

* AR | unleashed-mac

EEYAS: @ B A FH0EEDTIA VLA Ry NI—ITER
QAN FPOER AN FPLER RUZ—
O Ry B ARw b H—EX WISPr ELTHISNS

EUF o AR ERTNEY

Ak O A—F () 8021XEAP @ MAC F LA

BEEAE: @ WPAZ O WPA3 O WPAZ/WPA3-Mixed ) OWE () None

* JRT—F: [esesesses] | izo—Exzs
ALY /(- | Local Database M+ »
MAC 7 RL-RDET:: | aabbecadeett [v]
Fhobo—)— [ En M+ -

e RORIETEE: %

WLAN MAC 7 KL REZEE R E

Local Database ~MD1—H&ERIXLLT WebUl @ T#FIRERK] LYITWLET,
MAC 7 KL AM&EER I +—~< v k(L. laabbceddeeff] T3,

EE & Y—EX > VATL > a—H

g EEsv-—ER v
(= & o [N v PEI1—tf — F—4/<—2 (Unleashed)
—— ZORICE REOTATOI—H— FHDL bEEFBERO—ShFRanET. 1—HF— 7O MNaghl. &

. £, EBTEET. T (RS ESUYOLT. I-F—FER0 IDTLARY RS0 TEET 3
IPEE

= BEOHA Rl AERIT B L TRET,
SATLEH
1-5—% 23 &7 113

E31—F suElen
&l BlEE | ©0-0 (o
== #EAE| e IATOREEST O ChEoEEOLThIESD
AWz
8, H—EX >
g EEE >
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RNEFT— 2 R—RDE

* A—H—F | 2c2000139008
B |
AR —F ‘..-.-...

 NAI— o3 ‘Cllll.l.

@ | Default v+ »#

<]

L¥A7h v MEIa—t— F—4~—2 (Unleashed)

FATLER COBICE. BEDTATOI—H— PRI EEARRO SFERSNET, T—H— PAD hEE. .
P SE HBTEET, o [BNAF AU ST, I-Y A0 [90VLR Ry bO—SCln THEEAT 3850
AT LT H1 Rl ZERIT 3 C B TEET.

Ea-k +5 SEE | DE2 @as | S0 BR Qa zle
wE e -3 e _—

a—H— 2c200b1359b08 Detfault

o 145 1 TR n
S —EXR »

g EEE >

58 RADIUS H—/N\—L&EET 5B EICIE. LU WebUl MFREEEL Y RADIUS H—
N—DEFZETL, BT —N\—Z&RLZET,

B & H—ERX > H—E X >AAA H—/\—

FRRERk
28 |
A () Active Directory ® RADIUS () RADIUS &5t
BE{ [ TLS

ZiifAZE © PAP O CHAP
NwOPvT RADIUS | J\wFwJ RADIUS OUR—MEEMCTS
P 7Lz |
— b
#EY— Ly b
S~y bObER

1812

BEGRUS—
USTRRH1LFI |3 |28
BRTOSAR [2 |=
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5.3 802.1X EAP

Unleashed R&R1—HF—42 X—2R (Local Database) X[F4+&8 RADIUS H—/\—&5&E
EHEELET. UTO WebUl HhSHRET

¥ LT 802.1X BREEIC &K HtEF 277 WLAN
5 ENTEFT,

WiFi &2y T —2 > i XTI RE

RUCKUS

an ARRIS company

T H |Lm\eashed 40.eap

ERI1T:

AN POEZ 5L

e

Ay FRRw - H—EX WISPr £ LTHISNTE
Fithsk: O AT ® 8021XEAP O MAC 7 FL-Z
S —)— | Local Database v| +
WLAN /51 /SEUF 12 | =3 v
Frysawm|  |mm
FhO =)~ | =3 v| +

FEFEROMRTIRE 2

WLAN 802.1X

Local Database ~MD1—H & $F(FLLT WebUI

EHE & Y—ERX > VRATFL > 1—H

EAP B7E

D THHBER] JYTVES,

g EEsv-—ER
(= & o [N v PEI1—tf — F—4/<—2 (Unleashed)
—— ZORICE REOTATOI—H— FHDL bEEFBERO—ShFRanET. 1—HF— 7O MNaghl. &
. £, EBTEET. T (RS ESUYOLT. I-F—FER0 IDTLARY RS0 TEET 3
IPEE
= BEOHA Rl AERIT B L TRET,

SATLEH

1-5—% 23 &7 113
E3-F SR4B{ERE
&3 @00 (0}
== #EAE| e IATOREEST O ChEoEEOLThIESD
Ay
8, H—EX >
g EEE >

£ = 3

RAET—2 R—XDEFK
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FRFVERY

S

)

-t
xo— o

48 | Defaun v

PRI —tf— F—4~—2 (Unleashed)

COFEICE BREQOTATOI—T— FHU M EERRRD—EfFERenNET. 11— FAUL Mgl &
£ HBTEEY. T R ASLESUY LT, I-H—RAr) [D0PLA Ry RDO—SCHbTEET 3
BEDH-N ZERT 32 CETEED.

a—4H—4 e = =2 B

localuseri Default EE EE R

localuser2 Default EE =2 R

localuser3 Default EE EE R

localuserd Default EE =2 R

localusers Default EE EE HE
SRAEVER

@15 5o

HEAEE o TATOEEFED CNSOAESEOVTINESD

58 RADIUS H—/N\—L&EET HBEICIE. LU WebUl MFREEEK Y RADIUS H—
N—DBEFETL, B —N\—ZBRLES,

B & H—ERX > H—E X >AAA H—/\—

FIRVER%
28 |
BT Active Directory ® RADIUS (' RADIUS &5t
BE{ ) TLs

ZiifAZE © PAP O CHAP
w7y RADIUS Jlw 27w RADIUS OTR—MEEMCTS
P 7Lz |
— b
#EY— Ly b
S~y bObER

1812

BEGRUS—
USTRRH1LFI |3 |28
BRTOSAR [2 |=

AL —/\—DIER

page. 36



Ruckus Smart Guide
Unleashed Smart Start Guide

RUCKUS

an ARRIS company

531 WLAN H/1N\ANEY T+«

Unleashed 200.7 &Y. 802.1x EAP FREI TR L=V 54 7> MEREZ B ERMF v v

al. ERHICEFEET S RADIUS —/N\— L DIERMEEL->TH., EfiMEEMIFL. O
— IV OHEEREARICLET., YATATEF Y Y aATEDYSA 7Y M. &K
800 & L. v v akfMIE 1~168 FFI& LET,

LD WebUl &Y., WLAN ERE®D TWLAN H/31/SEY T 11 EHMEL. Frvd

ARFEEIEE LT,

WiFi v k7= >l X(F HwE

E=T:0H | unleashed.40.eap

SRS 7. @ BE ASNSOERQTAVLATY b

AL FPOEZ 5A

AT A

v BGRy b H—E X WISPr &

|AE: O A—T @ 802.1XEAP O MAC PEL-Z
BFEFY—/(— | RADIUS NISHI |+
WLAN H/(1/{EUZ-1: | =B '|
Frys a1 B
Fhoz bt 3—)(— |mﬁ .| +

(REHEROMR CE(E: 2

filt

WLAN A4 NEY T4 %
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54 AP 7

DRATLRD AP EJ)L—TIL. AP J)L—T T &IZ WLAN DE|Y B THREETT .

VRATLTEYSBTTEDAPYIL—TIERRK4TIL—TTY,

WebUl @ 77 2RXRA >~ BEICT, FRDKSICAP REXETIL—THRER RV
[CTHREROYYBEZHAEETT,

HizICAP J I —TE#ERT HBEICIE. FIL—TRRIZOYEZ, THER1 RE2 %D
v L. 3DDRTYTERTHERLET,

TOEAKRA U+ >

AP XR FJI—TRKE
i F7OEARAB i FOEARA B
=
248 - &5t 2 PO AR 2 St 2AP JIL—T
o 0 0 ’ o 0 0 ’
ST S ) G572 M = g

RuckusAP][...02:2b:80] System Default

1 0o 0 o 246 1 o 0 0
56
OSAT N (= BT SSAT N S W
RuckusAP[...12:91:10] Team A
2 0o 0 o 246 2 0 0 0
56
D54 ME (= R ) 517 rSI v

RATYT1 TORRKRLAD FDEIY HT

AP JIL—T&ZEANL. TUOERKRA Y FOBBIRFTWVWES, ERLIEzYIIL—TFIZEM
35 AP %, EEEM®D [System Default] XIZEEFED AP JIL—Th o &IRL. KEIAR%
VISTITZOTN—TRICERENETIVRIARS U b ~ABEIL, TR~N] 2V VY
LTLEELY,
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T 1] AP Group 3

FOCRRT>
~oER

FIRTIRR T DR 1 = MOPRES:

COUL-TRCERENEP LA KA b

RuckusAP (d4:68:4d:02:2b:80)

2T w7 2: WLAN DE|Y LT
B LT=FIL—TIZ:BMNT % WLAN %, BEEEHED FIAAREL WLAN] A 5ER L.
KEIARA 2T HEIREIN TS WLAN] ~ABEIL, TRl 29U v LTLEEL,

WLAN DR FIRATIEETE WLAN FIRENTLS WLAN
search here. Q) search here. Q)
= unleashed1
= 1x_UN_End0o01

W)

Local_MAC_Auth

i)

UN-HN

AT w73 EIRETE
BEIZIGELT, SOTL—TDT7I LR RSV bOERBEEHEEL. BT 22Uy
LTSS,
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Radio B/G/N(2.4G) | Radio A/N/AC(5G) | Other

i by | St B

#1538 BIGIN (2.4GHz) w1 w2 @3 W4 #5
Fr b BHEl v
Frowl | BE v

EEEH Auto

I

MoBOE—F | 58

WLAN H—F X Enable
FETF RTSICTS v

I |
=
-

W9 10 11 @12 @13

BE. 5GHz OF v RILEIEIERBRF vy RILEZEHHRET H1-6H. APHAS5ELULEIZHBER
v RI7—2(128TIE, 40MHz, XIEZ20MHz £F B3 L RNV =-LET,

Radio (2.4G) | Radio (5G) | Other

HMIFSCGHZERN

EIR5GHZESN

FrRIE

Fv Rl

*EEN

11njac DADE—F
J-NFEZws 3>
WLAN H—E=XZ

W36 M40 W44 W48 M52 W56 W60 W64 M100 w1104 108
M112 @116 4120 124 128 w132 136
100 104 #108 F112 M116 F120 124 128 132 136

EIN| Auto Eﬁﬂ Auto
| Auto
fon
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55WLAN OF 2 —=>%
55.1 MasterAP DY 54 7 > MMEGHIFE

Master AP [CERRV 574 » MERBZHIR LZLMERICERE L T LS, TR
[X. 100 BICHRSATVEY, BEFEET HIBEEFGVEBVETN, £EILH5E
[SIE+ABERMREEREL TS,
SSH taY 4 L. CLI TEELFEY,

ruckus# config
You have all rights in this mode
ruckus (config)# system
ruckus (config-sys)# master—protect
ruckus (config-sys-master—-protect)# master-max-sta 50
The master AP protection settings have been updated
ruckus (config-sys-master—-protect)# exit
The master AP protection settings have been updated
Your changes have been saved.
ruckus (config-sys)# master—protect
ruckus (config-sys-master—-protect)# show
Master AP Protection:
Master max STA= 50

5.5.2 MemberAP M4 SA 7> +ELEIR
Member AP (29574 > MERE#HE AP ETILEICHIE LE-VMESICEELTL S
L, TIHHAERE 100 BICHBEATWET, BEFIEEFETIHEFLZVERNET
N, EETEHEICIETHEEIRIAEEREL TSN,

Access Points > Summary > Edit > Global > [Other]

Global

Radio BIGIN(2.4G) | Radio AINIAC(5G) | Others

Approval Automatically approve all join requests from APs. (To enhance wireless security, deactivate this option. This

means you must manually "allow" each newly discovered AP.)

Model Specific Control

Max Clients  Allow Max clients to associate with this AP

Status LEDs Disable Status LEDs

filt

Max Clients &%
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5.5.3 OFDM Only

4 TIE, 802.11n %> 802.11ac AEFREAY . 802.11b T/AA RIE, [FEAERMNTS
ZENBYEEA, LHL AP (X 802.11b DEFHBRMEEMHEGRT 51=6H. Beacon =&
DIR—V AV RITIL—L%E CCK DEEL— FERAWTEELET,
COEBEL—FDIR—T AV I L—LEF, BEERRICEVT2ARNTIF+—TURXET
F. REITEIDELLGY . AT4 VX —InRERESEIERLE LI HEENHYET,
OFDMOnly #8METEHZET, BL—EFDIR—T A I L—LDELHEY ., 2K
BN TA—IAMNEEL, £z, BANNESLKHEEZ T ETRT A4 YF—HRADRE
ERRYET, 12120, 802.11b T/ ROEHATELLCHIDTITEELLE S,

CCK/OFDM Rates

*"‘(ﬁ;,;" F{EE (dBm) *ﬁ(ﬁ;;) b sEmE Bm)
1 82 54 68
55 -85 ' 48 68
2 86 36 75
89 24 79
| 18 82
9 87

RFEIX CLI &Y. WLAN EIZTS ZEMAIEETT . D ofdm-only EZFE(L 2.4GHz I
WMTBHRET. 5GHz ~DMRIEIHY FHA.

ruckus (config)# wlan unleashed. 200. 5
The WLAN service "unleashed. 200.5 has been loaded. To save the WLAN service, type 'end or
"exit’

ruckus (config-wlan)# ofdm-only
The mgmt-tx-rate will be set to 6Mbps due to ofdm-only enable
The command was executed successfully. To save the changes, type 'end or 'exit’
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5.5.4 Dbss-minrate

BIETIE 24GHz HICE T EEL— FOREL., LY A XDFECONTHRRFE LT
A, Z D bss-minrate [& 2.4GHz/5GHz WA IZxt9 5 H DT, Beacon ADZEHYHR— b

L— FOREEITVET,

HETEINRELTIE. BEERELEICET22EDNT+—<T Vv ARLE, XAT4 Y

F—InROEBMREGY . L YA XFEILET,

Rate &£t)ILH A4 X

1Mbps
5.5Mbps
12Mbps

REIL CLI &Y, WLAN EIZITS T EMEIEETY, 24GHz R U 5GHz RBFIZEREMNKR
BENET,

ruckus (config)# wlan unleashed. 200. 5

The WLAN service "unleashed. 200.5 has been loaded. To save the WLAN service, type 'end or
"exit'.

ruckus (config-wlan)# bss-minrate 12

The mgmt-tx-rate will be set to the same value as bss-minrate.

The command was executed successfully. To save the changes, type "end or 'exit'.
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555 NI7A—I VAR, AT4 YF—InRKDHEFZRTEDH

UTOHIE, PATLRIZ 802.11b T/ REFEHELBEVEDEL, — BB TR
BREBIZBITA1\T7+—Y U AHEDH T, ofdm-only & bss-minrate % 12 Mbps & LT
WET,

ruckus (config)# wlan unleashed. 200. 5

The WLAN service 'unleashed. 200.5 has been loaded. To save the WLAN service, type "end or
"exit’.

ruckus (config-wlan)# ofdm-only
The mgmt-tx-rate will be set to 6Mbps due to ofdm-only enable
The command was executed successfully. To save the changes, type 'end or 'exit'.
ruckus (config-wlan)# bss-minrate 12
The mgmt—-tx-rate will be set to the same value as bss-minrate
The command was executed successfully. To save the changes, type 'end or 'exit’
ruckus (config-wlan)# exit
The WLAN service "unleashed. 200.5" has been updated and saved
Your changes have been saved
ruckus (config)# show wlan
WLAN Service:
ID:
1:
NAME = unleashed. 200. 5
Tx. Rate of Management Frame (2. 4GHz)
Tx. Rate of Management Frame (5GHz)
Beacon Interval = 100ms
SSID = unleashed. 200. 5

2. OMbps
2. OMbps

—— BPERE ——

Https Redirection = Disabled

OFDM-Only State = Enabled

Multicast Filter State = Disabled

802. 11d State = Disabled

Force DHCP State = Disabled

Force DHCP Timeout = 0

DHCP Option82:
Status = Disabled
Option82 sub—Optionl = Disabled
Option82 sub—Option2 = Disabled
Option82 sub—0Option150 = Disabled
Option82 sub—Option151 = Disabled

Ignore unauthorized client statistic = Disabled

STA Info Extraction State = Enabled

BSS Minrate = 12.0 Mbps

Call Admission Control State = Disabled

PMK Cache Timeout= 720 minutes

PMK Cache for Reconnect= Enabled
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6 Unleashed M510 LTE /Aw & F—JIL Yy b7y T

CODETIX, LTE Ny I KR—ILZRWT Wi-Fi 1 23—y F 79 RXAY—ERXZIEHRT S
M510 Unleased AP DERXEICDWTHEREHELFT,

LTE Ny I FR—ILENL. BETNARICA V2 —Fy MEKRZRHT DI, M510 (&
Gateway E— FE L THRET HILENHY FJ, Gateway E— F &4 5T & T, BEA DHCP
==Y Wi-Fi THNAANIP 7RLRETHA VL, A—F 5709 9% NAT LT
LTE /Ny O R—IA~NT+T—FLET,

CHETIH. UTOERETICVRATLREDRESREZTVET,

Ty bD—H R

Internet LTE

@

LTE Interface: LTEf & Y DHCPIZ & AIP7 KL 2 7H A ~
LTE Ef/$5 A — &

APN: ugmobile.jp LAN & WAN IP Address
1 —H4: ug@ugmobile.jp Router IP: 10.1.1.1
/RZX 77— F:uq » Netmask: 255.255.255.0
05, . . LAN & WAN Client IP Address
REE/TA: CHAP Py Starting IP: 10.1.1.100

— Ending IP: 10.1.1.199

SSID: RM510 / ruckus123 (WPA2-PSK-AES)

jmy

M510 Unleashed Firmware: 200.7.10.102.64
HH. LTESIM H—E RISt L 22 %E 1T o=, APN, 2—H &, NNRTJ—FK, P54 7
NRESINZDT, HEFICHT CHERLLESLD, B8, CORXRY— A4 FTIE., UQ mobile

ZHlCEEH N =LET,

UQ mobile v FT—9 HREDKRICAHNT B1EHR

APN ugmobile.jp
a1—H4 ug@ugmobile.jp
INAT)—FK uq

PREEAA T CHAP
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6.1 M510 &-ERDEREA
6.1.1 KET7UTTOES
M510 RAMIRIZH D7 > T FimFlE. 3G/AG 7 o TFHHGHAT. B#EO 3G4G 7T+ %W

DIFIF TSN, 2, GPS 7 U THARBESATVWEI DT, GPS 7 U TF IR ZITH
YRFTIRALCESL,

3GHAG T T T

GPS 7 » T A 75—

6.1.2 SIM DiEA
M510 @ SIM 2B kX, MicroSIM A A4 JTF, SIMRB Y kZlX, LY ZXARD(TS)TED
SNF=HN—DTNTNET, SIMBADKEE., FILIRARDZESDH, HIN—F RS54 KEET

BALTLESV, SIMWNFEHAZEAHYFTT DT, SIMIBBARITHAN-ZRL., FEHL
ZRHIEL T, M510 AIEEIZ SIM Z5ARDH DL IICLTLZELY,

\ 4
o Famm

|+

1200 . \
PoE
I0TEY 2 —/L@EIFUSBHR— k 23;,';’3; E%EE%%E)
3af (¢
SIMzZAy f ——
igﬁ(S'MWP'”"E’"”:“jW']S//_// Note: LAN #— k & WAN #— kR0
T £ (SIM1/Secondary) : Fv 7 k@& //,;/y/ BEFTEEEA
o DC Bk (7 /L #88)
Dty FREZ Y L— 12V DC Barrel Connector

12V DC Terminal Block
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6.1.3 ERHKA

M510 (. PoE. XI& DC 12V [Z&k BHBMNYR— S TLET,

PoE 2 & 2#AE TIX. 802.1at, XI& 802.af [Z& > TEMEL £IAS. 802.af Tlk 2.4GHz B U
5GHz HDHAMET T BI1EFH. USB. GPS, LAN K— FDFIANTEEE A,

802.3at X[ DC IZ & A EREMLD CHAE HENO - LET,
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6.2 Unleashed M510 v r7 v
6.2.1 E%7E PC % Unleashed AP ~i&#x
LTDOFIET. RE PC % Unleashed AP AR LET,

@® 3GAGTrTFH. GPSTUTTEHERL. SIMA— K% SIMO (primary) ~EALET,

@ TISHHED UnleashedAP % . AC 74 74 . Xk PoE 1 VS 4BRHATRBLET.

® EEtEIhTULEL—ERZ SSID IConfigure.Me-XXXXXX] MIb EMNY ET,
XXXXXX [, AP OEF@EIZEH SN TLVS MAC DT 6HITY,

@ EBEMAPC O Wi-Fi (=T, MConfigure.Me-XXXXXX] #ZERLTIRELET,

EREMR PC @ Wi-Fi %% (Windows 10)

daaa

AT
Configure.Me-15ED20
ATV

CORYRI-V%RBl GEEENSERE. B0
I-Y-(CRABMSN B A REEN BV ET

v BENICERE

-7

Hoge Guest Network

Hoge Portal
AT

)

AN iy R
BARE-F b

RER PC M Wi-Fi 5%E1ZT. lConfigure.Me-XXXXXX] Z#ZRLTRELZE T,
Web 7505 &EEL. UTOURLZANLET,
unleashed.ruckuswireless.com

@D Y RTYTI4HF—RIZUSTALY bEShFET,

®
®
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622 Y r7YITV4H¥—FDET

@ #HIZ System] HETI,

Z OHITIE Language. SystemName [T 74 FDFEFELEFTTH, BETHNILHRTE
LTI,

Country Code 1%, BAERNTHERY H1EEICIE. &9 Japan ITHRELET, thEZEIR
LE=BEICIIBREZERELDGENHYEFITDTITFECLESLY,
['Next | 221y LTROBEEANEAHET .

v b7y T4 —F :System

Version: 200.7.10.102.64

* Language: |English ~
* Name: | Ruckus-Unleashed |
* Country Code: |Japan i

Mesh: []
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@ TIP Setting] RE~NBHLET,

Gateway Mode [TFxz v L. AP #5— b4 E—KELET,

WAN Selection @ WAN connection %7 TlX. lEthernet (primary) with cellular failover |
& TCellularonly] DfEIMETILE YA Za—&KYBIRLET,

Cellular Radio Settings @ APN for SIM X [Z(%. SIM XOw kZ#EALT= SIM h—F®D

APN ZAHLFET, ZOHITIE. SIMSlot 1 [ZUQ Mobile ® SIM h—FZEHEAL TS

D T. ugmobilejp EAHBLFELT =,

LAN & WAN IP Address [Z1d. CO AP M NAT L—2 ELTEMET B-DDIPA 32—
T4 RAFANDLET, ZOFITIX, RouterlP:10.1.1.1 . Netmask:255.255.255.0 % A

hLFET,

LAN & WAN Client IP Address [ZI&. @ AP A DHCP H—/\—& L TEMET D&% E

EFLFEI., ZOFTIL, Starting IP: 10.1.1.100, Ending IP: 10.1.1.199 #A AL ZET,
'Next | &2 Uv9 LTROEBENEHET,

Y b7y T4 H—F :IP setting

Gateway Mode

WAN Selection v

WAN connection ‘ Ethemet (Primary) with cellular ﬂ‘

WAN Recovery Timer | so ‘seconds (10-300) \ ﬁl

This image shows the WAN port and SIM slots
Cellular Radio Settings v LAN & WLAN IP Address
APN for SIMO | ugmobilejp ‘ Router IP [ 10.11.1 ‘
APN for SIM 1 | getautapn | Netmask | 255255 255 0 |
WAN IP Address for Ethernet v LAN & WLAN Client IP Addresses
) Manual (e) DHCP Starting IP | 10.1.1.100

IP Address | 152.163.0.1 Ending IP [ 1011199

Netmask ‘ 255,255 265.0

|
|
Number of IPs |100 ‘
|

Gateway | 19216801 Lease Time | Twelvs hours ™|

Primary DNS Server ‘

Secondary DNS Server ‘
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@ TIP Wireless LAN] ~BEILET,

Z ZTI&. WPA2-PSK @ WLAN HEZ#TVWEYT . ERICEALLGWVEETHERT S0
ENHY. FERBEICEEY b7y T4 F—FRTRICHBRL TSI,

SSID & NRIL—X%EHBELFEFT. ZDOHITIL, Name (ESSID): RM510. Password
Protect (WPA2) : ruckus123 AN LET,

'Next | 22V v Y LTROBEENEAFET,

ty k7w T4 H—F :IP Wireless LAN

. Name your own wireless LAN. The name will be shown inwireless
Name (ESSID): | RM510 LAN fist. It will be shown as "Ruckus-Wireless 1" without changing
Password Protect (WPA2): (@ Yes O No
[ | N i lreoome
between 8 and 6.
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@ TAdministrator] TIESATLDEBET LIV MENRRT—FERELEFT., 7HD
DRBENRRT—FE#AAL,. I Next | 0y 9 LTROEBENEHRET,

vy 7w Ty 44— K : Administrator

+ admin Username: | admin | This usemame and the following password il permit adrin access
* password: \L' o
* Confirm Password: [ssesd @ |

Password Recovery: [ ]
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Oty r7 YT o4 F—RFTERELEZRENRRINET,

NEZHZRL. [ Finish 1 22U v $5LERTLABERHINET,

BESHER. £y M7 Y ITRETEHENIRTEINSDT, I Finish | 21y LTFEL,
BREMNTETLEDL, 2y IV ICEGHEL TBEREEZERLES.

ty b7y T4 H—F :Review

Review the information below and click Finish to configure

System Name Ruckus-Unleashed
Country Code Japan
Internal Gateway Enabled
1P Mode Dynamic (DHCP)
IP setting 192.168.0.1
Wireless LAN RM3510
Admin Username admin
Admin Password =~ %% [] show password
Password Recovery Disabled
Mesh Disabled
System Time System time will be automatically set.

(Your current PC time is 201988 520H 11:35:49)

ty b TYTET

Congratulations ! Unleashed Master is now configured !

What should | do next ?
- Connect to Ruckus-Unleashed SSID (it may take a few minutes for it to appear).

- Login to unleashed.ruckuswireless.com to manage.
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6.3 FDD LTE {BFE

Unleashed OS 200.7 @ WebUI »ig#t9 % LTE FZEIF APN [FEHODA T, TO#hd LTE /8
TA—RERET BHICIF. SSHERHIZEHCLINGRET S ENTEET,

WLAN F7=I&. LAN R— FZEHELE-ZERA P NS SSHEEHTZ AL, GUI ERLa—
HYh, NAT—RFTRITA LTS,

Please login: admin

Password : admin RSN ETA
Welcome to Ruckus Unleashed Network Command Line Interface
ruckus> enable

ruckus# ap—mode

You have all rights in this mode.

ruckus (ap—mode) #

6.3.1 LTE /NS A—F AN

LTE H~IEET 2= hELS A—4 % set a7 RERVTAALET,
LTRIXLTE f@~ERT 500 HaT U RTY,

® set lte-sim-apn {primary|secondary} {APN name}

primary: SIMO X B ~ (LAl
secondary: SIM1 X8 v + ()

X setlte-sim-apn (. 5EIZEHBA L 7= WebUl TERXERIGETY

set lte-sim-username {primary|secondary} {User name}

set lte-sim-password [primary|secondary] {password}

set lte-sim-authentication {primary|secondary} {0|1|2|3}
(0O=NONE, 1=PAP, 2=CHAP, 3=PAP/CHAP)
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UQ mobile & % E 45

ruckus (ap—mode) # set |te-sim—apn primary ugmobile. jp

0K

ruckus (ap—mode) # set |te-sim-username primary ug@ugmobile. jp
0K

ruckus (ap—mode) # set |te-sim-password primary uq

0K

ruckus (ap—mode) # set Ite-sim—authentication primary 2

0K

RENRBSN, LTE #ENTET I HE. LUTOHIC TCEL]I LED OIREEAS. JHATA DHRR
KIINELLLET,

N z.

REARE LTE EHIREIE, LUTD get AV FTHRT LI ENTEET,

® get lte-statistics

ruckus (ap-mode) # get Ite-statistics

LTE CHIP = EC25-J

LTE FW VERSION = EC25JFARO6A05M4G_01. 005. 01. 005 — SubEdition: V04
TIME OF DAY = 19/08/20,05:49:11+36

GPS STATUS = enabled

IMET NUMBER = 865036040453068

SIM SELEGTION = auto

/SOSIEN AN
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SIM O

SIM 0 MCC

SIM O MNC

SIM O APN

SIM 0 IMSI

SIM 0 ICCID
SIM O ROAMING
SIM O USERNAME
SIM O PASSWORD

SIM O AUTHENTICATION

SIM O PINCODE
SIM O TX

SIM 0 RX

SIM O NW REG
SIM O RSSI

SIM O GW

SIM O DNS

SIM 0 IP

SIM 0 MASK

SIM O OPERATOR
SIM O MODE

SIM O NW TYPE
SIM O BAND

SIM O CHANNEL
SIM 1

SIM 1 MCC

SIM 1 MNC

SIM 1 APN

SIM 1 IMSI

SIM 1 IGCID
SIM 1 ROAMING
SIM 1 USERNAME
SIM 1 PASSWORD

A=~ <

present (active)
440

51

ugmobi le. jp
440513007509587
89813000581250958 75F
enabled
ug@uagmobi le. jp
uq

CHAP

30.85 MB

6.57 MB

registered, home network

-51 dBm (excel lent)
10.11.53. 217

27.80.249.62 106.187.11.189

10.11.53. 216
255. 255, 255. 240
KDDI KDDI

4G

FDD LTE

LTE BAND 18
5900

present (inactive)
440

10

ugmobi le. jp

NA

NA

enabled
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SIM 1 AUTHENTICATION = NONE

SIM 1 PINCODE = -

SIM 1 TX = 0.00 bytes
SIM 1 RX = 0.00 bytes
SIM 0 switch count =0

SIM 0 nw lost count =0

SIM 0 card removal count = 0

SIM 0 dhcp timeout count = 0

SIM 0 transmit = 30.85 MB
SIM 0 receive = 6.57 MB
SIM 1 switch count =0

SIM 1 nw lost count =0

SIM 1 card removal count = 0

SIM 1 dhep timeout count = 0

SIM 1 transmit = 0.00 bytes
SIM 1 receive = 0.00 bytes
0K

ruckus (ap—mode) #

LTE OEHHENECLKEY, M510Z ) T—FLTEHRELLZWEES. ULTOaT Y FIZT M510
IZEHINTWALTEES a2 —ILOUty FHATEET,

® set lte-state disable

® setlte-reset
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ruckus (ap-mode) # set |te-state disable # Uty NEIATTDRICLTE V2 — L& {# 1k
+ /etc/init. d/nat delete_nat_rules br0

Disabling NAT... wan:br0O lan:

LTE state changed successful ly

+ /etc/init. d/nat enable br0

Loading NAT/Firewal | modules. .

Enabling NAT...exec _add_nat for br0

Chain IPFORWARD_FIREWALL (1 references)

target prot opt source destination
Chain IPFORWARD_LIST (0 references)

target prot opt source destination

Chain REMOTE_MANAGEMENT_CHAIN2 (1 references)

target prot opt source destination

ACCEPT tcp — 0.0.0.0/0 0.0.0.0/0 multiport dports 443,80

ACCEPT all — 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED

ACCEPT udo —— 0.0.0.0/0 0.0.0.0/0 udp dpt:161

DROP all — 0.0.0.0/0 0.0.0.0/0

0K

ruckus (ap-mode) # set Ite-reset # Vv FEFET
Initiating LTE Chip reset., might take “40s # ETETAOMRERET D

LTE Chip reset done, Bringing up LTE interface...

LTE reset succeeded.

0K

ruckus (ap-mode) # get |te-state # & TH REHER
LTE Status:

LLTA IS
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7 ThOih

71 277—Lox7 7vF7IL—FK

A=y FAEREEINTVIRETIE. BEMICT vy TJ L— Ra[ER/N—2 3%
O—KTE%86. EEEX Online Upgrade Z:#IRL. Upgrade 3511+ TI,
A3 =2y FHER SN TULVELRIETIX, Local Upgrade Z:ERL. £% PC AIC
RELTWE I 7—LIITATYTIL—FTEHILEMNTEET,

7w 7Y L— F/NX[E. Release Notes M Upgrade Information & ZHEER S 72X LY,

Admin & Service > Administration > Upgrade

Firmware Upgrade

Q Admin & Services v
L1 System | 2 .
F|r‘mWare Upgrade Current firmware version: 200.2.9.13.144
&, Services >
Select upgrade method:
3 Administer v Online Upgrade s Local Upgrade
Preferences . sl o

B IR e Select image file(s) & Upgrade

Upgrade Model R500 (2 APs)

Corowsa ]
Registration
Model R310 (1 AP)
Diagnostics Model R710 (1 AP)
Srilmie AP Role Name Mac Model Upgrade Progress
Network Connectivity Master RuckusAP €0:107712:91:10 R500
i Member RuckusAP 38:36:00:0f160 R310
Network Management
Member RuckusAP d4:68:4d:02:2b:80 R500
Member RuckusAP 2cc5:d3:01:8b:ad R710

7.2 TNy JEROEEG

FEE 57 £ T Ruckus Support M SIKEEAH > -RICEBEZHELLET, T/Av5 0
JI7ANICEDHEZTNYTAVR— FEBEL. RELGT/NY JEREZ (T EERE.
RIFTNyTATRy I RIC AP XIEV 4T MAC 7 RLRZEEEEL., TOER
SNtz MAC 7 RLRADTNYTEITERBTHIENTEET,
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Admin & Service > Administration > Diagnostics > Debug Info % 7

TNy JERO G

Logs | Remote Troubleshooting | Client Troubleshooting

All Alarms | Events | Debug Info

Debug Logs

Debug Components

System Management RF Management

Web Authentication Hotspot Services
RADIUS Web Server
Access Peints Auto Election
802.1x Client Association
802.11 Web Pages

Debug log per AP's or client's mac address

(e g. aa-bbccdd eefl)

Save Debug Info
If you request assistance from Ruckus Wireless technical support, you may be asked to supply detailed debug information

from Unleashed. Click the "Save Debug Info" button to generate the debug log file, and then save it to your computer.

Save Debug Info

7395472k k3 TNVa—TFa29 Y=L
DSAT U NDERY—TVRETS T4 HILIZRRTLET,
Y—ILZEFAT BIZIE. WebUl &Y. Client Troubleshooting Z#£&I L E3 . LUTDEE
&Y. lclickhere] 221 v92 LFY,

Admin & Service > Administration > Diagnostics > Client Troubleshooting % 7

Client Troubleshooting % 7

All Alarms | Events | DebugInfo | Logs | Remote Troubleshooting | Client Troubleshooting

Client Troubleshooting

To start client troubleshooting, click here
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Y—ILAEB L5, ERMERAEISIIA T MDOMACT FLRZEAAL, lStart]
RavEV )y L, FL—RERBLETS,

Troubleshooting

Client MAC Address: 2c¢:20:0b:3:9b:08

Please connect your client manually once froubleshooting is started. If the client is connected already, it will be disconnected by Unleashed.

‘Connectivity Trace : B Stop

Access Points hearing client's probe requests:

Name Radio Client SNR (dBm) Latency (ms) Connection Failure (%) Airtime Utilization (%)

No data available.

D347V EAAPIZRET HE. UTORICHEG Y —7 Y ANKRTEINET, IStopl R
AUTAL—REEFLELET,

Troubleshooting x
Client MAC Address: 2¢:20:0b:F3:90-08
Pleass connect your client manually ones troubleshooting is started. If the lient is connected already. it will be disconnected by Unleashed
Connectivity Trace > Start & Clear X Import & Export
Access Points hearing client’s probe requests:
Name Radio Client SNR (dBm} Latency {ms) Connection Failure (%) Airtime Utilization (%)
RuckusAP (38:7.36:28:97:a0) 5GHz (60) 36 0 0.00 0
RuckusAP (38:f.38:10:2:40) 5GHz (80) &1 o 0.00 o
1-2 of 2 shown -
AP: RuckusAP(38:7f:26:28:97:30) SSID: hidebee Radio: 5GHz Time
W  Client Disconnect By Admin 14:50:27
AP: RuckusAP(38:7:36:10:{2:d0) SSI0: hidebee Radio: 5GHz Tims
of 502 11 Authentication Request 145030 2 & = = § =
5 a B z 5
= 2 = T o =
= @ s - 2 H
«  202.11 Authenfication Request 145030 3 z 2 = 2 T
E = i 2 =2
r E .
+  202.11 Authentication Response 14:50:30 2
g
+  802.11 Association Request 14:50:30 =
=4
2
+  802.11 Association Request 14:50:30
o 20211 Association Responsa 14:50:30
4\Way Handshake - Frame 1 14:50:30
W  4-Way Handshake - Frame 2 14:50:30
W 4Way Handshake - Frame 3 14:50:30
W 4Way Handshake - Frame 4 14:50:30
+  DHCP Request 14:50:30
DHCP Ack 14:50:30
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