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DA 1Pv4: 10.0.0.12/32
FHE
ESIEH HHy  L2TP v
12
RESIZE L2TPREE  102.168.13.35
QoS
PAP/CHAPEFE usrtest4
== ME S
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L2TP OVER IPSEC

IPSECER EPPPETE LRFEIPVE N
x4 SARCARE V] @ gstcrEemise
DHCP/DNS

SRR
e
BrEn MELFANSEDN © NMFE, BT IRNEIPISS 255255255
Lot e ] SEARAESONSESHE V] @ uononcansonsEREes
QoS LcPmeveRE 3
SEWAN © SR CPRENRENTEATET , VTRER
ROseRs LCPRSEEE 120
B © SERMCPRTY) , NEER T SIRIR TS
£ 73 el

* TR FETE # A IAE

W=
RS

APNiZE
IPSECIZE
Foék
DHCP/DNS
Sk
EFSIEH
RLEILHT
QoS
===
Brskis
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1IBH

3.7.3.2.L2TP Server &z
Ll G800 Jyfi:

® 75 L2TPIAEARIERE

PMiEEE
EHBAF  No Authby v
EEHTIP
FEBEAIER ¥
BEATEE  www-usrcn
@ == 1-16
ErPPiEEE FEMIPvelnE [
FERFUME ¥ @ E=NTFESEAES
SRS
EEMTRESSM [ @ mPsiET HilFRERE255.255.255.255
ERREESEIONSIRESE ¥ @ S=NZEmESHDNSRS S
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L2TP Server Settings
IFUFBERLITPEIVPNIERSSE . EERESER
W&

TLEFTEH T
EfgE EREE

HFEDNS
[ =R veN BEE @
iEem RESE Ip ibi 10.0.0.11
@ VPN REEIE ESERINAE.
PPTP &35
i) 10.0.0.12-10.0.0.50
smpar | 00 |
@ SELERRN P HIEEE | EFkAMES.
W
BERAFELE(FlEE) WWW-usr-cn
ERLIEaEE
£.8.8.8 G
Tl DNS TP HEiE R o
@ 25 VPN BRESE20) DNS IREEE | minSI A,
=t
BH
=1::] HRE 2] 1Pkt
v usrtest4 WWW.USr.cn z
3 7o

77 EEEXESH
1E 75 B AAE T 20 T4

EHFgs [Shia=
P&

RE BRAMPPE INE ¥ @ iFsE 128 (NSiEE.
w2 1T mschap-v2iliE @
B5EMEE
i mschapiliE @
ki
= SEEF chapiliE
B S eapiAE W

EIT papiAiE ¥
BRANATER W @ asssns
BREIEERS ¥ @ mesetEEdERMEERT VPN REE.

LCPIRETFERE 3
B EESHENICPREEIEEEEERECTT Ol

LCPIARERIFE 120
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AR AR
G800 2= /RTELH /'
B SEREFRR IP HHEER . ESkERE.
REERIFEE(EE) | www-usr-cn

DNS IP ¥ 8.8.8.8 G
@ 2= VPN BREEESNA DNS BRESE | ZiSSna,

APER
=1z BRE =@ IPHBLE
Il usrtest4 ssssssssee =] i o
@ &
pizso ol
BFE RSS2 1P bt P 1P Kol
usrtest4 10.0.0.11 10.0.0.12

& 79  12tp Server

G800V2 2= iR iEFEIN [A] «

WE

R

=20 —fgE
APNIZE

IPSECIRE

s GATHE: Oh 10m 24s
B4 = BN 474.00 B (8 E0iE)
12tp-12tp #3E: 474.00 B (8 EUEE)

DHCP/DNS 1Pv4: 10.0.0.12/32

S
=g Wl L2TP v
[Ztge L2TPIBEE  192.168.13.35

QoS
BOFEmME

PAP/CHAPRIFE  usrtestd

PAP/CHAPERS WWW.UST.cn =
R B
0

% 80 [2tp Client
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3.7.4. IPSEC #£#&

|
[T SR Net-to-Netfiist v;
v B s 5@&3‘:"?
=m0 N -
e ISR VPN BFR v
= =
-t
sk TweO  lan -
DHCP/DNS
TWTE
9% © FRET/TFEIND. 10.10.100/24
[ Ees 1] TWRAT
o O FESETHPVARLE BT 10.10.10 10 EEHONESEYF S50 @domain
QoS b
© 1Pvs 2
EWAN
;‘;‘zﬁ‘
RS O FR%7 2L 1
(PG |
TIRRERE
L4 © FESETRPVASE SN 10101010 O ASEY 50 Gdomair
B 81 IPSEC &£A&iFE
o RIF 7R Net-to-Net (o 21 B0k 5 50 9 53U 55) . Road Warrior st (5 ¥k 8% PC %)
EES)

o fEH T LR T DL AR E R AR . TR R A i .

« THEEEAL: WTLAZM N VPN & /A1 VPN IR S5 %% .

AT HURIRZIERNA T, JiME—,

o AR B R AR L, X ANATERE wan_wired. wan_4g

« mAEHbAE: X ) PS4

« A F ™ : IPSEC A {R4 1M S MRS, 4n k4% Road Warrior B2 o, WIAFREIHS .
o« X IPSEC X R4 7 M K T RS .

o ASARIRAF: BB AR, ATLUA IP B4, R A EHE XA @

o WPURARIRAT: JEEXTEERIR, ATRUA IP B4, EREE A EE XA @
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— G
HNE{FEERIPSec VPN |, BIEEEESE

s
=3

v S
#0
i EHDPDEY

IKEHN®  3DES-SHAL v
Tk
DHCP/DNS IKEE#EE 25§DU
B 4 : #0756 : 1-86400,8%A : 28800
E= ik
SAHR  ESPY

aSIEH
PZZI2HT ESPIIZ  3DES-SHAL ¥
QoS ESPE&EE 3600
R EETs @ Unit: second, Range: 1-86400, Default: 3600
=1 =5 Main v
F5 SEEIERRIIE(PFS)

82 IPSEC BRI E

J5%) DPD Kol 275 ZIEE, FTRREH.

DPD ] [EIR%: 5 B IEARI (DPD) I [A] (] .

DPD @RI A): BB Al (DPD) BN i [A]

DPD #:4F: & B IERR I A A .

IKE BN : 5—Fr Bl IKE MrEcmnss oy . a7 €. DH Sk,
IKE ZEam i 3. & IKE 4w E M, S48, ERN: 28800,

SA KA. BT LUILEHE ESP l AH.

ESP hn: &0 M ppmaE . R E.

ESP A:fnJE . 1 E ESP AL E I, HA7: s, ERk: 3600

B PR BRI A, T R AR

SRR AT INE (PFS): @R 4T8), WS H PFS, fHNAJEH.

WIE R H TSR = 2 e 77 K

e

Bl B R )a, Al JefeiE: H & B A ISAKMP SA established #5i, F5fig IPSEC VPN 1.
L4

3.7.4.1.Road Warrior #&5,

%N — MR E— NN S48 40 2B e AR U ] s 28 ) ) PN S 245

[FEESZ8

WL IP: 192.168.13.66

G800V2 WAN 1: 192.168.13.13

G800V2 LAN 1: 192.168.1.1

- ERPECE FERE/etc/ipsec.conf fll/etc/ipsec.secrets, FLE 5/, EZEMNL.
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o B AR AN L E -

protostack=netkey
plutodebug=all

plutostderrlog=/var/Log/pluto. log

nat_travers
virtual_private=%vd:
oe=off

road

left=192.168.13.66
leftid=@left
Leftnexthop=%defaultroute

right=192.168.13.13
rightid=@right
rightsubnet=192_.162.1.08/24
rightnexthop=%defaultroute

authby=secret
ike=3des-mds
## phase 1 ##
keyexchange=1ke

type=tunnel
Buto=add

83  IPSEC & 1

#include fetc/ipsec.d/examples/no_oe.cont
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_E e Road Warrior 8I=0 v

oz el

vASE VPN B[]

=0

EEEF | test
APNZ®
IPSECER 380  wan_wired -:
L TR 192.168.1,0/24

FRETHOp/ TR 80
DHCP/DNS \ ko <
TNE T Bright
© FERETPVASE 980 10101010 RBHS
B
. Eeyt | 192.168.13.66

e © 1Pvé S8, ABCD
QoS

TN
SWAN © FTRETNON/TRAE ST 1010.100/24
mOseiEs MRS Cleft
s © FESETHPVAREE 980 101010 10 RSHORNE LSS 080 @domair
Rs

%] 84  IPSEC iR 2

b
s
BEsorotEl [0
~ g
&0 IKEfDE  3DES-MD5 B
APNizE IKES6EE 28800
@ 2 - #0585 - 1-86400,3K0) © 28300
T sazm  Esp|-]
R ESPHIZ  3DESMDS |-
Tils
ESPsasfERl 3600
BEER @ Unit second, Range: 1-86400 , Default 3600
Pl S # Main EI
QoS
=EREHERNE (PFS)
EZWAN
R AT Secret E|
] EEE sesses i@
5

85  IPSEC & 3
« LEB KBS G800V2 [ WAN 104 A% 57
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& 86
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P R )

IPSEC lis 4

W IPuRTAN MESIE

IXFE G80OV2 Al ML HPEC B 58 i, B S — T G800V2, nJ LLFHTF-HLIE I G800V2 [¥) wifi, 4RJ& £EHEfIAL

ping %EHLEI’J IP, At ping i, EEETA% Road Warrlor IS R .

64
64
64
64
64
64
64
64
64

P

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

168.1.114 (192.

from
from
from
from
from
from
from
from
from

--- 192.168.1.
9 packets transmitted,
rtt min/avg/max/mdev = 8.623
root@edu-virtual-machine:~# |J

& 87

3.7.4.2. Net-to-Net #E=,

NRINIHT, AR RPN AS [F sk B AR AR, AT
17 RAIER YN 7 4 22 [ 3

3.7.4.2.1. EREFRZEH PR -

TRFF -

192,
192.
192.
192.
192.
192.
192.
192.
192.

114

163,
168.
168.
168.
168.
168.
168.
168.
168.

1.

e i e e

165.

114:
.114:
.114:
.114:
.114:
.114:
.114:
.114:
.114:

9 received,

root@edu x1rtua1 machine:~# ping 192.163
PING 192.

.1.114

1.114) 56(84) bytes of data.

icmp_reg=1
icmp_req=2
icmp_reg=3
icmp_reg=4
icmp_reg=>5
icmp_reg=6
icmp_req=7
icmp_reg=3
icmp_reg=9

ping statistics ---

H, BRI 5 3

ttl=63 time=
ttl=63 time=

ttl=63 time=
ttl=63 time=
tt1l=63 time

ttl=63 time=

ttl=63 time
ttl=63 time=
ttl=63 time=

IPSEC Ml 5

NFEEGEE

486 ms
202 ms
643 ms
1784 ms
=777 ms
1581 ms
=303 ms
619 ms
=8.62 ms

0% packet loss, time 20845ms
S7125.247,/1784.277,/541.355 ms,

oo FHERIN,

FFHIRE IP: 192.168.1.114

plpe 2

ARSI

G800V2 AL E: WAN [1: 192.168.13.167 LAN I1: 192.168.20.1 F-M T pc: 192.168.20.214
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IPSECIEN
Fit
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NS
BrEA
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%] 88

* G806 HIACHE: WAN [I: 192.168.13.165 LAN [1: 192.168.1.1 FM K] pc:

it e o

ol )

I

L 53

L2423

#0

APNiEE

IPSECIZN

L

DHCP/DNS

FH2

[ 7R
e

o Lt
QoS

e o
feny  wnas ]
RS VPN EOE
e, e test

wan_wwed <]

Fim ]

TIMTR 192.168.20.0/24
D FREFTe/ RN PR 1010100024

Schent.com

D SRESRT VAR #E0. 10,010,101 EF PED Gdorn
s 192.168.1

D el m AR
HRTR 192.168.1.0/24

O FERTE S/ TR PR 24

Lt L

Qridrver. Com

D GRERTRFVATL §

FUNEX #ELEdo

m

IPSEC 51!“%\’. 6

192.168.1.177
T

VPN EHE

wan_wired ¥

192,168.1.0/24
® 8 Fp/ T M. 10.10.10.0/24

®s

Bserver.com

@ 11010 SAMCHENNEX H domair
192,168.13.167

© 1Pv4 183k ABCD
192,168.20.0/24

Q@ FR®S R R0, 10.10

r

Q%

#60.domain

& 89

IPSEC Uik 7
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fh |
BAEAEHE! USR-G800V2 ¥t % 1tF- Mt http://h.usr.cn
= EFHDPDIEN
[
IKENDZ  3DES-MDS5-DHZ v
EA[FERIES
Rk i IKEZA&EE
=55
Sa#E  ESPY
Bt
ESPiIZ  3DES-MD5 v
ESPiESER 3600
@ Unit: second, Range: 1-86400, Default: 3600
ZEnE Main v
SEEAREE(PFS)
WIEAT, Secret v
mEE=EE 123456 =}
B 90 IPSEC EHEAEEZH
ML,

[H
C:\Users“Admninistrator>
C:lsers™Mdninistrator>
:sUsers™Administrator

:sUsers\Midninistratorping 192.168.1.177 -t

EUEGEAKGE LR

C:lUserzs™Administrator
C:“lsers*“AdministratorPping

[F7£ Ping 192.168.20.214 |
8 192.168.208.214 EFIIEI

H 192.168.28.214 [
£H 192.168.20.214 {)

C:~lzsers*Administrator>

Ping 192.168.1.177 BE 32 &

s TTL=62
ITL=62

ns TTL=62
ITL=62
ITL=62

ns TTL=62
: TTL=62
s TTL=62

W
N BER: CGliwindows\system32\cmd.exe ali=h

B 92 G806 THY pc
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3.7.4.2.2. 4G BF AR A 2445 .

Sof i h3c % i 2 (1) server, [H52 IP, FRINFFA@h3c, FL=FREH 123456,

EEER Net-to-NetiEr, v
el mEE v

TEEEE PN EFUR Y
Eme=  test

FymEll  wan_4gl v

FETR  192.168.90.0/24
@ TRZETAzlip/ T FIELS, HI. 10.10.10.0/24

FIFEAE | @usr
@ fFREEFAIPVAELE B 10101010 HER@EEYATES Fl.@domain
priv =5 120:] L] .
@ IPv4 fsti, AB.CD

FimTFR 192.168.10.0/24
@ FRZETAip/F RS, P, 10.10.10.0/24

MiRIRERE  @h3c
@ fFRRFFETAPVAlELE FiD. 10.10.10.10 B ER@EENAIET Fil.@domain

B 93 4G HEEAOLE G

Epeoism O

IKEN®  3DES-MD5-DH2

IKEA&RERT 28800
@ i - #7858 : 1-86400 i : 28800

SA ¥R ESP Y
ESPi0Z  3DES-MD5 v

ESPEsm@E | 2600
@ Unit: second, Range: 1-86400, Default: 3600

ZEiET.  Aggrmode ¥
SEEERaE(ers) O
AT, Secret ¥

LS 123456

o
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" UUU @GO IR Gn groups =07, Name=uAR T _uRuUUr_IVIULU PO LS4, D= 01544

& 000 algorithm IKE dh group: id=18, name=0AKLEY_GROUP_MODP8192, bits=8192

® 000 algorithm IKE dh group: id=22, name=0AKLEY_GRQUP_DH22, bits=1024

e 000 algorithm IKE dh group: id=23, name=0AKLEY_GROUP_DH23, bits=2048

® 000 algorithm IKE dh group: id=24, name=0AKLEY_GROUP_DH24, bits=2048

s 000

® 000 stats db_ops: {curr_cnt, total_cnt, maxsz} :context={0,2,36} trans={0,2,216} attrs={0,2,288}

s 000

« 000 "test'l 192.168.90.0/24== —10.5.89‘173[@usr]———10.5.89.1?4...10‘5‘89.174——_[@h3c]== =192.168.10.0/24: erouted;leroute owner: #2
® 000 "test™ mylp=unset; hisip=unset;

o 000 "test™ ike_life: 3600s; ipsec_life: 28800s; rekey_margin: 540s; rekey_fuzz: 100%:; keyingtries: 0

» 000 "test™ policy: PSK+ENCRYPT+TUNNEL+UP+AGGRESSIVE+IKEVZALLOW+SAREFTRACK; prio: 24,24; interface: ethl; kind=CK_PERMANENT

e 000 "test™: dpd: action:restart_by_peer; delay:30; timeout:120;

® 000 "test™ newest ISAKMP SA: #1: newest IPsec SA: #2; eroute owner: #2;

e 000 "test™ IKE algorithms wanted: 3DES_CBC(5)_000-M D5(l]_UOOfMODP1024(Z]:’1ags=—stri(t

» 000 "test™ IKE algorithms found: 3DES_CBC(5)_192-MD5(1)_128-MODP1024(2)

e 000 "test": IKE algorithm newest: 3DES_CBC_192-MD5-MODP1024

o 000 "test™ ESP algorithms wanted: 3DES(3)_000-MD5(1)_000; flags=-strict

* (00 "test": ESP algorithms loaded: 3DES(3)_192-MD5(1)_128

o 000 "test™ ESP algorithm newest: 3DES_000-HMAC_MDS5; pfsgroup=<N/A>

* 000

o 000 #2: "test™:4500 IKEv1.0 STATE_QUICK_I2 (sent QI2, IPsec SAWVENT_SA_REPLACE in 27623s; newest IPSEC; eroute owner; isakmp#1; idle; import:admin initiate
* 000 #2: "test” esp.fod05857 R <<»-28924077@10.5.89.173 tun.0@ SN un.0 ©10.5.89.173 ref=0 refhim=4294901761

e 000 #1: "test™4500 IKEv1.0 STATE_AGGR_I? (sent Al2, [SAKMP S EVENT_SA_REPLACE in 2417s; newest [ISAKMP: lastdpd=30s(seq in:22196 out:0); idle; import:admin

95 BNEESRIY

[ I, #SCIhfE, LA ping I8 H R T pe.

3.7.4.2.3. h3c BFERMER, ipsec server AL & :
D R fdEd.

g H3C

e

16 gz
RERS HEER BR ®0 F=cosd) poreTs Flst XD FHID WERE -7
reznEs

36846
HEnATES
Hed mems
resaEs
(& ven

=]

& 27

&3 st ven
R=Faciid
RE]
e wmTa
" WiNet

Copyright © 2004-2015 it =B ERAARAT A , FE—IEF)

96 H3CHEE1
2) KM IS h3c ML Lk, BB MEIERIIEE T GigabitEthernet0/0, W B ILZAREH, i id 2574
Ausr, Aum id 22744 h3e, DL EZEE S 800V2 —F.
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BATEAEHEE! USR-G800V2 15 i+ it

(R | fnh | By
& H3C :

- R BB seciEE

H8 wEas

|8 =nms IPseciEEETR test

[~ 3G84G RIS

& naTEE 20 GigabitEthernet0/0 =

i Rt

Rt

ﬁva fertis e = (1-255)

IPsec VPN EERIE a—
L2TP
GRE [ WiE
SSL VPN SN
& EmEE ©msEn *
Eijﬁﬂ BEE 000 |eesess
wals s > (1-128)
— WiNet
WARE FH(-1220 .
Ot 5 ,,,,,, P &
=D
3 S [} s
o7  H3CEE?2

3) DH # & Diffie-Hellman Group2 5 800V2 H' IKE 3DES-MD5-DH2 #ixf v, iEFEFA#, Himr K

R E R

RIZEID
FiRIDERL FmEIXID usr FEEEF(1-255)
FDAER FRFED h3c *3EE(1-255)
[ EERR
FEEAR WiREE -
REEBEA OFE @ %A
vER
&g
SRR O i, @ FEEt
NEEE MDE -
IEEE IES -
DH Diffie-Hellman Group2 ~
SRS 86400 #b ( 60 - 604800 , HrE{E =86400)
4 . L3
98 H3CHCE 3
SAREERES 86400 #b ( 60 - 504800 , FE&{E = 86400 )
ST
L ESP -
ESPILESE MD5 -
ESPINEE:Z 3DES -
st @ EEEs O AEiEs
PFS MNone -
SARIEEER
HTHAEEEE 3600 # (180 - 604800 , EhE5{E=13600)
HTRENEEEE 1843200 T35 (2560 - 4204967295 , BRES(E = 1843200 )
DPD O TR © %4
nE-ERLE FIFERINE AR
EEFEE
LT
< [} §
F| 99 H3CHEE 4
VLB o,
4) WETE, mifih EARRAE.
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3.7.5. OPENVPN ##&

o« AR, Ik TUNGES A 0B TAP(RI AR )
ws
B

v R

- = 5
IETTIRE: 2h 8 566
APNESR LAN MAC-i8td: D&B04C.09:523C & e © =3
IPSECRE = M 2.52 MB (31996 B4 =
# e 20 498 MB (21517 B
it e 1Pvd: 192.1681.1/24 o mx B e
1PvE: FOASASE402:0:0:00:1/60
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BT LRECAES
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HOss e LHEEREY
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B EEELE

103 OPENVPN BRigE
T bR I8 N brvE L4 : Blowfish CBC, AES-128 CBC, AES-192 CBC, AES-256 CBC, AES-512 CBC
TupmE .
i/ LZO J£46: Jo H s AL dmEdE i LZO K4
Keepalive X & : BAiA4 10 120
TUNMTU & E: EIEER MTU H
TCP MSS: TCP %4 i85 K 43 BL R/
TLS WIEZH: L5 E AR
AFER CATET: RS B AIE o A L) CAGETS
AR e K il
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1. %5 RS A IERRT, ca ik, & Pumibts, &/, TLS VRS, X)L FER SR dt.
2. RBIUER AR, KA F] BRSP4 ol 52160 380 0 2 5 100 0 17 P s B A v B T

Grr A NP B AL BR A ] % 63 W & 107 WWW.USF.CN


http://h.usr.cn/
http://www.usr.cn/

VAN
- EAVER o

'K BABARHS ! USR-G800V2 #f % it Tl http://h.usr.cn

Bff: linux & openvpn AR 55 b fic B

gort 1194

proto udp

dev tun

user nobody

group nogroup

persist-key

persist-tun

keepalive 18 128

topology ﬁubﬂet

server 10.2

1fconfig- poo1—per

push "dhcp-option DNS

push "dhcp-option DNS 3.4, 4"
push "redirect-gateway defl bypass-dhcp®
crl-verity crl.pem

ca ca.crt

cert server_. 0gid4AWInZUNSX.crt
key server . O0qi14AWINZuNSX
tls-auth tls-auth.key ©

dh dh.pem

auth SHA2S5

ueraion min 1.2

c1pher TLS-DHE-RSA-WITH-AES-128
: tus openvpn.log
verb =
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APNER SETIO D T ent
. PPLP L
IPSECE PPPOE ~
PPPOATM 1" (lan)
R UMTS/GPRS/EV-DO ) |
P 2" (wan_wired)
UN -
& : 0
WS ‘
e Er
QoS
ZWAN
or "USR-GS07-523C" (lan
wOsemE
WBIOE

© HA U E S URERE

APNIEE
IPSECIEE
frvd cCl i 0.00 B (0 £iES)
Tk gre-testl A% 0.00 B (0 #5Ea)
DHCP/DNS
Fi3= i  GRE v
ESiEm ——_—
g2l
it
QoS
prisiy 5l
== ML= i
e FHEEMIE
=&

106 GRE #&AERE

VAR X3 GRE () WAN [ IP Hiik

Al A A wan_wired 1. wan_4g B3, =FHRIEF N

kg IE AL XTI GRE BEiE IP, X513 E TR AT DL B R e R

255.0.0.0 I PAE Ak IP/8. 255.255.0.0 A LAS K% IP/16. 255.255.255.0 AJ LLE % IP/24. 255.255.255.255 A
PLE R IP/32

filfm: 172.16.10.1/24
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A F%IE IP: At GRE F%iE 1P Huhit
« B ESERR

~
=]

APNZE
IPSECRE
Foik
DHCP/DNS
TilE
B&EHEE
(2=t
QoS
ZWAN
EnES T
Dipe

EEmEElES.

N

TIL &8

=EMTU

107 GRE B&EE

TTL WHE: WHE GRE #EER TTL, BRIk 255
WE MTU: & & GRE &N MTU, ERiA 1400

« SRR

LG S RAE ML — 1 GRE IR %575«
ip tunnel add gre-test mode gre remote 192.168.13.13 local 192.168.13.66 ttl 255

ip link set gre-test up

ip addr add 10.10.10.2 peer 10.10.10.1 dev gre-test
PUT5ESR, ifconfig B T ELZHI%E > gretest W, {HJZIX A ping 10.10.10.1 £ AIEY

root@edu-virtual-machine
Link enca
inet MHadk:
inets i

Link g

inet Hifk:18.10.10

inet6 Hhfik: fes

UM DOINTOPOINT RUMN
= & 5

&

Link enca
inet Hufk
inet6 Hih

root@edu-virtual-machine
root@edu-virtus machine
PING 10.18.18.1 (16.16.10.1]

=
efe:co
ING NOA

1fconfig

)-PO-00-00-00-00

D

ping 10.10.10.1
56 (84)

bytes of data.

108 GRE i 1

TR N B A IR A R

% 66 71 3t 107 WWW.USI.cn


http://h.usr.cn/
http://www.usr.cn/

VAN
- EAVER o

'K BAENRMHE ! USR-GBOOV2 #i {4 5 T http://h.usr.cn
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bzl ey
Famst
SmiE s

= il

] 109 GRE,ﬁﬂﬁt 2
« RIGTERNL LR, XBHE AT LL ping I8 & F i FIREE T .

root@edu-virtual-machine:~# ping 10.18.16.1

PING 10.10.10.1 (16.108.10. l:l s56(84) b\a"tEH D'F data.

64 bytes from 10.10.18.1: 1cmp_req=1 time=1. 2
64 bytes from 10.18.18.1: 1cmp_reg=1 time=1.2:
64 bytes from 18.10.10.1: 1cmp_reg=1 4 t1

64 bytes from 10.18.18.1: 1cmp_reg=1

64 bytes from 10.10.108.1: 1icmp_reg=2

64 bytes from 10.18.18.1: icmp_reg=2

64 bytes from 10.10.108.1: 1icmp_reg=2

64 bytes from 18.10.10.1: 1cmp_reg=2

A
i

El

(oup!)
(Dup!)
(oup!)

2 32 =2

(oup!)
(Dup!)
(Dup!)

=2

= =
mmWmWwmnmiminm

El

--- 18.10.10.1 ping statistics ---

? packets transmitted, 2 received, +6 duplicates, 0% packet loss, time 1882ms
rtt min/savg/max/mdev = 1.037/1.143/1.249/0.104 ms

root@edu-virtual-machine:~# [J

110 GRE & 3
3.7.7. SSTPClient #&#&

f1% SSTP VPN #:11
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C:~serssAdministratoriping usr—pc—linux
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LR INZ 2. 1P BRPRIE, FEEAHEELE IP Hikb, £k P Hohk. AR, BATHE%R, MAC MhiERRE, 7
BLEFE MACIES FATHER, NTHER, BN B f B R AF L B AE 2L ] 192.168.1.10-192.168.1.100
] BB B A1l 7 ) DX 4% ) e v AT AT R AT 100KB/S, MAC Hidik: 00:25:AB:84:66:6E Xif N 115 % PR il 17 1] [#4
25 e AT A N AT 200KB/S.

thets #ggip Eikip TRTIER(KB/S) _HTEEKB/S)
S ETHEEE
B[R
HAFIE iHsip #Hitip TATIEEE(KB/S) _HATIEEE(KB/S)
im 3R (P31
TS
BESGR . .
PRI RIMAC iR RIS s
alEIRRE
Rz MAC FMTIEE(KB/S) _LATIERE(KB/S)
R
1Bt ETHEEE
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3.13. itRMES (BIAES)

THRES, WRTONRERATSS, AT LIRSS I R R AT 4 E AR 55
| e

BEEN Escrontab RITHRINTES.

RE

44 4 = * ~ reboot
FE 0 */1 = = = fetcfinit.d/Lte_NetWork_Check.sh

*/5 = * = = ps | grep "fusr/sbin/ntpd” && /etc/init.d/sysntpd stop;

0 */4 = = = Jetc/init.dfsysntpd start; sleep 40; /etc/init.d/sysntpd stop;
EEM
-
Ef/R
=B
pizhl

B 152 HRIESRERE
fEZ5 3572 BA “* * * > > shellscript” Mg ARTE, RIEILANBAIPATREAME S . Horp “xxxx %7 55544
=y, W, K, H, F, B shell #64, Lhin reboot FJR A, LM ANMES RN :
fE45 1 (%1 **** [etc/ltedial ): REFE 1 200, AT /etc/Itedial AR (TS5
{£45 2 (44 4***reboot): HFRIEZR 4: 44 57, PATEFIES (reboot)

R, R ATURYE B SR ERRER R4S, HAhIhResE & AT K.

3.14. S WAN OH)#e

B —IUA 2/ WAN O, B 4G D PLA 2k WAN . v [ S EB L Ae O .

R 15 REESH
LR ok B/
USR-G800-42 V2 H4 WAN [0 >4G6 1 o mr e &
USR-G800-43V2 | A4k WAN I >4G [ ok mrlic &

AR N ERCE .
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=
EE

v s
&
APNIZE
IPSECEE
=
DHCP/DNS
FilE
EBSIEH
[ZEea i)
QoS
EWAN
EERMSE
FhxiE

3.15. LOG

SCHF log R4t EEASE: mREHE. AHHE.

‘ APNiBlE  BRELIREEES  IIRSSEEAPNE , BORES S

SIMF1 EES

APN LTERES SIMEEE

APNitEE  EREFEE

ArE

=S

AR

EaREEHE (S A0ET)

WANEEZ

SEEL

= (REEENIP)

153 T WAN OYRTAE

SCHFR AR, BOAKERS 10 20 B ORAF— G
SCHFAR AN EL R SEI RAF R SEH &
SCRAAEAIAEAT H & KT — e AT H &

SCHEH E S IIRE

TR EENZ. M. VPN HEER

SCHERCE SR A2

e H &

AL log IR55#%: it UDP k554500 IP 2d544, 25 1P 24 0.0.0.0 I AJE A2 H &

AT log AR 55 2% 1. s UDP AR 45 88 11
R HEZAFX K/ BRI 200k;
BILFES: BRARIKER, A CFHFSH;

BEERRN .

IS 192.168.13.63

EERO 555

B&EER ®’E v
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A H

WRZHESES: SRR, FR. EE. BS. iR, O, 5% B3, e M 7 &AL,
KB

R H &S [ L

HE (A B VPND SCREBIIN SR 2 Wb E:

E4EE EHE FiEE FE
REETER  BE 7
HAETER A 7
BE:  p v
Jul 5 15:44: 0V2 kern.notice kernel: klogd started: BusyBox v1.22.1 (2018-07-05 11:38:27 CST) -
Jul 517:11; 0V2 kern.warn kernel: [ 3968.232000] The 2-BSSID mede is enabled, the BSSID byteS MUST be the multiple of 2
Jul 517:11:14 USR-GB0OV2 kern.info kernel: [ 3968.752000] br-lan: port 2(ra0) entered disabled state
Jul 517:11:17 USR-GB0OOV2 kern.warn kernel: [ 3972.496000] RX DESC a61d0000 size = 2048
Jul 5 17:11:19 USR-GB00V2 kern.warn kernel: [ 2972,520000] RTMP_TimerListAdd: add timer obj c09351b8!
Jul 517:11:19 USR-G800V2 kern.warn kernel: [ 3972.528000] RTMP_TimerListAdd: add timer obj c08fe788!
Jul 517:11:19 USR-GB0OV2 kern.warn kernel: [ 2972.540000] RTMP_TimerListAdd: add timer obj c0901050!
Jul 5 17:11:10 USR-GB00V2 kern.warn kernel: [ 3972,.548000] RTMP_TimerListAdd: add timer obj c0901110!
Jul 517:11:19 USR-G800V2 kern.warn kernel: [ 3972.560000] RTMP_TimerListAdd: add timer obj c09011d0!
Jul 517:11: 800V2 kern.warn kernel: [ 2972.568000] RTMP_TimerListAdd: add timer obj c0901230!
Jul 517:11: 0V2 kern.warn kernel: [ 3972.580000] RTMP_TimerListAdd: add timer obj c0801350!
Jul 517:11:19 USR-G800V2 kern.warn kernel: [ 3972.592000] RTMP_TimerListAdd: add timer obj c0901410!
Jul 5 17:11:19 USR-GB00V2 kern.warn kernel: [ 3972.600000] RTMP_TimerListAdd: add timer obj c09014d0!
Jul 5 17:11:19 USR-G800V2 kern.warn kernel: [ 3972.612000] RTMP_TimerListAdd: add timer obj c0901590!
Jul 517:11:19 USR-G800V2 kern.warn kernel: [ 3972.620000] RTMP_TimerListAdd: add timer obj c0901650!
Jul 5 17:11:19 USR-GB00V2 kern.warn kernel: [ 3972.776000] RTMP_TimerListAdd: add timer obj c09013e4!
Jul 5 17:11:20 USR-G800V2 kern.warn kernel: [ 3972.784000] RTMP_TimerListAdd: add timer obj c09014a4!
Jul 517:11:20 USR-G800V2 kern.warn kernel: [ 3972.796000] RTMP_TimerListAdd: add timer obj c0901564!
Jul 5 17:11:20 USR-GB0OV2 kern.warn kernel: [ 3972.804000] RTMP_TimerListAdd: add timer obj c0901624!
Jul 517:11:20 USR-GB0OV2 kern.warn kernel: [ 3972.816000] RTMP_TimerListAdd: add timer obj c09016e4!
Jul 517:11:20 USR-G800V2 kern.warn kernel: [ 3972.824000] RTMP_TimerListAdd: add timer obj c09017a4!
Jul 5 17:11:20 USR-GB0OV2 kern.warn kernel: [ 3972.836000] RTMP_TimerListAdd: add timer obj c0901864!
Jul 517:11:20 USR-GB00V2 kern.warn kernel: [ 3972.848000) RTMP_TimerListAdd: add timer obj c09019241
Jul 517:11:20 USR-G800V2 kern.warn kernel: [ 3972.856000] RTMP_TimerListAdd: add timer obj c09019a4!
Jul 5 17:11:20 USR- 0V2 kern.warn kernel: [ 3972.868000] RTMP_TimerListAdd: add timer obj c0901aa4!
Jul 517:11:20 USR-GB00V2 kern.warn kernel: [ 3972.876000] RTMP_TimerListAdd: add timer obj c0901b64!
Jul 517:11: 0V2 kern.warn kernel: [ 3972.888000] RTMP_TimerListAdd: add timer obj c08fe730!
Jul 517:11; 0V2 kern.warn kernel: [ 3972.896000] RTMP_TimerListAdd: add timer obj c090107¢!
Jul 517:11:20 USR-GB00V2 kern.warn kernel: [ 3972.908000] RTMP_TimerListAdd: add timer obj c090113c! -
Jul 517:11:20 USR-GB0OV2 kern.warn kernel: [ 3973.144000] RTMP_TimerListAdd: add timer obj c08a8368! 4

155 M#log

pEEFER B v

HAEEEERE Al M

130 USR-G800V2 user.err 4G_LOG[15561]: usr_lte: mac encrypted success!

:30 USR-GB00VZ user.info 4G_LOG[15561]: sim1l start!!!!

:31 USR-GB00V2 user.info 4G_LOG[15561]: sim1’ usr_lte®**start’

:35 USR-GB00V2 user.debug 4G_LOG[15561]: sim1***|susb buffer =

140 USR-GB00V2 user.info 4G_LOG[15561]: **=====gjm=*======ygr_|te: no ttyUSB found !

40 USR-GS800V?2 user.info 4G_LOG[15561]: im1 usr_lte***start

142 USR-G800V2 user.debug 4G_LOG[15561]: sim1™**|susb buffer =Bus 001 Device 004: ID 19d2:0536 ZTE WCDMA
ies MSM

142 USR-GB800V2 user.debug 4G_LOG[15561]: =**====gIM1*==**==*gr_|te: check Isusb type 2

143 USR-G800V2 user.debug 4G_LOG[15561]: =**=*sim1*==*/dev/ttyUSBO open success: 3

:45 USR-G800V2 user.debug 4G_LOG[15561]: ----——-sim
:00 USR-GB00V2 user.debug 4G_LOG[15561]: Fws=s=ssmssgiy | ssssms===gr_lte: AT+CREG? = 0

:01 USR-GB00VZ user.info 4G_LOG[15561]: **r==rx=*sgim====s====sr_lte: ZGACT OK, connected successfully ...
:05 USR-GB00V2 user.notice firewall: Reloading firewall due to ifup of wan_4g1 (eth1)

156 KA log

Grr A NP B AL BR A ] % 91 W 4t 107 WWW.USF.CN


http://h.usr.cn/
http://www.usr.cn/

® VAN
&° 15 A B R ~H

BATEAEME! USR-G800V?2 # A ¥it+ F /it http://h.usr.cn

SCFFHEXXHFH GEERE S,
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ERRARSALLD

mizESSER  BE v

MAEEER B v

B : mA v

Jul 517:12:30 USR-GBOOVZ user.err 4G_LOG[15561]: usr_lte: mac encrypted success!

30 USR-GB00V2 user.info 4G_LOG[15561]; ***x*ss=sxs=rgim] gtart]|||F¥sxrsnsrmsrrs

31 USR-GB00V2 user.info 4G_LOG[15561]: ***=sxsssgim=sessssgr_|te***gtarp™*=*+rrrrwmarinzss

35 USR-GB800V2 user.debug 4G_LOG[15561]: sim1=**|sush buffer =

40 USR-G800VZ user.info 4G_LOG[15561]; =%=====gjm]========gr |ta: no ttyUSBE found !

40 USR-GB800V2 user.info 4G_LOG[15561]; F**=xss=ssgim=srrsssgr |ta™**gharp™=Frsrrsiiny

:12:42 USR-GB00V2 user.debug 4G_LOG[15561]: sim1***|sush buffer =Bus 001 Device 004: ID 15¢
Technologies MSM

Jul 517:12:42 USR-GBOOVZ user.debug 4G_LOG[15561]; ======g]M]========5r |te: check Isusb type 2

Jul 517:12:43 USR-GBO0OV2 user.debug 4G_LOG[15561 FE=Egim 17+ /dev/ttyUSBO open success: 3

Jul 517:12:45 USR-GBO0V2 user.debug 4G_LOG[15561]: -——s§im1l-—

Jul 517 00 USR-G800V2 user.debug 4G_LOG[15561

157 4% AZxE

Jul 5 17:12:30 USR-G800V2 user.err 4G_LOG[15561]: usr_lte: mac encrypted success!

Jul 5 17:12:30 USR-GB00V2 user.info 4G_LOG[15561]: #H*=sssnssttstgim] gtartl]]|Fessssstndnnes
Jul 5 17:12:31 USR-G800V2 user.info 4G_LOG[15561]: wHs=sssnsigjy=sasni® gr_|pa=*sgtgrp™®ssssssnsnninnes

Jul 5 17:12:35 USR-G800V2 user.debug 4G_LOG[15561]; *w=s=w=wee=sgim 1™ **|sush === *puffgr========r=n=s_

Jul 5 17:12:40 USR-G800V2Z user.info 4G_LOG[15561]: =*===* gjm1***=*===ygr_|te: no ttyUSE found !

Jul 5 17:12:40 USR-GB00V2 user.info 4G_LOG[15561]; Fe*==se=ssgjm=ss==s® gr_|pe™* =gtgrp™ == rmssmmninnms

Jul 5 17:12:42 USR-GB00V2Z user.debug 4G_LOG[15561]; *H*ssssmmmn=igim ] =**|gush**=*==puffer=====*s====x==_pys 0
Technologies MSM

Jul 5 17:12:42 USR-GB00V2 user.debug 4G_LOG[15561]: ***=s*sgM==*===%r |te: check Isusb type 2

Jul 5 17:12:43 USR-G800V2 user.debug 4G_LOG[15561]: ***=*5im1*==*/dev/ttyUSB0O open success: 3!

Jul 5 17:12:45 USR-G800V2 user.debug 4G_LOG[15561]: ------- simi------------ AUTO-ANPADDR=ctlte-----------------—-
Jul 517:13:00 USR-G800V2 user.debug 4G_LOG[15561]: sim1=* usr_lte: AT+CREG?
Jul 517:13:01 USR-GB00V2 user.info 4G_LOG[15561]: sim1 usr_lte: ZGACT OK, connected successf

Jul 5 17:13:05 USR-GB00V2 user.notice firewall: Reloading firewall due to ifup of wan_4g1 (eth1)
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4. WEITH
4.1.Web TH&%E

B AE ] USR-G800V2 FRER A, 5 EXTZA I T — it & . vT LUt PC %EH: USR-G800V2 ) LAN [,
o %R E WLAN £48, SR)5H web &3 T fIfC & .
BRAATEL T, USR-G800V2 [ AP ERIA 4 FR A USR-G800V2-xxxx, IP HulibAIFH /744, &6tn T -

# 16 USR-G800V2 MR ERA R E &
ZH BN E
SSID USR-G800V2-XXXX
LAN [ IP Hiht 192.168.1.1
4 root
oy root
ToLkE Y WWW.USF.cn

56 PC LM+, G800V2 fIEKIA SSID vy USR-G800V2-xxxx, #AFE PC IIANXANTELk /%% .

SETRIEREIFE, TIPS, EHIER N http://192.168.1.1 [ %, AN LMY (25 root), 2R
J& A s .

WY T 2> H B USR-GB00V2 & FE T 1 . USR-G800V2 & B 11 TH 2R\ 1 3,

USR-G507 73 | English

BEAEZERTE

ﬁ BAMERA BEAEINEME !

TR

AR SHER.

BEE: root

=m: |

FEAADBREASRLE  httpy//www.usr.cn/
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FE R TR A2 3L RRRE T, W] DU i BARER ) — 22 24
> IR
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=t

R —

FiE

EHHRA

ZiAdIEl

iEfTEA

FIFE

=RE

V1.010

2h 7m 53s

USR-G800V2

Mon Nov 13 15:40:41 2017

1.49, 1.45, 1.56

| 55052 kB /126008 kB (75%) |

| 70440 kB / 126008 kB (55%) |

| 17704 kB / 126008 kB (14%) |

| 6908 kB /126008 kB (5%) |

7
®a
]
[ ~me
=0
APNEW
IPSECRER
b
DHCP/ONS
E{UE
RS
e
QoS
FEWAN
MRS
LPR
£

I T

A AMKRERSRLE

160
RS T FEE R GERAFRER, BEARA, HJarrEsirREssE.
Do 28 22 1 LT

RE&HFE

http://www.usr.cn/

"
i VAN 4G1
0 Maom).

us

IR Oh im 34

MAC- 18t DER0COR523C
D £1.05 KB (401 TR
TE: 10454 KB (301 RN
Pwd 19216811724

IPvE FOASASGAI200:00:1/60
BTN Oh 1m 24

MAC- it COADCEO000:00
B 6.28 KB (42 DR

2K 6.78 KB (61 DR
WPk 10.50.198.255/16

a RTINS OF Im 318
B MAC- L 08:804C.09523C

WO 2841 KB (341 BN
X 1421 K8 (184 MR
IPwd: 192.168.13.242/24

& 161 #¥OFME

ML T, FERENRS (B4 LAN I, WAN HEE),

FERREFHBITSHRE.

> R EE R T

oy

- © *0

& o= B o

& =N o »h

& = LR

R © *3

& o= o eev

WIFI I£4; 2%, DHCP/DNS %3 B ik E .
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RO . W— RO SRS s T e

#SHER I TCPChent j
[t
Sfmy  102.168.1.214 [=]
Bix o
B SREM0 8899 E
AT 8809 [=]
ModbusTCP  Motlise :l

| @
162 HOEMKEARE

FEREH OEMSNSHE, SH T, Atim D, Hisdbk, DEH OSHRE.

> ARYHH
R E

o
S
L

mOseRE

FHEA  Mon Sep 4 151505 2017 (@ ESseaienE

=g USR-GEOT

T=H HE  Asia/Beijing ’q
HTE
TR
i
B

EENTPESR [V

NTRERH
BENTPESH O.openwrt.pool.ntp.org [ ]
Lopenwrt.poolntp.org @
& 163 AREFME
RG TR, FERZEFREN, WEEE, DLEMFTH, BHEE.
5. AT 8%
Fr5 ZFR e
FRASAE R
1| ATHVER | WA 2 iy
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AT+MAC MAC 1]
AT+ICCID ] iccid
AT+IME| £ imei
4G H%
AT+SYSINFO A% N 4545
AT+APN APN itk
AT+CSQ (CRERE s
8 AT+TRAFFIC BHREESE (LT
RGUHR
9 AT+UPTIME IS AT I [A]
10 AT+WWAN % 1P Hhk
11 AT+LANN T B /AR R G (1 1P (IXAE
B ELA B% B D) BR300
12 AT+WEBU T B /7 I R o 44 R R
13 AT+PLANG WE /AW web BRNET (h3E30)
14 AT+RELD A B R E
15 AT+Z HFHEA, & ZE[HE+ok
16 AT+DHCPEN F1FF/5% 4] DHCP Server
by L AR ISP Y EPS
17 AT+UPDATE i/ B I FE T A XS4
18 AT+MONITOR i)/ BT AR IR A S AL
19 AT+HEARTPKT Hil)/ B OEVEA S
FAERR
20 AT+SOCKALK 71 if) Socket HIERRIRZS
21 AT+SOCK W B /B N2 S E0
22 AT+UART /B S5
23 AT+REGEN /R BB AT IS
24 AT+HTBT i)/ BiE A OBk S HL
ARGt shell 544K
25 | AT+LINUXCMP | AT R shell 54

TER: R AT SR EITRE T 6 LM

5.1.AT+VER

iRe:
S
i) AT+VER<CR>

A HRREER [ R

<CR><LF>+VER:<ver><CR><LF>

SR
ver: B AR [ 1 RRA
HEHRCN: AA.BB.CC;

BYELERK, TH

AA RFEKIRA, BB RFE/NRAS, CCARFEMMIMA C.C

Tr A N BARAT B2 =
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IR H: AABB.CCDD-ID; DD RFEZ A, IDREHID 5
4
Ki%: AT+VER

iE: +VER:V1.0.9

5.2.AT+MAC

Difig: EMEE MAC
W
7 ify
AT+MAC<CR>
<CR><LF>+MAC=<mac><CR><LF>
S
mac: FEE MAC (141 01020304050A)
Z5451):
Kik: AT+MAC
iR [Al: +MAC:D8B04CD01234

5.3.AT+ICCID

UiRe: B &N ICCID 15,
%
) 1T S HA -
AT+ICCID{CR}
{CRHLF}+ICCID:code{CR}LF}CR}MHLF}
ZHY:
code: ICCID %,
Z&45]
Ki%: AT+ICCID
R[] +ICCID:898600161515AA709917

5.4. AT+IMEI

Difig: WA R IMEI 15,

K

WU S HE:
AT+IMEI{CR}={ AT+IMEI?{CR}
{CRHLF}+IMEl:code{CR}HLF}CR}MLF}OK{CR}LF}

S8

code: IMEI 15,
]

Ki%: AT+IMEI

IR[A]: +IMEI:868323023238378
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5.5.AT+SYSINFO

Thg: AL ER

AW
R IETHIE 2 U1K
AT+SYSINFO{CR}
{CRYLF}+ SYSINFO:operator,,mode {CRHLF{CRKLF}

openrator(&E#):  CHINA-MOBILE 1 [E#%3)

CHINA-UNICOM H [ BxiE
CHN-CT. CHINA-TELECOM 1 [H H1{5

mode( 2% Hi1=X): 2G mode
3G mode
4G mode

Z445,
#i%: AT+SYSINFO
IR [6]: +SYSINFO: CHINA-MOBILE,4G mode

5.6.AT+APN

Thag: &)/ E APN 5.,
AW
AW S HUH:
AT+APN{CR}
{CR}LF}+APN:code,user_name,password{ CRHLF}CRHLF}OK{CR}LF}
WHE:
AT+APN=code,user_name,password{CR}
{CRM{LF}OK{CR}MLF}

code: APN

user_name: Flj14

password: Zf5
24451

Ki%: AT+APN

iz [A]: +APN:3gnet

5.7.AT+CSQ

Theg: BMBR&LEIE T REE R,
%

AT+CSQ{CR}

{CRHLF}+CSQ: rssi<CR><LF>
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2451

Kik: AT+CSQ

z[\l: +CSQ:31

e 55 R 1T 234G M2 XA E, E5X 5 EoR.

5.8.AT+TRAFFIC

hfg: MR ERR
F X
AT+TRAFFIC<CR>
<CR><LF>+TRAFFIC: <dev_down, dev_up, pro_time, at_time>, <CR><LF>
S
dev_down: PRI B M FATHL R, AT N EAL
dev_up: PR TR Z A _EAT IR E, DA N SR
pro_time: ¥k _EHRA AT
at_time : AR RIS AR
25451
Kik: AT+TRAFFIC
IR [A]: +TRAFFIC: 1110000008, 2000000B,1486379553,1486380161
PRI TR A R AT E 110MB, I [RE [ 1) EAT R E 2MB, Bk B3R AE 1486379553
AR AR EK: 1486380161

5.9.AT+UPTIME

Dhig: EWEHUR BN ) (RIS TN ]

LS
AT+ UPTIME<CR>
<CR><LF>+UPTIME:<seconds,time><CR><LF>

seconds: R GLIE{THIEFIEL
time : RZEITH K. .o

24451 :
Y% 3%: AT+UPTIME
iR[Al: +UPTIME: 2096,34

5.10. AT+WANN

Thig: BRI WAN [ 1P (DHCP/STATIC)

W
AT+WANN<CR>
<CR><LF>+WANN=<mode,address,mask,gateway><CR><LF>
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mode: %% IP .
static: #A& IP
DHCP: )7 IP (address,mask,gateway Z 04 %)
address: 1P btk
mask: ¥ MR
gateway: [PICHbL .
25451«
Ri%: AT+HWWAN

IR [A]: +WANN:DHCP,10.1.179.202,255.255.255.252,10.1.179.201

5.11. AT+LANN

Dige: &R E lan OMC, HEY
LAV
AT+LANN<CR>
<CR><LF>+LANN:ip,netmask<CR><LF>
24451
RKi%: AT+LANN
iz[Al: +LANN:192.168.1.1,255.255.255.0
WA
AT+LANN-=ip,netmask<CR>
<CR><LF>+LANN:OK<CR><LF>
25451
Ki%: AT+LANN=192.168.2.1,255.255.255.0
J&[El: +LANN:OK

5.12. AT+WEBU

Dhfig: AR E SR %
i)
AT+RELD<CR>
<CR><LF>+ WEBU:username,passwd<CR><LF>
%M Ki%: AT+ WEBU
iR[A]: + WEBU:OK
-&%:
AT+ WEBU =username,passwd<CR>
<CR><LF>+ WEBU:0k<CR><LF>

5.13. AT+PLANG

Thig: BERNES
W
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AT+ PLANG = LANGUAGE <CR>

<CR><LF>+ PLANG:ENGLISH<CR><LF>
25451«

Ki%: AT+ PLANG =EN

iR[E]: + PLANG:ok
S

LANGUAGE: EN #iif

ZH_CN &

5.14. AT+RELD

Thig: FISBINKE
%X
AT+RELD<CR>
<CR><LF>+RELD:0k<CR><LF>
2545«
Ki%: AT+RELD
iR[A]: +RELD:OK

5.15. AT+Z

Difg: =3
W
AT+Z<CR>
<CR><LF>+REBOOT:OK<CR><LF>
Z5451)
Kik: AT+Z=0
iRME: +Z:0K

5.16. AT+DHCPEN

Ihiig: FTJFKH DHCP 454
W
AT+DHCPEN=SWITCH<CR>
<CR><LF>+ DHCPEN:0k<CR><LF>
2545
i%: AT+ DHCPEN=ON
iZ[A]: + DHCPEN:ON
ZH
status: :ON($T7F), OFF (<M
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5.17. AT+UPDATE

Dige: WEEWTET RS
AT+ UPDATE <CR>
<CR><LF>+ HTBT:status,ip,point,interval<CR><LF>
24451
k. AT+ UPDATE
JR[A]: + UPDATE: on, 192.168.1.110,3001,20
WA
AT+ UPDATE = status,ip,point,interval <CR>
<CR><LF>+ UPDATE:OK<CR><LF>
25451 .
Ji%: AT+ UPDATE =on, 192.168.1.110,3001,20
JR[A]: + UPDATE:OK
S
status:  on(¥THF), off(5< )
ip: ERETHE I 55 i
point: TERETFE R 55 4 i 1]
interval: RA(E B F AR [E]

5.18. AT+MONITOR

Difg: WEBERNTERESE
E—Lﬁ]!
AT+ MONITOR<CR>
<CR><LF>+ HTBT:status,ip,ip,point,interval<CR><LF>
25451«
Ri%: AT+ MONITOR
iR[A]: + MONITOR: on, 192.168.1.110,3001,20
WHE:
AT+ MONITOR =status,ip,ip,point,interval<CR>
<CR><LF>+ MONITOR:OK<CR><LF>
25451«
Ki%: AT+ MONITOR =on, 192.168.1.110,3001,20
IR [E]: + MONITOR:OK
ZH
status:on(¥T7F), off(><[4])
ip: AR R S5 A bk
point: iz W45 AR 2% 2 ity L1
interval: RS S 3R [H]
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5.19. AT+HEARTPKT

Dige: WEAMEEREOBESE
il
AT+ HEARTPKT<CR>
<CR><LF >+ HEARTPKT:interval,data<CR><LF>
24451
Ki%: AT+HEARTPKT
iZ[A]: + HEARTPKT: 20, heartpkt
WH:
AT+ HEARTPKT =interval,data<CR>
<CR><LF>+ HEARTPKT:OK<CR><LF>
25451«
Ki%: AT+ HEARTPKT =20, heartpkt
iRF: + HEARTPKT:OK
ZHY:
interval: Uk B i 325 (] b
data: (CBEELEHE, HEEKE Y 200 57,
5.20. AT+SOCKALK
INfE: 7Tif socket A & 75 O ST IERE.
# =
AT+SOCKALK{CR}
{CR}HLF}+SOCKALK:status{CR}{LF}
ZH
status: socket A EFLIRAS, HLHE:
ON: L
OFF: Rz
2445 T5H) socketA FEREE T T
ik AT+SOCKALK
iR [A]: +SOCKALK:ON
5.21. AT+SOCK
Difig: WA B NBHEEE NS IS
il
AT+ SOCK<CR>
<CR><LF>+SOCK: protocol,ip,Port<CR><LF>
SR
RKi%: AT+ SOCK
iR [F]: + SOCK: TCPServer, 192.168.1.110,3001
W
GFr A NPIE AR BR A A % 103 7 & 107 WWW.USF.cn


http://h.usr.cn/
http://www.usr.cn/

& EHA
A RLNE

BAEARHE ! USR-G800V2 %51 it

2H

http://h.usr.cn

AT+ SOCK = protocol,ip,Port<CR>
<CR><LF>+SOCK:OK<CR><LF>
25451
JXi%: AT+ SOCK = TCPServer, 192.168.1.110,3001
i&[A: + SOCK:0OK
ZHL:
Protocol: PHis(E7Y, fFE
TCPServer %} v TCP server
TCPClient f . TCP client
UDPServer %} UDP server
UDPClient % 5. UDP client
ip: EFEARSS AR B P I ip ik
Port: pistm 1, 4R Client I A FE S H 5

5.22. AT+UART

IheE: WE/EH UART #0235
%X
i)

AT+UART<CR>

<CR><LF>+UART:<baudrate,data_bits,stop_bit,parity<CR><LF>

2&451)
Ki%k: AT+UART
iR [E: +UART:115200,8,1
WHE:
AT+ UART = baudrate,data_bits,stop_bit,parity <CR>
<CR><LF>+ REGEN:OK<CR><LF>
24451
Ki%k: AT+ UART
iR[E: + UART.OK
S
baudrate: J4FHR
4800,9600,19200,38400,57600, 115200 (AJi%k)
data_bits: Z#ifz 5. 6. 7. 8
stop_bits: {147 1, 2
parity: e f
NONE (TCAE58 A7)
EVEN (fH#:56)

5.23. AT+REGEN

ife: B EBEEN LS
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iy
AT+ REGEN<CR>

<CR><LF>+ REGEN:<status,mode,data type,data ><CR><LF>
2545

J%i%: AT+ REGEN

iz [A]: + REGEN:on,start packet, 89860315745311962568
B

AT+ REGEN =status,mode,data type,data <CR>

<CR><LF>+ REGEN:OK<CR><LF>
2l

J%i%: AT+ REGEN=OFF
i&[A: + REGEN:OK

ZH

status: ON(FT7F), off(5< )

mode::

support all CFFLL_EPFH 70
data type: ICCID yEMHEL%#E 4 ICCID 14
IMEI VEHEEHE Ny IMEI #5

user-defined H /' H & LEHEE
data::

5.24. AT+ HTBT

The:

B A WIEL LB L
71 ify

AT+ HTBT<CR>

<CR><LF>+ HTBT:status,interval,send type,data<CR><LF>
24491

JRi%: AT+ HTBT
iz[Al: + HTBT:0on,10,send to net ,12
wWHE

AT+ HTBT=status,interval,send type,data<CR>

<CR><LF>+ HTBT:OK<CR><LF>
241

Ki%: AT+HTBT =0n,10, send to net, 12
iR[E: +HTBT:0K
S

status: ON(4T7F), OFF(3K 1)

interval: Co kB0 [ B B (1]

send type:: sendtonet [A] 4588 K ik LBk E

send to serial [m] & [ & 2% OBk £

TR A NIBRIN B ARG BR A 7]

start packet 5 i 45 % B S IE RN R0 — R
every packet 7E%E— M AL AT AR

4 data type JEFE I B CAHE RIS, BRI Bt miA,  AdEE 100 AT

# 105 W L 107
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data:: (CoBkELEE, HoNEHRIECRE, BdE i 100 s
5.25. AT+ LINUXCMP

CMP :linux x4
DiRe: AT linux iy 43 HIR BIHATE B
F X
AT+ LINUXCMP=cmp<CR>
<CR><LF>+ LINUXCMP: result<CR><LF>
2545«
Ki%: AT+ LINUXCMP=pwd
iR [A]: + LINUXCMP: /bin
e LIR[EME B KT 10 47 HEIRAT 10 472
2f8H cd AU HZ

6. BRR T3

n Al BREA N A R A 7
Mo dike IR GERE T RGET XA R 1166 5 BREEKE 154 11 )=

M HE:  http://www.usr.cn

%P SCFERAG: http://h.usr.cn
ME 45: sales@usr.cn

Fi 1f: 4000-255-652 ¥ 0531-88826739

ANBF: HEHCKHEAKRE
KA BNENRHE

PR R W MiREHE
ANGE%: KiEME EEEH HRBKK
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7. I

ASCREARIZ FARFTRR B VFRT, FF R AR B 7R, BRBAAR IR 5 B e 07 A AR AR B AT
BRAE LT il IRV BH B 26 ORI 2R A S I ST A, A FIASRIAETHE et JFH, A mR A dh 18
AN P ANEAE AT s B 7R O FE AR, A4S 7 i B S8 PTG F L, &S PR BOGHE TR ML, RRB L e R0
WP BV RBGGE I AR R A2 F] W] RERE I 0T 7 i FA% B ™ R A B T, AN S5 AT 3l R

8. ¥

B (] A EES

2017-11-13 v1.0.1 157

2017-11-17 V1.0.2 A TR H R )
2018-07-06 V1.0.3 Hhn log Thig, 583 vpn LfiE
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