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1. Device data read and write interface

1.1. Data reading

Platform issued

{
"msgld": "202201241610366046",

"sn": "12345678901234567895",

"method": "device.state.get",

"bizContent": ["DI1","DO1","AIl1","location","IMEI","ICCID","FW","CSQ"]
}

Device response

"msgld": " 202201241610366046 " ,
"sn":"12345678901234567895",

"method":"device.state.get.resp",

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 1



EBYTE

Chengdu Ebyte Electronic Technology Co., Ltd. Ebyte Cloud Device Communication Protocol

"respCode":0,

"respContent": {
"IMEI":"869516059823851",
"ICCID":"898602B6102080010532",
"CSQ":0,
"FW":"9024-0-11"}

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 2
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1.2. Active data reporting

"msgld": " 202202111411244031 ",
"sn":"12345678901234567895",
"method":"device.state.autoUp",

" bizContent ": {"" CSQ ":23}

¥
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1.3. Data delivery

{
"msgld": " 202201241610366046 ",

"sn": " 2022022300200010c039 ",
"method": "device.state.set",
"bizContent": {"DO1":1,"DO2": 0, "uart 0 ": " 303132 " }
}

Device response

"msgld": " 202201241610366046 ",
"sn":"12345678901234567895",

"method":"device.state.set.resp",

"respCode":0
Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 4
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}
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1.4. Registration package submission

The device will send

"msgld": " 202202111349484414 ",

"sn":"12345678901234567895",

"method":"device.report.register”,

"bizContent": {"data":"Regist","ICCID":"898602B6102080010532","IMEI":"869516059823851","CSQ":19}
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1.5. Heartbeat packet reporting

The device sends periodically, and the sending time will be reset if there is an uplink message on the link

"msgld": " 202202111351484414 ",
"sn":"12345678901234567895",

"method":"device.report.keepAlive",
"bizContent": {"data":"KeepAlive","ICCID":"898602B6102080010532","IMEI":"869516059823851","CSQ":19}
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2. Device parameter read and write interface

2.1. UART parameter settings

When the device is online or its parameters are changed, this interface is used to send data to the platform . The platform also uses this interface

to set the device serial port parameters.

"msgld": "202201241610366046",

"sn": "12345678901234567895",

"method": "device.config.uart.set",

"bizContent": [{"index": 0,"baud": 115200,"parity": "NONE","stop": 1,"dataBits": 8}]

The device answers :

"msgld": " 202201241610366046 " ,
"sn":"12345678901234567895",

"method":"device.config.uart.set.resp",

"respCode":0

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 8
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2.2. UART parameter acquisition

Platform sends:

"msgld": "202201241610366046",
"sn": "12345678901234567895",
"method": "device.config.uart.g et "
"bizContent": {

"index" : 1

The device responds and returns the parameters of all serial ports. The message is as follows:

"msgld":202201241610366046,

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.




EBYTE

Chengdu Ebyte Electronic Technology Co., Ltd.

Ebyte Cloud Device Communication Protocol

"sn":"12345678901234567895",
"method":"device.config.uart.get.resp",

"respCode":0,

"respContent":
{"index":0,"baud":115200,"parity":"NONE","stop":1,"dataBits":8},
{"index":1,"baud":9600,"parity":"NONE","stop":1,"dataBits":8}

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.3. SOCKET parameter configuration

When the device is online or its parameters are changed, it uses the interface to send messages to the platform . The platform also uses this

interface to configure device parameters. The message is as follows:
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"msgld": "' 202201241610366046 " ,
"sn": "12345678901234567895",
"method": "device.config.socket.set",
" bizContent ": {

"index": 0,

"enable": 1,

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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"protocol": "TCP",
"desAddr": "112.54.89.224",
"desPort": 8756,
"dataReportMode": 2,
"keepAlive": {
"period": 120,
"data": "KeepAlive",
"dataMode": {"data": 1,"ICCID": 1,"IMEI": 1,"CSQ": 1,"FW": 0}

}s
"regiest": {
"enable": 0,
"data": "Regist",
"dataMode": {"data": 1,"ICCID": 1,"IMEI": 1,"CSQ": 1,"FW": 0
b
¥
b
¥
Device Answer

"msgld": " 202201241610366046 " ,
"sn":"12345678901234567895",

"method":"device.config.uart.set.resp”,

"respCode":0

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.4. SOCKET parameter query

Platform sends:

{
"msgld": "' 202201241610366046 " ,
"sn": "12345678901234567895",
"method": "device.config.socket.get",
"bizContent": {"index": 0}

}

The device answers:

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 14
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"msgld": "' 202201241610366046 " ,
"sn": "12345678901234567895",
"method": "device.config.socket.get.resp",
"respCode": 0,
"respContent": {
"index": 0,
"enable": 1,
"protocol": "TCP",
"desAddr": "112.54.89.224",
"desPort": 8756,
"dataReportMode": 2,
"keepAlive": {
"period": 120,
"data": "KeepAlive",
"dataMode": {"data": 1,"ICCID": 1,"IMEI": 1,"CSQ": 1,"FW": 0}
}s
"regiest": {
"enable": 0,
"data": "Regist",
"dataMode": {"data": 1,"ICCID": 1,"IMEI": 1,"CSQ": 1,"FW": 0

}

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.5. Edge computing parameter acquisition

Platform sends:

{
"msgld": " 202201241610366046 ",
"sn": "2022022300200010c039",
"method": "device.config.emc.get",
"bizContent": ["datal"]

}

The device answers:

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.

17



<

=

Chengdu Ebyte Electronic Technology Co., Ltd.

Ebyte Cloud Device Communication Protocol

{
"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config. emc .get.resp",
"respCode": 0,
"respContent": {
¥

}

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.6. Edge computing parameter settings

Platform sends:
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{
"msgld": "202201241610366046" ,

"sn":"2022022300200010c039",

"method":"device.config.emc.set",

"bizContent": {
"emd":0,
"table":[

{
"name":"data0",
"address":1,
"reghead":0,
"regaddr":2,
"datatype":0,
"repmode":2,
"period":0,
"range":0,
"point":0,

"readtype":0,

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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"mathup":"O",

"mathdown":"0"

}
]
}
}

Device response:

{
"msgld": "202201241610366046",
"sn": "12345678901234567895",
"method": "device.config. emc .set.resp",
"respCode": 0

}

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.7. Linkage parameter settings

Platform sends:

"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config.correlate.set",
"bizContent": [{
"index": 0,
"enable": 0,
"source": {
"sn": "12345678901234567895",
"type": 0,
"ioNum": 0,

"condition": 0,

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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"max": 0,
"min": 0

}

"action": {
"type": 0,
"ioNum": 0,

"method": 0

1]

}

The device answers :

"msgld":"202201241610366046",
"sn":"12345678901234567895",
"method":"device.config.correlate.set.resp",
"errCode": 0

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.8. Linkage parameter acquisition

Platform sends:

"msgld": "202201241610366046" ,
"sn": "12345678901234567895",

"method": " device.config.correlate.get "

}

The device answers:

"msgld": "202201241610366046" ,

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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"sn": "12345678901234567895",
"method": "device.config.correlate.set",
"bizContent™: [{
"index": 0,
"enable": 0,
"source": {
"sn": "12345678901234567895",
"type": 1,
"ioNum": 0,
"condition": 1,
"max": 0,
"min": 0
}s
"action": {
"type": 0,
"ioNum": 1,

"method": 1

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.9. Cloud networking parameter settings

Platform sends:

{

"msgld": "202201241610366046" ,

"sn": "12345678901234567895",

"method": "device.config.m2m.set",

"bizContent": [{"index": 0,"enable": 0,"sn": "","PWD": ""}]
¥

Note: There can be one or more channel fields.

The device answers :

{
"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config.m2m.set.resp",
"respCode": 0

}

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 26
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2.10. Obtaining cloud networking parameters

Platform sends:

{
"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": " device.config.m2m. g et "
}

The device answers:

{
"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config.m2m.get.resp",
"respCode": 0,
"respContent": [{
"index": 0,
"enable": 0,
"sn": ",
"PWD": ""
i1
¥
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2.11. Python Script Settings

Platform sends:

"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config.python.set",
" bizContent ": {

"enable": 0,

"pyData": n

}

The device answers :

{
"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config.python.set.resp",
"respCode": 0

}

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 28
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2.12. Python script to obtain

Platform sends:

{
"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": " device.config. python . g et "
¥

The device answers:

"msgld": "202201241610366046" ,
"sn": "12345678901234567895",

"method": "device.config.python.get.resp",
"respCode": 0,
"respContent": {

"enable": 0,

"pyData": nn

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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2.13. 10O parameter settings

Platform Send

"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config.io.set " ,
"bizContent": [

{

"name": "DO1",

"repmode": 2,

"period": 1,

"range": 0,

"point": 3,

"readtype": 1,

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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"mathup": "sadf",
"mathdown": "4asdf56"

— e e

Device response

"msgld": "202201241610366046" ,
"sn":"12345678901234567895",
"method":"device.config.io.set.resp " ,

"respCode":0

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 31
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2.14. 10 parameter acquisition

"msgld": "202201241610366046" ,

"sn": "12345678901234567895",

"method": " device.config.io. get",
"bizContent ": ["DO1","DI1","AIl"]
}

Device response

{

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd.
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"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": "device.config.io.get.resp ",
"respCode": 0,
"respContent": [
{"index": 0," repmode ": 0," period ": 1 0 ," range ": 10.5 ," point ": 5 ," readtype ": 1 ," mathup ": *100 ," mathdown ": /
100 },
{"index": 1," repmode ": 0," period ": 20 ," range ": 32 ," point ": 1," readtype ": 1 ," mathup ": e

mathdown ": "" }

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 33
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2.15. Serial port split settings

(Only supported by E870-G1)

{

"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": " device.config.shunt.set " ,
" bizContent ": {
"enable":1,

"src":0

}

Device response

"msgld": "' 202201241610366046 " ,
"sn":"12345678901234567895",
"method":" device.config.shunt.set.resp " ,

"respCode":0

-
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2.16. Serial port diversion acquisition

(Only supported by E870-G1)

{
"msgld": "202201241610366046" ,
"sn": "12345678901234567895",
"method": " device.config.shunt.get "
}

Device response

"msgld": "202201241610366046" ,
"sn":"12345678901234567895",
"method":" device.config.shunt.get resp",
"respCode":0,
"respContent": {

"enable": 1,

"src": 0

!
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3. Device management interface

3.1. System Restart

Platform sends:

{
"msgld":873916323,

"sn":"shjEzOBYfayWgfflfGVG",

"method":" device.command.reboot ",

3.2. Factory Reset

Platform sends:

{
"msgld":873916323,

"sn":"shjEzOB9fayWgff1fGVG",

"method":" device.command.restore "

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 36
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3.3. Equipment Upgrade

Platform sends:

{
"msgld":873916323,

"sn":"shjEzOB9fayWefflfGVG",
"method":" device.command.update "
"bizContent":

{
"url":"http://www.baidu.com/file/1.bin"

Copyright © 20122024 , Chengdu Ebyte Electronic Technology Co., Ltd. 37
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4. Platform parameter interface (for internal use)

4.1. Get platform parameters

After the device is turned on, it requests the connection parameters of the management platform from the web server through the HTTP protocol

post method.

(http://cloud.ebyte.com/device/connect) The request message is as follows:

"msgld": 20211227130215123456,
"sn": "shjEz9B9fayWgff1{GVG",
"method": "device.connect",
"bizContent": {

"ver": "1.0",

"mode ": 0

}

The web server response message is as follows:

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 38
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"msgld":20211227130215123456,
"sn":"shjEzOB9fayWgffl1f{GVG",

"method":"device.connect.resp”,

"respCode":0,

"respContent":

{
"type":1,
"host":"https://www.baidu.com",
"port":1833,
"user":"fdsafdsafdsa",
"password":"fdsafdsafdsa",
"clientld":1234,
"sub":"subPlatform",
"pub":"pubPlatform",
"edgesign":"XXXXXXXXXXXXXXX",

"edgetotal":20

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 39
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4.2. Get edge configuration

The device obtains the connection parameters of the management platform. If the edge computing verification code sent is inconsistent with the
verification code stored locally, the device requests the web server to update the edge configuration parameters

(http://cloud.ebyte.com/device/edgeconfig) through the HTTP protocol post method. The request message is as follows:

"msgld": 20211227130215123456,
"sn": "shjEz9B9fayWgff1{GVG",
"method": "device.edgeconfig",
"bizContent": {

"page": 2,

" pagesize ": 10

}

The web server response message is as follows:
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"msgld":20211227130215123456,
"sn":"shjEz9B9fayWgff1 f{GVG",
"method":"device.connect.resp”,
"respCode":0,
" respContent ": {
" edgetotal ":0,
" page ":0,
" pagesize ":0,
"edgesign":"XXXXXXXXXXXXXXX",
"table":[
{
"name":"data0",
"address":1,
"reghead":0,
"regaddr":2,
"datatype":0,
"repmode":2,
"period":0,
"range":0,
"point":0,
"readtype":0,
"mathup":"0",
"mathdown":"0"
P
{
"name":"data 1",
"address":1,
"reghead":0,
"regaddr":2,
"datatype": 21,
"repmode":2,
"period":0,
"range":0,
"point":0,
"readtype":0,
"mathup":"0",

"mathdown":"0"
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5. Error Code

Copyright © 2012-2024 , Chengdu Ebyte Electronic Technology Co., Ltd. 43



()
EBYTE

Chengdu Ebyte Electronic Technology Co., Ltd.

Ebyte Cloud Device Communication Protocol

6. Edge acquisition data point parameter verification rules

6.1 Register, read and write mode data type verification table

1. The following parameter register types are main parameters. For example, if it is discrete input or input, it will report an

error if it is set to write-only or read-write. Other types of registers will be set according to the set value.

2. Coil and discrete input can only be bit ( 0 ), holding register supports 1-8 , otherwise an error will be reported

Read and write modes include 0- read only 1- read and write 2- write only

Data types include

Register type Coil Discrete Holding Registers | Input Register
(reghead ) input
Read and write mode all Read-only all Read-only
( readtype )
Data type ( datatype ) Bit (0) Bit (0) 1-8 1-8
0 means 1 bit 1 means 16 bits signed
2 means 16 -bit unsigned 3 means 32 -bit signed ABCD
4 means 32 -bit signed CDAB 5 means 32 -bit unsigned ABCD
6 represents 32 -bit unsigned CDAB 7 represents 32 -bit floating point ABCD
8 means 32 -bit floating point
6.2 Reporting Mode Period value, range value calibration table
Reporting mode Cycle + Change cycle change Not reporting
( repmode )
period >(0,<=65535 >(0,<=6553 | Any positive integer Any positive
5 value integer value
range >(),<= maximum Any value >0 ,<= maximum Any positive
floating point value floating point value value

Any value means no verification, the parameter is passed directly, otherwise the parameter can be passed only within the

description range, and an error is reported if it exceeds the range

6.3 About polling queue:

When the data point read-write attribute contains the read attribute, the current data point participates in the polling

When the data point reporting mode is periodic, change, or periodic + change, the data point participates in polling

6.4 Other calibration parameters

point Integer Decimal places (0 - 5)
) Operation formula uplink ( +=*/ operation) ( range 32
mathup String . .
bytes 5- level sequential operation )
) Operation formula downlink ( +=*/ operation) ( range
mathdown String
32 bytes 5- level sequential operation )

6.5 Interface type verification ( supported by E870-G1 )

Polling interface type (if')

1 (Network)

0 (serial port)

(ifpara)

Polling interface parameters

Serial port number (integer

type) is based on the actual serial

port number

Place network parameters

(string)

IP : PORT
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7. Revison History

Version | Modified by Modifications Modified Date

1.00 Gou Zhonggqin | Initial release 2022.2.24

1.01 Fan Yong 1. Modify the modbus to json protocol part to edge computing | 2022.4.8
2. Unify the 10 parameter configuration interface

1.02 Li Yiheng Add field necessity description

1.03 Ye Shuai Corrected domain name and POST field printing errors

1.04 Ye Shuai Corrected the problem that the slave address does not support | 2022.9.8
0, improved the parameter description and effective conditions

1.05 Ye Shuai Corrected msgid to integer type, corrected serial port | 2022.9.16
configuration interface serial number 0-1 to 12

1.06 Ye Shuai Modify the socket parameters subEn and pubEn to subSw and | 2022.9.19
pubSw, and change them to integer type

1.07 Li Yiheng Unify msgid description into string, add data point parameter | 2022.09.19
verification rules in Chapter 6

1.08 Ye Shuai Uart get interface adds index parameter 2022.11.13

1.09 Ye Shuai Add offline cache switch to socket settings 2023.1.5

1.10 Ye Shuai Add serial port shunt interface 2023.1.29

1.11 Ye Shuai Add LOC and RTC fields to the socket registration packet | 2023.2.10

heartbeat packet, and correct the socket registration packet
heartbeat FW field to be shaped

Contact Ebyte

Technical support: support@fr-ebyte.com

Documents and RF Setting download link: www.fr-ebyte.com

Thank you for using Ebyte products! Please contact us with any questions or suggestions: info@fr-ebyte.com
Address: B2 Mould Industrial Park, 199# Xiqu Ave, High tech Zone, Chengdu, Sichuan,

((.)) ®
EB(i\.('i'E Chengdu Ebyte Electronic Technology Co.,Ltd.
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