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1. 3%7F iSurpass FFHUIRS

iSurpass FF ARSI & BE 1 HIBIBR S H 25 A5 2 5 RS http/websokeet 1
W. json FIEIET, F

1.1. iSurpass FAR S E AL

E3IFESEK

% 3 77 App

http/websocket
]

3 AMEARLS App REZGSEEM.

iSurpass

ZES

iSurpass
z-wave [ 5!

MQTT

deviceid: devl

nodeid: 2

iSurpass
NB-loT |74}

iSurpass
z-wave B &

deviceid: dev2

iSurpass
wifi [T

deviceid: dev3

nodeid: 3

1) iSurpass FFAAR S XI5 3 73 R Ge/App N AR http/websocket 3 O - http
O AXZEWE 3 ARS/App IZFETE K, websocket i FIiZ 23w M
FEEHN/REHARIN&MER IR FIRTS X E Y report 4558 3 TR S

/App;

2) iSurpass FFARSE 5 iSurpass M 3/1% &z [8)% F MQTT &M,

3) iSurpass M3k (2li&E# iSurpass RS AY NB-loT Z8E18 . wifi [751)
FEEBLE iSurpass FFARSS A AR S5 R3 Hbdll;

4) iSurpass ARSI £AERE, o ZARS=RERE.

1.2. iSurpass FBRFSHZ5E

iSurpass FF AR 55 B9 % 25 €3 ] 121
+ for Windows: 32bit or 64bit
+ for Linux: 32bit or 64bit

+ for MEJR

REE 3 MLEMEM, BIATRA!




2. HTTP EEifRE

2.1. AIE

X H IWT AL, see:
https://baijiahao.baidu.com/s?id=1608021814182894637

https:.//jwt.io/

2.1.1. JWT Token EX

B JWT header

{
"alg": "HS256",
"typ": "IJWT"
}
B JWT payload
{
"appkey": "<AppKey>", #5653 J7 A 1) AppKey

"timestamp": "<TimeStamp>"  #4§{ i 8]k

}
B JWT signature

HMACSHA256 (base64UrlEncode(header) + """ + base64UrlEncode(payload), <AppSecret>)
# AppSecret 1% 3 75N FAIE4A
B JWT token

base64UrlEncode(header)+""+base64UrlEncode(payload)+"."+signature

i

JWT header:

{"alg":"HS256","typ":"JIWT"}

JWT payload:

{"appkey":"iSurpassApp","timestamp":"1234567890"}

AppSecret:

iSurpass2018

JWT token:
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0


https://baijiahao.baidu.com/s?id=1608021814182894637
https://jwt.io/

2.1.2. JWT token 7T

Frf HTTP &5k Header %5 Authorization =E%, {&4:
Bearer <JWT token>

2.2. W%

url: http(s):.//<ip>:<port>/gateway
encoding: UTF-8
«FFRINE T DU http, &£ IMREIEA https

22.1. FRHRIEEIIR

J7 7% post

S S .
15 5K K (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < A R 73 .
BEKRBE
{

"method": "thing.service.GetNodelList",
"deviceid": "<deviceid>" //M & & ID

}
[]['u] E\Z gg%(Content-Type: application/json).
{

“resultcode”: 1, //1-F%3, 3 1-5k0K
“errorinfo": ", /EERER
"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1HK)
"data": {
"Nodelist": [
{
"NodelD": <nodeid>, /75 = id
"NodeType": "<devicetype>", /7 IR B, 40 lock

"ProtocolType™: "<protocoltype>",  //HMNZEE, 0 lock. nblock. wifilock
"DeviceModel": "<DeviceModel>"  //&&[ BES D

}
}
[E]
1) ZEOEATMK(Zz-wave Rk, TCP M%), AEATE—IZHWIF i, NB 8. BEFH{. 154
K& NBHRE. NBKERS)

[7=f51]



curl -X POST \

http(s)://112.74.20.113:8888/gateway \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d
"method": "thing.service.GetNodelList",
"deviceid": "iSurpass2018100000"

y
/NREIZER:
{
"data": {
"NodelList": [
{
"NodelD": 2,
"NodeType": "lock",
"ProtocolType": "lock”
2
{
"NodelD": 3,
"NodeType": "lock",
"ProtocolType": "lock"
2
{
"NodelD": 21,
"NodeType": "switch",
"ProtocolType": "switch"
2
{
"NodelD": 22,
"NodeType": "switch",
"ProtocolType": "switch”
}
]
b
"resultcode™: 1
}

22.2. FBUEBHRIKFIIR

J37%: post

\_35-_ > N .

18 3K Kk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

HRBE

{

"method": "thing.service.GetLogicNodelist",
"deviceid": "<deviceid>" //MFERE ID

}
l][llﬂ}i\zg:g%(Content—Type: application/json).

{
“resultcode”: 1, //1-p53h, 3E 1-kK



"errorinfo™: ", //EIRER

"errorinfo_cn": ", [/ R4k $EIR 15 B (Accept - Language 1H3%)
"data": {
"LogicNodelist": [
{
"LogicNodelD": "<logicnodeid>", /BT S id

"LogicNodeType": "<devicetype>", /BB HiREHEE, 0 lock

"ProtocolType": "<protocoltype>"  //tMY R, 40: lock. nblock. wifilock

}
}
[E]
1) ZEOEAFME(z-wave B3, TCP M%), FEHTFE—IEZWIFI B
XERE. NBEHEK. NBKERE)

[~ 1]

curl -X POST\
http(s)://112.74.20.113:8888/gateway \
-H 'Content-Type: application/json' \
-H 'Authorization:Bearer

. NB 8. I55F

R NE 13"

eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf

Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d
"method": "thing.service.GetLogicNodelist",
"deviceid": "iSurpass2018100000"
y
/NREIER:
{
"resultcode™: 1,
"data": {
"LogicNodelList": [
{
“LogicNodelD": "iRemote7005000000020-4-0-",
"LogicNodeType": "lock",
"ProtocolType": "lock"
b
{
“LogicNodelD": "iRemote7005000000020-22-0-",
"LogicNodeType": "switch",
"ProtocolType": "switch"
b
{
"LogicNodelD": "iRemote7005000000020-21-1-",
"LogicNodeType": "switch",
"ProtocolType": "switch"
2
{
"LogicNodelD": "iRemote7005000000020-21-2-",
"LogicNodeType": "switch",
"ProtocolType": "switch"
}
]
}



2.2.3. (z-wave M X/TiREM ) MBRIET =

U] e REN TMBRMNX EMET R ANENREEKNEEN), MEREEDTRNTR
IS 185K M KR i N/AR BRI MBR 1R 2 RS

Jiik: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSEC
{
"method": "thing.service.RemoveDeadNode",
"deviceid": "<deviceid>", //M%1EE ID
"params": {
"NodelD": <NodelD> /I = 1D
}
}
ﬂﬂ&éﬁ%(Content-Type: application/json).
{
“resultcode”: 1, //1-MBRALDN, 9- 1% B AR EILRE 10- Bk KK
"errorinfo": ", /EERER
“errorinfo_cn": " /1A K IR (5 B (Accept-Language 1)
}
(%]

1) ZEOMERTF z-wave WM&, TTIERM%E

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/gateway \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-d

"method": "thing.service.RemoveDeadNode",
"deviceid": "iSurpass2018100000",
"params™: {
"NodelD": 4
}
¥
/REER:

"resultcode": 1


file:///C:/Users/apollo/Desktop/经纬纵横智能门锁开放服务接口.docx%23_请求网关设备进入/退出添加&删除设备状态

2.2.4. FFEHENEZERS

J7%: post

i%*;’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

TBERSEC

{
"method": "thing.service.GetConnectionStatus”,
"deviceid": "<deviceid>", /I & 1D
"params”: {

"ForceRefresh™ <true/false> //false(ff4): EIIRELERE, true: 1hEEE&BIFEFEIRE
}

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-FIh 3 1-K0K
"errorinfo": ", /EEIRER
"errorinfo_cn™ ", /&KL RS B (Accept-Language 1H%)
"data": {
"Online": <true/false>, /IBRHUIRTS: true-FEZk false- B4
"LastestDateTime": "<yyyy-mm-dd HH:MM:SS>", /B ¥iA7s B EART |a)
"Lastest_ts": <timestamp>, /TEHURES Unix BB B (ZFD)
"IP"<ip>T, /1B BER IP
"Network": "<network type>", /IR LAN. WIFI, 2G
"Version": "<software version>", /15 & BV RR AR S
"SSID": "<wifi ssid>", //WIFI SSID
"WIFLLIP": "<wifi ip>", //WIFI IP
"WIFI_MAC": "<wifi mac>", //WIFI MAC
"RSSI": <value> /Iwifi SN ESREE
}
}
[E]

1) ZEOPGERT z-wave M %

[~ %]
curl -X POST\

http(s)://112.74.20.113:8888/gateway \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-d{

"method": "thing.service.GetConnectionStatus”,
"deviceid": "iIRemote7005000000020"
¥
//IREIER:
{
"resultcode": 1,
"data": {
"IP":"119.123.42.149",
"LastestDateTime": "2019-07-09 11:13:57",



"Lastest_ts": 1562642037,
"Network": "WIFI",

"Online": true,

"RSSI": 98,

"SSID": "Tplink_Office_2.4G",
"Version": "v1.0.20",
"WIFI_IP": "192.168.5.6",
"WIFI_MAC": "FOFE6B50B7E3"

2.2.5. IKE WIFI BN x5S EE

J37%: post

S S .
15 5K K (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < > 73 .
BERBE
{

"method": "thing.service.GetRSSI",
"deviceid": "<deviceid>" //M%i&E 1D

}
I 57 25 BR (Content-Type: application/json):
{

"resultcode™: 1, //1-p%3h 3 1-5k0K

"errorinfo": ", /EERER
"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1HK)

"deviceid": "<deviceid>",
"report”: "thing.event.property.post”,
"type": "notification”,
"params": {
"property": "RSSI",
"value"™: <value>  //{ESIBEE

}
[E
1) ZEOGERT z-wave M %

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/gateway \

-H 'Accept: #/*"\

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-d{

"method": "thing.service.GetRSSI",
"deviceid": "iSurpass2019100002"
}

/73R [B1 4%

{
"RawData™: "64070005006D000121",



"deviceid": "iSurpass2019100002",
"params”: {

"property": "RSSI",

"value": 80

}

report": "thing.event.property.post”,
"resultcode™: 1,
"type": "notification”

2.2.6. MRRLIES

Jik post

'I,%?ké’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.RemoveAsyncRequest”,
"deviceid": "<deviceid>", //MFKIEE 1D
"params": {
"Receipt": "<receipt>" /1R EARER id
}
}
ﬂ[ﬂggg%(Content-Type: application/json).
{
“resultcode”: 1, //1- Bk AL Th
“errorinfo"; ", /EERER
"errorinfo_cn"; " /1R M4k $5IR{Z B (Accept-Language 1B)
}
[~ ]
curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzZXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.RemoveAsyncRequest”,
"deviceid": "iSurpass2019100041",
"params": {
"Receipt™: "lock-1560226438542"
}
¥
/REER:

"resultcode": 1

[E]
1) ZEOFFREBIEETRASIPEER, RIFEHE NB-loT FHWHE R EETARIRRZSHERIZED



2) ZEOEAXFHRA-—MRENFREFER, B—RENFIMERFSIERBATERR 1 HMUL;

2.2.7. (FTEMX)ARNTEISE

Jiik: post

i%*;’;(header) :
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERBEC
{
"method": "thing.service.AddNaturalDevice",
"deviceid": "<deviceid>", //M K15 % ID
"params": {
"DeviceCode": "<code>", /I TTRRERFERD, hex &
"DeviceKeyCount": <keycount> TR EER LA E
}
}
Dﬂ&zg%(Content-Type: application/json);
{
“resultcode”: 1, /11-MBR A TH
"errorinfo": ", /EER1ER
“errorinfo_cn": ™" /1R $E1R 15 B (Accept-Language H%)
}
623

1) ZEAXERTITRMX

2.2.8. HfTiE=

JFii%: post

'I,%;ké’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BEKRBE
{
"method": "thing.service.RunScene",
"deviceid": "<deviceid>", //MFERE ID
"params": {
"ScenelD": <scene id> /&R id
}
}
ﬂrﬂ&gg%(Content-Type: application/json):
{
“resultcode™ 1, //1- ﬂﬁJl?%ﬁszj]
"errorinfo”™; ™" //BIRER
“errorinfo_cn™: ™" 1/ R H L EE1R 15 B (Accept-Language H3%)



[>E])
1) ZEAUERT z-wave M x

[~ 5]
curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache'\

-d

"method": "thing.service.RunScene",
"deviceid": "iRemote7005000000020",
"params": {
"ScenelD": 1
}
¥
/7R [B1%E

"resultcode": 1

2.29. ClEE=

Jik post

= S LU .
185K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < h3 N 74 .
BRI
{

"method": "thing.service.NewScene",
"deviceid": "<deviceid>", //M3*i&%& ID

"params": {
"SceneName":"<scene name>", /IEERFR
"CmadList"; [ /MERIELFIREE 20 %)
{
"LogicNodeType": "<logicnode type>", //BERIR KR
"Cmd": <json>, /IHITIES
"Delay": <seconds> /IBATRS E(FD)

1
"Trigger™: { //EERREIRE, TEI

"logicnodeid": "<logicnodeid>", /EBETH A ID
"report”: "<report>", //Z4% Report Name
"params"; {"<key>": <val>} /IEHSRE
}
}
}
l][llﬂ}i\zg:nt%(Content—Type: application/json).
{
“resultcode”: 1, //1- R B% Th

“errorinfo"; ", /IERER



"errorinfo_cn™: ", //Z"H{LHHR(S B (Accept-Language 1)
"params": {
"ScenelD": <sceneid> /&5 1D
}
}
623
1) ZEOMEAT z-wave Mk

[~ 1]
curl -X GET \

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOilJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.NewScene",
"deviceid": "iIRemote7005000000020",

"params": {
"CmdlList™: [
{
"LogicNodeType": "switch",
"Cmd": {
"method": "thing.service.Turnon",
"logicnodeid": "iRemote7005000000020-18-1-"
2
"Delay": 0
b
{
"LogicNodeType": "switch",
"Cmd": {
"method": "thing.service.Turnon",
"logicnodeid": "iRemote7005000000020-18-2-"
b
"Delay™: 0
}
]
}
¥
/REIZER:
“"resultcode™: 1,
"params": {
"ScenelD": 1
}
}

2.2.10. MipsIER

JFi7%. post

\E > \\ .
17K Sk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>



BRSE

{
"method": "thing.service.DeleteScene",
"deviceid": "<deviceid>", //MXIRE D
"params": {
"ScenelD": <scene id> /&S id
}

}
l]rﬂ] E\Z gg%(Content-Type: application/json).

{
“resultcode”: 1, //1- Bk L Th
"errorinfo": ", /IEERER
“errorinfo_cn": ™" /1R 4L $8IR{E B (Accept-Language 1B)
}
623

1) ZEOPGERT z-wave M %

[~ ]
curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H ‘cache-control: no-cache' \

-d

"method": "thing.service.DeleteScene",
"deviceid": "iSurpass2019100041",

"params": {
"ScenelD": 1
}
¥
/REIER:
"resultcode": 1
}

2.2.11. FRiE=

Jik: post

S S .
18 *Jq(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\E < S Az .
BERSE
{
"method": "thing.service.ClearScene”,
"deviceid": "<deviceid>" /I E ID
}
l][llﬂ}i\zg:nt%(Content—Type: application/json).
{
“resultcode”: 1, //1- Bk R Th

“errorinfo": ", //BIRER



“errorinfo_cn”: " /1R 4L $8IR1E B (Accept-Language 1B5%)
}
623
1) ZEOMNEAT z-wave W%

[~ ]
curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.ClearScene”,
"deviceid": "iSurpass2019100041",
"params": {
"ScenelD": 1
}
¥
/1R Bl

"resultcode": 1

2.2.12. Hi=E=

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.PauseScene",
"deviceid": "<deviceid>", /M7 E 1D
"params™: {
"ScenelD": <scene id> /& id
}
}
Drﬂ&zg%(Content-Type: application/json).
{
“resultcode™ 1, //1- AR B Th
“errorinfo™: ", /IBIRER
“errorinfo_cn”: ™" /1R 4L $8IR 15 B (Accept-Language 1B%)
}
623

1) ZEAUERT z-wave M%<

[~ 5]

curl -X GET\
http(s)://112.74.20.113:8888/gateway \
-H 'Authorization: Bearer



eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \
-H 'cache-control: no-cache'\
-d
"method": "thing.service.PauseScene",
"deviceid": "iSurpass2019100041",
"params": {
"ScenelD": 1
}
¥
/IRBIZER

"resultcode": 1

2.2.13. hEE=

Jk. post

'I,% *y;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.RestoreScene",
"deviceid": "<deviceid>", //M K& 1D
"params": {
"ScenelD": <scene id> /&R id
}
}
Uﬂ&gg%(Content-Type: application/json).
{
“resultcode”: 1, //1- Bk Th
"errorinfo": ", /EERER
"errorinfo_cn"; " /1R M4k $5IR{E B (Accept-Language 1)
}
[*

1) ZEOPGERT z-wave M %

[~ ]
curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.RestoreScene”,
"deviceid": "iSurpass2019100041",
"params": {

"ScenelD": 1



/AR EER:
{

"resultcode": 1

}

2.2.14. FKEBERIIFR

Fi%. post

A= S D .
183K K (headen):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>
BHRSE
{
"method": "thing.service.GetScenelList",
"deviceid": "<deviceid>" //MFEIEE ID
}
ﬂﬂ&éﬁ%(Content-Type: application/json).
{
“resultcode": 1,
"data": {
"ScenelDList":[
{

"ScenelD": <scene id>

5

]
}
[E]
1) ZEOMERTF z-wave M%

[~ 5]
curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.GetScenelist",

"deviceid": "iIRemote2005000014219"
¥
/1R EI%E

"data": {
"ScenelDList": [
{
"ScenelD": 8
2
{
"ScenelD": 9

}



}

resultcode™: 1

2.2.15. 3kBUER

Jiik: post
i%*;’;(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.GetScene",
"deviceid": "<deviceid>", //MFEEE D
"params"”: {
"ScenelD": <scene id> //MERd

}

}
l]['ﬂ] & é%%(Content-Type: application/json):
{

"resultcode™: 1,
“report": "thing.event.GetScene.post”,
"deviceid":"<deviceid>",

"params”{
"SceneName":"<scene name>", //TE=BIR
"Cmdlist™[
{

"LogicNodeType": "<LogicNodeType>",
"Cmd": <json>
"Delay": <delay time> //BAfi: F

}

1

“Trigger”: { /EEM AR, ST
"logicnodeid": "<logicnodeid>", /EBET S D
"report”: "<report>", //ZE15 Report Name
"params": {"<key>": <val>} //EHSEE

b

"Status':"<active/pause>", /ITERIRTS: active-IEEIRZS pause-FEIRTS

}
=3

1) ZEAUERT z-wave M%<

[~ 5]
curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-dq

"method": "thing.service.GetScene",

"deviceid": "iRemote7005000000020",



"params": {

"ScenelD": 3
}
¥
/REIER:
"deviceid": "iRemote7005000000020",
"params"; {
"CmdList™: [
{
"Cmd": {
"logicnodeid": "iRemote7005000000020-19-1-",
"method": "thing.service. Turnoff"
2
"Delay": 0,
"LogicNodeType": "switch"
b
{
"Cmd": {
“logicnodeid": "iRemote7005000000020-19-2-",
"method": "thing.service.Turnoff"
b
"Delay": 0,
"LogicNodeType": "switch"
}
1
"SceneName": "H1 3"
2
“report": "thing.service.GetScene",
“resultcode™: 1
}

2.2.16. FEBRHRLIEFK

J73%: post

S S .
183K K (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\E < S R 73 .
BEKRBEC
{
"method": "thing.service.ClearAsyncRequest”,
"deviceid": "<deviceid>" /MK 1D
}
Drﬂ&zg%(Content-Type: application/json).
{
“resultcode™ 1, //1- AR B% Th
"errorinfo™: ", //BIRER
"errorinfo_cn": " /1R Hb 4L SR (S B (Accept-Language %)
}

[7=f51]



curl -X GET\

http(s)://112.74.20.113:8888/gateway \

-H 'Authorization: Bearer
eyJhbGciOiJlUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.ClearAsyncRequest”,
"deviceid": "iSurpass2019100041"

¥

/IRBIZER

"resultcode": 1

[E]
1) ZEOFFREBEETRATIPEIER, RIEFZFE NB-loT FHEIWHBE R EETARRRSHBAIZED;
2) ZEBOKERIEERESANEZAIZNAERTRNRSIER

2.2.17. (Z-wave7 M 3%)3F M DSK

J73%: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
FERBEC
{
"method": "thing.service.RegistDSK",
"deviceid": "<deviceid>", /M7 E 1D
"params": {
"DSK": "<device dsk>" //long range & &9 dsk
}
}
ﬂ[ﬂggg%(Content-Type: application/json).
{
“resultcode”: 1, //1- Bk AL Th
"errorinfo": ", /EEIRER
“errorinfo_cn": " /125 L SR (E B (Accept-Language 1H3)
}
623

1) ZEADGERT Z-wave7 W& (supportdsk B H{& 4 true)

2.2.18. (Z-wave7 M %)iE4$H DSK

Jik: post

\E > \\ .
17K Sk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>



BERSEC

{
"method": "thing.service.UnRegistDSK",
"deviceid": "<deviceid>", [/ & ID
"params”: {
"DSK": "<device dsk>" //long range & & Y dsk
}
}
Drll]}i\zgg%(Content—Type: application/json).
{
“resultcode” 1, //1- Bk L Th
“errorinfo™: ", /EERER
“errorinfo_cn": ™" /1R 4L $8IR{E B (Accept-Language 1B)
}
(%]

1) ZIEANE AT Z-wave7 M3 (supportdsk B £ 24 true)
2) ¥ DSK siIhiE, S BsMBREN AT i &

2.2.19. (Z-wave7 M3X) 3kEX RF REGION

J73%: post

S S .
1B K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\E < > Az .
BRSE
{

"method": "thing.service.GetRFRegion",
"deviceid": "<deviceid>" //MEIEE D
}
i Ry 25 R (Content-Type: application/json):

{
"resultcode™: 1, //1-A%3h 3 1-5k0K

"errorinfo": ", /EERER
"errorinfo_cn™ ™, /AL EEIRTE B (Accept-Language 1)

"deviceid": "<deviceid>",
"report”: "thing.event.property.post”,
"type": "notification”,
"params": {
"property": "RFRegion",
"value": <number>

}
}
RF REGION value:

0 EU
1US
2 ANZ
3 HK
SIL

7 RU
8 CN



9 US_LR
32]P
33 KR
[E]
1) Z$EOUGE AT Z-wave7 M 3E(_supportdsk BHE 4 true)

2.2.20. (Z-wave7 M 3x) 1% E RF REGION

Fi%. post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.SetRFRegion",
"deviceid": "<deviceid>", /I 1D
"params”: {
"RFRegion": <number>
}
}
RF REGION value:
OEU
1US
2 ANZ
3 HK
5I1L
7 RU
8 CN
9 US_LR
32]P
33 KR
ﬂ[ﬂgéﬁ%(Content—Type: application/json).
{ “resultcode”: 1, //1-MIBREX Th
"errorinfo”: ", /EBIRE R
“errorinfo_cn”: ™" /1R 4L $81R 15 B (Accept-Language 1B5%)
}
[F]

1) ZEADGERT Z-wave7 W& (supportdsk B H{E 4 true)

23. i

http(s)://<ip>:<port>/lock
encoding: UTF-8



TTRIAZE] LA http, & = IREEIWAER https

2.3.1. MERSIAF

J7i%: post

i%*%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRBEC
{
"method": "thing.service.DeleteUser",
"async": false, //false-BEHHER(FE), true-FHER
"deviceid": "<deviceid>", //MEEE ID
"nodeid": <nodeid>, /IEREPTEM KR & AT A id
"params": {
"UserType": <UserType>, //1-2H8 2-184 3-MF & 4-BiE 7- ANjg
"UserlD": <UserlD> /%A 1D
}

}
ﬂrﬂ] E\Z ég%(Content-Type: application/json).

{
"resultcode": 1, //1-FIh 3 1-5K0K
"receipt": "<receipt>", /1A ARE id
"errorinfo": ", /EER1ER
"errorinfo_cn"; " /1R M4k $5IR{Z B (Accept-Language 1B)
}
623

1) ¥ async ZHUH true B, resultcode A 1 (XFRRIRFS/IFEW TIEK. FERTRERT, BEAR
FIFKRBIRRFE R LB websocket SRIZFBIRIEER, SN FDIERNZEES
2) NB-loT 8f. WIFI ${ async SEEXIUA true, nodeid ZEEMSTA 1

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.DeleteUser",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params": {
"UserType™: 1,
"UserID": 10
}
¥
//IREIER:
{

"resultcode": 1

}



2.3.2. FHI/AEXSIAF

Jiik: post

i%*;’;(header) :
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.AddUser",
"async": false, //false-BEHHER(FE), true-FHER
"deviceid": "<deviceid>", [/ E 1D
"nodeid": <nodeid>, /IEREPTEM KR & AT A id
"params": {

"UserType": <UserType>,  //1-BB5 2-3§4 3-MF £ 4-5HME 7- AR
"UserLevel": <Userlevel>, //1-EIER 2-HZ@A/ 4-— K MG ZL(UserType #7124 1)

"UserlD": <UserlD>, //UserlD #L0:
EHERA: 1~9
THAS: 10~230
—RMIGRERD:  243~252
"UserPassword": "<UserPassword>", [/ BRL E /IS EIE R/ EERE/ AR A XK

RHEIE: MFE, 4byte EiEiR A+ ANHEH S
BUMER, Sbyte [EEkR h+ N #EH S

"FaceFileURL": "<URL path>", /I ARG BR B XA URL path
"ValidWeekDays": <SumWeekdayValue>, /BHREHEME: N5 R FEPRMEH BN

1-28K 2-E8— 4-2H” 8-2ff=

16- 24 32-28F 64- 24X
"ValidWeekTime": "<HH:MM~HH:MM>", /B3 28N IEFE, SOER 2R
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B3 EAEFF 44 B 2ART ()
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /B3RS 1F A AR 8

"Custominfo": "<HEX>" /1 EHEHR(HEX F1F &)
}
}
ﬂ[ﬂggg%(Content-Type: application/json).
{
"resultcode™: 1, //1-FK3h 0-FPBHEE 2-$iIRAAEEB LR
"receipt”: "<receipt>", /1B AR EH id
"errorinfo”: ", /RGBS
"errorinfo_cn"; " /1R M4k $5IR{E B (Accept-Language 1)
}
623

1) % async B8 true B, resultcode % 1 [NETARSBIZK T HR. FETRARY, BELF
SERTRO RGBT websocket KIZBUIRIELER, SIS 5K H1B el

2) NB-loT $i. WIFI ${ async ZE{ELIUA true, nodeid SEUENLR A 1

3) B®IX protocoltype & entranceb B9& &3 #F Custominfo: 64 4 HEX 2£F

4) XER5MR % ValidWeekTime 3235 %N 8] &

[~ 5]

curl -X POST\
http(s)://112.74.20.113:8888/lock \
-H 'Content-Type: application/json' \
-H 'Authorization:Bearer



eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf

Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \
-d

"method": "thing.service.AddUser",

"deviceid": "iSurpass2018100000",

"nodeid": 2,

"params": {
"UserType™: 1,
"UserlLevel": 2
"UserID": 10,
"UserPassword": "5678",
"ValidBeginDateTime": "2018-10-27 14:06",
"ValidEndDateTime": "2018-12-27 23:59",
"ValidWeekDays": 127,
"ValidWeekTime": "00:00~23:59"

/73R B4

"resultcode": 1

2.3.3. EXSHAFPNEBE R E

Jik post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.UpdateUserValidDateTime",
"async": false, //false-BESHER(FE), true-FHER
"deviceid": "<deviceid>", //MXEE D
"nodeid": <nodeid>, /B REME M KR & R = id
"params™: {
"UserlD": <UserlD>, /AP 1D

"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /3R FF 44 B EAR [a]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>" /1B REARY L 1E B EARTA)

}
}
l]['lﬂ}g\zg,j:[:%(Content—Type: application/json).
{
"resultcode™: 1, //1-583h 3F 1-5k1%
"receipt”: "<receipt>", //ﬁii}ﬁﬁﬁﬂ’x]@?}l id
"errorinfo™: " //BIRER
"errorinfo_cn™: " /1R Hb 4k RS B (Accept-Language %)
}
623

1) ¥ async B4 true B, resultcode A 1 {NFRRARF#FEW T 1EK . ARFBIERID,
FHIERAMRAORFF SLE websocket SRIFBIRIELE R, SRR DIEROEES

2) NB-loT $i. WIFI ${ async ZE{EXINA true, nodeid SEUENLF A 1

FR

=]
FF



[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.UpdateUserValidDateTime",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params": {
"UserID": 10,
"ValidBeginDateTime": "2018-10-27 14.06",
"ValidEndDateTime": "2018-12-27 23:59"
}
¥
/NREIER:

"resultcode": 1

2.34. EAHMAFNEIEH

J73% T post

'I% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.UpdateUserValidWeekTime",
"async": false, //false-FEHARA(ERE), true-FHER
"deviceid": "<deviceid>", //MXEE D
"nodeid”: <nodeid>, //EREPIAEER KR F LA A id
"params™: {
"UserlD": <UserlD>, /I 1D

"ValidWeekDays": <SumWeekdayValue>, /BHEERME: W5 FTTEHXMEH_FXN
1-28X 2-2H#— 4-BHi” 8-EHi=
16- 24 32-2H1F 64- 24X
"ValidWeekTime": "<HH:MM~HH:MM>" /%3 2 HAH9E Lk B {a]

}
}
N i 45 8B (Content-Type: application/json):
{
"resultcode": 1, //1-A%3h 3 1-5k0K
"receipt”: "<receipt>", /IFHIEARER id
“errorinfo™: ", /ERER
"errorinfo_cn": " /12 K E5IR 15 B (Accept-Language 1)
}
[E]

1) % async SEA true BT, resultcode A 1 (NFRTFRGSHFFW TIER. FRTEERY, BEAXR
FHIERAMRAORFF SLE websocket SRIFBIRIELE R, SRR DIERONEES




2) NB-loT ${. WIFI §f async ZE{EXIA true, nodeid SEEMTA 1

[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOillUzI1NilsInR5¢Cl61kpXVCJ9.eyJhcHBrZXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.UpdateUserValidWeekTime",
"deviceid": "iSurpass2018100000",

"nodeid": 2,

"params"{

"UserlD": 10,

"ValidWeekDays": 96,

"ValidWeekTime": "00:00~23:59"

}
¥
/IREIZER:
{
"resultcode": 1
}

2.35. FREVEBIRSHBPRTS

J73%: post

ForceRefresh
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.property.get”,
"deviceid": "<deviceid>", /M XIRE D
"nodeid”: <nodeid>, //EREPIAEER KR F LA A id
"params™: {

"ForceRefresh”: <true/false> //false(ff%): HIFIREIZEE, true FIEIREZQRIFEFERIRE
}

}
N Ry 25 R (Content-Type: application/json):
{

"resultcode”: 1, //1-p%3h 3 1-5k0%

"errorinfo": ", //5EIRER

"errorinfo_cn": ", /1R Hb 4k R (S B (Accept-Language %)

"data": {
"IsFault": <true/false>, /ISR BN EIRE: true-EBIRE false-IEEIRTS
"Locked":<true/false>, /ISP ETEZTURT: true-SEPURTS false-FFHURTS
"LockedFrominside™:<true/false>,  //PIHETRERYL true- RPURTS false- KR RPUAZS
"BatteryPercentage":<percent>, /BB EH 4L 0~100
"CardNumber"; "<card number>" //(NB §{)NB £S5

}



[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.property.get”,
"deviceid": "iSurpass2018100000",

"nodeid": 2
y

/1R BI%E

{

"resultcode™: 1,

"data": {
"BatteryPercentage": 85,
"Locked": true

}

}

[3£] 1X Z-Wave 8{3#F ForceRefresh & 2 true

2.3.6. TR

J3 7% post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSEC
{
"method": "thing.service.OpenLock”,
"async": false, //false-BESHER(FE), true-FHER
"deviceid": "<deviceid>", /M XIRE D
"nodeid”: <nodeid>, //EREPIAEER KIRE LA A id
"params™: {
"Mode": <mode>, //FSIHER: 0-BEF 1-BahE

"AutoCancel™ <seconds>  //n #EEFBUHIER, 1X async 4 true ER, HH4E 4 0(AFEFEUH)
}

}
nm R 25 8B (Content-Type: application/json):

{
"resultcode”: 1, //1-3h 3E 1-KK
"receipt”: "<receipt>", /1R AR EH id
“errorinfo™: ", /IBIRER
"errorinfo_cn": " /1R Hb 4k RS B (Accept-Language %)
}
L]

1) ¥ async B true Y, resultcode 3 1 {NFRRIRG2FHW TIER . TRTFEER, BEARR
SIEKRBMIRIN R GRS websocket SRIZEBIREE R, SRERF IO EKRNEES
2) NB-loT #{. WIFI ${ async ZEU{EL A true, nodeid ZEENRFH 1




[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.OpenLock”,
"deviceid": "iSurpass2018100000",

"nodeid": 2,
"params": {
"Mode": 1

}

¥

/HREIER:
"resultcode™: 1

}

2.3.7. EEE

J7 7% post

'I,% *y;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BEKRBE
{
"method": "thing.service.CloselLock",
"async": false, //false- B SRR (TRE), true-FHER
"deviceid": "<deviceid>", /M%K% 1D
"nodeid": <nodeid> /IEREPITEM KR & AT A id
}
e i 25 8B (Content-Type: application/json):
{
"resultcode™: 1, //1-p83h 3E 1-K%
"receipt”: "<receipt>", /IFHIEARER d
“errorinfo"; ™", /EERER
“errorinfo_cn": ™" /20 1k IR 1E B (Accept-Language 1B3)
}
623

1) 3 async 4 true B, resultcode A 1 (XFRFRSFFZEW T1EK . FARTBERT), BEAR
SIERBIR R G LT websocket RIZWIRELER, SR ERESIERNEZEESE
2) NB-loT 1. WIFI §{ async SE{EAN A true, nodeid BEEM A 1

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUuOwWKbmQeNK1w08_0" \



-d
"method": "thing.service.CloselLock",
"deviceid": "iSurpass2018100000",

"nodeid": 2
¥
/REZER:
{

"resultcode": 1
}

2.3.8. RS EFAIR G E]E 28

Ji3k: post

S S .
18 *J;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSHC
{
"method": "thing.service.SetNodeSystemTime",
"deviceid": "<deviceid>", /IR E 1D
"nodeid": <nodeid> /IEREER KRR FAT A id
}
ﬂrﬂ}g\zg:g%(Content-Type: application/json).
{
"resultcode™: 1, //1-p83h 3E 1-K%
}
[~ ]
curl -X POST\

http(s)://dev.isurpass.com.cn:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d
"method": "thing.service.SetNodeSystemTime",

"deviceid": "iIRemote2005000007242",
"nodeid":6
}

/1R [E1%E

{
"RawData": "1E0800050001000100",
"resultcode": 1



2.3.9. FKEXSIRY %y B HARY [g]

J7i%: post

'I%%F(%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.GetNodeSystemTime",
"deviceid": "<deviceid>", //M%K1&E ID
"nodeid”: <nodeid> /BN RIEE LTS id
}
ﬂrﬂ}g\—igg%(Content-Type: application/json).
{
"report": "thing.event.NodeSystemTime.post",
"type": "notification",
"deviceid": "<deviceid>", //MFREE 1D
"nodeid": <nodeid>, /IEREPEM KR E LTS id
"logicnodeid": "<logicnodeid>", //ZBERE id
"params"”: {
"Datetime”: "<Y-M-D h:m:s>", /81894 57 B HART )
"UTCTimestamp": <timestamp>, //UTC B a8 ()
"Timezone": <timezone> /BRI X
}
}
Al
curl -X POST\

http(s)://dev.isurpass.com.cn:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d
"method": "thing.service.GetNodeSystemTime",

"deviceid": "iIRemote2005000007242",
"nodeid":6
}

/REIZER:
{
"deviceid": "iIRemote2005000007242",
"id" 0,
"logicnodeid": "iRemote2005000007242-6-0-",
"nodeid": 6,
"params": {
"Datetime": "2019-3-1 17:47:9"
b
"report”: "thing.event.NodeSystemTime.post",
"type": "notification”



2.3.10. FRERBAIRRAIE R

J7i%: post

'I%%F(%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRBEC
{
"method": "thing.service.GetNodeVersion",
"deviceid": "<deviceid>", //MXEE ID
"nodeid”: <nodeid> /BN RIEE LTS id
}
ﬂrﬂ}g\—igg%(Content-Type: application/json).
{
"report”: "thing.event.NodeVersion.post",
"type": "notification",
"deviceid": "<deviceid>", //MEEE ID
"nodeid": <nodeid>, /IEREPEM KR E LTS id
"logicnodeid": "<logicnodeid>", /BRI id
"params"”: {
“Version": "<versioninfo>"  //S{EIERA(Z A
}
}
[~ ]
curl -X POST \

http(s)://dev.isurpass.com.cn:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCI6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-dq
"method": "thing.service.GetNodeVersion",

"deviceid": "iRemote7005000000020",
"nodeid":105
}

//IREIZER:
{
"deviceid": "iRemote7005000000020",
"id": 0,
"logicnodeid": "iRemote7005000000020-105-0-",
"nodeid": 105,
"params"”: {
"Version": "000E01023331320000000000000000"
}

report": "thing.event.NodeVersion.post",
"type": "notification”



2.3.11. BRI LI

J7i%: post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSH

{
"method": "thing.service.ClearNodeData",
"async": false, //false-FEIHARI(ERE), true-FHIER
"deviceid": "<deviceid>", /I E D
"nodeid”: <nodeid>, /I EREGFEM R & ERT A id
"params": {

"Mode™: <Mode>  // 0-REH]” 1-FEHI 2-BERH 3-BTIBLY 9-BEF/ 45 10-FFAK

}

}

ﬂrﬂ}g\—igg%(Content-Type: application/json).

{
"resultcode": 1, //1-FIh 3 1-K0K
"receipt": "<receipt>", /1A ARE id
"errorinfo": ", /EERER
“errorinfo_cn": " /1AL RS B (Accept-Language 1A 5%)

}

(%]

1) ¥ async ZEA true BY, resultcode A 1 (NRTFIRSFHZW TIER . FRTBERT, BELXR
TIERBIIRI RGBS websocket SRIZEWBIRELE R, SNERFHIEKRNERELS
2) NB-loT ${. WIFI $f async ZE{E 04 true, nodeid SEENIA 1

3) ¥ Mode ZH{EHN I WA TRIELEY!, I IS TEIESEIB

[~ ]
curl -X POST \

http(s)://dev.isurpass.com.cn:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d
"method": "thing.service.ClearNodeData",

"deviceid": "iIRemote7005000000020",
"nodeid":105,
"params"”: {

"Mode": 1

/IREIER:

"resultcode": 1



2.3.12. FRERS F P YR 2 H R 8]

Jiik: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
HRSH
{
"method": "thing.service.GetUserValidDateTime",
"deviceid": "<deviceid>", [/ FEIEE 1D
"nodeid": <nodeid>, /IEREMEM KR E EMT R i
"params": {
"UserlD": <UserlD> /19 1D
}
}
ﬂﬂ&éﬁ%(Content-Type: application/json).
{
"resultcode": 1, //1-FIh 3 1-K0K
“errorinfo": ", /IEIRER
"errorinfo_cn™ ", //Z&K# LIRS B (Accept-Language 1H%)
"params": {
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /3R FF 44 B EAR (8]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>" /1 EERRI 2% 1E B AR )
}
}
R4
curl -X GET\

http(s)://dev.isurpass.com.cn:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzZXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.GetUserValidDateTime",
"deviceid": "iRemote7005000000020",
"nodeid": 123,
"params": {
"UserlD": 11

}

//IREIER:
{
"deviceid": "iRemote7005000000020",
"id": 0,
"logicnodeid": "iRemote7005000000020-123-0-",
"nodeid": 123,
"params"”: {
"ValidBeginDateTime": "2019-04-01 09:00",
"ValidEndDateTime": "2019-04-30 23:59"

}

report": "thing.event.UserValidDateTime.post",



"type": "notification”

2.3.13. BB AFPHNENER

Fi%: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.GetUserValidWeekTime",
"deviceid": "<deviceid>", /I E 1D
"nodeid": <nodeid>, /IEREPTEM KR & AT A id
"params": {
"UserlD": <UserlD> //BA P ID
}
}
N Ry 25 R (Content-Type: application/json):
{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /EEIRER
“errorinfo_cn": ", /1R Hb 4k RS B (Accept-Language H %)
"params": {
"ValidWeekDays": <SumWeekdayValue>, /BHEHRME: M5 R -EHRMEBP-_FHN
1-B2HX 2-28— 4-B#i— s-BHi=
16- 283 32-2HH 64-2H1X
"ValidWeekTime": "<HH:MM~HH:MM>" /B3 2 {AFI#E 1E AT (8]
}
}
(%]
[~ ]
curl -X GET\

http(s)://dev.isurpass.com.cn:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCI6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.GetUserValidWeekTime",
"deviceid": "iIRemote7005000000020",
"nodeid": 123,
"params": {
"UserID": 11

}

/REIER:

{
"deviceid": "iRemote7005000000020",
"id": 0,



"logicnodeid”: "iRemote7005000000020-123-0-",
"nodeid": 123,
"params"”: {

"ValidWeekDays": 127,

"ValidWeekTime": "00:00~23:59"

}

report”: "thing.event.UserValidWeekTime.post",
"type": "notification”

2.3.14. &Nk

Ji3k: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSEC
{
"method": "thing.service.AddCard",
"async': false, //false-EHARI(ERE), true-FHARR
"deviceid": "<deviceid>", /MK D
"nodeid":  <nodeid>, /IEREPTEM KR H LT A
"params": {
"UserlD": <UserlD> /18 A 1D: 1~230
}
}
ﬂ[ﬂggg%(Content-Type: application/json).
{
"resultcode™: 1, //1-p83h 3E 1-K%
"receipt”: "<receipt>", /IFHIEARER d
“errorinfo"; ", /EERER
"errorinfo_cn™: ", //ZA&KH{L$EIR1E B (Accept-Language %)
"params": {
"UserType": <UserType>, //1-Z#5 2-184L 3-MF & 4-84¥MiiE
"UserLevel”: <UserlLevel>, //1-EIBR 2-E@AF 4-—X MG ZRD(UserType 714 1)
"UserlD": <UserID>, /B ID
"UserPassword": "<UserPassword>" /1REIE
}
}
L]

1) ¥ async ZEUA true B, resultcode A 1 (XFRRPREHFIFZFW TIER. FARTRIERD, BERAR
SIEKRBIRII R G F B websocket SRIZWIRMELER, SN EREPIERNZRES
2) NB-loT $i. WIFI ${ async ZE{EXINA true, nodeid SEUENLF A 1

[~ ]
curl -X POST\

http(s)://112.74.20.113:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCI6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d{



"method": "thing.service.AddCard",
"deviceid": "iSurpass2018100000",
"nodeid": 2

¥

/REIZER:

"params"”: {
"UserlD": 20,
"UserLevel": 2,
"UserPassword": "C7AFOBD6",
"UserType": 3

}

resultcode": 1

2.3.15. FHIFsLC

Ji3k: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRBEC
{
"method": "thing.service.AddFingerPrint",
"async": false, //false-EHER(ERE), true-FHEL
"deviceid": "<deviceid>", /M RIZE D
"nodeid":  <nodeid>, /IEREPTEM KR & AT A id
"params": {
"UserlD": <UserlD> /19 A 1D: 1~230
}
}
ﬂ[ﬂgéﬁ%(Content-Type: application/json).
"resultcode™ 1, //1-FIh 3 1-%kK
"receipt”: "<receipt>", /1B AR id
"errorinfo": ", /RGBS
"errorinfo_cn™ ™, /AL RIS B (Accept-Language 1H3%)
"params™: {
"UserType": <UserType>, //1-BBfL 2-#840 3-MF | 4-5iE
"UserLevel": <Userlevel>, //1-BIBR 2-L@BAS 4-—RHEIEKZRG(UserType 24 1)
"UserlD": <UserlD> /IFESA A ID
}
}
623

1) ¥ async A true B, resultcode A 1 (XFRRREHJIEFW TIER. FARTBRERD, BEAR
TIFKRBIRN R FE R LT websocket SRIZFBIRIEER, SN ERF B RNEZES
2) NB-loT $i. WIFI §{ async Z£EZINA true, nodeid SEEN A 1

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \



-H 'cache-control: no-cache' \

-d
"method": "thing.service.AddFingerPrint",
"deviceid": "iSurpass2018100000",

"nodeid": 2
¥
/7R [B1%E
"params": {
"UserlD": 33,
"UserLevel": 2,
"UserType": 2
h
"resultcode™: 1
}

2.3.16. ZERKX

Ji3k: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSBEC

{
"method": "thing.service.SetNodeTimezone",
"deviceid": "<deviceid>", /I & 1D
"nodeid":  <nodeid>, /IEREPITEM KR & AT A id
"params": {

"Timezone": <timezone> //BfX: -23 ~ 23

}

}

ﬂ[ﬂgéﬁ%(Content-Type: application/json):.

{
"resultcode™: 1, //1-p83h 3F 1-k%

}

[~ ]

curl -X POST\

http(s)://dev.isurpass.com.cn:8888/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcClI6ljEyMzQ1N|c4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d{
"method": "thing.service.SetNodeTimezone",
"deviceid": "iIRemote2005000007242",
"nodeid":6,
"params"”: {

"Timezone": 8



/HREIER:

{
"RawData"; "1E0800050001000100",
"resultcode": 1

2.3.17. =HSAF

J73%: post

'I%%F(%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSBEC
{
"method": "thing.service.PauseUser",
"async': false, //false-EHARI(ERE), true-FHARR
"deviceid": "<deviceid>", //MEEE ID
"nodeid":  <nodeid>, /IEREPTEM KR E LT A
"params": {
"UserlD": <UserlD> /B AP 1D
}

}
ﬂrﬂ] E\Z ég%(Content-Type: application/json).

{
"resultcode": 1, //1-FIh 3 1-K0K
"receipt”: "<receipt>", /1B AR EH id
"errorinfo": ", /EERER
"errorinfo_cn"; " /1R M4k $5IR{Z B (Accept-Language 1B)
}
623

1) ¥ async ZHUA true B, resultcode A 1 (XFRRIRFS/IFEW TIEKR. FERTERERT, BEAR
SIERBIMRIIR BT S B websocket SRIZFWURIEE R, SNIENRIPIERVIEIES

2) NB-loT 8{. WIFI §{ async ZE{EIA true, nodeid SZHERFA 1

3) ZBEOXNEF/ ARSI B LN

2.3.18. RESAF

J7%5: post

i%*é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSHC
{
"method": "thing.service.RestoreUser",
"async': false, //false- B SRR (FRE), true-FHER
"deviceid": "<deviceid>", //MFIEE ID
"nodeid": <nodeid>, //ERGFEM R E LT A id
"params": {

"UserID": <UserID> /ISP ID



}

}
l]rﬂ] E\Z gg%(Content—Type: application/json).

{
"resultcode™: 1, //1-53h 3F 1-K1K
"receipt”: "<receipt>", /IR ARER id
“errorinfo”: ", /IEERER
"errorinfo_cn": " /7R H L $51R 15 B (Accept-Language 83%)
}
[E]

1) ¥ async ZHUA true B, resultcode A 1 (XFRRIRFRIFEW TIER. FERTRERD, BEAR
TIEKRBIRN R G R LB websocket SRIZBIREER, SN ERFIHIERNEES

2) NB-loT $i. WIFI ${ async ZE{EXINA true, nodeid SEUENF A 1

3) ZIBAOXNTEF/ A A ALY

24. FF£

http(s)://<ip>:<port>/switch
encoding: UTF-8
«FFRIRETT A http, 4 =R EIN{E D https

2.4.1. FKEFFRBHERES

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSE

{
"method": "thing.service.property.get”,
“logicnodeid": "<logicnodeid>", [/ FFRIBEET & id
"params": {

"ForceRefresh": <true/false> //false(fifd): EIZFIREIZEEFE, true AR EIRIFHEFFIRE
}

}
I 7 25 8 (Content-Type: application/json):

{
"resultcode™: 1, //1-583h 3F 1-K%
“errorinfo™: ", /IBIRER
"errorinfo_cn": ", /1R Hb 4k RS B (Accept-Language %)
"data": {
"IsFault": <true/false>, /TR BFREEWERT: true-BBEIRTS false-EERTS
"Status": "<status>", /TR YFLRTS: on-FRIRTS off-RIRTS



[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/switch \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-14-0-"

¥
/1R BI%E
{
"resultcode™: 1,
"data": {
"IsFault": false,
"Status™: "off"
}
}

24.2. IfEFF

J73%: post

S S .
1B K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < A R 73 .
BERSE
{

"method": "thing.service.Turnon",
“logicnodeid": "<logicnodeid>" [/ FFRIBEET & id

}
I &7 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-p83h 3F 1-k%
"errorinfo": ", /IEEIRER
"errorinfo_cn"; " /1R 4L $5IR{E B (Accept-Language 1B)
}
[~ f51]
curl -X POST\

http(s)://112.74.20.113:8888/switch \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcClI6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d'{

"method": "thing.service.Turnon",

"logicnodeid": "iRemote7005000000020-14-0-"
}
/1R [E1 %

"resultcode": 1



24.3. EEX

J7k: post

S S .

15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A R 73 .

BHRSE

{

"method": "thing.service.Turnoff",
"logicnodeid": "<logicnodeid>" /IFREETD A id

}
e R 25 3R (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1%K

“errorinfo": ", /EER1ER

“errorinfo_cn": " /1R AL $81R {5 B (Accept-Language 1H)
}
[
curl -X POST\

http(s)://112.74.20.113:8888/switch \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcClI61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnoff",
"logicnodeid": "iRemote7005000000020-14-0-"
¥
/REIZER:

"resultcode": 1

25 BE

http(s)://<ip>:<port>/curtain
encoding: UTF-8
«FFRINE T DU http, &£ IMREIERA https



25.1. HZEEWHNHIRES

J7%: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

TBERSEC

{
"method": "thing.service.property.get”,
"logicnodeid": "<logicnodeid>", //BE R id
"params”: {

"ForceRefresh™ <true/false> //false(ff4): EIIRELERE, true: 1hEEE&BIFEFEIRE
}

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-FIh 3 1-K0K
"errorinfo": ", /EEIRER
"errorinfo_cn™ ", /&KL RS B (Accept-Language 1H%)
"data": {
"IsFault": <true/false>, /BB LR ERERE: true-BEIRTS false-IEERTS
"OpenPercentage”: <percent>, /BETITANREEE D), 0 RRERES
}
}
o)
curl -X POST\

http(s)://112.74.20.113:8888/curtain \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-18-0-"
¥
//IREIZER:

"resultcode™: 1,

"data": {
"IsFault": false,
"OpenPercentage”: 50

25.2. EFHF

T3k post
\E > \\ .
17 5K Kk (header):
Accept-Language: <language> //en. zh-CN



Authorization: Bearer <JWT token>
\i < a3 N 74 .
BRSH
{

"method": "thing.service.Turnon",
"logicnodeid": "<logicnodeid>" /IBET R I

}
N Ry 2& R (Content-Type: application/json):

{
"resultcode": 1, //1-p37 3E 1- kM
"errorinfo": ", /IERER
“errorinfo_cn": ™" /1R 4L $8IR{E B (Accept-Language 1B)
}
[~ 1]
curl -X POST \

http(s)://112.74.20.113:8888/curtain \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnon",
"logicnodeid": "iRemote7005000000020-18-0-"

}
/REIZER:

"resultcode": 1
}

25.3. EEFEFEEE L)

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.property.set”,
"logicnodeid": "<logicnodeid>", //BETH A Id
"params": {
"OpenPercentage”: <percent> /FTHREEE D)

}
}
nm R 25 8 (Content-Type: application/json):
{

"resultcode”: 1, //1-p%3h 3 1-5k0%

“errorinfo™: ", //BIRER
“errorinfo_cn": ™" /1R 4L $8IR {5 B (Accept-Language 1B%)



[~ 5]
curl -X POST \

http(s)://112.74.20.113:8888/curtain \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnon",
"logicnodeid": "iRemote7005000000020-18-0-",

"params": {
"OpenPercentage”: 30 TR REEE D)
}
}
/HREIER:
"resultcode": 1
}

254. EE*X

J7 7% post

S S .
15 3K Sk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < A R 73 .
BERSE
{

"method": "thing.service.Turnoff",
"logicnodeid™: "<logicnodeid>" /BET R I

}
I &7 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IEEIRER
“errorinfo_cn”: ™" /1R 4L $81R 15 B (Accept-Language 1B5%)
}
[~ f51]
curl -X POST \

http(s)://112.74.20.113:8888/curtain \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcClI6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d'{

"method": "thing.service.Turnoff",
"logicnodeid": "iRemote7005000000020-18-0-"
y
/1R [E1 %

"resultcode": 1



2.6. BIELT

http(s)://<ip>:<port>/dimmer
encoding: UTF-8
*FFRIMET] A http, &£~ HIEEIWERA https

2.6.1. FREUANATHI S AR

J73%: post

'I% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSE

{
"method": "thing.service.property.get”,
“logicnodeid": "<logicnodeid>", /BT S id
"params”: {

"ForceRefresh™: <true/false> //false(fR%): HIEIREIZEE, true IR E&RIHFHEFERIRE
}

}
I R 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-p83h 3E 1-kK
"errorinfo": ", /IEERER
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"IsFault”: <true/false>,  //IAXKTHETREEMERTE: true-BERE false- IEERE
"OpenPercentage™: <percent> /AR EEREBE L), 0 /RFRFRE
}
}
[ f]
curl -X POST\

http(s)://112.74.20.113:8888/dimmer \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUuOwKbmQeNK1w08_0" \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-20-0-"
¥
/MRE %

"resultcode": 1,



"data": {
"IsFault™: false,
"OpenPercentage”: 50

2.6.2. IEFHF

J7k: post

S S .

15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i > 73 .

BERSEC

{

"method": "thing.service.Turnon",
"logicnodeid":  "<logicnodeid>" /1BETH R

}
M 57 25 BR (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K

“errorinfo": ", /EER1ER

“errorinfo_cn": " /1R AL $81R {5 B (Accept-Language 1H3%)
}
6]
curl -X POST\

http(s)://112.74.20.113:8888/dimmer \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcClI61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-d'{

"method": "thing.service.Turnon”,

"logicnodeid": "iRemote7005000000020-20-0-"
}
//IREIZER:
{

"resultcode": 1

}

26.3. EZEFFHEZEBRLL)

J3 7% post

\_35-_ > N .
17 5K Kk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

BERSE



"method": "thing.service.property.set”,

"logicnodeid”: "<logicnodeid>", //EEF A id
"params”: {
"OpenPercentage": <percent> /IFTFFHRR B (B4 L)

}

}
i Rz 2% 8 (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1%K
“errorinfo”: ", /IEERER
"errorinfo_cn": " /1R H L $51R 15 B (Accept-Language 83%)
}
[ ¥1]
curl -X POST\

http(s)://112.74.20.113:8888/dimmer \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d'{

"method": "thing.service.Turnon",
"logicnodeid": "iRemote7005000000020-20-0-",
"params": {
"OpenPercentage”: 30 /TR ERE(E L)
}

p
/7R B4

"resultcode": 1

26.4. TEX

J73%: post

S S .
183K K (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\E < S Az .
BERBEC
{

"method": "thing.service.Turnoff",
"logicnodeid": “<logicnodeid>" /1BET S id

}
N Ry 2& R (Content-Type: application/json):

{
"resultcode": 1, //1-a%3h 3 1-5k0K
“errorinfo": ", /ERER
“errorinfo_cn": ™" /A0 1k IR 1E B (Accept-Language 1B3%)



[~ ]
curl -X POST\

http(s).//112.74.20.113:8888/dimmer \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnoff",
"logicnodeid": "iRemote7005000000020-20-0-"

¥
/7R B2
{

"resultcode": 1
}

27. IR/ B

http(s)://<ip>:<port>/doorwindowsensor
encoding: UTF-8
*FFRIRET LA http, £ =B IFER https

2.7.1. FBUIB/ BN YIRS

J37%: post

S S .
15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < A R 73 .
BERSEC
{

"method": "thing.service.property.get”,
"logicnodeid™: "<logicnodeid>" /BET R I

}
i &7 2 B (Content-Type: application/json):

{
"resultcode™: 1, //1-583h 3F 1-5k1%
"errorinfo”: ", /EBRER
"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1HX)
"data": {
"IsFault": <true/false>, /B BRETIREEHERT: true- SRS false- EEIRS
"BatteryPercentage”: <percent>, //[ R/ BEREEE(BEDLL)
"Opened": <true/false>  // B/ BEREL AT =T =T TPRE: true-2 false-&
}
}

451]



curl -X POST \
http(s)://112.74.20.113:8888/doorwindowsensor \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-dq

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-50-0-"
¥
/IRBIZER
"resultcode™: 1,
"data": {
"BatteryPercentage": 100,

"IsFault": false,
"Opened": false

28. BENBN

http(s)://<ip>:<port>/motion
encoding: UTF-8
«FFEIE T R http, &= IREEIE https

2.8.1. FEFEFNRAN ALY BLRTES

J73%: post

S S .
1B K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < A R 73 .
BERSE
{

"method": "thing.service.property.get”,
"logicnodeid": “<logicnodeid>" /1BET S id

}
i &7 2 B (Content-Type: application/json):

{
"resultcode": 1, //1-A%3h 3 1-5k0K
“errorinfo": ", /IERER
"errorinfo_cn": ", /1R Hb 4k RS B (Accept-Language %)
"data": {

"IsFault": <true/false>, /TENEBN YR REEEREIRS true-TEIRA false- EHEIAZ
"BatteryPercentage”: <percent> //#ENEN BHE(H L)



[~ 5]
curl -X POST \

http(s)://112.74.20.113:8888/motion \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOillUzI1NilsInR5¢Cl61kpXVCI9.eyJhcHBrZXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-50-0-"
¥
//1R[E%5
“resultcode™: 1,
"data": {

"BatteryPercentage": 100,
“IsFault": false

http(s)://<ip>:<port>/aircondition
encoding: UTF-8
«FFRIME T DU http, &£ IMREIEA https

29.1. FETFANYIPRES

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSE

{
"method": "thing.service.property.get”,
"logicnodeid": "<logicnodeid>", /IBET S id
"params": {

"ForceRefresh": <true/false> //false(fifd): EIZFIREIZEEFE, true AR EIRIFHEFEIRE
}

}
i &7 2 B (Content-Type: application/json):

{
"resultcode™: 1, //1-pR3h 3F 1-kK
"errorinfo": ", /IEERER
"errorinfo_cn™: ™, /AL EEIR (S R (Accept-Language 1HK)

"data": {



"IsFault"; <true/false>, /S IAL B EREWEIRS: true-HEIRTS false-IEEIRTS

"Status": "<on/off>", /BRI EBIF/FIRES: on-FRIRTS off-RIRTS
"Mode": "<mode>", /I HEFART . auto- BE hot-H# cold-H4 dry-3iE fan-iXX

"FanMode": "<fanmode>", /S 81 KIEER: auto- B low-1ERY medium-44 high- =14
"PointTemperature-cold™: { /&4 R IR B2 E

"Scale": "<C/F>", /RERAN: C-RKE F-ERE
"Value": <value> /BEE
h
"PointTemperature-hot": { //#|#iEX MR BRE
"Scale": "<C/F>", /BRERAN: C-RKE F-ERE
"Value": <value> /BEE
h
"PointTemperature-dry": { /3B ER IR B9 E
"Scale": "<C/F>", /BRERAN: C-RKE F-ERE
"Value™: <value> /BEE
h
"RoomTemperature": { // 4B =8
“Scale™: "<C/F>", /BREBN: C-ERKE F-EKE
"Value": <value> /REE
L
"BatteryPercentage": <percent>, //HE(BEZLL)
}
}
[
curl -X POST\

http(s)://112.74.20.113:8888/aircondition \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-dq

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-61-0-"
¥
//IREIZER:

"resultcode™: 1,
"data": {
"FanMode": "high",
"IsFault": false,
"Mode": "hot",
"PointTemperature-cold": {
"Scale™: "C",
"Value": 20
}

PointTemperature-hot": {
"Scale": "C",
"Value": 26

h
"RoomTemperature": {
"Scale™: "C",

"Value™: 24.3
}

Status™: "on



29.2. EFHF

J7%: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.Turnon",
"logicnodeid":  "<logicnodeid>" /1BEF R i
}
&
{
"method": "thing.service.Turnon",
"deviceid": "<deviceid>", [/ E 1D
"nodeid":  <nodeid>, NEMXIRE LM R id
}

I R 25 B (Content-Type: application/json):
{

“resultcode"; 1, //1-830 3F 1-K K

“errorinfo": ", /IERER

“errorinfo_cn"; " 1/ K IR (5 B (Accept-Language 1)
}
[~f1]
curl -X POST\

http(s)://112.74.20.113:8888/aircondition \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnon",
"logicnodeid": "iRemote7005000000020-61-0-"

}
//1R[E%

"resultcode": 1
}

29.3. IEE*X

J7%k: post

\_35-_ > \\ .

18 3K Kk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < L R 73 .

HRBE

{

"method": "thing.service.Turnoff",



"logicnodeid”: "<logicnodeid>" /IBETR I

}
&
{
"method": "thing.service.Turnoff ",
"deviceid": "<deviceid>", //MFEERE D
"nodeid": <nodeid>, /TEM RIS & ET R id
}

N Ry 25 R (Content-Type: application/json):

"resultcode": 1, //1-p31 3E 1-5k M

“errorinfo”: ", /1EEIRER

"errorinfo_cn": " [/ R4k $EIR 15 B (Accept - Language 1H3%)
}
=151
curl -X POST \

http(s)://112.74.20.113:8888/aircondition \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnoff",
"logicnodeid": "iRemote7005000000020-61-0-"

}
/7R B2

"resultcode": 1
}

29.4. EERBRETIFAETER

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.SetMode",
"logicnodeid": "<logicnodeid>", //BETH A I
"params": {
"Mode": "<Mode>" // auto- B3 hot-#HF cold-H1% dry-F3E fan-i%X,
}
}
&
{
"method": "thing.service.SetMode ",
"deviceid": "<deviceid>", //RMRIZE D
"nodeid": <nodeid>, /FEM X & FHT A id
"params": {

"Mode": "<Mode>" // auto- B3 hot-HI# cold-#14 dry-#iE fan-i%M



}

i Rz 2 8 (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
“errorinfo”: ", /IEERER
"errorinfo_cn": " /7R H L $51R 15 B (Accept-Language 83%)
}
=151
curl -X POST\

http(s)://112.74.20.113:8888/aircondition \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.SetMode",
"logicnodeid":  "iRemote7005000000020-61-0-",
"params": {
"Mode": "hot"
}
¥
/NREIER:

"resultcode": 1

295. EFRIEETHEEE

J37%: post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.SetPointTermperature”,
"logicnodeid": "<logicnodeid>", /IBET R I
"params": {
"Mode": "<Mode>", /&R hot-Hl# cold-H4 dry-HiE
"Value": <value>, /REE
"Scale": "<C/F>" /MREBAL C-RIRE F-ERE
}
}
&
{
"method": "thing.service.SetPointTermperature”,
"deviceid": "<deviceid>", //M%E%E ID
"nodeid"; <nodeid>, //TEMFERE ENT R
"params": {
"Mode": "<Mode>", // hot-## cold-#1)% dry-H#HiE

"Value": <value>, //BEE



"Scale™: "<C/F>" /GRERAL C-4RIRE F-ERE

}

N Ry 25 R (Content-Type: application/json):

{
"resultcode": 1, //1-A%3h 3 1-5k0K
"errorinfo”: ", /IERIER
“errorinfo_cn": " /1R AL $EIR{E B (Accept-Language 1H%K)
}
[~
curl -X POST\

http(s)://112.74.20.113:8888/aircondition \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.SetPointTermperature”,
"logicnodeid":  "iRemote7005000000020-61-0-",
"params": {

"Mode":"hot",

"Value":26,

"Scale™"C"

}
y
/1R [B %5

"resultcode": 1

2.9.6. IEIRE=IFANE

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.SetFanMode",
"logicnodeid": "<logicnodeid>", //BETH A I
"params”: {
"FanMode": "<FanMode>" // auto- B =1 low-1E# medium-F144 high-5#4
}
}
&
{
"method": "thing.service.SetFanMode",
“deviceid": "<deviceid>", //MKIFE 1D
"nodeid": <nodeid>, /FEM X & FHT A id
"params": {

"FanMode": "<FanMode>" // auto- B350 low-1E# medium-H4#4 high-54



}

I 57 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
“errorinfo”: ", /IEERER
"errorinfo_cn": " /7R H L $51R 15 B (Accept-Language 83%)
}
=151
curl -X POST\

http(s)://112.74.20.113:8888/aircondition \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d’ {

"method": "thing.service.SetFanMode",
“"logicnodeid™:  "iRemote7005000000020-61-0-",
"params": {
"FanMode":"low"
}
} 1
/NREIZER:
{

"resultcode": 1

}

2.10. BET

http(s)://<ip>:<port>/temperaturesensor
encoding: UTF-8
«FFRIME T DU http, &£ IMREIEA https

2.10.1. FBUEE TR S BTIRS

J7%k: post

S S .

15K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\E < S Ry 73 .

BRSH

{

"method": "thing.service.property.get”,
"logicnodeid": “<logicnodeid>" /BB A I



N R 25 R (Content-Type: application/json):

{
"resultcode": 1, //1-p30 3E 1- kM
"errorinfo": ", /ERER
"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1H3%)
"data": {
"IsFault": <true/false>, /BB YRR EMERS: true-EEIRES false- IEFIRZS
"BatteryPercentage”: <percent>, //REitBE(ES L)
"Temperature": {
"Scale™: "<C/F>", /MRERAL C-BIKE F-EKE
"Value": <value> /BEE
}
}
}
(6]
curl -X POST\

http(s)://112.74.20.113:8888/temperaturesensor \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d

"method": "thing.service.property.get”,

"logicnodeid":  "iRemote7005000000020-98-0-temperaturesensor"
¥
/NREIZER:

“resultcode™: 1,
"data": {
"IsFault": false,
"Temperature": {
"Scale": "C",
"Value": 25.4

211. =Et

http(s)://<ip>:<port>/luminancesensor
encoding: UTF-8
«FFRIMET DU http, &£ IMREIEERA https

2.11.1. FREMBEITHHIRES

J3 7% post
'I,%;k%(header) .



Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
FKRBEC
{
"method": "thing.service.property.get”,
"logicnodeid": "<logicnodeid>" /BT S id
}
M &7 25 SR (Content-Type: application/json):
{
"resultcode": 1, //1-p37 3E 1- kM
“errorinfo™: ", /EERER
"errorinfo_cn™: ™, /AL EEIRTE R (Accept-Language 1H3%)
"data": {
"IsFault"; <true/false>, /EEITYEREWEIRE: true-TEIRSS false-IEBIRZS
"BatteryPercentage”: <percent>, //=EITEHE(EN L)
“Luminance": {
"Scale™: "<U/Lux>", /EEBAL b-EALE Lux- B (BB AR )

"Value"; <value> //=EE

[~ 5]
curl -X POST \

http(s)://112.74.20.113:8888/luminancesensor \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-d

"method": "thing.service.property.get”,
"logicnodeid":  "iRemote7005000000020-98-0-luminancesensor”

y
/REIZER:
"resultcode™: 1,
"data": {
"IsFault™: true,
"Luminance”: {
"Scale": "%",
"Value": 9
}
}
}

212 B Eit

http(s)://<ip>:<port>/humiditysensor
encoding: UTF-8
*FFRIMET LA http, £~ HIEEWFER https



2.12.1. FBUBE TR YIRS

J7%: post

S S .
15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i A Ry 73 .
BHRSE
{

"method": "thing.service.property.get”,
"logicnodeid":  "<logicnodeid>" /1BEF R i

}
I 57 25 8 (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K

"errorinfo": ", /EER1ER

“errorinfo_cn™: ", /&ML EEIRTE R (Accept-Language 1HK)
"data": {

"IsFault"; <true/false>, /BT SR REREWMEIRE: true-tEIRE false- [E & RS
"BatteryPercentage": <percent>, //iBEIHBE(BEDLL)

"Humidity": {
"Scale™: "<%/g/m3>", /BERAL B-Batt o/m3-EXHEE
"Value": <value> /BREE
}
}
}
[
curl -X POST \

http(s)://112.74.20.113:8888/humiditysensor \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-d

"method": "thing.service.property.get”,

"logicnodeid":  "iRemote7005000000020-98-0-humiditysensor”
¥
/7R [E1%5

"resultcode™: 1,
"data": {
"IsFault": true,
"Humidity": {
"Scale": "%",
"Value": 65



2.13. ARk

http(s)://<ip>:<port>/smokesensor
encoding: UTF-8
FFRIEET] I A http, 4 = IREEIE A https

2.13.1. FRBUARA Y EPRES

J3 7% post

S S .
15 3K Sk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < > 73 .
BERSE
{

"method": "thing.service.property.get”,
"logicnodeid":  "<logicnodeid>" /1BETH R

}
I 57 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-KK
"errorinfo": ", /EEIRER
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"IsFault": <true/false>, /R EYUEREWEIRE: true-BEIRTS false- EHEIRTS
"BatteryPercentage": <percent> //IREBE(EDLL)
}
}
[ 4]
curl -X POST\

http(s)://112.74.20.113:8888/smokesensor \

-H 'Accept: #/*"\

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-130-0-"
¥
//IREIER:

"resultcode": 1,

"data": {
"BatteryPercentage": 100,
"IsFault™: false



2.14. KRR

http(s)://<ip>:<port>/watersensor
encoding: UTF-8
FFRIEET] I A http, 4 = IREEIE A https

2.14.1. FKBEUR/KR B Y BURTS

J3 7% post

S S .
15 3K Sk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < > 73 .
BERSE
{

"method": "thing.service.property.get”,
"logicnodeid":  "<logicnodeid>" /1BETH R

}
I 57 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-KK
"errorinfo": ", /EEIRER
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"IsFault": <true/false>, /R EYUEREWEIRE: true-BEIRTS false- EHEIRTS
"BatteryPercentage": <percent> //IREBE(EDLL)
}
}
[ 4]
curl -X POST\

http(s)://112.74.20.113:8888/watersensor \

-H 'Accept: #/*"\

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-11-0-"
¥
//IREIER:

"resultcode": 1,

"data": {
"BatteryPercentage": 100,
"IsFault™: false



2.15. LT9MR

http(s)://<ip>:<port>/irremote
encoding: UTF-8
FFR I LA http, 4 = IREEIERA https

2.15.1. FREVLLSMZEHIAY KBRS

J7 7% post

'I,% Eky;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSH

{
"method": "thing.service.property.get”,
"logicnodeid”: "<logicnodeid>", /I SMERIZ BT S id
"params": {

"ForceRefresh": <true/false> //false(fifd): EIFIREIZEE, true AR EIRIFHEFEFIRE
}

}
e R 25 3R (Content-Type: application/json):

{
“resultcode™ 1, //1-53h 3F 1-K1K
“errorinfo"; ", /EERER
"errorinfo_cn™: ™, /&ML EEIR(E R (Accept-Language 1HK)
"data": {
"IsFault": <true/false>, /I IMEFI LRI R B2 EIRES: true-BBIRES false-IEEIRTS
"Status': "<status>", JIET MRS L BTIRZS: on-FRIRZS off- KRS
}
}
Rf]
curl -X POST \

http(s)://112.74.20.113:8888/irremote \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcClI6ljEyMzQ1N|c4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote7005000000020-9-0-"
¥
/NREIER:
“resultcode™: 1,

"data": {
"IsFault": false,



"Status": "off"

2.15.2. 9M¢3

J3 7% post

\i S : .

T8 3K K (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i > N 74 .

TFERBE

{

"method": "thing.service.IRLearn",
"logicnodeid": "<logicnodeid>" /I MEFIBET & id

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-30 3F 1-K
“errorinfo": ", /IERER
"errorinfo_cn™ ", /&KL RS B (Accept-Language 1H%)
"params": {
"IRData"; "< hex>" /M HIIE R BUHE, HEX 8=
}
}
4]
curl -X POST \

http(s)://112.74.20.113:8888/irremote \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-d'{

"method": "thing.service.IRLearn",
"logicnodeid": "iRemote7005000000020-9-0-"
y
/REIZER:

"resultcode™: 1,
"params": {

"IRData":
"FDFD3003638B0034150134021D002B0063002A00E4042B0000002600FFFFFFFFFFFFFFFFFFFFFFFFO011121111211211
1111111211111121211213111111121111112121112111111111121224F000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000027601AF"

}




2.15.3. IZfEFF

J7%: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
FEKRBE
{
"method": "thing.service.Turnon",
"logicnodeid": "<logicnodeid>", /EIMEHIBET A id
"params": {
"IRData": "<hex>" /T SMEFIFE S HHE, HEX 483K

}

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-30 3F 1-K
"errorinfo": ", /EEIRER
“errorinfo_cn": " /1A K IR (5 B (Accept-Language 1)
}
[
curl -X POST\

http(s)://112.74.20.113:8888/irremote \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzZXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnon",
"logicnodeid": "iRemote7005000000020-9-0-",
"params"”: {

"IRData":
"FDFD3003638B0034150134021D002B0063002A00E4042B0000002600FFFFFFFFFFFFFFFFFFFFFFFF011121111211211
11111112111121212112131111111111111221111111111111121224F000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000027601AF"

}

}
/IREIER:
{
"resultcode": 1
}

2.15.4. IR ¥

J7k: post



i%*%(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERZEC
{
"method": "thing.service.Turnoff",
“logicnodeid": "<logicnodeid>", /EMEFIZET R id
"params": {
"IRData": "<hex>" /T SMEFIFE S HHE, HEX 483K

}

}
N Ry 25 R (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1%K
"errorinfo": ", /EEIRER
“errorinfo_cn": " /1R AL $81R {5 B (Accept-Language 1H3)
}
=151
curl -X POST \

http(s)://112.74.20.113:8888/irremote \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.Turnoff",
"logicnodeid": "iRemote7005000000020-9-0-",
"params"”: {

"IRData":
"FDFD3003638B0034150134021D002B0063002A00E4042B0000002600FFFFFFFFFFFFFFFFFFFFFFFF011121111211211
111111121111212121121311111111111211221111111111111121224F000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000027602BB"

}

¥
/REIER:

"resultcode": 1
}

2.15.5. IR

J3 7% post

\_35-_ S \\ .

17K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < L R 73 .

THEKRSE

{

"method": "thing.service.IRControl",



“logicnodeid": "<logicnodeid>", /EIMEFIZET R id
"params": {

"IRData": "<hex>" /ETIMEHIIE S ER, HEX A8
}

}
N Ry 25 R (Content-Type: application/json):

{
"resultcode": 1, //1-p530 3E 1- kM
"errorinfo": ", /IERER
“errorinfo_cn": ™" /1R 4L $8IR1E B (Accept-Language 1B)
}
[~ 1]
curl -X POST\

http(s)://112.74.20.113:8888/irremote \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.IRControl",
“logicnodeid": "iRemote7005000000020-9-0-",
"params": {

"IRData™:
"FDFD3003638B0034150134021D002B0063002A00E4042B0000002600FFFFFFFFFFFFFFFFFFFFFFFF011121111211211
1111111211111121211213111111111111121111111111111121224F000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000027600CC"

}

¥
//1R[E1%

"resultcode": 1
}

2.16. HFE

http(s)://<ip>:<port>/electricmeter
encoding: UTF-8
*FFRIMET LA http, £~ HIREWFERA https

2.16.1. FEUE R HAIRE

J7k: post
iﬁ*é’;(header) .



Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

1TERKSEC
{

"method": "thing.service.property.get”,
"logicnodeid”: "<logicnodeid>" //BFREBET A id

}
N Ry 25 R (Content-Type: application/json):

{
"resultcode": 1, //1-FIh 3 1-K0K
“errorinfo”: ", /IEERER
"errorinfo_cn™: ™, /AL EEIRTE R (Accept-Language 1H3%)
"data": {
"IsFault™: <true/false>,  //BBRUFTEEEMEIRE: true- TR false- IEEIRTS
"Kwh": <kwh>, /B R ERTRE
}
}
A
curl -X POST \

http(s)://112.74.20.113:8888/¢electricmeter \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{
"method": "thing.service.property.get”,
"logicnodeid": "onenet333333333333-1-0-"

¥
/REIER:
"resultcode™: 1,
"data": {
"IsFault": false,
"KWh": "0.19"
}
}

2.17. KFK

http(s)://<ip>:<port>/watermeter
encoding: UTF-8
«FFRIME T DU http, &£ IMREIEERA https

2.17.1. FKEUKRO YRS

J7k: post
iﬁ*é’;(header) .



Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

1TERKSEC
{

"method": "thing.service.property.get”,
"logicnodeid": "<logicnodeid>" //KFTEET = id

}
N Ry 25 R (Content-Type: application/json):

{
"resultcode": 1, //1-FIh 3 1-K0K
“errorinfo”: ", /IEERER
"errorinfo_cn™: ™, /AL EEIRTE R (Accept-Language 1H3%)
"data": {
"IsFault™: <true/false>,  //AKREYFTRERMEIRE: true- TR false- IEEIRTS
"CubicMeters": <cubic meters>, /17K T H AR
}
}
[~
curl -X POST \

http(s)://112.74.20.113:8888/watermeter \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d’ {
"method": "thing.service.property.get”,
"logicnodeid": "onenet203600020619-1-0-"
}|
/REIZER:
{
"resultcode™: 1,
"data": {
"CubicMeters™: "0.7",
"IsFault™: false
}

2.18. AR5

2.19. AV MK E

http(s)://<ip>:<port>/av
encoding: UTF-8
*FFRIMET LA http, £~ HIEEWFER https



2.19.1. KB FMINE LIRS

J7%: post

'I,§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
HRSH
{
"method": "thing.service.property.get”,
"logicnodeid”: "<logicnodeid>", /I IMEFRZET & id
"params": {
"ForceRefresh™: <true/false> //false(ff&): EiZFIREIZER, true AR EHRIHFEFEIRE
}
}
e i 25 3R (Content-Type: application/json):
{
“resultcode: 1, //1-30 3F 1-K
"errorinfo": ", /IERER
"errorinfo_cn™: ", //ZA&H{L$EIR{E B (Accept-Language %)
"data": {
"IsFault": <true/false>, AV IRE L EEEWERT: true-IEIRT false- EFEIRES
"Status": "<on/off>", /IAV B &L BDIRES: on-FRIRES off-0RES
"IsMute": <true/false>, /I ER AT
"PlayMode": "<play mode>",  //ZHBIERIEL
"PlayStatus": "<play status>", //é’ﬁﬁ%fﬁ(%?‘&
"Volume": <volume> EEI=y<
}
}

2.19.2. IZFEFF

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSEC
{
"method": "thing.service.Turnon",
"logicnodeid": "<logicnodeid>" /EERBET S

I 7 25 8 (Content-Type: application/json):

"resultcode": 1, //1-FTh EHE 1-5k 0%

“errorinfo™; ™" //5EIRER
"errorinfo_cn™: " /1R Hb 4L SR (S B (Accept-Language %)



2.19.3. iIfE*%

J7%: post

S S .
15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i A Ry 73 .
BHRSE
{

"method": "thing.service.Turnoff",

"logicnodeid": "<logicnodeid>" /IEERBET S Id
}
e R 25 R (Content-Type: application/json):
{

"resultcode™: 1, //1-F&3h 3E 1-5k0K
"errorinfo": ", /IERER
"errorinfo_cn™: " /1R $E1R 15 B (Accept-Language H%)

2.194. ZEEEESE

J37A: post

S S .

183K K (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\E < h3 Az .

HRSH

{

"method": "thing.service.SetVolume",
“logicnodeid": "<logicnodeid>", /IEEIIBET R id
"params™: {
"Volume": <volume> //Z&: 0~100
}
}
ne R 25 SR (Content-Type: application/json):

{
“resultcode™ 1, //1-p8IN ﬂ]E 1-5%0K
“errorinfo™: ", /IEERER
“errorinfo_cn™: ™" 1/ R EE1R 15 B (Accept-Language H%)

2.19.5. ZRIRARK/EEFE

J7k: post
iﬁ*é’;(header) .

Accept-Language: <language> //en. zh-CN



Authorization: Bearer <JWT token>

\i < > sz .
BERSE
{
"method": "thing.service.VolumeDown",
“logicnodeid": “<logicnodeid>" /& EBBET S I
}
%
{
"method": "thing.service.VolumeUp",
"logicnodeid": "<logicnodeid>" /R EHHEBET = id
}

N R 25 R (Content-Type: application/json):
{

“resultcode"; 1, //1-830 3F 1-KR
“errorinfo": ", /IERER
“errorinfo_cn"; " /1AL IR (5 B (Accept-Language 1)

2.19.6. ZEBIREFFS/BUERE

J37%: post

S S .
15K 3k (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i A R 73 .
BERSH
{
"method": "thing.service.Mute",
"logicnodeid": "<logicnodeid>" /IEENBED S I
}
5
{
"method": "thing.service.UnMute",
"logicnodeid": "<logicnodeid>" /NEEFNEBET A I
}

ne R 25 3R (Content-Type: application/json):

{
"resultcode™: 1, //1-p%3h 3 1-5k0K

"errorinfo”: ", /EBIRE R
“errorinfo_cn”: ™" /1R 4L $8IR 15 B (Accept-Language 1B%)

2.19.7. mEFEHIES/k BB/ E LB

J7%k: post

= S DR .
183K Kk (headen):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>



BERSEC

{
"method": "thing.service.Pause”,
"logicnodeid": "<logicnodeid>" /IEERBET S id
}
14
{
"method": "thing.service.Play",
"logicnodeid": "<logicnodeid>" /NEEIBET A I
}
"
{

"method": "thing.service.Stop",
"logicnodeid": "<logicnodeid>" /EEFINEET S id

}
I R 25 B (Content-Type: application/json):
{

“resultcode"; 1, //1-830 3F 1-K K

"errorinfo”: ", /IERER
“errorinfo_cn": " /1R 4L $81R 15 B (Accept-Language %)

2.19.8. ZEEHERT—&H/L—&

J37%: post

i§ ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.Next",
"logicnodeid": "<logicnodeid>" /IEENBED S I
}
e
{

"method": "thing.service.Previous",
"logicnodeid": "<logicnodeid>" /NEFNBET A I

}
N Ry 25 R (Content-Type: application/json):

{
"resultcode”: 1, //1-A%3h 3 1-5k0%

“errorinfo": ", /1EEIR(ER
“errorinfo_cn”: ™" /1R 4L $8IR 15 B (Accept-Language 1B%)

2.19.9. B BEEHER

J7k: post



i%*%(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERZEC

{
"method": "thing.service.SetPlayMode",
"logicnodeid": "<logicnodeid>", /REHEET S id
"params”: {

"Mode": "<allcycle/randomcycle/singlecycle>"  //3BRART

}

}

N Ry 25 R (Content-Type: application/json):

{
"resultcode"™: 1, //1-p%3h 3 1-5k0K

"errorinfo”: ", V= SERS
“errorinfo_cn": " /1R 4L $81R 15 B (Accept-Language %)

2.20. PR ZHEREM

http(s)://<ip>:<port>/pcmedia
encoding: UTF-8

«FFRIAE T M A http, £ F=IREBEIWE A https

2.20.1. ITRIRENM IR (31 3=

J37%: post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.GetVideolList",
"deviceid": "<deviceid>", //TCP MX1Z%& ID
"nodeid": <nodeid>, /] SIEEFHAE TCP WX EMF & id
"params": {
"port’: <port> /SRR EN AT IR R 535 0
}

}
nm R 25 8B (Content-Type: application/json):

{
"resultcode": 1, //1-A%3h 3 1-5k0K

“errorinfo”: ", /1EBIR(ER
"errorinfo_cn": ", /1R Hb AL SR (S B (Accept-Language %)

“list"; ["<filename>"] /3B %A



}

2.20.2. ITFEFT A I

J3 7% post

iﬁ *%(header) :
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
HRSH
{
"method": "thing.service.OpenVideoFile",
"deviceid": "<deviceid>", //TCP M %1% % ID
"nodeid": <nodeid>, /SR FHAE TCP WX LT A id
"params": {
"port’: <port>, 1/ SR LB XA AR 553 1
“filename": "<filename>" /IR 5
}

}
e R 25 3R (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /EER1ER
“errorinfo_cn": " /1R 4L $81R 15 B (Accept-Language %)

2.20.3. ITF2FKE PPT X {47513k

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.GetPPTList",
"deviceid": "<deviceid>", //TCP Mx1% % ID
"nodeid": <nodeid>, /] SR EHE TCP W% LT & id
"params": {
"port”: <port> /1 Z AR A ST R AR S5 O
}

}
i &7 2 B (Content-Type: application/json):

{
"resultcode": 1, //1-A%3h 3 1-5k0K

"errorinfo": ", /IEEIRER
"errorinfo_cn": ", /1R Hb 4k R (S B (Accept-Language %)

"list": ["<filename>"] /3R EA



2.20.4. ITTEFTFF PPT X1

J7%: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
HRSH
{
"method": "thing.service.OpenPPTFile",
"deviceid": "<deviceid>", //TCP M%ki% % ID
"nodeid": <nodeid>, /SR EHAE TCP WX LT & id
"params": {
"port”™: <port>, /1 Z BB EN XS FRRS 7P
“filename": "<filename>" //PPT X144
}

}
I 57 25 8 (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /EER1ER
“errorinfo_cn": " /1R ML $81R 15 B (Accept-Language 15%)

2.20.5. ImEHERF

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.HotkeyControl",
"deviceid": "<deviceid>", //TCP M<i& % ID
"nodeid";  <nodeid>, /1SR ENAE TCP M LAY R id
"params": {
"port™: <port>, /1B B E TV NIERERERS A
"hotkey": "<hotkey>" kA%
}

}
i &7 2 B (Content-Type: application/json):
{

"resultcode™: 1, //1-F§3h 3E 1-5kIK

“errorinfo": ", /1EEIR(ER
"errorinfo_cn": " /1R Hb 4k RS B (Accept-Language %)



2.21. FKes

http(s)://<ip>:<port>/waterfilter
encoding: UTF-8
FFRIEET] I A http, 4 = IREEIE A https

2.21.1. 3FEUEKBHYFTRES

J3 7% post

S S .
15 3K Sk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < > 73 .
BERSE
{

"method": "thing.service.property.get”,
"logicnodeid”: "<logicnodeid>" //%KERBET A id

}
I R 25 B (Content-Type: application/json):
{
"resultcode”: 1, //1-A%3h 3 1-5k0K
“errorinfo"; ", /IERER
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"IsFault": <true/false>, /R EYUEREWEIRE: true-BEIRTS false- EHEIRTS
"CardNumber": "<card number>", //NBfKF=
"Model"; "<value>", //#/KEBEIS

"IaWaterOulity<valte> FIINTRIR
"OutWaterQulitys<valie> FHE IR IR
"RemainingTimes": <value> /&4 (a)

}

2.22. WEHFHARNL

http(s)://<ip>:<port>/washer
encoding: UTF-8
*FFRIMET LA http, £~ HIEEWFER https



2.22.1. FBUERVBZHBLRE

J7%: post

\_:E A3 \\

15 3K Sk (header)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A Ry 73 .

BHRSE

{

"method": "thing.service.property.get”,
"deviceid": "<deviceid>", //M3*i&% ID
"nodeid": <nodeid> /FERMAEMK LTS id, BEE 1

}
ﬂrﬂ] E\Z zg%(Content-Type: application/json):
{

"resultcode™: 1, //1-A31 JE 1-5KK

"errorinfo™: ", //$EIR1ER
"errorinfo_cn™: ™", /&ML ERIRIE B (Accept-Language 1HK)
"data": {

"sFault": <true/false>, /EE LS EGEREIRE: true-TEIRTS false-1EBIRZS
"Online™: <true/false>, //IREYURIEEEL: true-7EZ false-B%

"CardNumber": "<card number>",  //NBfF5

"RSSI": <RSSI>, /INB IS5 E

"Power"; <power>, /IR 0-%i 1-FF /3

"Mode": <mode>, /ER 0-RNRE 1-BBK 5-1R3E 8-FfEst 10- K%k 12-mE%
35-F B 36-BIRRE W 37-PHAR 8-k

"Washings": <value>, /IERRAL 0-5E 1-EF

"DryTime": <time>, /METRE: O-FIRE 16-15 % 32-30 4¢h 48-60 o4

64-90 >¢h 80-120 43rEHh 96-150 4%H

"DryMode"; <mode>, /MEFER: 0-RNEE 1-#pf 2-9%F 3-BxF 4-BUH

“SerialFault™: <value>, //BOWE: 0-IE% 32-#iBEEL 64-F6

"WasherFault": <value>, //ZERHEE: 0-IEF 1-#HKBA 2-HEAKBR 3-387K 4-/KAER
5-BENMES 6-181 7-BiKEE 8-5MERTEME O- T HER 10-fIEER
11-BERBE 12-HF s 13-f%e

"RemainingTime": <value>, //3EAx Tl &0 g], BAI44d

"ProgramTime": <value>, //F2FrR ), BEAIDEH

"ProductModel™: "<model>", /RN ES

"DryingTime": <value> /1B AR 8], BALFD
}
}
[~ 5]
curl -X POST \

http(s)://dev.isurpass.com.cn:8888/washer \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUuOwKbmQeNK1w08_0" \

-d

"method": "thing.service.property.get”,
"deviceid": "iSurpass2020020202",
"nodeid":1

¥

/REER:



"resultcode™: 1,

"data": {
"DryMode": 1,
"DryTime": 48,
"DryingTime": 0,
"IsFault": false,
"Mode": 5,
"Power": 1,
"ProductModel": "01
"ProgramTime": 60,
"RemainingTime": 20,
"SerialFault": 0,
"WasherFault": 0,
"Washings": 1

2.22.2. (NB-loT)EfE% &l

J7 7% post

\i A3 \\

1A K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i > 73 .

BEKRBEC

{

"method": "thing.service.Control",

"async'": true, //false-EHARN(ERE), true-FHEL
"deviceid": "<deviceid>", //M¥%iE& ID

"nodeid"; <nodeid>, /FERANBHREENMK ENTR id

"params™: {
"Power": <power>, //BJR: 0-XkiA 1-F /5
"Mode": <mode>, //#E_ﬁ' 0 TERE 1-B8BiK 5-PHRE 8-FRAERE 10- K3t 12-I0E%

A 36-=aREE 37-PYk 38-%E
"DropWashingsTime": <time>, //%/axﬂﬁxﬁiﬁj‘lﬂ B 100ms

"DryTime": <time>, /T RTIE: 0-FIRE 16-15 /¢h 32-30 43§ 48-60 4
64-90 2§ 80-120 424 96-150 434
"DryMode": <mode>, /MEFR 0-FRE 1-#0E 2-%FTF 3-BRTF 4-BUB
"ModelTime": <time>, //BBRKES A 5~9 4 ¢
"Mode5Time": <time>, //MReRTE]: 25~32 44
"Mode8Time": <time>, /IERAESRRTE): 35~42 4>
"Model0Time": <time>, /I RGERE: 45~52 4>¢h
"Model2Time"; <time> //hRE RTS8 55~60 434H
}

}

M K7 25 3R (Content-Type: application/json):

{

"resultcode™: 1,  //1-pIN JE 1-%KkIK
"receipt”: "<receipt>", //ﬁiiﬁ]ﬁﬁﬂ'\]@?ﬂ id

"errorinfo"; ", Ve SEY

"errorinfo_cn™: " //Z&# (b $EIR1E B (Accept-Language 183%)
}

[E]

1) ¥ async B true Y, resultcode A 1 {NFRRIRG W TIERK . TRTFBER, BEAR
HIEK ﬁufzjxﬁ’%iﬁﬁf‘ﬁi_i websocket RIZFWIRIELER, SNEWFHIERNBELR
2) 5 PAZEY , nodeid ZEENL A 1




[~ ]
curl -X POST \
http(s)://dev.isurpass.com.cn:8888/washer \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"async": true,
"method": "thing.service.Control",
"deviceid": "iSurpass2020020202",
"nodeid": 1,
"params": {
"Power": 1,
"Mode": 5,
"DropWashingsTime": 10,
"DryTime": 32,
"DryMode": 1,
"ModelTime": 5,
"Mode5Time": 25,
"Mode8Time": 35,
"ModelQTime": 45,
"Model2Time": 60
}
¥
/REIZER:
{

"resultcode™: 1,

"receipt”: "washer-1580721877006"

2.22.3. (NB-loT)iZf2 & {ir

J37%: post

\i S \s

1K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

THKRSBE

{

"method": "thing.service.Reset",

"async': true, //false-EHIER(HRE), true-FHR
"deviceid": "<deviceid>", //M*XI&E ID

"nodeid”;  <nodeid> IFHERHEHIRZEEMNX LTS id

}
i iy 25 82 (Content-Type: application/json):
{

"resultcode™ 1,  //1-FEN JE 1-%k0K

"receipt”: "<receipt>", //FFHIERAMEH id

"errorinfo": ", /1EBIR1ER

"errorinfo_cn”: " //ZA#{k $51R1S B (Accept-Language 1H3%)



[E]
1) ¥ async B4 true B, resultcode A 1 (NRTFBREFEFW TIER. FRTEERDY, BEAR
SIEKRBIRII R G T L websocket SRIZWIRMELER, SN EREPIERNEZRES

2) asyneSEHBELI A true, nodeid ZEEMLTA 1
r41]
curl -X POST \

http(s)://dev.isurpass.com.cn:8888/washer \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCI61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCI6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-d

"async": true,
"method": "thing.service.Reset",
"deviceid": "iSurpass2020020202",

"nodeid":1
¥
/REIZER:

"resultcode": 1,

"receipt”: "washer-1580721868139"
}

2.23. BRI

http(s)://<ip>:<port>/washer
encoding: UTF-8
«FFRIME T DU http, &£ IRREIEA https

2.23.1. FRBUARYLAZH BIIRTS

J37%: post

\i S \s

1K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

THKRSBE

{

"method": "thing.service.property.get”,
"deviceid": "<deviceid>", //M¥*i&%& ID
"nodeid": <nodeid> /IHETRMEMK EMT R id, BEE 1

D[’u]}i\zéﬁ (Content-Type: application/json):

{
"resultcode™: 1, //1-F{IN EIIE 1-5k 0%
“errorinfo"; ", //iab? =S\
"errorinfo_cn": ", /1R Hb 4k SR 1= B (Accept-Language #H35)



"data": {
"IsFault”; <true/false>, //RE LB EREWERS true-EEIRES false- EFRA
"Online™ <true/false>,  /ZEHRIEEEL: true-7EZ false-B%:
"CardNumber"; "<card number>",  //NB f£F&

"RSSI": <RSS|>, /INB 558 E
"Status": <status>, JPRZS: 0-1FH1 1-TRAAF 2-HEH 3-8k H 4-F0FER 5-BK8F

6-F7KBAT 7-HEKBRT 8-Fi/KIER 9-BiKFE 10-KAEREFHE
11-3R87KIRE 12-BYLEE

"RemainingTime": <value>, //F| 407 8]

"Coins"; <count> /1R TER

2.23.2. (NB-loT)iEf2f 4

J73%: post

\i h3 \\

183K K (header)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i 3 N 74 .

BRSE

{

"method": "thing.service.Control”,

"async’: true, //ffalse-EHBR(ERE), true-FHIELN
"deviceid": "<deviceid>", //MXi&& ID

"nodeid”: <nodeid>, /TN HNEFERM K LTS id

"params": {
"Cmd"; <cmd>, /R 1-REX 2-TE 3-TY) 5-BUETA
"Mode" <mode>  //fRZ: 1-JNGR%E 2-FREE 3-RESL 4-EBK 5-1EE 6-81%
}
}
N K7 45 8 (Content-Type: application/json):
{
"resultcode™ 1,  //1-AR30 JE 1-%kK
"receipt": "<receipt>", //FHFHAIEIH id
“errorinfo": ", /IERER
"errorinfo_cn™: " /AR 4L $51R 15 B (Accept-Language 1B3%)
}
[E]

1) ¥ async ZHUH true B, resultcode A 1 (XFRRIRFS/IFEW TIEKR. FERTRERT, BEAR
SIEKRBIMRIR G F L websocket SRIZWHRIELER, SN ERETIERNEZRELSE
2) BB AR , nodeid ZEENTHN 1

2.24. REE AN B

http(s)://<ip>:<port>/washer
encoding: UTF-8
«FFRIME T DU http, &R https



2.24.1. FRBURRHA S RIRES

J3 7% post

\i S :

17 5K Sk (headen)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A R 73 .

BERSE

{

"method": "thing.service.property.get”,
"deviceid": "<deviceid>", //MXi&%& ID
"nodeid”: <nodeid> IR AEMX LA R d, BEE 1

}
Drﬂ] E\Z zg%(Content-Type: application/json):
{

“resultcode™; 1, //1-pZh JE 1-kIK

“errorinfo™: ", //4EIR{E R
"errorinfo_cn™ ™", //ZAKH LIRS B (Accept-Language %)
"data": {

"IsFault": <true/false>, /R EYURIEBTEWNEIRT: true-iEIRE false- EEIRE
"Online™ <true/false>,  //IR&EHFIREEL: true-7E%k false-B4
"CardNumber": "<card number>",  //NBkF5

"RSSI": <RSSI>, //INB{E552E

"Mode": <mode>, 4 0:

: PR

: BRJTVE

: HLBK

[k

BB I MEK]

© AT

: [REARR-4x %K)

| [RERL-2F3K]
10: [FHLE A
11: [EB f%tk B 16)

"Status": <status>, IPERTHEAORZS: 0: [THEA]

[FiiRE]

[T FE]

Ve

B

7K

WEAR R

B ih
Eaiat)

O 0O ~NO 0T D WN P

NogaswhE

"RemainingTime": <value>, /13 AR (8]

"WaterLevel": <water level>,  //Fi&/KAL 1~8 #Y4

"ErrorStatus”; "<hex value>" [/ HOIRAS (7N iEkH )
00: TCHi%H;
01: HEAKHERS (H kLS EO)
02: HEKHE I (B kLS EL)
03: Wi /KA P (Mg E2)



04: [1HFRHRE (M fs A E3)

05: /KAALEAs S (Wb A AD : E4)
06: FZFHF I T(H kLD ED)

07: FHEHLHFREH (MRS E6)
08: FHEHFI (M= ET)

09: FFfiE=s#pE (BIPEHE: £8)

2.24.2. (NB-loT)iEf2% 4l

J7%k: post

\i S \\

155K K (header)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i 3 N 74 .

BRSE

{

"method": "thing.service.Control",
"async'": true, //false-EHARN(ERE), true-FHE
"deviceid": "<deviceid>", //M>&&E ID
"nodeid”: <nodeid>, /TN HNEFERM K LTS id
"params": {
"Cmd": <cmd>, % o
: BRAEVE
R AN
: HBIK
[ ]
[EE B F M K]
;A
[RERL-4=31)
e =1
10: [HEHL A6
11: [FERNIR B 4]
"StartKey": <status val>, JBENIRAS: 00 RBEI 1 Batdkik 2 F1E%IRK
"ExtraTime": <minutes>, /AR ERGHI G ARSE): 1~-20(49 %)

"WaterLevel": <water level> /IR 1~8 £

A WNPFO

}
}
N v & 8 (Content-Type: application/json):
{

"resultcode™ 1,  //1-pRIH 3E 1-kK
"receipt": "<receipt>", //FHFAIEH id

"errorinfo"; ", //EBIRIER

"errorinfo_cn™: " //Z&# (L $EIR1E B (Accept-Language 183%)
}

L]

1) 3 async 4 true B, resultcode A 1 (XFRFRSFFZEW T1EK . FARTBERT), BEAR
SIERBIMRIIR G FH BT websocket RIZWRMEER, S ER RS IERNEESE
2) BB AR , nodeid ZEENTHN 1




2.25. FLEEA

http(s)://<ip>:<port>/shoewasher
encoding: UTF-8
FFRIEET] I A http, 4 = IREEIE A https

2.25.1. FKBUEEN N Y ERE &S

J73%: post

\i h3 \\

183K 3k (header)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i > Az .

HERBE

{

"method": "thing.service.property.get”,
"deviceid": "<deviceid>", //MXi&& ID
"nodeid": <nodeid> /RN EMZ ERNT R d, BEE 1

ﬂrﬂ] E\Z zﬂ:%(Content-Type: application/json):

"resultcode™ 1, //1-F{I EIE 1-RK

"errorinfo": "" //BIRER
“errorinfo_cn"; " /125 L $8IR 1 B (Accept-Language #83%)
"data": {

"IsFault": <true/false>, /BB LS EGEREIRS: true-TEIRZS false-1EBIRZS
"Online"; <true/false>,  //IREYUREEEL true-7E% false-B%

"CardNumber": "<card number>", //NBfKF=
"RSSI"; <RSSI>, /INBES38E
"Status"; <status>, BTIRES 1-F 2-i5% 3-EE 4-8E 5-5508E 6-81%

“Program”: <program>, //i&fTRERF. 1-EBRH/K 2-HRE 3-1RE 4-KY
5-INFAVPGE 6-INFFTE 7- 1KY
"Progress”: <progress>, //EfFiifR: 1-TL 2-323 3-%tiF 4B 5-BiK 6- K
“RemainingTime”: <time>, //3¥I it {a)(F))
‘Faults”: <fault value>,  //MEREARIR: 1-#H/KHBRS 2-HEKBRS 4-BiKFFE 8-BiKRFHE
16-BIEE 32-F|HITE 64-3%7K  128-/KALfERiRE
256-EFIBFFMETE S512-REAREIE 1024- oK Al
2048-EBHIEHALE 4096- BRI SR 8192- BT REE
16384- A BRIEIRE 32768-IREN=Z N E

“VersionNum”: <version>, //RRAS

“Features”: <feature value>, /FBARIR: 1-8E 2-FELT 4-I0& 8-/KAro]iA 16-#E 01 32-f0&E

“MobilePay”: <amount>, //FHlZ 8%

“Coins”: <count>, /I THEE
“Price3": <price>, /1 BRIV
“Priced”; <price>, /RN
“Price5”: <price>, /IEREMIE
“Price6”: <price>, RN

“Price7": <price>, /1 IRFRHRR 4%



“Price8”: <price>, 1/ IREAERAEMN R

“Price9": <price>, /I KNG
“Time3”: <time>, // BR8]
“Time4”: <time>, /1R B 8]
“Time5”: <time>, /1R ERT{E]
“Time6": <time>, /1K 8]
“Time7”: <time>, /1R AT 18]
“Time8”: <time>, 1/ ANFAVIFER B 8]
“Time9”: <time>, /1 INFARRAERY (8]
“Timel10”: <time>, /1IN R A (8]

“Parameter3”: <value>,  //IREKALIRE
“Parameterd”: <value>,  //F¥RAEKAIRE
“Parameter5”: <value>,  //K¥IKAIRE
“Parameter6”; <value>, //Bi/KEERIRE
“Parameter7”; <value>, //RERE

“SpecialOptions™: <value>,  //1-#8Bi2IZ 2-£BFRIP 4-N#H 8-#EE 16-1%E 32-M

2.25.2. (NB-loT)iET2f 4

J3 7% post

\i S :

1A K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A R 73 .

BEKRBE

{

"method": "thing.service.Control”,
"async': true, //false-EHERN(ERE), true-FHEL
"deviceid": "<deviceid>", //M¥%iE&E ID
"nodeid”: <nodeid>,  //HEANEFIREEMKX LEHTS i
"params™: {

"Model": <mode>, //#EI: 1-K¥3E 2-#RERE 4-1R%E 8-B[i/K 16-1R/F1E 32-4

64-H1{E 128-%E
"Mode2" <mode> //HEZ: 0-&%H] 1-BRER 1B 2-BRER 2B 4-BEFR 8-ERAR

}

}
i iy 25 82 (Content-Type: application/json):
{

"resultcode™ 1,  //1-pR3H 3F 1-KkK

"receipt”: "<receipt>", //FFHIERAMEH id

"errorinfo"; ", Ve SEY

"errorinfo_cn”: " //ZA&#{b $E51R1S B (Accept-Language 1H3%)
}

623

1) % async B4 true B, resultcode 3 1 (NFTIRSRIER TiHK. RETRIERT, BELR
SERIRA RGBSR websocket RIFUIRIEER, SNIEUSHERNEES
2) S HE AT , nodeid ZEENTA 1




2.25.3. (NB-loT)iZR iR EM1E

J7%: post

\_:E A3 \\

15 3K Sk (header)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A Ry 73 .

BHRSE

{

"method": "thing.service.SetPrice",

"async": true, //false-EHHER (EE), true-FHHER
"deviceid": "<deviceid>", //M3*i&% ID

"nodeid” <nodeid>,  //HENEHEREEMX LTS id

"params": {
"Price3": <price>, 1/ BRBRNIE
"Price4"; <price>, /RN
"Price5"; <price>, IR
"Price6": <price>, 11 KINHE
"Price7": <price>, /IR %
"Price8": <price>, /AR E
"Price9": <price> I/ INAR PN
}
}
N &Y 25 82 (Content-Type: application/json):
{
"resultcode™ 1,  //1-pIN JE 1-%kIK
"receipt": "<receipt>", //#iiﬂﬂ%ﬂ’ﬂ@?ﬂ id
"errorinfo": ", Ve SEYS
"errorinfo_cn™: ™ //A&#{L RS S (Accept-Language 183%)
}
[E]

1) ¥ async 404 true B, resultcode 4 1 (NRRIRSFFEWR TIEK . ARTBIER, BEEAR
HIEKRATIR E’] %%%’%5‘&_4 websocket RIFWIRELE R, SNEWFDIEROER(ELE
2) o shop , nodeid ZEENTA 1

2.25.4. (NB-loT)iZf2i% E i |51 & %

J73%: post

\_:E hS \\

183K Kk (headern)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\E < S R 73 .

BERSE

{

"method": "thing.service.SetTimeParameters",

"async': true, //false-EHER(FRA), true-FHER
"deviceid": "<deviceid>", //M*XiE&E ID

"nodeid": <nodeid>,  //FEENIRFIREEMK ENT R id

"params": {
"Time3": <time>, // B B /)
"Time4": <time>, /1 B jE]

"Time5": <time>, //HRAERY (8]



"Time6": <time>, /I KR iE

"Time7": <time>, /R ER AT {E]
"Time8": <time>, // VIR i 8]
"Time9": <time>, /1 INFARRAERY (8]
"Timel0": <time> /1IN K YR (8]
}
}
i &7 45 8 (Content-Type: application/json):
{
"resultcode™ 1, //1-F3h JE 1-%K
"receipt": "<receipt>", //SFHIEHRMER id
“errorinfo™: ", /IERIER
"errorinfo_cn™: " //Z& (b $E5IR1S B (Accept-Language 1H3%)
}
[E]

1) % async BH0% true B, resultcode % 1 {XFTIREGBRIER THEKR. FRTRIENT), BERS
SERAIIRI RGBT websocket RIBWIRIELR, SREKFHERMBIELR
’) S HUE I , nodeid ZEELIA 1

2.25.5. (NB-loT)iZB X EiTTESE

J3 7% post

\i A3 \\

1A K 3k (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

BEKRBE

{

"method": "thing.service.SetProgramParameters”,
"async': true, //false-EHAERN(ERE), true-FHE
"deviceid": "<deviceid>", //M¥%i&& ID
"nodeid"; <nodeid>, /IFEANB IR EENX ENT R id
"params™: {

"Parameter3": <value>, //IREKLIRE

"Parameterd": <value>, //¥REIKLLRE

"Parameter5”: <value>, //K#KALEE

"Parameter6”: <value>,  //Bi/KEEEIRE

"Parameter7": <value>  //EERE

}

}
N R 45 B (Content-Type: application/json):
{

"resultcode™ 1,  //1-FEN JE 1-%k0K

"receipt": "<receipt>", //FHFAIEH id

"errorinfo": ", /IBIRER

"errorinfo_cn™: " //Z&# (L $EIR1E B (Accept-Language 183%)
}

[E]

1) % async BEA true BT, resultcode A 1 (NRTFIRESFFW TIER. FRTEEND, BELRR
WIEKBMRA R G H SLES websocket SKIZFBRELE R, SREWRTIEKRNEELER
2) 5 PAZELS , nodeid SEIELTA 1




2.25.6. (NB-loT)iZfEi% E4s7kIhtE

J7%: post

\_:E A3 \\

15 3K Sk (header)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A Ry 73 .

BHRSE

{

"method": "thing.service.SetSpecialOptions”,
"async": true, //false-EHHER (EE), true-FHHER
"deviceid": "<deviceid>", //M3*i&% ID
"nodeid": <nodeid>,  //FEEHIEFIREEMK EMT R id
"params": {
"SpecialOptions™: <value>,  //1-#£8BiglZ 2-&FRRP 4-IN#h 8-1@EE 16-1&4 32-1% ™

}
}
N &Y 25 82 (Content-Type: application/json):
{

"resultcode™ 1, //1-m3 JE 1-KK
"receipt™: "<receipt>", //FHIEARAIEH id

"errorinfo"; ", /1EER(E R

"errorinfo_cn™: " //A& (LIRS S (Accept-Language 1H3%)
}

[E]

1) ¥ async ZHUH true B, resultcode 4 1 (XFRRIRFIFEW TIER. FAERTRERD, BEAR
SIERBIMRHI R G5 S B 7 websocket SRIZWHRIEE R, SN IEW RS IERAIEESE
2) SR A , nodeid ZE{ENA 1

2.26. FAxHL

http(s)://<ip>:<port>/dryer
encoding: UTF-8
*FERIFMET LA http, £ =R IFER https

2.26.1. FKETFRAB LY FRTE

J7%k: post

\i hS \\

15K Sk (header) -
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\E < S Az .

BERSE

{



"method": "thing.service.property.get”,
"deviceid": "<deviceid>", //M*i&%& ID
"nodeid": <nodeid> NTFRANEMK LTS id BEE 1

}
ﬂrﬂ] E zg%(Content-Type: application/json):

{
"resultcode™: 1, //1-pZN JE 1-%kK
"errorinfo": ", //$BIR{E A
"errorinfo_cn™ ", /AL EERIS B (Accept-Language 1H3K)
"data": {

"IsFault": <true/false>, /BB S EGEREIRS: true-TEIRTS false-1E BIAZS
"Online™: <true/false>,  //BEHUAEEEL. true-7EZ false-BZ:

"CardNumber": "<card number>",  //NB &5
"RSSI": <RSSI>, //INBIE S8
"Status": <status>, IR, BEUE
“Status2": "<hex>", IISRIRTSIER, T B
“RemainingTime": <time>, /1T A= (8] (53 5)
“Temperature”: <val>, IIRE

“Humidity”: <val>, /1B E

"Version": "<hex>" /ITEFFRRAR



TR

B
X e RIERAE #iE
00H i Ay LA
01H k& Anr{E
02H IEH TiEsH Anr{E
03H TARSH HRIE
05H ErEiRiEEE
10H El IR R R
11H E2 18 IR R
12H E3 i L e R 2 ] o
13H E4 TARRER I8 T
23H ES FrHLE 4TI
80H HiE i TR AT A
MR 3 TR FIEIE 45, ek &5,
81H 5 [ E) TIEs
AR IERE
FRRCIRES R
g HEET: 1
Xt E{E HEHRSE N &HiE
Bit0=0 H A firtd ] T8 TR
Bit0 =1 Eitidnt ] fit A~ m
Bitl =0 A F3 BB HE | bt AGETHE M E], TR
Bitl =1 SR e T N ] AR
2.26.2. (NB-loT)iEf2fE 4
J7%k: post
i%%%g;(header) :
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

BERSEC
(

"method": "thing.servi
"async": true,

"deviceid": "<deviceid>",
"nodeid": <nodeid>,

"params”: {
"Cmd": "<hex>",

ice.Control",

//false-EIHBER(ERE), true-FHIER

//IMFERE D
//FRAEHEEENX LR R d, BEE 1

/A%, HRHEH &




"Select": "<hex>"
}
}

/ITFARIESE, X H B

Vs

01H BshiEiT BaEhFfRtliziT

02H ¥ kimiT fF kT RILTAE

03H i ficnd fEH AT LA E

04H il fit Eai s IR

05H iR i e i R T =

06H HH & B shiz T i B i B s ThiE

07H ENELEE R TR BB, HeTiE N A TAE

08H 18 P R BEHE TR, KTRE
/T ARGERE:

A A I RIRHHRE L

00H FACH 7] 30 53¢

01H FACHE (7] 35 5%

02H F-ACH (7] 40 53¢

4FH TR B[R] 425 480

S0H FAHS (] 5 43

51H FACH A] 10 478k

52H FACHE (A] 15 478k

53H FACHE 7] 20 478k

54H FACHE A] 25 478k

80H FAeht ] 30 ¥k + RE

81H FAcht ] 35 A4k + R

82H FAH A 40 4080 + RiE

7FH 8 T B

CFH FAcht (] 425 480 + AH

DOH TFAEHE 5 e + KB

DIH FAeht ] 10 ¥k + RE

D2H FAehtE 15 A4k + RE

D3H FAcht ] 20 A4k + R

D4H FAehtE] 25 ¥k + RE




i &7 45 8 (Content-Type: application/json):

{

"resultcode™ 1,  //1-pE3N FE 1-%K

"receipt": "<receipt>", //SFHIEHRMEH id

“errorinfo™: ", /IERIER

"errorinfo_cn™: " //A (LIRS S (Accept-Language 1H3%)
}

623

1) ¥ async ZEA true B, resultcode A 1 (XFRRIRFRIEFEW TIER. FERTRERD, BEAR
SIERBIRIIR G T BT websocket SRIZINRMEER, S ER RS IERNZEELE
2) asyneSEUEAL AN true, nodeid SEEMNTIH 1

2.27.SOS EAK#K

http(s)://<ip>:<port>/sos
encoding: UTF-8
FERIAEZ ] I http, &£ IRREWE A https

2.27.1. FBURRHH RS

J37%: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.property.get”,
"deviceid": "<deviceid>", //MXEE D
"nodeid":  <nodeid> /IERREEMXIRFZ EAT R

}
I &7 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-583h 3F 1-K%
“errorinfo”: ", /IEEIRER
"errorinfo_cn": ", /1R Hb 4k R (= B (Accept-Language %)
"data": {
"IsFault": <true/false>, /S BTRES MRS true-#EIRZ false- EEIRTS
"BatteryPercentage":<percent>, /BB EH 4 Lk 0~100
"CardNumber"; "<card number>" //(NB §{)NB £S5
}
}
623

1) NB-loT % & nodeid SE{EL A 1



2.28. BOWRE

http(s)://<ip>:<port>/serial
encoding: UTF-8
«FFRIREE ] I F http, S =IREEINEA https

2.28.1. FE B ORENHIRE

J3 7% post

'I,% Eky;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSH

{
"method": "thing.service.property.get”,
"logicnodeid™:  "<logicnodeid>", //BRAEEREET A id
"params”: {

"ForceRefresh": <true/false> //false(fifd): EIFIREIZEE, true AR EIRIFHEFFIRE
}

}
I &7 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-p83h 3F 1-k%
“errorinfo"; ", /IERER
"errorinfo_cn™ ™, /AL RIS B (Accept-Language 1)
"data": {
"IsFault": <true/false>, //RORELYFHRERMEIRT: true-EBIRE false-IEERTS
"Status": "<status>", /7B DR ELFRTS: on-FRIRES off- KR
}
}
(]
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-d

"method": "thing.service.property.get”,
"logicnodeid": "iRemote2005000015000-14-0-"
y
/REER:



"resultcode™: 1,
"data": {
"IsFault": false,
"Status": "off"

2.28.2. ixiEF

J7%k: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BEKRBE
{
"method": "thing.service.Turnon",
"logicnodeid": "<logicnodeid>", //BRAEEREET A id
"params": {
"IRData": "<hex>" /18 QR HIIE SR, HEX 830
}
}
e R 25 BR (Content-Type: application/json):
{
"resultcode™: 1, //1-F&3h 3E 1-5k0K
"errorinfo™: ", //EERER
"errorinfo_cn"; " /1R M4k $5IR{Z B (Accept-Language 1B)
}
[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzZXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d'{

"method": "thing.service.Turnon”,
"logicnodeid": "iRemote2005000015000-15-0-",
"params"”: {
"IRData": "AABBCC"
}
}

/REIER:
{

"resultcode": 1

}



2.28.3. IfE*X

J7%: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
FEKRBE
{
"method": "thing.service.Turnoff",
"logicnodeid": "<logicnodeid>", //BRAEEREET A id
"params": {
"IRData": "<hex>" /1R AR EIESHUIR, HEX 483K

}

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-30 3F 1-K
"errorinfo": ", /EEIRER
“errorinfo_cn": " /1A K IR (5 B (Accept-Language 1)
}
[
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-d'{

"method": "thing.service.Turnoff",
“logicnodeid": "iRemote2005000015000-15-0-",
"params"”: {

"IRData": "DDEEFF"

}
y
/IREIEER:
"resultcode": 1
}

2.28.4. X BEE

J7%k: post

\_35-_ S \\ .
17K Sk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

BERSE



"method": "thing.service.SetScene",

"logicnodeid": "<logicnodeid>", //BRAEEREET A id
"params": {
"ScenelD": <scene id>, /B OE&EERId: 1~32
"IRData": "<hex>" /7B O EIBSEIE HEX 1810, & AKE 60(30 byte)

}
}
I 57 2% B (Content-Type: application/json):
{

"resultcode"™: 1, //1-p%3h 3 1-5k0K

"errorinfo”: ", /IERER

“errorinfo_cn": " 1/ $ER{Z B (Accept-Language B3€)
}
[
curl -X POST \

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.SetScene",
"logicnodeid": "iRemote2005000015000-15-0-",
"params"”: {
"ScenelD": 1,
“IRData": "001122334455"
}
¥
//IREIZER:

"resultcode": 1

2.28.5. MpriE=

J37%: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.DeleteScene",
"logicnodeid": "<logicnodeid>", //BRORENZED S I
"params": {
"ScenelD": <scene id> /R OREERId 1~32
}



N R 25 R (Content-Type: application/json):

{
"resultcode": 1, /- JE 1-K K
“errorinfo": ", /1EEIRER
“errorinfo_cn": ™" /1R 4L $8IR1E B (Accept-Language 1B )
}
[~ 1]
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.DeleteScene",
“logicnodeid": "iRemote2005000015000-15-0-",

"params": {
"ScenelD": 1
}
¥
/HREIER:
"resultcode™: 1
}

2.28.6. ZfTEE

J37%: post
'I,%;k%(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.RunScene",
"logicnodeid": "<logicnodeid>", //BORENZBED S id
"params"”: {
"ScenelD": <scene id> /R OREERId 1~32
}
}

N i 45 8B (Content-Type: application/json):
{

"resultcode™: 1, //1-R3h EHE 1-5k 0%

"errorinfo": ", //5EIRER

“errorinfo_cn™: ™" 1/ R EER 15 B (Accept-Language H3%)
}

[R)
curl -X POST\
http(s)://112.74.20.113:8888/serial \



-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcClI6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.RunScene",
"logicnodeid": "iRemote2005000015000-15-0-",
"params"”: {
"ScenelD": 1
}
¥
/7R [B1%E

"resultcode": 1

2.28.7. % B & @B B E

J33%: post
'I% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERZE
{
"method": "thing.service.SetSerialOvertime”,
“logicnodeid": "<logicnodeid>", //ROEEZED R I
"params"”: {
"Overtime"; <ms> // BRSBTS [E(ZEFD)

}

}
I R 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-p83h 3F 1-k%
"errorinfo": ", /IEEIRER
"errorinfo_cn"; " /1R 4L $5IR{Z B (Accept-Language 1B)
}
=151
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCI6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.SetSerialOvertime",
"logicnodeid": "iRemote2005000015000-15-0-",
"params"”: {

"Overtime": 100
}



/1R [B1%E
{

"resultcode": 1

2.28.8. KB O3 178 i i [

J7%k: post

S S .

15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < > 73 .

BERSE

{

"method": "thing.service.GetSerialOvertime",
"logicnodeid": "<logicnodeid>" /B MEREINBET S id

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-FIh 3 1-K0K
"errorinfo": ", /RGBS
“errorinfo_cn": ", /1R Hb 4k RS B (Accept-Language H %)
"params": {
"Overtime": <ms>
}
}
o)
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d'{

"method": "thing.service.GetSerialOvertime",
"logicnodeid": "iRemote2005000015000-15-0-"
¥
/R [B1%E

"channelid™: 0,
"deviceid": "iRemote2005000015000",
"id" 0,
"logicnodeid": "iRemote2005000015000-15-0-",
"nodeid": 15,
"params": {
"Overtime": 10

}

report”; "thing.event.Overtime.post",
"resultcode": 1,



"type": "notification”

}

2.28.9. % B & M@K EE

J7%k: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSZEC
{
"method": "thing.service.SetBaudRate",
"logicnodeid": "<logicnodeid>", //BRAEEREET A id
"params": {
"BaudRate": <rate>, IR HEER
"CheckBit": <num>, /IR 0-ERE 1-BRE 2-FRR
"StopBit": <num> /MBI 0-141 1-1541 2-2 4
}

}
I R 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IEBIRER
“errorinfo_cn": " /1R AL $8IR {5 B (Accept-Language 1H3%)
}
=151
curl -X POST \

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-d

"method": "thing.service.SetBaudRate",
"logicnodeid": "iRemote2005000015000-15-0-",

"params"”: {
"BaudRate": 9600,
"CheckBit": 0,
"StopBit™: 0

}

}
//IREBIZER

"resultcode": 1



2.28.10. KB OBWUERFER

J7%: post

S S .

15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A Ry 73 .

BHRSE

{

"method": "thing.service.GetBaudRate",
"logicnodeid"; "<logicnodeid>" /EBEARENEETS I

}
I 57 25 8 (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K
“errorinfo": ", /IEIRER
"errorinfo_cn™: ", /1R $E1R 15 B (Accept-Language H%)
"params"”: {
"BaudRate": <rate>, /1EAE
"CheckBit": <num>, /AL O-EREE 1-1BRE 2-FRE
"StopBit": <num> /MEIEAL 0-1 4% 1-1.5 4% 2-2 fif
}
}
[~
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.GetBaudRate",
"logicnodeid": "iRemote2005000015000-15-0-"
¥
/REIZER:

"channelid™: 0,
"deviceid": "iRemote2005000015000",
"id" 0,
“logicnodeid": "iRemote2005000015000-15-0-",
"nodeid": 15,
"params": {
"BaudRate": 9600,
"CheckBit": 0,
"StopBit": 0
}

report": "thing.event.BaudRate.post",
“resultcode™ 1,
"type": "notification”

}



2.28.11. xR

J3 7% post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
TBERSEC
{
"method": "thing.service.IRControl",
“logicnodeid": "<logicnodeid>", /B ORENZET S Id
"params"”: {
“IRData": "<hex>" /8 AR FIESEIE HEX B

}

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-830 3F 1-K K
"errorinfo": ", /IEBIRER
“errorinfo_cn": " /1AL IR (S B (Accept-Language 1)
}
[~
curl -X POST\

http(s)://112.74.20.113:8888/serial \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8BN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-d'{

"method": "thing.service.IRControl",
“logicnodeid": "iRemote2005000015000-15-0-",
"params"”: {

"IRData": "AABBCCDDEEFF"

}
¥
/REIZER:
"resultcode": 1
}

2.29. B&AT

http(s)://<ip>:<port>/roadlamp
encoding: UTF-8



«FFRIREE ] I F http, S =IREEINFEA https

2.29.1. ZRBBRAT R H RS

J7k: post

iﬁ;kg;(header): Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A R 73 .

FEKRBE

{

"method": "thing.service.property.get”,
"logicnodeid™: "<logicnodeid>",  //iBE & id
"params”: {
"ForceRefresh™: <true/false> //false(ff&): EIFIREIZT, true: HEIEEIRIFEFERE
}

}
I R 25 B (Content-Type: application/json):

{
"resultcode": 1, //1-830 3F 1-K K
"errorinfo™: ", //EEIRER
"errorinfo_cn™ ", //Z&KH LIRS B (Accept-Language HH%)
"data": {
"IsFault": <true/false>, /BB T U REEWERT: true-BEIRTS false-IEHEIRES
"Status": "<status>", [/ EBBIFFFIRTS: on-FRIRTS off-RIRTS
"Lightness": <lightness>, //B&XTHI= FEFE B (1~100%)
"Voltage": <value>, /IBBKTRIBE R
"Current": <value>, //BEITHIER R
"Power":<value>, /BT B Th &R
"IMEI": "<imei>", //IMEI
"CardNumber": "<card number>", //IMSI
"RSSI": <RSSI>, //RSSI
"SNR": <SNR>, //SNR
"Version": "<version>" //\ersion
}
}

2.29.2. ixiEF

J3 7% post

\_35-_ > \\ .

18 3K Kk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

HRBE

{

"method": "thing.service.Turnon",
"async": false, //false-FEHARI(ERE), true-FHER



"logicnodeid”: "<logicnodeid>" /IBETR I

}
I 5 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
“errorinfo”: ", /IEERER
“errorinfo_cn”: ™" /1R 4L $8IR{E B (Accept-Language 1B)
}
623

Y async A true BF, resultcode A 1 XRTFREB[IFW T 1EK. AFR7EERT, BEEFD
BERBMRAR G H LE websocket RIFBIRELER, SHENETIERNEELER

I

2.29.3. ZEF(HEEREB D)

J73%: post

'I% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
TREXRSBE
{
"method": "thing.service.property.set”,
"async'”: false, //false-EHARI(ERE), true-FHARR
"logicnodeid":  "<logicnodeid>", /BB A id
"params™: {
"Lightness": <lightness>  //B&KT 8= FEF2 E (1~100%)
}
}
e i 25 8B (Content-Type: application/json):
{
"resultcode: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IEEIRER
“errorinfo_cn”: ™" /1R 4L $8IR 5 B (Accept-Language 1)
}
[E]

Y async ZELA true BY, resultcode A 1 (XFRRIRFRIFW TIEKR. FARTFBERT, BEAXRD
ERBTMRAIR G T Jc 237 websocket SRIZWIRIELE R, SNEZERFHIERZIEER

2.29.4. iEfE %

J7%k: post

S S .
15K Sk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

ERSEC



"method": "thing.service.Turnoff",
"async': false, //false-EHHE(BRE), true-RHER
"logicnodeid": "<logicnodeid>" /IBETR I

}
N Ry 25 R (Content-Type: application/json):

{
"resultcode": 1, //1-p530 3E 1- kM
"errorinfo": ", /IERER
“errorinfo_cn": ™" /1R 4L $8IR1E B (Accept-Language 1B)
}
623

% async SHH true BY, resultcode % 1 RFTFMESBIEU T HR. FRTRARY, BELES
ERATRAORG TR websocket KIFURIELR, 5 RIEI 5B RIS

2.29.5. & & BEETTR

J7 7% post

'I,% *y;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.SetDateSchedule”,
"async": false, //false-BESHER(FE), true-FHER
"logicnodeid": "<logicnodeid>", /BT A Id
"params™: {
"SchedulelD": <number>, //1~255

"DateTime": "<YYYY-MM-DD HH:MM:SS>",
"Command": {<command>}
}
}
{<command>}TJ {2 :
{"Action":"turnoff"}
&

{"Action™:"turnon", "Lightness": <lightness>}

I &7 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-583h 3F 1-5k1%
“errorinfo™: ", /IEERER
“errorinfo_cn”: ™" /1R 4L $8IR 15 B (Accept-Language 1B5%)
}
[E]

Y async BEA true B, resultcode A 1 XFRRREH[IZFW T 1EK. FR7EERT), BEELRD
BRBMRA R G TH LB websocket RIFWIRIEER, SINEWRDIEKIEIES




2.29.6. & B EAE R TTRI

J7%: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
TBERSEC
{
"method": "thing.service.DeleteDateSchedule",
"async': false, //false-EHHE(BRE), true-RHER
"logicnodeid”: "<logicnodeid>", //EEF A id
"params”: {
“"SchedulelD": <number> //1~255
}
}
e R 25 SR (Content-Type: application/json):
{
"resultcode": 1, //1-FIh 3 1-K0K
"errorinfo": ", /EER1ER
“errorinfo_cn": " 1/ K IR (5 B (Accept-Language 1)
}
(%]

Y async BELA true BF, resultcode 4 1 XRTFREB[BIFW T1EK. RARTBEERT, BEELRD
BERBIRREFZF LB websocket SRIZWIRIEER, SMENFIIERNZEER

2.29.7. & EEHERITX

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.SetWeekSchedule",
"async": false, //false-FEHARA(ERE), true-FHER
"logicnodeid": "<logicnodeid>", //BETH A I
"params”: {
"SchedulelD": <number>, //1~255

"WeekDays": <SumWeekdayValue>, //BHEHRME: 5 RAEHRMEH -HN
1-EHR 2-BEH— 4-2HZ 8-2H=
16-25Im 32-281F 64-EHX
"Time": "<HH:MM:SS>",
"Command": {<command>}
}
}

{<command>}TJ {2 :
{"Action":"turnoff"}



HE:

{"Action™:"turnon", "Lightness": <lightness>}

i Rz 2 8 (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
“errorinfo”: ", /IEERER
“errorinfo_cn”: ™" /1R 4L $8IR{E B (Accept-Language 1B)
}
623

Y async A true BF, resultcode A 1 XRTFREB[IFW T 1EK. AFR7EERT, BEEFD
BERBMRAR G H LE websocket RIFBIRELER, SHENETIERNEELER

2.29.8. s 2 EiE TR

J73%: post

'I% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
HRSH
{
"method": "thing.service.DeleteWeekSchedule",
"async'”: false, //false-EHARI(ERE), true-FHARR
"logicnodeid":  "<logicnodeid>", /IBET R id
"params": {
"SchedulelD": <number> //1~255
}
}
e i 25 8B (Content-Type: application/json):
{
"resultcode™: 1, //1-pR3h 3 1-k%
"errorinfo": ", /IEERER
“errorinfo_cn": ™" /A0 1k 5= 1Z B (Accept-Language 1B3%)
}
623

X async BEA true A, resultcode A 1 XFRRREF[IZW T 1EK. RR7EERT, BELRD
ERBRREFEF LB websocket SRIZWIREER, SNENFPIERNEZEER

2.30. BB#

http(s)://<ip>:<port>/lift
encoding: UTF-8
*FFRIMET LA http, £~ HIREWFERA https



2.30.1. BXMI%N

Jiik: post

i%*;’;(header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.CardGrant",
"deviceid": "<deviceid>", //88#% DTU ID
"nodeid":  <nodeid>, [/ YRS (2~255)
"params": {
"UserID": <UserID>, //F A 1D: 1~5000
"Serial": "<SerialNo>", /1IBRS(HEX), ARZEEIFIERRIEE Serial &

"ControlMode™ <mode>, //##=R1: 0-BmiERE 1-FahiEE
“FloorList": [<floorno> <floorno>], /X #EERFIFR
"ValidWeekDays": <SumWeekdayValue>, /BHREHERME: N5 R FEPRMEH BN
1-28X 2-2#— 4-2f— 8-2Hi=
16- 281 32-28H 64-2HX
"ValidWeekTime": "<HH:MM~HH:MM>", /%3t EEARYAE 1k A 8]
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>",  //% 3 EBRESFF44 B 2R (&)
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /B3 EARZ% 1 B 23Rt {a]

"Liftinfo": { /BEER
"IsABDoor":<true/false>, //RERE A EF]
"TotalFloors":<int>, /1 BIERE
"PublicFloorList": [<floorno>,<floorno>] /1R EREETFR

}

}
}
ﬂ[ﬂ@éﬁ%(Content-Type: application/json).
{
“resultcode™ 1, //1-p3N O-FAPERE 2-9APEEB LR 3/4-KRSEE 5-UserlD T
"errorinfo": ", /EERER
"errorinfo_cn"; " /1R M4k $5IR{E B (Accept-Language 1B)
}

[3F] BUEEFIRMTE floorno H3ME 1~64, floorno EEBFEEAGHEREFS(M 1 FIETHE). RRE
BARENEENEES

2.30.2. HHIBRER M 524X

J7%k: post

A= S SR .

17 5K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSEC

{

"method": "thing.service.DeleteGrant",
"deviceid": "<deviceid>", //88#% DTU ID



"nodeid": <nodeid>, //B $h 485 (2~255)

"params”: {
"UserlD": <UserlD> //F A 1D: 1~5000

}
}
ﬂrﬂ&zg%(Content-Type: application/json).
{

"resultcode": 1, //1-p530 3E 1- kM

"errorinfo": ", /IERER

“errorinfo_cn": ™" /1R 4L $8IR1E B (Accept-Language 1B)
}

2.30.3. HEHEMN

Fi3k: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSBEC
{
"method": "thing.service.PauseGrant",
"deviceid": "<deviceid>", /8% DTU ID
"nodeid”: <nodeid>, /B4R S (2~255)
"params": {
"UserlD": <UserlD> //FB A 1D: 1~5000
}
}
ﬂ[ﬂggg%(Content-Type: application/json):.
{
"resultcode™: 1, //1-p83h 3E 1-K%
"errorinfo": ", /RGBS
“errorinfo_cn": ™" /A0 1k 5% 1Z B (Accept-Language 1B3%)
}

2.30.4. RE BN

J7%k: post

i%*é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSEC

{
"method": "thing.service.RestoreGrant",
"deviceid": "<deviceid>", //846 DTU ID
"nodeid": <nodeid>, [/ Fh%R S (2~255)
"params": {

"UserlD": <UserlD> //F A ID: 1~5000



}

}
ﬂrlﬂ E\Z gg%(Content-Type: application/json).

{

"resultcode™: 1, //1-53h 3F 1-K1K

“errorinfo": ", /IEERER

“errorinfo_cn”: ™" /1R 4L $8IR{E B (Accept-Language 1B)
}

2.30.5. ITEFEAE

JI7k: post

S S .

17K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i > Az .

HERBE

{

"method": "thing.service.RemoteControl",
"deviceid": "<deviceid>", /835 DTU ID
"nodeid™ <nodeid>, [/ 4R 5 (2~255)
"params": {

"TargetFloor": <floorno>, //BFREIEEFS(1-64)
}

}
Mg Ry 25 5 (Content-Type: application/json):
{

"resultcode™: 1, //1-A%3h 3 1-5k0K

“errorinfo": ", /EERER
“errorinfo_cn": ™" /A0 1k 5= 1Z B (Accept-Language 1B3%)
}
[x])

1) floorno ERBHEEASFNREFSM 1 FHITEH). FTREMFENBENEES;
2) XF ABTEHE: I A TR TargetFloor {Ef¥ B iz B4EEFS(1~32). ¥ B [1H} TargetFloor {E & B FREEHE
BEFS(1-32)+ BER(®K 32);

2.30.6. XEBEHEER

Jik: post

S S .

183K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < S Az .

BERSE

{

"method": "thing.service.SetlLiftinfo",
"deviceid": "<deviceid>", //8% DTU ID
"nodeid": <nodeid>, // B ¥h 485 (2~255)



"params": {

"EnableManagement":<true/false>, //EIREIRINGE . true-FTFT false-F[H]
"IsABDoor":<true/false>, //RE= ABEZE]
"TotalFloors":<int>, VST 3=
"PublicFloorList™; [<floorno> <floorno>]  ///AEEFIFR
}
}
l]['lﬂ}i\zgg%(Content-Type: application/json).
{
“resultcode™ 1, //1-F3 O-FPERE 2-9APEE LR 3/4-KFSEER 5-UserlD 3L
"errorinfo": ", /IERER
"errorinfo_cn": " [/ R4k $EIR 15 B (Accept - Language 1H3%)
}

[3F] BEEFIRMTE floorno HIRME 1~64, floorno EEBHEEASHEEFSM 1 FEITE). FRE
BRRNERNEES

2.30.7. FBEHEEE

J73%: post

i%%%é’;(header): Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.GetlLiftInfo",
"deviceid": "<deviceid>", //88%6 DTU ID
"nodeid” <nodeid> //EBEAYRS(2~255)

}
N 5 25 88 (Content-Type: application/json):

{
"resultcode": 1, //1-5830 3F 1-K
"errorinfo™: ", /IBIRER
"errorinfo_cn™ ™, /AL EEIRTE R (Accept-Language 1)
"params™: {
"EnableManagement":<true/false>, /IR EIRINGE . true-FTFF false-3£H
"IsABDoor":<true/false>, /B2 ABEE]
"TotalFloors":<int>, /1 BRERE
"PublicFloorList": [<floorno> <floorno>]  ///A$EEF &K
}
}

2.30.8. KB FREES

J37A: post
l%*ﬁ\’;(header): Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>



BERSEC

{
"method": "thing.service.GetBluetoothLift",
"deviceid": "<deviceid>", /8% DTU ID
"nodeid": <nodeid> // B Fh 485 (2~255)
}

N Ry 2& R (Content-Type: application/json):
{

“resultcode"; 1, //1-830 3F 1-K
"errorinfo”: ", /IEIRIER
"errorinfo_cn™ ™, /AL EEIRTE R (Accept-Language 1)
"params": {
"Status™:"<on/off>", /RS on-FTFF off-%A

"Sensitivity":<number> /R EUE(40~110)

2.30.9. REBF RS

J37k: post
i%;ké’;(header): Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BRSE

{
"method": "thing.service.SetBluetoothLift",
"deviceid": "<deviceid>", //88%6 DTU ID
"nodeid": <nodeid>, /I YRS (2~255)
"params": {
"Status™:"<on/off>", /PRZS: on-¥THF off-%F)
"Sensitivity":<number>  /REE: 40~110, = 0(HR& REE)
}
}

M v 45 8 (Content-Type: application/json):

{
"resultcode"™: 1, //1-A%3h 3k 1-5k0K

"errorinfo": ", /EERER
"errorinfo_cn"; " /1R M4k $5IR{E B (Accept-Language 1B)

2.30.10. HEBEFRHERBUE

J17%: post
'i,%;k%(header): Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSE



"method": "thing.service.SetBluetoothLiftSensitivity",

"deviceid": "<deviceid>", /8% DTU ID
"nodeid": <nodeid>, //B 485 (2~255)
"params": {

"Sensitivity":<number>  //REUE: 40~110, B 0(fHkE R HUE)
}

}
I 57 2% B (Content-Type: application/json):
{

"resultcode": 1, //1-p%3h 3 1-5k0K

"errorinfo": ", /ERER
“errorinfo_cn": " 1/ $ER{Z B (Accept-Language B3€)

2.31. EEEHRE

http(s)://<ip>:<port>/sip
encoding: UTF-8
«FFRIRETT A http, 4 =R EIN{EF https

2.31.1. FHECE

3% post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.GetConfig",
"deviceid": "<deviceid>", /13 W& 1D
"nodeid"; 1,
"params” { //TIIEETE 1 ZZNMSEM
"call: 1,
"location": 1,
"sip™: 1,
"vol": 1,
"net": 1,
"card™ 1,
"mver": 1,
"port™: 1,
"cpu™ 1,
"sms": 1,
"t

"sm": 1,



"ctime": 1

}
}
[E] params SET03R BR:
SN KA 15t R
call int FEFRBEEEN MU 85 6 il =1 FRERXANFE
location int PHNRENE, =1 RFFEBEXNFE
sip int EME SIP RS AR RSt 210, =1 FREBREXANFE
vol int KEEEMENEE =1 RERXNFER
net int LRI YIMLE 1P FMHERD Wi, =1 RREBXANFE
card int MBI —EEE5E A ICCID IMSI =1 RFIEBXANFER
mver int 4G RBRIIRAS, =1 RNEBXNFER
port int YRV EFRR O, =1 RFEBIXANFER
cpu int cpu /S, =1 TRFBXNFE
sms int iS101 EBENVIRFRITEIEMNNEE B LIEREE= 1 RFERXNFE
tl int iM102 B Mo F W ERIEREN, = 1 FNEBIXNFE
sm int iM102 IBEM X R B RIEREE, = 1 REBRIXDFE
ctime int BIERTE), = 1 REBUXNFER

ﬂrﬂ] E\Z ég%(Content-Type: application/json).

{

"resultcode™: 1,
"data": {

"name”: "SSP ENL 1,

"cl_1": "3B439900096193CE",
"cl_2": "3B439900096193CE",
"cl_3": "3B439900096193CE",
"cl_4": "3B439900096193CE",
"cl_5": "3B439900096193CE",
"cl_6": "3B439900096193CE",

e

"location™: "1 # 1 BT 2 SEHEE"

"sip_se": "sip.isurpss.com.cn”,

"sip_port": 15064,
"vol_h_mic": 30,
"vol_h_spk": 70,
"vol_g_mic": 20,
"vol_g_spk": 60,
"vol_m_mic": 20,
"vol_m_spk": 90,
"vol_ring": 60,
"net_ip": "192.168.78.10",
"net_mask": "255.255.255.0",
"net_gwy": "192.168.78.1",
"card_iccid": "89860...",
"card_imsi": "169xxxx",
"m_rssi": 25,
"mver": "MC800_MD4_2C05PS_F2_28003",
"imei": "14564664",
"cpu': "W800",
"sms": 1,

"port": 4,

"tl_1" "18925854689",
"tl_2": "NULL",




"tl_3" "NULL",

"tl_4": "NULL",
"tI_5" "NULL",
"sm_1"1,
"sm_2": 0,
"sm_3": 0,
"sm_4" 0,
"sm_5" 0,
"ctime": 2
}
}
[’F] data $3BET0RAA:
PRI el 15 A
type string W KR
name string B RAR
c 1 string S (RBERPNABEHFER)
cl 2 string SHIEIIE 2 REBEPNABHFER)
cl_3 string SIEI I 3(REAVA BHNFE)
cl 4 string SHIEI I A RBERINABHFER)
cl 5 string AIEIHE S(REAVA BHNFE)
cl_6 string AHIEI I 6(REAVA B HNFE)
location string EENRENEHRER
sip_se string SIP RRS5asthilt
sip_port | int Sip RE=FMAKOS
vol_h_mic | int P EEZZER B A B HFEKR)20-90
vol_h_spk | int PHERE E2RE P4 BEHNFER)20-90
vol_g_mic | int EENNFHE TS E(EENAENFR)20-90
vol_g_spk | int BEVNTRBENEEEENANFKR)20-90
vol_m_mic | int EENNERXESEEENANFTER)20-90
vol_m_spk | int EEYNRRBNZE(EENANFE)20-90
vol_ring int 2B A/ NE B NFER)20-90

net_ip string WEH P HiHEA4G BB

net_mask | string BENTNERLAGC BELN)

net_.gwy | string WEBM 4G ®ET)

card_iccid | string YIBAM-RHY iccid (4G &%)

card_imsi | string MEN-RKHESES (4G15%)

m_rssi string 4G EHAES®RE (4G EE)

mver string 4G HEHRERAS (4G &%)
imei string 4G RBES (4G K’E)
cpu string CPU FRAS
sms int IS101 IBEM, =AHREZEESS 1 R/ 0 ~F
port int HENEF B, /\ﬁﬁﬂ‘ﬂﬂ"ﬁ
t 1 string IEZ X TREN-SEE 11345854689 BRIAE NULL

F: /\ﬁlin:_" W 3% iM102 Tﬁﬁ’]—?—ﬁx
t_2 string 1% W& FERFILSED 2 BRIAE NULL

/\;ﬁln = M3k iM102 j’ﬁﬂ’]?—ﬁx

t 3 string 1% W& FERFILSEE 3 BRIAE NULL

pE /\ﬁlin:_" H%IMIOZTﬁE’]—T—Ex

tl 4 string BEMXEFISHE 4 BRIAZ NULL




F RBEIBEZTMX IM102 A BHFE

ths string | EEMXEFNSH 5 BIAZ NULL
F REEEMX IM102 7 HBNFE

sm_1 int BEMXEFLSHE 1 2EEXERE AR 0 # 0-1
F RAFEEMX IM102 T BNFE

sm_2 int BEMXEFISHE 2 2EEZER AR 0 H 0-1
F REEEMX IM102 7 BNFE

sm._3 int BEMXELWSH 3 2HEEZERE BIAZ 0 & 0-1
F RFEEMX IM102 T BNFE

sm_4 int BEMXEFISHE 4 BEEZER AR 0 H 0-1
F RAFEEMX IM102 T BNFE

smM_5 int BEMXEFISHE 5 2EEXERE BAR 0 & 0-1
F REEEMX IM102 7 BNFE

ctime int BiERTE] TS E 1-5 BAHOE H BN 2 o%h

2.31.2. TRicE

J73%: post

S S .
183K K (headen):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

BRSE

{

"method": "thing.service.SetConfig",

"deviceid": "<deviceid>", /133 & % 1D
"nodeid": 1,
"params": { //TIIEETE 1 ZZMSEIM

"name": "xxx",

"cl_1": " isipxxx”,

"cl_2": " isipxxx",

"cl_3" " isipxxx",

"cl_4" " isipxxx”,

"cl_B" " isipxxx”,

"cl_6": " isipxxx”,

"location”: "1 ¥k 1 BT 2 S 4"
"sip_se": "sip.isurpass.com.cn”,
"sip_port": 5060,

"vol_h_mic": 30,

"vol_h_spk": 70,

"vol_g_mic": 20,

"vol_g_spk": 60,

"vol_m_mic": 20,

"vol_m_spk": 90,

"vol_ring": 60,

"net_ip™: "192.168.78.10",
"net_mask": "255.255.255.0",
"net_gwy " "192.168.78.1",

"sms": 1,




"ctime": 2
}

}
[E] params SET05R BR:

SN eyl WA
name sting BEBIR

cl 1 string | AMENBHE (REAIAEHNFER)
cl2 string | AU 2 REDNAEHNFER)
c 3 string | AMLEBHE 3(REAIA BEHNFER)
cl4 string | AU 4 REPMTEHNFE)
cl5 string | A S(REDNAEHNFER)
cl6 string | AU 6(RE DA EHNFE)
location string | RENREMEBEREE

sip_se string SIP BRES-=8Hbit

sip_port int Sip R&E=FMNIROS

vol_h_mic | int PR EEE2REAVA B HNFE)20-90

vol_h_spk | int PN BEREE2RE VA B NFE)20-90

vol_g_mic | int EENNFREETEE(EENNENFE)20-90
vol_g_spk | int EENNFRERZEEEENANFTR)20-90

vol_m_mic | int I EMLE’J%hi%%%(*éﬁm’ﬁﬁ’ﬁﬁx)m—%

vol_m_spk | int EEVNRRBENSE2(EENENFE)20-90

vol_ring int 2 ANEENB N FE)20-90

net_ip string | B&M 1P #iH4G BELXN)

net_mask | string | W&EMFMNELA4GC BELN)

net gwy |string | REFAIMKCIIEAG EEZFIL)

sms int iSlOl TEHOEIE
AHREXEEH®S 1 F8 0 A7
t 1 string mnaﬂaéiﬂ?uqﬁﬂ 11345854689 BRIAZ NULL
E: REEBEZTMX IM102 T BHFER
t_2 string | IBEMXENNSHE 2 BIAE NULL
H . /\;ﬁig 'ﬂ;é iM102 Tﬁﬂ’]?—ﬁx
t 3 string 1% W% FREI-SHS 3 BRIAE NULL
. /\;ﬁlg M 3< iM102 Tﬁﬂ’]—?—ﬁx
tl 4 string i% W< FFEIY-SRE 4 BRIAE NULL
E: REEBEZTMX IM102 T BHFER
t 5 string 1% % FERISHD 5 BRIAE NULL
/\;ﬁlg M 3< iM102 Tﬁﬂ’]—?—ﬁx
sm_1 int 1% MXEFISHE 1 26EZEE AR 0 & 0-1
D RAEIBEMX IM102 4 BT
sm 2 int lnami’éEEujJ:uLl"fﬁq 2 EREXEE BAZ 0 7 0-1
/\ﬁln = M >< iM102 Tﬁﬂ']—?—ﬁx
sm_3 int h%ﬂ?éiﬂ?ﬂqﬂaﬂ 3 EREXERE BIAZ 0 H 0-1
E: /\ﬁlg M >< iM102 Tﬁﬂ']—?—ﬁx
sm_4 int lnami’éEEujJ:uLl"fﬁq 4 BEEZEE BIAZ 0 7 0-1
- RAEIIBEBEMX IM102 4 BT
sm_5 int 1% MEEFISH 5 2HEXERE BAZ 0 & 0-1

E RBEIEBFIMNX IMI02 A BRFE

ctime int BIERE] T[S 1-5 BAraeh B BRIA 2 oFh




Drﬂ] &gg%(Content-Type: application/json):

{

"resultcode™ 1 //1: A3

}

2.31.3. EBEBIEX

Fi%: post

\i S : .

T8 3K K (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i > N 74 .

TFERBE

{

"method": "thing.service.GetAddrBook",
"deviceid": "<deviceid>",

"nodeid": 1

//3FE & ID

}
ﬂrﬂ] E\Z é%%(Content-Type: application/json).
{

“resultcode™ 1,
"data": {
"addr": [
{

anav)|

"device_ip": "isipxxx",

"Elevator":

{

[

/1534 1D

"PhoneNumber": "00000999",
"QuickKeyName": "—#5— B L — S 4%,

"Interface™: 1
}
]
2
]
}
}
[’E] data £3BRTURAR:
FERH EHEER | 3R
addr Obj Fse— iR Array
device_ip string B MEEYZ IP
4G FHZWEY SN
Elevator Obj BE— NimOMNEREE — M2V ZHONRENREEERZEE 4 MK
A (Array)
PhoneNumber | string RSN 8 AMFARE 8 MAIEE 0 FAKREENKSAIERND

—RRRAILIZE T XX XX XX XX
INKS %S BxS Bi#S

QuickKeyName

string

BHNETF 6. —HF—FEx—S%




| Interface ‘ int | PHHBRARS 1 2 4

2.31.4. TREBEIERX

JFi%. post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.SetAddrBook",
"deviceid": "<deviceid>", /13 PR E ID
"nodeid": 1,
"params": {
"addr": [
{
"device_ip": "isipxxx", //43#L ID
"Elevator": [
{

"PhoneNumber": "00000999",
"QuickKeyName": "—#h— BT —S 45",

“Interface": 1
}
]
b
]
}

}

[3x] params S£R3% AR

FEH HIEKE | AT

addr Obj FRorg— itk Array

device_ip string BEMNEEYIE IP
4G FHLE2HA SN

Elevator Obyj BE—NHONERAEEIE — MoV ZHOMNMENEREERSES 4 MR
A (Array)

PhoneNumber | string ®SRE 8 MMFAE 8 MIATEHE 0 FkREEVKSOIERNRE
—FREBRDHETC XXX XX XX
NXS %5 8BS BHS

QuickKeyName | string BENEFE 6 —H—BT—24

Interface int PHHBRARS 1 2 4

l][llﬂ}g\zg,j:[:%(Content—Type: application/json).
{

"resultcode™ 1 //1: BT
}



2.31.5. ZBER

Jiik: post
i%*;’;(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

TBERSEC

{
"method": "thing.service.Reboot",
"deviceid": "<deviceid>", //3F PR E 1D
"nodeid" 1,
"params": {

“sec”: 0 //EERF N #YEER,

}
}

ﬂ[ﬂ&zg%(Content-Type: application/json):
{

"resultcode™ 1 //1: BT
}

2.31.6. XEZFHEK

3% post
'I,%;k%(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSE
{
"method": "thing.service.Upgrade”,
"deviceid": "<deviceid>", /13 W& 1D
"nodeid": 1,
"params": {
“file": "http://dev.isurpass.com.cn/xxx",
"md5": "F6CFFAF6E457C00D6A543290760F360C",
"user": "admin",
"passwd": "12345678"
}

}
[5%] params £ AR

ONHENER

SN S ki

file string XAEEY HTTP OTA T 2Byt

md5 string ota X {4 MD5 475

user string MRFERFH

passwd string PP SEE S

ﬂrﬂ] & zg%(Content-Type: application/json):




{
"resultcode™ 1 //1: A3

}

2.32. WriEgeR

http(s)://<ip>:<port>/device
encoding: UTF-8
«FFRIREE ] I F http, A =IREEINFEA https

2.32.1. FEEYHEDRES

J7 7% post

ForceRefresh
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
TREXRSE
{
"method": "thing.service.property.get”,
"deviceid": "<deviceid>", /M XIRE D
"nodeid": <nodeid>, /BRI R EM R R LT R id
"params™: {

"ForceRefresh™: <true/false> //false(fR%): HIEIREIZEE, true IR E&RIHFHEFERIRE
}

}
M v 45 8B (Content-Type: application/json):
{

"resultcode™: 1, //1-A%3h 3 1-5k0K

"errorinfo": ", /IEEIRER
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"AVCP":{ /IA R EBRINE
"C"{ /1R
"Scale": "A",
"Value": "<value>"
2
P 287k
"Scale": "W",
"Value": "<value>"
2
"W /B E
"Scale": "V",
"Value": "<value>"
}
}

"BVCP": { //B B EHERINE



"C"{ VAR5
"Scale": "A",
"Value": "<value>"

2
P /IThE&
"Scale": "W",
"Value": "<value>"
2
VAR /IR
"Scale": "V",
"Value": "<value>"
}
2
"CVCP": { //C FRE EBRINE
"Ch{ /IR
"Scale": "A",
"Value": "<value>"
2
Py /&
"Scale": "W",
"Value": "<value>"
2
VAR /IR
"Scale": "V",
"Value": "<value>"
}
2
"lsFault™: <false/true>, //BH/EE
"Kwh": "<value>", /S RIRERE
"Status™; "<on/off>",  //HBDRZS: on-& 1 off-4
"Temperature": { //EERE
"Scale": "C",

"Value": "<value>"

2.32.2. IS

J73%: post

i%*é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.Turnon",
"deviceid": "<deviceid>", //MFEIEE ID
"nodeid"; <nodeid> //HTER BRI B AEM KR & FI T id

}
I &7 25 8 (Content-Type: application/json):
{



"resultcode"™: 1, //1-A%3h 3 1-5k0K

"errorinfo": ", /IERIER
"errorinfo_cn": " /1L RS B (Accept-Language 18 5)

2.32.3. IZEELH

J3 7% post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service. Turnoff",
"deviceid": "<deviceid>", //MEEE ID
"nodeid”: <nodeid> /IR AR B EMRIE & ERT A id

}
M 57 25 BR (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /EER1ER
“errorinfo_cn": " /1R 4L $81R 15 B (Accept-Language %)

2.324. REENME

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.SetTimer",
"deviceid": "<deviceid>", /I & 1D
"nodeid"; <nodeid>, /TR RRIR R EM KRS LT A id
"params": {
"ID": <id>, //id: 1~20

"Time": "<HH:MM>",
"WeekDays": <SumWeekdayValue>, //E2HRNE: 5 KR -EHRMEH _FN
1-EHX 2-Bff— 4-Eff— 8-EHi=
16-2Him 32-2HF 64-EHI<
"Action": "<switchon/switchoff>" //switchon-%& [ switchoff- B FF

}

)
i &7 2 B (Content-Type: application/json):
{



"resultcode"™: 1, //1-A%3h 3 1-5k0K

"errorinfo": ", /IERIER
"errorinfo_cn": " /1L RS B (Accept-Language 18 5)

2.32.5. MR ERETE

J3 7% post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.DelTimer",
"deviceid": "<deviceid>", //MEEE ID
"nodeid”: <nodeid>, /TR R B EN KSR LT R id
"params": {
"ID": <id> //id: 1~20
}

}
I R 25 B (Content-Type: application/json):

{
“resultcode"; 1, //1-30 3F 1-K

"errorinfo": ", /EERER
"errorinfo_cn"; " /1R M4k $5IR{E B (Accept-Language 1B)

2.32.6. % B FiR A HA

J37%: post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.SetPeroid",
"deviceid": "<deviceid>", //MEIZE ID
"nodeid": <nodeid>, /SRR E MR E LR A id
"params": {

"Minute": <value>

}

}
N Ry 2& R (Content-Type: application/json):

{
"resultcode": 1, //1-p%3h 3 1-5k0K
“errorinfo": ", //BIRER



"errorinfo_cn": ""

2.32.7. RELERE

J3 7% post
'I%%F(%(header) .

Accept-Language: <language>
Authorization: Bearer <JWT token>

BRSE
{

1/ A1k $ER(E B (Accept-Language 1B3)

//en. zh-CN

"method": "thing.service.SetWarningThreshold",

"deviceid": "<deviceid>",
"nodeid": <nodeid>,
"params": {

"Overload": {

"Enable": <true/false>,

"Threshold": <value>

}

Leakage": {

"Enable": <true/false>,

"Threshold": <value>

}

Temperature": {

"Enable": <true/false>,

"Threshold": <value>

}

Overcurrent”: {

"Enable": <true/false>,

"Threshold": <value>

}

Overvoltage": {

"Enable": <true/false>,

"Threshold": <value>

}

Undervoltage": {

"Enable": <true/false>,

"Threshold": <value>

//ME& ID

/BB RRR M RIRE ERT A id

/138
//true-FF B false- &[]
//R{E(1~13Kws)

/1TRE
//true-FF B false- %]
//I1E(10~90mA)

=51
//true-FT /3 false-%[7
//1B{E(40~150 &)

/13E%
//true-FE 2 false- <A
//181E(1~100A)

/13 E
//true-FE 2 false- <A
//1{E(250~300V)

/I RE
//true-FF 3 false- & H
//1B{E(150~200V)

N Ry 25 R (Content-Type: application/json):

i
}
{
"resultcode™: 1,
“errorinfo™: ", /$ERER
“errorinfo_cn": " /121l

//1-FIh 3 1-5k0K

$£1215 B (Accept-Language %)



3. WebSocket g%

3.1. IAIE

IWTIAMETT T, HIL JWT Token EEX
«FE T %15 & 3% Bearer <JWT token>,<Accept-Language>

3.2. 15K z-wave RISEIREZFHN/RH AR IN&MIBR & EZ RS

url: ws://<ip>:<port>/ws/addDelDevice
encoding: UTF-8
4 IR A wss

1) ERMKIZEHNARINKMBRIZ IR

{"method":"thing.service.EnterAddDelDeviceStatus", "deviceid":"<deviceid>"}

2) TFEKRMRIZ IR LA IN&MBRIE RS

{"method":"thing.service.QuitAddDelDeviceStatus", "deviceid":"<deviceid>"}
(%]

1) ZEFEOXIEAT z-wave Rk

il
http(s)://112.74.20.113:8888/www/ws.html



http://112.74.20.113:8888/www/ws.html

[ iSurpass WebSocket Test x  +
C @ A& | 112.74.20.113:8888/www/ws.html w 6
],EEE}E {"method":"thing.service.EnterAddDelDeviceStatus”, "deviceid""iSurpass2018100000"} _ 3
| SNBSS | MEEERaER | o
f%llﬁreport: {"method" "thing.service.ReceiveReport","topic""all"}
| FRitreport | 5L Ireport
addDevice Socket is open
receiveReport Socket is open
[ iSurpass WebSocket Test x 4+ _ = &=

C O F=E | 11274.20.113:8888/www/ws.him| * O

3K {"method” "thing service QuitddDelDeviceStalus”, “deviceld” "ISurpass2018100000°)

[ZESEREZ 0

fElireport: ["method" ihing service ReceiveReport” opic”all"}
FroRtepon | | {21t Eirepon

addDevice Socket is open
receiveReport Socket is open

server reply invoke:{"data"{" GatewayStatus’:1,"GatewayTip":"enter delete device process, please notice user to operate device”,"GatewayTip CN""Est RIS, WiST A @I bRk
"}, "resultcode:1}

server reply invoke:{*data":{" GatewayStatus":2,"GatewayTip':"enter add device process, please notice user to operate device again®,"GatewayTip_CN'"" B GEIFIE, MRTAS ERESEILRE H9
f&iiE","Nodel D":10),"resultcode*: 1}

server reply invoke:{"data":("GatewayStatus":3,"GatewayTip":"add device success, will init device...","GatewayTip CN":"RI0MIH, TFEFMEHIESE.."), resultcode™1)

server reply invoke:{"data":{" GatewayStatus"4,"GatewayTip':"add device finish, the gateway quit add device process”,"GatewayTip_CN":"524l, FIXEIRLIFINAIE", resultcode™ 1}

3.3. BEUWREER report

url: ws://<ip>:<port>/ws/receiveReport
encoding: UTF-8
4 IR A wss



3.3.1. iFKEWIEE topic AY report

3311 JEREBEWETRIRFE report

{"method":"thing.service.ReceiveReport","topic™:"all"}

3312 JEREWRIEEMCEEZH report

{"method":"thing.service.ReceiveReport", "topic":"<deviceid>"}

3.3.1.3. IEXRFERIETEMX THEE T RIEEH report

{"method":"thing.service.ReceiveReport", "topic":"<deviceid>/<nodeid>"}
[’F] report AAEN &% report

3.3.2. EKELIZEIWIERE topic BY report

3321 JEREILEEKEERRSE report

{"method":"thing.service.UnReceiveReport","topic":"all"}

3.3.2.2. 1EXRELERIEEMATH report

{"method":"thing.service.UnReceiveReport ", "topic":"<deviceid>"}

3.3.23. 1EXRELEKIEENMX THEET RIEEH report

{"method":"thing.service.UnReceiveReport ", "topic":"<deviceid>/<nodeid>"}

i
http(s)://112.74.20.113:8888/www/ws.html|



http://112.74.20.113:8888/www/ws.html

[ iSurpass WebSocket Test X ar

C @ A& | 112.74.20.113:8888/www/ws.html

],EEE}E {"method":"thing.service.EnterAddDelDeviceStatus”, "deviceid""iSurpass2018100000"}
| FSEHFIS SRS |

| ARG SRS

f%llﬁreport: {"method" "thing.service.ReceiveReport","topic""all"}
| FHEREMIreport || {E1EEreport |

addDevice Socket is open

receiveReport Socket is open

[ iSurpass WebSocket Test x +

C O F&2 N2

FISBARBRGHRS || Fir

74.20.113:8888/w

html

J&¥report: ["method” "thing service.UnReceiveReport” "topic™"all"}

addDevice Socket is open

receiveReport Socket is open
server push report:{"deviceid
server push report:{"deviceid
server push report:{"deviceid

server push report:{"deviceid

":"iSurpass2018100000","
":"iSurpass2018100000","
":"iSurpass2018100000°,"
":"iSurpass2018100000","

id":745,"
id":745,"
id*:891,"
id":891,"

K ("method" “thing service EnterAddDelDeviceStatus", "deviceid" "iSurpass20181000007)

nodeid":2,"params
nodeid":2,"params
nodeid":2,"params

nodeid":2,"params

":{},"report":"thing.event.DoorCloseNotification.post”,"type™:"notification"}

wee

inc

":{"property":"Locked","value™:true),"report™:"thing.event.property.post", "type":"notification")

“:{"property”:"Locked","value™:false},"report":"thing.event.property.post”, “type":"notification"}

":{"HappenedTime":"2018-11-05

20:46","Mode":5,"User|D":0}, "report":"thing.event.DoorOpenNotification.post®,"type*:"notification"}

34. & report

3.4.1. MXi&&H report

34.1.1. AN IR report

"id": <id>,

"deviceid": "<deviceid>",

//report id

//M%EEE id

"report": "thing.event.NewNode.post",



"type": "notification”,
"params": {
"NodelD": <NodelD>,
"DeviceType": "lock",
"DeviceType_CN": "lock",
"DeviceModel": "<DeviceModel>",
"ProtocolType": "lock",
"DSK": "
b
"ts": <timestamp>,
"dt™: "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

34.1.2. MIBRD IR report

"id": <id>, //report id
"deviceid": "<deviceid>", //M*%&% id
"report": "thing.event.DeleteNode.post”,
"type": "notification”,
"params": {

"NodelD": <NodelD>

"ts": <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

3413 WXK‘EEF L% report

"id": <id>, //report id
"deviceid": "<deviceid>", //M*Xi&% id
"report”: "thing.event.Online",
"type": "notification”,
"params": {

"IPT<IP>",

"DeviceType": "<device type>",

"ProtocolType": "<protocol type>",
"DeviceModel": "<device model>",
"SupportDSK": <true/false>

"ts": <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

/7375 =89 nodeid
Wk IRED=N:Oh %= il
/REEBZIR, 5 Accept-Language 183%

//FT AR E BES D
/1% %K DSK

//Unix B9 8] B (F)

// B BR8]

/R EHBFR, 5 Accept-Language 1%
/1AM LB R, 5 Accept-Language #3%

//E MRS =AY nodeid

//Unix B [E18(FD)

// B EAE 8]

/IR = ZFR, 5 Accept-Language 1A%
/AL E IR, 5 Accept-Language 1H3%

/1M K& E P
ATES&-E 3%
gateway: Z-Wave W 3</TCP 3
fingerprintreader: I58R % 2%
/RN K BY
/1R EREE
/BT DSK R &M

//Unix B B8R (F)

//B AT 8]

/IR =4 ZFR, 5 Accept-Language 1%
/IR AL B SR, 5 Accept-Language 1%



34.14. MEFEZFBLZ report

"id": <id>, //report id
"deviceid™: "<deviceid>", //M*i&% id
"report”: "thing.event.Offline",

"type": "notification”,

"ts": <timestamp>,

"dt™: "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

//Unix B 8] Bh(F)

// B EART i8]

/IR =4 ZFR, 5 Accept-Language fH3%
/1AM LB R, 5 Accept-Language #3%

3415 (wifi/EE#E)ES5EE report

{
"deviceid": "<deviceid>",
"report": "thing.event.property.post”,
"type": "notification”,
"params": {
"property": "RSSI",
"property_cn": "RSSI", /IR EMRZFR, 5 Accept-Language 1%
"value": <value> IMESREE
b
"ts": <timestamp>, //Unix B (8] 8L (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR HAL = RFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZARH{L TR, 5 Accept-Language 1<
}

34.1.6. T mHBE report

"id": <id>, //report id
"deviceid": "<deviceid>", //M*x1&% id
"report": "thing.event.NodeFault.post",
"type": "notification”,

"params": {

"NodelD"; <NodelD> //E &S 589 nodeid

"ts": <timestamp>,

"dt™: "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

//Unix B B8R (F)

// B AR 8]

/IR ML B RFR, 5 Accept-Language 3%
/IR E4IR, 5 Accept-Language 1<



34.1.7. MEREEL report

{

"id": <id>, //report id

"deviceid": "<deviceid>", //M*%&% id

"report"; "thing.event.Reset.post”,

"type": "notification”,

"ts": <timestamp>, //Unix B 81 B (FD)

"dt™: "<yyyy-mm-dd HH:MM:SS>", VAL 2

"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZA#{LZFE IR, 5 Accept-Language TH3*%
}

34.18. KXy REMZTE report

{

"id": <id>, //report id

"deviceid": "<deviceid>", /MR % id

"report": "thing.event.DeviceExtendedAttribute.post”,

"type": "notification”,

"params": {

"Name":; "<value>" Ny REMR ¥RENE

b

"ts": <timestamp>, //Unix B 8 B (FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]

"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language A%

"detail_cn": "<report event description>"  //ZARH{L TR, 5 Accept-Language 1<
}

3419 BRYVBEMZE report

{
"id" <id>, //report id
"deviceid": "<deviceid>", //M¥%ig% id
"nodeid": <nodeid>, /1 R id

"report”: "thing.event.NodeExtendedAttribute.post”,
"type": "notification”,

"params”: {
"Name": "<value>" Ny EREMR ¥ REME
b
"ts": <timestamp>, //Unix B (8] B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: i)
"report_cn": "<report event name>", /IR ML B RFR, 5 Accept-Language 3%

"detail_cn": "<report event description>" /&ML EHHAR, 5 Accept-Language 183



3.4.1.10. BET RV REMZETE report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M¥%i&%& id
“nodeid": <nodeid>, [/ E%E id

"logicnodeid": "<logicnodeid>", /3BT & id
"report": "thing.event.LogicNodeExtendedAttribute.post",
"type": "notification”,

"params”: {
“Name": "<value>" /Y ERBME VREBME
2
"ts": <timestamp>, //Unix B (818 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%

"detail_cn": "<report event description>"  //ZAH{LZ= 4R, 5 Accept-Language H*

3.4.1.11. T IFEIKE report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M*X&%E id
"report": "thing.event.AddNaturalDevice.post",
"type": "notification”,
"params": {
"NodelD": <NodelD>, /775 =AY nodeid
"DeviceType": "natural”, /T R & KR
"DeviceType_CN": "natural”, /IREEBZIR, 5 Accept-Language 1%
"DeviceModel": "<DeviceModel>", /P AMIRE HEE D
"ProtocolType": "natural”
2
"ts"; <timestamp>, //Unix B 8] B ()
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR HAL = RFR, 5 Accept-Language 3%
"detail_cn™: "<report event description>"  //ZA#{LZFFH#EIR, 5 Accept-Language fH%
}

3.4.1.12. (TCP M%)¥5 sZEHE report

"id": <id>, //report id
"deviceid": "<deviceid>", //M*x1&% id
"report": "thing.event.NodeConnected.post",
"type": "notification”,

"params": {
"NodelD": <NodelD>, //35 m.H9 nodeid
"ConnectionType": "<tcp/websocket>",  //3EiEKAY

[P "<ip>", //1P



"Port": <int> //Port

b
"ts": <timestamp>, //Unix B (818 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>" VAL 2

3.4.1.13. (TCP M%)T5 s T FF-ZE8E report

{
"id": <id>, //report id
"deviceid™: "<deviceid>", //M*i&% id
"report": "thing.event.NodeDisconnected.post”,
"type": "notification”,
"params": {
"NodelD": <NodelD>, //35 2 H9 nodeid
"ConnectionType": "<tcp/websocket>" //EREFER
2
"ts": <timestamp>, //Unix B (8] 8 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>" // B BR8]
}

3.4.2. %A report

34.2.1. PIERFIRIS report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
"nodeid":<nodeid>, /R EEM KRS P id
"report":"thing.event.property.post”,
"type":"notification"”, //notification- @40
"params"{
"property": "Locked",
"property_cn": "lock status”, /1AM B RFR, 5 Accept-Language 83
"value": <true/false>, /S BIRBEEGURE: true-EHURE false- FHURTS
"HappenedTime"; "<YYYY-MM-DD HH:MM>", //i& & 54 % 4 B iE) (% & B9 2 Ho i a])
"HappenedZone": <time zone>, /EEBIRKX
"Happened_ts": <happened timestamp> /1R EEHRE Unix BHE)B(FD)
2
"ts": <timestamp>, /R GATREAAY Unix B 8 B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IRE A9 B AR (]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1%

"detail_cn": "<report event description>"  //AH{L B4R, 5 Accept-Language fH%



34.22. YPEEES report

id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,
"report":"thing.event.property.post”,
"type":"notification”,
"params"{

"property": "RSSI",

"property_cn": "RSSI",

"value":<percent>,

//report id

b
"ts"; <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

3.4.23. PIBEMWEBE report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,
"report":"thing.event.property.post”,
"type":"notification”,
"params"{
"property": "BatteryPercentage”,

//report id

//M IR E id
/PR EEMFEE LN A id

//MFEIRE id
/IR EEMFEE ENTA

//notification-@ %0

/IR B ZFR, 5 Accept-Language #H3%
/MESRETSEE: 0~100

/RGN IREAAY Unix B 8 B (D)
/1RGN IRE M0y H B R (]

/1AM EHEZFR, 5 Accept-Language 3%
/AR B IR, 5 Accept-Language 1H3%

//notification-1B 40

"property_cn": " battery percentage ", //A#{L B ZFR, 5 Accept-Language FH*<

"value":<percent>,

"HappenedTime": "<YYYY-MM-DD HH:MM>",

"HappenedZone": <time zone>,

"Happened_ts": <happened timestamp>

b
"ts": <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
“report_cn": "<report event name>",
"detail_cn": "<report event description>"

34.24. FFTEBA report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id

//MFEIEE id
/R EEMRIRE LTS id

/BB E Tt 0~100

/MR BB R ERB (R &R AU A E)
/1 E BT X

/1R EEERE Unix BHE1B(FD)

/R GAIREAY Unix B 8 B (FD)
/RGN IBE AR B EART (8]

/IR HAL = RFR, 5 Accept-Language 3%
/1AM E IR, 5 Accept-Language 1H3%

"report”:"thing.event.DoorOpenNotification.post”,



"type":"notification”, //notification-1B%1
"params"{
"Mode": <mode>, //1-ZHG 2-184L 3-+K 4-HBHMIE 5-App iZFE 7- Al 8-FW 9-EF
10-EIASEAD 90-IEZF4ARLIN 91- —4ERD
21-BRIELL 22- B KR 23-F85 KA 24-WEM 25-WIBLQ 26-WKH
"Mode_CN": "<mode name>", //FHHERNZFR, 5 Accept-Language %<

"UserID"; <userid>, /ISR A id
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i% &5 4-%& 4 i8] (1% & R A< Hb B ()
"HappenedZone": <time zone>, /1B FRRX
"Happened_ts": <happened timestamp>, /1R ZBHELE Unix BHE) B(FD)
"UserName": "<username>", /BB
"Password": "<password>", //(X3H Mode 4 10 B)FF B
“UserlDs": [<userid>, <userid>], //only for A& FFP{(Mode 21 ~ 26)
"UserNames": ['<username>","<username>"]  //only for A& FF§i(Mode 21 ~ 26)
b
“ts"; <timestamp>, /1RGN IRE Y Unix B E1BFD)
dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IRE Ay H B R (]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%

"detail_cn": "<report event description>" /AR EHEAR, 5 Accept-Language 1%

3.4.25. X[TEBA report

{
id":<id>, //report id
"deviceid":"<deviceid>", /M*x1&& id
"nodeid":<nodeid>, /R EEMKIEE LTS d
"report™:"thing.event.DoorCloseNotification.post",
"type":"notification”,
"params"{
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& & 54 % 4 i iE) (& & B9 2 Hb A 8]
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> /1R EEFERE Unix BHE)B(FD)
2
"ts"; <timestamp>, /R G IR EAFAY Unix BT 8 B (7))
dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IRE MY H B R (]
"report_cn”: "<report event name>", /IR =4 ZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //AH{ZEHFHEIR, 5 Accept-Language 1%
}

3426 PEMKBESE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //MF*IRE id
"nodeid":<nodeid>, /PR EEMKE R FHT S
"report":"thing.event.ElectricityAlarm.post",
"type":"alarm”, //alarm - 222
"params”{

"HappenedTime": "<YYYY-MM-DD HH:MM>", //A%& 4% 4 I8 (3% & B A< Hb B ()



"HappenedZone": <time zone>, /MEEBIRKX

"Happened_ts": <happened timestamp> /1B &EM RS Unix B a1 E((FD)
2
"ts": <timestamp>, /R G IRE AT Unix BT 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IRE M09 B AR (]
"report_cn": "<report event name>", /IR L= ZFR, 5 Accept-Language fH3%

"detail_cn": "<report event description>"  //AH{VZEHFHEIR, 5 Accept-Language 1%

34.27. BUBKS! report

{
"id": <id>, //report id
"deviceid™: "<deviceid>", //M*x1&%& id
"nodeid": <nodeid>, /R EEMKIEE EHTH S id
"report":"thing.event.DoorUnlockedFrominside.post”,
"type":"notification”,
"params"{
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i&&54% 4 B8 (35 & B9 A H#b B j8])
"HappenedZone": <time zone>, /1 E R X
"Happened_ts": <happened timestamp> /1R EBHERE Unix BHE) B (FD)
2
"ts": <timestamp>, /RGN IR Unix BHE1B(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /R G IREMAY H B RT (]
"report_cn": "<report event name>", /IR L= ZFR, 5 Accept-Language fH3%
"detail_cn": "<report event description>"  //AH{ZEHFHEIR, 5 Accept-Language 1%
}

3428 PIREFEE report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M*x1%&% id
"nodeid": <nodeid>, /R EEM KRS P id
"report": "thing.event.DeviceAlarm.post",
"type": "alarm", //alarm- 452
"params™: {
"AlarmType": <AlarmType>,  //&EHA: 1-[Fi 3-8 5 RIME 9-%h3F 11-MkBiL
"Tiplnfo": "<Tiplnfo>", /EERRER
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i&&Ek& 4 B8] (3R & 9 2 3 B fa])
"HappenedZone": <time zone>, /EEBIRX
“Happened_ts": <happened timestamp> /1R EEHERE Unix BB B(FD)
2
"ts": <timestamp>, /R GATREAAY Unix B 8] B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IRE M09 B BR8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language A%

"detail_cn": "<report event description>"  //ZA&AH{LE AR, 5 Accept-Language 183



34.29. &% report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M%Xi&% id
"nodeid"; <nodeid>, /PSR EMRIEE TR id
"report":"thing.event.DoorLockedFromlInside.post”,
"type":"notification”,
"params"{
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i% &5 4-%& 4 i8] (1% & By A< Hb B ()
"HappenedZone": <time zone>, /1R FRIRX
"Happened_ts": <happened timestamp> 11EZBMHELE Unix B E) B(FD)
2
"ts": <timestamp>, /1RGN IR Unix B E1B(FD)
“dt"; "<yyyy-mm-dd HH:MM:SS>", [RGB B EART (8]
"report_cn": "<report event name>", /IR =B FR, 5 Accept-Language tH3%
"detail_cn": "<report event description>" /AL EHEAR, 5 Accept-Language 1%
}

3.4.2.10. FRINMERE A P report

{
"id" <id>, //report id
"deviceid": "<deviceid>", //M¥%iE% id
"nodeid": <nodeid>, /PR EEMXIREE FHT A id

"report":"thing.event. AddUser.post",
"type":"lockuser”,
"params": {
"UserType": <UserType>,  //ZKAY: 1-%HY 2-4840 3-MF | 4-5MIE 7- A&
9-TEZF/Z4RE 90- BEZFEARLN

"UserType_CN": "<user type name>", //ZEBIZFR, 5 Accept-Language 1H3%
"UserLevel™: <UserLevel>, //4R5: 1-BEHE 2-L@AF 4- G ERL(UserType A4 1)
"UserLevel_CN": "<user level name>", /IR REFR, 5 Accept-Language 185
"UserlD": <UserlD>, //UserID #L0:

BIEA: 1~9

LA 10~230

—RMIRE . 243~252
"UserPassword": "<UserPassword>", /B RS RS

RHIE: MFK, dbyte E#EH#H A+ EEH B
SHMER, 8byte ki A+ EtH S
"ValidWeekDays": <SumWeekdayValue>, /BREMRRME: N5 R rEHRNEH-FHN
1-28X 2-2H#— 4-BH” 8-2Hi=
16- 283 32-2HH 64-F 83X
"ValidWeekTime": "<HH:MM~HH:MM>", /B3 2 ER9#2 1E i 1)
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>",  //F 3 EFEFF 44 B 2R ()
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /B3 EH% 1E B H#ART 8]
"UserName": "<lock user name>",
"HappenedTime": "<YYYY-MM-DD HH:MM>", /A% & B 4-%& 4 i8] (3% & B A< b B ()
"HappenedZone": <time zone>, /1& &KX
"Happened_ts": <happened timestamp> /1EEEHERE Unix BB B(FD)
2
"ts": <timestamp>, /R G IREAY Unix B 8 B (D)



"dt™: "<yyyy-mm-dd HH:MM:SS>", /RGBSR B EART (8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZA#{LFE IR, 5 Accept-Language TH*%

3.4.2.11. BEXHA FBERERRE report

{

"id": <id>, //report id

"deviceid": "<deviceid>", //M%Xi&% id

"nodeid": <nodeid>, /PR ETEM KRS TS id

"report™;"thing.event.UpdateUserValidDateTime.post",

“"type":"lockuser”,

"params": {
"UserlD": <UserlD>, /1A 1D
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B3 ERHFF 44 B 2R &)
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /3 ERI% 1k B 28 8]
"UserName": "<lock user name>",
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i&&54% 4 B8 (35 & B9 A H#b B j8])
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> /1EZBFRLE Unix BHE) B (FD)

b

"ts": <timestamp>, /RGN IRE ] Unix BHE1BU(FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", /R G IREMAY H B RS [E)

"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%

"detail_cn": "<report event description>" /A ZEHFEIR, 5 Accept-Language 1%

}

3.4.2.12. IBEXH B PEREHKE) report

{
"id": <id>, //report id
“deviceid"; "<deviceid>", //M¥%i&% id
"nodeid": <nodeid>, /PR EEMKIEE LT R id

"report":"thing.event.UpdateUserValidWeekTime.post",
"type":"lockuser”,
"params"”: {
"UserlD": <User|D>, /AP 1D
"ValidWeekDays": <SumWeekdayValue>, /BHEERME: W5 FTTEHXMEH_FN
1-28X 2-2H— 4-BH” 8-2Hi=
16- 283 32-2HH 64-F 83X
"ValidWeekTime": "<HH:MM~HH:MM>", /B3 2 ER9#2 1F i 1)
"UserName": "<lock user name>",
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& &=k & 4 B8] (3R & 09 2 3 B fa])

"HappenedZone": <time zone>, /IR ENRX
"Happened_ts": <happened timestamp> /1EEEHERE Unix BHEB(FD)
b
"ts": <timestamp>, /R G IREAY Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IRE A9 B BR8]
"report_cn": "<report event name>", /IR HAL B RFR, 5 Accept-Language 1%

"detail_cn": "<report event description>"  //ZAH{LEHHAR, 5 Accept-Language 183



3.4.2.13. #tEEX DB B H HAKE report

"id": <id>, //report id

"deviceid": "<deviceid>", //M%Xi&% id

"nodeid": <nodeid>, /IR EEMFIRE LT A I

"report":"thing.event.BatchUpdateUserValidDateTime.post",

"type":"lockuser”,

"params"”; {
"UserlDs"[ "<UserlD>"], //8{RP(1 EEHD)
"UserType™: <UserType>, //0-&3} 1-%H 2-188 3-MF | 4-BHHE
"UserType_CN": "<user type name>", //ZEBIZFR, 5 Accept-Language #H%
"UserLevel”: <Userlevel>, //0-&88 1-BIER 2-Z@BHAA 4-—KMIGHRZ
"UserLevel_CN": "<user level name>", /IR REFR, 5 Accept-Language 183
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /31 HARFF 44 B #A0d {a)
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>" /1B RERR 22 1 B HART 8]

b

"ts"; <timestamp>, /1RGN IR E Y Unix B E1BFD)

"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IRE AR B EART (8]

"report_cn": "<report event name>", /IR L= ZFR, 5 Accept-Language fH3%

"detail_cn": "<report event description>" /AR EHER, 5 Accept-Language %

3.4.2.14. BRI P report

{
"id": <id>, //report id
“deviceid"; "<deviceid>", //M¥%i&% id
"nodeid": <nodeid>, /S EEM LR & LTS id

“report”; "thing.event.DeleteUser.post”,
"type":"lockuser”,

"params": {
"UserType": <UserType>, //1-ZH5 2-388L 3-MF R 4-FMiiE 7- AR
9-TEZF/—#70 90- BESF4ARLHN
"UserID": <UserID>, /B 1D

"UserName": "<lock user name>",
"HappenedTime": "<YYYY-MM-DD HH:MM>", /AR & EE4F & 4 B {8 (& & 89 A< Hb i ja))

"HappenedZone": <time zone>, /EEBIRKX
"Happened_ts": <happened timestamp> /1EEEHERE Unix BB B(FD)
b
"ts": <timestamp>, /R G IREAY Unix B 8 B (FD)
"dt™: "<yyyy-mm-dd HH:MM:SS>", /RGN IBE AR B EART (8]
"report_cn": "<report event name>", /IR ML RFR, 5 Accept-Language 1%

"detail_cn": "<report event description>" /&ML AR, 5 Accept-Language 183



3.4.2.15. 7EB&H{A P report

"id": <id>,
"deviceid": "<deviceid>",
"nodeid": <nodeid>,

//report id
/M K& id

"type":"lockuser”,
"params"”: {
"Mode": <Mode>

//0-288 1-

/R EEMNFRE LTS id

“report™:"thing.event.ClearNodeData.post",

BEEWN 282 FhR 3-BTIEN

9-IEZF/ " #E48 90-IEFF $ARLIN 10- Nfig

"Mode _CN": "<mode name>",

"HappenedZone": <time zone>,

"Happened_ts": <happened timestamp>

h

"ts": <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

/IEBRERZFR, 5 Accept-Language fH3%
"HappenedTime": "<YYYY-MM-DD HH:MM>",

/15 B & R (8] (0% 5 RO A H i [8))
/& &R X
/1R BB R E Unix BHEI B ED)

/RGN IRE ] Unix BHE1B(FD)
/1RGN IRE Ay H B R (]

/IR EHZFR, 5 Accept-Language 1A%
/1AM E IR, 5 Accept-Language 1H3%

3.4.2.16. REHIH P BFR report

"id": <id>,
"deviceid": "<deviceid>",
"nodeid": <nodeid>,
“report”;"thing.event.SetUserName.post",
"type":"lockuser”,
"params"”: {
"UserID": <UserlD>,
"UserName": "<UserName=>",
"OldUserName": "<old UserName>"

//report id
/M X% id

%

"ts": <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

34.2.17. FFERK report

"id"™: <id>,
"deviceid": "<deviceid>",
"nodeid": <nodeid>,

//report id
//MKIEE id

/R EEMXIREE FHNT A id

//UserlD
NER)BF#
/(BB A A

/R GAIREAY Unix B8 B (FD)
/RGN IRE AR B EART (8]

/1AM EHZFR, 5 Accept-Language 3%
/IR M AL EH SR, 5 Accept-Language 3%

/PR ETEMKIEE TS d
"report”: "thing.event.FailToOpenLock.post”,



"type":"notification”,
"params": {
"InvalidType": <type>, /T BRI B
O-ZHF 1-S8AF 2-EERA 3-FABBP RN
"InvalidType_CN": "<type name>",  //ZRMFFHIRMERZFR, 5 Accept-Language 1A%

"Mode": <mode>, //1-H8 2-484L 3-K 4-FHME 5-App i 7- Afe 91- 4D
"Mode_CN": "<mode name>", //FFHiER&FR, 5 Accept-Language 1%
"UserlD": <UserlD>, /1A A id

"UserName": "<UserName>", /BB P%&
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& &5 % A B8] (I & B AR Hb i ja))

"HappenedZone": <time zone>, /1R F R X
"Happened_ts™: <happened timestamp> /IR EFEMRE Unix B B((FD)
2
"ts": <timestamp>, /R G IRE AT Unix BT 8B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /R G IRE A0 B AR (]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%

"detail_cn": "<report event description>"  //ZA#{LZ=FH#EIR, 5 Accept-Language TH3%

3.4.2.18. NB $){ A\ TH&EE report

{
“id": <id>, //report id
"deviceid": "<deviceid>", //M%Xi&% id
"nodeid": 1, /R EEMKIEE LT R id
“report”: "thing.event.Wakeup.post",
"type":"notification”,
"params"{
"HappenedTime": "<YYYY-MM-DD HH:MM>", /AR & E4F & 4 B {8 (& & 89 A< Hb i ja))
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> /1R EBMRLE Unix B8 B ((FD)
2
“ts"; <timestamp>, /R G IREAAY Unix B8 B (FD)
dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IREAAY H B R (]
"report_cn”: "<report event name>", /IR = ZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZAH{LEHIEIAR, 5 Accept-Language 1A%
}

[F] NB SIELIRS T AL REESE, $is ERILEH

3.4.2.19. FREVE ZF4ARE report

{
"id": <id>, //report id
"deviceid"; "<deviceid>", /M¥%iE % id
"nodeid"; <nodeid>, /R EEMIIRE LTS id

“report": "thing.event.GetBluetoothKey.post",
"type":"notification”,
"params"”; {

"UserlD"; <UserlD>, //(GREVE ZFEARLA9) A P id



"UserName": "<UserName>"  //GEREUEFSARMBFE

2

"ts": <timestamp>, /1RGN IR Unix B 81 B(FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IRE M09 B AR (]

"report_cn": "<report event name>", /IR B ZFR, 5 Accept-Language fA3%<

"detail_cn": "<report event description>"  //ZAH{LZF= IR, 5 Accept-Language FH*

3.4.2.20. EEIRWE T &4 report

"id": <id>, //report id
"deviceid": "<deviceid>", //M¥%iE% id
"nodeid": <nodeid>, /PR EEMXIREE FHT A id

"report": "thing.event.UpdateBluetoothSecrets.post”,
"type":"notification”,

"params": {
"BluetoothSecrets": "<bluetooth secret data>" /(B4 )L F % 4H TEA INZREIE
"UserlD": <UserlD>, N(EHREFEANSER)AL
"UserName": "<UserName>"  //(BEHRIEFZHANSERAAZ

h

"ts": <timestamp>, /RGAN IR Unix BHE1B(FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", /1R G IRE M09 B B RS [E]

"report_cn": "<report event name>", /IR =B FR, 5 Accept-Language fH3%

"detail_cn": "<report event description>"  //ZA#{LZF=FHEIR, 5 Accept-Language TH%

3.4.2.21. B F 5 report

"id": <id>, //report id
"deviceid": "<deviceid>", //M%iE% id
"nodeid": <nodeid>, /R EEMEEE FNTA

"report": "thing.event.ResetBluetoothSecrets.post”,
"type":"notification”,

"params"”: {
"UserlD": <UserlD>, N EMNEFFANEEZBA
"UserName": "<UserName>"  /(BNEFZHANEERALE
2
"ts": <timestamp>, /R G IREAAY Unix B8 B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN E AR B ERRT (8]
"report_cn": "<report event name>", /IR ML B RFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //AH{L B4R, 5 Accept-Language fH%

3.4.2.22. R ERINAEXSHIE F report



"id": <id>, //report id
"deviceid": "<deviceid>", //M%Xi&% id
"nodeid"; <nodeid>, /PR ETEMKIEE TS d
“report":"thing.event.AsyncBatchAddUsers.post”,
"type":"lockuser”,
"params"”: {
"UserlList": [
{
"UserType": <UserType>, //ZKE): 1-35488 2-1880 3-MF | 4- 5L
"UserLevel": <UserLevel>, /&% 1-BIER 2-Z@AF 4-EZB(UserType #4914 1)

“UserlD": <UserlD>, //UserD $L0:
EER: 1~9
LTEAR: 10~230
—RMIRETHERD:  243~252
"UserPassword": "<UserPassword>", //BREE R BB SUEIE B B R AR

KHIE: MFE, 4byte EiEiR A+ AHEH S
S¥MER, 8Sbyte {E#kik A+ EEH S

"ValidWeekDays": <SumWeekdayValue>, //BHNEARME: 015 R -EHRNEHR_FX

1-BHX 2-Eff— 4-BHi” 8-BEHi=

16- 281 32-28H 64-2Hx

"ValidWeekTime": "<HH:MM~HH:MM>", /%3t EEARYAE 1k At 8]
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>",  // 3 ERHFF 44 B BRf &)
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /B3 EARZ% 1 B 23Rt {a]
"UserName": "<lock user name>"

}
]
}
"ts": <timestamp>, /RGN IR Unix BHE1B(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /R G IREMAY H B RT (]
"report_cn”: "<report event name>", /IR = ZFR, 5 Accept-Language A%

"detail_cn": "<report event description>"  //AH{ZEHFHEIAR, 5 Accept-Language 1%

3.4.2.23. R HEMERDIB /. report

{
"id": <id>, //report id
"deviceid"; "<deviceid>", //M¥%i&% id
"nodeid": <nodeid>, /PR EEMKIEE EH R id

"report": "thing.event.AsyncBatchDeleteUsers.post”,
"type":"lockuser”,
"params"”: {

"UserlDs":[<userid>, ] //EMBREBIA, id #4

2

"ts": <timestamp>, /R G IREAY Unix B 8 B (D)

"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN TRE Ay B 2R ()

"report_cn": "<report event name>", /IR ML B RFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //AH{LZF= IR, 5 Accept-Language fH%



3.4.2.24. RSB INIBERIBRFTIRZS report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&% id
"nodeid":<nodeid>, /EEEMXEE ERT R i
"logicnodeid":"<logicnodeid>", //AB1&¥ & id
"report":"thing.event.property.post”,
"type":"notification”, //notification- 1@ %
"params"{
"property": "DoorSensorOpened”, /BB FR
"property_cn": "DoorSensorOpened”, /IR EHRZFR, 5 Accept-Language fH3%
"value": <true/false>, /TR B R2IIRE: true-2 false-&
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i% &5 4-%& 4 i8] (1% & B A< b B ()
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> //EZBFELE Unix BHE) B (FD)
b
"ts": <timestamp>, /R G IRE A9 Unix BT 8 B (7))
"dt": "<yyyy-mm-dd HH:MM:SS>", [RGB B EART (8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //A#{kZ=FH#EIR, 5 Accept-Language FH%
}

3.4.2.25. EEARVFEEAYERIIRS report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
"nodeid":<nodeid>, /EEEMKIEE EMNT &I
"logicnodeid":"<logicnodeid>", /A2 &% & id
"report”:"thing.event.property.post”,
"type":"notification”, //notification-1B 4N
"params"{
"property": "EnableRemoteOpen", /1B BFR
"property_cn": "EnableRemoteOpen", /IR E M BFR, 5 Accept-Language #83%
"value": <true/false>, /RBERFZEFY true-2 false-&
"HappenedTime": "<YYYY-MM-DD HH:MM>", /AR & E4F & 4 B {8 (& & 89 A< Hb i ja))
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> /1R EEFERE Unix BHE)B(FD)
2
"ts": <timestamp>, /R GATREAAY Unix B 8 B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IRE A9 B AR (]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1%
"detail_cn": "<report event description>"  //AH{L B4R, 5 Accept-Language fH%
}

3.4.2.26. TR EHTIRZS report



"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%Xi&% id
"nodeid":<nodeid>, /EEEMXEE EMT R i
"logicnodeid":"<logicnodeid>", //AB1E¥ & id
"report":"thing.event.property.post”,

"type":"notification”, //notification- 1@ %
"params"{
"property": "BellTurnOnStatus”, /BB FR
"property_cn": "BellTurnOnStatus”, /IR EHRZFR, 5 Accept-Language fH3%
"value": <true/false>, /TR EIRTS: true-2 false-&
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i% &5 4-%& 4 i8] (1% & By A< b B ()
"HappenedZone": <time zone>, /& ERRK
"Happened_ts": <happened timestamp> /1B &EH RS Unix B E1E((FD)
2
"ts": <timestamp>, /R G IREAFAY Unix BT 8B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IBE AR B EART (8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZA#{LZ=FH#EIR, 5 Accept-Language TH3%

34.2.27. (ZM)EMEIRIS report

id":<id>, //report id
"deviceid":"<deviceid>", //M*%&% id
"nodeid":<nodeid>, /EEEMXEE LTS i
"logicnodeid":"<logicnodeid>", /3B T & id
"report":"thing.event.properties.post”,
"type":"notification"”, //notification- @40
"params"{
"properites": {
"BluetoothVersion": "<version>",
"CardNumber": "<card number>",
"IMEI": "<imei>",
"LockBoardVersion": "<version>",
"Network": "<network mode>",
"Online": true,
"RSSI": <RSSI percentage>,
"Version": "<version>"
}
2
"ts": <timestamp>, /R G TREAAY Unix B 8 B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN E AR B EART (8]
"report_cn": "<report event name>" /IR E4ZFR, 5 Accept-Language A%
}
53] FRIZEER S properties B FAR, tbin WIFI §i2% SSID B . EFH1H BluetoothVersion B .

3.4.2.28. =% A F report



"id": <id>, //report id

"deviceid™: "<deviceid>", //M*1%% id

"nodeid"; <nodeid>, /PR ETEMKIEE TS d
"report": "thing.event.PauseUser.post",

"type":"lockuser”,

"params"”: {
"UserType": <UserType>, //1-H5 2-388L 3-MF £ 4-BHME 7- A&
"UserlD"; <UserlD>, //9{A A 1D

"UserName": "<lock user name>",
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& &5 % A B8] (I & B AR Hb i ja))

"HappenedZone": <time zone>, /1R F R X
"Happened_ts™: <happened timestamp> /IR EFEMRE Unix B B((FD)
2
"ts": <timestamp>, /R G IRE AT Unix BT 8B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /R G IRE A0 B AR (]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%

"detail_cn": "<report event description>"  //AH{ZEHFEIR, 5 Accept-Language 1%

3.4.2.29. "R E 5B F report

{
“id": <id>, //report id
"deviceid": "<deviceid>", /M *i&%%& id
"nodeid"; <nodeid>, /R EEMKIEE LTS d
“report”: "thing.event.RestoreUser.post”,
"type":"lockuser”,
"params"”: {
"UserType"™: <UserType>, //1-FBRG 2-184 3-MF | 4-BiE 7- Af&
"UserlD": <UserlD>, /1A 1D
"UserName": "<lock user name>",
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& & 54 %& 4 i jE) (% & B9 2 Hb A 8]
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> /1R EEHERE Unix BB B(FD)
2
"ts"; <timestamp>, /1RGN IR Unix BHE1BU(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /1R G TRE A9 B 2R ()
"report_cn”: "<report event name>", /IR =4 ZFR, 5 Accept-Language A%
"detail_cn": "<report event description>"  //AH{ZEHFHEIR, 5 Accept-Language 1%
}

3.4.2.30. BIEIAUELE R report

{
"id": <id>, //report id
"deviceid": "<deviceid>", /M%&% id
"nodeid": <nodeid>, /IR EEMRIEE LT A i
“report": "thing.event.IDAuthentication.post”,
"params"”; {

"UID"; "<UID>", /18R FS(HEX)



"Result": <result>, /RNEER: 1-503h, HEEXK

“Len": <len>, /EREBKE
“Info": "<json>" /IERER
3
"ts": <timestamp>, /R G IRE AT Unix BT 8B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>" /RGBSR B EART (8]
}
[E]
HEREERAI:

{"ClientlD":"23425550474078" "SAMID":"50157046038","State":"IDLE","ErrCode":1000,"Data":"{\"xingming\":\"# =
\" \"xingbie\"\"1\" \"minzu\"\"01\" \"chusheng\":\"19000101\" \"zhuzhi\"\" T R & RYI T K X
\"\"sfzno\":\"410123456789123456\" \"qfig\"\"‘RII T A LB I 12 F

\"\"st\":\"20100101\" \"et\":\"20990101\" \"zp\"\"\"}"}

3.4.2.31. LIRFHFL/FS report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M*Xi&E& id
"nodeid": <nodeid>, /R EEMKIEE LTS d
"report"; "thing.event.Code.post",
"type":"notification”,
"params": {
"Type": "<type>", /12K password- Y mfcard-MF & idcard- SHMEFR
"Code": "<HEX>" //BERLS &S(HEX)
2
"ts": <timestamp>, /RGN IRE ] Unix BHE1BU(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IBE AR B EART (8]
"report_cn": "<report event name>", /IR EHEZFR, 5 Accept-Language #83%
"detail_cn™: "<report event description>"  //ZA#{LZF=FH#EIR, 5 Accept-Language FH%
}

[E] XF3F z-wave i

3.4.2.32. & HFEE report

{

"id": <id>, //report id

"deviceid": "<deviceid>", //M%XiE%& id

"nodeid": <nodeid>, /PR EEMKIEE LT R id

“report": "thing.event.Serial.post”,

"type":"notification”,

"params"”: {

"Hex": "<HEX>" /8B AE S FIREIR(HEX &)

2

"ts": <timestamp>, /R G TREAAY Unix B 8 B (D)

"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN TRE Ay B 2R ()

"report_cn": "<report event name>", /IR ML B RFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //AH{L B4R, 5 Accept-Language fH%
}

[E] B ARR TR & HF



3.4.3. FX/FTIEFRXHE report

34.31. FFEEFIRZ report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*i&#& id
"nodeid":<nodeid>, /ITFEEM X RS EMNT S id
"channelid":<channelid>, /IFFRANRIE id
"logicnodeid":"<logicnodeid>", /BB A
"report":"thing.event.property.post”,
"type":"notification”, //notification-1B
"params"{
"property": "Status", /1B R
"property_cn'": "status”, /IR EMRZFR, 5 Accept-Language 3%
“value": "<on/off>" /FFREBURES: on-FRIRES off- RS
2
"ts": <timestamp>, //Unix B 8] B (F)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B EAR /8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //A#{LZ=FH#EIR, 5 Accept-Language fH3%
}

3.44. BHWHH report

3441 BEHEEFRE report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,
"channelid":<channelid>,
"logicnodeid":"<logicnodeid>",
"report":"thing.event.property.post”,
"type":"notification”,
"params"{
"property": "OpenPercentage”,
"property_cn": "open percentage”,
"value": <percent>

//report id

b
"ts": <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

[/ 1% & id

/IFFREMKIEE EBTH A id

//FFRARIE id
/BB A I

/BRITIANEE(EDLL) |

//notification-1@ %N

/BB FR
//IRHAL B RFR, 5 Accept-Language 183
E S

//Unix B B8R (F)

//B AT 8]

/IR = ZFR, 5 Accept-Language 1%
/IR AL SR, 5 Accept-Language 1%



3.4.5. AYEKTHY report

3451 MWHITERFIRE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&% id
"nodeid":<nodeid>, /IR ERM KL E LT & id
"channelid":<channelid>, /IFFRARIE id
"logicnodeid":"<logicnodeid>", /BB A I
"report":"thing.event.property.post”,
"type":"notification", //notification-1@ %N
"params"{
"property": "OpenPercentage”, /BB FR
"property_cn": "open percentage”, /[IARME M RZFR, 5 Accept-Language 1%
"value™: <percent> //IAXKTHREEDEL) , 0FRR*E
b
"ts": <timestamp>, //Unix B (8] Bk(F)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZA#{LZF=FHEIR, 5 Accept-Language TH%
}

3.4.6.

3.4.6.1.

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id

//MERE id
/B R ENRERE LMD A d

|18/ B AT report

IR/ B REERFTIRZ report

"logicnodeid":"<logicnodeid>", /A2 4&¥5 & id

"report”:"thing.event.property.post”,
"type":"notification”,
"params"{
"property": "Opened"”,
"property_cn": "opened",
"value": <true/false>

"ts": <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

//notification-1B24N

/BB FR
/IR EMERZFR, 5 Accept-Language 1%
/B BRHA R R RTPRE true- &2 false-&

//Unix B B8R (F)

// B £ RS ]

/IR HAL B RFR, 5 Accept-Language 3%
/IR AL EHHEIR, 5 Accept-Language 1%



3.4.62. "B/ EREEBEMEBEE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*%% id
"nodeid":<nodeid>, /1 BB EMRIRE LT R id
"logicnodeid":"<logicnodeid>", //AB1&¥ & id
"report":"thing.event.property.post”,
"type":"notification”, //notification-1B%1
"params"{
"property": "BatteryPercentage”,
"property_cn": " battery percentage ", //ZAMi{kEMEFR, 5 Accept-Language HH¥%
"value":<percent> /BB EE Lk 0~100
2
"ts": <timestamp>, //Unix B (8] 8 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /IARH A= RFR, 5 Accept-Language 1%
"detail_cn": "<report event description>" /AR EHEAR, 5 Accept-Language %
}

34.6.3. MB/BEREMTEESE report

{

id":<id>, //report id

"deviceid":"<deviceid>", //M%Xi&%& id

"nodeid":<nodeid>, /TG BHRETEMRREE EATP R I

"logicnodeid":"<logicnodeid>", /3B 5 & id

"report”:"thing.event.ElectricityAlarm.post",

“type":"alarm”, //alarm- 4

"params"{

2

"ts": <timestamp>, //Unix B 81 B (FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]

"report_cn": "<report event name>", /IR HAL = RFR, 5 Accept-Language 3%

"detail_cn™: "<report event description>"  //ZAH{LZFFHIR, 5 Accept-Language FH%
}

34.64. IR/ BEROZEEE report

"id": <id>, //report id
"deviceid": "<deviceid>", //M%Xi&% id
"nodeid"; <nodeid>, /BRI EENRIRE ETA I
"logicnodeid":"<logicnodeid>", //AB 4% & id
"report": "thing.event.DeviceAlarm.post",
"type": "alarm", //alarm - 2442
"params": {
"AlarmType": <AlarmType>,  //&EH£R: 1-BhiR



"TipInfo": “<TipInfo>" /IEERTRER

2

"ts": <timestamp>, //Unix B (818 (FD)

"dt™: "<yyyy-mm-dd HH:MM:SS>", // B BR8]

"report_cn": "<report event name>", /IR B ZFR, 5 Accept-Language fA3%<

"detail_cn": "<report event description>"  //ZAH{LZF= IR, 5 Accept-Language FH*

34.65. (ZMEMIRIS report

{
"id":<id>, //report id
"deviceid™:"<deviceid>", //M*i&% id
"nodeid":<nodeid>, /EEEMREE TSR
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.properties.post”,
"type":"notification", //notification-1@ %N
"params"{
"properites”: {

"CardNumber": "<card number>",

"IMEI": "<imei>",

"Online": <true/false>,

"RSSI": <RSSI percentage>,

"Version": "<version>"

}
b
"ts": <timestamp>, /R G IR EAFAY Unix BT 8 B (7))
"dt": "<yyyy-mm-dd HH:MM:SS>", /1R G TRE A9 B 2R ()
"report_cn": "<report event name>" /IR HAL = RFR, 5 Accept-Language 3%
}

[53¥] #ERIT84(V2)3%E Online B

3.4.7. #BENRRH report

34.7.1. A report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
“nodeid":<nodeid>, /IR R EEMNREE LT A i

"logicnodeid":"<logicnodeid>", /32475 & id
"report”:"thing.event.Movein.post",

“"type":"notification”, //notification- i@ %]

"ts": <timestamp>, //Unix B (8] B (FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: i)

"report_cn": "<report event name>", /IR E4ZFR, 5 Accept-Language A%

"detail_cn": "<report event description>"  //ZARH{L TR, 5 Accept-Language 1%



3.4.7.2. BFF report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*%i&%& id
"nodeid":<nodeid>, /RN EEEMRESE LT R I
"logicnodeid":"<logicnodeid>", //AB1E¥ & id
"report":"thing.event.Moveout.post”,
"type":"notification", //notification-1@ %0
"ts": <timestamp>, //Unix B [E) 8 (7))
"dt": "<yyyy-mm-dd HH:MM:SS>", VAL 2
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%
"detail_cn": "<report event description>" /&AM EHFIEIA, 5 Accept-Language 1B
}

3.4.7.3. BshRN b EHE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", /MR id
"nodeid":<nodeid>, /TGN RR B AEM KR LT A id
"logicnodeid":"<logicnodeid>", //iZ %5 & id
"report":"thing.event.property.post”,
"type":"notification”, //notification- i@l
"params"{
"property": "BatteryPercentage”,
"property_cn": " battery percentage ", //AMi{k/EMZFR, 5 Accept-Language %
"value":<percent> /BB EH 5k 0~100
2
"ts": <timestamp>, //Unix B (8] B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR H A= RFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZARH{L MR, 5 Accept-Language 1%
}

3.4.74. HEIRKNHEMKEESE report

{
"id"<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
“nodeid":<nodeid>, /IR R EEMNREE LT A i

"logicnodeid":"<logicnodeid>", //AB ¥ & id
"report":"thing.event.ElectricityAlarm.post",

"type":"alarm”, //alarm - 2442
"ts": <timestamp>, //Unix B (8] B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]

"report_cn": "<report event name>", /IR ML B RFR, 5 Accept-Language 1%



"detail_cn": "<report event description>"  //ZAM{LEHIEIR, 5 Accept-Language fH%

3.4.75. BoNRNIREEE report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M>*&%& id
"nodeid": <nodeid>, /IR RBERIRFEM KRR F EATR id
"logicnodeid":"<logicnodeid>", //AB1E¥ & id
"report": "thing.event.DeviceAlarm.post",
"type": "alarm”, //alarm- 452
"params": {
"AlarmType": <AlarmType>,  //&EHKE: 1-Bhik
"Tiplnfo™: "<Tiplnfo>" /NEERRER
b
"ts": <timestamp>, //Unix B (8] 8 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR =B FR, 5 Accept-Language fH3%
"detail_cn": "<report event description>" /AL EHIER, 5 Accept-Language 1%
}

3.4.8. ZiAM report

34.8.1. FF/KIRZS report

{
"id":<id>, //report id
"deviceid";"<deviceid>", /M¥%i&%& id
"nodeid":<nodeid>, /R EEMNFEE LN A id

=]

"logicnodeid":"<logicnodeid>", /3B 4% & id
"report":"thing.event.property.post”,

"type":"notification”, //notification-1B N

"params":{
"property":"Status", 11IRZS
"property_cn": "status”, /IZRHAL B RFR, 5 Accept-Language 3%
"value":"<on/off>" /IBHERIF/RIRTS: on-FF off-3%

2

"ts": <timestamp>, //Unix B 8] B (F)

"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)

"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1%

"detail_cn": "<report event description>"  //ZA#{L B4R, 5 Accept-Language fH%



3.4.82. YEIEIE report

34.84. ®EIRE report

"id":<id>,
"deviceid":"<deviceid>",

//report id
//MXEKEid

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, /R EEMREE FAT S id
"logicnodeid":"<logicnodeid>", //AB1&¥ & id
"report":"thing.event.property.post”,
"type":"notification”, //notification- 1@ %
"params"{
"property":"RoomTemperature”, //ER
"property_cn": “room temperature”, //ARML B BFR, 5 Accept-Language 183
"value"{
"Scale":"<C/F>", /REBRAL C-RRE F-ERE
"Value":<value> /REE
}
b
"ts": <timestamp>, //Unix B 8] B (F)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZA#{LEHIEIR, 5 Accept-Language A%
}
34.83. HENE{TIE report
{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*x1%&% id
"nodeid":<nodeid>, /BB EEM KR E LTS id
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.property.post”,
"type":"notification"”, //notification- @40
"params"{
"property":"Mode", L 5
"property_cn": "mode”, /IR B BFR, 5 Accept-Language 13
"value":"<mode>" //BIAHBIEN: auto- BB hot-H# cold-H14 dry-#HiE fan-1XX,
2
"ts"; <timestamp>, //Unix B (8] Bk(F)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR = ZFR, 5 Accept-Language 1%
"detail_cn": "<report event description>"  //ZA#{L B4R, 5 Accept-Language fH%
}



"nodeid":<nodeid>, /=R FEMRRE LT R id
"logicnodeid":"<logicnodeid>", //AB 4% & id
"report":"thing.event.property.post”,

"type":"notification”, //notification- 1@ %
"params"{
"property":"PointTemperature-<mode>", //RERE, for: hot-#l# cold-H4 dry-ihiE
"property_cn": “target temperature”, /IRHALE M RFR, 5 Accept-Language 15
"value"{
"Scale":"<C/F>", /REBAL C-ERRE F-ERE
"Value":<value> /REE
}
2
"ts": <timestamp>, //Unix B (818 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASECI 2
"report_cn": "<report event name>", /IR = ZFR, 5 Accept-Language fA3%

"detail_cn": "<report event description>"  //ZA#{LE 4R, 5 Accept-Language %

34.85 WENRER report

{
id":<id>, //report id
"deviceid":"<deviceid>", /M*x1&& id
"nodeid":<nodeid>, /B IEEEEMKIEE ENH R id
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.property.post”,
"type":"notification"”, //notification- @40
"params"{
"property":"FanMode", /1 RR
"property_cn": "fan mode", /AR B RZFR, 5 Accept-Language 1%
"value":"<fanmode>" //H BT RIEIET: auto- BF1 low-1ES medium-F44 high-5#4
2
"ts"; <timestamp>, //Unix B (8] Bk (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language A%
"detail_cn": "<report event description>"  //ZARH{L TR, 5 Accept-Language 1%
}

34.86. FABHMEBE report

{
"id"<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, /BRI EENESE PR

"logicnodeid":"<logicnodeid>", /3B & id
"report":"thing.event.property.post”,
"type":"notification”, //notification-1BH1
"params":{

"property": "BatteryPercentage”,



"property_cn": " battery percentage ", /A EMRFR, 5 Accept-Language 1%
"value":<percent> /BB EE S 0~100

2

"ts": <timestamp>, //Unix B [E) 8 (7))

"dt": "<yyyy-mm-dd HH:MM:SS>", VASECE 2

"report_cn": "<report event name>", /IR L= ZFR, 5 Accept-Language fH3%

"detail_cn": "<report event description>"  //ZAR#MLF 4R, 5 Accept-Language %

3487 ZTIRABMEEELEE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, /NETHREEMKIEE TS id
"logicnodeid":"<logicnodeid>", /3B & id
"report":"thing.event.ElectricityAlarm.post",
"type":"alarm”, //alarm- 52
"ts": <timestamp>, //Unix B 81 8(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B EAR /8]
"report_cn": "<report event name>", /IR =B FR, 5 Accept-Language tH3%
"detail_cn": "<report event description>"  //ZA#{LE 4R, 5 Accept-Language A%
}

3.4.9. EEITH] report

34.9.1. EE report

{
"id"<id>, //report id
"deviceid":"<deviceid>", //M3*%iZ%& id
"nodeid":<nodeid>, /REITTEEENXERE TR

=]

"logicnodeid":"<logicnodeid>", /3B 4% & id
"report":"thing.event.property.post”,

"type":"notification”, //notification-@B N
"sensortype":"temperaturesensor”,
"params"{
“property":"Temperature”,
"property_cn": "temperature”, /1AM B BFR, 5 Accept-Language FH3%
"value"{
"Scale": "<C/F>", /RERAN: C-RKE F-ERKE
"Value": <value> /REE
}
2
"ts": <timestamp>, //Unix B (8] B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /IR HAL B RFR, 5 Accept-Language 1%

"detail_cn": "<report event description>"  //ZARH{L TR, 5 Accept-Language 1%



3492 EEITTHBEBE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&% id
"nodeid":<nodeid>, /REITTEEERXEE LT R I
"logicnodeid":"<logicnodeid>", /B & id
"report":"thing.event.property.post”,
"type":"notification”, //notification- 1@ %
"params"{
"property": "BatteryPercentage”,
"property_cn": " battery percentage ", //ZAMLEMRZFR, 5 Accept-Language %
“value":<percent> /B EE L 0~100
b
"ts": <timestamp>, //Unix B 8] B (F)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZA#{LE 4R, 5 Accept-Language A%
}

349.3. EEITEMEBEESE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*x1%&% id
"nodeid":<nodeid>, /BRI EEMKEE EMTH S id
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report™:"thing.event.ElectricityAlarm.post",
“type":"alarm”, //alarm- 44
"ts": <timestamp>, //Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR = ZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZA#{LFE 4R, 5 Accept-Language A%
}

3.4.10. EiTH report

34.10.1. =& report

"id":<id>, //report id
"deviceid";"<deviceid>", //M¥%ig%& id



"nodeid":<nodeid>, /EETTREEM KRS PR id
"logicnodeid":"<logicnodeid>", //AB 4% & id
"report":"thing.event.property.post”,

"type":"notification”, //notification- 1@ %
"sensortype":"luminancesensor",
"params":{
"property":"Luminance”,
“property_cn": “luminance”, //ARHAL B BFR, 5 Accept-Language 183
"value"{
"Scale": "<%/Lux>", //EEBAL %-BO Lux- B Hr(BRABEfL)
"Value": <value> /I =EE
}
2
"ts": <timestamp>, //Unix B B8] 8 (7))
"dt": "<yyyy-mm-dd HH:MM:SS>", // B AR 8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZA&M{kZFE IR, 5 Accept-Language 1%

3.4.102. EEITTHBEBE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", /M*x1&& id
"nodeid":<nodeid>, /EEITEEEMFEE LT id
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.property.post”,
"type":"notification”, //notification-1B N
"params"{
"property": "BatteryPercentage”,
"property_cn": " battery percentage ", //AM{LEMRFR, 5 Accept-Language 5%
"value":<percent> /BB EEH S 0~100
2
"ts"; <timestamp>, //Unix B (8] Bk(F)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR = ZFR, 5 Accept-Language A%
"detail_cn": "<report event description>"  //ZA#{LE IR, 5 Accept-Language A%
}

3.4.103. BEITEMEEESE report

{
"id":<id>, //report id
"deviceid";"<deviceid>", //M¥%iF % id
"nodeid":<nodeid>, /EEITHREENFEE ENT S id

"logicnodeid":"<logicnodeid>", /32475 & id
"report":"thing.event.ElectricityAlarm.post",

"type":"alarm”, //alarm - 222

"ts": <timestamp>, //Unix B 8 B (FD)
“dt": "<yyyy-mm-dd HH:MM:SS>", // B ERR 8]



"report_cn": "<report event name>",

"detail_cn": "<report event description>"

3.4.11.

34.11.1. /& report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

BT report

//report id
/IM%EE id
/REITREEMKIEE LTS id

/AR EZFR, 5 Accept-Language fH3%
/1AM LB R, 5 Accept-Language #3%

"logicnodeid":"<logicnodeid>", /3B ¥ & id

"report":"thing.event.property.post”,
"type":"notification”,
"sensortype":"humiditysensor",
"params"{
"property":"Humidity",
"property_cn": "humidity",
"value"{
"Scale": "<%/g/m3>",
"Value": <value>
}
2
"ts": <timestamp>,
"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",

//notification-3@ %0

/IR B RFR, 5 Accept-Language H83%

/BEBNL %-BOLE o/m3-EIHEE
/IBEE

//Unix B [E18(FD)
//B HAE 8]
/IR =4 ZFR, 5 Accept-Language A%

"detail_cn": "<report event description>"

/IR =R, 5 Accept-Language 1A%

34.11.2. BEITHEMBEBE report

"id":<id>, //report id

"deviceid":"<deviceid>", //MXIEE id

"nodeid":<nodeid>, /FRETHREEMXRE LN A

"logicnodeid":"<logicnodeid>", //AB ¥ & id

"report":"thing.event.property.post”,

"type":"notification”, //notification-1BH1

"params"{
"property": "BatteryPercentage”,
"property_cn": " battery percentage ",
"value":<percent> /BB EE L 0~100

}

/IR B M RZFR, 5 Accept-Language 1%

ts": <timestamp>,
"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",

//Unix B BB (FD)
// B EAE 8]
/IR ML B RFR, 5 Accept-Language 1%



"detail_cn": "<report event description>"  //ZAM{LEHIEIR, 5 Accept-Language fH%

3.4.11.3. BEITEMLEEEE report

"id"<id>, //report id
"deviceid":"<deviceid>", //M¥%iF % id
"nodeid":<nodeid>, /BRI EENXEE LT A

"logicnodeid":"<logicnodeid>", //AB1E¥ & id
"report":"thing.event.ElectricityAlarm.post",

"type":"alarm”, //alarm- 452

"ts": <timestamp>, //Unix B 18] B (D)

"dt": "<yyyy-mm-dd HH:MM:SS>", //BERRT1E]

"report_cn": "<report event name>", /IR =B FR, 5 Accept-Language fH3%

"detail_cn": "<report event description>" /AL EHIER, 5 Accept-Language 1%

3.4.12. R report

34.12.1. IHERE report

}

"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
"nodeid":<nodeid>, /AR B AEM R LT A id
"logicnodeid":"<logicnodeid>", /A2 3&¥5 & id
"params™: {

"AlarmType": 1,

"TipInfo": "smoke alarm"
"report”: "thing.event.SensorAlarm.post”,
"type": "alarm”,
"ts": <timestamp>, //Unix B (8] B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /I RHAL = RFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZA&RH{k TR, 5 Accept-Language 1%

3.4.12.2. HEEEIRE report

"id"<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, /IARAE B EN S PR

"logicnodeid":"<logicnodeid>", /32475 & id



"params": {
"AlarmType": 1,
"TipInfo": "smoke alarm"

}

“type": "alarm”,

"ts"; <timestamp>,

"dt™: "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

3.4.12.3. MHEE B E report

"report": "thing.event.SensorCancelAlarm.post”,

//Unix B B8R (FD)

A=E: g

/IR = ZFR, 5 Accept-Language fH3%
/IR E4IER, 5 Accept-Language fA3%

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
"nodeid":<nodeid>, /MRRREEMXIEE FAT A I
"logicnodeid":"<logicnodeid>", /3B & id
"report":"thing.event.property.post”,
"type":"notification”, //notification-1B
"params"{
“property": "BatteryPercentage”,
"property_cn": " battery percentage ", /A {LEMHZFR, 5 Accept-Language FH%
“value":<percent> /B EE L 0~100
2
"ts": <timestamp>, //Unix B 8] B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR EHEZFR, 5 Accept-Language #H3%
"detail_cn": "<report event description>"  //AH{LF IR, 5 Accept-Language FH%
}

34.124. IAXBHREBEEE report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id
/M KiRE id

/ABREEMNKIRE LT A id

"logicnodeid":"<logicnodeid>", //AB ¥ & id

"report":"thing.event.ElectricityAlarm.post",
"type":"alarm”, //alarm-4
"ts": <timestamp>,

"dt™: "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",
"detail_cn": "<report event description>"

)

//Unix B fE] B (D)

// B £ RS ]

/IR ML B RFR, 5 Accept-Language 3%
/IR AL SR, 5 Accept-Language 1%



3.4.12.5. B EE report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M¥%i&% id
"nodeid": <nodeid>, /MRBR FTEM KR E EHTH R d
"logicnodeid":"<logicnodeid>", //AB1&¥ & id
"report": "thing.event.DeviceAlarm.post",
"type”: "alarm”, //alarm- 252
"params": {
"AlarmType": <AlarmType>,  //5% KB 1-[5ik
"TipInfo": "<Tiplnfo>" /I EERRER
2
"ts": <timestamp>, //Unix B (818 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>" /AL EHIER, 5 Accept-Language 1%
}

3.4.12.6. HIEREEE report

{
"id": <id>, //report id
"deviceid™: "<deviceid>", //M*i&% id
"nodeid"; <nodeid>, /IMRRR B TEM KR & AT 2 id
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report": "thing.event.DeviceCancelAlarm.post”,
"type": "alarm", //alarm- 452
"params™: {
"AlarmType": <AlarmType>,  //&EH£R: 1-Bhik
“Tiplnfo": "<Tiplnfo>" /IEERRER
2
"ts": <timestamp>, //Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /I RHAL = RFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZA#{LEHIEIR, 5 Accept-Language A%
}

3.4.13. IR/KRRR MY report

3.4.13.1. J§/KIRE report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id
//MXEKEid

/IR IR FHEM KR & EATR id



"logicnodeid":"<logicnodeid>", /32475 & id
"params": {

"AlarmType": 5,

"TipInfo": "water alarm"
2
"report": "thing.event.SensorAlarm.post”,
"type": "alarm”,
"ts": <timestamp>, //Unix B (818 (FD)
"dt™: "<yyyy-mm-dd HH:MM:SS>", VASECEN 2
"report_cn": "<report event name>", /IR = ZFR, 5 Accept-Language fH3%
"detail_cn": "<report event description>"  //ZA#LF 4R, 5 Accept-Language %

3.4.13.2. HSHRAKIRE report

"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
"nodeid":<nodeid>, /RKBERIR B EM X R & EATR id
"logicnodeid":"<logicnodeid>", /3B & id
"params": {
"AlarmType": 5,

"TipInfo": "water alarm”

"report": "thing.event.SensorCancelAlarm.post”,
"type": "alarm”,

"ts": <timestamp>, //Unix B (8] 8 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)
"report_cn": "<report event name>", /I RHAL = RFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZARH{L TR, 5 Accept-Language 1%

3.4.13.3. IR7/KER B ith BB & report

"id"<id>, //report id
"deviceid":"<deviceid>", //M*%iZ%& id
"nodeid":<nodeid>, /RKBNREENXEE LMD R id

=]

"logicnodeid":"<logicnodeid>", /3B 4% & id

"report":"thing.event.property.post”,

"type":"notification”, //notification-1B%1

"params"{
"property": "BatteryPercentage”,
"property_cn": " battery percentage ", //ZAMLEMRFR, 5 Accept-Language 3%
"value":<percent> /BB EE L 0~100

2

"ts": <timestamp>, //Unix B (8] B (FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]

"report_cn": "<report event name>", /IR ML B RFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZAM{LE IR, 5 Accept-Language A%



3.4.13.4. IR/KBRN BH{LBEEE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&% id
"nodeid":<nodeid>, /IRKBRIR FEM KR & LT id
"logicnodeid":"<logicnodeid>", /B & id
"report":"thing.event.ElectricityAlarm.post",
"type":"alarm”, //alarm- 542,
“ts": <timestamp>, //Unix B [8] 8 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B AR 8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language A%
"detail_cn": "<report event description>"  //ZA#{LE4IEIR, 5 Accept-Language A%
}

3.4.135. WEEE report

{
"id": <id>, //report id
"deviceid": "<deviceid>", //M*xI1&%& id
"nodeid": <nodeid>, /RKBERIR B EM X R & EATR id
"logicnodeid":"<logicnodeid>", /B & id
"report": "thing.event.DeviceAlarm.post",
“type": “alarm", //alarm- 44
"params™: {
"AlarmType": <AlarmType>,  //&EH£R: 1-Bhik
“Tiplnfo": "<Tiplnfo>" /IEERRER
2
"ts": <timestamp>, //Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZA#{LFE 4R, 5 Accept-Language A%
}

3.4.13.6. HEHREEE report

{
"id": <id>, //report id
"deviceid"; "<deviceid>", //M¥%iE% id
"nodeid": <nodeid>, /TRIKEN R EEMRIE&E LA S id

"logicnodeid":"<logicnodeid>", //AB ¥ & id

"report": "thing.event.DeviceCancelAlarm.post",

"type": "alarm", //alarm - 2442

"params": {
"AlarmType": <AlarmType>, //EEEFKA: 1-FhiR
"TipInfo": "<TipInfo>" /EERRER



"ts"; <timestamp>,
"dt™: "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>",

"detail_cn": "<report event description>"

3.4.14. H3RM report

3.4.14.1. BIRIEH report

//Unix Bt @) B (F)

// B EAE 8]

/IR =4 ZFR, 5 Accept-Language fH3%
/IR E4IEIR, 5 Accept-Language fA3%

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, //BFREMKIEE LT A I
"logicnodeid":"<logicnodeid>", /3B & id
"report":"thing.event.property.post”,
"type":"notification"”, //notification- B4
"params"{
"property":"KWh",
"oroperty_cn": "kwh", /IR B RFR, 5 Accept-Language #H3%
"value": <value> /BB R E B
b
"ts": <timestamp>, //Unix B (8] B(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR H A= RFR, 5 Accept-Language 3%
"detail_cn": "<report event description>" /AR E 4R, 5 Accept-Language 1%
}

3.4.15. 7K3kH report

3.4.15.1. JKIFRIELH report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id

//MxKKEid
/IKFEMKIEE LT R id

"logicnodeid":"<logicnodeid>", //AB ¥ & id

"report":"thing.event.property.post”,

"type":"notification”,

"params"{
"property":"CubicMeters",
"property_cn": "cubic meters",
"value": <value>

//notification-1@ %N

/IR B M RZFR, 5 Accept-Language 1%

S L IRES



"ts": <timestamp>,
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]

"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZAM{LEHIEIR, 5 Accept-Language tH%

//Unix B (8] &k (F)

3.4.16. (FREFK)AIIRAREFH report

3.4.

}

16.1. 34T report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id
/IM%EE id
/IKRFREMKERE LTS id

"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.FaceRecognition.post",

"type":"notification”,
"params":{
"ip": "<device ip>",
"licenseCode": "<device
"id": <user id>,
"name": "<name>",
"number": "<number>",

//notification-3@ %0

/1EE ip

license>", /7% % license code
/I N RBY user id
/I NREEE#
/AN REVIEHS 15

"compareThreshold": <compare threshold>, //Lb3FR1E

“similarity": <similarity>, //EE ST ARG
"veiryTime": "yyyy-mm-dd HH:MM:SS" /@17 HERR (A
ts": <timestamp>, //Unix B (8] 8L (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1A%

"detail_cn": "<report event description>"  //ZARH{L TR, 5 Accept-Language 1%

3.4.17. TE=MEHRHY report

3.4.17.1. EEHEARAEFS report

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id
//MKIEE id
/ERERAEM KR Z LA R id

"logicnodeid":"<logicnodeid>", /32475 & id
"report":"thing.event.ScenepanelTap.post”,

"type":"notification”,
'ts"; <timestamp>,

//notification-1@ %N
//Unix B B8R (F)

"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1%



"detail_cn": "<report event description>"  //ZAM{LEHIEIR, 5 Accept-Language fH%

3.4.18. %$7/K85MY report

3.4.18.1. JRNFISETE] report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*%&% id
"nodeid":<nodeid>, /R id
"logicnodeid":"<logicnodeid>", /3B & id
"report":"thing.event.property.post”,
"params"{
"property": "RemainingTimes",
"property_cn": "R R KA 8], /AL EERFR, 5 Accept-Language 1<
"value": [<valuel> <value2> <value3>,<value4> <value5>] /B
2
"type":"notification”, //notification- i@l
"ts"; <timestamp>, //Unix B (8] B(F)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B EA R 1a)
"report_cn": "<report event name>", /IR =B FR, 5 Accept-Language fH3%
"detail_cn": "<report event description>" /AL EHIER, 5 Accept-Language %
}

3.4.18.2. HZAIRZS report

{
"id":<id>, //report id
"deviceid™:"<deviceid>", //M*x1&& id
"nodeid":<nodeid>, /T id

"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event. MakeWaterStatus.post”,

"params"{
"Sid": <sid>, /1K 55 id
"Status™: <status>  //HIZKIRTS

2

"type":"notification”, //notification- 1@ %

"ts": <timestamp>, //Unix B 8] B (FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", VASE: L)

"report_cn": "<report event name>", /IR ML RFR, 5 Accept-Language 1%

"detail_cn": "<report event description>"  //ZA#{L B4R, 5 Accept-Language fH%



3.4.18.3. HI7KIE3X report

"id":<id>, //report id
"deviceid":"<deviceid>", //M*%% id
"nodeid":<nodeid>, /R id
"logicnodeid":"<logicnodeid>", //AB1&¥ & id
"report":"thing.event. MakeWaterRecord.post",
"params":{
"Sid"; <sid>, /1K % id
“InWaterQulity": <value>, /I NIKIK &R
"OutWaterQulity": <value>, //H KK R
"MakeWaterTime™: <value>,  //fHl|7KB+4€
"MakeWaterTotal": <value> //EKE
2
"type":"notification", //notification-1@ %N
"ts": <timestamp>, //Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B EAR i8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZA#{LE4IEIR, 5 Accept-Language A%

3.4.19. SOS B2 K% %A report

3.4.19.1. BiLEEE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*x1%&% id
"nodeid":<nodeid>, //SOS R &HEMKIRZ FAT A id
"report":"thing.event.property.post”,
"type":"notification”, //notification-1@ %0
"params":{

"property": "BatteryPercentage”,
"property_cn": " battery percentage ", //ZAt{LEM IR, 5 Accept-Language %

"value":<percent> /BB EH S 0~100
2
"ts": <timestamp>, //Unix B (8] B (FD)
“dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR ML RFR, 5 Accept-Language 1%

"detail_cn": "<report event description>"  //AH{L B4R, 5 Accept-Language fH3%



3.4.19.2. Bi{REBEEEE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, //SOS WEFEM K& FHT A id
"report™:"thing.event.ElectricityAlarm.post",
"type”:"alarm”, //alarm- 252
"ts": <timestamp>, //Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B AR 8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZAH{LZF= IR, 5 Accept-Language FH*
}

34.19.3. BAKKEE report

{
id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
"nodeid":<nodeid>, //SOS WEREMKEZ LM TS i
"report":"thing.event.SOS.post",
“type":"alarm”, //alarm-£5 42
"ts": <timestamp>, //Unix B 8] B (F)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B BR8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZARH{k TR, 5 Accept-Language 3%
}

3.4.20. AR/ FEEEH/TRALEY report

3.4.20.1. =123 report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*%iZ%& id
"nodeid":<nodeid>, /T id

"logicnodeid":"<logicnodeid>", //AB ¥ & id
"report":"thing.event.ScanCardRecord.post",

"params":{
"CardNumber": "<cardnumber>", //JIE"%
"WorkMode": <mode> HITYERET: 1,2,
b
"type":"notification”, //notification- @A
"ts": <timestamp>, //Unix B (8] B (FD)
“dt": "<yyyy-mm-dd HH:MM:SS>" // B BR8]



3.4.21. B O&%&HI report

34.21.1. &80 report

{
"id":<id>, //report id
"deviceid""<deviceid>", //M*&%& id
"nodeid":<nodeid>, /5 id
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.Serial.post",
"params":{
"Index": <index>, /IRIKS
"IRData": "<hex>" /BB OEERY EIREFE, HEX &
2
"type":"notification”, //notification- i@l
"ts": <timestamp>, //Unix B (8] 8 (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>" VASE: L)
}

3.4.22. X E#5A9 report

34.221. (ZM)EBMIRZS report

{
"deviceid":"<mac>", /1% % Id(EFREE R MAC Hbil)
"nodeid":<nodeid>, /R d(BEEE 1)
"logicnodeid":"<logicnodeid>", /EET A I
"report":"thing.event.properties.post”,
"type":"notification"”, //notification- @40
"params"{
"properites": {
"BatteryPercentage": <battery percentage>, //H8 E(%)
"RSSI": <RSSI>, /EFESRE(HBAL dBm)
"Steps": <step count>, Wk
"Temperature”: <temperature> /REGRKE)
}
2
"ts": <timestamp>, /R GATREAAY Unix B 8 B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>" /RGN TRE Ay B 2R ()



3.4.23. AR RN K report

3.4.23.1. MEIRE report

3.4.23.2. HEHRSIRE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&% id
"nodeid":<nodeid>, /RSB EEMNXRE LT A
"logicnodeid":"<logicnodeid>", /B & id
"params": {
"AlarmType": 2,
"TipInfo™: "co alarm”
b
"report”: "thing.event.SensorAlarm.post”,
"type": "alarm”,
"ts": <timestamp>, //Unix B (8] Bk(F)
"dt": "<yyyy-mm-dd HH:MM:SS>", // B EAR /8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%
"detail_cn": "<report event description>"  //ZA#{LE 4R, 5 Accept-Language A%
}

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*x1%&% id
"nodeid":<nodeid>, /RREENXIEE FRT R I
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"params": {
"AlarmType™: 2,
"TipInfo™ "co alarm”
b
"report": "thing.event.SensorCancelAlarm.post”,
"type": "alarm”,
"ts": <timestamp>, //Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", // BV ERR 8]
"report_cn": "<report event name>", /IR EHEZFR, 5 Accept-Language #H3%
"detail_cn": "<report event description>"  //ZA#{LEHIEIR, 5 Accept-Language A%
}

3.4.24. BEXTHY report

3.4.24.1.

(REMERT) ZRIPIRZS report



"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id

//MFERE id
/IEBREMKEE TR id

"logicnodeid":"<logicnodeid>", //{Z#&35 & id

"report":"thing.event.properties.post”,
"type":"notification”,
"params":{
"properites": {
"IMEI": "<imei>",

"CardNumber": "<card number>",

"RSSI": <RSSI>,

"SNR": <SNR>,

"Version": "<version>"

}

b
"ts": <timestamp>,
"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>"

3.4.24.2.

"id":<id>,
"deviceid":"<deviceid>",
"nodeid":<nodeid>,

//report id

//notification-@ %0

//IMEI
//IMSI
//RSSI
//SNR
//Nersion

/R G IREAY Unix B 81 B (FD)
/1RGN IRE Ay H B R (]
/1AM EHZFR, 5 Accept-Language 3%

(& TERE) ZRIMIRZS report

/M FEIRE id
/1EHREMKEE AT A id

"logicnodeid":"<logicnodeid>", /3B ¥ & id

"report":"thing.event.properties.post”,
"type":"notification”,
"params"{
"properites”: {
"Status": "<status>",
"Lightness": <lightness>,
"Voltage": <value>,
"Current”: <value>,
"Power":<value>
}
}

ts": <timestamp>,
"dt": "<yyyy-mm-dd HH:MM:SS>",
"report_cn": "<report event name>"

//notification-1B 40

/) S BIFFFIRTS: on-FRIRTS off- KIRTS
/IR KT B 5 R (1~ 100%)
//BEKTHIER &

/IBEKT RIS

/1B KT BIThE

/I RGANIBEEH Unix B (8] By(F))
/1R G AR A B HART ()
/1AL EHEFR, 5 Accept-Language 1%



3.4.25. EZFEE report

34.251. (IREMRAMLE) ZEMIRZ report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*%&% id
"nodeid":<nodeid>, /EEEMEIRSE LN S I
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.properties.post”,
"type":"notification", //notification-1@ %0
"params"{
"properites”: {

"IMEI": "<imei>", //IMEI

"CardNumber": "<card number>", //IMSI

"RSSI": <RSSI>, //RSSI

"SNR": <SNR>, //SNR

"Version": "<version>" //Nersion

}
2
"ts"; <timestamp>, /1RGN IRE Y Unix B E1BFD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IRE AR B EART (8]
"report_cn": "<report event name>" /IARH A= RFR, 5 Accept-Language 1%
}

34252 (KEIERE) ZRIMIRZS report

{
"id"<id>, //report id
"deviceid":"<deviceid>", //M*Xi&% id
"nodeid":<nodeid>, /EBEMRKES LTS id

"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.properties.post”,

"type":"notification"”, //notification- @40
"params"{
"properites": {
"Status": <value>, EBIFFFRRES: 1-FRIRES 0-FRE
"Temperature": <value>, /I HETRE
"PointTemperature”: <value> //1& ERE
}
2
"ts": <timestamp>, /R G IREAY Unix B 8 B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN TRE Ay B 2R ()
"report_cn": "<report event name>" /IR ML RFR, 5 Accept-Language 1%



34.253. (REHIEAE) ZEMIRS report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, /EEEMXEE ERT R i
"logicnodeid":"<logicnodeid>", //AB1&¥ & id
"report":"thing.event.properties.post”,
"type":"notification”, //notification- 1@ %
"params"{
"properites": {
"Longitude”: <value>, //ZRE
"Latitude": <value>, /15 E
"Altitude"; <value> /783K
}
b
"ts": <timestamp>, /RGAN IR Unix BHE1B(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /R G IREAY H B RS [E)
"report_cn": "<report event name>" /IR EHZFR, 5 Accept-Language 3%
}

3.4.25.4. BB EEE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
“nodeid":<nodeid>, /B Eid
"report”:"thing.event.property.post”,
"type":"notification"”, //notification- @40
"params"{
"property": "BatteryPercentage”,
"property_cn": " battery percentage ", /AL B &FR, 5 Accept-Language 1A%
"value™:<percent>, /B EH Stk 0~100
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& & 54 % 4 i iE) (% & B9 2 Hb A 8]
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> /1R EEFERE Unix BB B(FD)
2
"ts"; <timestamp>, /1RGN IR E ] Unix BHE1BU(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IREAAY H B R (]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1A%
"detail_cn™: "<report event description>"  //AH{L B4R, 5 Accept-Language fH%
}

3.4.25.5. 758 report

"id"<id>, //report id
"deviceid";"<deviceid>", //M¥%ig%& id



"nodeid":<nodeid>, /5 id
"report":"thing.event.DoorOpenNotification.post”,

"type":"notification", //notification-1@ %0
"params"{
"Mode": 9, //9-155F
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& &5 & A B8] (I % B AR Hb i ja))
"HappenedZone": <time zone>, /1R F R X
"Happened_ts": <happened timestamp> /IR EFEMLRE Unix BB (FD)
2
"ts": <timestamp>, /R G IREAFAY Unix BT 8B (FD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IREAAY B BR8]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZA#{LZFE IR, 5 Accept-Language TH*%

3.4.25.6. AN JREEOBRFTIRAS report

{
id":<id>, //report id
"deviceid":"<deviceid>", //M*xI1&& id
"nodeid":<nodeid>, /A id
"logicnodeid":"<logicnodeid>", /3B ¥ & id
"report":"thing.event.property.post”,
"type":"notification", //notification-1@ %N
"params"{
"property": "DoorSensorOpened”, /BB FR
"property_cn": "DoorSensorOpened”, /IR EERZFR, 5 Accept-Language 1%
"value": <true/false>, /MBS RERTFRE true- 2 false-&
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& & 54 % 4 i e (% & B9 2 Hb A a))
"HappenedZone": <time zone>, /EE B X
"Happened_ts": <happened timestamp> /1R EEHERE Unix BB B(FD)
2
"ts"; <timestamp>, /1RGN IR Unix BHE1BU(F)
"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IBE AR B EART (8]
"report_cn": "<report event name>", /IR =4 ZFR, 5 Accept-Language 1A%
"detail_cn™: "<report event description>"  //A#{LZFHEIR, 5 Accept-Language fH%
}

3.4.26. B report

3.4.26.1. FeAf report

{
"id™<id>, //report id
"deviceid":"<deviceid>", //M¥*i&% id
"nodeid":<nodeid>, /R EFEDIURE LT A id

"report":"thing.event.Lift.post",
"type":"notification”, //notification-B%1



"params"{
"Mode": <mode>,  //#¥EAI 2-18L 3-FEEM 5-App IZfE 7- AR 8-FEEM 91- 45

"UserlD": <userid>, /AP
"HappenedTime": "<YYYY-MM-DD HH:MM>", //i& &5 % A B8] (I & B AR Hb i ja))
"HappenedZone": <time zone>, /1B FRIRX
"Happened_ts": <happened timestamp> 11EZBHELE Unix B E) B(FD)
b
"ts": <timestamp>, /1RGN IR Unix B 81 BFD)
"dt": "<yyyy-mm-dd HH:MM:SS>", /R G IRE M09 B AR (]
"report_cn": "<report event name>", /IR = ZFR, 5 Accept-Language fH3%

"detail_cn": "<report event description>"  //ZA#{LZFE IR, 5 Accept-Language TH*%

3.4.26.2. T FAk report

“id": <id>, //report id
"deviceid": "<deviceid>", //M*Xi&E& id
"nodeid": <nodeid>, /18 %% DTU 2% LA T = id
“report": "thing.event.FailToLift.post",
"type":"notification”,
"params": {
"InvalidType": <type>, WESL &Stk
O-ZXAF 1-SHR/ 2-EERP 3-EE K 4-KEBRH
"InvalidType_CN": "<type name>",  //RMEBEIZFR, 5 Accept-Language 18%
"Mode": <mode>, //BEAR: 2-3880 3-FEEW 7- Afg 8-REEM 91- 45D
"Mode_CN": "<mode name>", //#EARBIR, 5 Accept-Language #5%
"UserlD": <UserlD>, /BB A Id
"Code": "<HEX>", //RS(HEX)
"HappenedTime": "<YYYY-MM-DD HH:MM>", /AR & E4F & 4 B {8 (& & 89 A< Hb i ja))
"HappenedZone": <time zone>, /1R F IR X
"Happened_ts": <happened timestamp> /1EEEERE Unix BHEB(FD)
b
“ts"; <timestamp>, /R G IREAAY Unix B8 B (FD)
dt": "<yyyy-mm-dd HH:MM:SS>", /1RGN IREAAY H B R (]
"report_cn”: "<report event name>", /IR = ZFR, 5 Accept-Language 1A%
"detail_cn": "<report event description>"  //ZA&H{LEMHIEIAR, 5 Accept-Language A%

3.4.26.3. £IRF= report

{
"id" <id>, //report id
"deviceid™: "<deviceid>", //M*i&% id
"nodeid": <nodeid>, /REEDTURE FHTA I

“report”; "thing.event.Code.post",
"type":"notification”,

"params™: {
"Type": "<type>", //%E: mfcard-MF & idcard- S4MEF
"Code"; "<HEX>" //RS(HEX)



"ts": <timestamp>, /R G IREAY Unix B8 B (FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IREAAY B B R (]
"report_cn": "<report event name>", /IR EHZFR, 5 Accept-Language 3%

"detail_cn": "<report event description>"  //ZAH{LZF= IR, 5 Accept-Language FH*

3.4.27. HEEX PR EA report

3.4.27.1. (RE LB)ZEMIRZS report

{
id":<id>, //report id
"deviceid":"<deviceid>", //M*%&% id
"nodeid":<nodeid>, /EEEMXEE LN S i
"logicnodeid":"<logicnodeid>", //iZ %5 & id
"report":"thing.event.properties.post”,
"type":"notification", //notification-1@ %N
"params"{
"properites": {
"IMEI": "869728062899436",
"Model": "S1000",
"RSSI": 28,
"Version": "v1.0"
}
2
"ts": <timestamp>, /1RGN IR Unix BHE1BU(F)
"dt": "<yyyy-mm-dd HH:MM:SS>", /IR GANIBE R B #ART [a]
"report_cn": "<report event name>" /IR =4 ZFR, 5 Accept-Language A%
}

3.4.27.2. (1%% P BN Z BMIRZS report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%ig%& id
"nodeid":<nodeid>, //REEMEEE LT A id

"logicnodeid":"<logicnodeid>", //AB ¥ & id
"report":"thing.event.properties.post”,
"type":"notification”, //notification- 1@ %
"params"{
"properties": {
"CityCode": "440300", [/ 4RAY

"CityName": "'RYlITH", /TR
"IP""113.110.172.71", VNl
"Latitude": 22.547, /5

"Longitude"; 114.085947, //ZE
"ProvinceCode"; "440000", //E4RH5
"ProvinceName": "I~ &R=&" /BRI



}

2

"ts": <timestamp>, /1RGN IR Unix B 81 B(FD)

"dt": "<yyyy-mm-dd HH:MM:SS>", /RGN IRE M09 B AR (]

"report_cn™: "<report event name>" /IR B ZFR, 5 Accept-Language fA3%<

}

[E] UTERTS~E1% report:
Case A: B>X online, (% offline [ online;
Case B: H&MAMN IP 4Tk

3.4.28. BTB&ESAY report

3.4.28.1. =FTIRA report

{
id":<id>, //report id
"deviceid™:"<deviceid>", //M*i&% id
"nodeid":<nodeid>, /PR EEMIERE LN S id
"report":"thing.event.property.post”,
"type":"notification", //notification-1@ %N
"params"{
“property": "Status”,
"value": "<on/off>"  //on-EEIRA off- 2 EURTSS
}
"ts"; <timestamp>, /1RGN IRE ] Unix BHE1B(FD)
"dt": "<yyyy-mm-dd HH:MM:SS>" /1R G IRE A9 B 2R ()
}

3.4.28.2. THFEIEH report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M*%&% id
"nodeid":<nodeid>, /PR EEMKIEE FNT A d
"report”:"thing.event.property.post”,
"type":"notification"”, //notification- @40
"params"{

"property": "Kwh",
"value": "<value>"

2
"ts": <timestamp>, /R G TREAAY Unix B 8 B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>" /RGN IR E AR B EART (8]



3.4.28.3. BEHERINE report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M¥%i&% id
"nodeid":<nodeid>, /PR ETEMKIEE TS d
"report":"thing.event.property.post”,
"type":"notification”, //notification- 1@ %
"params"{
“property": "<AVCP/BVCP/CVCP>", //AVCP-A 8 BVCP-B {8 CVCP-C g
"value": {
"C"{
"Scale": "A", //ER
"Value": "<value>"
b
"P" {
"Scale": "W", /1ThE
"Value": "<value>"
b
"V {
"Scale": "V", /IR
"Value": "<value>"
}
33
"ts"; <timestamp>, /1RGN IRE Y Unix B E1BFD)
"dt™: "<yyyy-mm-dd HH:MM:S5>" /1 F GRS H AR ()
}

3.4.28.4. ;R & report

{
"id":<id>, //report id
"deviceid":"<deviceid>", //M%Xi&%& id
"nodeid":<nodeid>, /PR EEMKIEE EH R id
"report":"thing.event.property.post”,
"type":"notification"”, //notification- @40
"params"{
"property”: "Temperature”,
"value": {
"Scale": "C",
"Value": "<value>"
1
"ts": <timestamp>, /R G IREAY Unix B 8 B (D)
"dt": "<yyyy-mm-dd HH:MM:SS>" /RGN IRE A9 B AR (]
}

34.285. BHEZEEE report

"deviceid"; "<deviceid>", //M¥%ig% id



"nodeid": <nodeid>, /IR R B EM R E LT A id

"report”: "thing.event.DeviceAlarm.post",

"type": "alarm”, //alarm -2 £
"params": {
"AlarmType": [<AlarmType>,<AlarmType> ] //42 KA ID(1 5 N IR)
"TipInfo": “<TipInfo>" // ZER(EM D)
2
“ts"; <timestamp>, /1RGN IR Unix B 81 BFD)
"dt": "<yyyy-mm-dd HH:MM:SS>" /R G IRE M09 B AR (]

3.4.28.6. HHEZSRHEE report

{
"deviceid": "<deviceid>", //M*x1%&% id
"nodeid"; <nodeid>, /SRR ETEM R E LT A id
"report": "thing.event.DeviceCancelAlarm.post",
“type": "alarm", //alarm - £5 £
"params": {
"AlarmType™: 0,
"TipInfo": "&&B"
b
"ts": <timestamp>, /R GA IR Unix BHEIBU(FD)
"dt": " <yyyy-mm-dd HH:MM:SS>" /1R GRS 8) B HARY )
}

35 BUFLIRRARIEER

url: ws://<ip>:<port>/ws/receiveAsyncReply

encoding: UTF-8
4 FEERE A A wss

Ux] ®iEks0:
AAME B A
BB A A
&2 BT - 896 20 5 HA R 8]
ER B A B R
I TE T8
R & B
e
PAVIIEI=Ed

javascript client 7=41:
http(s)://112.74.20.113:8888/www/ws_receive_async_reply.html



http://112.74.20.113:8888/www/ws_receive_async_reply.html

@& Dashboard X | [} iSurpass WebSocket Test X [ iSurpass WebSocket Test X
&« C © A= | dev.isurpass.com.cn:8888/www/ws receive async reply.html
receiveAsyncReply Socket is open

async invoke reply: {"resultcode":1,"receipt":"wifilock-1559115891459"}

36. IBERIBLURERREIEL

url: ws://<ip>:<port>/ws/fingerprint
encoding: UTF-8
4 IR A wss

1) BRIEGURERHEARKIESURT!

{"method":"thing.service.EnterReadFingerPrint", "deviceid":"<deviceid>"}

2) ERBURERBHREIELURTS:

{"method":"thing.service.QuitReadFingerPrint", "deviceid":"<deviceid>"}

=l
http(s)://112.74.20.113:8888/www/ws_fingerprintreader.html

[ isurpass WebSackst Test x [ view-sourcexdevisurpass.com. X | [} fingerprintreaderhtml % | @ Dashboard x| + - a x
€ C  © =2 | 112.74.20.113:8888/w s_fingerprintreader htmi w @6
T "method™ "thing. service. Qui gerPrinl”, "deviceid” "IRemote20051000015127)

|| BHfRREE

jElreport: |"method™"thing service ReceiveReport™,"topic™ "all"}
Femlepot | f 1

fingerprint Socket is open
receiveReport Socket is open

server reply invoke:{"RawData":"1E08000C000100020000001F00020006","data":("Tip":"please put your finger into the fingerprintreader ...","Tip CN":" IS (REVFHRLBNBEUEESR. "), "resultcode™: 1}


http://112.74.20.113:8888/www/ws_fingerprintreader.html

D isurpass Websocket Test X [) fingerprintreaderhtml x | @ Dashboard x

< C O F&£ 1127420.113 /ws_fingerprintreader.html % @ =)

fingerprint Socket is open
receiveReport Socket is open
server reply invoke:{"RawData":"1E08000C000100020000001F00020006","data":("Tip":"please put your finger into the fingerprintreader ...","Tip_CN":" IS\ #FIEL BISLIR4ER. "), "resultcode":1)

server reply invoke:{"RawData":"1£0900240047000400002BC10046000A800700A0100111FF0300001F0002000900680004386CD364","data":{"Tip":"please try read fingerprint again®,"Tip_CN":" &/
RFEEIEL"),"id"9, resultcode":3}

server reply invoke:{"RawData":"1E09002400470004000028C10046000A800700A0100111FF0300001FO002000A00680004386CD 369", "data™:{"Tip":"please try read fingerprint again”,"Tip CN":"i&§/H
IRFHEE"),"id 10, resultcode™:3}

server reply invoke:
{*RawData":"1E0900A400470004000028C10046008A800700A0100111000100B944414C7FB4A27C294CA997A9075CA073B943B717A9279CA0CB2E5049A9D277CAA067545D4B69A7675491711958B€
{*FingerPrintDataHex":"B944414C7FB4A27C294CA997A9075CA0738943B717A9279CA0CB2E5049A9D277CAA067545D4B69A7675491711958B6EC29ABBCO17F9958B656224F04D372194084D4292D!1
REHE"),"id":11, "resultcode™:1)

server reply invoke:
{"RawData":"1E0900A40047000400002BC10046008A800700A01001110101001906070405020300010E0FOCODOAOB080936373435323330313E3F3C3D3A380000000000000000000000000000000000(
{"FingerPrintDataHex":"1906070405020300010E0FOCODOA0B080936373435323330313E3F3C3D3A3B000000000000000000000000000000000000000000000000000000000000000000000000000000¢
EREHE"),"id" 112, "resultcode:1)

server reply invoke:
{"RawData":"1E0900A40047000400002BC10046008A800700A01001110201000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢
{"FingerPrintDataHex":"000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000C
WEHR"),"id 13, "resultcode™:1)

server reply invoke:

{"RawData"." 1E0900A40047000400002BC10046008A800700A01001110301000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000¢
{"FingerPrintDataHex":"000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000C
HHE"),"id":14,"resultcode":1)

server reply invoke:{"RawData":"1£0900240047000400002BC10046000A800700A0100111FF0100001FO002000F00680004386CD36B", "data":{"Tip":"success","Tip_CN":" BN,
Ih'},"id":15, resultcode":1)

[;£] =K ZIBIMEIE FingerPrintDataHex FER{EHHER K F 28 SEIR(HEX 8 R)
37. OTA BEL&HLEE

url: ws://<ip>:<port>/ws/ota
encoding: UTF-8

4 FEIREE A A wss

15Kk OTA AZRix &

{

"o

"method":"thing.service. OTA",

"deviceid":"<deviceid>",

"nodeid":<nodeid>,

"params”:{
"FirewareFileName":"<firewarefilename>"

il
http(s)://112.74.20.113:8888/www/ws_ota.html



http://112.74.20.113:8888/www/ws_ota.html

AR

DevicelD: iSurpass2019100040

NodelD: 2

FireWare FileName: DoorLock_ilock15_bee_ota_305.bin

OTA Socket is open

receiveReport Socket is open

server reply invoke:{"RawData":"1E08000E00470002000200460004800A0000","params":{"TipInfo™"the device has received data package 17},"resultcode™1}
server reply invoke:{"RawData™"1E08000E00470002000200460004800A0001"," params":{"TipInfo™."the device has received data package 2"},"resultcode™ 1)
server reply invoke:("RawData™"1E08000E00470002000200460004800A0002"," params":{"TipInfo™."the device has received data package 3"},"resultcode™ 1)
server reply invoke:{"RawData":"1E08000E00470002000200460004800A0003","params":{"TipInfo™"the device has received data package 47},"resultcode™1}
server reply invoke:("RawData™"1E08000E00470002000200460004800A0004"," params":{"TipInfo™."the device has received data package 5"},"resultcode™1)
server reply invoke:{"RawData™"1E08000E00470002000200460004800A0005","params":{ “TipInfo™"the device has received data package 6},"resultcode™1}
server reply invoke:{("RawData™."1E08000E00470002000200460004800A0006", " params":{"TipInfo™"the device has received data package 7"),"resultcode™1)
server reply invoke:{"RawData™"1E08000E00470002000200460004800A0007","params":{ TipInfo™ "the device has received data package 8"},"resultcode™1}
server reply invoke:{"RawData":"1E08000E00470002000200460004800A0008","params":{"TipInfo™."the device has received data package 9"],"resultcode™1)
server reply invoke:{*RawData""1E08000E00470002000200460004800A0009","params":{*TipInfo™ "the device has received data package 10'},"resultcode":1}
server reply invoke:{"RawData":"1E08000E00470002000200460004800A000A","params™:{"Tipinfo":"the device has received data package 11"},"resultcode":1}
server reply invoke:{*"RawData":"1E08000E00470002000200460004800A0008","params™:("TipInfo":"the device has received data package 12"},"resultcode™:1)
server reply invoke:{*RawData""1E08000E00470002000200460004800A000C","params":{"TipInfo*:"the device has received data package 13°},"resultcode™1}

server reply invoke:{"RawData":"1E08000E00470002000200460004800A02A6","params":{"TipInfo":"the device has received data package 679"}, "resultcode":1}
server reply invoke:("RawData"."1E08000E00470002000200460004800A02A7 ", "params™:{"Tipinfo":"the device has received data package 680"),"resultcode":1}
server reply invoke:{"RawData":"1E08000E00470002000200460004800A02A8"," params (" TipInfo":"the device has received data package 681"),"resultcode":1}
server reply invoke:{"RawData":"1E08000E00470002000200460004800A02A9","params":{"TipInfo":"the device has received data package 682"}, "resultcode":1}
server reply invoke:("RawData"."1E08000E00470002000200460004800A02AA", "params™.{"Tipinfo™:"the device has received data package 683"),"resultcode™:1}
server reply invoke:{"RawData":"1E08000E00470002000200460004800A02A8", "params":{"TipInfo":"the device has received data package 684"}, resultcode™:1)
server reply invoke:{"'RawData":"1E08000E00470002000200460004800A02AC","params":{"TipInfo":"the device has received data package 685"}, "resultcode™1}
server reply invoke:{"RawData™"1E08000E00470002000200460004800A02AD","params":{"TipInfo":"the device has received data package 6867}, resultcode":1}
server reply invoke:{"RawData""1E08000E00470002000200460004800A02AE","params™:{"TipInfo™:"the device has received data package 687"),"resultcode™:1}
server reply invoke:{"RawData":"1E08000E00470002000200460004800A02AF","params":{*TipInfo":"the device has received data package 6887),"resultcode™:1}
server reply invoke:{"RawData™:"1E08000E00470002000200460004800A02B0","params™{"TipInfo™:"the device has received data package 689"}, resultcode™ 1}
server reply invoke:{"RawData""1E08000E00470002000200460004800A0281","params"{"TipInfo":"the device has received data package 690"},"resultcode":1}
server reply invoke:{"RawData":"1E08000E00470002000200460004800A0282","params":{*TipInfo":"the device has received data package 691"},"resultcode™:1}
server reply invoke:{"RawData™"1E08000D00470002000200460003800B00","params™:{"TipInfo™:"device checksum data success’},"resultcode™ 1}

server push report:{*RawData":"1E09000D00470002000200460003800C00","deviceid™:"iSurpass2019100040","id":0, "logicnodeid":"iSurpass2019100040-2-0-","nodeid":2,"params":
{"Result"1,"Tipinfo":"device OTA upgrade success”],"report™"thing.event. OTA.post", "type™:"notification"}

3.8. mEIEHIH

url: ws://<ip>:<port>/ws/lock
encoding: UTF-8
4 IR A wss

1) ImEEFPHNEMTRF:

{"method":"thing.service.EnterAddCard", "async": false, "deviceid":"<deviceid>","nodeid":<nodeid>}
[E]

NB-1oT ${. WIFI 8 async SEUENA true, nodeid SEEMFA 1

2) AR BHNIBINES A A
{"method":"thing.service.EnterAddFingerPrint", "async": false,
"deviceid":"<deviceid>","nodeid":<nodeid>}

[F]



NB-loT $i. WIFI $i async ZEEAIAA true, nodeid BEENTH 1

3) BEIZZE=EHI:

{"method":"thing.service.Quit", "deviceid":"<deviceid>","nodeid":<nodeid>}

T~
http(s)://dev.isurpass.com.cn:8888/www/ws_lock.html

€ C A T2 | devisurpass.com.cn:8888/www/ws_lock.html

language:zn-cn

token: eyJhbGciOiIUzI 1NilSINRSCCIBIKpXVCJ9.eyJncHBIZXKiOlJpU3VycGFzc0F weClSINRpbWVzdGFLeCIBI EyMzQ1Njc4OTAIFQ KRLKB8N-3w-_tkUfUbHbZCBIZrHUOWKbmMQeNK1w08_0
Connect

Remote Control Lock: {"method" "thing service EnterAddFingerPrint”, "deviceid" "iRemote7005000000020" "nodeid™ 152}
Enter || Quit
== =

Receive Report: {"method™"thing.service. ReceiveReport” "topic""all"}
Start || Stop

€« C A F#2 | dev.isurpass.com.cn8888/www/ws lockhtml

language:en
token: eyJhbGeiOIUZI1NilsInR5cCIBIkpXVC-9.eyJheHBrZXKIOLpU3VYcGFzcOF weClsInRpbW\ZdGF teCI61 EyMzQ 1 Nje4 OTAIRQ KRLKBEN-3w-_tkUTUbHBZCBIZrHUOWKbmQeNK 1w08_0

Remote Control Lock: {'method™"thing service.Quit", "deviceid" "IRemole7005000000020", nodeid™ 152}
Enter || Quit

Receive Report: {"method""thing service UnReceiveReport” "topic™ "all"}
Star Stop

remote control lock socket is open

receiveReport Socket is open

server reply invoke:("RawData":"1E08002C000100010000460016800700A01001081301000000000000000000000000000047000198006800045D2C4290","params”:
{"UseriD":19,"UserLevel":2,"UserType":2},"resultcode":1}

4. HTTP SN ARS

41. ¥ EREMERS

R B MM FEMRET MongoDB

url: http(s):.//<ip>:<port>/app

encoding: UTF-8

FFRINF T A http, &£~ HEEEIWERA https


http://dev.isurpass.com.cn:8888/www/ws_lock.html

411 ZEMLT BREM

J7%: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

FEKRBE

{
"method": "thing.service.SetDeviceExtendedAttribute",
"deviceid": "<deviceid>", /I 1D
"params”: {

"<Name>": <value> T REMR BHE

}

}
CE] BHRNEERFRITANFNS, BHETMEEM json B(FMFH, B FSE, AR MR H4)

I 57 25 R (Content-Type: application/json):
{

“resultcode"; 1, //1-830 3F 1-K M

“errorinfo": ", /IEIRER

“errorinfo_cn": " 1/ K IR (5 B (Accept-Language 1)
}
[~
curl -X POST\

http(s)://localhost/app \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'Content-Type: application/json" \

-H 'Postman-Token: 406f8f51-5bed-476e-ac82-dc0688df3b98" \

-H 'cache-control: no-cache' \

-dq

"method": "thing.service.SetDeviceExtendedAttribute",
"deviceid": "iRemote7005000000020",
"params": {

"Name": "MQTT M %"

}
y
/REIZER:
{
"resultcode": 1
}

4.1.2. FEWMXEM

J3 7% post
\E > \\ .
17K Sk (header):
Accept-Language: <language> //en. zh-CN



Authorization: Bearer <JWT token>

BERBEC
{
"method": "thing.service.GetDeviceAttribute",
"deviceid": "<deviceid>", //M & ID
"params": {
"WithoutProperties": <true/false> HRIKBUR RSB, e false
}

}
I 57 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IEERER
"errorinfo_cn™: ", //ZA& AL $EIR{E 2 (Accept-Language 1)
"data": {
“Name": "<value>", ITREMR BME
" deviceid": "<deviceid>", //RENRERM
"_isvirtual™: true, /BB REINEE
"_supportdsk": <true/false>, /1B X DSK m &M
"_properties": {
"Online": <true/false>, /IBRFRTS: true-FE%k false- B4k
"LastestDateTime": "<yyyy-mm-dd HH:MM:SS>", /& ¥iA7s B EART |a)
“Lastest_ts": <timestamp>, /IBRFIRES Unix B 8] B(Z )
P <ip>", /1R =B EER 1P
"Network": "<network type>", /ISR LAN, WIFI, 2G
"Version": "<software version>", 11& &R IR A S
"SSID": "<wifi ssid>", //WIFI SSID
"WIFI_IP": "<wifi ip>", //WIFI IP
"WIFI_MAC": "<wifi mac>", //WIFI MAC
"RSSI": <value> /Iwifi EEERNESREE
}
}
}
[E]

1) FTHNEMERRGRENREREN

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/app \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-H 'Content-Type: application/json" \

-d{

"method": "thing.service.GetDeviceAttribute",
"deviceid": "iRemote7005000000020"

¥

/R [B1%E

"resultcode": 1,
"data": {
" deviceid": "iRemote7005000000020",
"_properties": {
"IP":"119.123.42.149",



"LastestDateTime": "2019-07-09 11:52:53",

"Lastest_ts": 1562644373,

"Network™: "WIFI",
"Online": true,
"RSSI": 80,

"SSID": "Tplink_Office_2.4G",
"Version": "v1.0.20",
"WIFI_IP": "192.168.5.6",
"WIFI_MAC": "FOFE6B50B7E3"

4.1.3. B REMEHIMX

J73%: post

S S .

18K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < > 73 .

BRSH

{

"method": "thing.service.GetDevicelist",
"params”: {

"WithoutProperties": <true/false>, //ARHFBUIRZIRESEM, HRE false
"Conditions”: {"<attr>""<value>"}, /B E, EWEZHTUEESZNENXR)

"SortBy'": ['<attr>"], /B, attr FHFE, -attr BEFE, HEFTIMEEEZA
"PageSize": <pagesize>, /1B TUERE
"Page": <page> /18T

}
}
Urﬂ}i\zg%:%(Content-Type: application/json):
{

“resultcode”: 1, //1-Fh, 3E 1-k0K

"errorinfo": ", /EERER
"errorinfo_cn™ ™, /AL RIS B (Accept-Language 1)
"data": {

"TotalCount™: <TotalCount>  //RiCEE
"PageCount”: <PageCount> /1 BT

"PageSize": <pagesize>, [/ TN R

"Page": <page>, ZEYIEDIN

"PageList": [ VEEID: RS- 2]k
{

"Name": "<value>",

"_deviceid": "<deviceid>",
"isvirtual": true,
"_supportdsk": <true/false>,
"_properties": {
"Online": <true/false>,

/MR BitE
/RENRERM
/IRERENRE

//2E XI5 DSK & &5

/IBEUIRTS: true-FE%k false- B4

"LastestDateTime": "<yyyy-mm-dd HH:MM:SS>", //EETIR 7S B £ART 8]

"Lastest_ts": <timestamp>,

/IBHIRZS Unix B a1 Bk (ZFD)



o hip /18 LB 1P

"Network": "<network type>", /IMLEFEES: LAN. WIFI, 2G
“Version": "<software version>", /1E BB RR A S
"SSID": "<wifi ssid>", //WIFI SSID
"WIFLLIP": "<wifi ip>", //WIFI [P
"WIFI_MAC": "<wifi mac>", //WIFI MAC
"RSSI": <value> /Iwifi REEFEHESEEE
}
}
]
}
[E]

1) Z-Wave M%7 _isvirtual B, WIFI 5{/NB 1/ RERFRERFZS A ER—DEMUM X
_isvirtual B MH{E A true

2) ZEAFEETUTERAGR:
VERARGARMMSBERSEERIRS

[~ 5]
curl -X POST \

http(s)://112.74.20.113:8888/app \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'Content-Type: application/json' \

-H 'Postman-Token: adebch91-0832-4280-affe-49627626946a" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.GetDevicelist",
"params": {
"SortBy": ['"Name"]
}
¥
/REIZER:
{
"resultcode™: 1,
"data": {
"TotalCount™: 1,
"PageCount™: 1,
"PageSize": 10,
"Page™: 1,
"PagelList™: [
{
"_deviceid": "iRemote7005000000020",
"_properties": {
"|P":"119.123.42.149",
"LastestDateTime": "2019-07-09 11:52:53",
"Lastest_ts": 1562644373,
"Network": "WIFI",
"Online": true,
"RSSI": 80,
"SSID": "Tplink_Office_2.4G",
"Version": "v1.0.20",
"WIFI_IP": "192.168.5.6",



"WIFI_MAC": "FOFE6B50B7E3"

4.14. HEVTREETREMH

J7%k: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSH

{
"method": "thing.service.SetNodeExtendedAttribute",
"deviceid": "<deviceid>", /M XIRE D
"nodeid": <nodeid>, /IERREEMKIEE FT A d
"params": {

"<Name>": <value> Y REMR BMHE

}

}
[Z] BURTUREAFEHTLNFNE, BHETMNREM json E(FFH, B, T8, iR WR, H4E)

I R 25 B (Content-Type: application/json):
{

"resultcode™: 1, //1-a%3h 3 1-5k0K

"errorinfo": ", /IEEIRER

“errorinfo_cn”: ™" /1R 4L $81R 15 B (Accept-Language 1B5%)
}
[~ 1]
curl -X POST\

http(s)://localhost/app \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-H 'Content-Type: application/json' \

-H 'Postman-Token: 406f8f51-5bed-476e-ac82-dc0688df3b98" \

-H 'cache-control: no-cache' \

-d{

"method": "thing.service.SetNodeExtendedAttribute”,
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params"”: {
"Name": "test lock2",
"SSID": "test”

/IR Bl %5

~—~ e

"resultcode": 1



4.15. FBHREEFEM

J7%k: post
i%*;’;(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
THRBE
{
"method": "thing.service.GetNodeAttribute",
"deviceid": "<deviceid>", /M XIRE D
"nodeid”: <nodeid>, /B EEMNFEE LMD S d
"params": {
"WithoutProperties": <true/false> /IARFKBIREINSE M, BRE false
}

}
M 57 25 BR (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K

“errorinfo": ", /IEIRER

“errorinfo_cn™: ", /AL EEIRTE R (Accept-Language 1HK)

"data": {
"Name": "<value>", Ny REMR BHE
"_deviceid": "<deviceid>", /RENRERMT
" isentity": <true/false>, ITRERNEEEN
" nodeid": <nodeid>, //AEBRE &R
"_nodetype": "<devicetype>", IAEBREERBRM
"_nodeprotocoltype": "<nodeprotocoltype>", //RENRERBM
"_islogic": <true/false>, IAEBRE &R
" logicid": "<logicid>", //RNEBHIREEMN
" logicnodetype": "<logicnodetype>", /AEBREERBME
"_logicnodeprotocoltype™: "<logicnodeprotocoltype>", //ANEBERIREBEMH
" isbluetooth™ true, /REBENEEBM

" bluetooth_mac": "<bluetooth MAC>", //NEBEEEM
" bluetooth_name": "<bluetooth name>", /ABHEEEMH

" dsk": ", /NBHEREEME
"_properties": { //REMEEEN
"Name": "<value>" /EHE BHE
}
}
}
[E]

1) FTHNBMRRGRENRE BN

2) XEF &S _isbluetooth, _bluetooth_mac. _bluetooth_name X=AE M

[~ 151]
curl -X POST \



http(s)://112.74.20.113:8888/app \

-H 'Authorization: Bearer
eyJhbGciOillUzI1NilsInR5¢Cl61kpXVCJ9.eyJhcHBrZXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'Content-Type: application/json' \

-H 'Postman-Token: 043d0802-d7al-4ff9-b7e4-eb005dccal 76" \

-H 'cache-control: no-cache'\

-d
"method": "thing.service.GetNodeAttribute",

"deviceid": "iSurpass2018100000",
"nodeid": 2

¥

/NREIZER:

"resultcode": 1,

"data": {
"Name": "test lock2",
"SSID": "test”,

"_deviceid": "iSurpass2018100000",

"_isentity": true,

"_islogic": true,

"_logicid": "iSurpass2018100000-2-0-",

"_logicnodeprotocoltype": "lock",

"_logicnodetype": "lock”,

"_nodeid": 2,

"_nodeprotocoltype": "lock",

"_nodetype": "lock”,

"_properties": {
"BatteryPercentage™: 85,
"Locked": true

4.16. Zy REMERVRRE

J37%: post

S S .
15 5K K (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i < A R 73 .
THKRSBE
{

"method": "thing.service.GetNodelList",

"params”: {
"WithoutProperties": <true/false>, //AHFKBUREIRESEM, #RE false
"Conditions": {"<attr>""<value>"}, /B & BAZXHTUIEELNEHWXER)

"SortBy": ["<attr>"], /HEFEY, attr R, -attr B, HEFTMEESZA
"PageSize": <pagesize>, /T TUERE
"Page": <page> /BT



ﬂrﬂ] E gg%(Content-Type: application/json).

{
“resultcode”: 1, //1-FTh, 3E 1-K0K
"errorinfo": ", /ERER
"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1H3%)
"data": {

“TotalCount"; <TotalCount>  //RIBFEE
"PageCount": <PageCount>  //ZATI#

"PageSize": <pagesize>, /T TUERE
"Page": <page>, VEEIEIINE
"Pagelist": [ VEEID:SRE-2lE S
{
"Name": "<value>", Ny REMR BHE
" deviceid": "<deviceid>", /REBENEEBMS
" isentity": <true/false>, /REBENEEBM
" nodeid": <nodeid>, //REMEEEN
" nodetype": "<devicetype>", ITRERNEEREN
"_nodeprotocoltype": "<nodeprotocoltype>", /AEBREERME
"_islogic": <true/false>, //RENRERM
" logicid™: "<logicid>" /REBEHNEEBM
" logicnodetype": "<logicnodetype>", /AEBREERME
"_logicnodeprotocoltype”: "<logicnodeprotocoltype>", //NEHR&EEM
"_isbluetooth: true, //REMNEEEN

" bluetooth_mac": "<bluetooth MAC>", /RNEBMIEEZEM
" bluetooth_name": "<bluetooth name>", /RNEBEEEEM

" dsk": ", /INBHREEM
"_properties": { //REMNEEEN
“Name": "<value>" /EHE BHE
}
}
]
}
623

1) FTkMNEMERERZABENREEM

2) XEFEEF _isbluetooth, _bluetooth_mac. _bluetooth_name X=A-EH

3) ZEAAREETUTERGR:
VENARGARM S ERPREREIRES

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/app \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-H 'Content-Type: application/json' \

-H 'Postman-Token: adebch91-0832-4280-affe-49627626946a' \

-H 'cache-control: no-cache' \

-dq

"method": "thing.service.GetNodelList",
"params": {
"Conditions": {"SSID":"test"},
"SortBy": ["-Name"],



y

"PageSize": 8,
"Page™ 1
}

/AR %

{

"resultcode™: 1,
"data": {

"TotalCount": 2,

"PageCount™: 1,

"PageSize": 8,

"Page™: 1,

"PagelList™: [

{
"Name": "test lock3",
"SSID": "test",
"_deviceid": "iSurpass2018100000",
"_isentity": true,
"_islogic": true,
"_logicid": "iSurpass2018100000-3-0-",
"_logicnodeprotocoltype™: "lock",
"_logicnodetype": "lock”,
"_nodeid": 3,
"_nodeprotocoltype": "lock",
"_nodetype": "lock”",
"_properties": {
"BatteryPercentage": 85,
"Locked": true

"Name": "test lock2",

"SSID": "test",

"_deviceid": "iSurpass2018100000",

"_isentity": true,

"_islogic": true,

"_logicid": "iSurpass2018100000-2-0-",

"_logicnodeprotocoltype™: "lock",

"_logicnodetype": "lock”,

" nodeid": 2,

"_nodeprotocoltype": "lock",

"_nodetype": "lock”",

"_properties": {
"BatteryPercentage": 85,
"Locked": true



41.7. HEEZEDRT REM

J7%k: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSHC

{
"method": "thing.service.SetLogicNodeExtendedAttribute”,
"logicnodeid”: "<logicnodeid>", //BE A id
"params": {

"<Name>": <value> /Y REMS: BHE

}
}
CE] BHRNEERFRITANFNS, BHETMEEM json B(FMFH, B FSE, AR MR H4)

I 57 25 R (Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K

"errorinfo": ", /EEIRER

“errorinfo_cn": " /1R AL $81R {5 B (Accept-Language 1H3)
}
=151
curl -X POST\

http(s)://112.74.20.113:8888/app \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-H 'Content-Type: application/json' \

-H 'Postman-Token: 406f8f51-5bed-476e-ac82-dc0688df3b98" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.SetLogicNodeExtendedAttribute”,
"logicnodeid":  "iRemote7005000000020-21-3-",
"params": {
"Name": "F3% 3",
"Room":"& 7"
}
¥
/MRE 2
{

"resultcode": 1

}

4.1.8. FHUEEDREM

J37%: post
-I,ﬁ *%(header) .



Accept-Language: <language>

Authorization: Bearer <JWT token>

BERSH
{

//en. zh-CN

"method": "thing.service.GetLogicNodeAttribute”,

"logicnodeid":  "<logicnodeid>",
"params”: {

"WithoutProperties": <true/false>

}

/1BEFH R I

/IRBKBUREIRTS B, BRE false

}
N Ry 25 BR (Content-Type: application/json):

{

"resultcode™: 1, //1-53h 3F 1-K1%K

"errorinfo”: ", /IERER

"errorinfo_cn™: ", /AL EEIRTE R (Accept-Language 1HK)

"data": {
"Name": "<value>", Y REMR BHE
" deviceid": "<deviceid>", ITRERNEEEN
" isentity": <true/false>, //RENRERMN
“ nodeid"; <nodeid>, IIAEBREERBM
" nodetype": "<devicetype>", //RAEBREEBMH
"_nodeprotocoltype": "<nodeprotocoltype>", //NENEEEME
" islogic": <true/false>, //RENRERMN
" logicid": "<logicid>", //RENRERM
"_logicnodetype": "<devicetype>", //REBEHNEEBM
"_logicnodeprotocoltype”: "<logicnodeprotocoltype>", //RNEMR&EEM
"_isbluetoothlock: true, /IREMEEREMY
" bluetooth_mac": "<bluetooth MAC>", /NEBMEEEM
" bluetooth_name": "<bluetooth name>", /NEBMEEEME
" dsk": ", /IREMREEN
"_properties": { //REMEEEN

"Name": "<value>" /R BHE
}
}
}
623

1) ITAHNEMERERGZRENRERN

2) XEFHiHE _isbluetoothlock. _bluetooth_mac. _bluetooth_name X=4&E M

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/app \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6IkpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-H 'Content-Type: application/json' \

-H 'Postman-Token: 043d0802-d7al-4ff9-b7e4-eb005dccal76’ \

-H 'cache-control: no-cache’\

-d{

"method": "thing.service.GetLogicNodeAttribute”,
"logicnodeid":  "iRemote7005000000020-21-3-"
¥
/REER:



"resultcode": 1,

"data": {
"Name": "F3% 3",
"Room": "&T",

"_deviceid": "iRemote7005000000020",

"_isentity": false,
"_islogic": true,

"_logicid": "iRemote7005000000020-21-3-",

"_nodeprotocoltype": "switch",
"_nodetype": "switch",
"_nodeid": 21,

"_logicnodeprotocoltype": "switch",

"_logicnodetype": "switch",
"_properties": {
"IsFault™: false,
"Status": "off"

4.19. Zy REMZHEELR

J73%: post
i%%%é’;(header) .

Accept-Language: <language>

Authorization: Bearer <JWT token>

ERSE
{

//en. zh-CN

"method": "thing.service.GetLogicNodelist",

"params™: {

"WithoutProperties": <true/false>, //ARFBIRZIRESEM, #RE false
"Conditions": {"<attr>""<value>"}, /BM1E, EEEHTUEBELZNENXER)

"SortBy": ["<attr>"],
"PageSize": <pagesize>,
"Page": <page>

}

VHEFRRME, attr FHE, -attr BEFR, HEF T MUEESZA
/1B TUHERE
/1T

}
Urﬂ] E\Z gg%(Content-Type: application/json):

{
“resultcode”: 1, //1-583h, 3F 1-KK
“errorinfo": ", /1EEIR(ER
"errorinfo_cn": ", /1R Hb 4k RS B (Accept-Language %)
"data": {
"TotalCount": <TotalCount>  //BiCFE
"PageCount": <PageCount> /1R TUE
"PageSize": <pagesize>, [/ TR
"Page": <page>, ZEYIEDIN

"PagelList™: [
{

"Name": "<value>",

ETIA:EY &= E]ES

/Y REM R BitHE



"_deviceid": "<deviceid>",
"_isentity": <true/false>,

" nodeid": <nodeid>,
"_nodetype": "<devicetype>",

"_nodeprotocoltype": "<nodeprotocoltype>",

"_islogic": <true/false>,
"_logicid": "<logicid>",
"_logicnodetype": "<devicetype>",

"_logicnodeprotocoltype": "<logicnodeprotocoltype>",

"_isbluetooth": true,

"_bluetooth_mac": "<bluetooth MAC>",
"_bluetooth_name": "<bluetooth name>",

" dsk™ ",
"_properties": {
"Name": "<value>"

]
}
1) FTHNENRRAGRENRERMT

2) XEZFEEF _isbluetooth, _bluetooth_mac. _bluetooth_name X=A"EMH

3) ZEORESTUTEAAR:

YFEHARGAREHEERP RERARE

[~ 1]

curl -X POST \
http(s)://112.74.20.113:8888/app \
-H 'Authorization: Bearer

eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf

//RBHREBM
//RBHREEM
/INEBERREBM
/INEBERREBM

//RBMREEN
//RBMREEN
//RBHIRE B
//RBMREEN
/NBHREEM

/INENEREBM

//EBME BHE

Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'Content-Type: application/json" \

-H 'Postman-Token: a4ebcb91-0832-4280-affe-49627626946a" \

-H 'cache-control: no-cache' \
-dq
"method": "thing.service.GetLogicNodelist",
"params™: {
"Conditions": {"Room":"& 1"}
}
¥
/REIZER:

"resultcode”: 1,
"data": {
"TotalCount": 2,
"PageCount™: 1,
"PageSize": 10,
"Page™: 1,
"PagelList™: [
{

"_deviceid": "iIRemote7005000000020",

"_isentity": true,
"_islogic": true,

/IRERREBY

/RABHIREEM

//RBMREEN
/NBINRE BN



"_logicid": "iRemote7005000000020-124-0-",
"_logicnodeprotocoltype™: "lock",
"_logicnodetype": "lock”,
" nodeid": 124,
"_nodeprotocoltype": "lock",
"_nodetype": "lock”",
"_properties": {
"BatteryPercentage": 99,
"IsFault™: false,
"Locked": true

"Name": "FF3% 3",
"Room": "&T",
"_deviceid": "iRemote7005000000020",
"_isentity": false,
"_islogic": true,
"_logicid": "iRemote7005000000020-21-3-",
"_logicnodeprotocoltype": "switch",
"_logicnodetype": "switch”,
"_nodeprotocoltype": "switch",
"_nodetype": "switch",
"_nodeid": 21,
"_properties": {

"IsFault": false,

"Status": "off"

4.1.10. FHINi&&EEF app

J37%: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.BindApp",
“deviceid": "<deviceid>", /1% % 1D
"params”: {
"QID": "<qid>" /1% qid

}

}
N Ry 2& R (Content-Type: application/json):

{
"resultcode": 1, //1-a%3h 3 1-5k0K



“errorinfo™: ", /IBIRER
“errorinfo_cn": " 1/ $ER{Z B (Accept-Language B3€)

4111 EENHEM

J7%k: post

iﬁ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.SetAppAttribute”,
"params": {
"Key": "<key>", /1B key
"Value": "<value>" /I BHE
}

)
[E] it S o R R T kB e

I 57 25 BR (Content-Type: application/json):
{

"resultcode™: 1, //1-p%3h 3 1-5k0K

"errorinfo": ", /EER1ER
“errorinfo_cn": " /1R 4L $81R 15 B (Accept-Language %)

4.1.12. 3RES M

J37%: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.GetAppAttribute”,
"params”: {
"Key'": "<key>" /1B key
}

}
i &7 2 B (Content-Type: application/json):
{

"resultcode": 1, //1-A%3h 3 1-5k0K
“errorinfo": ", /ERER
"errorinfo_cn™: ", /&ML EEIR(E R (Accept-Language 1K)



"data": {
"Key": "<key>", //IEE key
"Value"; "<value>" /IBME

4.1.13. XM H

J3 7% post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
THEKRBEC
{
"method": "thing.service.RegistApp",
"params”: {
"AppKey": "<app key>", //app key, &I
"AppSecret”: "<app secret>", //app secret, AR
"Name": "<name>", /INABR, T
"Description": "<description>", /IR R, Txk
"Contacter": "<contacter>", /BRBRANER, O
"Phone"; "<phone>", //BRRNEIE, T
"Weixin": "<weixin>", /BERARIE, T
"Email"; "<email>", //BRER A E-Mail, TJF
"AppHome": "<home url>" //RRFETTURL, Tk

}
}
[E] 1XBR %87 appkey 2 admin TJiE A LLIEQ

ne R 25 3R (Content-Type: application/json):
{

"resultcode™: 1, //1-A%3h 3 1-5k0K

“errorinfo": ", /EERER
“errorinfo_cn": ™" /A0 1k 53R 1Z B (Accept-Language 1B3%)

4.1.14. ERHAEMER

J3 7% post

\_35-_ S \\ .

155K Sk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\E < S Ry 73 .

HRSH

{

"method": "thing.service.UpdateApp",
"params”: {

"AppKey": "<app key>", //app key, Y BT appkey 4 admin S IEE B R AR appkey



“Name": "<name>", //IRFBFR, Ok

"Description”: "<description>", /N Rt T
"Contacter": "<contacter>", IBRRANER, X
"Phone": "<phone>", //BERANBIE, Tk
"Weixin": "<weixin>", IBERRAHE, TE
"Email": "<email>", //BXE A E-Mail, oJF
"AppHome": "<home url>" //RFAETURL, T

}

}
N Ry 25 R (Content-Type: application/json):
{

"resultcode": 1, //1-FIh 3 1-K0K
"errorinfo”: ", /IERER
"errorinfo_cn": " 1/ $8R{Z B (Accept-Language B3€)

4.1.15. F$EHN H

J73%: post

'I% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.UnRegistApp",
"params™: {
"AppKey": "<app key>" //app key, IR

}
}
[E] 1XPR 437 appkey 3 admin TIEALLED
I K7 & B8R (Content-Type: application/json):

{
"resultcode™: 1, //1-A%3h 3 1-5k0K

"errorinfo": ", /EERER
“errorinfo_cn”: ™" /1R 4L $8IR 15 B (Accept-Language 1)

4.1.16. JEMHE &

J3 7% post

\_35-_ S \\ .

17K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

THKRSBE

{

"method": "thing.service.RegistDevice",



"params": {
"DevicelList": [ /1B &5k, IR
{

"type": "<type>", /1R &R, gateway: MK
"protocoltype”: "<type>", //&EEIBRIMINKE, TTILERE AREEE)
"ptype”: "<type>", /FREBITUMEKE, TTE
"deviceid": "<Device ID>", //i%%& ID
"qid"; "<QRCode>", Wt 2
"qtype": "<type>", /) ZHERBERY A (BRE R KR
"secret”: "<secret>", e %-Feks
"isbluetooth": <true/fasle> /BB EEFEE
"bluetooth_name": "<name>", /1B F AR
"bluetooth_mac": "<mac>", //EEZF MAC
"bluetooth_secret": "<secret>", /15 TR & 25
"bluetooth_user_secret0": "<secret>", //15 7 F 247
"bluetooth_data_secret0": "<secret>" //1 F BT %45H

}
}
[F] 1XBR =71 appkey 4 admin SJIEALLER

I 57 25 B (Content-Type: application/json):
{

“resultcode"; 1, //1-830 3F 1-K K
“errorinfo"; ™" /IERER

42. $EEERE

~g{ AR R EIEFEMR T T MongoDB

url: http(s):.//<ip>:<port>/app/lock

encoding: UTF-8

*FFRIRET] LA http, £ =B IFER https

4.2.1. FEBIAPIIFR
AXPRF BT A MRS A ZRCZNDG AR (AEREEDLEF RN
HFR).

J7%k: post

A= S SR .
15K Sk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

ERSEC



"method": "thing.service.GetLockUserList",

"deviceid": "<deviceid>", VAT EE- D)
"nodeid”: <nodeid>, /IERGEMREE LMD A
"params": {
"Conditions”: {"<attr>":"<value>"}, /BHE BEALHFTMEEZNENXER)
"SortBy": ['<attr>"] /HEFREME, attr FHFE, -attr fEFE, HEFITRMIEESZA
}
}
ﬂrﬂ&gg%(Content-Type: application/json).
{
“resultcode”: 1, //1-p530, 3E 1-5kM
"errorinfo": "", /IERER
"errorinfo_cn™ ™, /AL EEIRTE R (Accept-Language 1)
"data": {
"LockUserList": [
{
"UserType": <UserType>, //1-%R5 2-f84L 3-MF & 4-54iE
9-MEZF/_#F5 90-IEFEARIN 7- AR
"UserLevel: <Userlevel>, //1-&IEBR 2-LBA/ 4-—R MR R (UserType A4 1)
"UserID": <UserlD>, //User|D #{0):
BEEA: 1~9
E@EAS: 10~230
—RMIEEER:  243~252
"UserPassword": "<UserPassword>",  //Z50 8 5SS EUR & 5 K EUE
REIE: MF R, 4dbyte BB A+ TS
S+, 8byte Eikie A+ FIH
"ValidWeekDays": <SumWeekdayValue>, //ZiME: W5 RT-EHXMEH - HX
1-BHiR 2-Eff— 4-BH” 8-EHi=
16-2Him 32-2HFH 64-2HX
"ValidWeekTime": "<HH:MM~HH:MM>", /53 EHAR9HE 1F i ja)
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>",  //F & EARIFF 44 B EARt 8]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /A %HARY% 1k B EART 8]
"UserName": "<user name>", /A RPAR
"Owner": "<owner account>", //owner BB
"Paused": <true/false> //M{E IR 7S (true/false)
}
]
}
}
4]
curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6IkpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-dq
"method": "thing.service.GetLockUserList",

"deviceid": "iSurpass2019100001",
"nodeid": 2
}



/REIZER:
{
"resultcode™: 1,
"data": {
"LockUserList": [
{
"UserlD": 10,
"UserLevel": 2,
"UserPassword™: "1111",
"UserType™: 1,
"ValidBeginDateTime": "2019-04-10 09:00",
"ValidEndDateTime": "2019-04-10 23:59",
"ValidWeekDays": 127,
"ValidWeekTime": "00:00~23:59",
"_deviceid": "iSurpass2019100001",
"_nodeid": 2

"UserID": 31,

"UserlLevel: 2,

"UserPassword": "96AF6269",

"UserType": 3,

"ValidBeginDateTime": "2019-04-01 09:00",
"ValidEndDateTime": "2019-04-30 23:59",
"ValidWeekDays": 127,

"ValidWeekTime": "00:00~23:59",
"_deviceid": "iSurpass2019100001",
"_nodeid": 2

4.22. FERIEERBIH AR HHXE HE 8

ANRTBE RS ZEAZEENGA A (AEBEAES EF TR
MR, SR FEIEFERBT MongoDB,

J73%: post

i§ ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.UpdateLockUserValidDateTime",
"async': false, //false- B SRR (FRE), true-FHER
"deviceid": "<deviceid>", [/ E& 1D
"nodeid": <nodeid>, //EREGFEM R E ERIT A id
"params": {

"UserType™: <UserType>, //0-&8 1-%H5 2-184 3-MF | 4- Bk
"UserLevel": <UserLevel>, //0-&%F 1-BBR 2-L@AF 4-—RMEIRRZRG
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B 3HIRTF oA B HART 8]



"ValidEndDateTime": "<YYYY-MM-DD HH:MM>" /1B AR 2 1 B #ARS (8]

}

}

Drll]}i\zgg%(Content—Type: application/json).

{
"resultcode™: 1, //1-53h 3F 1-K1K
"receipt”: "<receipt>", /IR ARER id
"errorinfo": ", /IERIER
“errorinfo_cn": " [/ A& $8R1Z B (Accept-Language B3€)

}

[~ f51]

curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

R

"method": "thing.service.UpdateLockUserValidDateTime",
"async": true,

"deviceid": "iSurpass2019100001",

"nodeid": 2,

"params": {

"UserType": 3,

"UserLevel": 0,

"ValidBeginDateTime": "2019-04-10 00:00",
"ValidEndDateTime": "2019-04-30 23:59"

}
}
//RE%
{
"resultcode": 1,
"receipt”: "lock-1554945755303"
}

4.2.3. FRINMAEKZTL/\mES 2SR

gt F P B EIEF B4R MongoDB.
Ji7%. post

\_35-_ > \\ .

18 3K Kk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

HRBE

{

"method": "thing.service. AddPasswordUser",



"async": false, //false-FEHARA(ERE), true-FHIER

"deviceid": "<deviceid>", VAT EE- D)
"nodeid": <nodeid>, /1B REMEM KR E EAT R i
"params": {
"UserLevel” <Userlevel>, //1-EIER 2-E@AF 4-—X MG ZRD(UserType @14 1)
"UserlD": <UserID>, //UserID #LNI:
RS E: 0
BTHEA: 1~9
LEAA: 10~230
—RMIGRERD:  243~252
"UserPassword": "<UserPassword>", // G,

"ValidWeekDays": <SumWeekdayValue>, /BN ERIME: 15 R-EHRAMEBH _F
1-28X 2-2H— 4-2H— 8-Efi=
16- 2831 32-28H 64-28X
"ValidWeekTime": "<HH:MM~HH:MM>",  //% 3 2 ER9 S 1F A jE)
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B EARFF44 A #ART 8]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /B3RS 1E A AR 8]

"UserName": "<UserName>" /1RR%
}
}
ﬂrﬂ@gg%(Content-Type: application/json).
{
“resultcode”: 1, //1-ETh, 3 1-%k0K
"receipt": "<receipt>", /1A ARE id
“errorinfo": ", /IEIRER
"errorinfo_cn™: ", //ZA&H{L$EIR{E B (Accept-Language %)
"data": {
"UserlD": <UserlD> //9{AA D
}
}
[E]

1) ¥ async A true Y, resultcode A 1 {NFRRIRGEFFW TIEK. TRTFBER, BEAXR
SIEKRBIMRIR G T L websocket RIZWRELER, SN EREPIERNEZRES
2) NB-loT $i. WIFI §{ async ZEEINA true, nodeid SEEN A 1

[~ ]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d
"method": "thing.service.AddPasswordUser",

"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params"”: {

"UserLevel™: 1,

"UserlD": 0,

"UserPassword": "8888",

"UserName": "d"

/REIER:



"resultcode": 1,
"data": {

"UserlD": 5
}

4.2.4. BHEDHHPRAR

5 F P BV B3R B BT MongoDB.
Jiik: post
'I,% *y;(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.SetUserName",
"deviceid": "<deviceid>", [/ ID
"nodeid": <nodeid>, /1B REMEMKIRE EMT S i
"params": {
"UserlD": <UserlD>, //UserlD
"UserName": "<UserName>" //BRZ
}

}
[]['u] E\Z gg%(Content-Type: application/json).
{

“resultcode”: 1, //1-p83h, 3F 1-KIK

"errorinfo": ", /IEEIRER

“errorinfo_cn”: ™" /1R 4L $81R 15 B (Accept-Language 1)
}
Rf]
curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d
"method": "thing.service.SetUserName",

"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params"”: {

"UserID™: 5,

"UserName": "admin”

/REIER:



"resultcode": 1

4.25. HINE

1 P VR i R BT MongoDB.

J73%: post
i%*%(header) .

Accept-Language: <language>
Authorization: Bearer <JWT token>
BERSHC
{
"method": "thing.service.AddCard",
"async": false,
"deviceid": "<deviceid>",
"nodeid": <nodeid>,
"params": {
"UserName": "<UserName>",
"UserID": <UserlD>

}

}
ﬂrﬂ] E\Z ég%(Content-Type: application/json).

//en. zh-CN

//false- SRR (ERE), true-FHIER
//M¥%IEE 1D
/IR RE B KR E LT S id

/IBR%&
/AP ID: 1~230 (RigEN BB AN E)

{
"resultcode™: 1, //1-p83h 3F 1-k%
"receipt”: "<receipt>", /IFHIEARER d
“errorinfo"; ™", /EERER
"errorinfo_cn™ ™, /AL EEIRTE R (Accept-Language 1)
"params": {
"UserType": <UserType>, //1-Z#5 2-184L 3-MF & 4-8¥MiiE
"UserLevel": <Userlevel>, //1-FIER 2-L@AF 4-—RK MG ZAL(UserType 2404 1)
"UserlD": <UserID>, //I€£BFID
"UserPassword": "<UserPassword>" /1REIE
}
}
[E]

1) ¥ async ZHUH true B, resultcode A 1 (XFRRIRFS/IFEW TIER. FERTRERT, BEAR
SIERBIMRIIR G FH ST websocket SRIZWREER, SHERESIERNRELER

2) NB-loT 1. WIFI §{ async SE{EAN A true, nodeid BEEN A 1

[~ 1]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer

eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCI6ljEyMzQ1Njc4OTAIf

Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \
-d
"method": "thing.service.AddCard",



"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params": {
"UserName": "cardx"
}
¥
/NREIZER:

"params": {
"UserID": 20,
"UserLevel": 2,
"UserPassword": "C7AFOBD6",
"UserType": 3

}

resultcode™: 1

4.2.6. HIMIBLL

B PRV EHEF KT MongoDB.

773k post

i%*é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRSBEC
{
"method": "thing.service. AddFingerPrint",
"async": false, //false-BESHER(FE), true-FHER
"deviceid": "<deviceid>", /M XIRE D
"nodeid": <nodeid>, /IEREPITEM KR E AT A id
"params™: {
"UserName": "<UserName>", //ARRZE
"UserlD": <UserlD> /AP 1D 1~230 (RIEENBEBESE)
}

}
ﬂ[ﬂgéﬁ%(Content-Type: application/json).
“resultcode™ 1, //1-583h 3F 1-K1K

"receipt”: "<receipt>", /IFHIEARER d

“errorinfo™: ", /IEERER

"errorinfo_cn™ ™, /AL EEIR(E R (Accept-Language 1HK)
"params": {

"UserType": <UserType>, //1-Z8L 2-384C 3-MF & 4- 54
"UserLevel": <Userlevel>, //1-EIBR 2-L@A, 4-—K MG ZAL(UserType #4104 1)
"UserlD": <UserlD> //IEEAH A ID
}
}
623
1) ¥ async A true Y, resultcode A 1 {NFRRIRGSFHW TIER . TRTFBER, BEAXR
FIFRAMRO R G TFTE websocket SRIFWRIELER, SNEWFDTIERONEELER
2) NB-loT 8{. WIFI 8 async ZEUEXIUA true, nodeid ZEEMLTA 1




[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOillUzI1NilsInR5¢Cl61kpXVCJ9.eyJhcHBrZXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.AddFingerPrint",
"deviceid": "iSurpass2018100000",

"nodeid": 2,
"params": {
"UserName": "my fingerprint"
}
¥
/HREIER:
{

"params": {
"UserlD": 33,
"UserLevel": 2,
"UserType": 2

3

"resultcode™: 1

}

4.2.7. FMAESHA P

«5){ F R VIR B BT MongoDB.
J73% post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.AddUser",
"async": false, //ffalse-FEHARA(ERAE), true-FHER
"deviceid": "<deviceid>", //MFEE 1D
"nodeid": <nodeid>, //ERGFEM R E LT A id
"params": {

"UserType": <UserType>,  //1-Bi5 2-1840 3-MF K 4-BE 7- Afg
"UserLevel": <Userlevel>, //1-EIBR 2-L@A, 4-—K MG ZAL(UserType #4104 1)

"UserID": <UserlD>, //UserlD #L0:
ARG B 0
B 1-9
EBAS: 10~230

—RMIGEERD:  243~252
"UserPassword": "<UserPassword>",  //Z3F0 BB 5L E0RE & 5 R HUE
FHIE: MFE, 4byte E#E#R G+ 35S
SUMER, 8Sbyte [E#kik -+ 3B



"FaceFileURL": "<URL path>", // NB2 BB/ SU4B9 URL path
"ValidWeekDays": <SumWeekdayValue>, //BHNEARME: 015 R -EHRNEH_FN
1-28X 2-2H— 4-2H— 8-Efi=
16- 281 32-28H 64-2HX
"ValidWeekTime": "<HH:MM~HH:MM>", /B 28R IEFE, SHORER 2 RE
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B 3 HAE FF 44 B #ARY 8]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", // BN 2% 1F B BARY )

"UserName": "<UserName>"", /IARA
"Custominfo": "<HEX>" /1 TEHIEHR(HEX 7 &)
}
}
l]['lﬂ}i\zgg%(Content-Type: application/json).
{
“resultcode”: 1, /11-5%3h, 3 1- KK
“receipt”: "<receipt>", /IR AR ER id
"errorinfo™: ", /IR ER
“errorinfo_cn": ", /1R ML $EIR (5 B (Accept-Language 1H3%)
"data": {
"UserlD": <UserlD> /ISP D
}
}
623

1) % async B0 true B, resultcode 3 1 (XFRTIREBIEK TR . RRTRIERY, BEXE
SERBIRN R G TR websocket KFUIRIESER, SN S RIIRIEL

2) NB-loT §{. WIFI 8 async ZEERATNA true, nodeid SHIENFH 1

3) B#X protocoltype 4 entranceb A% & ¥ #F Custominfo: 64 4~ HEX FFF

4) {XE4>5% % ValidWeekTime X355/ A ja] &

[~ ]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-d

"method": "thing.service.AddUser",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params": {
"UserType™: 1,
"UserLevel": 2,
"UserlD": 0,
"UserPassword": "5678",
"ValidBeginDateTime": "2019-08-30 00:00",
"ValidEndDateTime": "2018-12-31 23:59",
"ValidWeekDays": 127,
"ValidWeekTime": "00:00~23:59",
"UserName": "u5678"
}
¥
/REER:

"resultcode": 1,



"data": {
"UserlD": 175
}

PR TIEKICFKAKE T MongoDB #71i#.

J73%: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.QuerylLockAsynclnvoke",
"deviceid": "<deviceid>", /I 1D
"nodeid":  <nodeid>, /IEREPTEM KR E LT A
"params": {
"Conditions": {"<attr>":"<value>"}, /BHE BEREHITMEESZNENXER)
"SortBy": ['<attr>"], /HEFREY, attr FHiE, -attr BEFE, HEFTLUEE S
"PageSize": <pagesize>, /1B TUE R
"Page": <page> &N

}

}
U[’ﬂ] E\Z gg%(Content-Type: application/json):
{

“resultcode”: 1, //1-F& 3, 3 1-5k0K

"errorinfo": ", /RGBS

"errorinfo_cn™: ™, /&ML EEIRTE R (Accept-Language 1HK)
"data": {

"TotalCount": <TotalCount>  //AiCxE#K
"PageCount": <PageCount>  //ATi#

"PageSize": <pagesize>, /IETUEEE

"Page": <page>, TN

"Pagelist": [ //HBITIRR &SR

{

"_deviceid": "<deviceid>", /IMKI%E 1D
" nodeid": <nodeid>, //EREPIEMXIRE LTS id
" method": "<method name>", /IBHIERAER
"_params": { /1REERSE
2
"_processresult”: <resultcode>, /IRBERGER: 0-1F T &, 1-H30, -9-BUH, HEEXK
"_receipt”: "<receipt>", /1R ERBER id



Rl 11EEEF TR CIES AP FH1EK
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'Content-Type: application/json' \

-H 'Postman-Token: adebcb91-0832-4280-affe-49627626946a" \

-H 'cache-control: no-cache'\

-d

"method": "thing.service.QueryLockAsynclnvoke",

"deviceid": "iSurpass2018100000",

"nodeid": 2,

"params": {
"Conditions": {"_method":"thing.service.AddUser", "_processresult":0},
"SortBy": ["_receipt"],

"PageSize": 10,
"Page™: 1
}
}
/1R BI%E
{

"resultcode™: 1,
"data": {
"TotalCount™: 2,
"PageCount™: 1,
"PageSize": 10,
"Page™: 1,
"Pagelist™: [
{
"_deviceid": "iSurpass2018100000",
"_method": "thing.service. AddUser",
" nodeid": 2,
"_params": {
"UserID": 250,
"UserLevel": 4,
"UserName": "t4444",
"UserPassword": "4444",
"UserType™: 1
b
"_processresult”: 0,
"_receipt": "lock-1567067828105"

"_deviceid": "iSurpass2018100000",
"_method": "thing.service. AddUser",
" nodeid": 2,
"_params": {
"UserlD": 4,
"UserLevel™: 1,
"UserName": "admin”,
"UserPassword™: "111111",
"UserType": 1



"_processresult”: 0,
"_receipt": "lock-1567067842440"

[ 21 &R IER B EIR S AR S IF K
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOilJpU3VycGFzcOFwcClsInRpbWVzd GFtcClI6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-H 'Content-Type: application/json' \

-H 'Postman-Token: adebch91-0832-4280-affe-49627626946a' \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.QuerylLockAsynclnvoke”,
"deviceid": "iSurpass2018100000",

"nodeid": 2,
"params": {

"Conditions": {
"_method":"thing.service. AddUser",
"_processresult”: {"$nin": [0,1]}

2

"SortBy": ["-_receipt"],

"PageSize": 10,

"Page™: 1

}
¥
//IREIZER:
{

"resultcode™: 1,
"data": {
"TotalCount": 1,
"PageCount™: 1,
"PageSize": 10,
"Page": 1,
"Pagelist™: [
{
"_deviceid": "iSurpass2018100000",
"_method": "thing.service. AddUser",
"_nodeid": 2,
"_params": {
"UserlD": 55,
"UserLevel": 2,
"UserName": "card a",
"UserPassword": "AFAFAFAF",
"UserType": 3,
"ValidBeginDateTime": "2019-08-30 00:00",
"ValidEndDateTime": "2018-12-31 23:59",
"ValidWeekDays": 127,
"ValidWeekTime": "00:00~23:59"
h
"_processresult”: 4,
" icode": "ucode_lock_8003_3",



"_processresult_cn": "Password already exists",
"_receipt": "lock-1567145449326"

4.2.9. F/MAEREF/—HLHA A

«5{ A P R EUEFE AT MongoDB,
7k post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
TFERBE
{
"method": "thing.service. AddBluetoothUser",
"deviceid": "<deviceid>", //MEEE ID
"nodeid": <nodeid>, /IEREPTEM KR & AT A id
"params": {
"UserLevel": <UserLevel>, //1-BIER 2-L@AF
"UserlD": <UserlD>, //UserlD #L0:
RGO 0
TER: 1~9
THAS: 10~230

"ValidWeekDays": <SumWeekdayValue>, /BN EARIMNE: 15 R-EHRMEHAZFX

1-BHX 2-2H— 4-2H— s-Efi=
16- 28 32-28H 64-28x
"ValidWeekTime": "<HH:MM~HH:MM>",  //% % 2 HARY S 1F A /8]
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /% 2R FF 46 B 28 ja]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /B3RS 1E A AR A

"UserPassword": "<UserPassword>", /T ZF B P RIE D (R S )
"UserName": "<user name>", /1R &FR
"Owner": "<owner account>" //owner

}

}
U[’ﬂ] E\Z gg%(Content-Type: application/json):
{

“resultcode”: 1, //1-53h, dE 1-K0K

“errorinfo": ", /1EEIR(ER
"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1HK)
"data": {
"UserID": <UserID> /ISP D
}
}
623

1) EFP/HEF+NB-IoT i, nodeid SEEMLTA 1



[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOilIUzI1NilsInR5cCl61kpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d
"method": "thing.service.AddBluetoothUser",

"deviceid": "iIRemote2005100006772",
"nodeid": 1,
“params"”: {

"UserLevel": 1,

"UserlD": 2,

"UserPassword": "222222",

"UserName": "bluetooth2"”,

"Owner": "123838100@qqg.com"”

/REER:

N ]

"resultcode™: 1,
"data": {

"UserlD": 2
}

4.2.10. &R EF/—HB AP NE R E A E

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.UpdateBluetoothUserValidDateTime",
"deviceid": "<deviceid>", /I E& 1D
"nodeid":  <nodeid>, /IEREPTEM KIS E AT A id
"params": {
"UserlD": <UserlD>, //BEFRPAID

"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B3 HIRTF A B HART 8]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>" /1B EAR 2 1E B AR A
}

}
ﬂrﬂ] & zg%(Content-Type: application/json).

{
"resultcode™ 1, //1-3h 3E 1-K1K
“errorinfo": ", /1EEIR(ER
“errorinfo_cn": ™" /1R 4L $8IR 15 B (Accept-Language 1B%)



[E]
1) EFF/EF+NB-10T i, nodeid SEELTH 1

[~ 5]
curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOillUzI1NilsInR5¢Cl61kpXVCJ9.eyJhcHBrZXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.UpdateBluetoothUserValidDateTime",
"deviceid": "iRemote2005100006772",
"nodeid": 1,
"params": {
"UserID": 2,
"ValidBeginDateTime": "2019-09-25 00:00",
"ValidEndDateTime": "2019-09-30 23:59"

}
¥
/IREIZER:
{
"resultcode": 1
}

4.2.11. EXEF/—HRBHAFRNENER

J73%: post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSE
{
"method": "thing.service.UpdateBluetoothUserValidWeekTime",
"deviceid": "<deviceid>", /IS 1D
"nodeid":  <nodeid>, /B REMEMKIRE EMT A I
"params": {
"UserlD": <User|D>, //EZFRP D

"ValidWeekDays": <SumWeekdayValue>, //BHEERME: 15 FRTEHXMEH_FX
1-28X 2-28— 4-2#” 8-2H=
16-2#m 32-28#1F 64-2H X
"ValidWeekTime": "<HH:MM~HH:MM>" /%32 {AH9E LE it ja)
}

}
nm R 25 R (Content-Type: application/json):
{

“resultcode": 1, //1-F&3h 3E 1-5kIK

"receipt”: "<receipt>", /1R AR EH id

“errorinfo”: ", /IEEIRER
“errorinfo_cn": ™" /20 1k 53R 1E B (Accept-Language 1B3)



[E]
1) EFF/EF+NB-10T i, nodeid SEELTH 1

[~ 5]
curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOillUzI1NilsInR5¢Cl61kpXVCJ9.eyJhcHBrZXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKBBN-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.UpdateBluetoothUserValidWeekTime",
"deviceid": "iRemote2005100006772",
"nodeid" 1,
"params"{
"UserID": 2,
"ValidWeekDays": 96,
"ValidWeekTime": "00:00~23:59"

}
¥
/IREIZER:
{
"resultcode": 1
}

4.2.12. BIBR®EF/—H/LAF

J73k: post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRSHC
{
"method": "thing.service.DeleteBluetoothUser",
"deviceid": "<deviceid>", /M%K% 1D
"nodeid™ <nodeid>, /IEREHEMAXESE FHNT A i
"params": {
"UserlD": <UserID> /IEZFRPID
}
}
l]['lﬂ}g\zg,j:[:%(Content—Type: application/json).
{
"resultcode™: 1, //1-583h 3F 1-5k1%
“errorinfo": ", /1EEIR(ER
"errorinfo_cn": " /1R Hb 4k RS B (Accept-Language %)
}
(%]

1) EFP/HEF+NB-IoT i, nodeid SEEMLTA 1

[7=f51]



curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.DeleteBluetoothUser",
"deviceid": "iRemote2005100006772",

"nodeid": 1,
"params": {
"UserlD": 2

}

¥

/REZER:

{
"resultcode": 1

}

4.2.13. B F/_4HmA AR

Fi3k: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BEKRBEC
{
"method": "thing.service.GetBluetoothKey",
"deviceid": "<deviceid>", //M K& 1D
"nodeid":  <nodeid>, /IEREPITEM KR E AT A id
"params™: {
"UserlD": <UserlD>, //EFRPID
"UserPassword": "<UserPassword>"  //1% ZF B P I&iF 2345
}
}
ﬂ[ﬂggg%(Content-Type: application/json).
{
"resultcode: 1, //1-583h 3F 1-K1K
“errorinfo”: ", /IEERER
"errorinfo_cn™ ™, /AL EEIR(E R (Accept-Language 1HK)
"data": {
"BluetoothUserKey": "<bluetooth user key>", //EZFEARL, hex B
"BluetoothDataSecret": "<bluetooth data secret>", //HEZFRITINZZ4EE, hex H
"UnixTimestamp": <unix timestamp>, /)G X BR8] (unix B (8] 8K)
"SuperUserKey": "<bluetooth super user key>", //BR A PIEFEARE, hex &
"SuperDataSecret": "<bluetooth super user data secret>", //#BLR A P IEFBININZE 4, hex &
"BluetoothPassword": "<bluetooth password>" /IEEFFFBIEERD, hex &
}
}

(x



1) EFH/IEF+NB-loT 8, nodeid ZEELTN 1
2) BluetoothUserKey Y& A3 T4 15 ZF 7 9, BluetoothDataSecret ¥ A TF 41 515 F @I I
3) BluetoothPassword 1& F T 15 ZF FHLE Z BIRE K F BI(FV S B F 9z BB E)

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d

"method": "thing.service.GetBluetoothKey",
"deviceid": "iRemote2005100009667",

"nodeid": 1,
"params": {
"UserlD": 0,
"UserPassword": "123456"
}
¥
/REER:
"resultcode™: 1,
"data": {
"BluetoothDataSecret": "114F10C9BC0A36813331C7490AE46360",
"BluetoothPassword": "FO59CBD19307805A1E1CE6DBA7E4AAFATICE30EQ",
"BluetoothUserKey": "1E06FB45430FFDE103322E5DE09691BC6F96FA88B2CFF547A70B138EA3025C30",
"SuperDataSecret": "114F10C9BC0A36813331C7490AE46360",
"SuperUserKey": "5D9315DDFA0ESD6EADE7979B840D9067CCFCB678AF846BFD8BB94A259B5DB1CA"Y,
"UnixTimestamp": 1577776634
}
}

4.2.14. B E T E4H

J73k: post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSHC
{
"method": "thing.service.UpdateBluetoothSecrets”,
"deviceid": "<deviceid>", [/ E& 1D
"nodeid": <nodeid>, //ERGFEM R E LT A id
"params": {
"UserlD": <UserID>, /(EER)EFHFID

"UserPassword"; "<UserPassword>", //i% ZF F P 5 F 2540
"BluetoothSecrets": "<bluetooth secret data>" /(B4 m)E ZF 48 TEA INEZEIE, hex &



ﬂrﬂ] & gg%(Content-Type: application/json).

{
"resultcode": 1, //1-FRIh 3 1-K0K
"errorinfo": ", /ERER
"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1H3%)
"data": {
"BluetoothUserKey": "<bluetooth user key>", /(B R)FMNEFAZR,
"BluetoothDataSecret": "<bluetooth data secret>", //TH 1 F BT I 4R
"UnixTimestamp": <unix timestamp>, //F G M RIRY [E] (unix A (8] 8%)
"SuperUserKey": "<bluetooth super user key>", //BR A PIEFEARE, hex &
"SuperDataSecret": "<bluetooth super user data secret>" //#BZR A P F BN E4EA, hex B
}
}
623

1) EFSV/IEF+NB-1oT 8, nodeid BEEMTH 1
2) BluetoothUserKey Y& A3 15 5K 15 ZF $iFH 1A E #2114 ZF %548, BluetoothDataSecret >

i

AT FHL ST S0BI

[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d

"method": "thing.service.UpdateBluetoothSecrets”,
"deviceid": "iRemote2005100006772",
"nodeid": 1,
"params": {
"UserlD": 2,
"UserPassword": "222222",
"BluetoothSecrets":
"B4676C9A7162EDBCF614826D5105A5EBD7AEAC201ECF3C0O3BE4E383560BB45D2A8E907EDAC38BAD45FA14393D
6C230F8"

}
y
/73R [B14%
{

"resultcode™: 1,

"data": {
"BluetoothDataSecret": "5262F34559BD59C52E48A71835C959A4",
"BluetoothUserKey": "337D9F7E84C3963DCD181DEC8201CF77BF2425D3410463C06E924167D89D7CE3",
"SuperDataSecret”: "5262F34559BD59C52E48A71835C959A4",
"SuperUserKey": "99E75C240D803C66C971460DFEF213F190D983E2711844560E41CA28D2AD70AT",
"UnixTimestamp™: 1572316063,
"UserName": "bluetooth?2"



4.2.15. BN F#&$A

J7i%: post

'I%%F(%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSH

{
"method": "thing.service.ResetBluetoothSecrets”,
"deviceid": "<deviceid>", /I E D
"nodeid”: <nodeid>, /I EREGFEEM R & ERT A id
"params": {

"UserlD": <UserlD>, //EFRAIDEER)
"UserPassword": "<UserPassword>"  //14 ZF Fi FA &I 2275

}

}

ﬂrﬂ}g\—igg%(Content-Type: application/json).

{
"resultcode": 1, //1-FIh 3 1-K0K
"errorinfo": ", /RGBS
“errorinfo_cn": " /1AL IR (5 B (Accept-Language 1)

}

=3

1) HEFP/HEF +NB-10T 8, nodeid ZEEMTAH 1

[~ %]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-d

"method": "thing.service.ResetBluetoothSecrets”,
"deviceid": "iRemote2005100006772",
"nodeid": 1,
"params": {
"UserlD": 2,
"UserPassword": "222222"
}
}
//IREIER:
{
"resultcode™: 1
}
[*

EFRAREH ] R EE




4.2.16. ¥ Owner 3N S{ A FFIF%

ANRTBIFARRSZEAZEENGA A (AEBAES EF TR
B,

J7%k: post

i%*;’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
THRBE
{
"method": "thing.service.GetLockUserListByOwner",
"params": {
"Owner": "<owner>" //owner
"Conditions": {"<attr>":"<value>"}, //EHAE, BEEHTMEESNEHNEER)
"SortBy": ['<attr>"] /HERBYE, attr FHFE, -attr BEFE, HEFRTRUEES D
}

}
l]['ﬂ] & é%%(Content-Type: application/json);
{

“resultcode”: 1, //1-p83h, 3F 1-KK
“errorinfo": ", /EER1ER
“errorinfo_cn™: ", /AL EEIRTE R (Accept-Language 1HK)
"data": {
"LockUserList": [
{
"UserType": <UserType>, //1-BH5 2-84L 3-MF K 4-53iE 9-BF
"UserLevel™ <Userlevel>, //1-BIER 2-LBAF 4-—RKMHIGEHED(UserType 14 1)
"UserID": <UserlD>, //UserID #L0):
BIA: 1~9
=N 10~230

—RMIRAS RS 243~252

"UserPassword": "<UserPassword>", // B R IS SR B B R EUR

KHIE: MFF, 4dbyte iR A+ AHH =

SMER, 8byte EEEHR A+ HIH

"ValidWeekDays": <SumWeekdayValue>, //EINE: W5 R FEHXMEH_HX

1-BHX 2-BH— 4-EH— 8-2Hi=

16-2 8 32-2HH 64- 28X
"ValidWeekTime": "<HH:MM~HH:MM>", /B3 2 EAR9FE I B8]
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B 3HIRTF 44 B HART 8]
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /3 HE%% 1F B #ART(g]

"UserName": "<user name>", /IR EFR
"Owner": "<owner account>", //owner i
"Lock™: {
"Name": "<value>", Y REMR BHE
"_deviceid": "<deviceid>", /RERNREEMY
"_isentity”: <true/false>, IIRENEEREN
" nodeid": <nodeid>, /ABHEEBM
"_nodetype": "<devicetype>", /IABWEERME

"_nodeprotocoltype": "<nodeprotocoltype>", //NEREEEM



" islogic": <true/false>, /INEBIREEM

" logicid": "<logicid>", /NBHREEM
" logicnodetype": "<logicnodetype>", //RENRERM
"_logicnodeprotocoltype": "<logicnodeprotocoltype>", //KNEBRE&EBEM
" isbluetoothlock: true, //ABHEEBM

" bluetooth_mac": "<bluetooth MAC>", /NEBHEEEM
" pluetooth_name": "<bluetooth name>", //ABREEEM

" properties": { //NBHREEM
"Name": "<value>" /IBHE BHE
}
}
}
]
}
}
[~ 1]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache'\

-d

"method": "thing.service.GetLockUserListByOwner",
"params": {
"Owner": "123838100@qqg.com”,
"Conditions": {"UserType": 9}
}
¥
/MR B %

"resultcode™: 1,
"data": {
"LockUserList": [
{
"Lock™: {
"Name": "85 ZF i iRemote2005100006772",
" bluetooth_mac": "DC:2C:26:D2:79:1B",
" bluetooth_name": "bt2005100006772",
"_deviceid": "iRemote2005100006772",
"_isbluetoothlock™: true,
"_isentity": true,
"_islogic": true,
"_logicid": "iRemote2005100006772-1-0-",
"_logicnodetype": "lock”,
"_nodeid": 1,
"_nodetype": "lock"
2
"Owner": "123838100@qgqg.com”,
"UserlD": 2,
"UserLevel™: 1,
"UserName": "bluetooth?2",
"UserPassword": "222222",



"UserType": 9,
"_deviceid": "iIRemote2005100006772",
"_nodeid": 1

4.2.17. REHMEFIN/AEBH A

5 F P BV B3R Bk BT MongoDB.
Jiik: post
i%*é’;(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSH
{
"method": "thing.service.AsyncBatchAddUsers",
"deviceid": "<deviceid>", //M K15 1D
"nodeid":  <nodeid>, /IEREMEMXIRE ENT A I
"params": {
"UserList": [{ /1R PR
"UserType™: <UserType>, //1-%#5 2-1§40 3-MF & 4-G4¥MiiE

"UserLevel”: <Userlevel>, //1-BER 2-HBAF, 4-—XHIERZR5(UserType 214 1)

"UserlD": <UserID>, //UserID #{0:
RGO E: 0
TR 1~9
LEAM: 10~230

— XM A 2 243~252
"UserPassword"; "<UserPassword>", /IR R B SRR SR EUE
FHIE: MFE, 4byte EEEHR A+ 3EH 5

SEFR, 8byte EiER A+ 3k =S
"ValidWeekDays": <SumWeekdayValue>, /BHEERME: W5 FTTEHXMEH_FN

1-EHX 2-2H— 4-2H— s-Efi=
16-2HiM 32-28H 64-28X
"ValidWeekTime": "<HH:MM~HH:MM>",  //% 3 2 EARY S 1F A /8]
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B3 EAEFF 44 B 2R ()
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /B3RS 1E A AR 8
"UserName": "<UserName>" /R H
i
}

}

ﬂrﬂ&gg%(Content-Type: application/json):

{
“resultcode”: 1, //1-83h, 3F 1-K K
"receipt”: "<receipt>", /IFHEARER d

errorinfo"; " /I$ERIER
“errorinfo_cn": ™" 114k $8IR 15 B (Accept-Language 183%)



[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d

"method": "thing.service.AsyncBatchAddUsers",

"deviceid": "iSurpass2018000000",

"nodeid": 2,

"params": {

"UserList": [
{

"UserType™: 1,
"UserlLevel": 2,
"UserID": 0,
"UserPassword™: "3333",
"ValidBeginDateTime": "2019-08-30 00:00",
"ValidEndDateTime": "2019-12-31 23:59",
"UserName": "3"

"UserType™: 1,

"UserLevel": 2,

"UserID": 0,

"UserPassword™: "4444",
"ValidBeginDateTime": "2019-08-30 00:00",
"ValidEndDateTime": "2019-12-31 23:59",
"UserName": "4"

}
¥
//1REI%E
{
"resultcode™: 1,
"receipt”: "lock-1576551618563"

4.2.18. RS EMERBI A A

J75%: post

\_35-_ > \\ .

17K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSHC

{
"method": "thing.service.AsyncBatchDeleteUsers",
"deviceid": "<deviceid>", [/ E& 1D



"nodeid”: <nodeid>, /B SAEMFERE P S id

"params”: {
"Conditions™: {"<attr>""<value>"} /EMHAE, EREZFHTMIEESZMNENXR)
}
}
ﬂrﬂ&zg%(Content-Type: application/json).
{
"resultcode": 1, //1-p530 3E 1- kM
"receipt": "<receipt>", /IFHIEAKNER d
"errorinfo": ", /EERER
“errorinfo_cn”: ™" /1R 4L $8IR1E B (Accept-Language 1B )
}

[~ MBR £ EB PR 2RI A5 A
curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-H 'cache-control: no-cache'\

-d

"method": "thing.service.AsyncBatchDeleteUsers",
"deviceid": "iSurpass2018000000",

"nodeid": 2,
"params": {
"Conditions": {"UserType": 1, "ValidBeginDateTime": {"$exists": false}}
}
¥
/REIZER:
"resultcode™: 1,
"receipt": "lock-1576562047793"
}

4.2.19. BF £

J73k: post

'I,%;k%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSEC
{
"method": "thing.service.BluetoothAddCard",
“deviceid": "<deviceid>", /M RIZE ID
"nodeid": <nodeid> //EREGFEM R E ERIT A id
}
l][llﬂ}g\zg,j:[:%(Content—Type: application/json).
{

"resultcode": 1, //1-a%3h 3 1-5k0K
“errorinfo"; ", /IERER



"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1H%)

"data": {
"BluetoothMAC": "<bluetooth MAC>", 1/ 2 MAC ik
"BluetoothName": "<bluetooth name>",  //EEF&FR
“BluetoothAddCardCmd": "<data>" //EFIESEIR, hex &
}

4.2.20. FKBUHEIE 9 250

J7%k: post

i%*é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRBEC
{
"method": "thing.service.GetHotelLockPassword",
"deviceid": "<deviceid>", /M KIRE D
"nodeid":  <nodeid>, /IEREPTEM KR E LT A
"params": {
"StartDate": "<YYYY-MM-DD HH>",  //FF44 B AR 8] (R # 2/\BY)
"ValidHours": <valid hours> /1B NET): 0~63, 0 FRRAPRAT(GRBLR FF 925 AD)
}

}

Urﬂ}i\zg%:%(Content-Type: application/json):
“resultcode"™: 1, //1-F&30 3E 1-5kIK

"errorinfo": ", /EERER
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"Password": <password>  //FFEiZRL(8 R F)
}
}
623

NB-loT #i. WIFI $ nodeid ZE{EMIH 1
% ValidHours Z4{E 4 0 Y, StartDate ZEENTETFH AT L — KRN IE

[~ ]
curl -X POST \

http(s)://112.74.20.113:8888/app/lock \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-H 'cache-control: no-cache' \

-d{

"method": "thing.service.GetHotelLockPassword",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params": {
"StartDate": "2020-08-03 16",
"ValidHours": 24



y

}

//BREIEER:

}

"data": {
"Password ": "60231937"

resultcode": 1

4.2.21. BEFINERL AP

Fi3k: post
i%%%y;(header):

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

ERSHC

{

}

"method": "thing.service.BluetoothAddPassword",
"deviceid": "<deviceid>", //M %1% 1D
"nodeid": <nodeid>, /B BEER KRR EAT A d
"params": {
"UserPassword™: "<UserPassword>", //ZHB(4~6 NIEFR)
"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B3 HBHS T 46 B 4RRd a)
"ValidEndDateTime": "<YYYY-MM-DD HH:MM>", /835804 1t B EART )
"UserlD": <UserlD> /ISR 1D 1~230 (R¥EEDK 255 MBS BN PED)
}

Urﬂ] & gg%(Content-Type: application/json);

{

}

“resultcode™ 1, //1-583h 3F 1-K1K

“errorinfo"; ", /IERER

"errorinfo_cn™ ™, /AL EEIR (S B (Accept-Language 1)

"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC Hb3it
"BluetoothName": "<bluetooth name>",  //BEAF &R
"BluetoothAddCardCmd": "<data>" /EFIELSEIE, hex &

}

[x]

1) B—E8RE 1 HARERR 1 X(F 1 AL RAMEDZERER),

EREEFH(SZ NB-loT NERHBAELT),

7 K BR 55 2% 9 2 G B (8] [5] 20 2 81

ATILBMR G SHIER, 2L App SHIEF @M IFR:

-
s
===

2) 387F UserID(5 openservice v2.8.0 X U _ERRA) R A EERIAFEE ValidBeginDateTime # ValidEndDateTime, B3I
S ESNEFRES A ANE R E




4.2.22. %1 ER & 2209 R Gi it (6] B 25 2 45

J7i%: post

'I%%F(%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.BluetoothSyncTime",
"deviceid": "<deviceid>", /M RIZE D
"nodeid”: <nodeid> /I EREGFEEM R & ERT A id
}
ﬂrﬂ}g\—igg%(Content-Type: application/json).
{
"resultcode": 1, //1-FIh 3 1-5K0K
“errorinfo": ", /EER1ER
"errorinfo_cn™: ", //ZA&H{L$EIR{E B (Accept-Language %)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //EZF MAC Hb3it
"BluetoothName": "<bluetooth name>",  //BEF &FR
"BluetoothAddCardCmd": "<data>" IIEFHESHIE, hex &
}
}
63

R—E8{E 1 AR 1 X(E 1 DAL RARREZERER),
HRAETH(FZ NB-loT NERHBIIELT), A TILHMNASNHIER, 2 App SHETEMNNER:
¥ AR S5 w0 R e i (8] [F) 40 2 8

4.2.23. FINEFARXINA A

~gii F P B EIEF i8R MongoDB,
JFii%: post

'I,%;k%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSE

{
"method": "thing.service.AddBluetoothKeyRingUser",
"deviceid": "<deviceid>", [/ RIZE D
"nodeid": <nodeid>, //EREGFEM R E ERIT A id
"params": {

"UserName": "<UserName>" //BR&

}

}

ﬂrﬂ&gg%(Content-Type: application/json):

{

"resultcode”: 1, //1-p%3h 3 1-5k0K



"errorinfo": " /IBIRER

"errorinfo_cn": " [/ R4k $EIR 15 B (Accept - Language 1H3%)

"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC HbdiE
"BluetoothName": "<bluetooth name>",  //TEF &FR
"BluetoothAddCardCmd": "<data>", /BT RAETEFPARINMEFIESEIR, hex &
"UserlD": <UserID> /A 1D

}

}
[F]

E—EHE 1 FPRBERE 1 K(F 1 R L RIFAERELZERER),

ERMEF YR NB-loT NERGBABERT), HTILHNRENES, B Aop SHEFBANAR: &

e B 2 e B[] 5 20 21

4.2.24. BFMKAR

J73k: post

i%*é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSEC
{
"method": "thing.service.BluetoothAddCardUser",
"deviceid": "<deviceid>", //ME&EE ID
"nodeid":  <nodeid>, //ERESEMFRE ET S id
"params": {

"UserPassword": "<UserPassword>", //F##E:
MF &, 4byte B A+ 7<#EH 8
BE-R, 8byte {EiE# A+ <k B

"UserlD": <UserlD> /AP 1D 1~230 (RIEENBEBESE)
}
}
ﬂ[ﬂggg%(Content-Type: application/json).
{
“resultcode": 1, /-3 JE 1-K K
"errorinfo": ", /IEEIRER
“errorinfo_cn™: ™" /1R $E1R 15 B (Accept-Language H3%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC #hk
"BluetoothName": "<bluetooth name>",  //IEF&HR
"BluetoothAddCardCmd": "<data>" /B EIR, hex &
}
}
[E]

F—IEHE 1 AP RBEZRE 1 K(F 1 "‘Wé’wj\ﬁﬁﬁl_ B8 R48E);

%;E'Ez@#% (F2 NB-loT MARHBHIEET), D TILSINRGNIER, B App SHEFBNMER: &

A 09 R B (8] (2] 25 2 1




4.2.25. B EES AP NENERRE

J7i%: post

i%*%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRBEC
{
"method": "thing.service.BluetoothUpdateUserValidWeekTime",
"deviceid": "<deviceid>", //MXEE ID
"nodeid™ <nodeid>, //EREHEMERESE FNT A id
"params": {
"UserlD": <User|D>, /IS AP 1D

"ValidWeekDays": <SumWeekdayValue>, //BHEHARIME: 05 R -EHRNEH_FN
1-28X 2-2H— 4-E#” 8-2Hi=
16-2Hm 32-281 64-2H<
"ValidWeekTime": "<HH:MM~HH:MM>"  //% 3 2 #RY 2 1E RS 8]
}

}
ﬂrﬂ] & é%%(Content-Type: application/json):
{

"resultcode™: 1, //1-53h 3F 1-K1K

"errorinfo": ", /IEBIRER

“errorinfo_cn™: ", /AL EEIRTE R (Accept-Language 1HK)

"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC H#hk
"BluetoothName": "<bluetooth name>",  //BEEF &R
"BluetoothAddCardCmd": “<data>" //HE RS EIE, hex B

}

}
[E]

R—E8{RE 1 A RRERI 1 X(E 1 AL RABREERER),
ERMEFH(SE NB-loT NERHBABERT), HTILHORKNESR, B Aop SHEFBNRAR: &
7 K5 BR 55 2% 9 2 G B (8] [5] 20 2 91

4.2.26. B ES AP NE B EARTE

J75%: post

'I,%;k%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSHC
{
"method": "thing.service.BluetoothUpdateUserValidDateTime",
"deviceid": "<deviceid>", [/ E& 1D
"nodeid":  <nodeid>, /IEREPITEM K& AT A id
"params": {
"UserlD": <UserlD>, //9{AFA D

"ValidBeginDateTime": "<YYYY-MM-DD HH:MM>", /B3 HIRTF oA B EiRT 8]



"ValidEndDateTime": "<YYYY-MM-DD HH:MM>" /1B REAR L 1 B EART A

}
}
l]['lﬂ}i\zgg%(Content-Type: application/json).
{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IBIRER
"errorinfo_cn": " [/ R4k FEIR1E B (Accept - Language 1H3%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC HbdiE
"BluetoothName": "<bluetooth name>",  //TAF &FR
"BluetoothAddCardCmd": "<data>" IEFIESHIE, hex &
}
}
(]

RE—EH{E 1 PRI 1 X(F 1 ¥R %zj\lﬂﬁh_ﬁl?*%*ﬁﬂ)

ERAETH(HE NB-loT MARGBIEET), I TiLSINRSGNMIER, B App SHEFBNMNAER: &

FRRES N ARG B R E 81

4.2.27. B ERS AP E B EiRdE

Fi3k: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BRSHC

{
"method": "thing.service.BluetoothClearUserValidDateTime",
"deviceid": "<deviceid>", /I 1D
"nodeid"; <nodeid>, /B REHER KR E LT & id
"params": {

"UserlD": <UserlD> //BA P ID

}

ﬂr]r— n%(Content -Type: application/json):.

{
"resultcode": 1, //1-5830 3F 1-K
"errorinfo": ", /RGBS
"errorinfo_cn™ ™, /AL RIS B (Accept-Language 1)
"data": {
"BluetoothMAC": "<bluetooth MAC>", 1/ 2 MAC ik
"BluetoothName": "<bluetooth name>",  //BAF &FR
"BluetoothAddCardCmd": "<data>" //EFIESEER, hex &
}
}
[F]

Iﬁ—?FE%)ﬁ'Iﬁ 1 FARBEIREL 1 R (E 1 7R é’wj\ﬁﬁﬁl_@éi%i‘ﬁl—l)

BAEFTH(SE NB-loT MERZBHERT), ATISNARGNSIR, Bl App SHEFRINNER: &

%lﬁﬂﬁkﬁﬁﬁ’lg%ﬁﬂﬂ Hﬁ@ %J\




4.2.28. I F MRS A

J7i%: post

i%*%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRBEC
{
"method": "thing.service.BluetoothDeleteUser",
"deviceid": "<deviceid>", /I E D
"nodeid”: <nodeid>, /B BRPEM KRR LT A id
"params": {
"UserlD": <UserlD> //BA P ID
}
}
ﬂrﬂ@gg%(Content-Type: application/json).
{
"resultcode": 1, //1-FIh 3 1-K0K
"errorinfo": ", /EEIRER
“errorinfo_cn™: ", /AL EEIRTE R (Accept-Language 1HK)
"data": {
"BluetoothMAC": "<bluetooth MAC>", [/ MAC Hb3it
"BluetoothName": "<bluetooth name>",  //BEF &FR
"BluetoothAddCardCmd": “<data>" /EFIELEIE, hex &
}
}
[E]

FI—1E9(E 1 # REEIKER 1 R(F 1 B S KRIEAEEERER);
ERABEFH(SZ NB-loT MEATHBHERLT), A7 UESNRERER, 2 Acp SHEFBRMEA: &
7 ¥ Bk 55 v B 2 G i () [B) 25 21 5

4.2.29. FBIFTANB AL RSIBER

J73k: post

= S LU .
1A K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSHC
{
"method": "thing.service.GetTodolLockUserAsyncinvoke",
"deviceid": "<deviceid>", [/ E& 1D
"nodeid": <nodeid> //EREGFEM R E ERIT A id
}
ﬂrﬂ&gg%(Content-Type: application/json):
{

"resultcode™ 1, //1-3h 3E 1-K1K
“errorinfo": ", /IEEIR(ER
"errorinfo_cn™: ™, /AL EEIR (S R (Accept-Language 1HK)



"data": [

{

"_method": "<method>", //method:
thing.service. AddUser
thing.service.UpdateUserValidDateTime
thing.service.UpdateUserValidWeekTime
thing.service.DeleteUser

"_params": {

}

4.2.30. ¥ ZF 3k B ]

773k post

'I,% *y;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
HRSE
{
"method": "thing.service.BluetoothGetTime",
"deviceid": "<deviceid>", //M%K1E % 1D
"nodeid”: <nodeid> /B EMFRE ET S id
}
ﬂ[ﬂgéﬁ%(Content—Type: application/json).
{
"resultcode™: 1, //1-p83h 3E 1-kK
"errorinfo": ", /IEERER
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC #b3it
"BluetoothName": "<bluetooth name>",  //BEF &ZFR
"BluetoothAddCardCmd": “<data>" /EFIELEIE, hex &
}
}

4.2.31. KBS A PSR

J75%: post

\_35-_ > \\ .

17K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

BERSHC

{



"method": "thing.service.BluetoothGetUserList",

"deviceid": "<deviceid>", [/ 1D
"nodeid": <nodeid>, /1B REMEM KR E EAT R i
"params": {
"UserType": <UserType> A PEE: 0-£30 1-28 2-K A 3-184L
}
}
l]['lﬂ}i\zgg%(Content-Type: application/json).
{
"resultcode™: 1, //1-53h 3F 1-K1%K
"errorinfo": ", /IEERER
"errorinfo_cn™: ", //ZA& AL $EIR{E 2 (Accept-Language 1)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC Hiik
"BluetoothName": "<bluetooth name>",  //TEF &FR
"BluetoothAddCardCmd": "<data>" IIEFHESHIE, hex &
}
}

4.2.32. B HFEGI AR

Ji3k: post

i%%%é’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRSH
{
"method": "thing.service.BluetoothGetUserType",
"deviceid": "<deviceid>", /M%K% 1D
"nodeid":  <nodeid>, /B REMEMKIRE EMT R
"params": {
"UserlD": <UserlD> /1 A 1D(1~230)
}
}
ﬂ[ﬂggg%(Content-Type: application/json).
{
"resultcode™: 1, //1-p83h 3 1-KK
"errorinfo": ", /RGBS
"errorinfo_cn™: ", /AL EEIR(E R (Accept-Language 1HK)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //BEZF MAC H#bit
"BluetoothName": "<bluetooth name>",  //BAF &FR
"BluetoothAddCardCmd": "<data>" /B EIR, hex &



4.2.33. TEFILHIHEAN Z-Wave FN/BEREEIRES

J7i%: post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.BluetoothEnterAddDelDeviceStatus",
"deviceid": "<deviceid>", /MR E D
"nodeid”: <nodeid> /I EREGFEEM R & ERT A id
}
ﬂrﬂ}g\—igg%(Content-Type: application/json).
{
"resultcode": 1, //1-FIh 3 1-5K0K
“errorinfo": ", /EER1ER
"errorinfo_cn™ ", /&KL IR B (Accept-Language 1H%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //EZF MAC Hb3it
"BluetoothName": "<bluetooth name>",  //BEF &FR
"BluetoothAddCardCmd": "<data>" IIEFHESHIE, hex &
}
}

4.2.34. B ERBIEIR

J37E . post

i§ *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
ERSE
{
"method": "thing.service.BluetoothClearData",
"async": false, //false- B SRR (TRE), true-FHER
"deviceid": "<deviceid>", /M%K% 1D
"nodeid":  <nodeid>, /IEREPITEM KR & AT A id
"params": {
"Mode": <Mode> /1 0-REH 1-BEHE 2- BB FH 3-BRIBL
}
}
l]['lﬂ}g\zg,j:[:%(Content—Type: application/json).
{
"resultcode™: 1, //1-583h 3F 1-K%
“errorinfo”: ", /IEEIRER
"errorinfo_cn™ ™, /AL EEIR(E R (Accept-Language 1HK)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //BEZF MAC H#bit

"BluetoothName": "<bluetooth name>",  //HEF &R



"BluetoothAddCardCmd": "<data>" /IS8 S EIR, hex &

43. ALICRERRSE

url: http(s)://<ip>:<port>/app
encoding: UTF-8
«FFRIE T R http, & =B ER https

4.3.1. (Redis5)ZEiH1% % report

“IZ B EF report FEETE Redisb Y
7175 post

ERTA ALt EOES

'I,%?ké’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERBE
{
"method": "thing.service.QueryDeviceReport”,
"deviceid": "<deviceid>", //M K& 1D
"nodeid": <nodeid>, /3 id
"params™: {
"PageSize": <pagesize>, /&K 100
"MaxTimestamp": <timestamp>, //Unix i 81 8 (ZFD)
"MinTimestamp": <timestamp>, //Unix i 818 (ZFD)
"Type™: "<event type>", //report 442 EY: notification. alarm. lockuser
"Report”: "<event name>", //report EHZFR

"ExceptType": ["<event type>","<event type>"],
"ExceptReport": ['<event name>","<event name>"]

}
}
ﬂ[ﬂgéﬁ%(Content-Type: application/json).
{
“resultcode”: 1, //1-F&30, 3F 1-5k0K
“errorinfo™: ", /IEERER
"errorinfo_cn™ ™, /AL EEIR(E R (Accept-Language 1HK)
"data": {
"Count"; <Count>, /MR [ENEREL
"NextTimestamp":<timestamp>, //Z&8 T~ —TIR I IL{EZ% MaxTimestamp 51
“List™: [
{
"id" <id>",
"ts"; <timestamp>, // Unix B (81 8&(F)

"dt": "<yyyy-mm-dd HH:MM:SS>", // BV EART[E]



"deviceid": "<deviceid>", //MFIEE 1D

"nodeid": <nodeid>, /RN KR E LR A id
"report”™: "<event name>", //report EHFZ TR

"type": "<event type>", //report EfFKRY

"params": { //report BS54

b

“channelid": <channelid>, //RE id

"sensortype": "<sensortype>", /1L RERK R

"logicnodeid": "<logicnodeid>", /IBETR I

"report_cn": "<report event name>", /1R L E 442 FR(Accept-Language 1H%)
"detail_cn": "<report event description>" //ZAK#{k F 1R (Accept-Language %)

[~ ]
curl -X GET\

http(s)://dev.isurpass.com.cn:8888/app \

-H 'Accept: */*' \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzdGFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d

"method": "thing.service.QueryDeviceReport",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"params": {
"PageSize": 5,
"ExceptReport": ["thing.event.property.post"]
}
y
//IREIZER:
{
"resultcode™: 1,
"data": {
"Count™: 5,
"NextTimestamp": 1565481230912,
"List": [
{
"id": "1565482486619-0",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"report": "thing.event. AddUser.post",
"type": "lockuser”,
"params"”: {
"UserID": 33,
"UserlLevel: 2,
"UserLevel CN": "normal”,
"UserName™: "my fingerprint",
"UserType": 2,
"UserType_CN": "fingerprint"
2
"logicnodeid": "iSurpass2018100000-2-0-",
"ts": 1566271471,



"dt": "2019-08-20 11:24:31",
"report_cn": "Add/Edit Lock User",
"detail_cn": "Add/edit fingerprint user my fingerprint"

"id": "1565482234612-0",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"report": "thing.event. AddUser.post",
"type": "lockuser”,
"params"”: {
"UserlD": 20,
"UserLevel": 2,
"UserLevel CN": "normal”,
"UserName": "cardx",
"UserPassword": "C7AFOBD6",
"UserType": 3,
"UserType_CN": "card"
2
"logicnodeid": "iSurpass2018100000-2-0-",
"ts": 1566271219,
"dt": "2019-08-20 11:20:19",
"report_cn": "Add/Edit Lock User",
"detail_cn": "Add/edit card user cardx"

"id": "1565482198977-0",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"report": "thing.event. AddUser.post",
"type": "lockuser”,
"params"”: {
"UserID": 20,
"UserLevel": 2,
"UserLevel_CN": "normal”,
"UserPassword": "C7AFOBD6",
"UserType": 3,
"UserType_CN": "card"
b
"logicnodeid": "iSurpass2018100000-2-0-",
"ts": 1566271183,
"dt": "2019-08-20 11:19:43",
"report_cn": "Add/Edit Lock User",
"detail_cn": "Add/edit card user 20"

"id": "1565481466642-0",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"report": "thing.event.ClearNodeData.post",
"type": "lockuser”,
"params": {

"Mode": 0,

"Mode_CN": "all"
2
"logicnodeid": "iSurpass2018100000-2-0-",
"ts": 1566270451,



"dt": "2019-08-20 11:07:31",
"report_cn": "Clear Lock Users",
"detail_cn": "Clear all users"

"id": "1565481230913-0",
"deviceid": "iSurpass2018100000",
"nodeid": 2,
"report": "thing.event. AddUser.post",
"type": "lockuser”,
"params"”: {
"UserlD": 20,
"UserLevel": 2,
"UserLevel CN": "normal”,
"UserName": "card a",
"UserPassword": "C7AFOBD6",
"UserType": 3,
"UserType_CN": "card"
2
"logicnodeid": "iSurpass2018100000-2-0-",
"ts": 1566270215,
"dt": "2019-08-20 11:03:35",
"report_cn": "Add/Edit Lock User",
"detail_cn": "Add/edit card user card a"

4.3.2. (InfluxDB)Zifi% &% report

R & report FHETE InfluxDB V2 B
J37%: post

BT 7 ol ALtk dE O

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BEKRBE
{
"method": "thing.service.QueryDeviceReportFromTiDB",
"deviceid": "<deviceid>", //MFEIRE D, T[ESE
"nodeid"; <nodeid>, /35S id, TS
"params": {
"PageSize": <pagesize>, //ERE{E: 10
"Page": <page>, /IBREE: 1
“Start": "<start>", /EREE -1d&IE 1 RIMA)
"Stop": "<stop>", //RE1E: now()(FIBRTH L)
"Types": [<event type>], //report {4 RY: notification. alarm. lockuser, TJiEZ%L
"Reports": [<event name>], //report BEZFR, T[IESE

"ParamsConditions": {"<param field>":<params value>} //report params, TJ &S5



}
ﬂrﬂ] E gg%(Content-Type: application/json).

{
“resultcode”: 1, //1-p%Th, 3E 1-RK
"errorinfo": ", /IEERER
"errorinfo_cn™ ™, /AL EEIR(E R (Accept-Language 1H3%)
"data": {
"Count"; <Count>, /MR [ENEREL
"List": [
{
"ts": <timestamp>, // Unix B8] 8(Fh)
"dt"; "<yyyy-mm-dd HH:MM:SS>", // B EARs {a)
"deviceid": "<deviceid>", //MFEEE D
"nodeid": <nodeid>, /BB TERM IR E ET A id
"report”: "<event name>", //report EHZFR
"type": "<event type>", //report K AY
"params": { //report EFSEL
2
“channelid": <channelid>, //iBiE id
"sensortype”: "<sensortype>", /1L Eg KA
"logicnodeid": "<logicnodeid>", //BEFH A

"report_cn": "<report event name>", /1R L =48 Z FR(Accept-Language %)
"detail_cn": "<report event description>" //ZAK#{k 1R (Accept-Language %)

[RNEE&RE 3 RIEE B ABE/ R F/SMEFBH LRI/ KK)
curl -X GET\

http(s)://dev.isurpass.com.cn:8888/app \

-H 'Accept: #/*"\

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-d
"method™: "thing.service.QueryDeviceReportFromTiDB",

"deviceid": "iRemote7005000000020",
"nodeid": 38,
"params": {
"PageSize": 3,
"Page": 1,
“Start": "-3d",
"Reports": ["thing.event.DoorOpenNotification.post","thing.event.FailToOpenLock.post"],
"ParamsConditions": {"Mode":[1,3,4]}
}
}

/REIER:
{
"resultcode": 1,
"data": {
"Count™: 7,
"List": [



"deviceid": "iRemote7005000000020",

"nodeid": 38,

"report": "thing.event.DoorOpenNotification.post”,

"type": "notification",

"RawData":
"1E090031004700012600460016800700B110010300150600000000000000130C1A1322006800045E049AE5004F0001
010056000100",

"params": {

"HappenedTime": "2019-12-26 19:34",
"Happened_ts": 1577388840,

"Mode": 1,

"Mode_CN": "password",

"UserlD": 6,

"UserName": "user6”

b

"logicnodeid": "iRemote7005000000020-38-0-",

"ts": 1577360101,

"dt": "2019-12-26 19:35:01",

"report_cn": "unlocked",

"detail_cn": "the user user6 opened the lock with password"

"deviceid": "iRemote7005000000020",

"nodeid": 38,

"report”: "thing.event.FailToOpenLock.post",

"type": "notification”,

"RawData"™:
"1E090031004700012600460016800700B210010400150000000000000000130C1A131D006800045E0499B5004F000
1010056000100",

"params"”: {

"HappenedTime": "2019-12-26 19:29",
"Happened_ts": 1577388540,
"InvalidType": O,

“InvalidType_CN": "invalid user",
"Mode": 1,

"Mode_CN": "password"

%

“logicnodeid": "iRemote7005000000020-38-0-",

"ts": 1577359797,

"dt": "2019-12-26 19:29:57",

"report_cn": "fail to open lock",

"detail_cn": "invalid user”

"deviceid": "iRemote7005000000020",

"nodeid": 38,

"report”: "thing.event.DoorOpenNotification.post”,

"type": "notification”,

"RawData":
"1E090031004700012600460016800700B110010300150600000000000000130C1A131D006800045E0499AA004F000
1010056000100,

"params"”: {

"HappenedTime": "2019-12-26 19:29",
"Happened_ts": 1577388540,

"Mode": 1,

"Mode_CN": "password",



"UserID": 6

h
"logicnodeid": "iRemote7005000000020-38-0-",

"ts": 1577359786,

"dt": "2019-12-26 19:29:46",

"report_cn": "unlocked",

"detail_cn": "the user 6 opened the lock with password"

4.3.3. THRLFIH>

*F A IFRICFEM BT MongoDB 7.

J3 7% post

'I,%?ké’;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERBE
{
"method": "thing.service.QueryAsynclnvoke",
"deviceid": "<deviceid>", //M K15 1D
"nodeid”: <nodeid>, /IEEEMEX NS
"params™: {
"Conditions": {"<attr>":"<value>"}, /IR, BREHTIMIEEZNENXR)
"SortBy": ['<attr>"], /HEFRBME, attr FHFE, -attr fEFE, HEFOTRIEEZA
"PageSize": <pagesize>, VLSl
"Page": <page> V& JINA
}
}
Urﬂ}i\zg%:%(Content-Type: application/json);
{
“resultcode”: 1, //1-F%30, 3 1-5k0K
"errorinfo": ", /EERER
"errorinfo_cn™ ™, /AL RIS B (Accept-Language 1)
"data": {

“TotalCount"; <TotalCount>  //RIBFEE
"PageCount": <PageCount>  //AT1E

"PageSize": <pagesize>, /1 TERE
"Page": <page>, ZEYIEDIN
"PageList": [ VEEID: RS- 2]k
{
"_deviceid": "<deviceid>", AZESZ- 2]
"_nodeid": <nodeid>, /I EREPTER RS LT A id
" method": "<method name>", /IR HIERTRE

" _params": { /7S IERSE



3
"_processresult": <resultcode>, /1BHBERER: 0-1F T4, 1-5iTh, -9-BUE, HEEXK
"_receipt": "<receipt>", /157 E KRB EIH id

4.3.4. (InfluxDB)EIHIZFEIFKHE report

TLFEIE K B ETFMETE InfluxDB V2 BB R T A el FitbiEO
J33%: post

A= S D .
183K K (headen):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

BRSE

{
"method": "thing.service.QueryRemotelnvokeLogFromTiDB",
"deviceid": "<deviceid>", //MKIEE D, THESE
"nodeid™ <nodeid>, /A id, TS
"logicnodeid": "<logicnodeid>", //BEET S id, kS
"params": {
"PageSize": <pagesize>, //HREE: 10
"Page": <pagesize>, /HREE 1
"Start"; "<start>", /IBREE: -1d&IE 1 RIAA)
"Stop”: "<stop>", //ERE1E: now()(EIBRTALE)
"By": "<by>", /ARFEER T http/websocket
"Method": "<method>" /AETEIE Rk
}
}

4.4. TCP MXPREEZEERS

«TCP WX m R E B M HFBMRE T MongoDB
url: http(s)://<ip>:<port>/app/tcpgateway

encoding: UTF-8
«FFRIME T DU http, &£ IMREIEERA https

44.1. FMH=EE

Jii%: post



i%*%(header) .

Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BRBH
{
"deviceid": "<deviceid>", //TCP M3 ID
"method": "thing.service.RegistNode",
"params": {
“NodelD": <nodeid>, //TCP iR & TCP WX EMFI A id, HAAT 1
"Name": "<name>", //TCP & & &R
"IP" "<ip>", //TCP &% ip
"Port": <port>, //TCP & & REimA
"DeviceModel": "<device model>", //TCPE&ES
"DeviceType": "<device type>", //TCP & #& KB
"ProtocolType": "<protocol type>", //TCP & & ikl 2K Y
"Manufacturer”: "<manufacturer>" //TCP IREHIER
}
}
Dﬂ&zg%(Content-Type: application/json):
{
“resultcode™: 1, //1-E3h BEEE-LK
“errorinfo": ", /EERER
“errorinfo_cn": " 1/ L IR (5 B (Accept-Language 1)
}
=151
curl -X POST\

http(s)://112.74.20.113:8888/app/tcpgateway \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0' \

-d

"deviceid": "iTCP2019000001",
"method": "thing.service.RegistNode",
"params": {
"NodelD": 4,
"Name": "xxx",
"IP":"192.168.5.55",
"Port": 8443,
"DeviceModel": "authenmetric”,
"DeviceType": "facerecognition”,
"ProtocolType": "authenmetric",
"Manufacturer": "authenmetric”

}
}
/IREIER:
{

"resultcode": 1



4.4.2. FSEPREE

Jiik: post

S S .
15 3K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i A Ry 73 .
HERBE
{
"deviceid": "<deviceid>", //TCP M3 ID
"method": "thing.service.UnRegistNode",
"params": {
"NodelD": <nodeid> //TCP 1% &7E TCP WX LA & id, HIKRT 1
}
}
ﬂrﬂ}g\zg:g%(Content-Type: application/json).
{
“resultcode: 1, //1-F3h BEE-KK
"errorinfo": ", /EEIRER
“errorinfo_cn": " /1A K IR (5 B (Accept-Language 1)
}
[~ 5]
curl -X POST\

http(s)://112.74.20.113:8888/app/tcpgateway \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOilpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLkB8N-3w-_tkUfUbHbZCBtZrHuOwKbmQeNK1w08_0" \

-d'{

"deviceid": "iTCP2019000001",
"method": "thing.service.UnRegistNode",

"params™: {
"NodelD": 4

}

}

/REIZER:

{
"resultcode”: 1

}

45. RERTNSEKRS

*FEARMAE K EUBEFEAR T MongoDB
url: http(s)://<ip>:<port>/app/washer

encoding: UTF-8
A IR A https



4.5.1. EFFHER

JFi%. post

i%*%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSZEC
{
"method": "thing.service.BluetoothControl",
"deviceid": "<deviceid>", //MXIEE ID
"nodeid”:  <nodeid>, /FERNEFEEEMX LTS d, BEE L
"params": {
"Power"; <power>, /R 0-%A 1-FF5
"Mode": <mode>, /ER O-RNEE 1-HBHK 5-1R3E 8-FfEs 10- KWk 12-7niE%

35-f A 36-EmAaEE 37- PR 38-EE
"DropWashingsTime": <time>, //3Ei&&ILHATIE), BRI 100ms
"DryTime": <time>, //ETFRS[E: 0-RNi&E 16-15 43%h 32-30 44 48-60 43¢h
64-90 43§M 80-120 43§ 96-150 43¢
"DryMode"; <mode>, /MEFER 0-FRE 1-#0 2-%FTF 3-BRTF 4-BUB
"ModelTime": <time>,  //EAR{i/KAEf{a: 5~9 44
"Mode5Time": <time>,  //|R¥ERIE]: 25~32 4¢h
"Mode8Time": <time>,  //ARAEESEETE]: 35~42 %
"ModelQTime": <time>, //R¥I¥EHfE: 45~52 %
"Model2Time": <time>  //AIER¥ER A 55~60 4r4H
}

}
ﬂrlﬂ E éi%(Content-Type: application/json).
{

"resultcode™: 1, //1-p83h 3 1-KK
"errorinfo™: ", /IEEIRER
"errorinfo_cn": ", /1R M4k $5IR{E B (Accept-Language 1B)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //EZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //BEZF &ZFR
"BluetoothCmd": "<data>", //EFIES IR, hex &
"BluetoothCmdOK": "<data>" //hex B, BT app HMEFELSEENKIN
}
}
[~ f51]
curl -X POST \

http(s)://dev.isurpass.com.cn:8888/app/washer \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eylhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCI6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-dq

"method": "thing.service.BluetoothControl",
"deviceid": "iSurpass2020020202",
"nodeid": 1,

"params": {



"Power": 1,

"Mode": 5,
"DropWashingsTime": 10,
"DryTime": 32,
"DryMode": 1,
"ModelTime": 5,
"Mode5Time": 25,
"Mode8Time": 35,
"ModelQTime": 45,
"Model2Time": 60

}
¥
/REER:
"resultcode": 1,
"data": {
"BluetoothCmd": "FO1E42A9355AF24E80490BAF9CCI1EFAEQ4EEDIAB",
"BluetoothCmdOK": "1949A83050D34B996A26939CC1EF10A3",
"BluetoothMAC": "1E:98:6C:00:2D:64",
"BluetoothName": "1E:98:6C:00:2D:64"
}
}

45.2. BFENER

J73%: post

S S .

183K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < h3 N 74 .

BRI

{

"method": "thing.service.BluetoothReset",
"deviceid": "<deviceid>", //MFEE 1D
"nodeid":  <nodeid> /FETHNEFREENX ENTR id, BEEE 1

}
Urﬂ] E\Z gg%(Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IEERER
"errorinfo_cn": ", /A0 1k $5IR1Z B (Accept-Language 1B3%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //IAF&FR
"BluetoothCmd": "<data>", /EEF 8L HIE, hex
"BluetoothCmdOK": “<data>" // hex &, FT app HMEFIESEEHIN
}
}
[~ f51]
curl -X POST \

http(s)://dev.isurpass.com.cn:8888/app/washer \

-H 'Content-Type: application/json" \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf



Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOWKbmQeNK1w08_0" \

-d '{
"method": "thing.service.BluetoothReset",
"deviceid": "iSurpass2020020202",
"nodeid": 1
¥
/7R [B1%E
{
"resultcode™: 1,
"data": {
"BluetoothCmd": "FO01149A83050D34B996A26939CC1EFAE94EE7304",
"BluetoothCmdOK": "1949A83050D34B996A26939CC1EF10A3",
"BluetoothMAC": "1E:98:6C:00:2D:64",
"BluetoothName": "1E:98:6C:00:2D:64"
}
}

4.5.3. BEFHFBUERIN YIRS

J3k post

S S .
183K K (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i > N 74 .
TFERBE
{

"method": "thing.service.BluetoothGetStatus",
"deviceid": "<deviceid>", //MFEEE D
"nodeid":  <nodeid> /FERVBFEEENKZ LTS id, BEE 1

}
[]['u] E\Z gg%(Content-Type: application/json).

{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IEEIRER
“errorinfo_cn": ", /1R 4L $81R 15 B (Accept-Language 1)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEF MAC bt
"BluetoothName": "<bluetooth name>",  //IAF&FR
"BluetoothCmd": "<data>" IEFIEREIE, hex &
}
}
[~ 1]
curl -X POST \

http(s)://dev.isurpass.com.cn:8888/app/washer \

-H 'Content-Type: application/json' \

-H 'Authorization:Bearer
eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCI9.eyIhcHBrzZXkiOilpU3VycGFzcOFwcClsInRpbWVzdGFtcCl61jEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-d'{

"method": "thing.service.BluetoothGetStatus",
"deviceid": "iSurpass2020020202",
"nodeid": 1



/AR EER:

{
"resultcode™: 1,
"data": {
"BluetoothCmd": "FO1F49A83050D34B996A26939CC1EF4E94E14A3C",
"BluetoothMAC": "1E:98:6C:00:2D:64",
"BluetoothName": "1E:98:6C:00:2D:64"
}
}

4.6. BEFTISEKRS

FFERMAR R BIRF KRBT MongoDB
url: http(s)://<ip>:<port>/app/washer

encoding: UTF-8
A IR https

4.6.1. MIFIEHIER

J3k post

'I,% *y;(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.BluetoothControl”,
"deviceid": "<deviceid>" //MFEZE ID
"nodeid”:  <nodeid>, IRRANTEFREENA LTS id, EBEE 1
"params"”: {
"Cmd™ <cmd>, S 1-REX 2-T1E 3-T4 5-BUEMY

"Mode": <mode>  //#EZ: 1-N5EME 2-FREME 3-RER 4-BEK 5-1FES 6-BR
}

}
[]['u] E\Z gg%(Content-Type: application/json).

{
"resultcode": 1, //1-3h 3E 1-KK
"errorinfo": ", //5EIRER
“errorinfo_cn": ", /1R 4L $8IR 15 B (Accept-Language 1B%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", /12 MAC #hiik
"BluetoothName": "<bluetooth name>",  //IAF&AFR
"BluetoothCmd": "<data>", /EFIEREIE, hex &
"BluetoothCmdOK": “<data>" // hex &, FTF app HMEFIESEEHIN
}



4.6.2. MIFIFBUERY HERE

JFi%. post

'I,% ﬁ%%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
THEKRBE
{
"method": "thing.service.BluetoothGetStatus",
"deviceid": "<deviceid>", //IMXIEE ID
"nodeid":  <nodeid>, /ERAEFREEMKX MR d, BEE 1
"params"”: {

"Mode": <mode> /4RI 1-hMEE%E 2-FRERE 3-BREML 4-BEK 5-1FEE 6-81%
}

}
ﬂrﬂ] E\Z zﬂ:%(Content-Type: application/json).
{

"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IERER
"errorinfo_cn": ", /1AL IR (5 B (Accept-Language 1)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //EZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //#EZFZFR
"BluetoothCmd": "<data>" /EF RS HIE, hex &
}

47. BRETA B BRRKRS

P ARANAB R EIRF KRBT MongoDB
url: http(s):.//<ip>:<port>/app/washer

encoding: UTF-8
4 FFINEE M https

4.7.1. EFFEHERN

Jik: post

A= S SR .
15K Sk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>

ERSEC



"method": "thing.service.BluetoothControl",
"deviceid": "<deviceid>", //MFEIEE D
"nodeid”:  <nodeid>, /IFERHIEBEFIEEEMX LTS d, BEE 1
“params": {

"Cmd": <cmd>, 174 G
: AniEDE
: SRR
: $H§1€7J{
KSR
(B I i K]
;I L
| [RERL-42 K]
s [RERE- 3]
10: [EEHLE 4]
11: [FBAHR B &)

A WDNPEFEFO

© 00 ~N o O

"StartKey": <status val>, JBENIRGS: 00 RBEI 1 BEidik 2 F1E%IRKR
"ExtraTime"; <minutes>, /AR ERFGHI G ARSE: 1~20(4 %)

"WaterlLevel"; <water level> IS IKAL: 1~8 14

}

}
ﬂrﬂ] E\Z ég%(Content-Type: application/json).

{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo™: ", /EERER
"errorinfo_cn": ", /1R AL $8IR {5 B (Accept-Language 1H%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEF MAC bt
"BluetoothName": "<bluetooth name>",  //BEZF &ZFR
"BluetoothCmd": "<data>", /EFIEREIE, hex &
"BluetoothCmdOK": "<data>" // hex &, FT app HMEFIESEEHIN
}
}

4.7.2. BFFBUERV YIRS

J73% 1 post

S S .
183K 3k (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\:35. < S Az .
BERSE
{

"method": "thing.service.BluetoothGetStatus”,
"deviceid": "<deviceid>", //MFEIEE ID
"nodeid":  <nodeid> /IR IBEFNIEEEMX LENT S d, BEEE 1

}
ﬂrﬂ] & zg%(Content-Type: application/json):
{



"resultcode": 1, //1-A%3h 3 1-5k0K

"errorinfo”: ", /IERIER
"errorinfo_cn": ", /7R H L $51R 15 B (Accept-Language 83%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //BEZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //BEZF &ZFR
"BluetoothCmd": "<data>" /EFIESHIE, hex &
}

48. HENSRKRSE

*SLEEA AR R BB F AT MongoDB

url: http(s)://<ip>:<port>/app/shoewasher
encoding: UTF-8

£ FINEFE R https

4.8.1. WIFIEHIEN

J73%: post

\_:E h S \\

18 5K K (headen)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i A R 73 .

TBEXRBE

{

"method": "thing.service.BluetoothControl",
"deviceid": "<deviceid>", //M*i&%& ID
"nodeid": <nodeid>,  //FEENIEFEIREEMNX ENT A id
"params": {
"Model": <mode>, //#EI: 1-K¥3E 2-#RERE 4-1R%E 8-B/i/K 16-1R/F1E 32-4
64-H1{E 128-%E
"Mode2": <mode> /R 0-&XH 1-BRER 1 7B 2-8R%ER 2 7B 4-BETR 8-BRTRE

}
}
N R 25 B (Content-Type: application/json):
{
"resultcode™ 1,  //1-FEN JE 1-%k0K
"errorinfo": ", //ERER
"errorinfo_cn”: ", /A& {b$E51R1S B (Accept-Language 1<)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC Hbiit

"BluetoothName": "<bluetooth name>",  //IEZF&FR
"BluetoothCmd": "<data>", //EFESEIR, hex £



"BluetoothCmdOK": "<data>"

4.8.2. HIFREMNE

J3 7% post

'I,% 5}2 gq(header) :

Accept-Language: <language>

// hex &, AT app HEEFIESERHIN

//en. zh-CN

Authorization: Bearer <JWT token>

BERSE
(

"method": "thing.service.BluetoothSetPrice",

"deviceid": "<deviceid>",

"nodeid": <nodeid>,

//MFEEE ID
/HENIEHNREEMX EMTH S id

"params": {
“Price3”": <price>, /1 BRI
“Priced”: <price>, /RN
“Price5”: <price>, //IBRAEMN IR
“Price6”: <price>, 11 KINIE
“Price7”: <price>, /PR %
“Price8”: <price>, /1 IREAERAEMN R
“Price9”: <price> /7K D&
}
}
ne K7 25 3R (Content-Type: application/json):
{
"resultcode™ 1,  //1-pIN JE 1-%kIK
"errorinfo": ", /IEBIRIER
"errorinfo_cn™: "™, //Z&#{b RS S (Accept-Language 183%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC bt
"BluetoothName": "<bluetooth name>", /A F&FR
"BluetoothCmd": "<data>", /EFIEREIE, hex &
"BluetoothCmdOK": "<data>" // hex &, FT app HMEFIESEEHIN
}
}

4.8.3. K& ER S

J3 7% post

'I,% 3}? §,<(header) :

Accept-Language: <language>

//en. zh-CN

Authorization: Bearer <JWT token>

BERSE
(



"method": "thing.service.BluetoothSetTimeParameters",
"deviceid": "<deviceid>", //M3*i&% ID
"nodeid” <nodeid>,  //HENEHREEMKX LTS id

"params": {
“Time3”: <time>, // BR8]
“Timed”: <time>, //1RIE B 8]
“Timeb": <time>, //FRAERT [E]
“Time6": <time>, /1K 8]
“Time7”: <time>, /1R At E]
“Time8”: <time>, // VIR I i 8]
“Time9": <time>, //InEAERAE R (8]
“Timel10”: <time> /1IN R A (8]
}
}
N i 25 82 (Content-Type: application/json):
{
"resultcode™ 1,  //1-pIN JE 1-%kIK
"errorinfo™: ", /EERER
"errorinfo_cn™: ", //A&#i{b $EIR1E S (Accept-Language 1H3%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEF MAC bt
"BluetoothName": "<bluetooth name>",  //#EZFZFR
"BluetoothCmd": "<data>", /EFIEREIE, hex &
"BluetoothCmdOK": "<data>" // hex &, AT app HBEFIESEEMIN
}
}

4.8.4. BFIREIESH

J73%: post

\i h S \\

1H 3K 3k (header)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < > N 74 .

TFERBE

{

"method": "thing.service.BluetoothSetProgramParameters”,
"deviceid": "<deviceid>", //M¥%Xi&&E ID
"nodeid”: <nodeid>, /IHEN RN REMKX MR id
"params”: {

“Parameter3”: <value>,  //IREKAIRE

“Parameterd”: <value>,  //AREKPLRE

“Parameter5”: <value>,  //K¥IKARE

“Parameter6”: <value>, //Bi/KEEFIRE

“Parameter7”; <value>  //RERE

}
}
N &Y 25 82 (Content-Type: application/json):
{

"resultcode™ 1,  //1-%30 JE 1-%kK
“errorinfo™; ", //ERER



"errorinfo_cn™ ™, /AL EEIR 5 B (Accept-Language 1B3X)

"data": {
"BluetoothMAC": "<bluetooth MAC>", //EZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //BEZF &FR
“BluetoothCmd": "<data>", //EFIESEAR, hex &
"BluetoothCmdOK": “<data>" // hex &, FT app HEEFIESEEHIN
}

4.8.5. BFREREFRINEE

J73%: post

\i h3 \\

B3R 3k (headen)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < > 73 .

BERSEC

{

"method": "thing.service.BluetoothSetSpecialOptions",
"deviceid": "<deviceid>", //M*Xi&%& ID
"nodeid” <nodeid>,  /HENEFNEEENZLNTS id
"params”: {
“SpecialOptions™ <value>,  //1-#EEBICIZ 2-&RRP 4-INH 8-1@/EFE 16-72 32-1&m

}
}
N R 25 B (Content-Type: application/json):
{
"resultcode™ 1,  //1-pR31 JE 1-KK
"errorinfo": ", /IEIRIER
"errorinfo_cn™: "™, //Z&#{b RS S (Accept-Language 183%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEF MAC bt
"BluetoothName": "<bluetooth name>", /A F&FR
“BluetoothCmd": "<data>", //IEFIESEAR, hex &
"BluetoothCmdOK": “<data>" // hex &, FT app HMEFIESEEHIN
}
}

4.8.6. BFRiXHE

J7%k: post

\i hS \\

183K Kk (headern)
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\E < S R 73 .

BERSE

{

"method": "thing.service.BluetoothSendKey",



"deviceid": "<deviceid>", //M*%i&%& ID
"nodeid”: <nodeid>,  //HEANEHEIREEMX LM S id
"params": {

“Key": <value>,  //#1{E 0~9, 10-BUH 11-TAE

}
}
N iy 2& B (Content-Type: application/json):
{
"resultcode™ 1,  //1-F3h JE 1-%K
"errorinfo”: ", /I$ERIER
"errorinfo_cn™ ", /AL $EIR 5 B (Accept-Language 1B3X)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //BEZF MAC Hblit
"BluetoothName": "<bluetooth name>",  //IEF&FR
"BluetoothCmd": "<data>", /EFESHIE, hex &
"BluetoothCmdOK": "<data>" //hex B, AT app HEEFIESEEMIN
}
}

4.8.7. BEFHFBUEEN LIRS

Jk post

S S .

15 5K K (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\i < A R 73 .

BEKRBE

{

"method": "thing.service.BluetoothGetStatus”,
"deviceid": "<deviceid>", //MFEIEE D
"nodeid”:  <nodeid> //FENEFERENX AT R id, BEE 1

}
ﬂ[llﬂ E éﬁ%(Content—Type: application/json).

{
"resultcode™: 1, //1-53h 3F 1-K1K
"errorinfo": ", /IEEIRER
“errorinfo_cn": ", /1R 4L $81R 15 B (Accept-Language 1)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEF MAC bt
"BluetoothName": "<bluetooth name>",  //BEZF &ZFR
"BluetoothCmd": "<data>" /EFIEREIE, hex &
}
}

4.8.8. MEFIKBUEHEHYLMNIE

Jii%: post
iﬁ*é’;(header) .



Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

1TERKSEC
{

"method": "thing.service.BluetoothGetPrice",
"deviceid": "<deviceid>", //MXIEE ID
"nodeid”:  <nodeid> /IENEFEEEMX EAT R d, BEE 1

}
Drﬂ&gg%(Content-Type: application/json).
{
"resultcode": 1, //1-53h 3F 1-K1%K
"errorinfo": ", /IEERER
“errorinfo_cn": ", /1R 4L $8IR{E B (Accept-Language 1B)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //BEZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //#EFZFR
"BluetoothCmd": "<data>" /IEFIELEIE, hex &
}
}

4.8.9. MZF BT a5

J3k post

S S .
15 3K Sk (headen):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i A R 73 .
BERSEC
{

"method": "thing.service.BluetoothGetTimeParameters",
"deviceid": "<deviceid>", //MFEZE ID
"nodeid":  <nodeid> /FEENEHREENX ENTR id BEE 1

}
ﬂ[llﬂ E éﬁ%(Content-Type: application/json).

{
"resultcode™: 1, //1-p83h 3F 1-k%
"errorinfo": ", /IEERER
"errorinfo_cn": ", /1R M4k $5IR{E B (Accept-Language 1B)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //B5ZF &ZFR
“BluetoothCmd": "<data>" //EFIES IR, hex &
}
}

4.8.10. BFHBUIFESH



Fi%. post

i%*%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSEC
{
"method": "thing.service.BluetoothGetProgramParameters",
"deviceid": "<deviceid>", //MXIEE ID

"nodeid”:  <nodeid> [/FENEFIREEMX EMNT S d, BEE 1

}
D[’Iﬂ E\Z gﬂ:%(Content-Type: application/json).

{
"resultcode": 1, //1-53h 3F 1-K1K
"errorinfo: ", /IEIRER
"errorinfo_cn": ", /1AL IR (5 B (Accept-Language 1)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //BEZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //#EZFZFR
"BluetoothCmd": "<data>" /EF RS HIE, hex &
}
}

4.8.11. B FIKBUSTRINBEIR E

3% post

'I,%;k%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method": "thing.service.BluetoothGetSpecialOptions",
"deviceid": "<deviceid>", AT ES S

"nodeid”:  <nodeid> /FENERIREEMX EMNTR d BEE 1

}
ﬂrlﬂ E éi%(Content-Type: application/json).
{

"resultcode™: 1, //1-p83h 3E 1-K%
“errorinfo”: ", /IEERER
"errorinfo_cn": ", /1R Hb 4k R (S B (Accept-Language %)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //B5ZF &ZFR
“BluetoothCmd": "<data>" //EFIES IR, hex &
}



49. TRULSRRS
HEARMAB R BB F MBI T MongoDB
url: http(s)://<ip>:<port>/app/dryer
encoding: UTF-8

«E FINEFE A https

4.9.1. EFFEH TR

ik post

A= S D .
18 *J;(header).
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i 3 N 74 .
HRSH
{
"method": "thing.service.BluetoothControl",
"deviceid": "<deviceid>", //IMXEE ID
"nodeid”.  <nodeid>, HFRIFFEEENKZ LTS id, BEE 1
"params": {
"Cmd": "<hex>", /1%, + &
"Select": "<hex>" /13EFE, N &
}
}
//H5%:
01H REhiElT RREh TR bLEZT
02H FEikiEdT TR AL TR
03H R T AT LA
04H i el e R
05H R A TERCF e = AT R 1R
06H i Bk R EhEAT Wi B B Thie
07TH A~ I3 R e B FREshE e, HTE e Al TiE
08H Ji3 FH T e R ey HEhH B4, RTEE

/T IGEFE:



o A FRHAR S L
00H FACHE 7] 30 478k
01H F-ACHE (A] 35 48k
02H F-ACH (7] 40 478
4FH FAcrt(al 425 4r-h
S0H FACH (] 5 5
51H FACH 7] 10 53¢
52H FACHF ] 15 53¢
53H FACH 7] 20 53¢
54H FACHS 7] 25 53¢
80H FAE R 30 4480 + RiE
81H FAEHF 35 4080 + RiE
82H FAeht ] 40 ¥k + RE
7FH 1 L
CFH FAHT (A 425 580 + A
DOH TR 5 8 + R
DIH T 10 4480 + R
D2H FABHE 15 4480 + R
D3H FAHR 20 4480 + RiE
D4H FAHA 25 480 + RiE

M) B 22 B2 (Content-Type: application/json):
{

"resultcode": 1, //1-583h0 3F 1-KK
"errorinfo”; ™", /FERIER
“errorinfo_cn": ", /1R H AL IR {5 B (Accept-Language 183%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEZF MAC Hbiit
"BluetoothName": "<bluetooth name>",  //B5ZF ZFR
"BluetoothCmd"; "<data>", /ITEFIESEIE, hex B
"BluetoothCmdOK": "<data>" // hex &, BT app HEEFIESE
}



4.9.2. BFFEETFRY YIRS

JFi%. post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
TBERSEC
{
"method": "thing.service.BluetoothGetStatus",
"deviceid": "<deviceid>", //IMXIEE ID

"nodeid”:  <nodeid> HFRIBFFEEENKX ENTH =R id, BEEE 1
}

ﬂrﬂ&gg%(Content-Type: application/json).

{
"resultcode™: 1, //1-53h 3F 1-KK
"errorinfo": ", /EERER
"errorinfo_cn": ", /1R AL $8IR {5 B (Accept-Language 1H3%)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEF MAC bt
"BluetoothName": "<bluetooth name>",  //#EZFZFR
"BluetoothCmd": "<data>" /EF RS HIE, hex &
}
}

4.10. Rt SR k%S

R B MR FERE T MongoDB

url: http(s)://<ip>:<port>/app

encoding: UTF-8

*FFRIMET LA http, £ =HEREIFER https

4.10.1. SEBIMREE

J3 7% post

S S .

15K Sk (header):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>

\E < S Az .

BERSE

{

"method": "thing.service.ForceRemove",



"deviceid": "<deviceid>" VAZES - 3)

}
I 5 25 B (Content-Type: application/json):

{
"resultcode™: 1, //1-53h 3F 1-K1K
“errorinfo": ", /IEERER
“errorinfo_cn”: ™" /1R 4L $8IR{E B (Accept-Language 1B)
}
[F]
WRIZRSEOBEFIBRIE R ENEF R DB FEHE, HEHEFER]
= f51]
curl -X POST \

http(s)://localhost/app \

-H 'Authorization: Bearer
eyJhbGciOiJIUzI1NilsInR5cCl61kpXVCI9.eyJhcHBrzXkiOiJpU3VycGFzcOFwcClsInRpbWVzd GFtcCl6ljEyMzQ1Njc4OTAIf
Q.KRLKB8N-3w-_tkUfUbHbZCBtZrHUOwWKbmQeNK1w08_0' \

-H 'Content-Type: application/json' \

-H 'Postman-Token: 406f8f51-5bed-476e-ac82-dc0688df3b98" \

-H ‘cache-control: no-cache' \

-d

"method": "thing.service.ForceRemove",
"deviceid": "iRemote2005000014683"

¥
/REZER:
{

"resultcode": 1
}

411, XHBRS

4.11.1. EEXHE

url: http(s)://<ip>:<port>/app/uploadfile?token={JWT token}
encoding: UTF-8
«FERINE D] M http, &= IREEIF A https

J3ik: post
HRK S E (multipart/form-data):
file
i &7 2% B (Content-Type: application/json):
{
"resultcode”: 1, //1-5k3h 3E 1-%&%

"errorinfo”: ", /EBIRE R
"errorinfo_cn™: ™, /AL EEIR (S R (Accept-Language 1HK)



"FileURL": "<URL path>" //3C45H9 URL Path

}
}
[E]
XS FEERR S E2H9/0pt/tools/iSurpass/upload/{appkey} B & T~

412 BARSERS

SRR R EBEEFEMK BT MongoDB
url: http(s)://<ip>:<port>/app/medicalbox

encoding: UTF-8

4 FEINEE A https

4.12.1. FREUS F A8 &80

Jk post

'I,% *%(header) .
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
BERSH
{
"method"; "thing.service.GetBluetoothKey",
"deviceid": "<deviceid>", //MFERE ID
"nodeid”:  <nodeid> /TR id, EEE 1

}
D[’u]E\ZéE (Content-Type: application/json).

{

"resultcode™: 1, //1-p83h 3F 1-k%

"errorinfo": ", /IEEIRER

“errorinfo_cn": ", /1R 4L $8IR 15 B (Accept-Language 1B5%)

"data": {
"BluetoothMAC": "<bluetooth MAC>", /2 MAC #hik
"BluetoothName": "<bluetooth name>",  //B5ZF & FR
"BluetoothCmd": "<data>" /EFIEREIE, hex &

}



4.12.2. BFEHEEFES

Jiik: post

S S .
15 3K Sk (headern):
Accept-Language: <language> //en. zh-CN
Authorization: Bearer <JWT token>
\i A Ry 73 .
BHRSE
{

"method": "thing.service.BluetoothControlCmd",
"deviceid": "<deviceid>", //MFEE ID

"nodeid":  <nodeid>, /R id, BEEE 1
"params": {
"Mode": <mode>, /IR
0: %
1. 7
"PointTemperature": <value> W ERE(2~18)
}

ﬂrﬂ] E\Z gﬂ:%(Content-Type: application/json).

"resultcode": 1, //1-830 3F 1-K K
"errorinfo": ", /IERER
"errorinfo_cn": ", 1/ K IR (5 B (Accept-Language 1)
"data": {
"BluetoothMAC": "<bluetooth MAC>", //TEF MAC bt
"BluetoothName": "<bluetooth name>",  //B5ZF &ZFR
"BluetoothCmd": "<data>" //EFIES IR, hex &
}

4.13. #ANE

url: http(s)://<ip>:<port>/app/batch
encoding: UTF-8
*FERIFMET LA http, £ =R IFER https

4.13.1. $1THEALTE

J7%k: post

\_35-_ S \\ .
17K Sk (header):
Accept-Language: <language> //en. zh-CN

Authorization: Bearer <JWT token>



BERSHEC
{
"method": "thing.service.dobatch”,
"params": {
"BatchID": "<id>",
"Mode": "<serial/parallel>",
"List": [
{
"Command": <json>,
"Delay":  <seconds>

]
}

}
Drﬂ] & gg%(Content-Type: application/json):
{

/AR ESS id(FREETF, &I 10 byte)
//serial:#& %7, parallel: 317

/1% 2 EFRREILBRES(ED). ARHRE—HAAIE
//FERS B 8] (0~30 #b)

Mode {& 4 parallel B, ZERBTARXS T4t 4L IE FF45 B jE)

Mode B4 serial B, FERFAERXSF_E— command A94E R AT 8]

“resultcode: 1, //1-BEFFENT FE 1-RK
“errorinfo": ", /IEIRER
“errorinfo_cn": " 1/ K IR (5 B (Accept-Language 1)
}
[E]

1) resultcode 1R[E] 1 {XFAHAIEE 161047, AFRAADIEE /AT KK

2) #HAEMFEALAIERKR 600 7, @
3) EFBEEIHALIERIX:
a) WebSocket A3, &I 3.9
b) BeeHive HTTP #i%77 =
4) TFOBRFLEEHELOT:
MXESR PEMXES
B IFEFFB. TAETE B
FFE:  mEF. miEX
BH: LZEF. ZEAIEEESE

S=BzxHIE

). ZEX

XA ZREF. BEFAGEEEDE

AN RS

=i ZEA. ZEX. ZEREER. ZERERE. ZERENE

Mz miEFF. mEEX. miEfEd)

ZHEEY EEFTTAWA. ZIEFTIT PPT. IEEHRBEIET

BARE: ZEA. ZEX. BOER. ZEET

4.13.2. #FHE4bTE

J7%k: post
i%%%g;(header):

Accept-Language: <language>
Authorization: Bearer <JWT token>

BERSHC
(

//en. zh-CN



"method": "thing.service.cancelbatch",

"params”: {
"BatchID"; "<id>" /IR ES id
}
}
ﬂrﬂ&gg%(Content-Type: application/json).
{
"resultcode": 1, //1-EFFEIIT O-FEEM A EARFERESE
"errorinfo": ", /IERER
“errorinfo_cn": ™" /1R 4L $8IR1E B (Accept-Language 1B)



5. (4G CATHARIEE

RETF 4G CAT1 AR B & T RHRSER UKZ MongoDB 74

5.1. http EARARS

http(s)://<ip>:<port>/facedg

encoding: UTF-8
«FFRIRETT A http, 4 IR EIN{E https
5.1.1. #RMAR

J7 3k post

\i > \\ .
18 *%(header).
Accept-Language: <language> //en. zh-CN
\i < > sz .
BERSHE
{
"method"; "thing.service. AddUser",
"deviceid": "<mac>", /I NBe % & MAC
"params": {
"name":"<name>", IINZRY 3
"image":"<base64 data>" /I ANRAB R base64 $iR
}
}

N Ry 25 R (Content-Type: application/json):

{
"resultcode”: 1, //1-A%3h 3 1-5k0%
“errorinfo™: ", /ERER
"errorinfo_cn™: ", /1R $E1R 15 B (Accept-Language #H%)



"result": {
"uid""<uid>" // NB& uid(32 byte )

5.1.2. AR

J3 7% post

'I,%;k%(header) .

Accept-Language: <language> //en. zh-CN

ERSE
(

"method": "thing.service.DeleteUser",
"deviceid": "<mac>", /I NBE15 % MAC
"params™: {

"uid":"<uid>" // ANB& uid(32 byte )
}
}

I R 25 B (Content-Type: application/json):

{

"resultcode™: 1, /71-583h 3F 1-%k1%

"errorinfo": ", /IEBIRER

"errorinfo_cn™: ™, //AHMALEEIR(S R (Accept-Language 1HK)
}

513. BZEAR

J7%k: post

S S .
15K Sk (header):
Accept-Language: <language> //en. zh-CN
\i A R 73 .
BERSEC
{

"method"; "thing.service.ClearUser",



"deviceid": "<mac>" /I NBE1& & MAC
}

I 57 25 B (Content-Type: application/json):

{

"resultcode": 1, //1-p3h 3F 1-K1K

“errorinfo”: ", /IEERER

"errorinfo_cn™: ™, /AL EEIR(E R (Accept-Language 1H3%)
}

5.1.4. FBMARIIR

J73%: post

i%%%é’;(header) .

Accept-Language: <language> //en. zh-CN

ERSE
(

"method": "thing.service.GetUserList",
"deviceid": "<mac>" /I AR & MAC
}

I 57 25 B (Content-Type: application/json):

{
"resultcode™ 1, //1-R83 3F 1- K
“result": |
{
"uid™:" <uid>", // A& uid(32 byte )
“name": "<name>" ONZY
}
]
}

5.1.5. 3REARABIR

J7%k: post



iﬁ;ﬁ;’;(header) .

Accept-Language: <language> //en. zh-CN

\i A Ry 73 .
FEKRBE
{
"method": "thing.service.GetUserName",
"deviceid": "<mac>", /I ANRR1&E&E MAC
"params": {

"uid":"<uid>" // NB& uid(32 byte )
}
}

I 57 25 R (Content-Type: application/json):

{
"resultcode™: 1, //1-583h 3F 1-K
"result": {
"name":"<name>" INRY %
}
}

5.1.6. FKWMARMER

J73%: post

iﬁﬁ%%(header) .

Accept-Language: <language> //en. zh-CN

5 RKSE
{

"method"; "thing.service.GetUserlmage",
"deviceid": "<mac>", /1 N MAC
“params"”: {

"uid":" <uid>" // NB& uid(32 byte )
}
}

i &7 2% B (Content-Type: application/json):

{
"resultcode™: 1, //1-F§30 3E 1-5kIK
"result": {
"image": "<base64 data>" // AR base64 £1E



517 T&Fk

J3 7% post
'Iﬁ ﬁ%%(header) .

Accept-Language: <language> //en. zh-CN

BERSE
(

"method": "thing.service.SetCard",
"deviceid": "<mac>", /I NBE1% % MAC
"params"”: {
"type":"<type>" //FRFEEIN nfc, wgd. 433
"cardnumber":"<cardnamber>"
// nfc KH91E, BIEA 16 #HFNFHE, KEA4FT (AF) HELW0FH (BF)
eg:"cardnamber":["2a818516","11223344556677889900"]
/FHIRRSEHE, WRSH: 0004662575 071,09519, RFEEH 0004662575 2 NBIE val HE{ERKE,
AEEEHEA 0 FEAN
eg: "cardnamber":[4662575,13363568]
/4B RES—RRAFT, ERAEXHERLEIHEKE, HER 16 #HMNFFFH
eg: "cardnamber":["11223344" "aabbccdd"]
}
}

I 57 25 82 (Content-Type: application/json):

{
"resultcode": 1, //1-A%3h 3 1-5k0K

5.1.8 4L T %M

J7%k: post

iﬁ*é’;(header) .

Accept-Language: <language> //en. zh-CN



1TERKSEC

{

"method": "thing.service.SetBleLock",

"deviceid": "<mac>", 1/ NBRIRE MAC
"params"”: {

“lock_mac":[{"mac":"<mac>","data":"<data>"}]
eg: "cardnamber":[{"mac":"112233445566","data":"aabbcc"}{"mac":"aabbccddeeff","data":"aabbcc"}]
mac AP mac Hillk, 6 FF, Bl 12 FF, HER 16 #HNFHFE. (XEES)
data 15 2 9B Z EEREUHEHIEIE), TR FER, $UER 16 #HMF1F 6, BRIRIILFF 9, data £70101",
}

MR 57 25 BR (Content-Type: application/json):

{
"resultcode”: 1, //1-p%3h 3 1-5k0K

5.1.9 B F B

J73%: post

iﬁﬁ%%(header) .

Accept-Language: <language> //en. zh-CN
\i A R 74 .
BERSEC
{

"method": "thing.service.BleCardValue",

"deviceid": "<mac>", /I A& & MAC

"params"”: {
"mac’:"112233445566", /I 19 mac ik, (£iEES)
"value""<value>" //IEFIINR, 16 HFIFIFE, REREDEFRRE, FELMXLA 16 #HE
FFHi5701017,

}

}

I 7 25 8 (Content-Type: application/json):

{
"resultcode": 1, //1-p%3h 3 1-5k0K



5.1.10 TABEUEF X

J7%k: post

iﬁ;ﬁ;’;(header) .

Accept-Language: <language> //en. zh-CN
\i A Ry 73 .
FEKRBE
{

"method": "thing.service.SetPower",
"deviceid": "<mac>", /I N1 & MAC
"params": {
"card""<card>", //card AFS
"value":<value>, //value AERE{E (0 XFERE, 1. FTFEE
"start_time":" YYYY-MM-DD HH:MM *,  //#244/{8]
"end_time "" YYYY-MM-DD HH:MM " //45 3R B8]
}
}

M 57 25 BR (Content-Type: application/json):

{
"resultcode”: 1, //1-A%3h 3E 1-5k0K

5.1.11 AL&/fR%F AP

J73%: post

iﬁﬁ%%(header) .

Accept-Language: <language> //en. zh-CN
\i A R 74 .
BERSH
{

"method": "thing.service.FreezeUser",
"deviceid": "<mac>", /I NBE1& % MAC

"params"”: {

"value""<value>" //‘value A 1, RRBEMF value 50, REEHA/D

}
}

i &7 2 B (Content-Type: application/json):



"resultcode": 1, //1-A%3h 3 1-5k0K

5.1.12 B X{RARERLE

J3 7% post
'Iﬁ ﬁ%%(header) .

Accept-Language: <language> //en. zh-CN

BERSE
(

"method": " thing.service.UpdateResource",

"deviceid": "<mac>", /I NBE1% % MAC

"params"”: {
"image”"<image>" // “AE K basebs FiE, B K /INTF 16K B R K 240X320°
}

}

I R 25 B (Content-Type: application/json):

{
"resultcode: 1, //1-A%3h 3 1- k0K

5.1.13 X AREE

J73%: post

iﬁﬁ%%(header):

Accept-Language: <language> //en. zh-CN

BERSE
{

"method": " thing.service.SetConfig",
"deviceid": "<mac>", /I ANB& & MAC
"params"”: {

“config":"<config>" //FTEERERTH

"value": value //ECEE

}



}

- face_threshold: IR 3H{&, 100 f&#E(0-100)X100(— B SR E)

- led_bright: EEKT 2 $45IJ6E, 100 f5H#E(0-1)X100(— B S0 E)

- led_bright_low: BT 1 #IEE, 100 fZ#5E(0-1)X100(— B Z#H#E)
- living_threshold: EASE, 100 Z#%E (0-100)X100(— B fZHRE)

- relay_open_vol: kB =FFTHEIO0 FE, 1 XiF)

- relay_open_s: #KE3 2837 FFAF(8](1s-3s)

- chk_face_pose: #EARZEIEMO FiE. 1 XiA)

I &7 25 8 (Content-Type: application/json):

{
"resultcode": 1, //1-A%3h 3 1-5k0K

5.2. http B&ERE

http(s)://<ip>:<port>/app/facedg

encoding: UTF-8
*FERINET] LA http, 4 F=EREEINER https
5.2.1. 1% & owner fl name

J73%: post

S S .
183K K (headen):
Accept-Language: <language> //en. zh-CN

\i A R 73 .
THKRSBE
{
"method": "thing.service.SetOwner",
"deviceid": "<mac>", /I ANRR1&E MAC
"params"”: {

"owner": "<owner>", /I NRRI& & HY owner

"name": "<name>" /I ANRRIR & BFR
}



D['n]E\ZZ:,E (Content-Type: application/json).

{

“resultcode™: 1, /11-FRY, -1-1%&EH owner

“errorinfo”: ", /IEERER

“errorinfo_cn": " /IR EEIR{E R, 5 Accept-Language 1B
}

5.2.2. & B name

J73%: post

i%%%é’;(header) .

Accept-Language: <language> //en. zh-CN

BERSE
(

"method": "thing.service.SetName",
"deviceid": "<mac>", /A& & MAC
"params"”: {

"name": "<name>" AR & BT
}
}

EI['u]E\ZéE (Content-Type: application/json).

{

“resultcode”: 1, //1-5830, 3F 1-K

"errorinfo": ", /IFERER

“errorinfo_cn’: " /IR EEIR{E R, 5 Accept-Language 183
}

5.2.3. FBARIEEIIFzR

J7%k: post

iﬁ*é’;(header) .

Accept-Language: <language> //en. zh-CN



1TERKSEC
{

"method": "thing.service.GetByOwner",
"params”: {
"owner": "<owner>", /I NRE1% & BY owner
}
}

I 57 25 B (Content-Type: application/json):

{
"resultcode™ 1, //1-F& 30 3E 1-5k0K
"result": [
{
"deviceid": "<mac>", /I ANB1E & MAC
"name": "<name>", VION: o3 e
"onlinestatus": <status> AR EEIRTS: O-RAN 1- k% -1-B%
}
]
}

5.2.4. 7&B& owner

J73%: post

iﬁ*%’;(header) .

Accept-Language: <language> //en. zh-CN
\i A R 73 h
BERSE
{

"method": "thing.service.ClearOwner",
"deviceid": "<mac>", /I NEE & MAC
"params"”: {

owner": "<old owner>" /1 NS & % B9 owner
}
}

l][llﬂ E\Z glﬂ:f%(Content—Type: application/json).

{
“resultcode™ 1, //1-A 3, -1-owner NIE#

"errorinfo": ", //EERER



“errorinfo_cn”: ™" /IR EEIR{E R, 5 Accept-Language 183

5.3. AB& 7 report

531. _E% report

"deviceid": "<mac>",
“report": "thing.event.Online",
"type": "notification",
"params": {

"DeviceType": "face",

"ProtocolType": "face_catl"

"ts": <timestamp>,
"dt": "<yyyy-mm-dd HH:MM:SS>",

“report_cn": "<report event name>",

"detail_cn": "<report event description>"

53.2. B% report

"deviceid": "<mac>",

"report": "thing.event.Offline",
"type": "notification”,

"ts"; <timestamp>,

"dt": "<yyyy-mm-dd HH:MM:SS>",

"report_cn": "<report event name>",

"detail_cn": "<report event description>"

53.3. 1BfT7report

"deviceid": "<mac>",

/1 NEEEE MAC

/18 IEY
/1R KR

//Unix B8] Bk (F)

// B EARS )

IR =B R, 5 Accept-Language tH3%
/IR EHHER, 5 Accept-Language 3%

/I NBE1E & MAC

//Unix B 18] B (%)

// BV HA R )

/IR =4 ZFR, 5 Accept-Language 1%
/IR E4IR, 5 Accept-Language 1<

/I NBE1E & MAC



"report":"thing.event.FaceRecognition.post",

"type":"notification”, //notification- 1@ %
"params"{
"uid™"<uid>" /BT AR uid
"veiryTime": "yyyy-mm-dd HH:MM:SS" //1B%7 B EART 8]
h
"ts": <timestamp>, //Unix B B8] 8 (7))
"dt": "<yyyy-mm-dd HH:MM:SS>", VASECEN 2
"report_cn": "<report event name>", /IR = ZFR, 5 Accept-Language fA3%

"detail_cn": "<report event description>" /&AM L EHIEIAR, 5 Accept-Language fH3%<

5.4. AB1®# mongodb Ff#

54.1. ABe&E facedevice

deviceid /1% id: MAC Hidik
protocoltype /7 EERY: face_catl
latest_sha256  //BEHTEIANEE sha256 1&

owner /%% owner
name /1% & BFR

onlinestatus /1 EZRTS 0-RAM 1- F24 -1-B%

54.2.  ABRYFE facefeatures

deviceid /%% id: MAC Hbfit
uid // NB& uid

feature /I NS FFAERY



A RERBRHERBIN—

Bk

E- il nodetype FHA protocoltype £3F
1 lock Z-Wave 3 lock
NB-loT % nblock NB-loT &%
nblock_2k NB-loT &%
X HF 2k FEEL
WIFI 81 wifilock
wifilock?2 FTAR wifi 8t
FELUX & | fingerprintreader | iSurpass F84(X % | fingerprintreader
e ar
Frx switch Z-Wave FF 3%/ | switch
/AT B/IRE
ar
TBEFF > | switch iSurpass ZoJEFF X | natural SEAEXHE
TR XE
Z-Wave W%
£
[E=EMR | scenepanel Z-Wave [E=mEMR | scenepanel
ik curtain Z-Wave BHEH] | multilevelswitch
BT dimmer Z-Wave BT multilevelswitch
ITR(BE R | doorwindowsensor | Z-Wave |7 & #% doorwindowsensor
NB-loT [ & # nbdoorwindowsensor | NB-loT 1%
NB-loT [J&# V2 | nbdoorsensor2
s | motion Z-Wave #a N | motion
=i aircondition Z-Wave i aircondition
mELT temperaturesensor | Z-Wave ;2 &1t temperaturesensor
=EIt luminancesensor | Z-Wave =&Eit luminancesensor
ZEI | humiditysensor Z-Wave JBEiT humiditysensor
R % smokesensor Z-Wave 1A smokesensor
IR7KELR | watersensor Z-Wave Jm/KER | watersensor
2T 45MZEH | irremote Z-Wave ZI9M=H] | irremote
B3R electricmeter Z-Wave B3k electricmeter
OneNet B3 electricmeter NB-loT &%
KEk watermeter Z-Wave 7K3& watermeter
OneNet /K3 watermeter NB-loT &%
ANB&IRS | facerecognition
F0m | av EWt levoice TS TCP
FESEdE
FEEH | pcmedia iSurpass F#ZE 41l | pcmedia T&E45 TCP




RESEIE

R IK 25 waterfilter P nbwaterfilter NB-loT &%
AN washer B E EAA nbwasher NB-loT i&%&
BI4ER RS | nbwasher_impeller NB-loT &%
BRI EARAL B | nbwasher_impeller b | NB-loT & &
TEEEA shoewasher B4 EEH nbshoewasher NB-loT &%
FAAN dryer B4 T 7H, nbdryer NB-loT &%
SOS S0Ss iISurpass SOS nbsos NB-loT &%
Z-Wave SOS SOS
B OIRE | serial Z-Wave A& & | serial
Hix eartag bteartag BHEE
MRS | gassensor Z-Wave A=Y | gassensor
BEAT roadlamp BEAT nbroadlamp NB-loT & &
E#%E medicalbox medicalbox 4G 1R &
k= lock e entrance B|LES TCP
lock B entranceb Y 5% {52
lock ANBg uniwin
==R lift 2R lift
sipiR& | sip AR & sip
HrEs a8 breaker & e TR S breaker wm®EAH TCP
X <155
%]

FRRIIBE(V2)EZE openservice-telecom v3.2.5 M ERRA. openservice v2.2.0 A LIRAEL js BEXTHE

nbdoorsensor2.js 3X1§)




