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About the Documentation

• Documentation and Release Notes on page xi

• Supported Platforms on page xi

• Using the Examples in This Manual on page xii

• Documentation Conventions on page xiii

• Documentation Feedback on page xv

• Requesting Technical Support on page xvi

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®

technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• SRX100

• SRX110

• SRX210

• SRX220

• SRX240

• SRX550

• SRX650
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Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration to a file and name the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete
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Merging a Snippet

To merge a snippet, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xiv defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xiv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure the machine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• The console port is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same line as the configuration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Represents graphical user interface (GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate the content,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.
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• E-mail—Send your comments to techpubs-comments@juniper.net. Include the document

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides you with the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on the Web or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).
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For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• WLAN on page 3

• AX411 Access Point on page 5

• Country Code and Regulatory Domain on page 11

• System and Network Settings on page 13

• Quality of Service on page 17

• Radio Settings on page 25

• Virtual Access Points on page 35
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CHAPTER 1

WLAN

• WLAN Overview on page 3

WLANOverview

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The wireless local area network (WLAN) system supported in this Junos OS Release

consists of an SRX Series Services Gateway and one or more AX411 Series WLAN Access

Points that are centrally managed by the SRX Series device. The access points are

connected to the ports on the SRX Series device and can relay data between the wired

and wireless network.

A WLAN allows wireless clients to communicate with each other and access the wired

network. Wireless clients can be laptop or desktop computers, personal digital assistants

(PDAs), or any other device equipped with a Wi-Fi adapter and supporting drivers. When

a wireless client starts up, it searches for beacon frames that originate from access points

to determine the service the access points provide. Upon completing predefined

authentication with an access point, the client is connected or associated with the access

point and can access the network. Depending upon the type of authentication configured,

the access point might need to communicate with a RADIUS server to validate or

authenticate the client.

The AX411 Access Point can only be managed from an SRX210, SRX240, or SRX650

Services Gateway with the appropriate access point licenses installed. Up to 32 access

points can be connected to an SRX Series Services Gateway. Multiple access points can

be connected to a single port on the SRX Series device through an external switch or

hub.

NOTE: The SRX Series device canmanage only the AX411 Access Point and
not any other vendors’ access points.

NOTE: On all branch SRX Series devices, managing AX411WLAN Access
Points throughaLayer3AggregatedEthernet (ae) interface isnot supported.
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The Juniper Networks WLAN provides security policies, AAA, and other security features

for wireless access. Configuration and management of the AX411 Access Point is through

either the Junos OS CLI or J-Web interface on the SRX Series Services Gateway. You can

also use the Network and Security Manager (NSM) to configure and manage the access

point through the SRX Series device. Access point logs are maintained on the SRX Series

Services Gateway and upgrades of the access point software are performed from the

SRX Series device.

Related
Documentation

• WLAN Feature Guide for Security Devices

• AX411 Access Point Feature Overview on page 5

• Understanding Wireless Client Requirements on page 8

• Understanding Access Point Licensing on page 6

• Network and Security Manager and J Series and SRX Series Device Management
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CHAPTER 2

AX411 Access Point

• AX411 Access Point Feature Overview on page 5

• Understanding Access Point Licensing on page 6

• Understanding Packet Capture on the AX411 Access Point on page 7

• Understanding Wireless Client Requirements on page 8

AX411 Access Point Feature Overview

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Use the Junos OS CLI or J-Web interface on the SRX Series Services Gateway to configure

the following features of the AX411 Access Point:

• IEEE 802.11 a/b/g/n wireless client stations—The AX411 Access Point supports dual

radios, each of which can be configured independently. A radio can operate in any one

of the radio modes specified by the IEEE wireless networking standards such as 802.11a,

802.11b/g, or 802.11n. The radio mode determines what type of wireless clients can

connect to the access point. The radio on the access point can be configured to support

just one type of client or a mixed mode, where different types of clients can connect

to the radio.

• Wireless security for client authentication and encryption, including:

• Wi-Fi Protected Access (WPA) Personal—A Wi-Fi Alliance standard that includes

Advanced Encryption Standard-Counter Mode with Cipher Block Chaining Message

Authentication Code Protocol (AES-CCMP) and Temporal Key Integrity Protocol

(TKIP) with preshared key authentication. Both WPA and the newer WPA2 standards

are supported.

• WPA Enterprise—A Wi-Fi Aliance standard that includes AES-CCMP and TKIP with

RADIUS server authentication.

• 802.1x—An IEEE standard for dynamic key generation using a RADIUS server that

supports Extensible Authentication Protocol (EAP). To work with Windows clients,

the authentication server must support Protected EAP (PEAP) and version 2 of the

Microsoft Challenge Handshake Authentication Protocol (MS-CHAPv2). This is also

known as dynamicWEP.
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• Static Wired Equivalent Privacy (WEP) protocol—A data encryption protocol that

uses shared keys.

• MAC authentication—Wireless clients are allowed or denied network access based

on their MAC address. The list of MAC addresses that are allowed or denied can be

configured on a RADIUS server or on the SRX Series device.

The access point also supports no security, which allows any client to connect to the

access point. Data transferred between the client and the access point is not encrypted.

• IEEE 802.1x supplicant mode—The access point can operate as an 802.1x supplicant

to authenticate itself with the network using EAP-MD5 challenge authentication.

• Multiple virtual access points on a single access point—A virtual access point is a logical

simulation of a physical access point and is identified by a configured service set

identifier (SSID) and a unique basic service set identifier (BSSID). You can configure

up to 16 virtual access points per radio.

• DHCP client—At its initial startup, the access point broadcasts requests for an IP address

to an available DHCP server. If there is no DHCP server on the network, a static IP

address and default gateway can be configured for the access point.

• Quality-of-service (QoS) configuration based on the Wi-Fi Alliance Wi-Fi Multimedia

(WMM) specification—This feature allows you to tune throughput and performance

for different types of wireless traffic such as voice over IP (VoIP), audio, video, streaming

media, and other IP data.

Related
Documentation

WLAN Feature Guide for Security Devices•

• AX411 Access Point Hardware

• AX411 Access Point Configuration Overview on page 51

Understanding Access Point Licensing

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can configure and manage up to two AX411 Access Points from an SRX Series Services

Gateway without installing a license on the SRX Series device. To configure and manage

additional AX411 Access Points, you must install one or more licenses on the SRX Series

device.

The following licenses are available for the SRX Series Services Gateway:

• 2–access point license—Two additional access points can be configured from the SRX

Series Services Gateway.

• 4–access point license—Four additional access points can be configured from the SRX

Series Services Gateway.
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• 8–access point license—Eight additional access points can be configured from the

SRX Series Services Gateway.

• 14–access point license—14 additional access points can be configured from the SRX

Series Services Gateway.

Licenses can be added in any increment to increase the number of access points supported

on an SRX Series device.

For information about how to purchase software licenses for your device, contact your

Juniper Networks sales representative.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Administration Guide for Security Devices

• Getting Started with the Default Access Point Configuration on page 47

Understanding Packet Capture on the AX411 Access Point

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This topic includes the following sections:

• Packet Capture on the AX411 Access Point on page 7

• Understanding Capture File Mode on the AX411 Access Point on page 7

Packet Capture on the AX411 Access Point

The AX411 Access Point software supports packet capture functionality. The packet

capture tool helps you to analyze network traffic and troubleshoot network problems.

The packet capture tool captures real-time data packets traveling over the network, for

monitoring and logging. Packets are captured as binary data, without modification.

The access point can capture the following types of packets:

• 802.11 packets received and transmitted on the radio interfaces. The packets captured

on radio interfaces include the 802.11 header.

• 802.3 packets received and transmitted on the Ethernet interface.

• 802.3 packets received and transmitted on the internal logical interfaces such as virtual

access point interfaces.

The AX411 Access Point wireless packet capture tool operates in capture file mode.

Understanding Capture File Mode on the AX411 Access Point

In capture file mode, captured packets are stored in a file on the access point. The access

point can transfer the file to a server through HTTPS.

During the capture you can monitor the capture status, elapsed capture time and current

capture file size. The information is updated every 10 seconds while the capture is in

progress.
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You can specify the following parameters while configuring packet capture on the access

point:

• Time—Time duration for the capture. You can specify a duration of 10 to 3600 seconds.

• Maximum file size—The maximum file size of the capture buffer. You can set the file

size from 64 to 4096 KB.

• Interface—Interface on which to capture the packets. The interface is selected by

specifying an interface name, such as Radio1 or Radio1VAP1.

Table 3 on page 8 provides information on the AX411 Access Point configuration

parameters for packet capture on the radio interfaces.

Table 3: Access Point Configuration Parameters for Packet Capture

DescriptionParameter

• When this parameter is enabled, the access point captures
802.11 beacons detected or transmitted by the radio.

• Disabling beacon capture significantly reduces the number
of packets captured by the radio in mostly idle networks.

Capture Beacons

• When this parameter is enabled, the radio is placed in
promiscuous mode (if packet capture is active) and the
access point captures all traffic on the channel including
traffic that is not destined for this access point.

• As soon as the capture is done, the radio reverts to
nonpromiscuous mode.

Promiscuous Capture

When this parameter is enabled, the access point captures
only packets that are transmitted to or received from a client
with the specified MAC address.

The MAC filter is active only when capture is performed on an
802.11 interface.

MAC filter

NOTE: When youactivate the packet capture, the capture proceeds until the
capture time reaches the configured duration, the capture file reaches its
maximum size, or you stop the capture.

Related
Documentation

WLAN Feature Guide for Security Devices•

• AX411 Access Point Configuration Overview on page 51

• Understanding 802.1x Authentication of the Access Point on page 16

• Configuring Packet Capture on the AX411 Access Point (CLI Procedure) on page 53

UnderstandingWireless Client Requirements

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Copyright © 2016, Juniper Networks, Inc.8

WLAN Feature Guide for Security Devices

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/AX411/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html


The AX411 provides wireless access to any client with a properly configured Wi-Fi client

adapter for the 802.11 radio mode in which the access point is running. The AX411 Access

Point supports multiple client operating systems.

To connect to the AX411 Access Point, wireless clients need the following hardware and

software:

• Wi-Fi client adapter—Portable or built-in Wi-Fi adapter that supports one or more of

the IEEE 802.11 radio modes in which you plan to run the access point.

• Wireless client software—Client software, such as the Microsoft Windows Supplicant,

configured to associate with the AX411 Access Point.

• Client security settings—If the security mode on the AX411 is set to anything other than

“no security,” wireless clients need to be configured for the authentication mode used

by the access point and provide a valid username and password, certificate, or similar

proof of identity.

NOTE: Client users can allow theWindowsWireless Zero Configuration
(WZC) service to automatically configure wireless settings on the client.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding Client Security on page 38

• AX411 Access Point Hardware
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CHAPTER 3

Country Code and Regulatory Domain

• Understanding the Country Code on page 11

• Understanding Regulatory Domains and IEEE 802.11d on page 11

Understanding the Country Code

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The country code affects the radio modes, list of channels, and radio transmission power

that the AX411 Access Point can support. Wireless regulations vary from country to

country. Make sure you select the correct code for the country in which the access point

operates so that the access point complies with the regulations in that country.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Radio Modes on page 26

• Understanding Power and Channel Assignment on page 27

Understanding Regulatory Domains and IEEE 802.11d

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The country code setting identifies the regulatory domain in which the access point

operates.

The AX411 Access Point supports the IEEE 802.11d (world mode) standard by default.

This standard causes the access point to broadcast the country it is operating in as part

of its beacons and probe responses. This standard allows client stations to operate in

any country without reconfiguration. For example, the wireless laptop belonging to a

visitor from Europe can associate with an access point in the United States and

automatically switch to the correct channel settings without the user reconfiguring the

laptop settings.

You can disable the access point from broadcasting the country code in its beacons.

However, this only applies to radios configured to operate in the g (2.4 GHz) band. For

radios operating in the a (5 GHz) band, the access point software configures support for

802.11h. When 802.11h is supported, the country code information is broadcast in the

beacons.
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NOTE: On AX411 Access Points, the possible completions available for the
configuring the country code displays the list of all the countries, and it is not
based on the regulatory domain within which the access point is deployed.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Example: Disabling Country Broadcast on page 55
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CHAPTER 4

System and Network Settings

• System and Network Configuration Overview on page 13

• Understanding How the Access Point Obtains an IP Address on page 14

• Understanding Layer 2 Forwarding Operations on page 14

• Understanding Management VLAN Support on page 15

• Understanding Untagged VLAN Designation on page 15

• Understanding NTP Support on page 15

• Understanding 802.1x Authentication of the Access Point on page 16

System and Network Configuration Overview

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Configure the following system and network settings for the access point:

• Interface on the SRX Series device to which the access point is connected.

• System settings, which include:

• Network Time Protocol (NTP) server.

• Console port baud rate.

• Ethernet settings, including static IP address and default gateway, management

and untagged VLAN IDs, and DNS server address.

• If your network uses IEEE 802.1x standard port-based network authentication control

to allow devices to connect, the access point can be configured to provide a username

and password for authentication.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding How the Access Point Obtains an IP Address on page 14

• Understanding Layer 2 Forwarding Operations on page 14

• Understanding NTP Support on page 15

• Understanding 802.1x Authentication of the Access Point on page 16
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Understanding How the Access Point Obtains an IP Address

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This topic describes how the access point obtains an IP address.

By default, the DHCP client on the AX411 Access Point automatically broadcasts requests

for an IP address and other network information when the access point is powered on.

At its initial startup, the access point obtains its IP address from the DHCP server on the

SRX Series device. After the access point has established a connection to the SRX Series

device, you can configure static IP and default gateway addresses for the access point.

When the access point obtains an IP address from a DHCP server, you can run one of the

following CLI operational mode commands to view the IP address of the access point:

• user@host> showwlan access-points name

• user@host> showwlan access-points name detail

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Layer 2 Forwarding Operations on page 14

• AX411 Access Point Configuration Overview on page 51

Understanding Layer 2 Forwarding Operations

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

In typical deployments, configure the PoE port of the SRX Series device as a Layer 2 port

(family ethernet-switching) that is a VLAN trunk or access port. Configuring the port as

a Layer 2 port enables spanning VLANs across access points.

All access points connected to a single SRX Series device and all the wired clients

connected to the Layer 2 ports of the same SRX Series device form a single switching

domain. This facilitates Layer 2 roaming of wireless clients between the access points

connected to the same SRX Series device.

When clients connected to the same access point are on the same VLAN, the access

point forwards traffic between the clients. A VLAN can span across access points and

also between a wired LAN and a wireless LAN. When clients on the same VLAN are

connected to different access points, the switching functions on the SRX Series device

forwards traffic between the clients. When there are wireless clients connected to an

access point and wired clients connected to a port on the SRX Series device on the same

VLAN, the switching functions on the SRX Series device forward traffic between the

clients.

Packets received from the access point on the Layer 2 port are regular Ethernet packets

and are indistinguishable from Ethernet packets received on other Layer 2 ports connected

to wired devices. The packets can be switched or routed through the VLAN Layer 3
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interface. Firewall policies can be configured on VLAN Layer 3 interfaces to inspect traffic

that is routed from wireless clients.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Management VLAN Support on page 15

• Understanding Untagged VLAN Designation on page 15

UnderstandingManagement VLAN Support

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The management VLAN is the VLAN associated with the IP address used to access the

access point. Management traffic to and from the AX411 Access Point is sent on the

management VLAN. The access point ignores any management traffic received from a

different VLAN.

The management VLAN can be the same as one of the VLANs configured for a virtual

access point or a different VLAN. The default management VLAN configured on the AX411

Access Point is VLAN 1. This VLAN is also the default untagged VLAN. If you already have

a management VLAN configured on your network with a different VLAN ID, change the

management VLAN ID on the access point by specifying a number from 2 to 4094.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring the Management VLAN on page 63

Understanding Untagged VLANDesignation

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The access point allows one VLAN ID to be configured as the ID for “untagged” traffic.

When untagged traffic is received on the Ethernet interface, the access point assigns this

VLAN ID to the traffic. When the access point sends traffic destined to the untagged

VLAN out of the Ethernet interface, the traffic is untagged. The default untagged VLAN

is VLAN 1.

Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding NTP Support

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The access point supports a Network Time Protocol (NTP) client that can obtain and

maintain its time from a server on the network. Using an NTP server provides the access

point with the correct time for log messages and session information. The NTP client

sends requests to a configured NTP server every 3600 seconds.
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Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding 802.1x Authentication of the Access Point

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

On networks that use IEEE 802.1x port-based network access control, an 802.1x

authenticator must grant access to a supplicant. As an 802.1x supplicant, the AX411

Access Point can provide configured information to the authenticator to gain access to

the network. If your network uses 802.1x, you must configure a Message Digest 5 (MD5)

username and password that the access point can use for its authentication. Both the

username and password can be 1 to 64 characters in length. ASCII printable characters

are allowed, which includes upper- and lowercase alphabetic letters, digits, and special

symbols such as@ and #.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Example: Configuring 802.1x Authentication on page 64
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CHAPTER 5

Quality of Service

• Understanding Quality of Service on page 17

• Understanding Wi-Fi Multimedia on page 18

• Understanding Traffic Prioritization on page 19

• Understanding WMM Power Save on page 23

• Understanding No Acknowledgment on page 23

Understanding Quality of Service

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Quality of service (QoS) configuration allows you to tune throughput and performance

for different types of wireless traffic such as voice over IP (VoIP), audio, video, streaming

media, or traditional IP data. You can specify minimum and maximum transmission wait

times for traffic queues from the access point to the client and/or from the client to the

access point.

The default values configured for traffic queues are those suggested by the Wi-Fi Alliance

in the Wi-Fi Multimedia (WMM) specification. These values should not need to be changed

in normal use.

NOTE: QoS settings apply to either radio 1 and radio 2 in the AX411 Access
Point and traffic for each radio is queued independently.

NOTE: Changing QoS settingsmight cause the access point to stop and
restart system processes. If this happens, wireless clients will temporarily
lose connectivity. We recommend that you change access point settings
whenWLAN traffic is low.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Wi-Fi Multimedia on page 18

• Understanding Traffic Prioritization on page 19
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• Understanding WMM Power Save on page 23

• Understanding No Acknowledgment on page 23

UnderstandingWi-Fi Multimedia

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The Wi-Fi Multimedia (WMM) specification provides prioritization of packets for four

types of traffic:

• Voice—High priority queue with minimum delay. Time-sensitive data such as VoIP and

streaming mode are automatically sent to this queue.

• Video—High priority queue with minimum delay. Time-sensitive video data is

automatically sent to this queue.

• Best effort—Medium priority queue with medium throughput and delay. Most traditional

IP data is sent to this queue.

• Background—Lowest priority queue with high throughput. Bulk data that requires

maximum throughput but is not time-sensitive (for example, FTP data) is sent to the

queue.

Priority is based on the 802.11 Carrier Sense Multiple Access with Collision Avoidance

(CSMA/CA) protocol. When multiple devices try to access the wireless medium at the

same time, packet collisions can occur. To minimize the chances of packet collision, a

client must wait for a randomly selected time and then check to see if any other device

is communicating on the medium before it starts to transmit.

The wait time consists of a fixed period called the arbitration interframe spacing (AIFS)

followed by a random period called the contention window. You can specify the minimum

and maximum contention window values.

The WMM specification suggests different wait times for each of the traffic queues so

that applications that are sensitive to packet delays have less time to wait and therefore

have a better chance of transmitting on the network. To allow consistent QoS across

both wireless and wired networks, the queues defined in the WMM specification map to

IEEE 802.1d prioritization tags (see Table 4 on page 18).

Table 4:WMMQueues to IEEE 802.1d TagMapping

IEEE 802.1d TagWMMQueue

7, 6Voice

5, 4Video

0, 3Best Effort

2, 1Background
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Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding Traffic Prioritization

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The access point automatically prioritizes all data traffic that it forwards. The access

point uses the WMM indicator, the 802.1p priority tag, and DiffServ code point (DSCP)

to prioritize traffic. The access point also supports the SpectraLink Voice Priority (SVP)

traffic classification.

WMM voice frames are not subject to 802.11n frame aggregation. This allows for low

latency of each voice frame in a WMM voice traffic stream. Depending on the traffic on

the network, this could give the appearance that aggregated WMM traffic—such as

video—is being given higher priority than voice because the aggregated throughput of

video traffic could be higher than the voice traffic. However, each unaggregated voice

data frame is actually being assigned to a higher priority WMM queue.

The following sections define the rules for prioritizing frames.

• Frames Received on Wireless Medium on page 19

• Frames Received on Wired Medium on page 21

• DiffServ Marking Effects on Frame Priority on page 22

Frames Received onWireless Medium

For packets received on the wireless medium the access point checks whether the frame

contains WMM markings in the header. If the markings are present, the access point maps

the WMM user priority (802.11e) to 802.1p priority as shown in Table 5 on page 19.

Table 5: 802.11e to 802.1p Priority Mapping

802.1p PriorityAccess Category802.11e Priority

1Background1

2Background2

0Best Effort0

3Best Effort3

4Video4

5Video5

6Voice6

7Voice7
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Note that 802.1p priority 0 is given higher priority by the network than 802.1p priority 1

and 2.

If the incoming frame does not contain WMM markings, the access point checks whether

the frame contains SpectraLink Voice Priority (SVP) protocol packets. Only IPv4 frames

are checked for the SVP protocol packets. Any frame using the SVP protocol is assigned

802.1p priority 6.

If the frame does not contain SVP protocol packets, the access point examines the DSCP

field. Only IPv4 frames are classified using the DSCP field. Table 6 on page 20 maps

DSCP values to the assigned 802.1p priorities.

Table 6: DSCP to 802.1p Priority Mapping forWireless Medium

802.1p PriorityCode Point DesignationDSCP Value

7CS756

6CS648

6EF46

5CS540

4AF4x38, 36, 34

4CS432

4AF3x30, 28, 26

3CS324

3AF2x22, 20,18

2CS216

3AF1x14, 12, 10

1CS18

0CS00

Frames that do not fall into any of the categories in Table 6 on page 20 are assigned

802.1p priority 0.

The access point has only one queue on the Ethernet port for packets to be transmitted

to the wired side. This is based on the assumption that the Ethernet medium can handle

more traffic than the access point can receive from the wireless side. Thus, an 802.11n

access point must be connected to a Gigabit Ethernet port.
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If the access point transmits the frame back into the wireless medium, then it uses the

priority to select the appropriate egress queue in the same way as for traffic received

from the wired network. The access point supports eight queues per radio for the packets

to be transmitted to the wireless side.

Frames Received onWiredMedium

The access point can receive tagged and untagged frames on the wired medium. The

access point prioritizes ingress traffic on the Ethernet port based on the 802.1p tag and

the DSCP value. The Ethernet port prioritization is always enabled, even when WMM is

disabled.

The frames destined to wireless clients are not tagged. The priority is only used for internal

processing. If the frame uses the SVP protocol, then the 802.1p priority is set to 6. For

other IPv4 frames the priority is assigned as shown in Table 7 on page 21.

Table 7: DSCP to 802.1p Priority Mapping forWiredMedium

802.1p PriorityCode Point DesignationDSCP Value

7CS756

6CS648

6EF46

5CS540

4AF4x38, 36, 34

4CS432

4AF3x30, 28, 26

3CS324

3AF2x22, 20,18

2CS216

3AF1x14, 12, 10

1CS18

0CS00

Untagged IPv4 frames use Table 7 on page 21 to assign 802.1p priority. Untagged non-IPv4

frames are prefixed with a tag containing 802.1p priority equal to 0. Tagged frames that

are not using the SVP protocol use the priority in the tag to direct the packet to the correct

wireless egress queue.
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The next step is to map the 802.1p priority to the appropriate egress queue. The mapping

works differently depending on whether WMM is enabled on the access point. If WMM

is not enabled, then non-SVP traffic is mapped to the same hardware egress queue. SVP

traffic is mapped to a high priority hardware queue, which is configured using the following

egress attributes:

• Arbitration interframe space (AIFS)=1

• Minimum contention window (cwMin)=0

• Maximum contention window (cwMax)=0

• Number of milliseconds of the longest burst (maxBurst)=1.5

When WMM is disabled, the transmitted 802.11 frames do not contain WMM markers.

When WMM is enabled, the SVP traffic is queued to the “voice” hardware queue. The

other traffic is mapped to hardware queues based on the 802.1p priorities as shown in

Table 8 on page 22.

Table 8: 802.11p to 802.1e Priority Mapping

802.1e PriorityAccess Category802.11p Priority

1Background1

2Background2

0Best effort0

3Best effort3

4Video4

5Video5

6Video6

7Video7

When WMM is supported by both the client and the access point, the frames contain

WMM markers. If only the access point supports WMM then the frame is sent using the

appropriate queue, but does not contain the WMM markers.

DiffServ Marking Effects on Frame Priority

The access point supports DiffServ as part of its client QoS feature, which allows for a

frame to be marked as part of a configurable policy attribute action. A marking action

can alter the 802.1p priority or the IP DSCP/precedence field of a frame to any of the

values defined in the preceding tables.

Whenever DiffServ marks the 802.1p field of a frame, it also sets the internal frame priority

to the same value. Whenever DiffServ marks the IP DSCP or IP Precedence field of a

Copyright © 2016, Juniper Networks, Inc.22

WLAN Feature Guide for Security Devices



frame, it sets the internal frame priority to the same value as indicated in the 802.1p

column in Table 7 on page 21, although it does not actually change the contents of the

802.1p field in the frame itself. Note that an IP Precedence marking is interpreted according

to its compatibility selector (CSx) code point value for purposes of referencing the DSCP

mapping table. The updated internal frame priority is then used in the usual manner to

determine the WMM queue mapping for frames traveling in the wired-to-wireless direction,

or for frames received from the wireless medium that are forwarded to another wireless

station within the same Basic Service Set (BSS).

Related
Documentation

WLAN Feature Guide for Security Devices•

UnderstandingWMMPower Save

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The 802.11e standard provides for a power save mechanism called Automatic Power

Save Delivery (APSD). The Wi-Fi Alliance’s Wi-Fi Multimedia (WMM) specification power

save is based on a form of APSD called Unscheduled APSD (U-APSD). The use of U-APSD

increases throughput, and it also provides a mechanism for retrieving data on a per access

class basis.

Wireless clients set up WMM power save when they associate with the access point. The

client selects the access classes (voice, video, best effort, background) that use WMM

power save.

WMM power save is enabled by default on the AX411 Access Point; you can disable

U-APSD as part of the QoS features. The access point can support both U-APSD clients

and legacy power-save clients simultaneously.

NOTE: Disabling or enablingWMMpower save has no effect if WMM is
disabled.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Wi-Fi Multimedia on page 18

Understanding No Acknowledgment

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The 802.11e standard also specifies an option referred to as “no acknowledgment”. When

this option is used, the MAC does not send an ack when it has correctly received a frame.

This means that reliability of "no ack" traffic is reduced, but it improves the overall MAC

efficiency for time-sensitive traffic, such as VoIP, where the data has a certain, very strict,

lifetime. The "no ack" option also introduces more stringent real-time constraints because

if an ack is not expected, then the next frame for transmission has to be ready within a

short interframe space (SIFS) period from the end of the last transmission. Also, note
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that block acks override the WMM “no ack” option. In other words, block acks will be sent

when doing frame aggregation even if the “no ack” option is enabled.

NOTE: Configuring no acknowledgment has no effect if WMM is disabled.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding Wi-Fi Multimedia on page 18
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CHAPTER 6

Radio Settings

• Radio Configuration Overview on page 25

• Understanding Turning a Radio Off on page 26

• Understanding Radio Modes on page 26

• Understanding Power and Channel Assignment on page 27

• Understanding Transmit Power Allocation on page 27

• Understanding Channel Assignment on page 28

• Understanding IEEE 802.11n on page 29

• Understanding Maximum Client Associations on page 32

• Understanding Beacon Intervals on page 32

• Understanding DTIM Period on page 32

• Understanding Fragmentation Threshold on page 33

• Understanding RTS Threshold on page 33

• Understanding Fixed Multicast Rate on page 33

• Understanding Broadcast and Multicast Rate Limiting on page 34

• Understanding Fixed Rate Speeds on page 34

Radio Configuration Overview

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The AX411 Access Point supports dual radios, each of which can be configured

independently. A radio can operate in any one of the radio modes specified by IEEE

wireless networking standards such as 802.11a, 802.11b/g, or 802.11n. The radio mode

determines what type of wireless clients can connect to the access point. The radio on

the access point can be configured to support just one type of wireless client or a mixed

mode where different types of clients can connect to the radio.

NOTE: Applying changes to radio settings cancause theaccesspoint to stop
and restart system processes. If this happens, wireless clients that are
connected to the access point will temporarily lose connectivity. We
recommend that you change radio settings whenWLAN traffic is low.
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Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Turning a Radio Off on page 26

• Understanding Radio Modes on page 26

• Understanding Power and Channel Assignment on page 27

• Understanding Transmit Power Allocation on page 27

• Understanding IEEE 802.11n on page 29

• Understanding Maximum Client Associations on page 32

Understanding Turning a Radio Off

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Radios on the access point are enabled by default. You can disable a radio in its

configuration. Disabling an active radio causes the access point to broadcast a

deauthentication message to connected wireless clients. This action triggers the clients

to start authentication and association processes immediately with other available

access points.

Any virtual access point configured for the radio is not visible to wireless clients until the

radio is enabled again.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Access Point Shutdown on page 154

Understanding Radio Modes

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The radio mode defines the Physical Layer (PHY) standard that the radio uses. The radio

mode determines the types of wireless clients that can connect to the access point.

NOTE: ThemodesavailableontheAX411AccessPointdependonthecountry
code setting.

For each radio, select one of the following modes:

• IEEE 802.11a—Only 802.11a clients can connect to the access point.

• IEEE 802.11b/g—802.11b and 802.11g clients can connect to the access point.

• IEEE 802.11a/n—802.11a clients and 802.11n clients operating in the 5 GHz frequency

can connect to the access point.

• IEEE 802.11b/g/n—802.11b, 802.11g, and 802.11n clients operating in the 2.4 GHz

frequency can connect to the access point. This is the default mode.
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• 5 GHz IEEE 802.11n—Only 802.11n clients operating in the 5 GHz frequency can connect

to the access point.

• 2.4 GHz IEEE 802.11n—Only 802.11n clients operating in the 2.4 GHz frequency can

connect to the access point.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring Radio Settings on page 57

Understanding Power and Channel Assignment

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

To achieve the desired network performance of the 802.11 radios, you can configure the

access point with power and channel settings. The available power and channel settings

depend on country code, regulatory domain requirements, and radio mode.

For 802.11a radios, if the regulatory domain requires radar detection on the channel, the

dynamic frequency selection (DFS) and transmit power control (TPC) features of 802.11h

are activated. DFS is a mechanism that requires wireless devices to share spectrum and

avoid co-channel operation with radar systems in the 5-GHz band. DFS requirements

vary based on the regulatory domain, which is determined by the country code setting

of the access point. Each regulatory domain defines a standard, which specifies the types

of waveforms that must be detected as well as the threshold and timing requirements.

For example, the European Union Telecommunications Institute (ETSI) standard EN 301

893 V1.3.1 defines the DFS requirements for countries in the ETSI domain. The Federal

Communications Commission (FCC) standard FCC 06-96 defines these requirements

for FCC countries such as the USA. The AX411 Access Point supports the requirements

defined in these standards and also allows the administrator to change the country code

configuration from one regulatory domain to another.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Transmit Power Allocation on page 27

• Understanding Channel Assignment on page 28

Understanding Transmit Power Allocation

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The AX411 Access Point allows for configuration of transmit power on a per radio basis.

The typical transmit power of the 802.11a/b/g mode radio is approximately +17 dBm to

+30 dBm. There is a direct relation between the power and cell coverage of the access

point. The clients that are not in the cell range would lose connectivity. It is advisable to

keep the cell coverage as small as possible to provide more capacity, as capacity and

coverage are inversely proportional.

Transmit power assignment is done on a percentage basis. By default, the access point

assigns 100 percent power assignment to each radio at startup to give maximum coverage
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and potentially reduce the number of access points required. The transmit power

percentage can be configured on a per-radio basis.

To increase capacity of the network, place access points closer together and reduce the

value of the transmit power. This helps reduce overlap and interference among access

points. A lower transmit power setting can also keep your network more secure because

weaker wireless signals are less likely to propagate outside of the physical location of

your network.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring Radio Settings on page 57

Understanding Channel Assignment

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The channel defines the portion of the radio spectrum the radio uses for transmitting

and receiving. The range of available channels for the radio is determined by the radio

mode and the country code setting. Each radio mode offers a number of channels,

depending on how the spectrum is licensed by national and transnational authorities

such as the Federal Communications Commission (FCC) or the International

Telecommunication Union (ITU-R).

You can configure a static channel on a per-radio basis. The valid 802.11b/g or 802.11a

channel numbers vary depending on the country code. For example, valid 802.11b/g

channels for the US are 1 to 11 and valid channels for most European countries are 1 to 13.

The default static channel for 802.11b/g is 6. The default static channel for 802.11a is 36.

If the radio is configured to be in 802.11a mode and the country code is covered by a

regulatory domain that requires radar detection, then the access point attempts to use

the statically configured channel first. If radar is detected on that channel, the access

point then uses the 802.11h protocol for selecting the channel. This means selecting a

radar-free channel and performing a 60-second availability check before operating on

that channel. Regulatory domain requirements specify that the access point must move

out of the operating channel within the “channel leave time” (10 seconds) of when radar

is detected. Additionally, the access point must perform a 60-second availability check

to determine that the new channel is radar-free before operating on that channel.

However, per 802.11h, when radar is detected on a channel, the access point sends a

channel switch announcement and five beacons with the new channel number. Because

the new channel cannot be confirmed within the channel leave time, the new channel

number advertised in the channel announcement and beacon frames is the first non-radar

channel, which may or may not be the new operating channel. Also, clients that roam to

the newly announced channel might time out while waiting for the access point because

it will take at least 60 seconds for the access point to actually start operating on its new

channel.

If you select auto for the channel setting, the access point scans available channels and

selects a channel where no traffic is detected. The channel is chosen from the list of valid

channels for that country and radio band. In the 5-GHz band, if a radar sensitive channel
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is selected in regulatory domains that require radar detection, the access point performs

a 60-second passive scan searching for radar before operating on that channel. If radar

is not detected, the access point will operate on that channel; otherwise, the access point

will select another channel from the list of valid channels.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring Radio Settings on page 57

Understanding IEEE 802.11n

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The AX411 Access Point software provides support for IEEE standard 802.11n – Draft 2.0.

This standard enables higher throughput, improved reliability, and improved range.

By default, the access point is configured to operate in a b/g/nmode which enables

pre-n clients to associate with the access point. The n clients can also associate in this

mode, where they can take advantage of the 802.11n enhancements. You can override

the default mode of operation and tune various aspects of the 802.11n standard.

The following sections describe the various 802.11n-specific configurable options.

• Radio Mode on page 29

• Channel Bandwidth on page 30

• Primary Channel (40-MHz Channel Bandwidth Only) on page 30

• Transmission Rates on page 30

• Protection on page 31

• Guard Interval on page 31

RadioMode

The radio mode determines the type of wireless clients that can connect to the access

point. The 802.11n access point supports 802.11b, 802.11g, 802.11a, and 802.11n clients.

The radio can be configured to support only one type of client or to use a mixed mode in

which different types of clients can connect to the radio.

The AX411 Access Point has two radios: radio 1 is set to operate at 5 GHz and radio 2 is

set to operate at 2.4 GHz.

Radio 1 supports the following modes:

• 802.11a—Only 802.11a clients can connect to the access point.

• 802.11a/n—802.11a and 802.11n clients operating in 5-GHz frequency can connect to

the access point. This is the default mode for this radio.

• 5 GHz 802.11n—Only 802.11n clients operating in 5-GHz frequency can connect to the

access point.

Radio 2 supports the following modes:
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• 802.11b/g—802.11b and 802.11g clients can connect to the access point.

• 802.11b/g/n—802.11b, 802.11g, and 802.11n clients operating in 2.4-GHz frequency can

connect to the access point. This is the default mode for this radio.

• 2.4 GHz 802.11n—Only 802.11n clients operating in 2.4-GHz frequency can connect to

the access point.

Channel Bandwidth

The 802.11n specification allows the use of a 40-MHz wide channel. This enables higher

data rates to be achieved versus rates obtainable using the “legacy” channel bandwidth

of 20 MHz. However, when using a wider channel bandwidth there are fewer channels

available for use by other 2.4-GHz or 5-GHz devices. To restrict the use of the channel

bandwidth to a 20-MHz channel, you can configure the channel bandwidth. This setting

applies to either the 2.4-GHz or 5-GHz bands.

Some regulatory domains do not support the use of 40-MHz channel bandwidth. If the

access point is operating in a regulatory domain that does not support a 40-MHz channel

bandwidth, then this setting will not apply.

Primary Channel (40-MHz Channel Bandwidth Only)

A 40-MHz channel can be considered to consist of two 20-MHz channels that are

contiguous in the frequency domain. These two 20-MHz channels are often referred to

as the “primary” and “secondary” channels. The primary channel is used forn clients who

only support 20-MHz channel bandwidth and legacy clients.

When the access point is configured to use 40-MHz channel bandwidth, you can specify

the location of the primary channel—either the upper half or lower half of the 40-MHz

channel. When the user selects a 40-MHz channel, the channel choice will always refer

to the primary channel.

For example, if the 40-MHz channel is in the 5-GHz band and you have selected channel

36 and specified the primary channel as “upper,” then the primary channel would exist

at channel 40, the secondary channel would exist at channel 36, and the center frequency

of the 40-MHz channel would exist at channel 38.

Transmission Rates

The 802.11n specification defines a new set of transmission rates to enhance throughput

for 802.11n wireless clients. These rates are defined as modulation and coding scheme

(MCS) indexes. MCS indexes have different meanings depending on the size of the

channel bandwidth in use. The access point software and hardware supports MCS indexes

0-15, and 32 which allows for a maximum transmission rate as high as 270 Mbps.

Transmission rates are not configurable.

The access point software and hardware is capable of transmission rates as high as 54

Mbps for legacy devices. When the access point is configured to operate in a “mixed”

radio mode (for example, 802.11b/g/n mode), the access point sends and receives frames

based on the type of client. By default, the access point always selects the optimum rate

for communicating with the client based on wireless network conditions. Note that in a
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mixed radio mode, you are still allowed to select supported and basic rates. The 802.11n

clients are backward compatible with legacy transmission rates (a rate defined in an

802.11 standard prior to 802.11n) and can communicate using these legacy rates.

Default selected values for legacy basic rates are as follows:

• g radio mode—1, 2, 5.5, and 11 Mbps

• a radio mode—6, 12, and 24 Mbps

Default selected values for legacy supported rates are as follows:

• g radio mode—1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48, and 54 Mbps

• a radio mode—6, 9, 12, 18, 24, 36, 48, and 54 Mbps

Protection

The 802.11n specification provides protection rules to guarantee that 802.11n transmissions

do not cause interference with legacy stations or access points. By default, these

protection mechanisms are enabled. However, you can turn off these protection

mechanisms.

With protection enabled, protection mechanisms are invoked if legacy devices are within

range of the access point. This causes more overhead on every transmission, which has

an impact on performance. There is no impact on performance if there are no legacy

devices within range of the access point.

NOTE: Care should be taken when turning protection off because legacy
clientsoraccesspointswithin rangecanbeaffectedby802.11n transmissions.
This setting does not affect a client’s ability to associate with the access
point.

There are also protection mechanisms for 802.11g transmissions to provide similar,

interference-free operation of legacy 802.11b clients and access points. When you

configure the protection setting, both the 802.11n and 802.11g protection mechanisms

are affected.

Guard Interval

An additional technique used to improve throughput in 802.11n transmissions is to shorten

the guard interval. The guard interval is a time interval inserted between orthogonal

frequency division multiplexing (OFDM) symbols in which no valid data is transmitted.

The purpose of this guard interval is to reduce intersymbol and intercarrier interference

(ISI and ICI). The 802.11n specification allows for a reduction in this guard interval from

800 nanoseconds (defined in the 802.11a and 802.11g specifications) to 400 nanoseconds.

This can yield a 10 percent improvement in data throughput. When you shorten the guard

interval, the access point will transmit using a 400 nanoscond guard interval when

communicating with clients that also support the short guard interval. This setting is only

configurable when one of the 802.11n modes is selected.
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Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring Radio Settings on page 57

UnderstandingMaximumClient Associations

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can configure the maximum number of clients that are allowed to associate with

the access point at the same time. Specify a value from 0 to 200. Once this limit is

reached, all new client association attempts will be denied.

If you change this setting, all currently associated clients will be forced to reassociate

with the access point. If the new maximum is less than the previous number of associated

clients, some of the previously associated clients might not be allowed to associate with

the access point. For example, if there are 50 clients associated with the access point

when you set the new maximum to 30, only the first 30 successfully authenticated clients

will be allowed to reassociate with the access point. Any other clients that attempt to

reassociate will be denied.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring Radio Settings on page 57

Understanding Beacon Intervals

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The access point transmits beacon frames at regular intervals to announce the existence

of the wireless network. By default, the access point transmits a beacon frame once

every 100 milliseconds (10 beacon frames per second). You can specify a different interval

from 20 to 2000 milliseconds.

Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding DTIM Period

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The delivery traffic indication message (DTIM) is an element included in some beacon

frames. It indicates the client stations that are currently in low-power mode that have

data buffered on the access point awaiting pickup. The DTIM period indicates how often

clients serviced by the access point should check for buffered data awaiting pickup on

the access point.

You specify the DTIM period in number of beacons. For example, if you set this value to

1, clients check for buffered data on the access point at every beacon. If you set this value

to 10, clients check the access point on every tenth beacon. The default is two beacons.

You can specify a value from 1 to 255 beacons.
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Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding Fragmentation Threshold

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The fragmentation threshold is a way of limiting the size of packets transmitted over the

network. If a packet exceeds the fragmentation threshold, the packet is sent as multiple

802.11 frames.

Fragmentation involves more overhead because of the extra work of dividing and

reassembling frames and because it increases message traffic on the network. However,

fragmentation can help improve network performance and reliability if properly configured.

For example, setting a smaller threshold can help with radio interference problems.

The default fragmentation threshold is the maximum 2346 bytes, which effectively

disables packet fragmentation. We recommend that you do not set a lower threshold

unless you suspect radio interference. The additional headers applied to each fragment

increases overhead on the network and can greatly reduce throughput.

Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding RTS Threshold

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The request to send (RTS) threshold specifies the packet size of an RTS transmission.

This parameter can help control traffic flow through the access point, especially when

there are many clients connected.

A low threshold means that RTS packets are sent more frequently, consuming more

bandwidth and reducing the throughput of the packet. However, sending more RTS

packets can help the network recover from interference or collisions that might occur on

a busy network or on a network experiencing electromagnetic interference.

Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding FixedMulticast Rate

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can configure a fixed multicast rate for the transmission of broadcast and multicast

packets on a per-radio basis. This parameter can be useful in an environment where

multicast video streaming is occurring in the wireless medium, provided the wireless

clients are capable of handling the configured rate. Setting this parameter toautomeans

that the best rate is automatically determined. The range of valid values for this parameter

are determined by the current setting of the radio mode. The default value is auto.

33Copyright © 2016, Juniper Networks, Inc.

Chapter 6: Radio Settings

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/AX411/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/AX411/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/AX411/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html


Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding Broadcast andMulticast Rate Limiting

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Limiting the rate of multicast and broadcast traffic can improve overall network

performance by limiting the number of packets transmitted into the wireless network.

In some protocols, this limits the number of redundant packets transmitted across the

network. The default and maximum rate limit is 50 packets per second.

The burst rate limit allows intermittent bursts of traffic above the rate limit on the network.

Setting the burst rate limit determines how much traffic bursts there can be before all

traffic exceeds the rate limit. The default and maximum burst rate limit is 75 packets per

second.

The maximum rate and maximum rate burst can be configured on a per-radio basis.

Frames exceeding the configured threshold are dropped.

Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding Fixed Rate Speeds

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can configure a radio for actual supported rates and advertised rates in megabits

per second. You can assign multiple rates to the supported rates. Based on the

interference and received strength signal indicator (RSSI), the actual rate is finalized

from the list of supported rates.

Supported Rates

Supported rates are the rates that the access point supports. You can specify multiple

rates; the access point automatically chooses the most efficient rate based on factors

such as error rates and the distance of clients from the access point.

Basic Rates

Basic rates are the rates that the access point advertises to the network. This allows

communications to be set up with other access points and clients on the network. It is

more efficient for an access point to advertise a subset of its supported rates.

Related
Documentation

• WLAN Feature Guide for Security Devices
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CHAPTER 7

Virtual Access Points

• Understanding Virtual Access Points on page 35

• Virtual Access Point Configuration Overview on page 36

• Understanding SSIDs on page 37

• Understanding Virtual Access Points and VLANs on page 37

• Understanding Client Security on page 38

• Understanding Key Refresh on page 42

• Understanding HTTP Redirect on page 42

• Understanding MAC Authentication on page 42

Understanding Virtual Access Points

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

A virtual access point simulates a physical access point. A virtual access point is configured

on a per-radio basis. Each radio can have up to 16 viritual access points, with virtual access

point IDs from 0 to 15. By default, only one virtual access point (VAP 0) is enabled.

Virtual access points allow the wireless LAN to be segmented into multiple broadcast

domains that are the wireless equivalent of Ethernet VLANs. Virtual access points allow

different security mechanisms for different clients on the same access point. Virtual

access points also provide better control over broadcast and multicast traffic, which can

help avoid a negative performance impact on a wireless network.

Each virtual access point is identified by a configured service set identifier (SSID) and a

unique basic service set identifier (BSSID). The default SSID for virtual access points

1–15 is Virtual Access Point x,where x is the virtual access point ID.

Each virtual access point can be independently enabled or disabled with the exception

of VAP 0 on each radio. VAP 0 is the physical radio interface and is always enabled. To

disable operation of VAP 0, the radio itself must be disabled. VAP 0 is assigned to the

BSSID of the physical radio interface.

Each virtual access point supports all security mechanisms. By default, no security is in

place on the access point, so any wireless client can associate with it and access your

LAN. You configure secure wireless client access for each virtual access point on an

access point.
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NOTE: To prevent unauthorized access to the access point and to your
network,werecommendthatyouselectandconfigureasecurityoptionother
thanNone for each virtual access point that you enable.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Virtual Access Point Configuration Overview on page 36

• Understanding Client Security on page 38

Virtual Access Point Configuration Overview

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Configure the following options for each virtual access point:

• SSID—Name for the wireless network. The SSID is broadcast by the access point by

default.

• VLAN ID—VLAN ID that the access point adds to wireless client traffic. You can configure

each virtual access point to use a different VLAN or you can configure multiple virtual

access points to use the same VLAN. If clients authenticate with a RADIUS server, the

server can return the VLAN ID for the client traffic.

• Client security options—For each virtual access point, you can configure the client

security to control wireless client access.

• (Optional) No broadcasting of the SSID—Disable virtual access point responses to

probes broadcast by wireless clients.

• (Optional) HTTP redirect—Redirect the user’s first HTTP access to a specified webpage.

NOTE: Applying changes to the virtual access point configurationmight
cause the access point to stop and restart systemprocesses. If this happens,
wireless clients that are connected to the access point will temporarily lose
connectivity. We recommend that you change the virtual access point
configuration whenWLAN traffic is low.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding SSIDs on page 37

• Understanding Virtual Access Points and VLANs on page 37

• Understanding Client Security on page 38

• Understanding Key Refresh on page 42

• Understanding MAC Authentication on page 42

• Understanding HTTP Redirect on page 42
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Understanding SSIDs

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The SSID is an alphanumeric string of up to 32 characters that uniquely identifies a

wireless local area network. It is also referred to as the network name. By default, the

SSID is broadcast by the access point and can appear in the list of available networks

on wireless clients.

Multiple virtual access points can have the same SSID. You can also assign each virtual

access point a unique SSID. Multiple SSIDs make a single access point appear as multiple

access points to other systems on the network.

You have the option of disabling the broadcast of the SSID on each virtual access point.

When the SSID broadcast is disabled, the SSID is not displayed in the list of available

networks on a wireless client; the client must have the exact name configured to associate

with the access point. Disabling the SSID broadcast also causes the virtual access point

to suppress responses to client broadcast probes to all SSIDs.

Disabling the SSID broadcast prevents clients from accidentally connecting to your

network, but it does not prevent a hacker from connecting or monitoring unencrypted

traffic. Disabling the SSID broadcast offers a minimal level of protection on an exposed

network such as a guest network, where the goal is to make it easy for clients to connect

and where sensitive information is not accessible.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring a Virtual Access Point for No Security and HTTP Redirect on

page 68

• Example: Configuring a Virtual Access Point for WPA Enterprise and MAC Filtering on

page 70

Understanding Virtual Access Points and VLANs

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

When a wireless client connects to the access point, the access point tags traffic from

the client with a VLAN ID. The VLAN ID can be one of the following:

• Untagged VLAN ID (the default is VLAN 1)

• Default VLAN ID configured for the virtual access point (the default is VLAN 1)

• VLAN ID returned by a RADIUS server when the client is authenticated by the server

An access point can support multiple VLANs. These VLANs can be distributed across

virtual access points and radios.

The same VLAN can be configured for multiple virtual access points.
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The VLANs can be assigned to wireless clients by the RADIUS server when the clients

associate and authenticate. RADIUS-assigned VLANs are created and deleted dynamically

as clients associate and disassociate. The first client assigned to a particular VLAN causes

the access point to create the VLAN. When the last client using that VLAN disassociates,

the VLAN is deleted from the access point. The maximum number of dynamic VLANs is

equal to the maximum number of configurable clients on the access point.

The RADIUS server attributes for configuring a VLAN (defined in RFC 3580, IEEE 802.1x

Remote Authentication Dial In User Service (RADIUS) Usage Guidelines) are as follows:

DescriptionValueRADIUS Server Attribute

For VLAN tunnels13Tunnel-Type

802 medium6Tunnel-Medium-Type

VLAN ID assigned to the client (in the range 1–4094)vlan-idTunnel-Private-Group-ID

Frames sent from wireless into wired media are assigned to a VLAN returned by the

RADIUS server or the default VLAN for the virtual access point. For unicast frames received

from the wired network, the access point looks up destination MAC and VLAN and sends

the frame to the appropriate virtual access point(s). For multicast frames a different

multicast encryption key is used for each VLAN in the same virtual access point to avoid

data leakage between VLANs.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring a Virtual Access Point for No Security and HTTP Redirect on

page 68

• Example: Configuring a Virtual Access Point for WPA Enterprise and MAC Filtering on

page 70

Understanding Client Security

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The access point supports several types of authentication methods that are used by

clients to connect to the access point. Each of these methods and their associated

parameters is configurable on a per virtual access point basis. By default, no security is

in place on the access point, so any wireless client can associate with it and access your

LAN. You configure secure wireless client access for each virtual access point on an

access point.

The following sections describe the security you can configure for wireless clients.

• No Security on page 39

• Static WEP on page 39

• Dynamic WEP on page 40
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• WPA Personal on page 40

• WPA Enterprise on page 40

No Security

No security (also referred to as plain text security) means that data transferred between

clients and the access point is not encrypted. This method allows clients to associate

with the access point without any authentication. This is generally not recommended

but can be used in conjunction with a guest VLAN and a Web-based authentication

server, or for debugging network problems.

StaticWEP

Wired Equivalent Privacy (WEP) protocol is a data encryption standard for 802.11 wireless

networks. You configure a static 64- or 128-bit preshared key for a virtual access point

and its potential clients. Because of its well-documented vulnerabilities, static WEP is

generally not recommended in networks that require high security. However, in Wi-Fi

Protected Access (WPA) and other networks where clients do not support stronger

security methods, static WEP is preferred over None.

Static WEP mode supports key lengths of 64 and 128 bits. The access point also supports

the weak initialization vector avoidance to reduce the security constraints related to

WEP.

For static WEP, you can also select open system and/or shared key authentication:

• Open system allows any client to associate with the access point. This method is also

used with plain text, 802.1X and WPA modes. However, clients must have the correct

WEP key configured to successfully decrypt data from the access point and transmit

properly encrypted data to the access point.

• Shared key authentication requires the client to have the correct WEP key configured

to associate with the access point.

Enabling both open system and shared key supports clients configured for either

authentication mode. Clients configured to use WEP with open system are allowed to

associate with the access point, but must have the correct key configured to pass traffic.

Clients configured to use WEP with shared key must have the proper key configured to

associate with the access point.

When using static WEP, follow these guidelines:

• All clients must have their WLAN security set to use WEP; clients must specify one of

the WEP keys configured on the access point to decode data transmissions from the

access point.

• The access point must be configured with all WEP keys used by clients to decode data

transmissions from the clients.

• A specific WEP key must use the same index on both the access point and clients. For

example, if the access point is configured with abc123 for WEP key 3, then the clients

must use the same string for WEP key 3.
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• Clients can use different keys to transmit data to the access point. Certain wireless

client software allows you to configure multiple WEP keys and use a transfer key index

to cause the client to encrypt transmitted data using different keys. This ensures that

neighboring access points cannot decode each other’s transmissions.

• You cannot mix 64- and 128-bit WEP keys between the access point and clients.

DynamicWEP

Dynamic WEP improves security over static WEP by utilizing 802.1X to distribute

dynamically generated keys from the access point to its clients. A RADIUS server provides

a WEP key for each client session and regenerates keys at each reauthentication interval.

This method requires a RADIUS server that uses the Extensible Authentication Protocol

(EAP), such as the Microsoft Internet Authentication Server. To work with Windows

clients, the RADIUS server must support Protected EAP (PEAP) and Microsoft Challenge

Handshake Authentication Protocol version 2 (MS-CHAPv2).

You can use any variety of authentication methods supported by IEEE 802.1x, including

certificates, Kerberos, and public key authentication. Clients must be configured to use

the same authentication method that the access point uses.

WPAPersonal

Wi-Fi Protected Access (WPA) Personal is a Wi-Fi Alliance standard that uses preshared

key authentication with Advanced Encryption Standard-Counter Mode with Cipher Block

Chaining Message Authentication Code Protocol (AES-CCMP) and Temporal Key Integrity

Protocol (TKIP) cipher suits. Both WPA and the newer WPA2 standards are supported.

If you have both clients that support WPA2 and clients that only support WPA, you can

configure the virtual access point to allow both types of clients to associate and

authenticate.

WPA Enterprise

Wi-Fi Protected Access (WPA) Enterprise is a Wi-Fi Alliance standard that uses RADIUS

server authentication with Advanced Encryption Standard-Counter Mode with Cipher

Block Chaining Message Authentication Code Protocol (AES-CCMP) and Temporal Key

Integrity Protocol (TKIP) cipher suits. This mode allows for use of high security encryption

along with centrally managed used authentication. Both WPA and the newer WPA2

standards are supported. If you have both clients that support WPA t2 and clients that

only support WPA, you can configure the virtual access point to allow both types of clients

to associate and authenticate.

If WPA2 is selected, preauthentication can also be enabled. When a client

preauthenticates to an access point, the following RADIUS attributes are stored in the

access point’s preauthentication cache. These values are applied to the client’s session

when the client roams to that access point:

• VLAN attributes:

• Tunnel-type

• Tunnel-medium-type
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• Tunnel-private-group-id

• Client QoS attributes:

• Vendor-specific (26), WISPr-bandwidth-max-dn

• Vendor-specific (26), WISPr-bandwidth-max-up

• Vendor-specific (26), LVL7-wireless-client-ACL-dn

• Vendor-specific (26), LVL7-wireless-client-ACL-up

• Vendor-specific (26), LVL7-wireless-client-policy-dn

• Vendor-specific (26), LVL7-wireless-client-policy-up

• Session timeout:

• Session timeout

The session timeout and the system up time (sysUpTime) at the time the

preauthentication was performed are stored to calculate and set the remaining session

time correctly.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring a Virtual Access Point for No Security and HTTP Redirect on

page 68

• Example: Configuring a Virtual Access Point for WPA Enterprise and MAC Filtering on

page 70
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Understanding Key Refresh

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can enable broadcast and session key rotation intervals on a per virtual access point

basis. These parameters only apply to security modes that involve key rotation (dynamic

WEP and WPA Enterprise).

The broadcast key refresh rate sets the interval at which the broadcast (group) key is

refreshed for clients associated to a particular virtual access point. The session key refresh

rate specifies the interval at which the access point refreshes session (unicast) keys for

each client associated to a particular virtual access point. Each of these rotations can

be disabled by setting the interval to zero. The broadcast key refresh timer is started

when the access point is configured. This timer expires after every key refresh interval. A

client that associates during this interval will get its first broadcast key refresh the next

time this timer expires. From the client’s perspective, this first refresh will most likely

occur before the full refresh rate interval.

Related
Documentation

WLAN Feature Guide for Security Devices•

Understanding HTTP Redirect

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can enable the redirection of a wireless user’s first Web access to a custom webpage

located on an external server. For example, the user might be redirected to a webpage

that shows a company logo and network usage policy. The redirection affects only the

user’s first HTTP access after the wireless client associates with the access point and

the user opens a Web browser on the client to access the Internet.

The user might easily miss the webpage by hitting a refresh button on the browser or

quickly selecting a different link, or simply accessing the Web through HTTPS. Despite

the limitation of the HTTP redirect, this function is commonly deployed by Wi-Fi hotspots.

The HTTP redirect feature is enabled on a per virtual access point basis. When you enable

HTTP redirect, you specify the URL to which wireless users are directed.

When HTTP redirect is enabled, HTTP packets are intercepted before any Layer 2

forwarding is performed.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Example: Configuring a Virtual Access Point for No Security and HTTP Redirect on

page 68

UnderstandingMACAuthentication

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650
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Each wireless network interface card (NIC) used by a wireless client has a unique media

access control (MAC) address. A client’s MAC address can be used to control access to

the access point. MAC authentication can be done either locally or with a RADIUS server.

MAC authentication can be the only method of client authentication or it can be performed

in addition to other authentication methods. When used in conjunction with other

authentication methods, MAC authentication is performed after other authentication.

MAC authentication is configured on a per virtual access point basis and can be set to

one of the following options:

• Disabled—No MAC authentication is performed for the virtual access point.

• Local—The client’s MAC address is checked against a global list of client MAC addresses

that are allowed or denied access to the network. You configure the list with the

station-mac-filter statement in the [edit wlan access-point access-point options]

hierarchy. This function is similar to configuring a MAC filter. MAC authentication of a

client fails if either an allow-list is specified and the client’s MAC is not in the list, or a

deny-list is specified and the client’s MAC is in the list. In either case the client is denied

association. The global list is applicable to every virtual access point, but the usage of

this list is determined by the MAC authentication mode for each virtual access point.

• RADIUS—The client’s MAC address is checked against a RADIUS server and the globally

configured allow or deny action is used. The passwordNOPASSWORD is used to allow

the access point to authenticate the MAC address with the RADIUS server. (This

password is global, not per MAC address.) When MAC authentication on the RADIUS

server is set to deny mode, the presence of a specified MAC address on the RADIUS

server is used to deny network access to that MAC address. If an entry for the client’s

MAC address is not found on the RADIUS server, the opposite action of the globally

configured action is used.

MAC entries are configured on the RADIUS server as follows:

UsageRangeDescriptionRADIUS Server Attribute

RequiredValid Ethernet MAC addressEthernet address of the client stationUser-Name

RequiredNOPASSWORDA fixed password used to look up a client
MAC entry

User-Password

Related
Documentation

• WLAN Feature Guide for Security Devices

• Example: Configuring a MAC Filter List on page 67
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PART 2

Configuration

• AX411 Access Point on page 47

• Country Code and Regulatory Domain on page 55

• Radio Settings on page 57

• System Log Messages on page 59

• System and Network Settings on page 63

• Virtual Access Points on page 67

• Configuration Statements on page 75
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CHAPTER 8

AX411 Access Point

• Getting Started with the Default Access Point Configuration on page 47

• Factory-Default Configuration on page 49

• AX411 Access Point Configuration Overview on page 51

• Configuring Packet Capture on the AX411 Access Point (CLI Procedure) on page 53

Getting Started with the Default Access Point Configuration

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This topic describes the basic workflow to enable wireless clients to connect to the WLAN

using the default configuration for the AX411 Access Point.

If you have not configured a licensed access point before connecting it to the SRX Series

device, the factory-default configuration is applied to the access point. You can later

configure the access point; the new configuration is applied as well as the access point

name you specified.

NOTE: The followingproceduresdescribe theconfigurationof theSRXSeries
Services Gateway to enable operation of the AX411 Access Point with its
default configuration. You do not need to configure the access point itself
before powering it on; wireless clients usingWireless Zero Configuration
(WZC) can automatically connect to the default SSID on the access point.

To change thedefault configuration of anaccess point, youmust first specify
theMACaddressof theaccesspoint tobe configured. TheMACaddress links
an access point to its configuration.

Before you begin:

• Read “Understanding Wireless Client Requirements” on page 8 and “Understanding

Access Point Licensing” on page 6

• Refer to AX411 Access Point Hardware for details about hardware components.

• Read the release notes for your release. The release notes contain important

release-related information about release-specific features, unsupported features,
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changed features, fixed issues, and known issues. The information in the release notes

is more current than the information in this guide.

To enable wireless clients to connect to the WLAN with the default configuration for the

AX411 Access Point:

1. Install the SRX Series Services Gateway, configure network settings, and connect the

device to your network. See the installation guide for your SRX Series device.

2. Install access point licenses as needed in the SRX Series Services Gateway (see

“Understanding Access Point Licensing” on page 6). You can install multiple licenses

to increase the number of access points that can be configured and managed through

the SRX Series device. See AX411 Access Point Hardware.

3. We highly recommend that you connect the AX411 Access Point to a PoE port on the

SRX Series device. We also recommend that the port on the SRX Series device be a

Gigabit Ethernet port to accommodate the traffic flow from wireless clients.

To enable the PoE-capable port on the SRX Series device:

[edit]
user@host# set poe interface ge-0/0/0

To enable all PoE-capable ports on the SRX Series device:

[edit]
user@host# set poe interface all

An external power supply for the access point can be used in conjunction with an SRX

Series device that does not support PoE.

4. Configure the port on the SRX Series device to which the access point is connected

as either a Layer 2 (see “Understanding Layer 2 Forwarding Operations” on page 14)

or Layer 3 interface. The DHCP server on the SRX Series device should be configured

to provide IP addresses to the access point and to wireless clients that connect to the

WLAN.

• To configure the port as a Layer 2 interface and configure a DHCP server and address

pool on the SRX Series device:

[edit]
user@host# set interfaces vlan unit 0 family inet address 16.1.1.1/24
user@host# set vlans v100 vlan-id 100
user@host# set vlans v100 l3-interface vlan.0
user@host#set interfacesge-0/0/0unit0 familyethernet-switchingvlanmembers
v100

user@host# set system services dhcp router 16.1.1.1
user@host# set system services dhcp pool 16.1.1.1/24 address-range high 16.1.1.30
low 16.1.1.10

If the port is a trunk port, configure the native VLAN ID:

[edit]
user@host# set interfaces ge-0/0/0 unit 0 family ethernet-switching port-mode
trunk native-vlan-id 100

• To configure the port as a Layer 3 interface and configure a DHCP server and address

pool on the SRX Series device:
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[edit]
user@host# set interfaces ge-0/0/0 unit 0 family inet address 16.1.1.1/24
user@host# set system services dhcp router 16.1.1.1
user@host# set system services dhcp pool 16.1.1.1/24 address-range high 16.1.1.30
low 16.1.1.10

5. Add the interface to a security zone and configure a security policy to allow traffic to

and from the zone. The ge-0/0/0 interface is in the Trust security zone by default;

other interfaces on the SRX Series device must be added to a security zone. The

default security policy on the SRX Series device permits application traffic to and from

the Trust zone. If you connect the access point to the ge-0/0/0 port on the SRX

Services Gateway with the default security policy, no further configuration is required

on the SRX Series device.

6. Connect the access point to a PoE port on the SRX Series Services Gateway. The

access point powers on and the DHCP client on the access point broadcasts requests

for an IP address.

Upon obtaining an IP address, the access point begins broadcasting the default SSID

juniper-default.

7. Connect your wireless clients to this default SSID using the following configuration:

• WPA2 Personal security

• Advanced Encryption Standard-Counter Mode with Cipher Block Chaining Message

Authentication Code Protocol (AES-CCMP) encryption

• Preshared key juniper-wireless for authentication

NOTE: ClientuserscanallowWindowsWirelessZeroConfiguration(WZC)
service to automatically configure wireless settings on the client.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Factory-Default Configuration on page 49

• AX411 Access Point Configuration Overview on page 51

Factory-Default Configuration

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Table 9 on page 49 lists the default configuration of the AX411 Access Point provided by

Juniper Networks.

Table 9: AX411 Access Point Factory-Default Configuration

Default ValueConfigurable Setting

(Automatically generated)Access point name
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Table 9: AX411 Access Point Factory-Default Configuration (continued)

Default ValueConfigurable Setting

Network Settings

Provided by DHCP server on the SRX Series device.IP address

1Management VLAN ID

1Untagged VLAN ID

Country Code/ Regulatory Domain Settings

Based on product SKUCountry code

EnabledBroadcast of country code in access point
beacons and probe responses (IEEE 802.11d
world mode)

Virtual Access Point Settings

SSID: juniper-default

VLAN ID: 1

Security: WPA2-Personal

Encapsulation: AES

Key: juniper-wireless

Broadcast SSID: yes

MAC authentication type: none

Virtual access point 0 on radio 1 and radio 2

Radio Settings

State: on

IEEE 802.11 mode: 802.11a/n

802.11a/n channel: auto

Channel bandwidth: 40 MHz

Radio 1:

State: on

IEEE 802.11 mode: 802.11b/g/n

802.11b/g/n channel: auto

Channel bandwidth: 20 MHz

Radio 2:
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Table 9: AX411 Access Point Factory-Default Configuration (continued)

Default ValueConfigurable Setting

Primary channel: lower

Protection: auto

Maximum number of clients: 200

Transmit power: 100 percent

Supported IEEE rate sets:

• 802.11a—54, 48, 36, 24, 18, 12, 9, 6

• 802.11b—11, 5.5, 2, 1

• 802.11g—54, 48, 36, 24, 18, 12, 11, 9, 6, 5.5, 2, 1

• 5 GHz 802.11n—54, 48, 36, 24, 18, 12, 9, 6

• 2.4 GHz 802.11g—54, 48, 36, 24, 18, 12, 11, 9, 6, 5.5, 2, 1

Basic IEEE rate sets:

• 802.11a—24, 12,, 6

• 802.11b— 2, 1

• 802.11g—11, 5.5, 2, 1

• 5 GHz 802.11n—24, 12, 6

• 2.4 GHz 802.11g—11, 5.5, 2, 1

Broadcast/multicast rate limiting: disabled

Fixed multicast rate: auto

Beacon interval: 100

DTIM period: 2

Fragmentation threshold: 2346

RTS threshold: 2347

Radios 1 and 2:

Quality of Service

EnabledWMM

Related
Documentation

WLAN Feature Guide for Security Devices•

AX411 Access Point Configuration Overview

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You configure the AX411 Access Point using the Junos OS CLI or J-Web interface on the

SRX Series device.
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NOTE: Accessing the AX411 Access Point through its console port is not
supported.

Accessing the AX411 Access Point through SSH is disabled by default. You
can enable the SSH access using the setwlan access-point < name> external

system services enable-ssh command.

While configuring the AX411 Access Point on your SRX Series devices, you must enter the

WLAN admin password using the set wlan admin-authentication password command.

This command prompts for the password and the password entered is stored in encrypted

form.

NOTE:

• Without wlan config option enabled, the AX411 Access Points will be
managed with the default password.

• Changingthewlanadmin-authenticationpasswordwhenthewlansubsystem

option is disabledmight result in mismanagement of Access Points . You
might have to power cycle the Access Points manually to avoid this issue.

• The SRX Series devices that are not using the AX411 Access Point can
optionally delete thewlan config option.

To change the default configuration of an access point, you must first specify the MAC

address of the access point being configured. The MAC address links an access point to

its configuration on the SRX Series device.

You can determine the MAC address of an access point in one of the following ways:

• If you have physical access to the access point, view the MAC address printed on the

bottom of the device.

• Use CLI operational command show system services dhcp binding to display the MAC

address of the access point.

• From the J-Web user interface, select Monitor>Wireless LAN and click the Select an

access point menu.

To specify the MAC address of an access point:

[edit]
user@host# set wlan access-point ap–1mac-address 00:12:cf:c7:5d:c0

In this example, the access point with the MAC address 00:12:cf:c7:5d:c0 is configured

with the name ap-1.

If you remove the configuration for an access point from the SRX Series Services Gateway,

the access point is reset to its factory default.
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NOTE: Changing some access point settingsmight cause the access point
to stop and restart system processes. If this happens, wireless clients will
temporarily lose connectivity. We recommend that you change access point
settings whenWLAN traffic is low.

Related
Documentation

WLAN Feature Guide for Security Devices•

• System and Network Configuration Overview on page 13

• Radio Configuration Overview on page 25

• Virtual Access Point Configuration Overview on page 36

• Understanding Quality of Service on page 17

Configuring Packet Capture on the AX411 Access Point (CLI Procedure)

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Before you begin:

• Refer AX411 Access Point Hardware for details about hardware components.

• Configure the AX411 Access Point on the SRX Series device. See “Getting Started with

the Default Access Point Configuration” on page 47.

You can configure the packet capture feature on an access point using the following CLI

commands:

• To enable packet capture feature for the access point:

• To enable the packet capture to a file with all options:

[edit]
user@host# request wlan access-point packet-capture start access-point name
interface interface-name duration capture-duration capture-file capture-file
file-size-max file-size-max promiscuous capture-beacons filter-mac filter-mac

For example:

[edit]
user@host# request wlan access-point packet-capture start mav-ap interface
Radio1VAP0+ duration 300 capture-file tmp/mav_ap_capture.pcap file-size-max
2096 + promiscuous disable-beacons filter-mac 00:11:22:33:44:55

• To enable the packet capture to a file with mandatory options:

[edit]
user@host# request wlan access-point packet-capture start name interface
interface-name

For example:

[edit]
user@host# request wlan access-point packet-capture start mav-ap interface
Radio1VAP0
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• To halt the packet capture:

[edit]
user@host# request wlan access-point packet-capture stop ap-name

For example:

[edit]
user@host# request wlan access-point packet-capture stopmav-ap

• To show detailed status of a single access point:

[edit]
user@host# showwlan access-point name detail

For example:

[edit]
user@host# showwlan access-points wap-3 detail

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding Packet Capture on the AX411 Access Point on page 7

• AX411 Access Point Configuration Overview on page 51

• Understanding 802.1x Authentication of the Access Point on page 16
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CHAPTER 9

Country Code and Regulatory Domain

• Example: Disabling Country Broadcast on page 55

Example: Disabling Country Broadcast

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This example shows how to disable the access point from broadcasting the country code

in its beacons and probe responses.

• Requirements on page 55

• Overview on page 55

• Configuration on page 55

• Verification on page 56

Requirements

Before you begin, specify the MAC address of the access point being configured. See

“AX411 Access Point Configuration Overview” on page 51.

Overview

In this example, you disable radio 1 on access point ap-1 from broadcasting the country

in which it is operating in its beacons and probe responses.

Configuration

GUI Step-by-Step
Procedure

To disable the access point from broadcasting the country in which it is operating:

1. Select Configure>Wireless LAN>Settings.

2. Under AP Name, select ap-1.

3. Under Radio ID, select radio 1, then click Edit.

4. In the Edit - Radio window, select the Radio Settings tab.

5. Under 802.11d Support, click Disable.

6. Click OK.
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Step-by-Step
Procedure

To disable the access point from broadcasting the country in which it is operating:

Specify the WLAN access point and radio options.1.

[edit]
user@host# set wlan access-point ap-1 radio 1 radio-options disable-dot11d

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the showwlan access-point

ap-1command.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding the Country Code on page 11

• Understanding Regulatory Domains and IEEE 802.11d on page 11
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CHAPTER 10

Radio Settings

• Example: Configuring Radio Settings on page 57

Example: Configuring Radio Settings

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This example shows how to configure radio settings on an access point.

• Requirements on page 57

• Overview on page 57

• Configuration on page 57

• Verification on page 58

Requirements

Before you begin, specify the MAC address of the access point being configured. See

“AX411 Access Point Configuration Overview” on page 51.

Overview

In this example, you configure radio 2 on access point ap-1 and specify the radio mode

as bgn, the channel number as 6, and the bandwidth as 40 MHz. You then set the

maximum stations as 100 and the transmit power as 75 percent.

Configuration

GUI Step-by-Step
Procedure

To configure radio settings:

1. Select Configure>Wireless LAN>Settings.

2. Under AP Name, select ap-1.

3. Under Radio ID, select radio 2, then click Edit.

4. In the Edit - Radio window, select the Radio Settings tab.

5. For Radio mode, select bgn.

6. Next to Channel, enter 6.

7. For Channel bandwidth, select 40.
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8. Click More.

9. Next to Max stations, enter 100.

10. Next to Transmit power, enter 75.

11. Click OK to return to the Radio Settings tab.

12. Click OK.

Step-by-Step
Procedure

To configure radio settings:

Specify the WLAN access point, radio options, channel number, and bandwidth.1.

[edit]
user@host# set wlan access-point ap-1 radio 2 radio-optionsmode bgn channel
number 6 bandwidth 40

2. Set the maximum stations and transmit power.

[edit]
user@host# set wlan access-point ap-1 radio 2 radio-optionsmode bgn
maximum-stations 100 transmit-power 75

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the showwlan access-point ap-1

command.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding Transmit Power Allocation on page 27

• Understanding Channel Assignment on page 28

• Understanding IEEE 802.11n on page 29

• Understanding Maximum Client Associations on page 32
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CHAPTER 11

System Log Messages

• Configuring System Log Messages on the AX411 Access Point on page 59

Configuring System LogMessages on the AX411 Access Point

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This topic includes the following sections:

• Configuring System Log Messages on the AX411 Access Point (CLI

Procedure) on page 59

• Configuring System Log Messages on Individual Access Points (CLI

Procedure) on page 60

Configuring System LogMessages on the AX411 Access Point (CLI Procedure)

To configure system log messages on the AX411 Access Point:

1. Navigate to the top of the configuration hierarchy in the CLI configuration editor and

enter

[edit]
user@host# set wlan syslog-options

2. Enter the following options:

• log-size— Maximum size of each system log file that can be stored on an access

point. Range: 4 to 1024 kilobytes.

• period— Specifies the interval, in seconds, between retrieving and storing syslog

messages on the SRX Series device. Range: 60 to 86,400 seconds.

For example:

[edit]
user@host# set wlan syslog-options log-size 64 period 360

3. If you are finished configuring the system log options, commit the configuration.

[edit]
user@host# commit
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Configuring System LogMessages on Individual Access Points (CLI Procedure)

Table 10 on page 60 provides information on the AX411 Access Point supported

configuration parameters that are required for configuring system log messages.

Table 10: Access Point Configuration Parameters for System Log
Messages

DescriptionParameters

Defines the severity levels of system messages. This parameter
provides 8 levels of severity numbered 0–7. A higher number
indicates a higher level of severity.

log-level

Specifies that an access point stores all persistent log events
to internal flash memory and the remote server or services
gateway periodically fetches these system log messages files
from all Access Points.

enable-persistent

Specifies that system log message files are not stored on
internal flash and will be sent to the remote log server directly.

enable-remote

Specifies the IP address of the remote log server.log-server-address

Specifies the port of the remote log server.log-server-port

To configure system log messages on individual access points:

1. Navigate to the top of the configuration hierarchy in the CLI configuration editor and

enter

[edit]
user@host# set wlan access-point access-point name logging-options

2. Enter the options as given in Table 10 on page 60.

For example, to configure persistent logging:

[edit]
user@host# set wlan access-point ap1 logging-options log-level 7 enable-persistent

For example, to configure remote logging:

[edit]
user@host# set wlan access-point ap1 logging-options log-level 7 enable-remote
log-server-address 10.100.37.178 log-server-port 514

3. If you are finished configuring the system log options, commit the configuration.

[edit]
user@host# commit

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding Packet Capture on the AX411 Access Point on page 7

• AX411 Access Point Configuration Overview on page 51
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• Understanding System Log Messages on the AX411 Access Point on page 157
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CHAPTER 12

System and Network Settings

• Example: Configuring the Management VLAN on page 63

• Example: Configuring 802.1x Authentication on page 64

Example: Configuring theManagement VLAN

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This example shows how to configure the management VLAN ID for an access point.

• Requirements on page 63

• Overview on page 63

• Configuration on page 63

• Verification on page 64

Requirements

Before you begin, specify the MAC address of the access point being configured. See

“AX411 Access Point Configuration Overview” on page 51.

Overview

In this example, you set the management VLAN ID to 123 for access point ap-1.

Configuration

GUI Step-by-Step
Procedure

To configure the management VLAN:

1. Select Configure>Wireless LAN>Settings.

2. Under AP Name, select ap-1, then click Edit.

3. In the Edit - Access Point window, select the Management tab.

4. Next to Management VLAN ID, enter 123.

5. Click OK.

Step-by-Step
Procedure

To configure the management VLAN:

Specify the WLAN access point and the management VLAN ID.1.
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[edit]
user@host# set wlan access-point ap-1 external system ports ethernet
management-vlan 123

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the showwlan access-point ap-1

command.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Management VLAN Support on page 15

Example: Configuring 802.1x Authentication

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This example shows how to configure the access point to provide a username and

password for 802.1x authentication.

• Requirements on page 64

• Overview on page 64

• Configuration on page 64

• Verification on page 65

Requirements

Before you begin, specify the MAC address of the access point being configured. See

“AX411 Access Point Configuration Overview” on page 51.

Overview

In this example, you configure the username (Ap-496) and password (Tn734axc) that

access point ap-1 uses to validate itself with an 802.1x authenticator.

Configuration

GUI Step-by-Step
Procedure

To configure 802.1x authentication:

1. Select Configure>Wireless LAN>Settings.

2. Under AP Name, select ap-1, then click Edit.

3. In the Edit - Access Point window, select the Basic Settings tab.

4. Under Dot1x supplicant, enter the username Ap-496 and the password Tn734axc.

5. Click OK.
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Step-by-Step
Procedure

To configure 802.1x authentication:

Configure the WLAN access point, username, and password.1.

[edit]
user@host#setwlanaccess-pointap-1externaldot1x-supplicantusernameAp-496
password Tn734axc

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the showwlan access-point ap-1

command.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding 802.1x Authentication of the Access Point on page 16
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CHAPTER 13

Virtual Access Points

• Example: Configuring a MAC Filter List on page 67

• Example: Configuring a Virtual Access Point for No Security and HTTP

Redirect on page 68

• Example: Configuring a Virtual Access Point for WPA Enterprise and MAC

Filtering on page 70

Example: Configuring aMAC Filter List

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This example shows how to configure a MAC filter list to control access to an access

point.

• Requirements on page 67

• Overview on page 67

• Configuration on page 68

• Verification on page 68

Requirements

Before you begin, specify the MAC address of the access point being configured. See

“AX411 Access Point Configuration Overview” on page 51.

Overview

MAC authentication allows you to control access to an access point based on client MAC

addresses. Based on how you set the filter, you can either allow only clients whose MAC

addresses are on a filter list or deny clients that are on the list.

In this example, you configure a MAC filter list for access point ap-1. You deny the client

MAC addresses (00:08:C7:1B:8C:02 and 00:23:45:67:89:ab) from accessing the wireless

network.
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Configuration

GUI Step-by-Step
Procedure

To configure a MAC filter list:

1. Select Configure>Wireless LAN>Settings.

2. Under AP Name, select ap-1.

3. In the Edit - Access Point window, select the MAC Filtering tab.

4. Click Add.

5. In the Add MAC Filter window, enter 00:08:C7:1B:8C:02, and click OK.

6. Click Add

7. In the Add MAC Filter window, enter 00:23:45:67:89:ab, and click OK.

8. For Action, select deny.

9. Click OK.

Step-by-Step
Procedure

To configure a MAC filter list:

Configure the WLAN access point and specify the client MAC address.1.

[edit]
user@host# set wlan access-point ap-1 access-point-options station-mac-filter
deny-list mac-address [00:08:C7:1B:8C:02 00:23:45:67:89:ab]

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the showwlan access-point ap-1

command.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding MAC Authentication on page 42

Example: Configuring a Virtual Access Point for No Security and HTTP Redirect

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This example shows how to configure a virtual access point for no security and HTTP

redirect.

• Requirements on page 69

• Overview on page 69

• Configuration on page 69

• Verification on page 70
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Requirements

Before you begin, specify the MAC address of the access point being configured. See

“AX411 Access Point Configuration Overview” on page 51.

Overview

In this example, you configure virtual-access-point 1 on radio 1 for access point ap-1. You

configure WLAN by setting the SSID to open-hotspot, VLAN ID to 2, and security to none.

Finally, you configure the WLAN access point so that HTTP redirects to

“http://www.juniper.net/usage_agreement.html”.

Configuration

GUI Step-by-Step
Procedure

To configure a virtual access point for no security and HTTP redirect:

1. Select Configure>Wireless LAN>Settings.

2. Under AP Name, select ap-1.

3. Under Radio ID, select radio 1, then click Edit.

4. In the Edit - Radio window, select the Radio tab.

5. Next to Virtual Access Points, click Add.

6. In the Add - Virtual Access Point window, select the Basic Settings tab.

7. Next to VAP ID, select 1.

8. Next to SSID, enter open-hotspot.

9. Next to VLAN ID, enter 2.

10. Select HTTP Redirect.

11. Next to Redirect URL, enter “http://www.juniper.net/usage_agreement.html”.

12. Select the Security tab.

13. Next to Security, select None.

14. Click OK.

Step-by-Step
Procedure

To configure a virtual access point for no security and HTTP redirect:

Configure WLAN for SSID, VLAN ID, and security.1.

[edit]
user@host# set wlan access-point ap-1 radio 1 virtual-access-point 1 ssid
open-hotspot vlan 2 security none

2. Configure the WLAN access point.

[edit]
user@host# set wlan access-point ap-1 radio 1 virtual-access-point 1 http-redirect
redirect-url http://www.juniper.net/usage_agreement.html

3. If you are done configuring the device, commit the configuration.
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[edit]
user@host# commit

Verification

To verify the configuration is working properly, enter the showwlan access-point ap-1

command.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Client Security on page 38

• Understanding Virtual Access Points and VLANs on page 37

• Understanding SSIDs on page 37

• Understanding HTTP Redirect on page 42

Example: Configuring a Virtual Access Point forWPA Enterprise andMAC Filtering

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

This example shows how to configure a virtual access point for WPA enterprise and MAC

filtering.

• Requirements on page 70

• Overview on page 70

• Configuration on page 70

• Verification on page 73

Requirements

Before you begin, specify the MAC address of the access point being configured. See

“AX411 Access Point Configuration Overview” on page 51.

Overview

In this example, you configure virtual-access-point 2 on radio 1 for access point ap-1. You

specify SSID as employee-only and VLAN ID as 217. You then define security as

wpa-enterprise , WPA version as v2, chiper suites as both (TKIP and CCMP), RADIUS

server IP address as 192.211.1.254, and RADIUS shared secret as sandia#978. You specify

MAC authentication type as local. Finally, you specify MAC filtering for denied MAC

addresses 00:08:C7:1B:8C:02 and 00:23:45:67:89:ab.

Configuration

CLI Quick
Configuration

To quickly configure a virtual access point for WAP enterprise and MAC filtering, copy

the following commands and paste them into the CLI:

[edit]
set wlan access-point ap-1 radio 1 virtual-access-point 2 ssid employee-only vlan 217
security wpa-enterprise wpa-version v2
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set wlan access-point ap-1 radio 1 virtual-access-point 2 security wpa-enterprise
cipher-suites both

set wlan access-point ap-1 radio 1 virtual-access-point 2 security wpa-enterprise
pre-authenticate radius-server 192.211.1.254 radius-key sandia#978

setwlanaccess-pointap-1 radio 1virtual-access-point2securitymac-authentication-type
local

setwlanaccess-pointap-1access-point-optionsstation-mac-filterdeny-listmac-address
[00:08:C7:1B:8C:02 00:23:45:67:89:ab]

GUI Step-by-Step
Procedure

To configure a virtual access point for WPA enterprise and MAC filtering:

1. Select Configure>Wireless LAN>Settings.

2. Under AP Name, select ap-1.

3. Under Radio ID, select radio 1, then click Edit.

4. In the Edit - Radio window, select the Radio tab.

5. Next to Virtual Access Points, click Add.

6. In the Add - Virtual Access Point window, select the Basic Settings tab.

7. Next to VAP ID, select 2.

8. Next to SSID, enter employee-only.

9. Next to VLAN ID, enter 217.

10. Clear HTTP Redirect.

11. Select the Security tab.

12. Next to MAC authentication type, select Local.

13. Next to Security, select WPA Enterprise.

14. Next to WPA Version, select v2.

15. Next to Cipher suites, select both.

16. Select Pre authenticate.

17. Next to Radius server, enter 192.211.1.254.

18. Next to Radius key, enter sandia#978.

19. Click OK to return to the Edit - Radio window.

20. Click OK to return to the Wlan Settings page.

21. Under AP Name, select ap-1.

22. In the Edit - Access Point window, select the MAC Filtering tab.

23. Click Add.

24. In the Add MAC Filter window, enter 00:08:C7:1B:8C:02, and click OK.

25. Click Add.

26. In the Add MAC Filter window, enter 00:23:45:67:89:ab, and click OK.
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27. For Action, select deny.

28. Click OK.

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CLI User Guide.

To configure a virtual access point for WPA enterprise and MAC filtering:

1. Configure the WLAN access point.

[edit]
user@host# edit wlan access-point ap-1

2. Configure a virtual access point.

[edit wlan access-point ap-1]
user@host# edit radio 1 virtual-access-point 2

3. Specify SSID and VLAN ID.

[edit wlan access-point ap-1 radio 1 virtual-access-point 2]
user@host# set ssid employee-only vlan 217

4. Configure security.

[edit wlan access-point ap-1 radio 1 virtual-access-point 2]
user@host# edit security wpa-enterprise

5. Define WPA version, cipher suites, pre authentication, radius server IP address, and

RADIUS shared secret key.

[edit wlan access-point ap-1 radio 1 virtual-access-point 2 security wpa-enterprise]
user@host# set wpa-version v2
user@host# set cipher-suites both
user@host#setpre-authenticate radius-server 192.211.1.254 radius-keysandia#978

6. Specify MAC authentication type.

[edit wlan access-point ap-1 radio 1 virtual-access-point 2]
user@host# set security mac-authentication-type local

7. Set MAC filtering for denied MAC addresses.

[edit wlan access-point ap-1]
user@host# set access-point-options station-mac-filter deny-list mac-address
[00:08:C7:1B:8C:02 00:23:45:67:89:ab]

Results From configuration mode, confirm your configuration by entering the showwlan

access-point ap-1 command. If the output does not display the intended configuration,

repeat the configuration instructions in this example to correct it.

[edit]
user@host# showwlan access-point ap-1
access-point-options {
station-mac-filter {
deny-list {
mac-address [ 00:08:C7:1B:8C:02 00:23:45:67:89:ab ];
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}
}
}
radio 1 {
virtual-access-point 2 {
ssid employee-only;
vlan 217;
security {
mac-authentication-type local;

wpa-enterprise {
wpa-version {
v2;

}
cipher-suites {
both;

}
pre-authenticate;
radius-server 192.211.1.254;
radius-key "$ABC123"; ## SECRET-DATA
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying Virtual Access Point for WPA Enterprise and MAC Filtering on page 73

Verifying Virtual Access Point forWPA Enterprise andMAC Filtering

Purpose Verify that the virtual access point for WPA enterprise and MAC filtering is configured

properly.

Action From configuration mode, enter the showwlan access-point ap-1 command.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Virtual Access Point Configuration Overview on page 36

• Understanding SSIDs on page 37

• Understanding Virtual Access Points and VLANs on page 37

• Understanding Client Security on page 38
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CHAPTER 14

Configuration Statements

• WLAN Configuration Statement Hierarchy on page 77

• access-point on page 81

• access-point-options on page 85

• access-point-queues on page 86

• arbitration-inter-frame-space on page 87

• background-queue on page 88

• beacon-interval on page 89

• best-effort-queue on page 90

• broadcast-multicast-rate-limit on page 91

• channel on page 92

• console (WLAN) on page 93

• country on page 94

• disable-dot11d on page 96

• dot1x (WLAN) on page 96

• dot1x-supplicant on page 97

• dtim-period on page 97

• ethernet (WLAN) on page 98

• external on page 99

• fixed-multicast-rate on page 100

• fragmentation-threshold on page 100

• http-redirect on page 101

• logging-options on page 102

• mac-authentication-type on page 103

• management-vlan on page 103

• maximum-stations on page 104

• maximum-burst on page 104

• maximum-contention-window on page 105

• minimum-contention-window on page 106
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• mode (WLAN) on page 107

• name-server (WLAN) on page 108

• no-acknowledgement on page 108

• no-auto-power-save on page 109

• no-broadcast-ssid on page 109

• no-short-guard-interval-supported on page 110

• no-wifi-multimedia on page 110

• ntp-server on page 111

• protection on page 111

• quality-of-service on page 112

• radio (WLAN) on page 114

• radio-off on page 117

• radio-options on page 118

• rts-threshold on page 119

• security (WLAN) on page 120

• space-time-block-coding on page 121

• ssid on page 121

• static (WLAN) on page 122

• static-wep on page 123

• station-isolation on page 124

• station-mac-filter on page 124

• station-queues on page 125

• syslog-options on page 126

• traceoptions (Wireless WAN Service) on page 127

• transmit-opportunity-limit on page 129

• transmit-power on page 129

• transmit-rate-sets on page 130

• untagged-vlan on page 130

• video-queue on page 131

• virtual-access-point on page 132

• vlan (WLAN) on page 133

• voice-queue on page 134

• wireless-lan-service on page 135

• web-management (System Services) on page 137

• wireless-wan on page 141

• wireless-wan-service on page 142
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• wpa-enterprise on page 144

• wpa-personal on page 145

WLANConfiguration Statement Hierarchy

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Use the statements in thewlanconfiguration hierarchy to configure wireless LAN features

on the SRX210, SRX240, or SRX650 Services Gateway running Junos OS.

wlan {
access-point name {
access-point-options {
country {
country-code;

}
station-mac-filter {
(allow-list | deny-list) {
mac-address [mac-address];

}
}

}
description description;
external {
dot1x-supplicant {
password password;
username username;

}
system {
console {
baud-rate (9600 | 19200 | 38400 | 57600 | 115200);

}
ports {
ethernet {
management-vlan vlan-id;
name-server [ip-address];
static {
address ip-address;
default-gateway ip-address;

}
untagged-vlan vlan-id;

}
}
services {
ssh;

}
}

}
location location;
logging-options {
enable-persistent;
enable-remote;
log-level number;
log-server-address ip-address;
log-server-port port-number;
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}
mac-addressmac-address;
radio (1 | 2) {
quality-of-service {
access-point-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
video-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
voice-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
}
no-acknowledgement;
no-auto-power-save;
no-wifi-multimedia;
station-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
video-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
voice-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
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transmit-opportunity-limitms;
}

}
}
radio-options {
beacon-intervalmilliseconds;
broadcast-multicast-rate-limit {
rate-limit packets-per-second;
rate-limit-bursts packets-per-second;

}
channel {
bandwidth (20 | 40);
number (auto | (36 | 40 | 44 | 48 |149 | 153 | 157 |161 |165));
primary (lower | upper);

}
disable-dot11d;
dtim-period number;
fixed-multicast-rate (auto | (1 | 11 | 12 | 18 | 2 | 24 | 36 | 48 | 5.5 | 54 | 6 | 9));
fragmentation-threshold number;
maximum-stations number;
mode (5GHz | a | an);
no-short-guard-interval;
protection (auto | off);
radio-off;
rts-threshold number;
space-time-block-coding;
transmit-power number;
transmit-rate-sets {
supported-basic-rates (1 | 11 | 12 | 18 | 2 | 24 | 36 | 48 | 5.5 | 54 | 6 | 9);
supported-rates (1 | 11 | 12 | 18 | 2 | 24 | 36 | 48 | 5.5 | 54 | 6 | 9);

}
}
station-isolation;
virtual-access-point number {
description description;
http-redirect {
redirect-url redirect-url;

}
no-broadcast-ssid;
security {
dot1x {
broadcast-key-refresh-rateminutes;
radius-key radius-key;
radius-server ip-address;
session-key-refresh-rateminutes;

}
mac-authentication-type (disabled |local | radius);
none;
static-wep {
authentication-type (both | open | shared);
key-length (128bits | 64bits );
key-type (ascii | hex);
transfer-key-index (1 | 2 | 3 | 4);
wep-key-1 key;
wep-key-2 key;
wep-key-3 key;
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wep-key-4 key;
}
wpa-enterprise {
broadcast-key-refresh-rateminutes;
cipher-suites (both | ccmp | tkip);
pre-authenticate;
radius-key secret-key;
radius-server ip-address;
session-key-refresh-rateminutes;
wpa-version (both | v1 | v2);

}
wpa-personal {
broadcast-key-refresh-rateminutes;
cipher-suites (both | ccmp | tkip);
key key;
wpa-version (both | v1 | v2) ;

}
}
ssid ssid;
vlan vlan-id;

}
}

}
admin-authentication {
encrypted-password password;
password password;

}
syslog-options {
log-size kilobytes;
period seconds;

}
}

Related
Documentation

WLAN Feature Guide for Security Devices•
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access-point

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax access-point name {
access-point-options {
country country-code;
station-mac-filter {
(allow-list | deny-list) {
mac-address [mac-address];

}
}

}
description description;
external {
dot1x-supplicant {
username username;
password password;

}
system {
console {
baud-rate ( 9600 | 19200 | 38400 | 57600 | 115200 );

}
ntp-server name;
ports {

ethernet {
management-vlan vlan-id;
name-server [ip-address];
static {
address ip-address;
default-gateway ip-address;

}
untagged-vlan vlan-id;

}
}

}
}
location location;
mac-addressmac-address;
radio ( 1 | 2 ){
quality-of-service {
access-point-queues {
background-queue {
arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-burstmicroseconds;

}
best-effort-queue {
arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-burstmicroseconds;

}
video-queue {
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arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-burstmicroseconds;

}
voice-queue {
arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-burstmicroseconds;

}
}
no-acknowledgement;
no-auto-power-save;
no-wifi-multimedia;
station-queues {
background-queue {
arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
best-effort-queue {
arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
video-queue {
arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
voice-queue {
arbitration-inter-frame-space slots;
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
}

}
radio-options {
beacon-intervalmilliseconds;
broadcast-multicast-rate-limit {
rate-limit packets-per-second;
rate-limit-bursts packets-per-second;

}
channel {
bandwidth (20 | 40);
number (auto | (36 | 40 | 44 | 48 |149 | 153 | 157 |161 |165));
primary (lower | upper);

}
disable-dot11d;
dtim-period beacons;
fixed-multicast-rate ( auto | rate );
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fragmentation-threshold size;
maximum-stations number;
mode (2.4GHz | 5GHz | a | an | bg | bgn);
no-short-guard-interval-supported;
protection ( auto | off );
radio-off;
rts-threshold size;
space-time-block-coding;
transmit-power percent;
transmit-rate-sets {
supported-rates rate1 rate2 ... rate-n;
supported-basic-rates rate1 rate2 ... rate-n;

}
}
station-isolation;
virtual-access-point id {
description description;
http-redirect {
redirect-url url;

}
no-broadcast-ssid;
security {
dot1x {
radius-server ip-address;
radius-key secret-key;
broadcast-key-refresh-rateminutes;
session-key-refresh-rateminutes;

}
mac-authentication-type ( disabled | local | radius );
none;
static-wep {
authentication-type (open | shared | both);
key-length (64bits | 128bits);
key-type ( ascii | hex );
transfer-key-index id;
wep-key-1 key-1;
wep-key-2 key-2;
wep-key-3 key-3;
wep-key-4 key-4;

}
wpa-enterprise {
cipher-suites (tkip | ccmp | both);
pre-authenticate;
radius {
radius-server ip-address;
radius-key secret-key;
broadcast-key-refresh-rateminutes;
session-key-refresh-rateminutes;

}
wpa-version (v1 | v2 | both);

}
wpa-personal {
broadcast-key-refresh-rateminutes;
cipher-suites (tkip | ccmp | both);
key key;
wpa-version (v1 | v2 | both);
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}
}
ssid ssid;
vlan vlan-id;

}
}

}

Hierarchy Level [edit wlan]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure WLAN access points.

Options access-point—Name of the access point. Enter a string of up to 20 characters. The name

must start with a letter and end with a letter or a number. Only letters, numbers, and

dashes are allowed.

description—Descriptive text about the access point.

location—Descriptive text about the location of the access point.

mac-address—MAC address of the Ethernet port on the access point.

NOTE: TheMAC address uniquely identifies the access point andmust be
configured before you can change the default configuration of the access
point.

If the access point is connected to the SRX Series device and powered on, the MAC

address is displayed with the showwlan access-points or showwlan access-points

ap-name detail operational mode commands.

The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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access-point-options

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax access-point-options {
country {
country-code;

}
station-mac-filter {
(allow-list | deny-list) {
mac-address [mac-address];

}
}

}

Hierarchy Level [edit wlan access-point name]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure access point options.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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access-point-queues

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax access-point-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
video-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
voice-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
}

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure enhanced distributed channel access (EDCA) parameters for downstream

traffic from the access point to the client for the following queues:

Options Options can be configured for the following queues:

• voice-queue—Highest priority queue with minimum delay.

• video-queue—High priority queue with minimum delay.

• best-effort-queue—Medium priority queue with medium throughput and delay.

• background-queue—Lowest priority queue with high throughput.

The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.
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Related
Documentation

• WLAN Feature Guide for Security Devices

arbitration-inter-frame-space

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax arbitration-inter-frame-space slots;

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service (access-point-queues |
station-queues) queue]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure wait time, in number of slots, for data frames. The length of a slot time is a

constant that depends on the physical characteristics of the 802.11 PHY.

Options arbitration-inter-frame-space—Specify a value from 1 to 255. The defaults are 2 slots for

voice-queue and video-queue, 3 slots for best-effort-queue, and 7 slots for

background-queue.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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background-queue

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax For access-point-queues:

background-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}

For station-queues:

background-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service (access-point-queues |
station-queues)]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure lowest priority queue with high throughput.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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beacon-interval

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax beacon-intervalms;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure interval, in milliseconds, at which the radio transmits beacons.

Options beacon-interval—Specify a value from 20 to 2000. The default is 100 milliseconds.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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best-effort-queue

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax For access-point-queues:

best-effort-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}

For station-queues:

best-effort-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service (access-point-queues |
station-queues)]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure medium priority queue with medium throughput and delay.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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broadcast-multicast-rate-limit

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax broadcast-multicast-rate-limit {
rate-limit packets-per-second;
rate-limit-bursts packets-per-second;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Enable broadcast and multicast rate limiting.

Options rate-limit—Packet rate, in packets per second, below which frames are forwarded. Specify

a value from 1 to 50. The default is 50 packets per second.

rate-limit-bursts—Intermittent packet burst rate, in packets per second, below which

frames are forwarded. Specify a value from 1 to 75. The default is 75 packets per

second.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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channel

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax channel {
bandwidth (20 | 40);
number (auto | (36 | 40 | 44 | 48 |149 | 153 | 157 |161 |165));
primary (lower | upper);

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure channel used for transmitting and receiving.

Options number—Specify a valid 802.11a/b/g channel number or auto.

bandwidth—Channel bandwidth to be used. Specify 20 for the 2.4 GHz band or 40 for

the 5 GHz band.

primary—In the 40 MHz channel, the relative location of the primary channel. Specify

lower or upper.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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console (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax console {
baud-rate ( 9600 | 19200 | 38400 | 57600 | 115200 );

}

Hierarchy Level [edit wlan access-point name external system]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure serial access on the access point’s console port.

Options console—Enable serial access on access point’s console port. Console port access is

disabled by default.

Specify the baud rate for the serial connection: 9600, 19200, 38400, 57600, or 115200.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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country

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax country country-code;

Hierarchy Level [edit wlan access-point name access-point-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure country of operation for the access point.

Options country—Two-character code that represents the country of operation for the access

point. The following lists supported countries and their country codes:

• Australia—AU

• Austria—AT

• Belgium—BE

• Brazil—BR

• Canada—CA

• China—CN

• Czech Republic—CZ

• Denmark—DK

• Finland—FI

• France—FR

• Germany—DE

• Greece—GR

• Hong Kong—HK

• Hungary—HU

• Iceland—IS

• India—IN

• Ireland—IE

• Israel—IL

• Italy—IT

• Japan—JP

• Liechtenstein—LI

• Luxembourg—LU

• Malaysia—MY
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• Mexico—MX

• Netherlands—NL

• New Zealand—NZ

• Norway—NO

• Poland—PL

• Portugal—PT

• Saudi Arabia—SA

• Singapore—SG

• Slovakia—SK

• Slovenia—SI

• South Africa—ZA

• South Korea—KR

• Spain—ES

• Sweden—SE

• Switzerland—CH

• Taiwan—TW

• Thailand—TH

• United Arab Emirates—AE

• United Kingdom—GB

• United States—US

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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disable-dot11d

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax disable-dot11d;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description (Optional) For radios operating in the 2.4 GHz band, suppress the country code setting

from being broadcast in beacons.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

dot1x (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax dot1x {
radius-server ip-address;
radius-key secret-key;
broadcast-key-refresh-rateminutes;
session-key-refresh-rateminutes;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id security]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure 802.1x (also known as dynamic WEP) for generation and distribution of keys.

Options radius-server—IP address of the RADIUS server. The default IP address is 192.168.1.10.

radius-key—Key used by the RADIUS server, in the form of a string of up to 64 bytes. The

default key is secret.

broadcast-key-refresh-rate—Interval, in minutes, between key rotations. Specify a value

from 1 to 86400. The default is 0 (disabled).

session-key-refresh-rate—Interval, in minutes, between session key rotations. Specify a

value from 1 to 86400. The default is 0 (disabled).

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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dot1x-supplicant

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax dot1x-supplicant {
username username;
password password;

}

Hierarchy Level [edit wlan access-point name external]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure 802.1x supplicant information for access point.

Options dot1x-supplicant—Configure username and password for 802.1x supplicant authentication:

• username—User identification. Specify a string of up to 64 bytes. ASCII printable

characters are allowed, which includes upper and lower case alphabetic letters, the

numeric digits, and special symbols such as @ and #.

• password—Password. Specify a string of up to 64 bytes. ASCII printable characters are

allowed, which includes upper and lower case alphabetic letters, numeric digits, and

special symbols such as @ and #.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

dtim-period

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax dtim-period beacons;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure interval, in number of radio beacons transmitted, at which clients in power-save

mode check for buffered data from the radio.

Options dtim-period—Specify a value from 1 to 255. The default is 2 beacons.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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ethernet (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax ethernet {
management-vlan vlan-id;
name-server [ip-address];
static {
address ip-address;
default-gateway ip-address;

}
untagged-vlan vlan-id;

}

Hierarchy Level [edit wlan access-point name external system ports]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure Ethernet port on the access point.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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external

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax external {
dot1x-supplicant {
username username;
password password;

}
system {
console {
baud-rate ( 9600 | 19200 | 38400 | 57600 | 115200 );

}
ntp-server name;
ports {

ethernet {
management-vlan vlan-id;
name-server [ip-address];
static {
address ip-address;
default-gateway ip-address;

}
untagged-vlan vlan-id;

}
}

}
}

Hierarchy Level [edit wlan access-point name]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure access point network options.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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fixed-multicast-rate

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax fixed-multicast-rate ( auto | rate );

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure multicast/broadcast transmission rate.

Options fixed-multicast-rate—Specify either a specified speed or auto. The default is auto.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

fragmentation-threshold

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax fragmentation-threshold size;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure size at which a frame is divided into multiple 802.11 frames.

Options fragmentation-threshold—Specify an even number from256 to2346. The default is2346.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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http-redirect

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax http-redirect {
redirect-url url;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure HTTP redirection for a virtual access point.

Options redirect-urlurl—Redirect the user’s first HTTP access to a specified webpage. This option

is commonly used for Wi-Fi hotspots.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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logging-options

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax logging-options {
enable-persistent;
enable-remote;
log-level number;
log-server-address ip-address;
log-server-port port-number;

}

Hierarchy Level [edit wlan access-point name]

Release Information Statement introduced in Release 11.1 of Junos OS.

Description Configure access point logging options.

Options • enable-persistent—Specifies that an Access Point stores all persistent log events to

internal flash memory and remote server or services gateway periodically fetches these

system log messages files from all the Access Points.

• enable-persistent—Specifies that system log messages files are not stored on internal

flash and will be sent to remote log server directly.

• log-server-address—Specifies the IP address of the remote log server.

• log-server-port—Specifies the port of the remote log server.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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mac-authentication-type

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax mac-authentication-type ( disabled | local | radius );

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id security]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Enable or disable client authentication using the client’s MAC address.

Options disable—No MAC authentication is performed. This is the default.

local—The client’s MAC address is looked up on a list of configured MAC addresses. Use

the station-mac-filter configuration statement to configure the MAC addresses that

are allowed or denied access.

radius—The client’s MAC address is authenticated with a RADIUS server.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

management-vlan

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax management-vlan vlan-id;

Hierarchy Level [edit wlan access-point name external system ports ethernet]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure VLAN for management traffic for access point.

Options management-vlan—Identifier for VLAN for management traffic. Specify a value from 1 to

4094. The default is 1.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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maximum-stations

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax maximum-stations number;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure maximum number of associations the radio can support.

Options maximum-stations—Specify a value from 0 to 200. The default is 200.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

maximum-burst

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax maximum-burstmicroseconds;

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service access-point-queues queue]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure maximum length, in microseconds, allowed for packet bursts on the wireless

network. (A packet burst is a collection of multiple frames transmitted without header

information. The decreased overhead results in higher throughput and better

performance.)

Options maximum-burst—Specify a value from 0 to 999900. The defaults are 1500 microseconds

for voice-queue, 3000 microseconds for video-queue, and 0 microseconds for

best-effort-queue and background-queue.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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maximum-contention-window

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service (access-point-queues |
station-queues) queue]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure upper limit, in slots, for the doubling of the random back-off time; doubling of

the random back-off time continues until either the data frame is sent or this value is

reached.

Options maximum-contention-window—Specify one of the following values: 1, 3, 7, 15, 31, 63, 127,

255, 511, or 1023. The defaults are 7 slots for voice-queue, 15 slots for video-queue,

63 slots for best-effort-queue, and 1023 slots for background-queue.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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minimum-contention-window

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service (access-point-queues |
station-queues) queue]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure upper limit, in slots, of a range from which the initial random back-off wait time

is determined. The first random number generated will be a number between 0 and the

value specified. If the first random back-off wait time expires before the data frame is

sent, a retry counter is incremented and the random back-off value is doubled. Doubling

continues until the size of the random back-off values reaches the value defined in

maximum-contention-window.

Options minimum-contention-window—Specify one of the following values: 1, 3, 7, 15, 31, 63, 127,

255, 511, or 1023. The defaults are 3 slots for voice-queue, 7 slots for video-queue,

and 15 slots for best-effort-queue and background-queue.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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mode (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax mode (2.4GHz | 5GHz | a | an | bg | bgn);

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Set Physical Layer (PHY) standard mode of the radio.

Options mode—Default for radio 1 is 802.11b/g/n; default for radio 2 is 802.11a/n. Select one of

the following values:

• 2.4GHz—2.4 GHz 802.11n

• 5GHz—5 GHz 802.11n

• a—802.11a

• an—802.11a/n

• bg—802.11b/g

• bgn—802.11b/g/n

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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name-server (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax name-server {
ip-address;

}

Hierarchy Level [edit wlan access-point name external system ports ethernet]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure DNS server for access point.

Options name-server— IP address of Domain Name System (DNS) server.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

no-acknowledgement

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax no-acknowledgement;

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Suppress sending of acknowledgments (acks) by the access point when a frame is

correctly received, per IEEE 802.11e standard.

NOTE: Thisconfigurationstatementhasnoeffect ifWi-FiMultimedia(WMM)
is disabled.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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no-auto-power-save

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax no-auto-power-save;

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Disable Automatic Power Save Delivery (APSD), per IEEE 802.11e standard. APSD is

recommended if VoIP phones access the network through the access point.

NOTE: Disabling or enabling APSDhas no effect ifWi-FiMultimedia (WMM)
is disabled.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

no-broadcast-ssid

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax no-broadcast-ssid;

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Disable access point responses to client broadcast probes.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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no-short-guard-interval-supported

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax no-short-guard-interval-supported;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Disable 802.11n Short Inter-Symbol Guard Interval.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

no-wifi-multimedia

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax no-wifi-multimedia;

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Disable Wi-Fi MultiMedia (WMM). Disabling WMM deactivates QoS control of parameters

on traffic from the client to the access point. With WMM disabled, you can still set some

parameters on traffic from the access point to the client.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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ntp-server

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax ntp-server name;

Hierarchy Level [edit wlan access-point name external system]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure Network Time Protocol (NTP) server for access point.

Options ntp-server—NTP server name.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

protection

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax protection ( auto | off );

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Enable or disable protection mechanisms to prevent interference with legacy client and

access points from 802.11n or 802.11g transmissions.

Options protection—Specify auto or off. The default is auto.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

111Copyright © 2016, Juniper Networks, Inc.

Chapter 14: Configuration Statements

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx100/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx110/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX550/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx100/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx110/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX550/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html


quality-of-service

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax quality-of-service {
access-point-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
video-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
voice-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
}
no-acknowledgement;
no-auto-power-save;
no-wifi-multimedia;
station-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
video-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
voice-queue {
arbitration-inter-frame-space slots;
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maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
}

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) ]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure quality of service (QoS) for the radio.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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radio (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax radio ( 1 | 2 ){
quality-of-service {
access-point-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
video-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
voice-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}
}
no-acknowledgement;
no-auto-power-save;
no-wifi-multimedia;
station-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
video-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
voice-queue {
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arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
}

}
radio-options {
beacon-intervalmilliseconds;
broadcast-multicast-rate-limit {
rate-limit packets-per-second;
rate-limit-bursts packets-per-second;

}
channel {
bandwidth (20 | 40);
number (auto | (36 | 40 | 44 | 48 |149 | 153 | 157 |161 |165));
primary (lower | upper);

}
disable-dot11d;
dtim-period beacons;
fixed-multicast-rate ( auto | rate );
fragmentation-threshold size;
maximum-stations number;
mode (2.4GHz | 5GHz | a | an | bg | bgn);
no-short-guard-interval-supported;
protection ( auto | off );
radio-off;
rts-threshold size;
space-time-block-coding;
transmit-power percent;
transmit-rate-sets {
supported-rates rate1 rate2 ... rate-n;
supported-basic-rates rate1 rate2 ... rate-n;

}
}
station-isolation;
virtual-access-point id {
description description;
http-redirect {
redirect-url url;

}
no-broadcast-ssid;
security {
dot1x {
radius-server ip-address;
radius-key secret-key;
broadcast-key-refresh-rateminutes;
session-key-refresh-rateminutes;

}
mac-authentication-type ( disabled | local | radius );
none;
static-wep {
authentication-type (open | shared | both);
key-length (64bits | 128bits);
key-type ( ascii | hex );
transfer-key-index id;
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wep-key-1 key-1;
wep-key-2 key-2;
wep-key-3 key-3;
wep-key-4 key-4;

}
wpa-enterprise {
cipher-suites (tkip | ccmp | both);
pre-authenticate;
radius {
radius-server ip-address;
radius-key secret-key;
broadcast-key-refresh-rateminutes;
session-key-refresh-rateminutes;

}
wpa-version (v1 | v2 | both);

}
wpa-personal {
broadcast-key-refresh-rateminutes;
cipher-suites (tkip | ccmp | both);
key key;
wpa-version (v1 | v2 | both);

}
}
ssid ssid;
vlan vlan-id;

}
}

Hierarchy Level [edit wlan access-point name]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure radio 1 or radio 2 on the access point.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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radio-off

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax radio-off;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Set operational state of radio to off.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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radio-options

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax radio-options {
beacon-intervalmilliseconds;
broadcast-multicast-rate-limit {
rate-limit packets-per-second;
rate-limit-bursts packets-per-second;

}
channel {
bandwidth (20 | 40);
number (auto | (36 | 40 | 44 | 48 |149 | 153 | 157 |161 |165));
primary (lower | upper);

}
disable-dot11d;
dtim-period beacons;
fixed-multicast-rate ( auto | rate );
fragmentation-threshold size;
maximum-stations number;
mode (2.4GHz | 5GHz | a | an | bg | bgn);
no-short-guard-interval-supported;
protection ( auto | off );
radio-off;
rts-threshold size;
space-time-block-coding;
transmit-power percent;
transmit-rate-sets {
supported-rates rate1 rate2 ... rate-n;
supported-basic-rates rate1 rate2 ... rate-n;

}
}

Hierarchy Level [edit wlan access-point name radio (1 | 2) ]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure access point radio.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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rts-threshold

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax rts-threshold size;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure size of a request to send (RTS) transmission packet.

Options rts-threshold—Specify a value from 0 to 2347. The default is 2347.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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security (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax security {
dot1x {
radius-server ip-address;
radius-key radius-key;
broadcast-key-refresh-rateminutes;
session-key-refresh-rateminutes;

}
mac-authentication-type ( disabled | local | radius );
none;
static-wep {
authentication-type (open | shared | both);
key-length (64bits | 128bits);
key-type ( ascii | hex );
transfer-key-index (1|2|3|4);
wep-key-1 key;
wep-key-2 key;
wep-key-3 key;
wep-key-4 key;

}
wpa-enterprise {
broadcast-key-refresh-rateminutes;
cipher-suites (tkip | ccmp | both);
pre-authenticate;
radius-key secret-key;
radius-server ip-address;
session-key-refresh-rateminutes;
wpa-version (v1 | v2 | both);

}
wpa-personal {
broadcast-key-refresh-rateminutes;
cipher-suites (tkip | ccmp | both);
key key;
wpa-version (v1 | v2 | both);

}
}

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure security for the virtual access point.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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space-time-block-coding

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax space-time-block-coding;

Hierarchy Level [edit wlan access-point name radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Enable 802.11n Space Time Block Coding (STBC).

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

ssid

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax ssid ssid;

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure Service Set Identifier (SSID) broadcast by the access point.

Options ssid id—String of up to 32 characters.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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static (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax static {
address ip-address/mask;
default-gateway ip-address;

}

Hierarchy Level [edit wlan access-point name external system ports ethernet]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure static IP address information for the access point.

Options address—IP address and netmask for the access point.

default-gateway—IP address of the default gateway.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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static-wep

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax static-wep {
authentication-type (open | shared | both);
key-length (64bits | 128bits);
key-type ( ascii | hex );
transfer-key-index (1|2|3|4);
wep-key-1 key;
wep-key-2 key;
wep-key-3 key;
wep-key-4 key;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id security]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure a preshared Wired Equivalent Privacy (WEP) key.

Options authentication-type—Specify open to allow any client to associate with the access point;

clients must have the correct WEP key to transmit and received encrypted data.

Specify shared to permit only clients with the correct WEP key to associate with the

access point. Specify both to allow both open and shared authentication.

static wep—Configure a preshared Wired Equivalent Privacy (WEP) key.

key-length—Length, in bits, of WEP key. Specify 64bits for 64 bits or 128bits for 128 bits.

The default is 64 bits.

key-type—Format of the WEP key. Specify either ascii for ASCII format or hex for

hexadecimal format. The default is ASCII.

transfer-key-index—Allow configuration of up to four preshared keys. Specify a value

from 1 to 4.

wep-key-1 through wep-key-4—Preshared key string that corresponds to the

transfer-key-index value.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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station-isolation

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax station-isolation;

Hierarchy Level [edit wlan access-point access-point-name radio (1|2)]

Release Information Statement introduced in Release 10.3 of Junos OS.

Description Isolate the clients connected to the same virtual access point within a radio.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

station-mac-filter

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax station-mac-filter {
( allow-list | deny-list );
mac-address [mac-address];

}

Hierarchy Level [edit wlan access-point name access-point-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure list of client MAC addresses for local authentication.

Options allow-list—List of allowed MAC addresses.

deny-list—List of denied MAC addresses.

mac-address—Client MAC address.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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station-queues

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax station-queues {
background-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
best-effort-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
video-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
voice-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}
}

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure enhanced distributed channel access (EDCA) parameters for upstream traffic

from the client to the access point.

Options Options can be configured for the following queues:

• voice-queue—Highest priority queue with minimum delay.

• video-queue—High priority queue with minimum delay.

• best-effort-queue—Medium priority queue with medium throughput and delay.

• background-queue—Lowest priority queue with high throughput.

The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.
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Related
Documentation

• WLAN Feature Guide for Security Devices

syslog-options

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax syslog-options {
log-size kilobytes;
period seconds;

}

Hierarchy Level [edit wlan access-point name]

Release Information Statement introduced in Release 11.1 of Junos OS.

Description Configure access point logging options.

Options • log-size—Maximum size of each system log file that can be stored on an access point.

Range: 4 to 1024 kilobytes.

• period—Specifies the interval, in seconds, between retrieving and storing syslog

messages on SRX Series device. Range: 60 through 86,400 seconds.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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traceoptions (WirelessWANService)

Syntax traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(no-world-readable | world-readable);

}
flag flag;
no-remote-trace;

}

Hierarchy Level [edit system processes wireless-wan-service]

Release Information Statement introduced in Release 9.5 of Junos OS.

Description Configure tracing operations for Wireless WAN Services.

Options traceoptions—Set the trace options.•

• file—Configure the trace file information.

• filename—Name of the file to receive the output of the tracing operation. Enclose

the name within quotation marks. All files are placed in the directory /var/log. By

default, the name of the file is the name of the process being traced.

• files number— Maximum number of trace files. When a trace file named trace-file

reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and so on,

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten.

If you specify a maximum number of files, you also must specify a maximum file

size with the size maximum file-size option.

Range: 2 through 1000 files

Default: 10 files

• match regular-expression—Refine the output to include lines that contain the regular

expression.

• sizemaximum-file-size—Maximum size of each trace file, in kilobytes (KB), megabytes

(MB), or gigabytes (GB).

Range: 10 KB through 1 GB

Default: 128 KB

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files number option.

• (world-readable | no-world-readable)— By default, log files can be accessed only by

the user who configures the tracing operation. Theworld-readable option enables
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any user to read the file. To explicitly set the default behavior, use the

no-world-readable option.

• flag flag—Specify which tracing operation to perform. To specify more than one

tracing operation, include multiple flag statements. You can include the following

flags.

• all—Trace all options.

• configuration—Trace configuration events.

• debug—Trace WAN interface specific debug messages.

• fpc-ipc—Trace FPC inter process communication messages.

• memory—Trace memory allocation or deallocation messages.

• sdk-api—Trace WAN interface specific library messages.

• snmp—Trace SNMP communication specific debug messages.

NOTE: Tomonitor trace for CX111 management enable the flag snmp
option.

• no-remote-trace—Disable the remote tracing.

Required Privilege
Level

trace—To view this statement in the configuration.

trace-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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transmit-opportunity-limit

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax transmit-opportunity-limitms;

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service station-queues queue]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure interval, in milliseconds, when a WMM client can initiate transmissions onto

the wireless network.

Options transmit-opportunity-limit—Specify a value from 0 through 65,535. The defaults are 47

ms for voice-queue, 94 ms for video-queue, and 0 ms for best-effort-queue and

background-queue.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

transmit-power

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax transmit-power percent;

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure percent of radio transmit power.

Options Specify a value from 0 to 100. The default is 100.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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transmit-rate-sets

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax transmit-rate-sets {
supported-rates rate1 rate2 ... rate-n;
supported-basic-rates rate1 rate2 ... rate-n;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) radio-options]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Specify the transmission rates supported by and advertised by the radio. Valid rates are

determined by the radio’s mode setting.

Options supported-rates—Transmission rates supported by the radio.

supported-basic-rates—Transmission rates advertised by the radio.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

untagged-vlan

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax untagged-vlan vlan-id;

Hierarchy Level [edit wlan access-point name external system ports ethernet]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure VLAN for untagged traffic for the access point.

Options untagged-vlan—Identifier for VLAN to which untagged traffic is assigned. Specify a value

from 1 to 4094. The default is 1.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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video-queue

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax For access-point-queues:

video-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}

For station-queues:

video-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service (access-point-queues |
station-queues)]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure high priority queue with minimum delay.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

131Copyright © 2016, Juniper Networks, Inc.

Chapter 14: Configuration Statements

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx100/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx110/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX550/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html


virtual-access-point

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax virtual-access-point number {
description description;
http-redirect {
redirect-url redirect-url;

}
no-broadcast-ssid;
security {
dot1x {
radius-server ip-address;
radius-key radius-key;
broadcast-key-refresh-rateminutes;
session-key-refresh-rateminutes;

}
mac-authentication-type ( disabled | local | radius );
none;
static-wep {
authentication-type (open | shared | both);
key-length (64bits | 128bits);
key-type ( ascii | hex );
transfer-key-index (1|2|3|4);
wep-key-1 key;
wep-key-2 key;
wep-key-3 key;
wep-key-4 key;

}
wpa-enterprise {
broadcast-key-refresh-rateminutes;
cipher-suites (tkip | ccmp | both);
pre-authenticate;
radius-key secret-key;
radius-server ip-address;
session-key-refresh-rateminutes;
wpa-version (v1 | v2 | both);

}
wpa-personal {
broadcast-key-refresh-rateminutes;
cipher-suites (tkip | ccmp | both);
key key;
wpa-version (v1 | v2 | both);

}
}
ssid ssid;
vlan vlan-id;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) ]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure virtual access point for an access point radio.

Copyright © 2016, Juniper Networks, Inc.132

WLAN Feature Guide for Security Devices

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx100/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx110/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX550/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html


Options virtual-access-point id—Virtual access point identifier. Specify an identifier from 0 through

15.

NOTE: VAP 0 is the physical radio interface. VAP 0 is assigned to the BSSID
of the physical radio interface.

NOTE: VAP 0 is always enabled. To disable VAP 0, the radio itself must be
disabled.

description—Description of the virtual access point.

The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

vlan (WLAN)

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax vlan vlan-id;

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure the VLAN associated with the virtual access point.

Options vlan vlan-id—Specify a VLAN ID from 1 to 4094; however, for SRX240 and SRX650

devices, only VLANs up to 3967 are allowed. The default is 1.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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voice-queue

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax For access-point-queues:

voice-queue {
arbitration-inter-frame-space slots;
maximum-burstmicroseconds;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);

}

For station-queues:

voice-queue {
arbitration-inter-frame-space slots;
maximum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
minimum-contention-window (1 | 3 | 7 | 15 | 31 | 63 | 127 | 255 | 511 | 1023);
transmit-opportunity-limitms;

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) quality-of-service (access-point-queues |
station-queues)]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure highest priority queue with minimum delay.

Options The remaining statements are explained separately.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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wireless-lan-service

Supported Platforms SRX Series

Syntax wireless-lan-service {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(no-world-readable | world-readable);

}
flag flag;
no-remote-trace;

}
}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the wireless LAN service process.

Options disable—Disable the wireless LAN service process.•

• traceoptions—Set the trace options.

• file—Configure the trace file information.

• filename—Name of the file to receive the output of the tracing operation. Enclose

the name within quotation marks. All files are placed in the directory /var/log. By

default, the name of the file is the name of the process being traced.

• files number— Maximum number of trace files. When a trace file named trace-file

reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and so on,

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten.

If you specify a maximum number of files, you also must specify a maximum file

size with the size maximum file-size option.

Range: 2 through 1000 files

Default: 10 files

• match regular-expression—Refine the output to include lines that contain the regular

expression.

• sizemaximum-file-size—Maximum size of each trace file, in kilobytes (KB), megabytes

(MB), or gigabytes (GB).

Range: 10 KB through 1 GB

Default: 128 KB
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If you specify a maximum file size, you also must specify a maximum number of trace

files with the files number option.

• (world-readable | no-world-readable)— By default, log files can be accessed only by

the user who configures the tracing operation. Theworld-readable option enables

any user to read the file. To explicitly set the default behavior, use the

no-world-readable option.

• flag flag—Specify which tracing operation to perform. To specify more than one

tracing operation, include multiple flag statements. You can include the following

flags.

• all—Trace all events and messages.

• config—Trace configuration events.

• keepalive—Trace access point keep alive events.

• licensing—Trace access point license events.

• status—Trace access point status messages.

• no-remote-trace—Disable the remote tracing.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

Copyright © 2016, Juniper Networks, Inc.136

WLAN Feature Guide for Security Devices



web-management (SystemServices)

Supported Platforms J Series, LN Series, SRX Series

Syntax web-management {
http {
interfaces interface-names ;
port port;

}
https {
interfaces interface-names;
system-generated-certificate name;
port port;

}
management urlmanagement url;
session {
idle-timoutminutes;
session-limit number;

}
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(no-world-readable | world-readable);

}
flag flag;
level level;
no-remote-trace;

}
}

Hierarchy Level [edit system services]

Release Information Statement introduced in Junos OS Release 9.0.

Description Configure settings for HTTP or HTTPS access. HTTP access allows management of the

device using the J-Web interface. HTTPS access allows secure management of the device

using the J-Web interface. With HTTPS access, communication is encrypted between

your browser and the webserver for your device.

Options control—Disable the SBC process.

• max-threads—Maximum simultaneous threads to handle requests.

Range: 0 through 16

http—Configure HTTP.

• interface [value]—Interface value that accept HTTP access.

• port number—TCP port for incoming HTTP connections.

Range: 1 through 65,535
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https—Configure HTTPS.

• interface [value]—Interface value that accept HTTP access.

• port number—TCP port for incoming HTTP connections.

Range: 1 through 65,535

• local-certificate—X.509 certificate to use from configuration.

• pki-local-certificate—X.509 certificate to use from PKI local store.

• system-generated-certificate—X.509 certificate generated automatically by system.

management urlmanagement url—URL Path for Web management access.

session—Configure web management session.

• idle-timoutminutes—Default timeout of web-management sessions in minutes.

• session-limit number—Maximum number of web-management sessions to allow.
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traceoptions—Set the trace options.

• file—Configure the trace file information.

• filename—Name of the file to receive the output of the tracing operation. Enclose

the name within quotation marks. All files are placed in the directory /var/log.

By default, the name of the file is the name of the process being traced.

• filesnumber— Maximum number of trace files. When a trace file named trace-file

reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and so on,

until the maximum number of trace files is reached. Then the oldest trace file

is overwritten.

If you specify a maximum number of files, you also must specify a maximum

file size with the size maximum file-size option.

Range: 2 through 1000 files

Default: 10 files

• match regular-expression—Refine the output to include lines that contain the regular

expression.

• sizemaximum-file-size—Maximum size of each trace file, in kilobytes (KB),

megabytes (MB), or gigabytes (GB).

Range: 10 KB through 1 GB

Default: 128 KB

If you specify a maximum file size, you also must specify a maximum number of

trace files with the files number option.

• (world-readable | no-world-readable)— By default, log files can be accessed only

by the user who configures the tracing operation. Theworld-readableoption enables

any user to read the file. To explicitly set the default behavior, use the

no-world-readable option.

• flag flag—Specify which tracing operation to perform. To specify more than one

tracing operation, include multiple flag statements. You can include the following

flags.

• all—Trace all areas.

• configuration—Trace configuration.

• dynamic-vpn—Trace dynamic-vpn events.

• init—Trace daemon init process.

• mgd—Trace MGD requests.

• webauth—Trace webauth requests.

• level level —Specify the level of debugging output.

• all—Match all levels.

• error—Match error conditions.
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• info—Match informational messages.

• notice—Match conditions that should be handled specially.

• verbose—Match verbose messages.

• warning—Match warning messages.

• no-remote-trace—Disable the remote tracing.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

• Administration Guide for Security Devices

• Firewall User Authentication Feature Guide for Security Devices

• Dynamic VPN Feature Guide for SRX Series Gateway Devices
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wireless-wan

Supported Platforms SRX100, SRX210, SRX220, SRX240, SRX650

Syntax wireless-wan {
adapter adapter-name {
adapter-type cx-bridge;
ip-address ip-address;
modem {
expresscard description description;
usb1 description description;
usb2 description description;
usb3 description description;

}
}

}

Hierarchy Level [edit services wireless-wan]

Release Information Statement introduced in Release 11.4R2 of Junos OS.

Description Assign a name to an adapter to differentiate between multiple adapters connected to

an SRX Series device. You must configure an adapter IP address for each adapter name.

The IP address of an adapter is used for all communications between the adapter and

the SRX Series device. A maximum of 4 adapters can be connected to an SRX Series

device. The management functions for the CX111 adapter now include CLI commands.

You can now monitor and manage this adapter using these CLI commands.

Options • adapter name—Name of the CX111 adapter.

• ip-address—Management IP address used for all communications between the adapter

and an SRX Series device.

• adapter-type—(optional) Type of adapter; “cx-bridge” is the only type of adapter

supported.

• modem—Type of modem. Text descriptions are defined for each modem port.

NOTE: TheCLImanagement of theCX111 3Gadapter is not supportedwith
Virtual routing instance.

Required Privilege
Level

security—To view this statement in the configuration.

security-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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wireless-wan-service

Supported Platforms SRX Series

Syntax wireless-wan-service {
disable;
traceoptions {
file {
filename;
files number;
match regular-expression;
sizemaximum-file-size;
(no-world-readable | world-readable);

}
flag flag;
level (all | error |info |notice | verbose | warning);
no-remote-trace;

}
}

Hierarchy Level [edit system processes]

Release Information Statement introduced in Junos OS Release 8.5.

Description Specify the wireless WAN service process.

Options disable—Disable the wireless WAN service process.•

• traceoptions—Set the trace options.

• file—Configure the trace file information.

• filename—Name of the file to receive the output of the tracing operation. Enclose

the name within quotation marks. All files are placed in the directory /var/log. By

default, the name of the file is the name of the process being traced.

• files number— Maximum number of trace files. When a trace file named trace-file

reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and so on,

until the maximum number of trace files is reached. Then the oldest trace file is

overwritten.

If you specify a maximum number of files, you also must specify a maximum file

size with the size maximum file-size option.

Range: 2 through 1000 files

Default: 10 files

• match regular-expression—Refine the output to include lines that contain the regular

expression.

• sizemaximum-file-size—Maximum size of each trace file, in kilobytes (KB), megabytes

(MB), or gigabytes (GB).

Range: 10 KB through 1 GB
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Default: 128 KB

If you specify a maximum file size, you also must specify a maximum number of trace

files with the files number option.

• (world-readable | no-world-readable)— By default, log files can be accessed only by

the user who configures the tracing operation. Theworld-readable option enables

any user to read the file. To explicitly set the default behavior, use the

no-world-readable option.

• flag flag—Specify which tracing operation to perform. To specify more than one

tracing operation, include multiple flag statements. You can include the following

flags.

• all—Trace all events and messages.

• config—Trace configuration events.

• debug—Trace WAN interface specific debug messages.

• fpc-ipc—Trace FPC inter-process communication messages.

• memory—Trace memory allocation or deallocation messages.

• sdk-api—Trace WAN interface specific library messages.

• snmp—SNMP communication specific debug messages.

• no-remote-trace—Disable the remote tracing.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices

143Copyright © 2016, Juniper Networks, Inc.

Chapter 14: Configuration Statements



wpa-enterprise

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax wpa-enterprise {
broadcast-key-refresh-rateminutes;
cipher-suites (tkip | ccmp | both);
pre-authenticate;
radius-key secret-key;
radius-server ip-address;
session-key-refresh-rateminutes;
wpa-version (v1 | v2 | both);

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id security]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure RADIUS authentication with TKIP and/or CCMP encryption.

Options cipher-suites—Encryption type. Specify tkip, ccmp, or both.

pre-authenticate—Enable 802.11i pre-authentication.

radius-server—IP address of the RADIUS server. The default IP address is 192.168.1.10.

radius-key—Key used by the RADIUS server, in the form of a string of up to 64 bytes. The

default key is secret.

broadcast-key-refresh-rate—Interval, in minutes, between key rotations. Specify a value

from 1 to 86400. The default is 0 (disabled).

session-key-refresh-rate—Interval, in minutes between session key rotations. Specify a

value from 1 to 86400. The default is 0 (disabled).

wpa-version—WPA version. Specify v1, v2, or both.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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wpa-personal

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax wpa-personal {
broadcast-key-refresh-rateminutes;
cipher-suites ( tkip | ccmp | both );
key key;
wpa-version (v1 | v2 | both);

}

Hierarchy Level [edit wlan access-point name radio (1 | 2) virtual-access-point id security]

Release Information Statement introduced in Release 10.0 of Junos OS.

Description Configure preshared key with Wi-Fi Protected Access (WPA) with Temporal Key Integrity

Protocol (TKIP) and/or Cipher Block Chaining Message Authentication Code Protocol

(CCMP) encryption.

Options broadcast-key-refresh-rate—Interval, in minutes, between key rotations. Specify a value

from 1 to 86400. The default is 0 (disabled).

cipher-suites—Encryption type. Specify tkip, ccmp, or both.

key—Preshared key.

wpa-version—WPA version. Specify v1, v2, or both.

Required Privilege
Level

wlan—To view this statement in the configuration.

wlan-control—To add this statement to the configuration.

Related
Documentation

• WLAN Feature Guide for Security Devices
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PART 3

Administration

• Access Point Monitoring on page 149

• Access Point Operations on page 153

• System Log Messages on page 157

• Operational Commands on page 159
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CHAPTER 15

Access Point Monitoring

• Monitoring Access Points on page 149

Monitoring Access Points

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Purpose Use the monitoring functionality to view the Access Points page.

Action To monitor access points, select Monitor>Wireless LAN in the J-Web interface.

Meaning Table 11 on page 149 summarizes key output fields in the Access Points page.

Table 11: Access Points Monitoring Page

Additional InformationValueField

Access Point Details
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Table 11: Access Points Monitoring Page (continued)

Additional InformationValueField

Displays the following names:

• Access Point—Name of the access point.

• Type—Type of access point (internal or
external).

• Location—Location of the access point.

• Serial Number—Serial number of the
access point.

• Firmware Version—Firmware version for
the access point.

• Alternate Version—Backup firmware for
the access point.

• Regulatory Domain—Regulatory domain
of the access point, such as FCC (Federal
Communications Commission), ETSI
(European Union Telecommunications
Institute), TELEC, or WORLD.

• Country— Country name.

• Access Interface—Port where the access
point is connected.

• Packet Capture—ON or OFF. The default
is OFF.

• MACAddress— MAC address of the
external access point.

• IPv4Address—IPv4 address of the access
point.

• Status— ON or OFF.

• MACAddress— MAC address of radio 1.

• Mode—Mode of radio 1. The mode can be
a, an, or 5GHz 802.11n. The default is
802.11 a/n.

• Channel—Frequency at which radio 1
operates.

• Status—ON or OFF.

• MACAddress—MAC address of radio 2

• Mode—Mode of radio 2. The mode can be
bg, bgn, or 2.4GHz 802.11n. The default is
802.11 b/g/n

• Channel—Frequency at which radio 2
operates

Name

Displays the values for the respective namesValue

Client Associations
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Table 11: Access Points Monitoring Page (continued)

Additional InformationValueField

Virtual access point with which the client is
associated. For example,wlan0vap2means
the client is associated with VAP 2 on radio
1.

wlan0means the client is associated with
VAP 0 on radio 1.

wlan1means the client is associated with
VAP 0 on radio 2.

VAP

MAC address of the associated wireless
client.

Client MAC Address

Underlying IEEE 802.11 authentication status,
if the virtual access point security mode is
set to none or static WEP.

This status does not show IEEE 802.1x
authentication or association status. If the
virtual access point security mode is set to
802.1x or WPA, it is possible for a client
association to be shown as being
authenticated when it has actually not been
authenticated through the second layer of
security.

Authentication

The number of packets received from the
wireless clients and transmitted from the
access point to the wireless client.

Packets Rx/Tx

The number of bytes received from the
wireless clients and transmitted from the
access point to the wireless client.

Bytes Rx/Tx

Neighboring Access Points

MAC address of the neighbor access point.MAC Address

Security on the neighbor access point:

• Off—Security mode is set to none (no
security).

• On—There is some security in place.

Privacy

WPA security is on or off on the neighbor
access point.

WPA

151Copyright © 2016, Juniper Networks, Inc.

Chapter 15: Access Point Monitoring



Table 11: Access Points Monitoring Page (continued)

Additional InformationValueField

IEEE 802.11 mode being used on the neighbor
access point:

• 2.4—IEEE 802.11b, 802.11g, or 802.11n
mode, or a combination of these modes..

• 5—IEEE 802.11a or 802.11n mode, or both
modes.

Band

Channel on which the neighbor access point
is currently broadcasting.

Channel

Service set identifier that identifies the WLAN
that the neighbor access point is
broadcasting.

SSID

Related
Documentation

• AX411 Access Point Feature Overview on page 5

• AX411 Access Point Configuration Overview on page 51

Copyright © 2016, Juniper Networks, Inc.152

WLAN Feature Guide for Security Devices



CHAPTER 16

Access Point Operations

• Understanding Access Point Software Upgrades on page 153

• Understanding Access Point Restart on page 154

• Understanding Access Point Shutdown on page 154

• Firmware Upgrade on the AX411 Access Point (CLI Procedure) on page 154

• Firmware Upgrade on the AX411 Access Point (J-Web) on page 155

• Switching to Alternate Firmware on the AX411 Access Point (CLI Procedure) on page 156

Understanding Access Point Software Upgrades

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

The AX411 Access Point is shipped with software preinstalled. As new features and

software fixes become available, you must upgrade the software on the access point to

use them.

The AX411 Access Point retains two software images in its storage. The image that is

uploaded most recently to the access point is used as the active image and is loaded

into the access point’s memory when it is booted. The older software image provides an

automatic backup mechanism if the newly loaded software fails to operate or the new

image becomes corrupted during the upload process. In either case, the access point will

automatically boot up using the backup image.

To download software upgrades, you must have a Juniper Networks Web account and

a valid support contract. To obtain an account, complete the registration form at the

Juniper Networks website: https://www.juniper.net/registration/Register.jsp .

You can use the Junos OS CLI or J-Web interface to upgrade the software on an access

point.

Whenever new software is loaded onto the access point, the existing configuration on

the access point is retained and applied.

Related
Documentation

WLAN Feature Guide for Security Devices•

153Copyright © 2016, Juniper Networks, Inc.

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/AX411/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx210/srx210.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX220/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx240/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/hardware/SRX650/index.html
https://www.juniper.net/registration/Register.jsp


Understanding Access Point Restart

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

An access point can be restarted with a CLI command if necessary. When an access point

is restarted, any wireless clients that are associated with the access point lose connectivity

to the network.

NOTE: You should only restart an access point when directed to do so by
your Juniper Networks support representative.

To restart an access point, use the request wlan access-point restart name command.

Related
Documentation

request wlan access-point restart on page 162•

• WLAN Feature Guide for Security Devices

Understanding Access Point Shutdown

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Unplugging an access point from its power source shuts down access point functions.

The access point broadcasts a deauthentication message to connected wireless clients.

This action triggers the clients to start authentication and association processes

immediately with other available access points.

When an access point is unplugged, it is no longer manageable from the SRX Series

device. There is no CLI command to shut down an access point.

Related
Documentation

WLAN Feature Guide for Security Devices•

• Understanding Turning a Radio Off on page 26

Firmware Upgrade on the AX411 Access Point (CLI Procedure)

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can use the CLI configuration editor to upgrade software on an access point.

To upgrade access point software:

1. Navigate to the top of the configuration hierarchy in the CLI configuration editor.

2. Request the firmware upgrade on an access point:

[edit]
user@host# run requestwlanaccess-point firmwareupgrade [name | all ] file [ image
]

For example, on a single access point, enter
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[edit]
user@host# run request wlan access-point firmware upgradewap-1 file
/var/tmp/upgrade_10_1_0_1.tar

On all access points, enter

[edit]
user@host# run request wlan access-point firmware upgrade all file
/var/tmp/upgrade_10_1_0_1.tar

3. Verify the successful completion of the firmware upgrade by checking the firmware

version:

user@host> showwlan access-points access-points name detail

CAUTION: Do not power down the access point while an upgrade is in
progress.

NOTE: The firmware image has to be provided in a .tar format.Whenever the
new image is loaded onto the access point, the configuration on the access
point is reset to factory defaults.

Related
Documentation

WLAN Feature Guide for Security Devices•

Firmware Upgrade on the AX411 Access Point (J-Web)

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can use J-Web Configure to upgrade software on an access point.

In this procedure, the software to be loaded onto the access point is a tar file on a Windows

PC. The file is first transferred from the PC to the SRX Series device, and then loaded

onto the access point from the SRX Series device.

To upgrade access point software:

1. Copy the tar file that contains the access point software onto the Windows PC that

is running the J-Web user interface.

2. In the J-Web user interface, select Configure>Wireless LAN>Firmware upgrade.

The Firmware Upgrade page displays a list of access points configured on the SRX

Series Services Gateway.

3. Click Upgrade.

4. Select the access point to be upgraded.

5. Enter the name of the tar file to be uploaded to the access point or click Browse to

navigate to the file.

6. Click Upgrade.
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Related
Documentation

WLAN Feature Guide for Security Devices•

Switching to Alternate Firmware on the AX411 Access Point (CLI Procedure)

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

You can switch to backup firmware using the CLI configuration editor.

To switch to the alternate image:

1. Navigate to the top of the configuration hierarchy in the CLI configuration editor and

enter the run request wlan access-point firmware switch-image name command, for

example:

[edit]
user@host# run request wlan access-point firmware switch-imagemav-ap

2. Check the version of the alternate image using the showwlan access-points

access-point name detail command.

The output displays the firmware and alternate firmware versions.

Related
Documentation

• WLAN Feature Guide for Security Devices
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CHAPTER 17

System Log Messages

• Understanding System Log Messages on the AX411 Access Point on page 157

Understanding System LogMessages on the AX411 Access Point

Supported Platforms AX411, SRX210, SRX220, SRX240, SRX650

Junos OS supports configuring and monitoring of system log messages (also called syslog

messages). You can configure files to log system messages and also assign attributes,

such as severity levels.

The System log messages provide following types of information:

• Client association messages such as

• Request associations

• Successful associations

• Unsuccessful attempt for associations

• Radar detection on a channel

• Configuration change logs

• Logs for user login to system

Related
Documentation

• WLAN Feature Guide for Security Devices

• Understanding Packet Capture on the AX411 Access Point on page 7

• AX411 Access Point Configuration Overview on page 51

• Configuring System Log Messages on the AX411 Access Point on page 59
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CHAPTER 18

Operational Commands

• clear wlan access-point neighbors

• request wlan access-point firmware upgrade

• request wlan access-point restart

• request wireless-wan adapter firmware upgrade

• show wlan access-points

• show wlan diagnostics

• show wireless-wan adapter
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clear wlan access-point neighbors

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax clear wlan access-point neighbors ap-name

Release Information Command introduced in Release 10.3 of Junos OS.

Description Clear all entries (stale and current) from the list of access-point neighbors on a specified

wireless LAN access point.

Required Privilege
Level

clear

Related
Documentation

showwlan access-points on page 166•

• WLAN Feature Guide for Security Devices

Output Fields This command produces no output.
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request wlan access-point firmware upgrade

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax request wlan access-point firmware upgrade ( name | all ) file image

Release Information Command introduced in Release 10.0 of Junos OS.

Description Upgrade access point software.

Options name—Upgrade software on a specific access point on the services gateway.•

• all—Upgrade software on all access points on the services gateway.

• file—Software to be upgraded onto the access point(s).

Required Privilege
Level

maintenance

Related
Documentation

WLAN Feature Guide for Security Devices•

List of Sample Output request wlan access-point firmware upgradewap-3 on page 161
request wlan access-point firmware upgrade all on page 161

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request wlan access-point firmware upgradewap-3

user@host> request wlan access-point firmware upgradewap-3 file
/var/tmp/upgrade_10_1_0_1.tar
Firmware upgraded initiated for access point wap-3.
Upgrade will take approximately 6 minutes.
Access point will be unavailable during upgrade.
Please do not power down the access point while upgrade is in progress.

Sample Output

request wlan access-point firmware upgrade all

user@host> request wlan access-point firmware upgrade all file /var/tmp/upgrade_10_1_0_1.tar
Firmware upgraded initiated for all access points.
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request wlan access-point restart

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax request wlan access-point restart name

Release Information Command introduced in Release 10.0 of Junos OS.

Description Restart the access point.

Options name—Restart a specific access point on the services gateway.

Required Privilege
Level

maintenance

Related
Documentation

WLAN Feature Guide for Security Devices•

List of Sample Output request wlan access-point restart wap-3 on page 162

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request wlan access-point restart wap-3

user@host> request wlan access-point restart wap-3
Successfully restarted the access point.
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request wireless-wan adapter firmware upgrade

Supported Platforms SRX100, SRX210, SRX240, SRX650

Syntax request wireless-wan adapter firmware upgrade

Release Information Command introduced in Junos Release 11.4R2.

Description Upgrade the firmware on the CX111 adapter.

Options auto— Automatically upgrades the firmware. In this mode, the most current firmware

image from the Junos Cloud server is used for the upgrade. The 3G WAN link on CX111

adpater must be connected.

manual—Manually upgrades the firmware. In this mode, you must provide the URL for

the firmware image to be used for upgrade.

Firmware upgrade is possible with or without 3G WAN link connection on CX111 adapter.

The URL can point to an HTTP server running on:

• SRX Series Device

If 3G WAN link on CX111 adapter is not connected, then firmware image can be copied

to the SRX Series device for upgrade, and the webserver on an SRX Series device can

be used for upgrade.

Steps for firmware upgrade with the file path on an SRX Series device:

1. Configure HTTP server on the port to which CX111 adapter is connected on an SRX

Series device.

For example: set system services web-management http interface<physical interface

connected to CX111>

NOTE: The upgrade fromwebserver running on an SRX Series device
works,when theserver is runningon thesamesubnetas themanagement
VLAN subnet of CX111 adapter.

2. Copy the firmware image to /jail/var/tmp/ location on SRX Series device.

NOTE: Use binarymode to transfer the firmware image to the SRXSeries
device. The filenamemust have .bin as suffix.

3. Enter the firmware upgrade command with the URL pointing to the firmware image

on an SRX Series device.

For example: http://<ip-address-of-http-port> /cx_fw/ <image.bin>
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• External HTTP server

If 3G WAN link on CX111 adapter is connected, then HTTP URL pointing to firmware

image on public webserver can be used for upgrade.

Steps for firmware upgrade with the file on external HTTP server

1. Copy the firmware image file to the external webserver HTTP root directory.

2. Enter the firmware upgrade command with the URL listed as follows:

For example: http://<web-server-address>/<image.bin>

NOTE: If there are packet drops to the external webserver over CX111
adapter 3GWAN connection, then the firmware upgrademight fail.

Required Privilege
Level

maintenance

Related
Documentation

showwireless-wan adapter on page 171•

• WLAN Feature Guide for Security Devices

List of Sample Output request wireless-wan adapter firmware upgrade on page 164
request wireless-wan adapter firmware upgrade auto on page 164
request wireless-wan adapter firmware upgrademanual on page 164

Output Fields When you enter this command, you are shown the options.

Sample Output

request wireless-wan adapter firmware upgrade

user@host> request wireless-wan adapter firmware upgrade
Possible completions
auto
manual 

request wireless-wan adapter firmware upgrade auto

user@host> request wireless-wan adapter firmware upgrade auto CX111-0
Firmware upgrade initiated for adapter CX111-0.
Upgrade will take few minutes.
Use 'show wireless-wan adapter firmware upgrade status CX111-0' to view upgrade 
status. Adapter will be unavailable during upgrade. Please do not power down the
 Adapter while upgrade is in progress.

request wireless-wan adapter firmware upgrademanual

user@host> request wireless-wan adapter firmware upgrademanual CX111-0 url
http://192.168.0.10/cx_fw/u_cx111_1.1.1.bin
Firmware upgrade initiated for adapter CX111-0.
Upgrade will take few minutes.
Use 'show wireless-wan adapter firmware upgrade status CX111-0' to view upgrade 
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status. Adapter will be unavailable during upgrade. Please do not power down the
 Adapter while upgrade is in progress.
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showwlan access-points

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax showwlan access-points <ap-name> <detail> <virtual-access-points> <detail>
<client-associations> <neighbors>

Release Information Command introduced in Release 10.0 of Junos OS.

Description Display information about the wireless LAN access points configured on the services

gateway.

Options • none—Display the status of all access points on the services gateway.

• ap-name—(Optional) Display information about a specific access point on the services

gateway.

• detail—(Optional) Display detailed information about a specific access point on the

services gateway.

• virtual-access-points—(Optional) Display information about the virtual access points

configured on a specific access point on the services gateway.

• detail—(Optional) Display detailed information about a specific virtual access point

on the services gateway.

• client-associations—(Optional) Display information about the client associations on

a specific access point on the services gateway.

• neighbors—(Optional) Display information about the neighbor access points, including

the last beacon (receive) time with the most active neighbors displayed first, in

descending order.

Required Privilege
Level

view

Related
Documentation

clear wlan access-point neighbors on page 160•

• WLAN Feature Guide for Security Devices

List of Sample Output showwlan access-points on page 167
showwlan access-points wl-ap8 on page 167
showwlan access-points wl-ap8 detail on page 167
showwlan access-points wl-ap8 virtual-access-points on page 168
showwlan access-points wl-ap8 virtual-access-points detail on page 168
showwlan access-points wl-ap8 neighbors on page 169

Output Fields Table 12 on page 167 lists the output fields for the showwlan access-points command.

Output fields are listed in the approximate order in which they appear.
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Table 12: showwlan access-points Output Fields

Field DescriptionField Name

Name of the access point.Access-Point

Access point type, for example “Ext” for external access point.Type

Interface on the SRX Series device to which the access point is connected.Interface

Physical Layer (PHY) standard mode of the radio and the channel used for transmitting
and receiving.

Radio-mode/Channel

Sample Output

showwlan access-points

user@host> showwlan access-points
Active access points information

Access-Point   Type   Interface    Radio-mode/Channel
wl-ap8         Ext    vlan.0       an/44, bgn/4
wl-ap6         Ext    vlan.0       an/149, bgn/4

showwlan access-points wl-ap8

user@host> showwlan access-points wl-ap8
Active access point information

Access Point        : wl-ap8
Type                : External
Access Interface    : vlan.0
IPv4 Address        : 40.0.0.70
Management Status   : Managed
Packet Capture      : Off
Radio1              : Mode: IEEE 802.11a/n, Channel: 44 (5220 MHz)
Radio2              : Mode: IEEE 802.11b/g/n, Channel: 4 (2427 MHz

showwlan access-points wl-ap8 detail

user@host> showwlan access-points wl-ap8 detail
Active access point detail information

Access Point          : wl-ap8
Type                  : External
Location              : Default Location
Serial Number         : BE2610AF0019
Firmware Version      : 10.1.3.7
Alternate Version     : 10.1.3.7
Regulatory Domain     : FCC
Country               : UNDEFINED
Access Interface      : vlan.0
Packet Capture        : Off
Ethernet Port:
    MAC Address       : 80:71:1F:3D:C5:00
    IPv4 Address      : 40.0.0.70
Radio1:
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    Status            : On
    MAC Address       : 80:71:1F:3D:C5:00
    Mode              : IEEE 802.11a/n
    Channel           : 44 (5220 MHz)
Radio2:
    Status            : On
    MAC Address       : 80:71:1F:3D:C5:10
    Mode              : IEEE 802.11b/g/n
    Channel           : 4 (2427 MHz)

showwlan access-points wl-ap8 virtual-access-points

user@host> showwlan access-points wl-ap8 virtual-access-points
Virtual access points information

Access point name         : wl-ap8
Radio1:
  VAP0:
    SSID                  : wl-ap8vap0
    MAC Address           : 80:71:1F:3D:C5:00
    VLAN ID               : 1
    Traffic Statistics    :
      Input Bytes         : 0
      Output Bytes        : 722
      Input Packets       : 0
      Output Packets      : 6
Radio2:
  VAP0:
    SSID                  : wl-ap8vap0-rad2
    MAC Address           : 80:71:1F:3D:C5:10
    VLAN ID               : 1
    Traffic Statistics    :
      Input Bytes         : 0
      Output Bytes        : 497
      Input Packets       : 0
      Output Packets      : 5

showwlan access-points wl-ap8 virtual-access-points detail

user@host> showwlan access-points wl-ap8 virtual-access-points detail
Virtual access points information

Access point name           : wl-ap8
Radio1:
  VAP0:
    SSID                    : wl-ap8vap0
    MAC Address             : 80:71:1F:3D:C5:00
    VLAN ID                 : 1
    VAP SECURITY            : wpa-personal
    Wpaversion              :
     Wpa2                   : Enable
     Wpa                    : Disable
    Ciper-Suites            :
     Ccmp(AES)              : Enable
     Tkpi                   : Disable
     Broadcast-Refresh-Rate : 0
Radio2:
  VAP0:
    SSID                    : wl-ap8vap0-rad2
    MAC Address             : 80:71:1F:3D:C5:10
    VLAN ID                 : 1
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    VAP SECURITY            : wpa-personal
    Wpaversion              :
     Wpa2                   : Enable
     Wpa                    : Disable
    Ciper-Suites            :
     Ccmp(AES)              : Enable
     Tkpi                   : Disable
     Broadcast-Refresh-Rate : 0

showwlan access-points wl-ap8 neighbors

user@host> showwlan access-points w1-ap8 neighbors
Access point neighbors information

Access point: wl-ap8
MAC                Sec/WPA  Band/Chan/Sig  Last Beacon      SSID
80:71:1f:3d:f7:90  On/Off   2.4/4/-3       Jul 31 14:24:10  wl-ap6vap0-rad2
80:71:1f:3d:db:00  On/Off   5/44/-36       Jul 31 14:16:41  juniper-default
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showwlan diagnostics

Supported Platforms SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, SRX650

Syntax showwlan diagnostics

Release Information Command introduced in Release 10.2 of Junos OS.

Description Display the Wireless LAN diagnostics information status such as Packet Capture and

System log messages.

Required Privilege
Level

maintenance

Related
Documentation

WLAN Feature Guide for Security Devices•

Example

user@host# showwlan diagnostics

Active access points diagnostics information

     Access-Point        Pcap-Status   Pcap-Interface   Syslog-Status
     mav0                Off           None             Off
     mav1                Off           None             Off
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showwireless-wan adapter

Supported Platforms SRX100, SRX210, SRX220, SRX240, SRX650

Syntax showwireless-wan adapter

Release Information Command introduced in Release 11.4R2 of Junos OS.

Description Displays all configured adapters along with their IP addresses.

Options • adapter-name—Displays the name of the adapter.

• detail—Displays details of the adapter.

• firmware—Displays the firmware upgrade status.

• modem—Displays information about the specified modem port.

Required Privilege
Level

view

Related
Documentation

request wireless-wan adapter firmware upgrade on page 163•

• WLAN Feature Guide for Security Devices

List of Sample Output showwireless-wan adapter on page 173
showwireless-wan adapter CX111-0 on page 173
showwireless-wan adapter CX111-0 detail on page 173
showwireless-wan adapter firmware upgrade CX111-0 on page 173
showwireless-wan adapter detail on page 174
showwireless-wanadapterCX111-0modem[usb1|usb2|usb3|expresscard]onpage174

Output Fields Lists the output fields for the showwireless-wan adapter command.

Table 13: showwireless-wan adapter Output Fields

Field DescriptionField Name

Adapter information fields

Name of the adapter.Adapter name

Displays the firmware version.Adapter firmware version

Modem information fields

Displays the number of modems connected to the adapter.Number of cellular modems
connected

Displays the modem index number.Cellular modem index

Displays the modem description.Modem information
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Table 13: showwireless-wan adapter Output Fields (continued)

Field DescriptionField Name

Displays the modem port.Modem port

Displays the cellular modems signal strength, given in dBm's.Modem signal strength

Displays the modem WAN connection details. The available status options are:
established, establishing, ready, error, disconnected, disconnecting, suspended, empty,
not configured and user stopped.

Modem status

Displays the cellular modems Ec/ Io ratio given in dBm'sModem ecio

Displays the unique serial number of the device.Modem serial number

Displays the current firmware version of the modem.Modem firmware version

Displays the current operational state of the interface. The available status options are:
Up and Down.

Connection status

Displays the address information for the modem, received from WAN network.IP address

Displays the total number of octets transmitted out of the interface, including framing
characters.

Sent bytes

Displays the total number of packets that higher-level protocols requested to be
transmitted to a subnetwork-unicast address, including the packets that were discarded
or not sent.

Sent packets

Displays the number of outbound packets that are chosen to be discarded even after no
errors being detected to prevent their being transmitted. One possible reason for
discarding such a packet might be to free up buffer space.

Outbound packet discards

Displays the number of outbound packets that cannot be transmitted because of errors.Outbound packet errors

Displays the total number of octets received on the interface, including framing characters.Received bytes

Displays the number of subnetwork-unicast packets delivered to a higher-layer protocol.Received packets

Display the number of inbound packets that are chosen to be discarded even after no
errors being detected to prevent their being deliverable to a higher-layer protocol. One
possible reason for discarding such a packet might be to free up buffer space.

Inbound packet discards

Displays the number of inbound packets that contained errors preventing them from
being deliverable to a higher-layer protocol.

Inbound packet errors

Firmware information fields

Displays the current firmware version.Adapter current firmware version

Displays the firmware upgrade mode. The available modes are none, auto, and manual.Adapter firmware upgrademode
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Table 13: showwireless-wan adapter Output Fields (continued)

Field DescriptionField Name

Displays the firmware upgrade URL.Adapter firmware upgrade URL

Displays the firmware upgrade status. The available status options are idle, upgrading,
uptodate, updateAvail, and failure.

Adapter firmware upgrade status

Sample Output

showwireless-wan adapter

user@host> showwireless-wan adapter

Adapter information
Adapter-name         IP-address
CX111-0              192.168.0.1
CX111-1              192.168.0.2
CX111-2              192.168.0.3

showwireless-wan adapter CX111-0

user@host> showwireless-wan adapter CX111-0

Adapter information
Adapter name : CX111-0
Adapter firmware version             : "1.9.0"
Number of cellular modems connected  : 2

showwireless-wan adapter CX111-0 detail

user@host> showwireless-wan adapter CX111-0 detail

Adapter name : CX111-0
Adapter firmware version             : "1.9.0"
Number of cellular modems connected  : 2

 Cellular modem index: 1
 Modem information: "AC503"
 Modem port: "ExpressCard"
 Modem signal strength: 0 dBm

 Cellular modem index: 2
 Modem information: "USB 308"
 Modem port: "USB1"
 Modem signal strength: -94 dBm

showwireless-wan adapter firmware upgrade CX111-0

user@host> showwireless-wan adapter firmware upgrade CX111-0

Adapter firmware upgrade details
 Adapter current firmware version: "1.9.0"
 Adapter firmware upgrade mode: auto
 Adapter firmware upgrade URL: Juniper cloud server
 Adapter firmware upgrade status: upgrading

173Copyright © 2016, Juniper Networks, Inc.

Chapter 18: Operational Commands



showwireless-wan adapter detail

user@host> showwireless-wan adapter detail

Adapter name : CX111-0
Adapter firmware version             : "1.9.0"
Number of cellular modems connected  : 2

 Cellular modem index: 1
 Modem information: "AC503"
 Modem port: "ExpressCard"
 Modem signal strength: 0 dBm

 Cellular modem index: 2
 Modem information: "USB 308"
 Modem port: "USB1"
 Modem signal strength: -94 dBm

Adapter name : CX111-1
Adapter firmware version             : "1.9.0"
Number of cellular modems connected  : 1

 Cellular modem index: 1
 Modem information: "AC503"
 Modem port: "ExpressCard"
 Modem signal strength: 0 dBm

Adapter name : CX111-2 is not reachable
Adapter name : CX111-3 is not reachable

showwireless-wan adapter CX111-0modem [usb1|usb2 |usb3|expresscard]

user@host> showwireless-wan adapter CX111-0modem usb1

Modem information: "AC503"
Modem port: "ExpressCard"
Modem signal strength: -60 dBm
Modem status: established
Modem ecio: 0 dBm
Modem serial number: "356470031505691"
Modem firmware version: "M3_0_10_1AP C:/WS/FW/M3_0_10_1AP/MDM8200/SRC/AMSS 
2010/03/29 17:52:11"
Connection status: Up
IP address:  49.203.226.149
Sent bytes: 726
Sent packets: 9
Outbound packet discards: 0
Outbound packet errors: 0
Received bytes: 1063
Received packets: 7
Inbound packet discards: 0
Inbound packet errors: 0
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PART 4

Index

• Index on page 177
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WMM...................................................................................18
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