
MQTT 操作指导手册（阿里云） 

一、 创建实例 

1.1 创建产品 

登录阿里云物联网平台 https://iot.console.aliyun.com/，进入公共实例，如下图： 

 

选择菜单栏中的“产品”，可以根据需要，“创建产品”，如下图： 

 

根据创建的产品的特点和场景，填写相应产品接入信息，如下图： 

https://iot.console.aliyun.com/


 

 

1.2 添加设备 

在上述产品创建信息填写完毕并“确认”后，会出现“添加设备”窗口，如下： 

 



填写添加的设备信息，如下图： 

 

填写添加的设备信息完毕后，会在菜单栏“设备”新增添加的设备信息，如下图： 

 

点击添加的设备之后，将显示详细的设备信息，如下图： 



 

 



二、 模组与 MQTT 服务器交互（e.g.BC28-CNV） 

2.1 连接模组 

 

2.2 状态检查 

***设备连接及串口通信检查 

[2021-04-08_17:19:38:512]at                                   //设备连接及串口通信检查 

[2021-04-08_17:19:38:512]OK                                  //设备连接及串口通信正常 

***打开回显 

[2021-04-08_17:19:40:861]ate1                                 //打开回显 

[2021-04-08_17:19:40:922]OK 

***SIM卡状态检查 

[2021-04-08_17:20:05:328]at+cgsn=1                          //检查SIM卡，获取IMEI 

[2021-04-08_17:20:05:388]+CGSN:864294050000037 

 

[2021-04-08_17:20:05:388]OK 

[2021-04-08_17:20:50:811]at+nccid 

[2021-04-08_17:20:50:811]+NCCID:89860446091891372016     //检查SIM卡，获取CCID 



 

[2021-04-08_17:20:50:811]OK 

[2021-04-08_17:21:17:393]at+cimi 

[2021-04-08_17:21:17:393]460046671802016                   //检查SIM卡，获取IMSI 

 

[2021-04-08_17:21:17:393]OK 

***检查网络注册情况 

[2021-04-08_17:22:55:805]at+cereg? 

[2021-04-08_17:22:55:805]+CEREG:0,1                          //网络已注册 

 

[2021-04-08_17:22:55:805]OK 

***检查网络信号情况 

[2021-04-08_17:23:04:377]at+csq 

[2021-04-08_17:23:04:377]+CSQ:19,99                          //RSSI=-113+19*2=-75 

 

[2021-04-08_17:23:04:377]OK 

[2021-04-08_17:23:26:099]at+nuestats 

[2021-04-08_17:23:26:099]Signal power:-836 

[2021-04-08_17:23:26:099]Total power:-748 

[2021-04-08_17:23:26:113]TX power:210 

[2021-04-08_17:23:26:129]TX time:7295 

[2021-04-08_17:23:26:144]RX time:398631 

[2021-04-08_17:23:26:159]Cell ID:98247220 

[2021-04-08_17:23:26:281]ECL:0 

[2021-04-08_17:23:26:281]SNR:43 

[2021-04-08_17:23:26:281]EARFCN:3682 

[2021-04-08_17:23:26:281]PCI:281 

[2021-04-08_17:23:26:281]RSRQ:-114 

[2021-04-08_17:23:26:281]OPERATOR MODE:4 

[2021-04-08_17:23:26:281]CURRENT BAND:8 

 

[2021-04-08_17:23:26:281]OK 

***获取IP地址 

[2021-04-08_17:24:00:317]at+cgpaddr 

[2021-04-08_17:24:00:317]+CGPADDR:0,100.125.7.186 

 

[2021-04-08_17:24:00:317]OK 



2.3 MQTT 流程测试  

2.3.1 客户端与 MQTT 服务器连接 

***配置终端设备信息，为阿里云配置设备信息 

[2021-04-08_18:06:22:438]AT+QMTCFG="aliauth",0,"a1lF4kn5J1Y","BC28-

CNVAA","c95589142af0e6bb72de8e7424835faf" 

//后三位对应上述的三元组ProductKey，DeviceName，DeviceSecret；实现终端设备与阿里云IOT平台的认证和

鉴权 

[2021-04-08_18:06:22:453]OK 

***开启MQTT客户端网络,与上述指令间隔时间要小于10s，否则链路失效 

[2021-04-08_18:06:42:193]AT+QMTOPEN=0,"iot-as-mqtt.cn-shanghai.aliyuncs.com",1883 

[2021-04-08_18:06:42:193]OK 

[2021-04-08_18:06:42:330] 

[2021-04-08_18:06:42:330]+QMTOPEN: 0,-1          //如果为-1，表示打开网络失败，建议使用下面IP地址 

[2021-04-08_18:06:55:226]AT+QMTOPEN=0,"139.196.135.135",1883 

[2021-04-08_18:06:55:226]OK 

[2021-04-08_18:06:55:634] 

[2021-04-08_18:06:55:634]+QMTOPEN: 0,0           //MQTT交互通道开启成功 

***开启MQTT客户端网络 

[2021-04-08_18:07:01:819]AT+QMTCONN=0,"BC28_TEST" 

//客户端（终端设备）连接到阿里云MQTT服务器，

AT+QMTCONN=<TCP_connectID>,<clientID>[,<username>[,<password>]] 

上述username参数定义为“BC28_TEST”,可以根据场景等情况自定义 

[2021-04-08_18:07:01:819]OK 

[2021-04-08_18:07:02:951] 

[2021-04-08_18:07:02:951]+QMTCONN: 0,0,0             //客户端与阿里云MQTT服务器连接成功 

如下图，阿里云“日志服务”中已经显示设备online 

 



2.3.2 MQTT 服务器定义功能 

 

 

 

 



 

2.3.3 客户端发布数据 

 

终端模块发布消息后，退出模拟器。 

alinkjson: 

{"id":1618043936166,"params":{"864294050000037:SoilTemperature":15,"864294050000037:mhumi":40,"864294050

000037:mtemp":25,"864294050000037:SoilMoisture":89,"864294050000037:Atmosphere":1025},"version":"1.0","met

hod":"thing.event.property.post"} 

***配置客户端向MQTT服务器发布消息 

[2021-04-10_16:42:18:151]AT+QMTPUB=0,0,0,0,"/sys/a1lF4kn5J1Y/BC28-

CNVAA/thing/event/property/post",243                            //243为发布消息的字符长度 

[2021-04-10_16:42:18:166]> 

[2021-04-10_16:42:20:519] 

{"id":1618043936166,"params":{"864294050000037:SoilTemperature":15,"864294050000037:mhumi":40,"

864294050000037:mtemp":25,"864294050000037:SoilMoisture":89,"864294050000037:Atmosphere":102



5},"version":"1.0","method":"thing.event.property.post"} 

[2021-04-10_16:42:20:564]OK 

[2021-04-10_16:42:20:713] 

[2021-04-10_16:42:20:713]+QMTPUB: 0,0,0 

[2021-04-10_16:42:22:361] 

[2021-04-10_16:42:22:361]+QMTRECV: 0,0,"/sys/a1lF4kn5J1Y/BC28-

CNVAA/thing/event/property/post_reply",{"code":200,"data":{},"id":"1618043936166","message":"success

","method":"thing.event.property.post","version":"1.0"} 

//如下图，阿里云MQTT服务器已获取发布的消息 

 

2.3.4 客户端订阅消息 

***配置客户端向MQTT服务器订阅消息 

[2021-04-10_17:02:41:570]AT+QMTSUB=0,1,"/sys/a1lF4kn5J1Y/BC28-

CNVAA/thing/event/property/post_reply",2 

[2021-04-10_17:02:41:570]OK 

[2021-04-10_17:02:43:321] 

[2021-04-10_17:02:43:321]+QMTSUB: 0,1,0,1                         //订阅成功 

//如下图，MQTT客户端已订阅消息 



 

2.3.5 客户端退订消息 

***配置客户端向MQTT服务器订阅消息 

[2021-04-12_11:33:24:986]AT+QMTCFG="aliauth",0,"a1lF4kn5J1Y","BC28-

CNVAA","c95589142af0e6bb72de8e7424835faf" 

[2021-04-12_11:33:24:986]OK 

[2021-04-12_11:33:26:316]AT+QMTOPEN=0,"139.196.135.135",1883 

[2021-04-12_11:33:26:316]OK 

[2021-04-12_11:33:27:843]AT+QMTCONN=0,"BC28_TEST" 

[2021-04-12_11:33:27:843]OK 

[2021-04-12_11:33:28:163] 

[2021-04-12_11:33:28:163]+QMTOPEN: 0,0 

[2021-04-12_11:33:29:480] 

[2021-04-12_11:33:29:480]+QMTCONN: 0,0,0 

[2021-04-12_11:33:33:025]AT+QMTDISC=0 

[2021-04-12_11:33:33:025]OK 

[2021-04-12_11:33:33:161] 

[2021-04-12_11:33:33:161]+QMTDISC: 0,0 

[2021-04-12_11:33:38:244]AT+QMTCLOSE=0 

[2021-04-12_11:33:38:244]ERROR 

[2021-04-12_11:37:39:323]AT+QMTCFG="aliauth",0,"a1lF4kn5J1Y","BC28-

CNVAA","c95589142af0e6bb72de8e7424835faf" 

[2021-04-12_11:37:39:323]OK 

[2021-04-12_11:37:40:711]AT+QMTOPEN=0,"139.196.135.135",1883 

[2021-04-12_11:37:40:726]OK 

[2021-04-12_11:37:41:377]AT+QMTCONN=0,"BC28_TEST" 

[2021-04-12_11:37:41:377]OK 

[2021-04-12_11:37:42:728] 

[2021-04-12_11:37:42:728]+QMTOPEN: 0,0 

[2021-04-12_11:37:43:014] 



[2021-04-12_11:37:43:014]+QMTCONN: 0,0,0 

[2021-04-12_11:37:55:677]AT+QMTPUB=0,0,0,0,"/sys/a1lF4kn5J1Y/BC28-

CNVAA/thing/event/property/post",243 

[2021-04-12_11:37:55:677]> 

[2021-04-

12_11:37:57:785]{"id":1618043936166,"params":{"864294050000037:SoilTemperature":15,"864294050000

037:mhumi":40,"864294050000037:mtemp":25,"864294050000037:SoilMoisture":89,"864294050000037:A

tmosphere":1025},"version":"1.0","method":"thing.event.property.post"} 

[2021-04-12_11:37:57:935]OK 

[2021-04-12_11:37:58:071] 

[2021-04-12_11:37:58:071]+QMTPUB: 0,0,0 

[2021-04-12_11:37:59:202] 

[2021-04-12_11:37:59:202]+QMTRECV: 0,0,"/sys/a1lF4kn5J1Y/BC28-

CNVAA/thing/event/property/post_reply",{"code":200,"data":{},"id":"1618043936166","message":"success

","method":"thing.event.property.post","version":"1.0"} 

[2021-04-12_11:38:08:085]AT+QMTUNS=0,2,"/sys/a1lF4kn5J1Y/BC28-

CNVAA/thing/event/property/post_reply"                                  //退订 

[2021-04-12_11:38:08:100]OK 

[2021-04-12_11:38:09:023] 

[2021-04-12_11:38:09:023]+QMTUNS: 0,2,0                                //退订成功 

2.3.6 客户端关闭/断开与 MQTT 服务器连接 

关闭连接网络 

***配置客户端向MQTT服务器订阅消息 

[2021-04-12_11:29:50:974]AT+QMTCFG="aliauth",0,"a1lF4kn5J1Y","BC28-

CNVAA","c95589142af0e6bb72de8e7424835faf" 

[2021-04-12_11:29:50:974]OK 

[2021-04-12_11:29:52:393]AT+QMTOPEN=0,"139.196.135.135",1883 

[2021-04-12_11:29:52:393]OK 

[2021-04-12_11:29:56:330]AT+QMTCONN=0,"BC28_TEST" 

[2021-04-12_11:29:56:330]OK 

[2021-04-12_11:29:59:657] 

[2021-04-12_11:29:59:657]+QMTOPEN: 0,0 

[2021-04-12_11:30:00:959] 

[2021-04-12_11:30:00:959]+QMTCONN: 0,0,0 

[2021-04-12_11:30:09:912]AT+QMTCLOSE=0                         //关闭MQTT客户端网络 

[2021-04-12_11:30:09:912]OK 

[2021-04-12_11:30:10:048] 

[2021-04-12_11:30:10:048]+QMTCLOSE: 0,0 

[2021-04-12_11:30:13:885]AT+QMTDISC=0 

[2021-04-12_11:30:13:885]ERROR 



断开服务器连接 

***配置客户端向MQTT服务器订阅消息 

[2021-04-12_11:33:24:986]AT+QMTCFG="aliauth",0,"a1lF4kn5J1Y","BC28-

CNVAA","c95589142af0e6bb72de8e7424835faf" 

[2021-04-12_11:33:24:986]OK 

[2021-04-12_11:33:26:316]AT+QMTOPEN=0,"139.196.135.135",1883 

[2021-04-12_11:33:26:316]OK 

[2021-04-12_11:33:27:843]AT+QMTCONN=0,"BC28_TEST" 

[2021-04-12_11:33:27:843]OK 

[2021-04-12_11:33:28:163] 

[2021-04-12_11:33:28:163]+QMTOPEN: 0,0 

[2021-04-12_11:33:29:480] 

[2021-04-12_11:33:29:480]+QMTCONN: 0,0,0 

[2021-04-12_11:33:33:025]AT+QMTDISC=0                 //客户端与MQTT服务器断开连接 

[2021-04-12_11:33:33:025]OK 

[2021-04-12_11:33:33:161] 

[2021-04-12_11:33:33:161]+QMTDISC: 0,0 

[2021-04-12_11:33:38:244]AT+QMTCLOSE=0 

[2021-04-12_11:33:38:244]ERROR 

三、 MQTT.fx 与 MQTT 服务器交互 

通过 Download ( jensd.de)下载 MQTT.fx 与阿里云 MQTT 服务器进行交互。如下图

“Extras→Edit connection profiles”创建连接配置。 

 

https://mqttfx.jensd.de/index.php/download?spm=a2c4g.11186623.2.11.3d1b73a8LJct4o


Profile name:根据需要进行自定义 

Profile type:MQTT Broker 

Broker Address: ${YourProductKey}.iot-as-mqtt.${YourRegionId}.aliyuncs.com 

Broker Port:1883 

ClientID:<IMEI>/<CCID>|securemode=3, signmethod=hmacsha1|，建议设置方式 

如：864162041580419|securemode=3,signmethod=hmacsha1| 

General 默认设置 

 

User Credential 设置 

User Name: ${DeviceName}&${ProductKey} 如：BC28-CNVAA&a1lF4kn5J1Y 

Password: 有下面附件设置条件进行加密产生的密码 

MQTT_Password.

7z
 



 

 

 



向 MQTT 服务器发布消息： 

 

 

阿里云终端设备信息更新： 



 

客户端定义信息： 

 


